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CLAIMS 

What is claimed is:  

 

1. A heartbeat protocol communication method for an unmanned vehicle 

system comprising an unmanned vehicle and a control platform communicating on an 

internet protocol (IP) communication network, the heartbeat protocol communication 

method comprising:  

the unmanned vehicle establishing a dedicated transport layer security/secure 

sockets layer (TSL/SSL) secure channel with the control platform in a transport layer of 

the IP communication network; 

thereafter, the unmanned vehicle transmitting heartbeat data at regular periodic 

predetermined time intervals on the dedicated TSL/SSL secure channel, the heartbeat 

data comprising keep alive application data comprising real-time information pertinent to 

the unmanned vehicle; 

the unmanned vehicle determining whether an acknowledgement response of 

reception of the heartbeat data by the control platform is received; and 

in response to determining that no acknowledgement response is received for a 

predetermined number of the regular periodic predetermined time intervals, activating a 

failsafe operation procedure. 

 

2. The method in accordance with Claim 1 wherein the real-time information 

pertinent to the unmanned vehicle comprises real-time location information 
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corresponding to a location of the unmanned vehicle at the time the unmanned vehicle 

transmits the heartbeat data. 

 

3. The method in accordance with Claim 1 wherein the step of activating the 

failsafe operation procedure comprises the unmanned vehicle maneuvering itself to a 

predetermined location.  

4. A heartbeat protocol communication method for an unmanned vehicle 

system comprising an unmanned vehicle and a control platform communicating on an 

internet protocol (IP) communication network, the heartbeat protocol communication 

method comprising: 

the control platform establishing a dedicated transport layer security/secure 

sockets layer (TSL/SSL) secure channel with the unmanned vehicle in a transport layer of 

the IP communication network   

the control platform determining at regular periodic predetermined time intervals 

whether heartbeat data transmitted by the unmanned vehicle is received;  
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the control platform transmitting an acknowledgement response to the unmanned 

vehicle on the dedicated TSL/SSL secure channel each time the heartbeat data is received 

at a regular periodic predetermined time interval; and 

the control platform transmitting a heartbeat failure alert to the unmanned vehicle 

in response to determining no heartbeat data is received from the unmanned vehicle for a 

predetermined number of the regular periodic predetermined time intervals. 

 

5. The method in accordance with Claim 4 wherein the step of transmitting 

the heartbeat failure alert to the unmanned vehicle comprises transmitting an internet 

protocol (IP) ping command along with the heartbeat failure alert to the unmanned 

vehicle.  

 

6. The method in accordance with Claim 5 further comprising alerting parties 

other than the unmanned vehicle in response to the unmanned vehicle not responding to 

the IP ping command within a fail-to-connect predetermined time interval. 

 

7. The method in accordance with Claim 6 wherein the fail-to-connect 

predetermined time interval is substantially equivalent to the regular periodic 

predetermined time interval. 
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8. The method in accordance with Claim 6 wherein the step of alerting the 

parties other than the unmanned vehicle comprises transmitting a failed to connect to the 

unmanned vehicle alert message to the parties other than the unmanned vehicle. 

 

9. A heartbeat protocol communication method for an unmanned vehicle 

system comprising an unmanned vehicle transmitting and a control platform receiving 

heartbeat data on a dedicated internet protocol (IP) communication network, the heartbeat 

protocol communication method comprising: 

the unmanned vehicle and the control platform establishing a dedicated transport 

layer security/secure sockets layer (TSL/SSL) secure channel in a transport layer of the 

dedicated IP communication network;  

the unmanned vehicle transmitting heartbeat data on the dedicated TSL/SSL 

secure channel; 

the control platform determining at regular periodic predetermined time intervals 

whether heartbeat data transmitted by the unmanned vehicle is received;  

the control platform transmitting an acknowledgement response to the unmanned 

vehicle on the dedicated TSL/SSL secure channel each time the heartbeat data is received 

at a regular periodic predetermined time interval; 

the unmanned vehicle determining whether the acknowledgement response of 

reception of the heartbeat data by the control platform is received; and 

in response to determining that no acknowledgement response is received for a 

predetermined number of the regular periodic predetermined time intervals, activating a 

failsafe operation procedure.  

 

10. The method in accordance with Claim 9 further comprising: 
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the control platform transmitting a heartbeat failure alert an internet protocol (IP) 

ping command to the unmanned vehicle in response to determining no heartbeat data is 

received from the unmanned vehicle for a predetermined number of the regular periodic 

predetermined time intervals; and 

alerting parties other than the unmanned vehicle by transmitting a failed to 

connect to the unmanned vehicle alert message to the parties other than the unmanned 

vehicle in response to the unmanned vehicle not responding to the IP ping command 

within a fail-to-connect predetermined time interval.  

 




