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FIELD OF THE INVENTION
[0002] The present invention relates to networks, and more particularly

to network systems that allow secure distribution of protected content.

'BACKGROUND OF THE INVE.NTION |

[0003] Consumers often purchase video content on digital versatile
discs (DVDs). A DVD player may be used to output the video content to a
television (TV) or other video monitor. Some DVD players may include a
caroueel for allowing selection and play of one of a plurality of DVDs. In some
situations, a consumer may want to view the DVD content on a first TV.in one
room of the consumer’s home when the DVD player is located and connected to
a second TV in another room. As a result, the DVD player needs to be

disconnected from the second TV, moved to the room with the first TV and
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reconnected to the first TV. Alternately, if the
consuner has a second DVD player, the consuner noves
the DVD to the other player. [0004] One possible
solution to this probleminvol ves copying the DVD
content onto another DVD. DVD players typically

i nclude only one DVD pl ayer, which nmakes copyi ng DVDs
difficult. To copy the DVD, the user mnust copy the

DVD contents to a hard drive system Typically, copy
recopracied  tonthec FiesteEV s udlemadelyi ¢ the congmer rasagesamond DVD
(DRM prevent such copying despite the fact that sone
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SUMMARY OF THE INVENTION

[0005] A system for distributing content in- a netwbrk comprises
_memory that stores content. A provider network d-evice co‘mmunicates with the -
memory. . A requester network devfce requeéts a copy of the content. the
provider network device. determines a Io@al/remote status of the requester
network device and s-electively sends a copy of the content to the requeste'r
network device when the requester network device requests content and has a
local status.

[0006] In other features, the provider network device -includes a digital
versatile disc (DVD) system. The requester network device includes a hard disk

drive (HDD) system: The provider network device includes a local network



determ ning nodul e that determ nes the |ocal/renote
status of the requester network device. The provider
networ k device determnes the |ocal/renote status
based on a response tine of the requester network
device. [0007] In other features, a server
communi cates with the provider network device and
stores identification data of |ocal network devices.
The provider network device determ nes the .
detesmining emodeles thatudeteasinkeothe Hecalirdemtef statis oh that equester
The identification data conpri ses nmedi um access
neto@ik idavice, MR provites Retwark ddvicd QemrmiressMiveklodeMicefste status
[0008] In other features, the HDD system conpri ses

bamwﬁIa@lﬁéép%né@@m@smevrdqnagte?tn%mérkd@é\ﬁcé na

nonvol atil e manner and that 1 ncludes a user
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nonvol atile 1? ry selectively requests and receives
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the requested content in the hidden section of the
pravigaro Inetwpek Hiabice metgrminesoie |lacaliearotéeataiueshased on the
after sending the request to the provider network

ideti¢ification tdata HDDhe oidentiicatiohubieta eoripresamerliurm eastss control
and transmts a key to the provider network device in

(MA@f)méjaﬁéséél:, éﬂﬁeﬁ@dfalrr%WSﬁédeva@e request ed cont ent
recei ved by the HDD system fromthe provider network
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conte i ncl udes usage data that is also witten to
Mempery ﬂﬂ@déwrﬁ%r‘iartén'”oﬁ REVAgHiFomanNes apl Watdnglugag a user

wherein the HDD control nodul'e nakes the requested.
aceessilatsastianaindad hisldemeseatios. s hged diskariviedtaratat §HDD) module

al l owabl e use is over. The HDD system del etes the
_conmqnmeal& oottt ¢hé  HDDM ridievolatile memory, selectively requests and
receives content lfror'n the provider network device and stores the requested
content in the hidden section of the nonvolatile HDD memory. |

[0009] In other feetures, after sending.the request to the provider

network device, the HDD control module receives a key request and transmits a
key to the- provider network device in response to the key requeet. The
requested content received by the HDD system from the provider network dewce
is encrypted using the key. The HDD.control module decrypts the requested
content. The requested content includes usage data that is also written to the
hidden portion of the nonvolatile HDD memory and wherein the HDD control

module makes the requested content unavailable when the usage data indicates

allowable use is over. The HDD system deletes the requested content from the



3 nonvolatile HDD nenory. The usage data specifies a

predet erm ned nunber of allowable uses. The usage

data specifies a duration of allowable usage. The HDD

system communi cates wirelessly with the network. The

HDD system comunicates with the network over a wred

medium [0010] In other features, the DVD system

conprises nonvolatile nenory that stores content. A

DVD control nodul e communi cates with the nonvolatile
nonvietalilg HIDD mehery.i idleyusage datss speaiiies apredetermiehhumber of

fromthe requester network device. The DVD control
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.single or two-hop period. The DVD system encrypts the
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content to the HDD system. The DVD control nodule - '
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transmitted to the. HDD System The usage data
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. content. The provider network neans deternines a _
sendmgmeeheyerequest to the HDD system. The DVD system sends the'
requested content to the HDD system if the key is received within a
} p'redeterm'ined period. The Ppredetermined period is approximately equal to a
) single or two-hop period. The DVD system encrypts the requestedlcontent
before sending the requested content to the HDD system.. The DVD control
rodule includes usage data in the requested content that is transmitted to the .
' HD_D'system. The usage data specifies a number of allowable uses. The usage
data specifies a duration of allowable usage.
[0011] . A system for distributing content in a network comprises
memory means for storing content. Provider network means for providing
communicates with the memory means. Requester network means requ'ests a

copy of the content. The provider network means determines a Iocal/remote

status of the requester network means and selectively sends a copy of the



status of the requester network nmeans and sel ectively
sends a copy of the 4 content to the requester network
nmeans when the requester network neans requests

content and has a |ocal status. [0012] In other

features, the provider network neans includes a

digital versatile disc (DVD) system The requester
networ k means includes a hard disk drive (HDD)

system The provider network means includes |oca

~ conteeit vior the dedqeesteninegwodansedror whedretim neggestee rledwatk means
/renote status of the requester network neans. The

reqS<Y icBftfe M @nddids A%adg stglisr m nes the local /renote
status based on a response tinme of the requester
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(MAC) addresses of the local network nmeans. [0013] In

detatmieing eadansedor tdeteldbbingy shenocalifemetes statuy adfathid eequester
HDD nenory means for storing data in a nonvolatile

nehﬂBﬂ@ﬁfeaﬂ@d TtHaprdvidruieRotk HiEkins d’ét@ﬁﬁﬁm'e@'tﬁef’r&?él/r@ﬁote status
a hidden section. Hard disk drive control (HDD)
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nory neans. After sending the request to the
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recei ves a key request and transmits a key to the .
Iocqifremodlersta&tmbatsedearmsthenldetrmﬁpatme dadat hd hlee;dentlﬂcatlon data
request. The requested content received by the HDD
comprises medium access control (MAC) addresses of the local network means.
[001_3] In other f_eétures, the HDD system._ comprises nonvolatile HD[S
- memory means for storing data in a nonvolatile manner and that includes a user
acces,sible section and a hidden section. Hard disk.driye control (HDD) means
communicates with the HDD nonvolatile memory means, selectivély requests
and receives content from the provide'r. network means and stores thé requested
content in the hidden section of the nonvolatlle HDD memory means. After
sendlng the request to the provnder network means, the HDD control means
receives a key request and transmits a key to the provider network means in
response to the key request. The requested content received by the HDD

system from the provider network means is encrypted using the key. The HDD

control means decrypts the requested content. The requested content includes



system fromthe provider network nmeans is encrypted

using the key. The HDD control neans decrypts the

requested content. The requested content includes 5

usage data that is also witten to the hidden portion.

of .the nonvol atile HDD nenory nmeans and wherein the

HDD control neans nakes the requested content

unavai |l abl e when the usage data indicates all owable

use is over. [0014] In other features, the HDD system
usdgt edds thhk is edsestditen donthenhidbiennpottiennohtiod atarivelatile HDD

HDD nenory neans, The usage data specifies a
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specifies a duration of allowable usage. The HDD
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CoRnts} draam ithe neswelajilenkla rapmose meansy eilier esage, gata specifies a
requests for content fromthe' requester network
predstesminEdenubvbBecoindlfowable aisesr dgeastayeadtaysfaoifiieg dduration of
requester network neans before sending the requested
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required 0 receive the key fromthe HDD syst'em af
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Wgual to a single or two- Q}P period. The DVD control
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the requested content to the HDD system The DVD e

natwntatitd messory mezhsidad ae@tse&ateaelvestrhqueetqdest:enltent from the

content that is transmtted to -
requester network means. The DVD control means requests a key from the
requester network means before sending the requested content and determlnes
an amount of time that is required to receive the key from the HDD system after
sending the-key _request to the HDD system. The DVD control means sends the
requested content to the HDD system if the key. is received Within a
predetermined pefiod. The predetermined period is approximately equal to a
single or two-hop 'period.' The DVD control means encrybts the requested
content before sending the requested content to the 'HDD system. The DVD
control means includes usage data in the requested content that is transmitted to

the HDD system. The usage data specifies a number of allowable uses. The

usage data specifies a duration of allowable usage. The DVD system




the HDD system The usage data specifies a nunber of

al | owabl e uses. The wusage data specifies a duration

of all owabl e usage. The DVD system 6 PATENT

communi cates wirelessly with the network. The DVD

system communi cates with the network over a wred

medi um [0016] A nmethod for distributing content PATERT

network conprises storing content in nenory;

provi ding a provider network device that comuni cates
conmnthicatdewirelmssly, with dhe diebgork. rEre BAME systerwoonaevtates with

that requests a copy of the <content; determning a

the hedabrk srrtewsbdat Hediimt he requester network devi ce;
and selectively sending a copy of the content to the
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contdhhdBEmeT: mieviing dep Bhider otk s B5LeSRmumates with

requester network device includes a hard disk drive
the (memPrgyRIMAING 1 reiterder NabYQlcdevies dhal Faqugsthe copy of the
|l ocal /renpte status of the requester network device.

contére; etdrauningca dntss/reiote statun of the réqceﬂtér ebrerk device; and
status based on a response tine of the requester '

seld@VeBl Kef@iMG e cop ?Q)frfﬁé%%tem%lthe% qib8fer Hbtwo ork device when
i dent’i fication da | ocal network devi ces, ereln
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: systeny selectively requesting and receiving content -
drivier (i@ Pheysteovi dbe methadrikclddes deteramidingttbeilogal/remote status of

the requester network device. The method includes determining th.e loCal/rerﬁote
status based on a response time of the requester network device. The method
| includes storing identificatidn data of local network devices, wherein the providér
network device determineé the local/remote status based on the .identificétion
data. The method includes storing rﬁedium access control (MAC) addresses of
the local network devices. The method includes storing data in a nonvolatile
manner in user accessible and a hidden secﬁons of the HDD system; selecti.v'ely
requesting and receiving content from the provide_r_network device; and storing -
the requested content in the hidden section of the nonvolatile HDD memory.
[0018] In other features, the method includes receiving a key request
and transmitting a key to the provider network device in response to the key

request after sending the request to the provider network device. The method



the requested content in the hidden section of the
nonvol atile HDD nenory. [0018] In other features, the
nmet hod i ncl udes receiving a key request and
transmtting a key to the provider network device in
response to the key request after sending the request
to the provider network device. The nethod 7 incl udes
encrypting the requested content received by the HDD
systemfromthe provider network device using the

inckeles dimeypididte remlastied cdeteny pécaiged vy theddDEssyedem from the
content. The method includes witing the requested

prAdErenbtwdik| d6Ase ustagahdatey. t orRdendinddemcRRIds! QBcrgBting the

the nonvol atil e HDD nmenory; "and meking the request
ayai ' Lhdi,cat es .
 redi BRI bpHRREE TP hB U g SARg AR 3p P BB ETan imoludes
t he nmethod incl.udes delefing the requested content _
USTGS ARG ieDHER POETaI OIS s oEmeng Iaremaking the
speci fyi n? a predeterm ned nunber of allowable uses
requgistRyl crated¢wmvadekle when thet ieage Aatadulicaipeciliopable use is
a duration of allowable usage using the usage data. -

ovdhe. nmethod includes storing content; and sel ectively
recei ving requests for content fromthe requester

net YMiQ]deVirPWetdeﬁhéFetf'éﬁﬂerﬁ,C!'ﬂh@esmé%desihblgﬂeé dﬁgé’cing the

fromthe requester network device before sending t
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system after sendi the k re st to the HODD
s BaR Tsgety TS HEer ShAIPHADI veesutiRGdne ergadata. The
sending the requested content to the HDD systemif
methed irg/udes speeifyiea awlyimtionofalistabde mMsaee Ysing thk usage data.
- The predeterm ned period is approxi mately equal to a _
Thsi mgiteodr inclumesoptopiagi odntent; and selectively receiving requests for
content from the requester network device. The method includes requesting a
key from the requester network device before sending the requested content;
and determining an amount of time that is required to receive the key from the
HDD system after sending the key request to the HDD system.

[0020] In other features, the method includes sending the requested
content to the HDD system if the key is received within a predetermined period.
The- predetermined period is approximately equal to a single or two-hop period.
The method includes encrypting the requested content before sending the
requested content to the HDD system. The method includes transmitting usage

data in the requested content to the HDD system. The usage data speciﬁes a

number of allowable uses. The usage data specifies a duration of allowable

usage.



The nethod includes encrypting the requested content

before sending the requested content to the HDD

system The nethod includes transmtting usage data

in the requested content to the HDD system The usage

data specifies a nunber of allowable uses. The usage

data specifies a duration of allowable usage. 8

[0021] A hard disk drive (HDD) systemthat

conmuni cates with a provider network device over a

net ja2d ] confprhaes diskndalvat (HEDHDY stemothatt bammwticates with a
data in a nonvol atile manner in user accessible and

. profiditatetaeet Hevse dverRanstwiirk leothiprisesamrvodtilé HBD memory that
‘modul e communi cates with the HDD nonvol atile nmenory,

stopss Bt Yr‘?'ayhér?\ﬂﬂé’tﬁg%éﬂﬁierrﬁFEEé(reéc&é’a‘%ﬁt%tarfd AddeResections. A
provi aer WOr evi te

net ce and stores the reques

content .in th [ n section of the nonvol atil HDD .
naigb A iy g98fol HIGEN aPoRbl: o Bimdlfa @3 WHhahs, ¢ Fopchbhvolatie
request to the provider netwrk device, the HDD
mesRys Seleminglye requasty @nda reesjvee goatant fremt thenBrmvideranetwork
key to the provider network device in response to the
dekieg arehsteses tHitheequesied soatent dnttea thiddareseetbrogf theenonvolatile
HDD system from the provider network device is '
H[fmﬁﬁé/rﬁbﬁﬁ using the key. The HDD control nodul e
decrypts the requested content. The requested content

el _ . i _ o
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al | owabl e use is over. The HDD system del etes the
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The usage data specifies a predetermnm ned nunber of
requested content received by the HDD system from the provider network device

is ehcrypted using the key. The HDD control module decrybfs the requested
content. - The requested content includes usage data that is also written to the
hidden portion of the nonvolatiie HDD memory and wherein the HDD control
module makes the requested content unavailable when the usage data indicates
allowable use is over. The HDD system deletes the requested content from the
'.nonvolaltile HDD memory. The_ usage data specifies a predetermined number of
allowable uses. The usage data specifies a duration of allowable usage. The
HDD system communicates wirelessly with the network. l-The HDD systerﬁ
communicates with the network over a medium.
[0023] In other features, the provider network device includes a digital
versatile disc (DVD) system. A networked DVD/HDD system comprises the HDD

system and further comprises the DVD system and the network.



al | onabl e uses. The usage data specifies a duration of

al | owabl e usage. The HDD system comruni cates

wirelessly with the network. The HDD system

conmuni cates with the network over a nedium [0023] In

ot her features, the provider network device includes a
digital versatile disc (DVD) system A networked

DVD HDD system conpri ses the HDD system and furt her
conprises the DVD system and the network. 9 [0024] A

har P0@43k o i hegrd( HIBB) dsiyet @i Dhatystemmthatceomsnumicdtea with a
provi der network device over a network conprises

proviveyr oledl b Hed ere® bye MRagwbeEK combaséaofablatie mdmory means for
nonvolatlle manner in user accessi ble and hi dden

stoﬁ@ﬁ ﬁﬂﬁsr aCHBNér}m@Emé%n%Pﬂﬁ%rEe‘}aé?&sW@ érﬁf hidden sections.
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Corfr EI ves cggtent fromtgﬁ tgr oVi f @ devi ce |
OFgY Beq e COMDYiNicHE WEA Rt ”‘PW% ehmﬁgéq{ys'é‘éﬁf‘énsﬁ'ﬁct've y
t he nonvol atile nmenory neans. [0025] After sending the
requggtre@nd reCeiNgS HosNEfeirometnRoP IO VS| raeéwormgeV@@n@mdnstores the
nmeans receives a key request and transmts a key to ]
~ requiestqsr conitdst inrbevidden devliareof her rupmiatie Moembey kepns.
request.. The requested content. received by the

sysza:ma]r oraftdresondivigdeie Rejusst ko AR @ viderenstivark @fvice, the
usi ng the key. The control neans decrypts the
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usage dat |sa ovvrlttentot
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when, the usage data indicates allowable use is over.
sy§tegpisem eoqrﬁéuder@gwégdew% issgReR/Riegveingdhefhey. The control

requested content from the nonvolatile nenory neans. - :
MERRNS d@ﬁﬁgl@tsd@tear%]@@@téd esntenpr el eequesbet] content includes usage.

data that is also written to the hidden portion of the nonvolatlle memory means
and wherein the control means makes the requested' content unavailable when
“the usage data indicates allowable use is over.

| [0026] In other features; the syste-rh delétes the requested content from
the nonvolatile memory means. The Usage data specifies a predetermined
number of allowable uses. The usage data specifies a duration of allowable
usage. The HDD system communicates wirelessly with the network. The HDD
system communicates with the network over a medium.

[0027] In other features, the provider network device includes a digital
versatile disc (DVD) system. A networked DVD/HDD system comprises the

HDD system and further comprises the DVD system and the network.

10



nunber of allowabl e uses. The usage data specifies a

duration of allowable usage. The HDD system

communi cates wirelessly with the network. The HDD

system communi cates with the network over a medi um

[0027] In other -features, the provider network device

includes a digital versatile disc (DvVD) system A

net wor ked DVD/ HDD system conpri ses the HDD system and

further conprises the DVD system and the network. 10 .
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systemthat comunicates with a provider network
comysunicatesveith @ petvideTknetwopk idegicestvari agetwatkacomptises storing

nonvol atil e manner .in user accessible and hi dden
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reque and tra smttln akeytothe provi der

the q%’é;?%d gevient N heiddensSectiont he key request after
sendi the request to the provider network device.
Théo%&hodln pHErdeatirescihgpiriatpd mlw@emee¢@uungoatmm request
recei ved by the HDD systemfromthe provider network

anddiansmittisg reg ke eokting. pithvédeTendivcbrk rad vicke $n despyinses ng the key
the requested content. The nethod includes witing

requisstUgsdresbriding @iné reqGéstdioniie HIRARRrdRtH 0 de'@l%:em q‘@\%nmethod
portion; and making the requested content unavail abl e
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Th h d d L

proufBTHENTal BHReciebprirebShuntir (BeUAA iiies sessyping the
usi ng the usage.data, .The nethod includes eci fying

reqtaesiaga@wﬁnbf g%nq sRibre '@§B\’§5@Su‘é{ﬂﬁ@9tmuﬁ§@£Cdat&’nt mcludmg

usage data to the hidden portion; and making the requested content unavailable
when the usage data indicates allowable use is over. The method incl.udes
deleting the requested content fror;n the'hi_dden section. The method includes
- specifying a predetermined number of allowable uses using the usége data. Tﬁe :
method in.c_ludes specifying a duration of allowable usage using the usage data.
[0030] A digital versatile disc (DVD) system .that communicates with a
requester network device oVer a network comprises nonvolatile rhemory-that
stores content. A control module communicates with the nonvolatile‘ memory,
selectively receives requests for contént from the requester network device,
determines a IocaI/rémote status, sends the requested content if the requester
network device has a local status and that does not send the requested content if

the requester network device has a remote status.

11



[0030] A digital versatile disc (DVD) systemt hat

communi cates with a requester network device over a
network conprises nonvolatile nmenory that stores

content. A control nodul e communicates with the

nonvol atile nmenory, selectively receives requests for
content fromthe requester network device, determ nes

a local/renote status, sends the requested content if

the requester network device has a | ocal status and

t ha{0@R¥Hs nlot oendeahmes etheesbritoc omidei refluesther key from the
requester network device has a renpte status. 11

red %D nbtwerkhesvibe aafbrs sehimC e requemey| soritesiuestte control
a key fromthe requester network device before

mogagjtilée’ B rhiifed GAURROGH c?‘fotﬁ‘ﬁé Hhat ly?éclq&?éﬁ {® }ece’wmeekey from the

mnes an anount S requl red

rodi Bl Behlinotvks e r%%méﬁﬁt*ﬁ? o DB S0 Bl i

sends the. requested content to the requester network
sepdyi tee. mqttef%e%gmt@nt t@ ey ERAUASIP Medveikedevisenifinthe key is
period. The predeternmined period is approxinnately

recgjved twwithin sangiredetermimedchopenied.i odTh&heredetermined period s
nodul e encrypts the requested content before sending

appheximeesig siced! epatsngletar tWehss pesotier ThalebPskmodule encrypts
devi ce. The control nodul e includes usage data in the

théd er@ﬁ@éét‘é@ c&rﬂ@h?ﬁbf&raaéehoﬁﬁlﬁrlﬂgsf&t}feg?ed %oﬁ&ﬁwt.tp. té’lse requester

requester network device € usag at.a SpECI
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omn;tgﬁag ates wirelessly with the netvvork .The DVD

- cogipst seiited Qi 19 T9RUaNRWBPRVTeReiCom df henusage data
[0032] In other features, the requester network device

speeifieade sumberref alliviblarises. (Hibe)usgm data Apecitieswar Karhtion of
DVD HDD system conpri ses 't he DVD :

allowable usage. The DVD system commumcates wirelessly with the network

The DVD system communicates with .the network over a medium.

[0032] In other features, the requester network device includes a hard
disk drive (HDD) system. A networked DVD/HDD system comprises the DVD
system and further comprises the HDD system and the network.

[0033] A digital versatile disc (DVD) systerh that communicates with a
hard requester network device over a network comprises nonvolatile memory
means that stores content. Control means communicates with the nonvolatile
memory means, selectively receives requests for content from the requester
netwofk device, determines a local/remote status, sends the requested content if

the requester network device has a local status and does not sends the

requested content if the requester network device has a remote status.
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system and further conprises the HDD system and the
network. [0033] A digital versatile disc (DVD) system
that communicates with a hard requester network
devi ce over a network conprises nonvol atile nenory
means that stores content. Control neans communi cates
with the nonvolatile nenory neans, selectively
recei ves requests for content fromthe requester
net wor k devi ce, determ nes alocal/renote status,
serl®93the frdqubet &ptumn dhe ¢antralHeeragUeguestsnatieayr rom the
device has a | ocal status and does not sends the
requesfee Stetdodomeeite béfdroeseretinug sherregateiedkcoeiente Tias control
~ arenote status, 12 [0034] In other features, the

me&A8 detdmilBes SnrAAYEST §f Pmkabaf KABLLAS t6 PERERSE Bhe key from the
net wor k devi ce before sending the requested content:

_reqﬁ@gte?%t%gtf( SRS oflE} %%ﬁgﬁ@é&@ #g%ﬁéegﬁ tTiH(;gSE Féaﬁ& module

S required to receive I equ
networ k device after sending the key request. . The )
serten o ebEsed Confnt "B daHUSHER nRCHndsvie e the key s
requester network device if the key is received
recgivenli withipr édepr@deterstingdr ipedodThe Theederedetarmided period s
period is approximtely equal to a two-hop period.

apprbzinpatetyeteryual ned @etwatiops pesdipdr oxThat predetgrrainedo period is
si ngl e-hop period. The control nodul e encrypts the

approsiieateRdegoat Rl SieGR-Bop g tThe ESHISHRHuRPBhERts the
to the requester network evi ce. The control neans

h {0 the . _ :
oo Bl CPR AL e g EARREL GRS e WSt ponvon
dat a eci f.ies a nunber, of all bl e, uses. The, usage ]
deviGh o THRCTIQAnaatR eHdes B9ags Bt e eayesterhgontant that is
control nodul e communi cates wirelessly with the
tran@nitiedkdo theaeonestey sebmerkcdaiemi Ehedisagpdata ispeatiercr kumber
“over a nedium - . : S
of allowable uses. The usage data specifies a duration of allowable usage. The
control module communicates wirelessly with the network. The DVD system
communicates with the network over a medium.
[0035] In other features, the requester network device includes a', hard
- disk drive (HDD) system. A networked DVD/HDD system comprises the DVD
system and further comprises the HDD system and the network.
[0036] A method for operating a digital versatile disc (DVD) system that
communicates with a hard requester network device over a network comprises
storing content in nanolatiIe_memory; selectively receiving requests for content

from the requester network device; determining a local/remote status; sending

the requested content if the requester network device has a local statué; and not
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[0035] In other features, the requester network device

i ncludes a. hard disk drive (HDD) system A networked

DVD HDD system conpri ses the DVD system and further

conpri ses the HDD system and the network. [0036] A

met hod for operating a digital versatile disc (DVD)

systemthat comrunicates with a hard requester

net wor k devi ce over a network conprises storing

content in nonvolatile menory; selectively receiving
sendétp dsé sefjoesiedntentent fit tme treguedquestworindewicekhas a remote
. device; determning a |ocal/renote status; sending
stafulde requested content if the requester network device

has a local status-, and not 13 sending the requested

SoYoRRT (h fnd GLRRLET RGTURIJA FENces (Bas AECAEEARE] rom the

In o eat ures,
reqaésﬁe%teg@ﬁg?#%;w@%esﬁrg@%@xﬁgﬁhu@ﬁémtﬁﬁ The method
i ncl udes determ ni ng nmount of time that is
mchuéag.deéarm@lrrgaea.%ovﬂb06quW@HS feruireghigeracsive the key from

network device after sending the key request. The :
thenmetduoabter mettwdes desindl radter heending elbiee fey oregeest.t o Thee method
requester network device if the key is received '

- inchddelisenaliny BretegjuetRRIcHaehD® théhequestee detvikutRbce if the key

setting the predeterm ned period approximately equal

is feRkefddVNithaP c?ogéé@é#en%hfe EHQQ rhe! H\%%&%élhﬂ@s tfting the

predet erm ne ri od approxi mately equal to a

el R L TR LR " o

content to the re uest.er network device. The
inclugeseriting; the Rigd &rmaa@ Resiod ?HPW@@‘@&U%PSEYO a S'ngle-hop

content that is transnmitted to the requester network
perieli clhe Trathod doeludes ®nepgding the semmtmi conteemlt |hefere eendmg

uses. The
the requested content to the requester network dewce The method includes
including usage data in the requested content that is transmitted to the requester
network device. The usage déta specifies a number of allowable uses. | The
usage data specifies a duration of allowable usage.

[0038] A ~system for distributing _c'onteht in a network comprises
memory that stores content and a provider network device that cbmmunieates
with the memory. A media server communicates with the provider network
device. A requester network device requests a copy of the content. The media
server determines a challremote status of the requester network device and
selectively enables the provider network device to send a copy of the content to
the requester network device when the requester network device requests

content and has a local status.
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usage data specifies a duration of allowabl e usage.
[0038] A systemfor distributing content in a network
conprises nmenory that stores content and, a provider
network device that communicates with the menory. A
medi a server comuni cates with the provider network
devi ce. A requester network device requests a copy of
the content. The nedia server determ nes a
l ocal /renmpte status of the requester network device
and[0&¥]ectinethgr éeatbress tharpvider aetwoikt device drlides a digital
to send a copy of the content to the requester

vensatisodisc dBWResystem. t Tiee requesttencveirkalidvicteincigles a hard disk
requests content and has a local status. 14 [0039] In

dn@é ReIDDeaysehs. THE REQY! S&hePeiMRaKs LYo &8 dé?\‘ﬁ/bH'g%%t@rmmmg

digital Vversatile disc (DVD) system The requester

mdb%ﬁ%‘@rﬁé‘t %e rﬁﬁgsf}ﬁb%%&vr@n&% %é&'@ﬁ)fﬂﬁ%'%%éﬁ%&vﬁtwork device.

Ia server I nc

A SR @SR di° eRYGARolosiatds bavrg cAcargsponse fime

server determ nes the |ocal/renote status based on a
of thesigsriestaringéwods devieer equest er network devi ce. [0040]
In other features, a server comunicates with the

med{@04Q]r vein othed fsdtaress d Semnver conahinisatiat witeithé eesdia server
net wor k devi ces. The nedia server determnm nes the

anHOos®Irés qﬂéhﬁflﬁt@huﬁa@scﬁdldéﬁl thdwbetdviddzat | PRe dRkRlia server
Alternately, the nedia server stores identification

defihfin&d 1 J#é’fo?‘!al/%‘n)ﬁﬁgt oca%géd ofNRES P@Pﬂﬂ%yo cgétg Alltlernately,

server term nes renote s ase

oo R 5 3 oun el B0 R PSR s v e
mslﬁd?g aslerJ]eertdmé%eFmr%g\sltﬁg SIocal/remo’[e status based on the ldentmcatlon data.
The identification data comprises medium access control (MAC) addresses of the
local network devices. |

: [0041]. In.other features, the HDD system comprises nonvolatile HDD
memory that stores data in a nonvolatile manner and ;that includes a user
accessible section and a hidden sectron A hard dlSk drive control (HDD) module
communicates wrth the HDD nonvolatile memory, selectively requests contentl
from the media server and receives content from at least one of the provider
networ.k device and/or the media server and stores the requested content in the
hidden section of the nonvolatile HDD memory. After sending the request to the
media server, the HDD control module receives a key request and transmits a

key to at least one of the media server and/or the provider network device in

response to the key request. The requested content received by the HDD
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[0041] In other features, the HDD system conprises
nonvol atile HDD nenory that stores data in a
nonvol ati |l e manner and that includes a user
accessi bl e section and a hidden section. A hard disk
drive control (HDD) nodule comrunicates with the HDD
nonvol atile nenory, selectively requests content from
the nedia server and receives content from at | east
one of the provider network device and/or the nedia
systam\fiam at deastanesof the proyides retwodnde@vice iamdidrethehnadienserver
section of the nonvol atile HDD nenory. After sending
is driteypteduesihgtthetiey. M@ BDIRCORtro! tnhed HBRIsPpisothe requested
nodul e receives a key request and transmts a Kkey to:

corﬁéert\t{hg?ﬁé Jgglﬁe&fedté@\tgﬁgirﬁlu%%rsvﬁ%;%%é@é% tﬁa{’c%pél.é’é! %vﬂrg[en to the

ce In response to ey request

. Lequest ed ntent recei by th st.em from

nid g6 PERI of B PR ST P oo Rod 20 Pl b flematees
medi a server is encrypted using the key. The HDD

thedgAtpsiedneRipat H@%V%}\@% Mﬁ@nr@aué%q%gaéow@mes fHawable use
requested content includes usage data that is al so

is ewdrt t €hetldDDnheysteidefetpaibé orquéestedecenianbfran Itbe Hirdolatile
menory. The HDD control nodul e makes " the requested

HDEO rigdndryu NAkai Usagleedataespddiffesus ggeddiatrminatlncaites of allowable
all omable use is.-over. The HDD system del etes the

uséﬁgpﬁéhgggé %\ T eéifi?é‘htdlﬁaﬁ‘é’ﬁ‘g%%\héﬁle ddﬂn%@ﬁgg\:‘ﬁ% %LIDD system

usage data specities a predeterm ne

coYRBRE 15, TR SRR, STERPRS S8 SR At win

wirelessly with the network. The HDD system
theRRIWERT BXEeR WiledHMed net wor k over a wired medi um

[0042] The DVD system conprises nonvolatile nmenory
t hal00#2¢r esl hec &N BnsystamDeDmywisesohonwelatile memory that stores -
communi cates with the nonvolatile nenory, and o
content. A DVD control module communicates with the nonvolatile memory, and
selectively receives requests for content from at least one of the requester
network device and/or the media server. The media server requests a key from
_the requester network device before sending the requested content and'
determines an amount of time that is required to réceive the key from the HDD
system after sending the key request to the HDD system. The media server
- enables the DVD system to send the requested content to at least one of the
HDD system and/or the media server if the key is received within a
predetermined period. The predetermined period is approximately equal to a

two-hop period. The predetermined period is approximately equal to a single-

hop period.
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sel ectively receives requests for content from at

| east one of the requester network device. and/or the

nmedi a server. The nedia server requests a key from

t he requester network device before sending the

"requested content and determ nes an anount of tine

that is required to receive the key fromthe HDD

system after sending the key request to the HDD

sysbpn1 The, nedi a server enables the DVD systemto

sent0943 r ejuetiasfeabreanet depsitone oftthenBVBY system EDdVor the
stem and/or the media server if the key is received

arﬁefvar gnoeyiEsethe meguested ocontéhe hefedetsendingethe requested
perlod is approximately equal to a two-hop period.

coreat |6 mmmgy@ebrﬁermo@asmﬁ@wmne el dbrﬁmu%odme And/or the
single- hop period. 16 [0043] In other features,

médiaskndien Udb@%s@§ YShend ?Qgé teﬁ%nt%ﬂ%g %etrrgﬁgmitted to

encrypts t e request COﬂt ent ore sen

o PSSR T o8 SRR S o SRRl e, The

: inclédes usa e data in the requested content that is
USR@@nSfid (RPH 693 tthedyiplion spit llawaiie. usage. dathe DVD system
speci fies a nunber of allowable uses. The usage data '

cogpeeitales V&Ir@iesdwvath tife aéivankblTde DYaysystdimecdhidnicates with
system conmuni cates wirelessly with the network. The

theDvb vk sivemaoceiredinheaiugs. Wi th the network over a
vvi red nmedium [0044] A systemfor distributing content

Il
NI AL SR e, R B o o
cor%?%&r’%é‘te@e%”tﬁ the C}%Srsntoerys r%gg\r/w\g.rangczﬁgsserving means for serving
communi.cates with the provider network. means. Relquester network means
requests a copy of the content. The media serving means determines a
local/remote status of the requester network means and selectively enables the
provider network means to send a copy of the content to the reduesfer network
means when the requester network megins. requests content and has a local
statu.s.

[0045] In other features, the provider network means includes a digital
versatile disc (DVD) system. The requester network means inéludes a hard disk
_ drive (HDD) system. The media serving means includes local ne.tworkl
determining means for determining the local/remote status of the requester

network means. The media serving means determines the local/remote status

based on a response time of the requester network means. Server means for
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requests a copy of the content. The nedia serving nean

s determnes a local/renote status of the requester

network means and sel ectively enables the provider

network means to send a copy of the content to the

requester network nmeans when the requester network

nmeans.. requests content and has a | ocal status.

[0045] In other features, the provider netmork nmeans

i ncludes a digital versatlle di sc (DVI D) stem The
servieguesnEruNieatan Mithrdenerovitta ruTRiw oK macdea stafes J@entification

(HDD) system The nedia serving neans includes |oca
dataetofoidkal dettenri nhegnsreaihef onediat eemvimg ngebhe determines the

| ocal /renpote status of. the requester network neans,

locgﬂl%rﬁgt@' §taﬁ§§ RS dTBAN el Sl HitHcaRS) tdtal 0GRt RAIBRE Sthe media

status based on a response tine of the requester

soll ARt E AHEERY 80, 1, 350, Mpwor, reans, i
., stores identification data of Iocal t nmeans.
AOTHACRIRI] S20b CPTTIISRRaE T RRETE<CoME AL /AciHgsess of the

status based on the identification data. Alternately,

loceheetwarkanears.vi ng neans stores identification data of
| ocal network neans. The identification data

conpo04sis niedother deatesss,chotHDD 66N adaipeises havivoldiite HDD
| ocal network neans. [0046] In other features, the HDD

me?%érf)ﬁme‘éﬁgﬁbr‘ §t%$m§%‘f§|lﬁta' rhcﬁ'l\)dmne RARNt AR iWludes a user

storing data in.a"nonvolatile manner and that 1 ncludes

acgeééiﬁgrs@cq%%sgﬁéﬂa]eh%a%h)s‘?&:ﬂ%ﬂd I-Para di&‘r?%n% Cédnq lﬁﬁﬁgg) means

Ve cont communi ca es Wi
coma T geiaR Bhc B BHD MAGWERES To8rans dhoay TRaRLelhgeauests
angt r(t)arcgisvetshgorgtgﬂtu fercsjhe?he media serving means and stores the requested
‘content in the hidden section of the nonvolatiie HDD memory means. After
sending the reduest'to the media serving means, the HDD control means .
receives a key kequest and transmits a key to at least one of the provider network
means and the media sérving meahs in response to the key request. The
requested content received by the HDD system from at least one of the provider
network means and/or the media serving means is encrypted using the key. The
HDD éontrol means decrypts the requested content. The requested content
includes usage data that is also written to the hidden portion of the nonvolatile
HDD memory means and the HDD control means makes the requested content
unavailable when the usage data indicates allowable use is over. The HDD

system deletes the requested content from the nonvolatile HDD memory means.

The usage data specifies a predetermined number of allowable uses. The usage
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content in the hidden section of the nonvolatile HDD
menory neans. After sending the request to the nedia
serving neans, the HDD control means receives a key
request and transmts a key to at |east one of the
provi der network neans and the nedia serving neans in
response to the key request. The requested content
recei ved by the HOD systemfrom at | east one of the
provi der network neans and/or the nedia serving neans
data spesifieppd ciiiratiom@f tallewable usage. HO® CHMP reavistereemmunicates
decrypts the requested content. The requested content
wireélasslydeish dsagetdatia et HDD alyste muciomrennitatashwithitdemetwork
portion of the nonvolatile HDD nenory neans and the

overlaBvredtm@diureans makes the requested content
unaval | abl e when the usage data indicates all owable

ver re d '
e%tﬂ)f ré?n tgﬂ’ge nonvofé/ﬁsl I'e }-BB% %tgﬁ]neaﬂlgfiige% enonvola’ule
usage data,speci.fies te ned nunb
memqr%wa%?résﬁgfo Bl Cartall BV GatkoCReair Bet Sommunisaigs with
of all owabl e usage. The HI DD system communi cat es
theyaanwoiiise ynamery Meanacionselectivly reFevingrecuRrsts for content from
communi cates with the network over a wired nedi um

the[ D@4 serving meearfseatlincesedihse DD syt e quasts issksy from the
nonvol atile nmenory neans for storing content DVID

reqtieBiar HetWB A fddhat b@f@@ﬁ@h@lﬁbetfheWebhesﬁeHecd?ﬂéﬁphﬁ@ idefermines
menory means, for selectively receiving requests for

an %%&ﬁtofftfn‘?é”thétns r%@?ﬁ@d ?(E "ré(é‘%f ﬁ??ﬁﬁy foﬁ?Ji@?‘ﬁ) system after

servi ng neans requ req

oA 5L 5 oS SIS BB, SO A o kol

recei ve the key fromthe HDD systemafter sending the
mergy anskiebe medienterMnopmesas sandadhe Eftestp contanhdo tne HDD
' sysltjz;/rlnle (t:r?; tkcr-:‘;? I|s received within a predetermined perlod The predetermined
' period is approximately equal to a two-hop period. The predetermined p‘éridd is
approximately equal to a single-hop period. At least one of the DVD control
means énd the media serving means encrypts the requested content before
'sending the r'e'quested content to the HDD -system. At least one of the DVD
control means andfor the media éerving means includes usage data in the
requested content that is transmitted to the HDD system. The usage data
specifies a number of allowable uses. The usage data specifies a duratio'n- of
allowable usage. The DVD sys-tern communicates wirelessly with the network.
The DVD system communicates with the network over a wired medium.

[0048] A method for distributing content in a network comprises storing

content in memory; providing a provider network device that communicates with
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nmeans and/or the nmedia serving neans sends the
requested content to the HHDD systemif the key is
received within a predeterm ned period. The
predeterm ned period is approximtely equal to a
two- hop period. The predeterm ned period is
approxi mately equal to a single-hop period. At |east
one of the DVID control neans and the nedia serving
nmeans encrypts the requested content- before sending
the iMembegyestiad = oridatetving Hevide Bbat syratremicaies Wéthsthe provider
one of the DVID control neans and/or the nedia

tRBFY HBGICEEBRNdiRG 12 dEagetdatiadblick NRat fe@ieest £@opy of the
ne contentlct hgt ilsI ?r a%?ﬁ‘lietted to the I—I|I DI D syegmem Thepy

g . i fi ' .

contS3 BeliinipRE Rical Byl MR oF byl RerEnetAR T gE Ve using

The DVID system communi cates wirelessly with fhe :
the {BeBr RETVITkhSoRB: SS IR EBIRMSPEST A hienaenink to the

over a wired medium [0048] A nethod for distributing
requesies metvarta deriogovked dhpr iespiestaroretmerk cevicentequests content

menory; providing a provider. network device that
anchaswarbcaltsstusi th 19 the nenory; proving a nedi a

serving device that comunicates with the provider

het de]deWhC&hePféthl@s?Qh@ prEAYEs hefwdIRldVide FRUIME a digital

that requests a copy of the content; determning a '

verégﬁlglgéigi‘? R@Vﬁ}g}&%{éﬁﬁ GIlfhe,I F%‘%{/e%@%?ﬁ%ﬁf r@%%%'ékinglﬁ)\fl.bgea hard disk

( serving ; selecti vel

oS INoPR Se69RY hhehSed Peleeld b Bibbigmors stas o
requests content and has a_| ocal status. [004§ In .

theotnearestest mebyork e vi derTheeteinodl dpritidesndetrigdning the
digital versatile disc (DVD) system The requester . _

locaktemote statiscbased londageapbasal tidieskf il reguddtbDBptwork device.
system The nethod includes determning the _ L

Thé asatHde R’y afdimgOfdentification data of local network devices. The

media serving _device determines_ the local/remote status based on the
identifiéat_ion data. The method includes stori'ng' medium access'c;ontrol (MAC)
addresses of the local network devices.

[0050] In other features, the method includes storing data in a
" nonvolatile manner in user accessible and hidden sections of the HDD systém;
selectively requesting and receiving content from the provider network device via
the media serving device; and storing the requested content in the hidden section
of the nonvolatile HDD memory.

[0051] In other features, the method includes receiving a key request
and transmitting a key to the media serving device in response to the key request

after sending the request to the media serving device. The method includes
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t he requester network device. The nethod incl udes
determning the |local/renpte status based on a
response tine of the requester network device. The
nmet hod i ncludes storing identification data of |oca
networ k devices. The nedia serving device determ nes.
the local/renpte status based on the identification
data. The nethod includes storing nedi um access
control (MAC) addresses of the |ocal network devices.

endroptity thereuested eaniendseceivied iytthedPRcsyriem ooy ahigast one
data in a nonvolatile manner in user accessible and

of {hedgeivigearchéinsk efevideeahibidrsiietmetlia sehvinng ideslcg using the key.
requesting and receiving content fromthe provider

ThEShYE FRNIdER dbéypliRg tABdefusSied BEntEAYI Crhe #éthod includes
storing the reques ed content in the hidden section

wn?%%ttﬁg rgaﬂggég%%%rﬁeg\[)%c@fd%gﬁsaécgl%% %gqggtmaﬂen qoor’u?n of the

d t tt k
o dplRCADL BN e AT PR T [eiestaRg Rrlinabialiedle when

to the nedia serving device. The nethod includes 20
thecusagepditagndicatesca)jlnysatbe useris ener.r ecei ved by 't he HDD
systemfrom at | east one of the provider network

devieasZnd/lar othlee fertlires stev mghdévincdadesi daetitie therequested
The net hod i ncl udes decryptlng the requested content.

coﬂ_t'é‘ﬁt'fﬁﬂtn'?‘?tﬂe'rﬂﬂv%%ﬁe HBDEinBehdrpe TREYRSTHRA i‘h@fﬂo%’%t specifying a
I ncl udes usage data to the hi dden port| on of t

pr&ﬂeq l%‘?n%ﬂl ﬁuﬁgpaﬁrﬁ?fo%ab?@?he usag%t 8 {1§ osThe mgthod

con unavail e when ata | d| ca
n 'é’ﬁ)“%‘pbq'q«ewi”mgﬁ@'gﬁae&“oi{ ot Lasereing Fonvine cﬁ%t%?n

the nonvol atile HDD nmenmory. The method incl udes :

-spef0633Ing &he method mcludes storing content in the prov1der network
device; and selectively receivnng requests for content from the requester network
device via the media serving devicé'. The method includes requesting a key from
the requester network device before sending the requested conteht; and -
determining an amouht of time .that is required _to receive the key from th.e HDD
system after sending the key request to the HDD system. The method includes
sending the requested content to thg= HDD system if the. key is received withi.n a
predetermined period. The predetermined. period is approximately equal to a
two-hop period. The predete.rmined.period is apprdximately. equal-to a single-
 hop period. The method .includes encrypting the requested content before

sending the requested content to the HDD system.. The method includes

transmitting usage data in the requested content to the HDD system. The usage
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predet erm ned nunber of allowabl e uses using the usage
data. The nethod i ncludes specifying a duration of
al | onabl e usage using the usage data. [0053] The
met hod includes storing content in the provider
network device; and selectively receiving requests
for content fromthe requester network device via the
medi a serving device. The method includes requesting a
key fro' m the requester network device before

datzesphboifies Aeunebrresit @tbvwable erses. dite udagedatanspgceifies a duration
anount of tinme that is required to receive the key

of&ﬁ@@ﬁ]@@ﬁ@@ system after sending the key request to
he HDI D system The nethod includes sending the

{:ggﬁﬁﬂdwﬁﬂ*ﬁé}; atr%erlée ggft %Ilﬁégﬁ g’;dff J@ﬁg}#@%n{ Snvention will
éﬁg%ﬁa’rgﬂ% fg%m%ﬁéloeggl&peag qrﬂo fggaéfglyf/dg&i% elna?ter {t should be

approxi mately clual to a _single- hop period. The
ungetsteed thalltbacdetaiird ﬁpspﬁ@ttqrh@ndespﬁ@éit%axwﬁte@nwhﬂe indicating

before sending the requested-content to the HDD
thes ywefamed hembetinoehti ©f | ihee Snventioms natd iingpndedgéordaiuaposes of
in the requested content to the HDD system The usage

illudfkafich anfPad Br@ﬁoﬁnwﬂﬂwtoqumﬁ@w@d@oﬂ%snvéﬁhkﬁm

usage dat'a specifies a duration of allowable usage.
[005 4] Further areas of applicability of the present
invention will beconme apparent fromthe detail ed

description j rei t 1 e C
under st ood tﬁﬁ%%@&ﬁ?@ﬁﬁﬁgﬂépwlgﬁg specific
exanpl es, while indicati ng%t he preferred enbodl ment - :
of { 5]nveﬁh¢cmes%fﬂte'm’ﬁﬂ ol fbﬁcomﬁ peresfudy understood from
illustration only and are not intended to linmt the
thesdetadledfdeshepiiorv and itioa ac&RhEEnﬁE@Cd%EWTngﬂ\l\Aﬁéré‘ HE

DRAW NGS _

[0056] FIG. 1 is a functional block diagram of a provider network device
that provides protected digital content to one or more requester network devices
in é Idcal network;

- [0057] FIG. 2 is a functional block diagram of a first exemplar-y'
networked DVD and HDD system according to-the present invention that
communicates with a-modem:

[0058] FIG. 3 is a functional block diagram of a second exemplary
networked DVD and HDD system aécording to the present invention that
communicates with a modem;

[0059] FIG. 4 is a functional block diagram of a third exemplary

networked DVD and HDD system according to the present invention that

communicates with a modem;
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[ 0055] The present invention will -beconme, nore fully

understood from the detail ed description and the

acconmpanyi ng drawi ngs, wherein: [0056] FIG 1 is a

functional bl ock diagram of a provider network device

that provides protected digital content to one or nore

requester network devices in a |local network; [0057]

FIG 2 is a functional block diagramof a first

exenpl ary networked DVD and. HDD system accordi n%

-t hiDO&0dserft!G.nG eist Rofunctiapal blaeludiagigs ofa Hourt exemplary

nodent [0058] FIG 3 is a functional block di agram of
nelverR6NDVEX el HPD Bgsienn kectdi¥ibgamna tHBD psgsdreminvention that

according to the present invention that comrunicates

{BR4RHH a .FIG 4 is a functional block
COWadg}‘rIgam of a third exenplary networked DVD and HDD

mﬁgf 2@%”6?,118 fﬁﬁg %{a‘?ﬁ%}bg%fﬁél @arglé%mé)lary requester

functl onal ock di am of a fourth exenplary _
ne DVB ﬁ%%B $Yst&th according to the present

[ nventl on that conmuni c_:at es with a node [0061] FIG
6 i §0862JuncFiGnaA i&ad@nctﬂmra@rtdmbﬂla@ﬁa@u%m &xgmplary provider
requester network device including a HDD system
nef O &devidGnchAling adV Deystem ahthbleadkorly agesatiosf, an
exenpl ary provider network device including a DVD

Lo Sl gp sl ok LR 6 6 S proviser
network device including a DVD system with read-wrlte operation;

[0064] - FIG.7Cis a fuﬁctional bll'ock diagrém of a provider or requester
network device that includes a combined DVD/HDD system;

[0065]. "FIG. 8 illustrates user accessible and hidden sections of
nonvolatile memory of the HDD of FIG. 6; |

| [0066] FIGs. 9A-9D .are flowcharts illustrating security steps performed

by the provider and/for requester network devices;
| [0067] FIG. 10 is a flowchart illustrating steps of a method for allowing
playback of a copy protected file from the requéster network device N tihes;

[0068] FIG. 11 is a flowchart illustrating steps of a m.ethod for limiting
the amount of time that a'copy protécted file stored on the requester network
device can be played;

[0069] FIG. 12A is a functional block diagram of a network including a

media server that serves protected content from a provider to a requester;
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networ K device including a DVD systemwi th read-wite
operation; [0064] FIG 7Cis a functional bl ock

di agram of a provider or requester network device

that includes a conbined DVD) HDD system [0065] FIG 8

il lustrates user accessible and hidden sections of

nonvol atile nmenory of the HDD of FIG 6; [0066] FIGs.

9A-9D are flowharts illustrating security steps

perfornmed by the provider and/or requester network B
dev[@E%0] [ OPIEY] 128 @ alfanckorsal filovkc Hegrami ofua netwonkgnciuding a
steps of a nethod for allow ng playback of a copy

madfit Gt ed thal 8efvedmptdtecterreentat merwar BuiBviyseerhl to a HDD
tinmes; [0068] FIG 11 is a flowchart illustrating

s SERPS of a nethod for limting the amount of tine that
&) cOpy protected file stored on the requester network

devi an pl ay.ed:. [.006 El 12A is a_functi

bl o&‘&% agrgﬁ'?"of1 §dﬁﬂ%tf%58? kt%PL“n'@Ie&Eﬁ rg g" 'He%{] ae@éiﬁgw network

that serves protected content froma provider to a '
copligirediperan®3 [0070] FIG 12B is a functional bl ock

di agram of a network including a nedia server that

ser J@872} ot Etth et ¢oat flowcHarbiliuatrelimy stensepetfornzedibp the media
system [0071] FIG 13 illustrates the nedia server in

se%r@&%%iﬁ@!oﬂ@épwdén‘tm@fn&ighr ation; and [0072] FIG

14 is a flowhart illustrating steps performed by the
media server according to the present invention.
DETAI LED DESCRI PTI ON OF THE PREFERRED EMBODI MENTS

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

[0073] Thé féllowing description of the preférred embodiment(s) is
merely exemplary in nature ahd is in no way intended to limit the invention, its
. appliéation, or uses. As used herein, thé term .m.odule or device .r'efers to an
application specific integrated circuit (ASIC), an elec;tfonic circuit, a processor
(shared, dedicated, or group) and memofy that execute one or more software or
firmware programs, a combinational .Iogic circuit,'- and/or other sﬁitable
components that provide the described functionality. For purposes of clarity, the
same reference numbers will be used in the drawings to identify similar elements.
| [6074] Referring now to FIG. 1, a local network 2 includes a rdu_ter 3,a.
modém 4, and a provider network device 5, which selectively perides protected
content 6 to one or more local requester network devices as will- be described
below. The provider network device 5 is a network compatible device that
includes a local network determining module 7. One or more requester network

devices 8-1, 8-2, ... and 8-N (collectively referred to as requesters 8) selectively
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(0073] The follow ng description of the preferred
enbodi nent(s) is nerely exenplary in nature and is in
no way intended to limt the invention, its
application, or uses. As used herein, the term nodul e
or device refers to an application specific
integrated circuit (ASIC), an electronic circuit, a
processor (shared, dedicated, or group) and nenory
t hat execute one or nore software or firmare
reqespcapiss af teriproEcienabonteyi @ cAs qant beagppreciagehewhile the
sui tabl e conponents that provide the described

roufté’rnﬁtérftﬂwmet ¥ne E@hn@é'tf asafe ghowhaottier nétaerk Sameigurations will
reference nunbers wi 'l be used in the drawings. to '

be Egg%éﬁt%gsﬁi oca rt@%ﬁg‘?&t@dmh% f Hot ﬁﬁfll%rdrﬂor\glré;l‘é‘é’stﬁ&cess Points

WOr K des router
nodem 4, ‘and a rOV|der net wor,k devi ce

(n e adirs gt aoenBritcr et oEsieEn: ey deeiges network

“nore | ocal requester network devices as

configisatiors VWeilaothe mieyidardiatyerk ﬁ@wm@lso&%% iginciuge memory
network conpatible device that includes a |ocal '

sutteasandnaédide memogy fardbeeprotectae contanirte the quetactad content 6
network devices 8-1, 8-2, ... and 8-N (collectively '

mdyeh& st diRetTallyasest éf(t%rﬁéllysf%rﬂQhe\mbMdéﬁnéﬁerﬁewce 5.
" copies of the protected contéent 6. As can be

apprll;gg.{gx];ed-rhy}% e?nhtf is cﬁHESEte@l @n% b"r‘b&?oéﬁd“@ervnce proylder 9,

con ns are S er networ conti gurations

wi | | p entt kllle artisans ,incl ng_but -
whii RreHiesavisowepafasts Bl Fueffig bBaEhEaltection to a
. networ k connection configurations, and/or wreles
distdpvisek compmmigaions SieemwPCS) AR aws{wrdelih%f\%\fqzk services.

device 5 is shown to include nenory such as
Theosenice previdemdripay q@rovide tpxmtdbandoacmlss eRing witatk or wireless
- protected content 6 .nay be stored internally and/or -

'coﬁhb@f (5\% | apalkr=p ablee dlig‘ta‘l/ Bdl@f,cri‘tﬁr\mel(ml s&teflite BAGT]any other
. em4 is connected to a br oadband service

co%%bgﬁ Gystem or method.

[0076] The DCS 10 is connected by one or more servers 11-_1, 11-2,
..., and 11-M to network devices 12-11, 1'2-12, oo 1'2-1P, 12-21 ,' 12-22, , 12-
éP, and 12-M1, 12-M2, ..., 12-MP (collectively'referred to as network devices
12). The local network determining module 7 selectively deterrﬁines whether the
requester_network device has a local or remote status when the requester
network device requests a copy of the protected content 6. This approach
increases security by preventing access to the protected content by remote
network devices.

[0077] There are many different ways for the local network determining

module 7 to determine the local/remote status of a requester network device.
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whi ch provi des video content, digital content, a
br oadband connection to a distributed comuni cations
system (DCS) 10, and/or other network services. The
service provider 9 may provi de broadband access using
wired or wirel ess connections, coaxial cable, drgrtal
subscriber line (DSL), satelllte and/ or any ot her
connection systemor nethod. [0076] The DCS 10 is
connected by one or nore servers 11-1, 11-2, and 11-M
Fortexafephonisoes iplementationsi dha provider natwark devicerd determines
12-22, ...,. -12- 2P, ..., and 12-M, 12-M2, ..., 12- WP
loce@ltrehhcﬁetstatels;byr eéétermadng cheammintaf kinde Whates reddired Tdsr geceive
| ocal network determ ning nodule 7 selectively

a réi I MEH tWEQbH@éstbh%etW@ﬂ(U@é\héé fetheOrdls Qﬁge @l%é‘Pssle% than
ocal or renote status when the requester net wor

a pi?%(yétgﬁnfn‘éﬂﬁ &, héPie & Jelg?erf’r{e%@ vrggﬁ %%e SHQ%% lo have

I'NCreases ecur

to th e cont ent b tmork devi ces.
a 190 P8} 66 Tae Fanyedlps PéRE C@e@ee PP & rampiscatptis and the
network determining nodule 7 to determ ne the
copyoehthe prajeetedieanigntos denieduddieepmesnivef Kimiethatds reguired to

For exanple in sone inplenmentations, the provider
sentbandrkceiewidata viad Hiee senvivss prdvidsal 9,r BES €0 sirat sisrvbys 11 to the
determining the amount of time that is required to

rerfigieeh¥Svork! 81665 & 4 K9 Bid oA ARUERALT TREHOHG. IR of timer
t e response tinme is Tess than predeterm ned

n is
recret B oL BB G RS BAYEE HorlBURERa. i ot worcs, the
uester, net work d ce h a renote status and {
prech RIS HE At [ SPE TRt Zﬁrnitbedreﬁpeaserreearﬁaurr@dory jocal
tinme that is required to send and receive data via
requgsteyehativesk geviges emncplespdbandhangspensetisng requrachdy remote

requester network devices.

[0078] In other implementations, the provider network device checks a
dynamic host configuration protocol (DHCP) table in a DHCP server to determine
medium access control (MAC) addresses of local network devices. If the
requester networkl device matches a local MAC address in the table, then the |
requester network device has a Iocel status and the copy of ‘th'e protected content
' can. be sent. If not, the requester network device has a remote status and the
copy of the protected content is not sent.

[0079] Instill other implementations, the provider network device 5 may
send a message to the router 3 to temporarily block external ports of the router 3
or modem 4 to the service provider 9 (and DCS 10). After blockirrg the external

ports, the provider network device 5 determines whether the requester network
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renote network devices 12 is significantly greater

than the anmount of tinmer required by a |loca

requester. network device to respond. In other words,

the. predeterm ned period is set greater than the

response tinme required by local requester network

devi ces and |l ess than the response tine required by

renote requester network devices. [0078] In other

i mpl ement ati ons, the provider network device checks a
devigmasigiillhatdée toosdrmgumiddte whicht ediblbe( DHER) tHeabdgqueasteranetwork

DHCP server to determ ne nedium access control (MAC)

dedddrrssesoc st08). nqhwr&swd@v hesForkl deVidte caf @@pahtifitate with
netvvork devi ce natches a | ocal MAC address in the

o PRt icRek . BEAUS1GE BEAIBI ) SRNIE A0S St cony

th t t
prq?éé}ﬁpeo@atspt AmBRPIRE SBIPIBRET RE saﬂ%deeﬁ@aneoapanr more of
"is not sent. [0079] In still other inplenmentations,

thesgeappIOACHes May Wsr RomMbINask apdiasyothee RAPEOaRNES day the used to
the router 3 to tenporarily block external ports of
detenmimetheciocal/reonotersiatmsbofttbe requeser nebvpk aeviter 9
(and DCS 10). After blocking the external ports, the

pr oyoeEu] nefwMIEK pdedrize Jf &@terbmgm@ \Mé%bhﬁlroﬁ h@mploy a DVD
requester network 26 device is still able t

| syﬁgmﬂgfb"f‘g cgrﬂﬁi'n%ﬁ Wb{HBB dydtEm 53 {HéePfoﬁlﬂdé?ﬂe?on!( device and

has a | ocal statu
net wor V|ce can ni cat uestin
anfEig e Edios; e Biey @a%?mﬁa%BNSJE@EEé%@Ha ag%{q{ a HDD
copy protected content. As can be appreciated b
sysirm e dbe quasipsnetysk deviess skijed aﬂﬁ%asr@ W pﬁmeﬁ@ge that other
may be conbi ned and/or other approaches may be used to
pralider andéortiequbstedl natamonk ejeSlfGHSuB‘]ayf be hsadeqLSédteeir artisans will
net wor k devi ce.
also apprec;ate that all of the lmplementa’uons that are described below in
conjunction with DVD and HDD systems can be implemented with any other
suitable network devices.

[0081] Referring now to FIG. 2, a functional block diagram of a first
exemplary networked DVD and HDD system is shown. A local network 13
includes a modem 14 that communicates over medium 16 with a service providér
_18.' The service provider 18 provides a connection to a distributed
communications system (DCS) 22 such as the Internet, LAN, WAN, or other
distributed network and/or provides other network services such as video
content, telephone services and the like. The modem 14 can be connected to a

router 28, which connects multiple network devices 30-1, 30-2, ..., and 30-N

(collectively network devices 30) to the modem 14. One of the network devices
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[0080] While portions of the follow ng description
enpl oy a DVD system and/or a conbi ned DVD/ HDD system
as the provider network device and another network
devi ce including a conbi ned DVD/ HDD system and/ or a
HDD. system as the requester network device, skilled

artisans wll appreciate that other provider and/or
requester network devices nmay be used. Skilled
artisans will also appreciate that all of the

30-i1mi8 esomnieatécbrts ahbardardisidedrose EDD)belystem n34, which may be
conjunction with DVID and H DI D systens can. be

conrBt&dred e | aVisiBnasymehher 3ssumeabé|@w§ﬁinw@f hdiﬁMrca@Smay also

(0081] Referring nowto FIG 2, a functional block
be ddo‘?wgl E{Eom[o &!hé'ﬁwéﬁxrﬁ)ﬂ%@hﬁég’%g{iﬂ‘qsﬁ?% aﬁjdesggt E@)box not

h comTun I cat nmedi um 16, W a service
Sh%’?"&\ﬁ FECETES SofignElpl e SFTUERPVEE" Povi des. a
connection to a distributed conmunications system
(D082} suthe losal Retwoerkethsray inaludenan aceesspieitt (AP) 40 that
di stri buted network and/or provides other network
comarunicass . witutie asuter @8cand: ont art mote véEhiese skegions e 1, 42-2,
and the |ike. The nodem 14 can be connected to a

. QH&%Z—&%CW@C@%@OW@S% §1‘é|tlbh§|£2)netWﬁﬂé tﬁ@VAPeﬁ.O is shown
30-1, 30-2, ..., and 30-N (collectively network

co@%&t&&%%@éggﬂftr% gg%ﬁ@%t]a&j @lﬂero urlitg%a q’bﬁgrt}% combined in a
o Bl ST s s

| so be connected to the medium 16 either
thajm@@m Y 4or StilhdughtyRes af nalyyoroRophighratishewvai eernections wil

recei ve content fromthe service provider 18. [0082]
be'ﬁp@altrg:iatb skétegarkisd®s.may i ncl ude an access point (AP)

* t[0083] - The network device 30-2 communicates with the router 28 and.
with a DVD player or a combined DVD/HDD player 44 (both referred to
hereinafter as “DVD player 44") such as the one shown.and described in U.S.
Patent Application Serial No. 11/039,288, filed January 19, 2005, which is hereby
incorporated by reference in its entirety. The _DVD player 44,_in turn, may
commuhicate with a television or monitbr,46,,which may be co‘nnecteld to the
medium 16 or to a set top box 50. The service provider 18 provides broadband
access to the DCS 22, video conten-t and/or other services; One or more other
servers 54-1 and 54-2, (collectively servers 54) provide an interface for,netWork
devices 60, computers 62, personal digital assistants (PDAs), etc. to the DCS 22.

[0084] In some implementations, the user of the television or monitor

38 may desire access to DVD content associated with the DVD player 44,
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communi cates with the router 28 and one or nore
W reless stations 42-1, 42-2, and 42-N (collectively
wirel ess stations 42). Wiile the AP 40 is shown
connected to the router 28, the AP and router
functions may be conbined in a single device.
Alternately, a conbined AP/router may be directly
connected to the -nodem 14. Still other types of
net wor k configurations and connections will be
Initigpyatea iRl knaygeqdesi adakof avgEble Tartantfraor the DVD player.
devi ce 30-2 communicates with the router 28 and. wth
The VYD sBrajsed list ofaa\tmllablmednt@VD/ FBE HDBYF sdddd hahbssage to the
referred to hereinafter as "DVD player 44") such as

D\l[ﬁ‘%l% @bWtk@é‘%e@kﬁéN fé%fﬂzs'tlﬂg §oPy Rt mtent selected from the

lication Serial. 11 Il ed January 19,

c
llstlzggﬁ% rq% sf_e?q.ﬂg% p% g&%ﬁﬁ%tﬂteﬁﬂDpy Js?élﬁa@e{]s & Iécnal status.
nicate wt teIeV|S|on or nitor.
th‘?r&%ﬂé&iﬂé’ét%ge'ﬁ B QUSSte MaRhNAK ﬁg?/tﬁe has E‘P‘@&ﬁta}t% tngcontent
50. The service provider 18. provides broadband -
fileaisceent. t b thedDESYBRMVOHeb et saqessteandivierkatevite has a remote

services. One or nore other servers 54-1 and 54-2,

stdtas] teetreyedst sederics. SAhepiondl/demate lstmasf@éisrrﬁmratlon can be
network devices 60, conputers 62, personal digital

&S bS8t sHdrPRADoNsBt el MAD IS il ARBBHAP @sl@e'extemal

i mpl enment atl ons, the user of the television or

PRGSO B ee»{%ﬁfﬁfaﬁﬁé%@‘é#%thods

o1 o 6385T 1,4 b EeerseRlaTions. e RYE fptrargihtequesting a

The HDI D 34 sends a nessage to the DVID player 44 via-
keyHeomdhad kD 3équbise DNP d4ckrgine & tireern ibat detsrendnesither amount of

the [list. The DVD system determ nes. whether the HDD
tinm/sthamlmaeqairédclay teeaHH® 34 to respond. The HDD 34 sends the

requested key to the DVD 44. The DVD 44 determines whether the HDD 34
responded within a predete'rminéd amouht of time.’ |

[0086] If the HDD 34 responds within the predetermined amount of
time, the DVD 44 scrambles the selected content with the key and sends the
scrambled content over the network to the HDD 34. The'HDD 34 descrambles
the content with the key and allows. replay of the cohtent at the television or
monitor 38. As can be appreciated, the key exchange can also occﬁr earlier
when the HDD initially requests the list of avaiiable content.

[0087] The HDD 34 may alsé receive usage data from the DVD player
that constrains use. For example, the usage data may allow N replays and/or

replay for a predetermined period. After the allowed usage period is over as
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the HDD system or other requester network device has

| ocal status, the content file is sent. If the HDD

system or other requester network device has 'a renote

status, the request is denied. The |local/renote status

determ nation can be mnade based upon response tine,

MAC addresses in the DHCP table, external port

di sconnection and correspondi ng di al ogue, and/or ot her

sui tabl e met hods, [0085] In sone inplenentations, the
speldiflediih tespeade datay dauetdD gy makesythervided ontéddl dhavailable.

34. The DVID 44 begins a timer that determ nes the

Fordd®iipleOthe HDTR mdidelete fROUEBE €oRierdthe HDID 34 to
respond. The HDI D34 sends the requested key to the

DV @g‘égg d”!ﬁ @X&eﬁ%ﬂ@%@{éﬁr@ﬁoﬁws\"h%@eﬁdlﬁeBWDEi)naﬁdes a user

res Wt Al m ned anobunt of "ti ne

0086] If .the HDD 34 responds within the predeterm ,

acdERa e SSPIOR G, & LIRSS U s LhamAest ConBnE Boeb gy DUD 44 is
.content with the key and sends the scranbl'ed content

stotagbin theehiddensertion of e AdMD444 . ThenkeyHiatis provided by the HDD

descranbles the content with the key and all ows.

34 mepy de phrttdfea puinliefprivate kb dnengptiosi system anofirtgher suitable
38. As can be appreciated, the key exchange can al so

- dataC@nnfiion. er AlrkeielyhetHd? Briry tdfakéy-basad eséranita

I st Qﬁﬁavai | abl e cogtent. [ 0087] -'I'he,yHI DD 34 mayI g can be
odbifed eceive usage data fromthe DVID player that

Pe et fai ns use. For exanpl e, the usage data may all ow

N r s and/ o epl ay.for . a, predetern ned i od. _

GRS SF by BBy8Y in st DT e 55 BFBsaridsen st o

in the usage data, the HDD 34 nakes the video content
conteat-avaiahle on the DMRipitee RYR pieyeimif thelBYD player includes a

video content. [0088] In sone inplenentations, the HDD
ca®isehahed®sD playgsarsends a list of DVD content available from DVDs in the
carousel. If the DVD player is a combined DVD/HDD player, the DVD/HDD
player sends a list of DVD content available on the DVD or DVDs in the player
along with DVD content stored on the associated HDD. |

[0090] Referring now to FiGs. 3-5, various exemplary configuraﬁons of

the present invention are shown. In these implementations, the provider network
device includes a DVD system and/or a combined DVD/HDD system and the
requester network device includes a HDD system and/or a combined DVD/HDD-
system. In FIG. 3, the HDD 34 is connected to the network by the station 42-1,
which wirelessly communicates with the AP 40. The DVD 44 and television 46
are connected by the network device 30-2 and medium 16 to the router 28. In

FIG. 4, the HDD 34 is connected by the network device 30-1 and medium 16 to

the router 28. The DVD 44 is connected to the network by the station 42-2,

30



accessi bl e section and a hidden section. The video
content fromthe DVD 44 is stored in the hidden
section of the DVID 44. The key that is provided by
the HDID 34 may be part of a public/private key
encryption system and/or other suitable data
encryption. Alternately other forns of key-based
scranbling can be perforned. [0089] If the DVID"
player is a single DVD player, the DVID sends a |i st

whioh witglasgptcommanicatdsewiin thé ARV, iln FliGe 5P pIRD &4. and DVD
If the. DVID player includes a carousel, the DVD

44 plrayssnrazists by bhetoromdiyDstafohsent2-avand/ablae-priomid/Betwork.
in the carousel. If the DVD player is a conbined

VaidXR ster n%‘c\ﬁdrq‘(roorfﬂgﬁ Ms"\!@iﬁ %}%)@‘rbn IkI?dn Ettﬁteangf

. DVI D content aval e on t

t h ,
B 0013 2o el ricmoto RiFeBr pn g 8B o8 féﬂégsteé gt dovio
vari ous exenpl ary confl gurations of the presen
inciipErA iaaDass@t%rnowqo W BHASD Pt citént At by, T4 Retores read,

provi der network device includes a DVID system
writenan@/or soladifenconico! Didtk HED is psteomtatitheheontrad qii¢ise #1DD system
net wor k devi ce includes a HDD system and/or a conbi ned

11VOHDBLifes Y $8 &muallﬂ drhysioyS woldie IHEEm34, havm@nlﬁwltaﬁténcy For
to the network by the station 42-1, which wrelessly

exérﬁPT@’vnSBﬁ/W Wi t Btﬁé?erl}@%sdf%f e \E gf‘ E%é%wmcaé/ be used.

isiron 46 are co cted

WL Mo e Ry ko

) um 16 to the rquter The DVD 44 is connected
C”ttC@?fjﬁl@ slaghgs k‘OB\jO‘taH'@ Qﬁfﬁiqgf&ﬁ dgo-2, 30 which

W relessly communicates with the AP 40. In FIG 5, the
HDDIB24nd Dpmcessoar! @2cumargadedn ire dtieDoP CRot &4 performs data
_ stations 42-1 and/or 42-2 to the network.

and/or control processv_ng that is related to the operation of the HDD system 110.
A hard disk control module (HDC) 126 communicates with an inpuﬁqutput
infén‘ace 124 and with a'spindle/voice coil motor (VCM) drivér or module 130
and/or a read/write channel module 134. The HDC 126.c':oordi_nates_ control of
the spindle/VCM driver 130, the read/write channel module 134 and .the
process.or 122 and data input/out;.)ut'with a host 135 via the interface 124.

-[0093] During write operations, the read/wrffce channel module 134
encodes the data to bé written onto a read/write device 159. The reéd/write '
channel module 134 processes the write signal for reliability and may apply, for
example, error correction coding (ECC), run length limited coding (RLL), and the

like. During read operations, the read/write channel module 134 converts an

analog read signal output of the read/write device 159 to a digital read signal.
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Vari ous other network configurations will be apparent

to skilled artisans. [0091] Referring nowto FIG 6,

an exenpl ary requester network device includes a HDD
system 110 with a H DD PCB 114. A buffer 118 stores

read, wite and/or volatile control data that is

associ ated the control of the HDD system 110. The

buf fer 118 usually enpl oys volatile nenory having | ow

| atency. For exanple, SDRAM or other types of |ow

Theagemsftare sitnal ridythes detegted RoAvEeerdad byekmewn teshniques to

such as flash nenory nay al so be provided to store
reaaviet itfeadattathat sueshwaiemonvibeddDDe control code. [ 0092]
A processor. 122 arranged on the HDD PCB 114 perforns

dat 00941/ OA et digk IVRCASSIMBIY! (MBDAF 158! RERMCorid18
Ope?%tgiif)]n of the HDD system 110.y @?ha?d di sk control rmore

nefBALE AR AOFATINNS AN o S B .
Therlilief? (BRE Redrie 5 penaonRle; Uendt Senematicsly shown a
the spindl e/ VCM driver 130, the read/wite channel

15fipd(Aeeralya tha gpintle rpeiss ekidbrotates #irl haad rive platter 152 at a
i nput/output with a host 135 via the interface 124.

confrolleB speed idwingrtheaeapbwidtei aperatiohme  Cradbridre read/write ‘arms
channel nodul e 134 encodes - the data to be witten. -

1568Nhove reRaEWDI the slawere142% r3h8€ drersY Writd 8atLRHIBRI the hard
nodul e 134 processes the wite signal for reliability

dri 8 I a .y’ eo . J . i in
SIS L TH R S BIPUEME ol POy oS WY R RN fhotor 154,
[ read ratlons, the re | te ghannel nodul e

A S SAREPS S et Bt SR I B b aBSHSs contr
.read/wite device 159 to a digital read signal. 31 The '

S'%@i?/éh%@%lt'@ﬁathq Jeadiuviite caratt s, ofiod exarapledusingkaoveice coil
‘techniques to . - _

actuator, a stepper motor or any other suitable actuator.

[0095] The read/write device 159 is located near a distal e,nd' of the
read/write arm 158. The read/write device 159 includes a write element such as -
an inductor that generates a magnetic field. The read/write device 159 also
includes a read element (such as a magneto-resistive (MR) elemént) that senses
the magnetic field on the platter 152. The HDDA 150 includes a preamp circuit
160 that amplifies the analog read/write signals. When reading data, the preamp
circuit 160 amplifies low level signals from the read element and outputs the
amplified signal to the read/write channel module 134. While writing data, a write

current is generated that flows through the write element of the read/write device

159. The write current is switched to produce a magnetic field having a positive
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recover the data that was witten on the HDD. [0094] A
hard di sk drive assenbly (HDDA) 150 includes one or
More hard drive platters 152 that include nagnetic
coatings that store magnetic fields. The platters 152
are rotated by a spindle notor that is schematically
shown at 154. Cenerally the spindle notor 154 rotates
the hard drive platter 152 at a .controlled speed
during the read/ wite operations. One or nore

or reepdivergdiaitar Mhe poSitine e Megldive polardy tihetqkdtiyetts Na@! drive
to read and/or wite data to/fromthe hard drive

plat@éraféféﬁd]r@@sed_tt?re%ﬁb@&htecla\(w driver 130 controls the
spl ndl e not or which rotates the platter 152. The

<0 DA VCH 5,10 ) 78 9700 v
o EHER RS EA DB a8 T B b

159 is located near a distal end of t read/
219arthﬁ1580f€ﬁ1ée@‘éa@¢\ﬁr|W€tetjé1ﬁt%ea'1@/@r|Yfg}ﬁ'ﬂ'@ §°Q”miqckde that is

el ement such as an inductor that- generates a nmagnetic :
asdacidtdd thbecoraen/ ofr thee DY isystetb R H).sol he iffied &1 & mayagmploy
el ement (such as a magneto-resistive (MR) elenent)

voléhét n%ﬂé?ﬁ suche aBR@IRAR forebthedntyipes [ff aloeriateéncyd. memory.
The HDDA 150 includes a preanp circuit .160 that

NOQU@QH fel r%%n%dr?g AR QG LEALEMN gé)érﬁ W@) sm'a%o M\B%eaqafibﬂgcax data

t he clrcuit 1 [1fies |ow 1level

A L N A——

Wiile witing data, a wite rrent is,generated that
A proseesen2BaTanGs o Bedd e RLEL B ¢S 1A RRla andlor control

device 159. The wite current is switched to produce
pracesamgethat fs etlatédvtonthen qpesatioryeof3theoDViegaystesn 210. The
polarity. The positive or negative polarity is stored
prddeskbe fmrd disye performs  decoding of copy protection - and/or
compression/decompression  as needed. A DVD control module 226
conﬁmunicates with an input/output interface 224 and with a spindle/feed motor
(FM) driver 230 'and/or a read/write channel module 234. The DVD control |
module 226 coordinates control of the spindle/FM driver, the read/write channel
médule 234 and the procésspr 222 and data input/output via the inferface 224,
[0097] During write operations,_the read/write channel module 234
encodes the data to be written by an opti_cal read/write (ORW) or optical read
only' (OR) device 259 to the DVD platter. The read/write chahnel module 234
processes the signals for reliability and may apply, for example, ECC, RLL, and

the like. During read operations, the read/write channel module 234 converts an

analog output of the ORW or OR device 259 to a digital signal. The converted
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platter 152 and is used to represent data. [0096]
Referring nowto FIGs. 7A and 713, an exenpl ary
provi der network device includes a DVD system 210. A
DVD PCB 214 includes a buffer 218 that stores read
data, wite data and/or volatile control code that is
associated the control of the DVD system 210. The
buffer 218 nay enploy volatile nmenory such as SDRAM
or other types of low latency nmenory. Nonvolatile
sigmnieripen Idetsoteld asd fdessHedampkpowarieahsiguse tasiegover the data
critical data such as data relating to DVD wite
thaf @apairiteanon @ie OtMBEr nonvol atile control code. A
processor 222 arranged on the DVD PCB 214 perforns

datimoang/ ora eANS oy ﬁsvw?gzsmmcuu&esrslmadprtaﬁe? b8 that

oper at i of the DVD system 2 he processor

stoftsniebE R TP B, 22 BhRE EVD%DQQ‘O*HFJ gotor that is

nmodul e 226 comuni cates with an i nput/ out }1

schempatigady shown ahdcdi tliesripdigdnelor W&%@F’f e RYD platter 252
driver 230 and/or a read/wite channel nodul e 234. The

at Dubnirolted ahd/omyadbele2iacbdu it tteereadonmttieodperhtione The ORW
spindle/FM driver, the read/wite channel nodule 234

or @fidiviee PEQARBHOY réaﬂveamitl"@aDHDl platter 262 poitead antifoe write data
interface 224. [0097] During wite operations, the

to/frr&ﬂdl’h‘ér DVD gt@@?eismq‘weeoh% oreOFPEEGich @sgiwpﬁcal@ #h%ludes a

n optical read/wite (ORW or optical "read
59 to the DVD platter. The
‘asggﬁﬁ?\(ﬂ%m%asgﬁ% ‘modul e 234  pr ocesses the si gnal S
'for reI i.abi t nd appl f ex
a0 e BT T ThaiB st P oRE8 GHIE sy BiRia ek taser is
channel nodule 234 converts an analog output of the
dirgredat terksan the BN® that gootain tandssarhaits duneg read operations.
converted 33 S
The optical sensor senses reflectlons caused by the lands/pits. In some DVD
read/write (RW) applications, a laser may also be used to heat a die layer on the
DVD platter during write operations. If the die is heated to one temperature, the
die is transparent and represents one binary digital value. If the die is heated to
another temperature, the die is opaque and represents the other binary digital
value. Other techniques for writing - DVDs . may be employed.
[0100] The spindle/FM driver 230 controls the spindle motor 254, which
controllably rotates the DVD platter 252. The spindle/FM driver 230 also
generates control signals that position the feed motor 258, for example using a
voice coil actuator, a stepper motor or any other suitable actuator. The feed

motor 258 typically moves the ORW or OR device 259 radially relative to the

DVD platter 252. A laser driver 261 generates a laser drive signal based on an
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signal is then detected and decoded by known

techniques to recover the data that was witten on

the DVD, [0098] A IDVID assenbly (DVDA) 250 includes a

IDVID platter 252 that stores data optically. The

platter 252 is rotated by a spindle notor that is

schematically shown at 254, The spindle notor ~54

rotates the DVID platter 252 at a controlled and/or

vari abl e speed during the read/wite operations. The
out@RWI the rerddentecehaate! mudkde 284atThe DVAA R50) ip¥iuDes a preamp

platter 252 to read and/or wite data to/fromthe

circwlz%mltwdtt@mf)%é?s amhRgORADsIgARIsde Witen 2&&dihy mlata)-the preamp
i ncludes a aser and an optical sensor. 10099] For

circwliédd r%grg{%%‘stlﬁwﬁl’é%ﬂ EMhBRS fafh Y DRNSCOR delRel éﬁ@butputs

; at tracks ontheIDVIDthat contain | ands
the Jihaile tcf%‘é/ﬁéf @%ﬁ?%%&@@é%ﬂﬂ%' PR A€ 23t cone
pe 03641 o WisaD V8 ayveithgap TEHNER IO\ tish BRAE MBOUIS 240 that
during wite operations. |If the die is heated to one

endoeigsearsd/or decoties vitieo such asmepyafdhe MREG tpmadsndgidio and/or
one binary digital value. |If the die is heated to

vidéaotiftftal tgmer prodessots hendloe iedoleaqré2aaddr epn;esespectnvely,
t he ot her nary digital value. Qher techniques for

perfint bigid QY&!/B? vf@b Q?nﬁrﬁ}b@é‘@éjng[r‘%gghl\;@he spi ndl e/ FM

driver 230 controls The 'spindle notor 254, which

con abl y_r a I a 5

bt i A kT S DT sYE B R PeRiorsogt YIEBVR sygtem 210

ition feed notor 258, for, exa ng, a

ma\yo @eﬁc‘,@?me&ﬁ?ég?%roneaoétr@ﬁi?er‘mﬁgf%?do?'r n@ gpﬁe‘?r %hlps For

sui tabl e actuator. The feed notor 258 t{ pi cal ly noves
examplepRibi®r proredeot (222534 atfieal DYDr goatiol empgulehe226Ovnay be
- platter 252. A laser driver 261 generates a | aser
_lmpiéméﬂ'ltédm‘yaia dhaglecthim dthe spindle/FM driver 230 and/or the read/wnte
channel module 234 may also be implemented by the same chip as the
processor 222, the DVD control module 226 and/or by additional chips. Most of
the DVD system 210 other than the DVDA 250 may also be implemented as a

SOC.

[0103] Referring now to FIG. 7C, a simplified functional block
diagram of an exemplary combined DVD/HDD system 280 according to.some
implementations of the present invention is shown. The combined DVD/HDD
system can be used as a provider or requester network device. The conﬂbined
DVD/HDD syste.m 280 includes a combined system control module 284 that
communicates with nonvolatile memory 290 and volatile memory 292, which

stored data for both DVD and HDD operation. The system control module 284
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.34 output of the read/wite channel nodule 234. The

DVDA 250 includes a preanp circuit 260 that anplifies

anal og read signals. Wen reading data, the preanp

circuit 260 anplifies low |level signals fromthe ORW

or OR device and outputs the anplified signal to the

read/ wite channel nodul e device 234. [0101] The DVID

system 210 further includes a codec nodul e 240 t hat

encodes and/ or decodes video such as any of the MPEG
corhmumittades Aiadao irdadace 29¢i it a0i lgtetrwceszgﬁw af agrast @98orls some

and /or nodul es 242 and 244, respectively, perform

impeidientanMsothy iifeefasbg@d4 pinec296i A sedalpATW Vretbifaces, Fiber
[0102] As with the H DI D system 110, portions of the

ChQYﬁst(Féfggg%rﬁ%ttaﬁfﬁégk%‘?cnélor Cgﬁfar%:é«spéfmqn@rﬁeegqsgsg or other

nt egrat cuits For exanple
P c r 222 and the IDVID control nodul e 226 nmay be
sulg g% ﬁ?%% by a single chip. The spindl e/ FM dri ver

230 _and/ or the read/ |te nmodul e 234
be 9% nent e-drhﬁycq'in Péf mﬁa%tﬁ@ CBPH@@SWZ’BW BVD and

222, the I1DVID control m)dul e 226 and/or by additional
HDEhsystemesTheDVRARDD Bys e yedeee oveisitaysiarhaost aadmrovides
VI DA 250 may al so be inplenented as a SOC. [0103]

lm;ﬁ@ﬁléﬁ rfupeticranty anbl gerfotartesi Tokst is esddasectirongh the use of a
bl ock di agram of an exerrpl ary conbi ned DVD/ HDD syst em

smﬁi?éoD??&MrQh&Qﬂ 'f@P gétDV affl HD® BEESSMrage. A

nvention Is system can

ol e e iééw&[ﬂ é@%%%ﬁ%f T, P,
R P o R0 S ooy S o

[0105] In addition, the .unified DVD/HDD system allows copy
protécted content to be copied bit-by-bit to directly to the HDD. In other__words,
the copy protected content can be copied with'ou’lt decrypting the copy protection
scheme 'or digital rights managemeri_t (DRM) énd-_ without requiring significant
operating system involvement. -Conventional separate DVD and HDD systems
require the DVD to decode/decrypt the DRM or other copy protection prior to
output. The DRM or other copy brdtecfion may or may not allow sub_sequeﬁt
copying to the HDD. By combining the systems,. additional'-functional_ity is
provided dﬁe to the built-in security of the-copy. protection or DRM scheme siﬁce
‘the DRM or copy protection remains intact. For example', single DVD drive copy
operations are supported without removal of the copy protection or DRM.

Additionally, the HDD can operate as a virtual DVD changer. Still other
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stored data for both DVID and HI DI D operation. The

system control nodule 284 35 communi cates via an

interface 294 with an interface 296 of a host 298. In

some inplenentations, the interfaces 294 and 296 are

serial ATA interfaces, Fiber Channels (FC), seria

attached small conputer systeminterfaces (SAS), or

other suitable interfaces. [0104] The conbi ned

DVDY HDD system controls both DVD and HOD systens. The
varBVbheDD thestembiredudyd/bnd slystesy sirerahovst aaddlescribed in U.S.

provides inproved functionality and perfornmance. Cost
Patehit reBuegsbr BeatbNot /089288, fited shuigheaBRIM 2005.1 | ash

menory for both the DVD and HDD data storage. A '

sin ower a - eﬁmge n%@ﬁﬂ ' t ' i

conﬁigéhtaﬁons aﬁeé??'lerpggi ?‘gt\jl\ﬁ o i chdé'u the[on?{egdﬁdgegﬁ%?;?wdame

0105 n ditiqn,. the unified. . I .
meERY 20 Gy ePe HLED R Bnioth be et BT H! Bredy gBBrding to

directly to the HDD. In other words, the co .
SOpROIRRIEBE NGNS EBAWRe IBﬁiwm?%tH%Jf‘e@@& %Pi A the&iDD is

copy protection schene or digital rights managenent
allgdarbyl irtod first poution 8G4ithaniy usegwictbssible argharseciong portion 308

system i nvol venent. Conventional separate DVD and HCOD

thal¥$ hetEser £sBddstlé ier RdBeh) Theedebde hidden pdrtioPRAIs used in
ot her copy protection prior to output. The DRM or

on8t S mdr8PYs %@#@Bg@aﬁ%m BBcfRing! 8 s@m@m@ﬁ@meﬁs of the

copyi-ng to the y conbi ni ng The syst

. addi tiaonal , functionali IS Vi .
i L ERER bSBh S b RALEe rbEeheri fLa pyR et
since, .the DRM or copy ,protectign_r [ Lntact. For '
to branpied. 4 ﬁ@ﬁ@om/ﬂaed@ﬁd@n&%on geér_og?ﬁ%@faﬂ%used to provide a
supported w thout renoval of the _cog)/ protection or :
virDRMDVD carousel. In other words, multiple DVDs may be copied to the HDD

and played back at a later date. | -
[0107] Referring now to .FIG. 9A, steps performed by the network
~devices are shown. Control Eegins in step 350. In step 352, control determines
whether t'he provider network device receives a reduest for a copy of protected
content. ' If not, confrol 'returns to step 352. If step 352 is true, control determines
whéther the féquester network device is locéted on the local network in step 354.
If sfep 354 is false,-cohtrol denies the request and returns to step 352, If Step
354 is true, the provider network device sends a copy of.the protected content té

the requester network device.

[0108] The provider network device determines whether the

requester network device is on the local network in any suitable fashion. For

example, a response time of the requester network device can be compared to a
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Additionally, the HDD can operate as a virtual DVD

changer. Still other 36 variations of the conbined

DVD) HDD system are shown and described in U S. Patent

Application Serial No. 11/039, 288, filed on January

19, 2005. [0106] Referring nowto FIG 8, partitioning

of the nonvolatile nenory 300 of the HDID into user

accessi bl e and hi dden areas according to sone

i npl enent ations is shown, The nonvol atile nmenory 300
predéteririndtDitdesisoldal Ihomabedﬂpmmeraaﬁmmstthpqrrbwder B@#vork device

that is user accessible and a second portion 308 that-

cad Rredrakifleqaesehat Meakieindlipiandt th@h@u@?@ﬁ%d&rﬂ%‘blooked

portion 8|s used in one or nore of the foll ow ng

e Y\ﬁé’t;trpteaé%%odélc %&%gfé%ggp‘?%@%%% ﬁ\'éswgégk{ﬁgote status of the ‘.

f gt
recBRI Ol EHPRREOBOIE B S5 o BB b oo

to provide a virtual IDVID carousel. In other words
servel t9a51 ®eDyperiedytopdeterpine the doral WK sgevigesy eStill other
back at a later date. [0107] Referring-nowto FIG OA
me#iarssfop eletarmiridg bycdlremute statls mmybe esedr e shown.
Control begins in step 350. In step 352, control

det gy1pg)es V"ﬁ%\‘é]ﬂh?tdw B PYG ISR, BRIpATDK d@ﬁé’rhﬁﬁng Ioca|/remote
receives a request for a copy of protected cont

o 8 a9 8 5 bR 28Rl B v

steBgaes fp dsi%é%gé%obﬁ&?é@e%ﬁr@%ﬂ%psﬁfeiénE%%‘v’{qér rédad device
and returns to step 352. If step 354 is true, the

recsiVRA dEPCRSt iR & CaRY Pealesiatiliea Iteisp 2 istfalser spaiEple@tums to

content to the requester network device. [0108] The
stepr362.dérstapt3parik tdﬂam@e\tmbdabenhmuasswwhesiémﬁsmh&here the prowder

network device requests the external ports of the router or modem to be blocked.
In step 368, the provider network device determines whether the reques_tér
network -device has a local status. For example, the brov_ider network device
- may send a message to the requester network device and wait for a response. If
step 368 is false, the provider hetwork device ‘denies the request.and control -
returns 16 step 362. If step 368 is true, the provider network device sends a copy
of the file to the requéster Inetwork device in step 370. The provider nétwf)rk
device unblocks the external connectién or port of the router or modem in step
374.

[0110] Referring now to FIG. 9C, steps for consulting a local server
(such as a DHCP server) to determine the local/remote status are shown.

Control begins with step 380. In step 382, control determines whether the
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requester network device is on the local network in
any suitable fashion. For exanple, a response tine of
the requester network device can be conpared to a 37
predeterm ned threshold. In other inplenentations, the
provi der network device can tenporarily request that
the external ports of the router or nodem be bl ocked
so that the provider network device can confirmthe
| ocal /renote status of the requester network device
prayiderr retwieek evigesieaeivesra rquast iforpd eapnieiestad file. If step 382
| ocal server can be queried to determ ne the |oca
is faddayordntddvietiaas tStstep 38heltf stept38RIss trae, dehkoitomtirgues with
| ocal /renote status may be used. [0109] Referring now -

stetposﬁl @WhélB. thé%?r@%:d@?rne@ﬁbﬁ( Hbﬁb@%de%é"thé%@?@@r fotti@éMfication

y tenporarily blocking an external port are shown

o GERL TR P SR P i 818 o

ceives a. request f copy prot e ile, If ste
otiggapYTeation HEenERBIDG Deeinin BIFP 368y sERIOvIder I ok device
362 is true, control continues with step 364 where the
detgrminefewhetantbereguestes nebwerksdeyviae bas 2t locakstatis: t K step 386
of the router or nodemto be blocked. 1In step 368,
is fdise,pthey prwiderenetordik diewicee ddaiesr tienegiuebtaihdrcdritel returns to
requester network device has a local status. For

stepxasp) &, stbb%a@n@wée&h@gwwa& N&Woﬁ@de%é s%%@! oopy of the file
message to the r equester net wor k device and wait for

1o ﬁ%‘@@%ter‘r{etwﬁh 8188 ik ?tefgaédﬁg the provider netvvork

eni es e reqgues ontrol returns to step
362. 68 is true r network devic
sendd £1 op$eTGFNg oW | oeFtlg eg?gprrﬁégmBthhe network .

device in step 370. The r0V|der netmork devi ce
sysiep) ek shewe denesaliyaat 4¥nhnbestenrf0sh cpotrol beginge Im staped04, the

or nodemin step 374. ' ' ' .
provider network device determines whether a requester network. device
requests a copy of the content.  If not, control returns to step 404. Otherwise
control continues with step 408 and the provider network device requests a key
from. the requester network device. In step 412, the provider network device
starts a timer.

[0112] -In step 416, the provider network device determines whether the
key i_s received. If the key is not received and _(ih some implementations) the
predetermined period has not been exceeded, control continues with step 416.
Otherwise, control continues with step 420 and the proVider network device stops

the timer. In step 422, control determines whether the timer is less than a

predetermined period.
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[0110] Referring nowto FIG 9C, steps for consulting
a local server (such as a DHCP server) to determ ne
the local/renpte status are shown. Control begins
with step 380. In step 382, control determ nes whet her
the 38 provider network device receives a request for
a copy protected file. If step 382 1is false, contro
returns to step 382. If step 382 is true, contro
continues wth step 384 where the provider network

devjioaa sguenh esrid énplehv@itafions,itlenirebbeatimd pefiod @crlss than
net wor k devi ces. The i dent ification can include MAC

|%St%§ éflnbUHHSPtm{ét Pbgﬁéﬂ whlRfdgRie! PeSv@ahe or two

used. In step 386, t ovi der network device

det n her th q K.
"oy §v'f‘g@'§re%iW ??spsqngsetggé 3?@* Phr R RL OF bl el P& amount
rk devi ce denies the request a control returns
of ttrae t@@tewo'slgizbe requiteshfos @ecqrapitenor Oﬂnfh%r fgqvm geiside of the home
-network device sends a copy of the file to the
netnerkdst mspoatwailk edesed éhe rpretietergdsed [petiot] Refather mprds, a
nowto FIG 9D, steps performed by the network.

patﬂéé‘ito@ﬂi\t@hmgsﬂm fgenes ab u@ér dh akropi@PedB2,or other network

control begins. In step 4 the provider. network
deflEYsE_n Rt ﬁéth?ﬁ%le%%té@Eh&'} 1§ BBHRSERE dmswardf thg e network
requests a copy of the content. control
will s e%%ﬁéﬁﬁ‘i@ﬁ@%%%oﬁgﬁ ﬁ%?m%#?e"ﬁéte gt PRl R4p2s hidbon e
key fromthe re er network device. In step 412,
'FQQ%E‘SPQJgé§P"H%$ W Yevice starts a timef: [0112] in

step 416, the provider network device detern nes _ '
vvhe[01‘e1r4]t helf stey 422 iscladsey expntiol retsnk &y siep Add. If step 422 is
received and (in sone inplenentations) the -

trupy Heprividerasetperk ddvicesermaypisemmsaranttetethe comtenbvith the key

continues with step 416.
and sends the encrypted or scrambled content over the network to the requestlng
device in step 426 and control continues with step 404,

[0115] - Referring now to FIG. 10,. steps of a method for allowing
playback of a copy protected file from the requester network device N times are
shown.l Control begins with step 600. In step 602, control determines whether
copy profebted files have been stored on the requester network device. If not,
control returns to step 602. It step 602 is true, control sets N=1 for the file in étep
604. In step 608, control determines whether the copy protected file stored on
requester network device has been played. If step 606 is false, control returns. to
step 606. If step 606 is true, control increments N in step 610. In step 614,

control determines whether N = Nmax.  If step 614 is false, control returns to step

606. If step 614 is true, control deletes or otherwise makes the copy protected
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O herwi se, control continues with step 420 and the
provi der network device stops the tiner. In step 422,
control determ nes whether the tinmer is less than a
predeterm ned period. 39 [0113] In sone
i npl enentations, the predeterm ned *period is |ess
than or equal to the anount of tinme that a packet
woul d require to travel one or two hops. By limting
the response tine, additional security is provided.
file Whavailablmfromothet ieme et teatnelwatkdd déce ey aiapedi 8 andaontrol returns
conputer or other device outside of the honme network
to stép 6@3pond wi || exceed the predeternined period. In
other words, a packet containing a key froma

g’ﬁ 6] Suchi‘(%dﬁrﬁ"HHWfo ﬁﬁ%oﬁ O {3 % i ‘Pﬁ’éthod%r’hﬁ@ng the

as’ net wor 60 t I's C nnected outside o

i AT 8 0P e B BB R hgRediENer ik evice

and the service provider. [0114 |f step 422 is false,
canchatriayed areshewne Soaohbagins: withi P 440, dn stepié44, control

t he provider network device encrypts or scranbles the
deteoninestwhethier tthe dapy paridctedniile hae beeor giored wr the requester

scranbl ed content over the network to the requesting

netW@wt elevice, stieptep2644ns faiRB! cohtroP A iume So Vitep 6442P Otherwise,
404. [0115] Referring now to FIG 10, steps of a

corﬂﬁgﬁeﬂ in s fith e erS‘@élG F’An@’%lgka fhed WE’%@%@@ %‘Hn?r%l fjb é:"rmrnes

e request net wor evice N ti ar'e
nt r,ol L.NS W h st ontro
whelBBL IRt HEETR Lenel b 508 iF dvlar edh P s B kg pse. 1t step
stored on the eguester net wor k dgvicg | f. not
648 ity cpairal fe] @s dhe gopyrrofqeted dife dim; they iegeiester network
control sets N=1 for the file in step 604. In step
devées,incetepr 652 dendreanied eardinbes wiib 8iepy Spftot shitel a trmer is
file stored on
described, any usage measurement and/or comparison may be performed. For
eXample, a date and/or time stamp may be used and compared to current data
and/or time. Still other usage data types will be apparent to skjlléd artisans.
[0117] Referring now to FIG. 12A, a media server 700 can be used
to serve protected content from a provider 702 to a requester 704. While a router
is shown connecting the media server 700, the provider 702 and the requester
704, other network configurations and connections may be used such as but not
limited to ad-hoc network modes, peer to peer modes, and other approaches. In
some implementations, the media server includes a local/remote status
determining module 701, as previously described above. The media server 700

provides a list of available content to the requester 704. The requester 704

requests content. The media server 700 confirms that the requester is on the
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requester network device has been played. If step 606
is false, control returns to step 606. If step 606 is
true, control increnments Nin step 610. In step 614,
control determ nes whether N = Nmax. If step 614 is
false, control returns to step 606. If step 614 is .
true, control deletes or otherw se nakes the copy
protected 40 file unavail able fromthe requester
network device in step 618 and control returns to

localt retweoR in pOYIE]thRefays describew aove. Af the requesisr 304 as on the
method for limting the anount of tine that a copy

local n¢teirkdiHe hedid seadr Ol fgjuce iRt esnteat Work triepid/ier 702.
can be played are shown. Control begins with step 640.

Thé rébviaBr G, séﬁ’cﬂ‘é £0d coFRIrR dieRes tW‘l‘P\bhr%r UeBE AR or to the the

protected file has been stored On th requeste

- mePf WBKE: 38K Bl e beRe Kb R b U8 RoniBRSt Sher s b

646_and _sets i-mer. In step 648 control determ
whetHdBlt he t%?é?"i@ 0pwW tof FE@%N%@@WC& 1Balthe, m%@ﬁtﬁﬂ/ef 700
. returns to step 648 If step 648 is true, control
seryeb eureteated anopgnipiromeat RYDf sysdefrr Dt toea ridigDesysem 712, The
network device in step 652 and control continues wth

DV eystéAdt7 10V et HDDEBystem Wes eanbies impleynartagess described m
nmeasur enent .and/ or conparison nmay be performed. For -

theeéﬁ{BHdeeﬁtéj%b? &R/ Movie. Men StIEITPY S‘m%ebg{ﬂf%e?ﬁ& 700 can be

conpared to current data and/or tine
t a |IJed artisans.
SRS AR b e ROAEE RSB B 988 toss
ca&ﬁ%g used to serve protected c%tent froma
degg. ag el as; el ap fyeispetwor gon Hiadiops iagaGontemplated. The
shown connecting the nmedia server 700, the provider
metiim saperchs hegorreated tathe netwask imatwited or wireless manner.
configurations and connections may be used such as but
not [0119] Referring now to FIG. 14, a flowchart illustrating steps
performed .by the media server according to the present invention are shown.
Control begins in step 720. In step 722, control determines.whether" the server
receives a request for a copy of a protected file from the requester. If false,
control returns to step 722. If true, the 'mc_adia server. determines whether the
requester has alocal status. The ‘local status of the réquester"may be
determined in any of the ways described above. [f true, the server requests the
file from the provider and sends the file to the requester. Alternately, the provider-
may send the file directly to the requester.
[0120] Those skilled in the art can now appreciate from the

foregoing description that the broad teachings of the present invention can be

implemented in a variety of forms. Therefore, while this invention has been
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limted to ad-hoc network nodes, peer to peer nodes,
and ot her approaches. in sone inplenentations, the
medi a server includes a |ocal/renote status
determ ning nodul e 701, as previously described above.
The nedia server 700 provides a list of avail able
content to the requester 704. The requester 704
requests content, The nedia server 700 confirnms that
. the requester is on the 41 local network in any of the
desmipeddiesconieatioabwiile particulae exampésst Erergof the tare tbepe of the
| ocal network, the nedia server 700 requests the

invetidreshotiidomattdees® limited &inod8ther FA6JIRE bWl Keoped dpparent
the content directly to the requester 704 or to the

o § TR SEENeT 80 0TI TRO U P SBAg el o

. nedi a server 700 serves protected content
km%ﬁ%ﬁiggﬁﬁg system 710 to a HDD system 712. The DVD
system 710 and the HDD system 712 can be i npl enent ed
as described in the enbodi nents set forth above. In
FIG 13, the nedia server 700 can be inplenmented in a
network as shown. Other network configurations such as
those described herein. as well as other network '
configurations are contenpl ated. The nedia server can
be connected to the network in a wired or wirel ess
manner. [0119] Referring nowto FIG 14, a flowchart
illustrating steps performed by the nedia server
according to the present invention are showmn. Contro
begins in step 720. In step 722, control determ nes
whet her the server receives a request for a copy of a
protected file fromthe requester. If false, contro
returns to step 722.. |If true, the nedia server
deternm nes whet her the requester has a - |oca
status. The | ocal status of the requester may be
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determned in any of the ways descri bed above. If

true, the server requests the file fromthe provider
and sends the file to the requester. Alternately, the
provider may send the file directly to the requester.
[0120] Those skilled in the art can now appreciate
fromthe foregoing description that the broad

teachi ngs of the present invention can be i nplenented
in a variety of forns. Thgg WE@? while this invention
has been 42 described in ion with particul ar
exanpl es thereof, the true scope of the invention
shoul d not be so limted since other nodifications
wi Il becone apparent to the skilled practitioner upon

1a St Add"gﬁél &é@aﬁl@%@&\/ﬁ S ?é?ﬁctgfafg??ﬁ]:n%hg&% t\pgh a requester

| owm ng-clainms. 43 versa

n%k@V?eV%%t%%M@khémﬁghcat es Wth a requester

twor Con‘prl sing: nonvol atile
menory that st O{GS content; and a control nodul e that

communi cal8BYVQIRHIE REMPrhdhattaies contemoapd  t hat

sel ectively receives requests for content fromthe
r equest er ar@nike! Mnerde dbat commumitatesiwithssaid nonvolatile memory,
| ocal /renote status, that sends said requested content

thiat setBtivelyerpoeniesr regabss for dotsr? fRh tﬁe'r@é@bst%? zi‘]‘eﬂﬁork device
and that does not sent said requested content

tha Betsr@he8 & WREK<HRYIcCRalRS tRat’ 5 lﬁaﬁeﬁ%ea?qd ggr?tent if sald.

DVD system of Claim1 wherei'n said control

b %Q’?e?rt e rjke}ﬂe(ucgnhgge rﬁgzg?s%ﬁ{ugﬂgtn fatI8YLS ot sent said

efore sending sal reques
requested content if said requester network device has a remote status.

2. The DVD system of Claim 1 wherein said control module requests .

a key from the requester network device before sending said requested content,

3. The DVD system of Claim 2 wherein said  control module
determines an amount of time that is required to receive said key from the

requester network device after sending said key request.

4, The DVD system of Claim 3 wherein said control module sends
said requested content to the requester netwdrk device if said key is received

within a predetermined period.
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3. The DVD systemof Claim2 wherein said contro
nmodul e determ nes an anount of tine that is required
to receive said key fromthe requester network device
after sending said key request. 4. The DVD system of

G aim3 wherein said control nodule sends said
requested content to the requester network device if
said key is received wthin a predeterm ned peri od.
44 5. The DVD system of Claim4 wherein said

pr edéx er mi e DYE? isyateind of Ldainy i wheesiy seifdipredateamined period is
two- hop period. 6. The DVD system of C aim4 wherein
appraXimately eeual teed twerhiopdpériod.appr oxi mately equal to a
singl e-hop period. 7. The DVD systemof Claim4
wherein said control nodule encrypts said requested
content before sending said requested content to the

Ife\fll\zg,\r?é?; Y E%%ygt%l\‘h oF é:dgl'm -Eh\‘f/p Vggss\éé é%é)e&cagrgmieﬁ] penod is

aid re ested ont en hat is transmtted to the
ai)gaq}gglla Y 88P@b aslﬂﬂ%b@ P Rer o?Ihe DVD system of C ai m

8 wherein said usage data specifies a nunber of
al | omabl e uses. 10. The DVD system of Clains 8 wherein
sai d usage data specifies a. duration of allowable

usag€. 11.THEABVIDVBystest emGidinChavhereimsaidetontidi foBlia encrypts
system conmuni cates wirelessly with the network.

said requested content before sending said requested content to the requester

network device.

8. The DVD system_df Claim 1 wherein said control module includes

usage data in said requested content that is transmitted to the requester network

device.

9. The DVD system of Claim 8 wherein said usage data specifies a

number of allowable uses.

10. - The DVD system of Claims 8 wherein said usage data specifies a

duration of allowable usage.

11.  The DVD system of Claim 1 wherein said DVD system

communicates wirelessly with the network.
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45 12. The DVD systemof Claim|l wherein said DVD
system communi cates with the network over a nedium
13.. The DVD system of Claim 1l wherein the requester
networ k device includes a hard disk drive (HDD)
system 14. A networked DVD/ HDD system conpri sing said
DVD systemof Claim 13 and further conprising said
HDD system and sai d network. 46

12.  The DVD system of Claim 1 wherein said DVD system

communicates with the network over a medium.

13.  The DVD system of Claim 1 wherein the requester network device

includes a hard disk drive (HDD) system.

14. A networked DVD/HDD system comprising said DVD_system of

Cla_i_m 13 and further compriéing said HDD system and said network.

46



