12 Cctober 2005 1 DESCRI PTI ON ELECTRONI G- COWERCE ASSI STI NG METHOD 5
Technical Field The present invention relates to an el et2 Ootober200fmer ce
assi sting nethod capabl e of snmobothly and securely conducting electronic
conmerce on a conmuni cation network such as the Internet, and to an

el ectroni c-conmerce assisting server for 10 realizing the

el ectronic-commerce assisting nethod. More particularly, the present
invention relates to an electronic-comerce assisting nethod, in which a
person desiring to purchase a product~chn pay using a credit card without
letting the credit card nunber becone known to 15 another person, and the
cybershop can prevent | osses due to "posing wherein a credit card nunber
is illegally obtained, thus reducipgsd¢dee¥icgk of charge back.,, and to an
el ectroni c- comerce assisting server for realizing the electronic- '
comrer ce aBBESTROPICeChiadzrCO AsstidrermordeTHde present invention relates to
an el ectroni c-commerce assisting nethod, in which costs required for
count er mreasur es agai nst | eakage of card information in a cybershop and an
NSP (Network Service Provider) having a nenbership server in,which card 25
informati on of nenbers is stored can be reduced, and to an 1 12 Cctober

2005

5 Technical Field

The present invention relates to an electronic~commerce
assisting_methdd capable of smoothly and securely conducting
electronic commerce on a communicatidﬁ network such as the
Internet, and to an electronic-commerce assisting server for

_10 realizing the electronic-commerce assistingrmethod. More
particulariy; the present invention relates to an
electronic—commerce aséisting method, in which a person
desiring to purchase a product can pay using a credit card
without letting the credit card number become known to

15 another person, and the cybershop can prevent losses.dué to
"posing“} wherein a credit card number is illegally obtained,
thus reducing the risk of.charge'back, and to an electronic-—
commerce assisting servef for realizing the electronic—
commerce assisting method.

20 Furthermore, the present invention relates to an
electronic—commerce assisting method,-in.which costs
required for countermeasure$ against leékage of card
information in a cybershop and an NSP (NetworkrService
Provider) having a membership server in which card

25 information of members is stored can be reduced, and to an



- 2 electronic-commerce assisting server for realizing the.

electroni c-comerce assisting nethod. Background Art 5 £ 6coberd®5comrer ce,
that is, buying and selling of products and services (hereinafter sinply
called as "productsin cybershops or cybermalls, which ts one use of
cyberspace constructed on a conmmuni cati on network such as the Internet,

has beconme active. 10 Current el ectronic-commerce transactions are

domi nated by credit sales wherein paynent is settled after a predeterm ned
period of tinme has el apsed fromwhen the2 product was purchased. Wien
purchasing .a product in a cybershop or a cybernmall, a person desiring to
purchase a 15 product conpl etes a product purchase procedure by inputting

o G1bBLOOBLLORSLRO 2.DI ONRRE SLAILRYEL, 0Dty 8L 2D BN devi ce

provi ded in a conmunication term na a persona

(her ei naft efk et 6l ededfingPcd aECirindMfeLABYL LI Ng oOf credit Card
information in electronic comerce’is usually performed in such a

manner that the person deS|r|ng to purchase a product inputs data of only
the credit card nunber or both the credit card nunber and the card
expirati onpgekgrasndicathe browser, and then transnmits the data to the
cybershop.. 25 The cybershop transnlts the received data of the credit 12

Cct obers 2005 Electronic commerce, that is, buying and selling of
products and services (hereinafter simply called as
"products") in cybershops or cybermalls, which is one use of
cyberspace constructed on a communication network such ag
the Inteinet, has become active.

i0 Current eleptronic—commerce transactioﬁs are dominated
by credit sales wherein payment is settled after a |
predetermined period of time has elapsed from when the
product was purchased. When purchasing a product in a
cybershop br a cybermall? alperson desiring‘to purchase a

lS product completes_a product purchase procedure by inputting
credit card information using a browser displayed on a
display device provided in a communication terminal such as
a personal computer (hereinafter referred to as a “PC");.

The inputting of credit cérd information in electronié

20 commerce is usually pefformed in such a manner that the
person desiring to purchasela product inputs data of only
the credit card number or both the credit card number and
the card expiration date using the browser, and then
transmits the data to the cybershop.

25 The cybershop transmits the received data of the credit




-- 3 card nunber, or the credit card nunber and the card expiration date
to the credit card conpany via a dedicated line, etc. Basemhben20dse data,
the credit card conmpany confirnms the validity of the credit card and the
credit 51imt, and transmts the results to the cybershop. Based on the
received confirmation results, the cybershop determ nes whether or not the
product should be transferred. As'a result, in electronic comerce, credit
risk to the cybershop can be avoided. 10 Since the electronic commerce is-
conducted in cyberspace, and, unlike an3actual shop,. the person desiring
to purchase a product and the shop are not face to face, forgery -cannot be
detected by actually confirmng the credit card, and the signature - witten
on the creghidcatfb&annot hiee 1braerd fdpds RMbd:hisnd 8as0haid is very
difficult for the cybershop to determ ne whether or not the credit card
user in edBEirHREn CHTERNES ife adddies Usfd isbdliergd s Meqieffeet i ve
means for preventing an illegal product purchase by soneone illegally

obt ai ni ng Hims editc carBhgudrier e 2hanother qeIdEan vl pesigagyas the card
user (hereinafter referred to as "posing”). In this nmanner, there is no
means for qurefdemts nchd neddi dinelafditig iddeelal loaabtaiditig arexgdit card:
nunber by "posing"_However, on the other hand, since the determning 25

right Por etit nqudhe mroidts itheomrashd tshaw silde cyitearshiogk  Based on

the received confirmation results, the cybershop determines
whether or not the product should be transferred. As a
result, in electronic commerce, credit risk to the cybershop
can be avoided.

10 Since the electronic commerce is conduéted in
cyberspace, and, unlike an actual shop, the person desiring
to purchase a product and tﬁe shop are not face to face,
forgery cannot be detected by actually confirming the credit
card, and the signature written bn the credit card cannot be

15 wverified. For this reason,; it is very difficult for the
cybershop to determine whether or nét the credit card usér
in electronic commerce is .a true user, and there is no
effective means for preventing an illegal product purchase
by someone illegally obtaining a credit card number of

20 another person and posing as the card user (hefeinafter.
referred to as "posing"®).

In this manner, tﬁere is no means for preventing fraud
including illegaliy obtaining a credit card number by
"posing". However, on the other hand, since the determining _

25 right for selling the product is on the shop side, the risk




12 Qctober 2005 of charge back (refund) for nmaking up noney lost.by a true
credit card owner and a credit card conpany due to the 1paywesi2®stt| ement
for illegally purchased products is inposed on the shop. 5 The charge-back
risk on .the cybershop in electronic comerce is higher than that in actual
transactions. particular, in online shopping in which products such as

mar ket abl e commodities are handl ed, a very high charge-back risk is .

i nposed on the shop. 10 The cybershop constructs and nanages a nenbership.

i nformation database in which the credit4card nunbers of the nmnenbers are
stored in such a manner as to be associated with nenbership |IDs and _
passwords. A strict security system needs to be organized so that credit

card numbebs ehawgabBESK1%r620RQ) BErihhrgak! Mpdénéﬁég?Sstff%ﬂ LgLous
hacker (cracker), and the cost of maintaining and controllinhg the

security sysetamti sahiagbwaseughangt cteabe E4PQT 88mpShy tHge OtheEnband, the
true credit card owner has a risk in that, if the credit card nunber of

t he owner pay@éntl| begal kyenbt abnedl a8ga abYiSparchHSc@WESAREEHNES | nvol ved

in trouble caused through no fault of his/her own and unnecessary '

di spute.. Jhpopedsencehefskopgh a ri sk becomes a | arge factor for _

preventing the w despread use of electronic comerce 25 Therefore, in order

“that tHRe credi tTlearchangsdradks micgtk on the cybershop in electronic
commerce is higher than that in actuai transactions. In
particular, in online shopping in which products such as
marketable commodities are handled, a very high charge-back
risk is imposed on the shop. | .

10 The cybershop constructs and manages a-membership
information database in which the credit card numbers of the
members are stored in such a manner as to be associated with
membership IDs aﬁd passwords. A strict security system
needs to be organized so that credit card numbers of members

15 cannot be illegally disclosed to a malicious hacker
(cracker), and the cost of maintaining and controlling the
-security system is high enough not to be ignored. |

On the other hand, ﬁhe true credit card owner has a
risk in that, if the éredit card number of the owner is

20 illegally obtained and abused, the owner.becomes invelved in
trouble caused through no fault of his/her own ang
unnecessary dispute.

The presence of such a risk becomes a large faqtor for

preventing the widespread use of electronic commerce.

25 Thereforé, in order that the credit card number is not




12 Cctober 2005 - 5 illegally obtained by another person on the Internet,
for exanple, '"a technology for encrypting and transm tt2 Ogtobeezbos card
nunbers (for exanple, SSL (Secure Socket Layer)) has been put into
practical use. However, since the 5 transm ssion data usually passes

t hrough a | arge nunmber of wunspecified nodes on the Internet until the data
reaches its destination, sinply by encrypting the data, it cannot be said
that sufficient countermeasures against the risk of theft and
falsification of data have been taken.—1® Wth respect to this, an NSP in
which the following electronic-comerce assisting systemis adopted has

appeared. In this system the nenbership |IDs and the passwords of the
regi st ered; feaREl S 0bt hen NPR,ar er dat ab se in such
a manner a; tggbe %SSOC|at%§ 7 ﬁnéﬁﬁ%ﬁ“@éﬁ#%ﬁl card fﬁt er§: a
menber pur ehas gep Brodégtol SR £YPELSOAR ML SN nd %ﬂ%%ﬂ@é%ﬁ%wedthe
correspondi ng t he purchaSe procedure 1s conplete Iy |nputt|ng
the menbershr@ ﬁ@nb@f@ ther passipord, fosesantdesd it R ID and
20 password, the NSP, -instead of the cybe?%hop, sear ches t'he ﬁ%%rship

‘dat abase ibeor detit t Dnispasidyrihe aiadi t ERFeh e MUNGIqe @QUEStS the credit

card conpany which handl'es the credit card to confirmthe credit, and

charges$ theramedidsion data usually passes through a large number of
unspecified nodes on the Internet until the data reaches its
destination, simply by encryptlng the data, it cannot be
said that sufficient countermeasures against the risk of.
theft and falsification of data have been taken.

10 With respect to this, an NSP in which the following
electronic-commerce assisting system is adopted has appeared.
In this system, the membership IDs and the passwords of the
registered members of the NSP are stored in the membership
database in such a manner as to be associated with the

15 credit card numbers.

When a member purchases a product in a cybershop whlch
is affiliated with the corresponding NSP, the purchase
procedure is completed by merely inputting the membership ID
and the password. Based on the input membership ID and |

20 password, the NSP, instead of'hhe cybershop, searches the
membership database in order to specify the credit card
- number, requests the credit card compény which handles the
credit card to confirm the credit, and charges the credit
cardrcompany on the basis of the credit card number. SinCé

25 this system obviates the need for the cybershop to record




card conpany on the basis of the credit card nunber. Since 25 this system
obviates the need for the cybershop to record 1 2 Cctob¢? O2086r 2005 and
hold the credit card nunbers of the nenbers, the cybershop is released
fromthe risk of the card nunbers being dlsclosed due to access by a
cracker. However, in this system in order that the menmbership 5 IDs and
passwords. are aSSOCIated with the credit card nunbers, it is necessary to
transmt the data of the credit card number to the corresponding‘NSP over
the Internet when the card nunber. is réegistered at. the first tinme, when
the credit card is changed, or when the card nunber is changed. 10
Therefore, at that time, there is a risk of the credit card nunber being

stolen andapgedoDd £he dUBTNard hhiacss Ar il Spdaia-d rangm ssion,

notification of the credit card nunber using a tel ephon€ or a faCS|n1Ie IS

- possi bl e. cybsesesp 14isel s M@&tﬂwlrlt@@%ecﬁéﬁ%ﬂoo%%&s' s 15

conpl ex and tine-consum ng, and security problens are likely to occur

because t Hee sy adiscpdad ethd RMOugh-duBTay, 4 MerMention. According to this
system al though the | eakage of «credit card nunbers fromthe cybershop can

be prevented, - flow2@est,r iiat thasuslykYefyStanoraeds thatbenpr aundgdshipt he

‘menbership information database at the-NSP so that credit card nunbers of

menber § cabinotarpe pddsegaldsy aotst @iszed-iyjtedd with the credit card
numbers, it is necessary to transmit the data of the credit.
card number to the corresponding NSPfover the Internet when
the card number is registered at the first time, when thé'
credit card is changed, or when‘the card number is changed.
ip Therefore, at that time, there is a risk ofrthe credit cara
number being stolen and used on the Internet. In place of
this data transmission, notification of the credit card
number using a telephone or a facsimile is possible.
'However, this is not practical because the procedure is
15 complex and time-consuming, and.security problems are likely
to occur because the data is updated thrbugh human
iﬁtervention. |
According to this system, although the leakage of
credit card numbers from the cybershop can be prevented,
20 strict security systém needs to be provided in fhe
membership information database at the: NSP so thaﬁ‘credit
" card numbers of members cannot be illegélly obtained by a
‘malicious hacker'(cracker), and the cost of maintaining and
controlling the security system is so high that it cannot be

25 ignored.‘




mal i ci ous hacker (cracker), and the cost of maintaining and controlling
the security systemis so high that it cannot be 25 i ghbPelgberiZD0bct ober
2005 - 7 On the other hand, for the point of view of the credit .card
owner, even though the above-described system nakes it possible to avoid
the risk that the card nunmber is disclosed on the network in individual

el ectroni c-commerce 5 transactions, when the card nunber is registered in a
plurality of NSPs, the credit card nunber of the owner exists in a
distributed manner in a plurality of menbership databases on the network
in a manner simlar to the conventional case in which the card owner may
worry that 10 there is an increased chance of the card nunber being stolen

and used. In the case oene Hahe memhenshy gmlatalo%o %V%% 5%% Beai¢

el ectronic mail address, if only the password is i scl ose I'S possible

for a'recigiedtowese] dneh ©AAQH OHE dBdde IdB Al r@f@@é U RKE ¢
"posing". 15 Cbnsequently a security problemoccurs, and also a S|tuat|on

occurs in P €iblderd esigiethdecesthaNnae ssaid IntinBisPed ed NGsey gi ven
trouble. I'n addition to the above-described system the follow ng |Internet

~ settl enentorsyisiemdasobeam prreposiethall el o2 ddh ic-S¥sdRMcavhen a person
desiring to purchase a product connects to phe Internet via a predeterm ned
NSP an@8 transactions, when the card number is registered in a

plurality of NSPS, the credit card number of the owner

exists in a dlstrlbuted manner in a plurality of membershlp

databases on the network in a manner similar to the

conventlonal case in which the card owner may worry that‘

10 there.is an increased chance of the card nuﬁber being stolen
_and uséd} In the case where the membership ID aiso serves
as the'electroﬁic mail address, if only the password is
disclosed, it is possible for a recipient receiving
electronic mail from that member to take ”pésing".

15 Consequently, a security problem occurs, and also a
situation occurs in which the recipient becomes
unnecessarily suspected and is given trouble}

In addition to the above-described system, the
following Internet settlement system has been proposed. Iﬁ

20 this system, when a person desiring to purchase a product
connects to the Internet via a_predetermined NSP and
purchases a produgt from a cybershop, tﬁe transaction is
concluded after an authentication assisting server gueries
the NSP on the basis of the IP address of the pérson

25 desiring to purchase a product in order to identify that




'purchéses a product froma cybershop, the transaction is concluded after

an authentication assisting server queries the NSP on {RA&chgei200f the I P
address of the person 25 desiring to purchase a product in order to :

‘identify that 12 Cctober 2005 8 person (U. S. Patent No. 5,899,980 is a

related invention). In this system since a paynent settlenent using a
credit <card is not used, as long as this systemis used, the credit card
nunber data will not be disclosed and will not be 5 stored anywhere on the
Internet. However, since in this systed —electronic commerce using credit
cards is not presupposed fromthe beginning, the | eakage of credit card
nunbers does not becone a problem and does not solve problens arising

from el ection & CARTEI G Al i Presyptan 40 Of IR i8S plediigdl)t, cards

on a c¢ommuini cation network. An object” 0 e present Tnvention is to

provi de anin Shieed 19 Calf ONITRIGE A3l BN GAPI G, T, Rl v and

securely conducting el ectronic cormerce on a conmnuni catl network, and an

el ectroni ccLeAMB GBS | N 19 s [l B V8d ZNUIRE the credit
el ectroni c-comerce assisting nethod. Anothér object of the present

i nvent i on derd anpro destan wallaciianive CAFRIRR ASSSLNG MRithed i n which a
person desiring to purchase a product can pay using a credit card
-wi t hofit |ssidreny dryevicrredidn aaved DHtHEINe theC o kirawn stie 20 ignethher person,
and an el ectroni c-commerce assi sting server |
system, electronic commerce using credit cards is not
presupposed from the beginning, the leakage of ciedit card
numbers does not become a problem, and dﬁes not solve |
problems arising from electronic commerce on the presumption
10 of the use of credit cards on a communicatién network.

~An object of the present invention i§ to provide an
electronic-commerce assisting method capable of smoothly and
securely conducting electronic commerce on a communication
network, and an electrOnic—comﬁerce assistiﬁg.server for

15 realizing the electronic—commerce assiéting method.

Another object of the present invention is to provide
an electronic—commerce assisting method in which a person
desiring to purchase a product can pay using a credit card
"without letting the credit card number become known to

20 anofher person, and an electronic-commerce assisting server
for realizing the electronic-commerce assisting method.

Another object of the present inveﬁtion is to provide
an electronic-commerce assisting method capable of reducing

the risk of charge back in a cybershop in credit sales in

25 electronic commerce, and an electronic—commerce assisting




for realizing the el ectronic-comerce assisting nethod. Another object of
the present invention is to provide an el ectroni c- commedg&ckbsi 83905ng et hod
capabl e of reducing the risk of charge back in a cybershop in credit sales
in 25 electronic commerce, and an el ectroni c-comerce assisting 12 Oct ober
2005 9 server for realizing the el ectronic-comerce assisting nethod.
Anot her object of the present invention is to provide an
el ectroni c-comerce assi sting nmethod capabl e of reducing costs required
for counterneasures agai nst | eakage of card information in a cybershop and
an NSP having a nmenbership server tndwhich card information of nenbers is
stored, and an el ectronic-commerce assisting server for realizing the
el ectroni c comerce assisting nethod. Disclosure of the Invention In
accordance with a first aspect of the present invention, there is provided
an el 8eTYONIeE CoiterLed 448 &L F T oSaFVEITIREFe Akiisting methader in the
pur chase qf oducts or servigces, the electropjc-cqommerce assisting server
| cOnprisin%@ogﬁﬁﬁné%%ﬁ%%tcgicFﬁ%nI?ﬁfeﬁﬁnd§Wﬁ@tﬂdeﬁf tar @under $and
uni que dubiBers-didbed n0o dramibhe flafld capdoUmbers A ared 10, goredit
card in such a nanner that thesé are associated wth ‘each of hef Tor each
sai d ps@fired ESANSIINSSHALNLEE! O fdl 1EERNRIME LRGd AlhdNRLEUGT 1N for a
settlenment to the user when a request of a’'settlenent associated with the
pur chagersbopeceidvesh aisd lwWebt | £meRhbseatiponséBrerperh OnKing acasat t | enent
by converting the unique nunber received in such a manner as to correspond
to t hienformation of members is stored, and an electronic—-commerce assisting

server for realizing the electronic-commerce assisting method.

Disclosure of the Invention
In accordance with a first aspect of the present invention, there
'is provided an electronic-commerce assisting server for assisting a
user in the purchase of products or services, the electronic-commerce
assisting server comprising: a management section for managing credit
card numbers and unique numbers differing from the credit card numbers
stored in a credit card in such a manner that-these are associated
" with .each other for each sailid user; a transmission section for
transmitting an instruction for a settlement to the user when a
‘request of a settlement associated with the purchase is received; and
a settlement section for performing a settlement by converting thet
unique number received in such a manner as tq correspond to the

instruction into a credit card number inside the. management section.




instruction into a credit card nunber inside the. nmanagenent section. 12
Cct ober 2005 - 10 In an exanpl e enbodi nent the managemeaOcidet 2a0s f urt her
manages personal attribute information in such a manner as to be

associated therewith, the instruction for a settlenent containing an
instruction for requesting an input of the personal attribute information,
and the settlenent section perforns personal identification authentication
using the personal attribute information received in such a manner as to
correspond to the input, and perforns a settlenent. In the exanple

enbodi nent , the personal informati-oiocentains one or nore of the

t el ephone nunber information, the nanme information, the birthday
information, and the security code of the.user. In accordance with a second
.aspect of theagresent invention, there is provided a settlenent nethod

per f or med "n & coGPET USRGIBNE G usefPwnBAPRIBIRG sSFtisar viwddesr e

pur chas the settlenent..methad  conprising: a step of receiving an
instruc%%gﬁ OFS%F%%tQF%%%%Ee aSLBETHER it o1 He puFehie: 2% 5Pefof

oper j i . re [ e A .o hat | % C%E i q an :
Per ald i 8t &4 edidreGaLA, | he AGRRLABNGE WoLh L hE LIS CLLOR ANy on

transmtting a unique nunber .differing froma credit car

in theseredtiorCardrt OréfuesRiB6 NI GmpAPMESE£E A8Si sLidthaser YefsidRd a step
of receiving the result in which a settlenent is perfornmed using the
cr ediinfoamgtimmber andssodieat edett tdmethie ugmtdiennunpertdrist hepersonal
el ectroni c-commerce 12 Cctober 2005 - 11
identification authentication using the personal attribute information
received in such a manner as to correspond to the input, and performs
a settlement.

In the example embodiment , the personal information contains
one or more of the telephone number information, the name information,
the birthday informaﬁion, and the security code of the user.

In accordance with a second aspect of the present invention,
there is provided a settlement method performed on a computer used by

l.a.user when products or services are purchased, the séttlement method

comprising: a step of receiving an instruction for a settlement

associated with the purchase; a step of operatihg a credit card in

accordance with the instruction  and transmitting a unique number

differing from a credit card number stored in the credit Card_to an

: e}ectronic—commerce assisting server; and a step of receiving the

result in which a settlement is performed using the credit card number

associated with the unique number in the electronic-commerce




assisting server. In accordance with a third aspect of the present
invention, there 1is provided an el ectronic-conmerce ass$? &tiobgr 20e5hod f or
assisting a wuser in the purchase of products or services, the

el ectroni c-conmerce assisting nmethod conprising the steps of: managi ng
credit card nunbers and unique nunbers differing fromthe credit card
nunbers stored in a credit card in such a manner that these are associ ated
wi th each other for each user; transmitting an instruction for a
settlenment to the wuser when a request of the settlenent associated with
the purchaseis received; and perfann-ng a settlenent by converting the
uni que nunber received in such a manner as to correspond to the
instruction into a credit card number inside the managenent section. The
exanpl e enbodi ment further conprises the step of: nmanagi ng persona

at t r i BUISTLAT GF9RIEFoN i n such a manner as to be associated therewith, the
instruction for the sett]enment contalnlngF instruction for requesting an

i nput of tHe A5EPETHHI® At P ibdtdTdi #AR5aPE othe AXGSHRE FevATREPY péFeBRal

I dentig d}?]%él(&@da%hh%riyc&%ril%nc usérnc% tahseslggg.gonalthatdt rfop_’Utaessl Q Org ra | on .
received I n such a manner 0 correspond to the Inpdt’, “GRd°pett ot ming a
settlementin LRot he-axaaprbe grhodicaept, émo%%rsgﬂé' 10 QL BL L ains
one or 1218bto%e$&3005 - 12lg nor e of tﬁe t'el-ephone hunb > H?%#%%W%??%n t he
~ hame ddﬁﬂatﬂﬁéImﬁthoﬁheomﬁﬁﬂéhhgaﬂhé'HE@@BB@E(”hanQBQnérE%e%@@UEéEd/n%ﬁgékéﬁ t he
‘user. In accordance with a fourth aspect of the present invention,

and unique numbers differing from the credit card numbers stored in a

credit card in such a manner that these are associated with each other
for each user; transmitting an instruction for a settlement to the
user when a request of the settlement associated with the purchase is
received; and performing a settlement by converting the unique number
received in such a ﬁanner as to correspond to tﬁe instruction into a
credit card number inside the management section.

The example embodiment further comprises the step of: managing
personal attribute information in such a manner as fo be associated
therewith, the instruction for  the settlement containing an
instruction for requesting an input of the personal attribute
information; and performing personal idéntification authentication

;using the personal attribute inférmation received in such a manner as
tq'correspond to the input, and_performing a settlement.

In the example embodiment, the persoconal infermation contains one

or



there is provided an el ectroni c-commerce assisting programfor assisting a
user in the purchase of products or services, the el ect?Osiobec2ifer ce

assi sting program conprising the steps of; managing credit card nunbers
and uni que nunbers differing fromthe credit card nunbers stored in a
credit card in such a manner that these are associated with each other for
each said user; transmtting an instruction for a settlenent associ ated
with the purchase to the user when a request of the settlenent associ ated
with the purchase is received; and perform ng a settlenment by converting

t he uni que nunber received in such @ manner as to correspond to the
instructioninto a credit card nunber inside the managenent section. The
exanpl e enbodi nent further conprises the steps of: nmnaging personal
attribute information in such a manner as to be associated therewith, the
i nst rHetS onf f P t IR PEPRT eREMeIc dEarhf HiPran thensieractndpriiasioneqtbst i ng an
i nput_of .the gg sonal attribute information; and perform ng personal

i dent P ESRY on SIFREAP ¢ S0 0N FECHEI EheY98r SBnEl® #FBFi bute i nf or mat i on
received if, s eaner.as _tq corres ogg to th ein ut, .and performng a
fh gg%%?% e? %65@ : %@ F% £RB-Exaft o nﬁgﬁ?%%htl?e?ﬁéOBErsona

settlenment. 1 exanpl e 'enbo

| nf or pRL 0N 160NLALNHINE 4n OF o TN o9 LD deLepho {pper, maglon, the
nane infornétio%, t he b??th%ay iﬁfo?nation; and tsggggcu?%Q%%%Od%b%f t he

user . addriisefinPescr uptt onnof thde Phk-anhHYs offi JorddehoWsod h@PeI MY K the

configuration in an el ectronic-commerce assisting server 1 according to an

enbodkklmmttronfctdrempresendssisting program comprising the steps of:
.managing credit card numbers and unique numbers differing from the
credit card numbers stored in a credit card in such a manner that
these are associated with each other for each said user; transmitting
an instruction forra settlement associated with the purchase tc the
user when a request of the settlement associated with the purchase is
received; and performing a settlement by converting the unique number
received in such a manner as to correspond to the instruction into a
credit card number inside the management_section.

The example embodiment further comprises fhe steps of: managing
persopal attribute information in such a manner as to be associated
therewith, the instruction for the settiement containing an
‘instruction for requesting an input of the personal attribute
information; and performing personal identification authenticatioﬁ
using the personal attribute information received in such a manner as

to Correspond to the input, and performing a settlement. .
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and an

invention. Fig. 2 shows the overall configuration of .a conmunication
termnal -2 in the electronic-commerce assisting server 12g@ckbed?tdd to the
enbodi ment of the present invention. Fig. 3 shows the overall configuration
of an IC card 10 used in the el ectronic-conmrerce assisting server 1
according to the enbodi nent of the present invention. Fig. 4 shows an
exanpl e of data within a custoner database in the electronic-conmerce
assisting server 1 according to the enbodi nent of the present invention.
Fig. 5 chronologically shows the procedure of electronic commerce in the
comuni cation termnal 2 of a personydesiring to purchase a product and an
el ectroni c-commerce server 46 in a cybershop in the electronic-comerce
assisting server 1 according to the enbodi nrent of the 12 Cctober 2005 14
present invention. Fig. 6 shows an exanple of a screen displayed on a
browser of 11 Héecensnniiec arpohinearni ndle Reofomlpensomaddasinr cogtaitne puk chase a
product in each operation procedure of the 5 el ectronic-conmerce -assisting

- servefPt 1"UEc OEdFPRy g ePhenembBlrfeMtiorBrtitn phesete iinfernnrdioien, Beke Mde

f-or rryi Qut the.lnvention Referring to Figs. 1 through 6, a
desc%ﬁ%{ho&%%wl#o B9y GRTe AR ors S e FR TN PE- nkEPEe assi sting met hod

"Brief Description of the Drawings

Fig. 1 shows the network configuration in an electronic-commerce
assisting server 1 according teo an embodiment of the present
invention.

Fig. 2 shows the overall configuration of . a communication
“terminal 2 in the electronic-commerce assisting server 1 according to
the embodiment of the present invention.

Fig. 3 shows the overall configuration of an IC card 10 used in
the electronic-commerce assisting server 1 according to the embodiment
of the present invention.

Fig. 4 shows an example of data within a cﬁstomer database in the
electronic~commerce assisting server 1 according to the embodiment of
the present invention.

Fig. 5 chronologically shows the procedure of electronic commerce
-in the communication terminal 2 of a person desiring to purchase'é
product and an electronic-commerce server 46 in a cybershop in the
eléctronic—commerce assisting server 1 according to the embodiment of

the




el ectroni c-commerce assisting server for .realizing the electronic-comerce
assi sting nethod according to an enbodi nent of the pr e42(Ictabav2G(iSi on. The
overal | ~ configuration of the electronic-comerce assisting server 15
according to this enbodiment will be described first with reference to
- Fig. 1. Fig. 1 shows the network-configuration in the enbodinment of the
-present invention. As shown in Fig. 1, in an electronic-comerce assisting
server 1 according to this 20 enbodi nent, cybershops 40 and 42 (two shops -
are shown as an exanple in Fig. 1) whith are connected to a comunication
net work and which are opened in cyberspace, and a communication termn nal
(one communication termnal is shown as an exanple in Fig. 1) 2 of a

person deshikBgnt 05 S$hase 25 a product, who accesses the cybershops
40. and 42,betc., iﬁﬁgé Cct'ober 2005 - 15' . order to purchase a product,

exist. . A commmigaty Ghdrl Wol kdddis 3 et wﬂgeq{ \?ﬁ;ﬁ;‘ﬁ%é’e% Jonestic or ah

i.nternational value-added communi cati on network r1n which these

are combi nefowdsr o5 CRINERRLEXHIL ¢h OedndOIESE | O AN @R I Nt RINGLIonal

val ue- added communi cation network, there is the so-called Internet. |
Further noree puiclexsdd € r@he®Mii Gt etk Sttt Gr a1l gi t al
public tel ephone |ine, such as a packet. comunication network and | SDN,
whi ch i5s uskectohiansimiierce assisting server 1 according to the

embodiment of the present invention.

Best Mode for Carrying Out the Invention
Referring to Figs. 1 through 6, a description will be
10 given of an eléctronic—commercé assisting méthod and an
electronic-commerce assisting server fof realizing the
electronic-commerce assisting method according to an
embodiment of the present invention. The overall
configuration of the electronic-commerce aséisting server
15 ~according to this embodiment wiil be described first with
reference to Fig. 1.
Fig. 1 shows the_network-éonfigtraiion in the
_ embodiment of the present invention. As shown in Fig. 1, in
an electronic-commerce assisting server 1 according to thié
20 embodiment, cybershops 40 and 42 (two shops are shown as an.
example in Fig. 1) which are connected to a communication
network and which are opened in cyberspéce, and a
communication terminal (oné‘communication terminal is shown
as an example in Fig. 1} 2 of a person desiriﬁg to purchaSe

25 - a product, who accesses the cybershops 40 and 42, eté., in




10 data in a cellular phone, etc., as a conponent of the network, is also
i ncluded. Furthernore, a comunication network in which?@cthbgt2@5
~television broadcast network (including both wireless and.w red

comuni cation such as a cable television), a public tel ephone line, etc.,
are linked, 15 is also_ included. In the manner described above, the
communi cation network 32 of this enbodi nent has a wi de concept including
one of these various forms of conmunication broadcast networks and a-

conmbi ned unit thereof. For exanple, whéh the communication network 32 is
the 20 Internet, the commnication ternminal 2 of the person desiring to
purchas-e a product is a work station or a PC having an el ectronic-mai

transm ssi gRaEeCeb VHASchAOET A Ofodid: 2 dipyser function, and the
communi cation termnal 2 is connected to the communi cati on network 32

through an | SP 2% drmferdiati SEMEtGR X 8% dar o aRa oM JNeRL: 30 via a 12
Cct ober 2005 - 16 conmmunication line 6 such as a dedicated |1 ne or. a

public |idenedhec bsoVEer ihesrend b1l ok - RELRS Hdinth i JH8det er mi ned URL
(Uni form Resource Locator) on the Internet and for displaying a hone page.
The commumetoxn (wAM nadr Zh ofhidie PIRISOR A ddnbdichdd. pw<Lhase a. product
is able to obtain product information by accessing the cybershops 40 and
42 on the ¢onleimesd examphe df ewsBrmestd d @rid ans nidtdhe tirdrent vefl yawr chasi ng

a product. .

added communication network, there is the so-called Internet.
Fﬁrthermore, for ‘example, a communication network‘conﬁaining'
a digital public telephone line, such as a packet
communication network and ISDN, which is used to transfer

10 data in a cellular phone, etc., as a componéht of the
network, is also included. Furthermore, a communicationr
network in which a digital television broadcast network
(including both wireless and wired communication such as a
cable television), a public telephone line, etc., are linked,

15 is also included. In the mannef described above, the
communication network 32 of this embodiment has a wide
Concept including one of these various forms of
communication broadcast networks and a combined unit thereof.

For exémple, when the communication network 32 is the

20 Internet; the communication terminal 2 of the person
desiring to purchase a product is a work station or a PC
having an electronic-mail transmission/ieceiving functioﬁ
and a browser funétion, and the communication ferminal 2 is
connected to the communication network 32 through an ISP

25 (Internet service provider {one fofm.of N5P)) 30 via'a




The cybershops 40 and 42 has an el ectronic-commerce 10 server 46 for
processing various requests relating to the purchase of 1poeget odsr omthe
comuni cation termnal 2 of the person desiring to purchase a product, so
that product information can be provided to the comunication termnal 2
~of the person desiring to purchase a product on the Internet, 15 and data
for carrying on wth a product purchase procedure is transmtted to or
received fromthe communication termnal 2 of the person desiring to
purchase a product. Furthernore, for exadpte, when the communi cation
network 32 is a network including a packet communication 20 network, the
‘conmuni cation termnal 2 of the person desiring to purchase a product is a

cel lul ar p@gﬁﬁuggggggognligéeﬁ;ég | csdmad | 4 éfgg%gésfﬁﬁéggfggé%p function:

[ed .
and a browser function, SO t ata can be transm recei ved

fromthe cybgsshopse 40-a0de #2,¥d &, tAg, packet s 20 acTQ:;’ggmi tjon network 12
Cct ober 2005 - 17 %Vtﬂ re%arkable advances fn in ornalﬁ%n technology (IT)

in recent yeadSteAnlSE&d OFRE COMTELNE atd QN8 Wl de 45i)Ng PG« RaS heeqne

easy. Furthernore, electronic conmerce using the comunication termnal 2
i ncl udi ng atd | 8a6td D681 Of 118 - £ dd Hagthonepnd Rekinda iapdyRhanggystem |

"(PHS (registered trademark)), and a portable information termnal has' cone

to be GonductedcHe gopresdid yde&ﬂﬂ:ﬂi(j eftsiptddhas®dNG product is able to

| obtain product information by accessing the cybershops 40
and 42 on the Internet via the brqwser and to transmit the
intent of purchasing a product.

The cybershops 40 and 42 has an electrénic—commerce

10 server 46 for processing various requests rélating to the
purchase of products from the communication terminal.Z of
the person desiring to purchase a product, so that product
information can be provided to the communication terminal 2
of the person desiring to purchase a product on the Internet,

15 and data for carrying on with a.product purchase procedufe
is transmitted to or received from the communication
ferminal 2 of the person desiring to purchase a product.

Furthermore, for exémple, when the communication

network 32 is a network including a packetrcommunication

20 network, the communication terminal 2 of the persoﬁ desiring
to purchase a product is a-cellular phone having an
electronic—mail transmission/receiving function and a
browser function, so that data can be transmitfed to or
received from the cybershops 40 and 42 wvia tﬁe packet

25 communication network.




services i'n which cellular phones are used as connection termnals for the
I nternet have already started. For 10 exanple, in i-node ddesHrshes ed
trademark of NTIT DoCoMd, = Inc.) provided by NTT DoCoMb, Inc., a cellular
phone having a browser function is connected to the Internet via an i--
node server in order to access the cybershops 40 and 42, nmaking it

possi ble to purchase a product. 15 In the el ectronic-conmerce assisting
~system according to this enbodinent, furthernore, an el ectronic-conmerce
assisting. server 44 is connected to thé&7cemmuni cation network 32. The

el ectroni c-commerce assisting server 44 responds to an authentication

assi sting request out put from 20 the cybershops 40 and 42 via the

comuni cati on RSP 32k aB32S edivan dde sk 1%%rr§‘r%%l%f5, theLGeTmY '?i‘&t

termnal 2 of the person desiring to purchase a product, sent “from

cyber shops; 40r&heh 42,4 088t hery M tde t&%ﬁﬂﬁﬂ%é%ﬂ M3 $1RG @%@UESt

the el ectroni c-conmmerce assisting server 25 44 allows the browséer of the-

~ conmuni cath£ weddhdadasy t 0 A HEther | 2008 +rdhfic Ul uSeheeRnkor

requesting the output of credit card information. It is possiblée for t he

el ect r oni ccommyeI €6 i @ Sttt ISer Viefc U iy speQidasid mecared snunber of the
credit card on the basis of the received credit card information. 5 For

this pﬁr poss], 1ther edteate ord QeQCITRYIC haARBiSidI sySitl’éﬁBl’(Pﬁ% i ncl udes a
managenent section for nanaging credit
{registered trademark)), and a portable information terminal
has come te be condﬁcted frequéntly and extensively, and
services in which cellular phones are used as connection.
terminals for the Internet have already started. For

10 example, in i-mode (registered trademark of NTT DoCeMo,
Inc.) provided by NTT DoCoMo, Inc., a cellular phone having
a.browser function.is connected to the Internet via an i-
mode.server in order to access the cybershops 40 and 42,
making it possible to purchase a product.

15 In the electronic-commerce assisting system according
ﬁo this embodiment, furthermore, an electronic—commerce
-assisting_server 44 is cennected to the cemmunication
network 32. The electrohic—commerce aseisting server 44
re3ponds-to an authentication assisting request output from

20 the cybershops 40 and 42 via the communication network 32.
Based on the IP address of the communication terminal 2 of
the person desiring to purchase a produet, sent from the
cybershops 40 and‘42 together with the authentication
assisting request, the electronic—commerce aesisting server

25 44 allows the browser of the communication terminal 2 to




card nunbers and uni que nunbers differing fromthe credit card nunbers
stored in a credit card in such a manner that these ar® gasesioapsed Wi th
each other for each user; a 10 transmi ssion section for transmtting an
instruction for a settlenent to the user when a request of the settlenent
associated wth the purchase is received; and a settlenent section for
performng a settlenent by converting the unique nunber received in such a
manner as to correspond to the 15 instruction into a credit card nunber

i nside the managenment section Based oniBhe specified credit card nunber,

t he managenment section-of the electronic-comerce assisting server 44
accesses an aut hentication database (not shown} 20 disposed within a credit

~card conpafyspBHRr£hes 4l ﬁ:f].ec{léquegqﬂ% ﬁgﬁ%rcgjdﬁémaafﬁlgxgéaélat?gﬂ%a% tored-in-

t he authenticati'on database, generates t e credit

card of thatosadidinbers angddAnsnd ted ha,data L ddie - cyhigfahaps 40 and

I
42 fromthe transm ssion section. 25 Here, between the cybershops. 40 and

42 and thead2i otPaseAN06 44 1 HlStfPNiHs CUIELERMIASSISE G 38wEk 44,
i'n addition to the connection by the comunication network 32, a

dedi cat ed-dd e orc MW AN tBRN {dReR BUINRES NeltreDrik)r Haaehi on, or
an l.nternet VPN connection nay be selected. OBNis an IP 5 (Internet
Protocél ) serviFee dedscptiegose,bubenessesronic-commerce assisting
server 44 includes a management section for managing credit
card numbers and unique numbers differing from the credit
cafd numbers stored in a credit card in such a manner that
these are associated with each other for each user; a

10 transmission section for transmitting an inétruction for a
settlement to the user when a request of the settlement
associated with the purchase is received; and a settlement
section for performing a settlement by converting the unique
number received in such a ﬁanner as to correspond to the

15‘ instruction into a credit card number inside the management
section.
| Based on the speqified credit card number, the
management section of thé electronic—commerce assisting
server 44 accesées an authentication database {(not shown)

20 disposed within a credit card company, searches for credit
OK/NG data of that credit card stored in the authentication
database, generates the credit OK/NG data of the credit card .
of that card number, and transmits the data to.the
cybershops 40 and 42 from the transmission section.

25 Heré, between the cybershops,40 and 42 and the




di sconnected fromthe Internet. OBN has a | ow cost, and-a high-Ievel
security conparable to that. of a dedicated |ine and M D0cepecahos

comuni cation using a wi de band can be obtained in alnost the entire area
of Japan. The Internet 10 VPN is a service in which the Internet can be
used |i ke a dedicated network. Although it is easy to nmake an overseas
connection, there are cases in which the security is lower and the band is
narrower conpared to the above-described dedicated |Iine and OBN. 15 Next,
referring to Fig. 2, the overall confrgl?ation of the comunication
terminal 2: according to this enbodiment will be described. The _
comuni cation termnal 2 is connected to an ISP 30 via the comunication -

line 6. A dmadinglwiddn Ay L8 4 dily 1Ladidg/a | tiNg, Mard Qs ttoyl%gﬁe 20 of

data fromand into a storage device of the 1'C card 10 haV|ng a credit card

function icomNEUehbyt @@ onGRMIWIIGHH R hHH N3l 2 JEe GEUiieat i on
terminal 2 has a display device 24 for displaying a bromser screen and a

printing dexiree6,0fan BN OPEN Bulshe es6r dftwoAlk30 cdrif: FABRUNeaLoN
termnal 2 has 12 Cctober 2005 - 20 a control section 20 for central ly

control | i rgtadrnatth& e vones: candnf aaypee’ eklergcdar i BN GEMRW abi on .
processes, and a storage device 22 for storing various types of data. The
controb sedmitennzl Srrotesolar isenyicpgpesddcatata tof bulkdnksls€sgard 10, input
fromthe reading/witing device 4, into
disconnected from the Internet. ©OBN has a low cost, and a-
high-level security comparable to that of a dedicated line
and high-speed communication using a wide band can be
obtainéd'in almost the entire area of Japan. The Internet
10 VPN is a service in which the Internet can be used like a
.dedicated network. Although it'is easy to make an overseas
connection, there are cases in which the security is lower
and the band is narrower éompared to the above-described
dedicated line and OBN.
15 Next, referring to Fig. 2, the overall configuration of
the communication terminal 2.acéordin§ to this embodiment
ﬁill be described. The communiéation-terminal 2 is
connected to an ISP 30 via the éommunication line 6. A
reading/writing device 4 for reading/writing Qarious types
20 of data from and into a storage device of the IC card 10
having a credit card function is connected to ﬁhe_
communicatioﬁ terminal 2.
The communication terminal 2 has a displaf device 24

for displaying a browser screen and a printiﬁg device 26 for

25 printing'the screen. Also, the cbmmunication terminal 2 has




the storage device 22, reads predeternined data fromthe storage device

22, and perfornms a conputation thereon. Fig. 3 shows th&@klﬂebaizo’os '
configuration of the IC card 10 according to the enbodiment. The I1C card
10 has a credit 10 card function. The IC card 10 has a storage device 12
fornmed of a sem conductor nenory such as a flash EEPROM a conmuni cation
control section 16 and an antenna 18 for perform ng conmunication with the
outside in a non-contact manner in order to transmit/receive data, and a
control 15 section 14 for centrally centookl ing them Wen the IC card 10
is held above the reading/witing device 4, transm ssion/reception of data
using electromagnetic waves is perforned betmeen the antenna 18 of the IC

card 10 and b2t eone. (9 o5"O0) M LI ¢ e %@fﬁdlgg‘{lg 09 device 4.

The el ectromagneti c-wave data has een en
whi ch, -fordéﬁ&@éean@nfoﬁngéy%fﬁhﬁ E <§u§a§ 8&&&@ é’é'on
standard which is made pu tiona ureau of idards i s
performed hpdtsi @t@ra%é J@@:.éé Ozﬁgfoﬂeé/ﬁ&%rig? Wi £ D t rd%éao has
stored 12 Cctober 200 t herei n uni que nhunber dat

el ect roni cTreONB®AELS1 a§§¢§imgz@egﬁ/@feé14zéﬂc§p§%§p/e§ her Ccfaﬁ@'d tofcﬂfrf% nunber
of the <card. The unique nunber data is witten i'nto the storage. device
12 whed t heCl &ecari 10input ssigtl fHOM e Gitflidr L8y device 4, into

the storage device 22, reads predetermined data fromrthe

storage device 22, and performs a compufation thereon.

Fig. 3 shows the overall configuration of the IC card
10 accordinglto the embodiment. The IC card 10 has a credit

10 card function. The IC card 10 has a storagé device 12
formed of a semiconductor memory such as a flash EEPROM, a
communication .control section 16 and an antenna 18 for
performing communication with the outside in a non-contact
manner in order to transmif/receive.data, aﬁd a control

15' section 14 for.centrally cgntrolling them.

When the IC card 10 is held above the reading/writing ~
device 4, transmission/reéeptgbn of data using
electromagnetic waves is performed between the antenna 18 of
the IC card 10 and the antenna (not shown) within the

20 reading/writing device 4. The electromagnetic~wave data has
been encrypted by triple DES in which, for example:, an
encryption process based on a data encryption standard which
is made public by U.S. National Bureau of Standards is
performed in triple. |

25 The storage device 12 within the IC card 10 has'stored




5 issuing conpany. The unique nunber is, for exanple, a code sequence, in
whi ch al phanuneric characters of about 16 to 24 digi.ts1Z20eobet2008hi ch is
formed of codes which have a one- to-one correspondence to the credit card
nunber, but differ fromthat nunber. 10 At |east the unique nunber data is
sent as the credit card information to the el ectronic-conmerce assisting
server 44. O course, the card expiration date, other personal o
identification information, and so on nay be added as the credit card

i nformati on- When a network other than @115 communi cati on network of CAFIS,
such as OBN, is to be used,. .personal attribute information other than the
credit card nunber can be transmtted. In that case, as in the custoner

dat abase sHR¥Peif Fhiquéd nthSe£! &Etd Ol L -GRITEY &6 A5 Sldghe S8 VEr 44

manages credit card nunbers and unique nunpbers 20 differing fromthe credit
card nunbesssist shighs@rv@Anes a8s sgig, agsodd ated Wdih qaftht R +rand

al so manages the. personal attribute information in such a manner as to be

associ at edcaher ewrhd. udhgupeiaana @idd ihute i il madonHes salddbigaut e
i nformation associated wth the owner of the 25 credit card, for exanple,

bi rt hday idéoiomtidni{en dilgs t1d et areri 2005 e X rdmf0ldmidien @frdt he year
of birth,.8- or 6-digit information of the date of birth), telephone
nunber 5i nf ossminonconfpargt udiTige tiret gaeolnmdrera ipar thor @&xeplli,t v code, and
name sequence, in which alphanumerig characters of about 16 to 24
'digits coexist, which is formed of codes which have a one-
to-one correspondence to the credit card number, but differ
from that number. |
10 At least the unique number data is senf as the credit
card information to the electronic-commerce assisting server
44. Of course, the card expiration date, other personal
identifiéation information, and so on may be added as tﬁe
credit card information. When a network other than a
15 communication network of CAFIS, such as OBN, is to be used,
personal attribute information other than the credit card
number can be transmitted; .In that céée, as in the customer
database shown in Fig. 4, the electronic-commerce assisting
server 44 manages credit card numbers and unigue numbers
‘20 differing from the credit card numbers in such a manner as
to be associated with each other, and also managegjthe_
personal attribute information in such é manner as to be
associated therewith. The personal attribute information is

attribute information associated with the owner of the

25 credit card, for example, birthday information (4-digit




information (including one or nore conbinations of surnane 5 in katakana,
first nanme in katakana, surname witten in English, and ®¢olsér 20852 w.itten
in English). The phrase "nmmnages in such a manner as to be associated wth
each other"” may be such that, as shown in Fig. 4, the above may be
managed by one dat abase, and a plurality of databases may 10 be used by
using certain key information (for exanple, custonmer nunbers (not shown),
uni que nunbers, and credit card nunbers) as in an RDB (Rel ational

Dat abase). In this case, personal attriBdte information is not stored in.
the storage device 12 of the I C card- Wen the 15 el ectronjc-comerce
server 46 instructs an operation of the credit card (the screen 56 of Fig.

6), a scregnféemgtio gpomélra{él!flctpﬁv)bi‘ﬂhj net ractdng AR 1R sRGF sonal
attribute information is displayed together with the screen 56 of Fig. 6

SO as to refluesé ddee USErpidthnpute dph ey SAMe 20 dvidules i nformati on-
In this case,.. the personal attribute information to be input nmay be one

or.nore of (1heladove. thdwhdies e & pdiec )nunbele dfr Rive s 0l per sanl
attribute information to be input may be determ ned on the basis of the
amount of 1o puaichase(irfaiudixanpies domomy edrian2Q0hs2% fyemrneme pi ece
~of personal attribute (security code) may be 12 Cctober 2005 - 23 input,
and foP noie kdaka000 fierst meoepiiec dstafkaper,s enadnamet wriiltea (security
code and birthday information) may be _
English, and first name written in English). The phrase
"manages in such a manner as to be assocciated with each
other"” may be such that, as shown in Fig. 4, the above may
-be managed by one database, and a plurality of databases may
10 Dbe used by using certain key information (fbr example,
customer numbers (not shown), unigue numbers, and credit
card numbers) as in an RDB (Relational Database).
In this case, personal attribute information is not
stored in the storage device 12 of the IC card. When the
- 15 electronic-commerce server 46 instructs an operation of the
credit card (the screen 56 of Fig. 6), a screen (e.g., a
pop-up window) for imstructing an input of personal
attribute information is displayed together with the screen
56 of Fig. 6 so as to request the user to input the pefsonél
20 attribute information. In this case, the personal attribute
information to be input may be one or more of the above.
Furthermore, the number of pieces of personal attribute
information to be input may be determined on the basis of

the amount of the purchase. For example, for more than 2000

25 yen, one piece of personal attribute {security code)'may be




i nput. WWen the personal attribute information input by the 5 user is
received, the el ectronic-comrerce assisting server 44 gebhapharaswhet her
or not the input personal attribute information natches the information

managed by the custonmer database illustrated in Fig. 4, and the

el ectroni c-commerce assisting server 44 may not allow the settlenent when
the 10 whole or a part of the information (e.qg., birthday " information)
does not match. Wen they nmatch, the electronic-conrerce assisting server
44 perfornms a settlenent process. As—aZgesult of the above, even if a

mal icious third party obtains the credit card itself, since 15 the
mal i cious third party does not know the personal attribute-information, a

settl ement ; PFEEESSnd SEAOmPEL fﬂ{g}p%oo-@r}der{vmhﬁ%e@#g}fgceess%(‘fur (;eértﬁroglsgﬁaclzt ion

environment can be provided to the user. eferring

through 4,atheiopes aidsir 29, RQEEUHE Jittle L SH QNG [£§assi sting
server 1 having the abové%%%nfiguratioﬁ'mﬁllSﬁgw be esé&?gg%ygﬁﬁther W th
reference implt gs. 5 and 6. A description will now be given by using an
exanple in which a person desiring to -purchase a product operates the

communi cati on teyei ke 2e¥8oRB1aatteibanBEEhTolRatNEnCYRBLEENBY #ReWhich
provides a honme 12 October 2005 - 24 page for electronic comerce on the
comunbcatiosr net werdeid2d, the electronic-commerce assisting server
44 determines whether or not the input personal attribute
information matches the information managed by the customer
database illustrated in Fig. 4, and the electronic—commefce
assisting server 44 may not éllow tﬁe settlement when the
10 whole or a part of the information {e.g., birthday
information) does not match. When they match, the
electronic-commerce assisting server 44 performs a
settlement process. As a result of the above, even if a
malicious third party obtains the credit card itself, since
15 the malicious third party does hot know the persoﬁal
attribute-information, a settlenent process ié not performed,
énd thus a more secure transaction environment can be |
provided to the user.
While referring to Figs. 1 through 4, the operation
20 procedure in the electronic-commerce assisting server 1
having the above configuration will now be described further
with reference to Figs. 5 and 6. A description will now be
given by using an.example in which a person desiring to |
_ purchase a product operates the communication terminal 2 sé

25 as to connects to the cybershop 40 which provides'a home




(assuned to be the Internet). Fig. 5 chronol ogi.cally.shows the procedure of
el ectronic comerce in the comunication termnal 2 of  Qepbar?00ésiring to
purchase a product and 5 the el ectronic-comerce server 46 and the

el ectronic comerce assisting server 44 in the cybershop 40 in the _

el ectroni c-comerce assisting server | according to this enbodinent- Fig..
6 shows exanpl es of the screen displayed on the browser of the .
comuni cation termnal 2 of the person 10 desiring to purchase a product in
each operation procedure. Initially, -tBé person desiring to purchase a
product allows a Wb bromser to be displayed on the display device 24 of .
the communi cation termnal 2, and predeternlned URL for the 15 of the

cyber shop sbguncip a@ctﬁonfegwf&hgﬁéé O 48 VOl Xy o BUILHASS 3

product posifions the for ex a "pro uct pur ase op page

clicks the(5BsRed NRYISe atﬂ@ain@e}s@@tpageyé& 'S HAMANE K A Moyl Ne
person desiring to pointer of the nouse In site" inthe
button, SOtﬁ@a@rébéﬂﬂEBKBf(%dgﬁﬁ¥ﬁﬁhc5%bmmerce in the communication
terminal 2 of a person desiring to purchase a product and
5> the electronic-commerce server 46 and the electronic-
commerce assisting server 44 in the cybershop 40 in.the
electronic-commerce assisting server 1 according to this
embodiment. Fig. 6 shows examples of the screén-displayed
on the br&wser of the communication terminal 2 of the person
10 desiring to purchase a product in each operétion procedure.
Initially, the person desiring to purchase a product
allows a Web browser fo be displayed on the display device
24 of the communication terminal 2, and inputs a
predetermined URL for the cybershop, so thaf a top page 50
15 of the cybershop shown in Fig. 6 is displayed via the
communication network 32. Next, the persbn desiring to
purchase a product positions the pointer of the mouse in,
for example, a "product ﬁurchase site" button.éhown in the
top pége 50 and clicks the mouse button, so that a éroduct
20 purchase screen display request is sent (step Sl1).
The electronic-commerce server 46 receiving the product
- purchase screen display request displays a product purchase
screen 52 shown in Fig. 6 on the browser of the
communication terminal 2 (step $2). When thé person

25 desiring to purchase a product inputs the retrieval keyword




20 purchase screen display request is sent (step S1). The . ,

el ectroni c-commerce server 46 receiving the product putZQeskersi®Pten

di spl ay- request displays a product purchase screen 52 shown in Fig. 6 on
the browser of the comrunication termnal 2 (step S2)_ Wen the person 25
desiring to purchase a product inputs the retrieval keyword 12 Cctober 2005
-- 25 of a desired product fromthe product purchase screen 52 on the
conmuni cation termnal 2, the electronic-comerce server 46 searches the
product database (not shown) on the bas#8 of the retrieval keyword input
by the person desiring to 5 purchase a product, and displays the searching
result on the product purchase screen 52. \Wen the person desiring to
purchase aoprodiussihas pfoune thesasid §d AUy hdde dictspypchase
screen 52 displayed on the browser of the conmmunication termnal 2, 10 the
person postlié ofsmiidel ot fHrert fmihel mMusehd el cdiese comitd- isehs olcthe
nouse button, so that a‘product purchase request is sent to the

el ect r oni c4€ overerae s athep st efatai)se Tl REWONIGr GOETREGA sSekver 46

~ of the cybershop 15 receiving the product purchase request transmits the

data of atlpaymentigwetihdewelmttirgrts tiveethebpershovidsiFHingy t, for ,
" selecting a paynent-nethod, so that the data is displayed on the browser of
t he cofmumwethase teemriathict2 (stepliSplaviderthe searching result on the
product purchase screen 52.
When the person desiring to purchase a product has
found the desired product on the product purchase screen 52
displayed on the browser of the communication terminal 2,

10 the person positions the pointer of the mouée in "purchase"
and clicks the mouse button, so that a product purchase
regquest is sent to the electronic—commérce server 46 (step
83}. |

The electronic-commerce server 46 of the cybershop
'15 receiving the product purchase request transmits the data of
a payment method selection screen 54, shown in Fig. 6, for-
selecting a payment method, so that the dété'is displayed on
the browser of the commuﬁication terminal 2 (step S4}). Here;
if the person desiring to purchase a product selects a
.20 payment settlement using a credit card, a credit-card
settlement selection request is sent to the electronic—
commerce server 46 (step S5).
When the credit-card settlement selection request is
received, the electronic—commerce server 46 sends out a

25 credit confirmation request together with the IP address of




i f the person desiring to purchase a product selects a 20..- paynent
settlement. using a credit card, a credit-card settleneﬂlOs@b@CKnsn requesp
is sent to the electronic- conmerce server 46 (step S5). Wen the
credit-card settlement selection request is received, the

el ectroni c-commerce server 46 sends out a 25 credit conflrnatlon request
together with the I P address of 12 October 2005 - 26 the communication
terminal 2 of the person desiring to purchase a product to the

el-ectronic, --comerce assisting serverZ84—(.step S6). Based on the IP

addr ess of.the communi cation termnal 2 5 of the person desiring to
purchase~a product, associated w th the authentication assisting request,

the el ectrenkCcoRAENBESLL & St Sk gk Bef VSF ﬂﬂetﬁmtéeémxg@t% of “an input
prompting screen 56 of "Please hold up the card to the reading/witing
devi ce", showshase Figpréiud® tdetHd osmuwicadlsnhersd nads 25t whereby the
data is displayed on the browser of the communication termnal.2 (step

. S7). \Wen sdeveersdn(shesp rdd)g. t o purchase a product holds up the IC card

10 to the reading/witing device 4, at |east the unique nunber data within
the credit car @aswfdoromatihen IFt adeldebss of tthe sbamgd cdeviose t:2mehathe | C
‘card 10.is received, as electronagnetic data encrypted by triple DES, by
“the readi v/ Wre therpaievdesi ing Tiwe rensrhapteech gniagiies tnundseyo ddattad
with the authentication assisting request, the electronic-
commerce assisting server 44 transmits the data of an input
prompting scfeen 56 of "Please hold up the card to the |
reading/writing device", shown in Fig. 6, to the
10  communication terminal 2, whereby the data is displayed on
the browser of the communication terminal 2 (step S7).
When the person desiring to purchase a product holds up
the IC card 10 to the reading/writing device 4, at least the
" unique number data within the credit card iﬁformation.stored
15 in the storage device 12 of the.IC card 10 is received,ras
e;ectromagﬂetic data encrypted by triple DES, by the |
‘reading/writing deviég 4. The encrypted unigue numberfdaté
received by the reading/ﬁriting device 4 is temporarily
decrypted, then, an encryption process by SSL is performed
20  thereon, and the resulting data is transmitted from the
communication terminal 2 to the electronicﬁcommerge
assisting server 44 (step S8).
After the eléctronic—cOmmerce assisting sérver 44

decrypts the received unique number data, thé electronic-

25 commerce assisting server 44 specifies the card number of




received by the reading/witing device 4 is.tenporarily decrypted, then,
an encryption process by SSL is perforned 20 thereon, amOtieerz@m@®8lting
data is transmitted fromthe conmunication termnal 2 to the.

el ectroni c-commerce assisting server 44 (step S8). After the

el ectroni c-commerce assisting server 44 decrypts the received uni que
nunber data, the el ectronic 25 conmerce assisting server 44 specifies the
card nunber of 12 Cctober 2005 - 27 the credit card fromthe uni que nunber
data. The el ectronic-comerce assisting’server 44 has a correspondence
table , of. unique nunbers and credit card nunbers stored, for exanple, in
a storage device (not shown), and based on the correspondence table, the

el ectroni CtReNBEEGEt A8SHE FRGn I8k ek i fde SPgRbd s esatde oa{d nunber of the
credit card from the unique nunber data.. Based on the specified credit

card nunbeeletbfoniel €6hhOALE - COMBY Gy asShad it N STy e A AGgRRRhan 10
aut henti cati on database di sposed inside the credit card conpany, searches

for the cresble Gkt NG tghia Dimbdies cireflidredd bar Strf@bid dddred, for
aut henti cati on database, and generates credit OK/ NG data of the credit

card of thetample, nimwberstoNexd ,ddtiecel it FHEROOMRIC A58 S RGeSEr ver
44 transmts 15 to the cybershop 40 the generated credit OK/ NG data to -
whi ch Suni ereet eRpdredetiat atdoke esion g thrtive- comedi te e arst istriiner
server 44 specifiés the card number of the credit'card from
the unique number data. .
Based on the spécified credit card number, the
electronic—commerce assisting server 44 accesses an
- 10 authentication database disposed inside(the'credit card
company, searches for the credit OK/NG data of the credit
card, stored in the authentication database; and generates
credit OK/NG data of the credit cara of that card number.
Next, the electronic-commerce assisting server 44 transmits
15 to the cybershop 40 the generatéd credit OK{NG data to which
| unique number data corresponding to the credit card number
‘is attached (step S9).-
Based on the receivéd credit OK[NG data, the
electronic-commerce server 46 of the cybershqp 40 determines
20 whether or not the credit of the card is allowed to conclude
an electronic-commerce transaction (step S10). |
When it is determined in step S10 that the credit
. cannot be allowed; a transaCtion unconclusion écreen 60,
shown in Fig. 6 is displaved on the browser éf the

25 communication terminal 2 so as to ask the person desiring to




s attached (step S9). Based on the received credit OK/ NG data, the

el ectroni c-commerce server 46 of the cybershop 40 deterid @QetsberZ®0bhet her or
not the credit of the card is allowed to conclude an el ectronic-comerce
transaction (step S10). Wen it is determned in step S10 that the credit
cannot be allowed, a transaction unconclusion screen 60, shown in.Fig. 6
is displayed on the browser of the 25 conmmunication termnal 2.s0 as to.
ask the person desiring to 12 Cctober 2005 - 28 purchase a product as to
whet her this processing should be tern¥fated so as to cause the product
transaction to be unconcluded, or the price should be paid by another
nmethod (step S11 indicated by the broken line in Fig. 5. 5 Wen it is

det er mi nedyi Aitaddies GradideCas b alHamed, @sd rﬁ%%@ﬁ@ CARGHUSKAn screen

58, shown in Fig. 6, is displayed on the browsér of the comunication

termnal Zernsteedld) ad\ed ldadde DHRCH %A QR I¥alR ibhe «di gRl ay of - the
transacti on concl usion screen 58, the electronic 10 conmerce server 46 of

the cyber shoprdlelRBt @F alsalRs dd [shounlan®ed pANSFMHES ahethBe method
el ectroni c-commerce assisting server 44 the sales file to which the unique

- nunber datgstiep atitlached catsidepySkhe dHrbkdne 1@hectinomigr.cgmrer ce assi sting
server 44, the 15 unique nunber data of the received sales file is
conver bed When it is determined that thé credit Can.be allowed, a
transaction conclusion screen 58, shown in Fig. 6, is
- displayed on the browser of the communigation terminal 2
{step. S12). Nearly in synchronization with fhe display of
the transaction conclpsion screéen 58, the electronic-
10 commerce server 46 of the cybershop 40 creafes a sales file,
" and transmits to the electronic-commerce assisting server 44
the sales file to which the unigue number data is attached
(step S13).
In the electronic-commerce assisting seivef 44, the
15 unique number data of thé received sales file is converted
~ into the credit card number, the settlement result is
transmitted to the user, and when a predetermined deadline
is reached for the credit sales volume by the card,\the
settlement section of the electronic-commerce assisting
 20 server 44 issues a bill for the person who has purchased the
products ({(step S514).
As has been described in the foregoing, in this
embodiment, since the unigue number data insteéd of the

credit card number is disclosed on the communication network

25 32, the credit card number of the person desiring to




into the credit card nunber, the settlenent result is transmtted to the
user, and when a predeterm ned deadline is reached for12@Qeobera?b sal es
vol une. by the card, the settlenent section of the el ectronic-comrerce
assisting 20 server 44 issues a bill for the person who has purchased the
products (step S14). As has.been described in the foregoing, in this

enbodi nent, since the uni que nunber data instead of the credit card nunber
i s disclosed on the ‘comuni cation network 25 32, the credit card nunber of
the person desiring to 12 October 2005 4929 purchase a product is not

di scl osed on the comuni cation network 32, including the cybershops 40 and
42, and the ISP 30, or the credit card nunber is not stored in any node.

Furt her norpurahsse ia phedwdiecis aegnetd € dadd GO Catmals &digiween the
IC card 10 and the reading/witing device 4, the unique nunber data | eaks,

and t he creeivoxarik nuirberudisiqnothe tct‘yibf@mﬁd[ﬁj qy deteivetndshe mesul t,

" the credit card owner can avoid the risk of the card number bei ng

di scl osed ¥, tde Gommredidt icnrd Ifmietwdrk B arwbdeei g ol eRpaand used in
i ndi vi dual el ectronic-commerce transactions. Furthernore, even if

menber shi pruegistmatd omlisp raddha el qpl urcalaignge wife |dBRs 3mramnd carhenshops
40 and 42, the credit card nunber of the owner is not stored in a
pIuralﬁty:QﬁtWﬁﬁﬁxﬁﬁﬂuRf|Qﬁﬁﬂwﬁﬂlﬂﬂﬁ the reading/writing device 4, the

unique number data leaks, and the credit card number is not
transmitted or reeeived.
As a result, the credit card owner can avoid the risk
of the card number being dlsclosed on the communication
10 network 32 and belng stolen and used in individual
electronic—commerce transactions. Furthermore,.eveﬁ if
membership registration is made in a plurality of IsSPs 30
and cybershops 40 and- 42, the credit card number of the
owner is not stored in a plurality of membership information
15 databases connected to the communication network 32.
Therefore, it is p0331ble to greatly reduce the risk of the
card number being stolen and used.
According to this embodiment, in electronic commerce,
among those other than the true owner‘of the credit card, it
20 is only the electronic-commerce assisting server 44 that can
handle the credit card number. Furthermore, it is only the -
authentication database (not shown) of the credit card
company, which caﬁ be accessed by only the eleetronic“
commerce assisting server 44, where the credit card number

25 1s stored. That is, if the assisting system accotding to




i.

’

15 dat abases connected to the comuni cati on network 32. Therefore, it is

possible to greatly reduce the risk of the card nunber1bécwgesitoben and
used. According-to this enbodinment, in electronic cormerce, anong those
other than the true owner of the credit card, it 20 is only the

el ectroni c-commerce assisting server 44 that can handle the credit card
nunber. Furthernore, it is only the authentication database (not shown) of
the credit card conpany, which can be accessed by only the el ectronic--
commer ce assisting server 44, where the3@redit card nunber 25 is stored.
That is, if the assisting systen1accord|ng to 12 Cctober 2005 -- 3 0 this
enbodlnent is used, an el ectronic-commerce system in which the

possi bi | i tynhof éﬁ@o@iﬁ@hﬁ £8r gs 84O DRl OG-oi 4 L egabdyrobtained, by, a third

party is considerably reduced, can be realized. 5 According to thls

enbodi mentyhithi haoposeLessaty §ortnddivdgual cLybeishops wo and indivi dual
1SPs 30 to construct and nanage a nenbership information database in which .

credit cartihegdEl's GtABIEErSy ad eript el gch ity SUChech BRI, BS AiReq

associ ated with-nenmber-1Ds and passwords. As a result, it 10 is possi'ble to
greatly recamebd heebstedf mai ntaining and managi ng t he security system

for preventing illegal |eakage of credit card nunbers by a cracker In the
manner >descr i bé¢cabodieg docahdisngmbodiiest, it is not necessary for
individual cybershops 40 and individual ISPs 30 to construct
. and manage a membership information database in which credit
card numbers of members are stored in such a manner as to be
associated with'member:IDs and passwords. As a result; it
10 is possible to greatly reduce the cost of méintaining and
managing the security system for preventing illegal leakage
of credit card numbers by a.cracker. |
In the manner described above, according to this
embodiment, it is possible to realize an IC card by which
15 electronic commerce on a communication network cén be
- conducted sﬁoothly and securely, and an electronic-commerce
.éssisting method and system using the IC card. This makes
it possible to make a pajment'which feels secure when using
a credit card without letting the credit card number become
20 known to another person in the eiectronic commerce.
According to this embodiment, it .is possible_ﬁo reduce
the risk of charge back in c¢ybershop, which‘occurs by an |
illegal electronic-commerce transaction as a résult of
"posing" in which the credit card number is illegally

25 obtained. Furthermore, it is possible to reduce éosts




enbodi nent, it is possible to realize an IC card by which 15 electronic
conmerce on a conmuni cation network can be conduct ed sntdOhioheradd@Ssecurel y,
and an el ectronic-commerce .assisting nethod and systemusing the |IC card.
This makes it possible to nmake a paynent which feels secure when using a
credit card without letting the credit card nunber beconme 20 known to

anot her person in the electronic comerce. According to this enbodinent; it
is possible to reduce the risk of charge back in cybershop, which occurs
by an illegal electronic-comrerce transaction as a result of "posing"” in
which the credit card nunber is illegally 25 obtained. Furthernore, it is
possible to reduce costs 12 Cctober 2005 - 31 required for counterneasures
agai nst | ead@gered Lot doohff OFm@d 4 @fed Nuga LyPEr sdpp@nd anc NP having a
menbership server in which card informati on of nmenbers is stored. The
present inveftimntion noh 4 icybheckhicap tdel ahovesp Sdeses i betknardredigent s, and

- various-nodifications are possible. For exanple, although in the

above- descséiesr Jenbodicentssd thef @trect Fani of commidee asitsingy server 44
requests uni que nunber data fromthe comunication termnal 10 2, this may
be execut ed i nStheadrsperte isivesttion dscoomeldaiteer ver thé abot/be cybershop -
40. However, the above-described enbodi nents in which the
.5 described embodiments, and various modifications are
| possible.
For example, although in the above-described
embodiments, the electronic-commerce assisting server 44
requests unique number data from the communication terminal
10 2, this may be executed instead by the elecfronic—commerce
server 46 of the cybershop 40.
However, the above-described embodiments in which the
electronic—commerce assisting server 44 directly obtains
unigue number data have a higher security. 1In particular,
;5 - when other credit card information, such as the card
expiration daté, the personal authentiéation data, and so on,
is to be -requested, preferably, the method”of this
embodiment in which the électroﬁic—commerce assisting server
44 directly receives the transmission data from the
.20 communication terminal 2 is adopted.
The electronic-commerce assisting server 44 Qf'the
above-described embodiments specifies the card number of the
credit card from' the received unique number dafa on the

basis of the correspondence table of unigue numbers and

25 credit card numbers, but the present invention isAnbt




el ectroni c-commerce assisting server 44 directly obtains unique nunber
data have a higher security. In particular, 15 when ot h&2 Ociobeli 2006ar d _
information, such as the card expiration date, the personal authentication
data, and so on, is to be requested, preferably, the nethod of this '
enbodi ment in which the el ectronic-comerce assisting server 44 directly
receives the transm ssion data fromthe 20 conmuni cation termnal 2 is
adopt ed. The el ectroni c-conmerce assi sting-server 44 of the. '
above- descri bed enbodi ments specifies™tAé card nunber of - the credit card
fromthe received uni que nunber data on the basis of the correspondence
tabl e of unique nunbers and 25 credit card nunbers, but the present

invention ismpoédlPo Cehopesxafidbe - I2r dbwided forthisyexamim O course,
for exanple, the follow ng nethod may be used in which a unique nunber is

derived. fr6ollbeingetetheanshpusbeaisdy 1i5iwigi éh pi eget Qidrimether alsgorithm
and is stored in the IC card, and the credit card 5 nunber is specified
from the udegireedufben deat actydit qot ediiieer avnenseing 4 herakoamnifrd C
card in which unique nunber data is stored is issued froma specific.
credit caralgonptmy. amheis tdieormbdin tthereSerdyd ) npul ther drearismidardhe
credit card nunber occurs 10 when a credit card is used in a shop which is
not af i | i eigieeer therengeifiad owr sdie tind oredivmpar diaharbar amy be
procedure reverse to the above.
An IC card in which unique number data is stored is
issued from a specific credit card company. When the neéd
to present, input, or transmit the credit card number occurs
10 when a credit card is used in a shop which is not affiliated
therewith; of course, the credit card number may be
displayed on the surface of the IC card.
In the ébovendescribed embodiments, although a
desc:iption is given by using a non-contact IC card as an
15 example, the present invention is not limited to this
example, and of course can be applied to a contact-type IC
‘card.‘ In this-case,ftransmissidn/reception of data is |
performed by bringing thé data reading/writing terminals of
an IC card into contact with the data input/output terminals
20 of a dedicated reading/ﬁriting &evice. | |
As described above, according to the present invention,
it is possible to smoothly énd-sacu:ely'conduct electronic
commerce on a comﬁunication network. | |

According to the present invention, payment using a

25 credit card can be conducted withdut letting the credit card




dlsplayed on the surface of the IC card. In the above-described
enbodi ments, although a description is given by using  Boberticact 1 C
card as an 15 exanple, the present invention is not limted to this

exanpl e, and of course can be applied to a contact-type IC card. In

t hi s-case, -transm ssion/reception of data is perfornmed by bringing the
data reading/witing termnals of an IC card into contact with the data
i nput/output termnals 20 of a dedicated reading/witing device. As
descri bed above, according to the presef® +nvention, it is possible to
snDotth and securely conduct electronic comerce on a conmuni cation -
network.' According to the present invention, paynent using a 25 credit

card can heueenduss @sha 1o &@taﬁ&&lélhep&w&atlﬁaéﬁeazrémgb b 89§

nunber beconme known to another person in electronic conmerce. |t|on

according to the.@ﬁﬁi&ﬁbnunﬁ@abk@mnglkol§h80§§b955tt9n539998nth?tri§k of

charge back in a cybershop in credit sales in electronic comrerce
Fur t her norms<ciasltes teqadued frofe GABR! FEMRRASWHRS LAGK N8t a LoRKAgRLBf 16ard

information in a cybershop and an NSP having a nenbershlp server “in which
card i nf oravdidn suflevenberd desrostier edmaa@itche reduced 1.2 Cctober 2005 - 34
.5_ Furthermore, costs regquired for countermeasures against
- leakage of card information in a cybershop and an NSP having

a ‘membership server in which card information of members is

stored can be reduced
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CLAIM5 1. An electronic--comerce assisting server for assisting a user in
t he purchase of products or services, 5 said el ectronictZOnberc®0assisting
server conprising: a managenent section for managi ng credit card nunbers
and uni que nunbers differing fromsaid credit card nunbers. stored in a

~credit card in such a manner that these are associated with each other for

each said user; 10 a transmi ssion section for-transmitting an instruction
for a settlenent to said user when a request of a settlement associated
with the purchase is received; and a Seftlenent section for performng a
settlenent by converting. said unique nunber received in such a manner as
15 to correspond to the instruction into a credit card nunber inside said
managenent section. 2. An el ectroni c-goapRECce assi sting server according

to daim1, wherein said managenent section further nmanages 20 personal
attribute information in such a nanner as to be associated therewth.,
said instruction. for a settlement containing an instruction for requesting

‘an input of saild per sdraltm@tticd-tumerriorrliseingare ryaird roet t | ement

section perforns personal 25 identification authentication using the .
personal @3¥iduing 12 Geober @o9purSmse |cm‘ Qroiucais receiared dds ,such a
manner _as to correspond to
5 said electronic- —commerce assisting server comprising:
a management section for managing credit card numbers
and unique numbers differing from said credit card numberé
stored in a credit card in such a manner that these are |
associated with each other for each said user;
10 '~ a transmission sectiﬁn for.transmitting an instruction
for a settlement to said user when a request of a settlement
associated with the purchase is feceived; and % |
a settlement section for performing a settlement by
converting‘said unigue number received in such a manner as

15 to correspond to the instruction into a credit card number

inside said management section. .

2. An electronic-commerce assisting server according
to Claim 1, wherein said management section further manages
Zb personal attribute information in suéh a manner as to be
associated therewith, said instruction for a settlement
containing an instruction for requesting an input of said
personal attribute information, and |
said settlement section performs personal

25 identification authentication usihg the personal éttribute




sai-d input, and perforns a settlenment. 3. An el ectronic-comerce assisting
server according 5 to Claim2, wherein said personal -12®debatZ06m cont ai ns
one or nore of the tel ephone nunber information, the nane information, the
‘birthday information, and the security code of said user. 10 4. A
~settlenment nethod performed on a conputer used by a user when products or
services are purchased, said settlenent nethod conprising: a step of
receiving an instruction for a settlenent associated with the purchase; 15
a step of operating a credit card-in acébrdance with. the instruction and
transm-tting a unique nunber differing froma credit card nunber stored in
said credit card to an electronic-commerce assisting server; and a step of

recei vi ng {heo st dn i e i ¢ a1 S et e M a e 2% Pard chr%éb%jrgﬂ 13ai d

credit card nunmber associated with said .unique nunber In sal

el ectr oni CsEIMBAHE: ASHIS NI SEY &f - sSxt WhBlECt roni c- commer ce assi sti ng
met hod for assisting a user in the purchase of products or services, 25

said el ectronic comerce assisting nethod conprising the 12 QGctober 2005 36
steps of: managing credit card nunbers and uni que nunbers differing from
said credit casd nambelecstrondd-icomhettedobsisting server according
5 to Claim 2, wherein said personal information contains one
or more of the telephone number information, the name

P information, the birthday information, and the security code

of said user.

10 . 4. A settlement method performed on a-computer used by
a user when prodﬁcts or services are purchased, said
settlement method comprising: |

@ step of receiving an instruction for a seftlement
associated with the purchase;

15 i a step of operating a credit card iﬁ accordance with

. the instfuction and transmitting a unique number differing
from a credit card number stored in said credit card to an
electronié—commerce assiétiné server; and

a step of receiving the result in which a settlement ié
20 performed using said credit card number associated with said

unique number in said electronic—commerce ‘assisting server.

5. An electronic-commerce assisting method for
assisting a user in the purchase of products or services,’

25 said electronic—commerce assisting method comprising the




card in such a manner that these are associated with each 5 other for each
said user; transnmitting an instruction for a settlenment12 Ocwdéckoogser- when
a. request of the settlenent associated with the purchase is received; and
perform ng a settlenent by converting said unique- 10 nunber received in
such a manner as to correspond to the- instruction into a credit card
nunber inside said managenent section. 6. An el ectronic-conmmerce assisting
met hod according 15.to Claimb5, further conprising the steps of: nmanagi ng
personal attribute information in such 4 Tanner as to be associ at ed
therewith, the instruction for - said settlenent containing an instruction
for requesting an input of said personal attribute information; and 20
perform ngpessap@l i1dentification authentication using the persona
attribute information received in such a manner as to correspond to said

“input, and per frameigigga ceeldikerant. ndmbARsehaet LARlgG=C aNBEee assi sting’
nmet hod according 25 to Claim6, wherein said personal, information
cont ai ns ohief fix i@at doemm 20051 IEredirt el ofurttie-d &ftephend munbeedit
information, the name infornmation, the birthday information, and the
security codsl iof s3@ild augemney 8han téleset cor Gscamierteel adshskhpry program
for ‘ . '
, 5 other for each said user; . ‘
transmitting én instruction for a settlement to said
user when. a request of the settlement asSociated with the
.purchase is received; and
performing a settlement by converting said unique
10 number received in such a manner as to corréspond to the

instruction into a credit card number inside said management

section,

6. An electronic~commerce assisting method according
15 to Claim 5, further comprising the steps of:
managing personal attribute information in such a
ﬁénner as to be assocéated therewith, the instruction for
said settlement containiﬁg an instruction for requesting an
input of said personal attribute information:; and
20 performing personal ideﬁtificatién authentication using
the personal attribute information received in such a mahner

as to correspond to said input, ‘and performing a settlement.

7. An electronic-commerce assisting method according

25 to Claim 6, wherein said personal information contains one




assisting a user in the purchase of products or services,. said

el ectroni c-commer ce assi sting program conprising-the step®cebar POUZAgI NQ
credit card nunbers and uni que nunbers 10 differing fromsaid credit card
nunbers stored in a credit card in such'a manner that these are associ ated
with each other for each said user; transmtting an instruction for a
settlenent associated wth the purchase to said user when a request of the
15 settlement associated with the purchase is received, and performng a.
settlement by converting said uni que “ndfber received in such a manner as
to correspond to the instruction into a credit card nunber inside said
management section. 20 9. An el ectroni c-conmerce assisting program

‘accordi ng ofomﬁial@f8théutéiéﬁhéﬁ&¢ﬁdﬁb@@ 1M Shepso®f (tHBNagiNg persona
attribute information in such a manner as to be associated therewith, the

i nstructi oinform26iemj deisetisi etfddy COMmH bR dMstHEtd M faly reauesting
an 12 Cctober 2005 - 38 input of said personal' attribute |nfornat|on and

per form ngopeszohalsédent i ficati on authentication using the personal
attribute information received in such a manner as to correspond to said

input, and perfornmng a settlenent.

5 8. An electroﬁic—commerce assisting program. for
assisting a user in the purchase of products or services,
said'electronic—cpmmerce assisting program comprising—the
steps of: |

managing credit card numbers and unique numbers
10 differing from said credit card numbers stored in a credit
card in such a manner that these are associated with each
other for each said user;
transmitting an instruction for a settlement associated
with the purchase to said user when a request of the
15 settlement associated with the purchase is received;‘and
performing a settlement by converting said unique |
humber received in such a manner as to correspond to the
instruction into a credit card number inside said management
section. |
Zb
9. An electronic—commerce assisting program acco:ding
to Claim 8, further Comprising the steps of: |
managing persocnal attribufe information in such a
manner as to be associated therewith, the.instruction for

25 said settlement‘containing an. instruction for reqﬁesting an




5 10: An el ectroni c-comerce. assisting programaccording to-Claimb?,
wherein said personal information contains one or noreldOclober 20@5ephone

nunber information, the nane information, the birthday information, and
the security code 10 of said user. :

- 38 -

input of said personal attribute information; and
pexrforming personal identification authentication using
the personal attribute information received in such a manner

as to correspond to said input, and performing a settlement.

10. An electrbnic—commerce.assisting program.according
to Claim 9, wherein said personal information contains one
“or more of the telephone number information, the name
information, the birthday information, and the security code

10 of said user.






