; TUe3eDA<(d"6XT-30 6 FEB 2004 1 Title: Systemfor electroni ﬂ SrjEE vg r of
~a personalyi idi ion code. Technical Field The inventio Igt to a
system for”"&@%w&@"@i’del ivery of a PIN (Personal Identification Nunber)
code and co server secured by nmeans of a nunber 5 of encryption
keys and provi'f&@® with a reference code for generating the PIN code, said
system further conprising neans for encrypting the reference code and the

PI N code geperat.ed by ns of the encrypti keys and via connected
communi cat i-eHS-REYRLL oLeectronic deliyeryof 2 paesenal idemificatign wodeMessage

Servi ce) nessage containing an electronic signature based on the reference
code to a SIM (Subscriber Identity 10 Module) card connected to a term nal
w th i nput pinfliafplady neans. Background Art Personal identification
nunbers, so-called PI'N codes, are presently used in many different
situations, in particular in connection with econom c transactions, in
which a credit card or a simlar neans of paynent is used together with a
termnal . THee imventipor redateoriosa aiysténofor letectroiti teliverd ofs avPINT (Redsdnal t he
card user gari n c.onﬁ}lret{)on of the transaction by entering a PIN code on
the termn e%nﬁ%\}‘l? ymber) icade apbcHBPTiYNG g SeveT Saured b meansiof s gumber [t i s

card. Th. BitarEGpuoRelE e Broidd §Rhd fridiE YonE o t e e Sineradeon
with the i %amy@amzmmrcaﬁ{prgpg Hengrtet éxycr%ﬁﬁirgm@f% e}élmkfe‘adggﬁ% P@é”‘g@% e

separate cover as ordinary mai Thi's met ho nei t her conp

nor very fastle gaseratedisy meahseofsthe enedyptiony kefsand vie coghdctéd eemhfmedativhe card
owner and thus before the owner can use his card. WD 99/39524 relates to

t el econmunirBeansdeingadapted ta transmis @ IS {Shorp MrssaperService) message eonthinting
transm ssion gf encrypted S ssages to a nobile station. The system 0
6 FEB 200g % @8?1‘5?‘?1%5%%%{%:@&%%raﬂq%é?éfﬁﬁlcﬁét)a%&? AMriPbseribenidentity
connect g§l t)\qol iber i t : L Sl connected to the
nobi | e st atlﬁﬁggﬁlege%edggoz%kgagémt?gﬁ?‘h‘gﬁgle‘hwéﬁﬁg%ﬁtdﬁ?ﬁgn{%@son sof tware
connected to the nessage switching centre. The transm ssion software

conpri ses applications and paraneters of the encryption 5 algorithmto be
used. Hereté)éiamud&ages may be generated and sent to the nobile station

via the nessage switching centre. The SIMcard in the nobile station is
adapted for receiving and storing an encrypted SM5 nessage. Bri ef

Descri pti opeploral fadnfRAfib Bumbers, so-called PIN codes, are presently used in many

different situations, in particular in connection with economic transactions, in which
a credit card or a similar means of payment is used together with a terminal. The
15  information stored on the credit card is verified by the card user during completion
of the transaction by entering a PIN code on the terminal's keyboard, said code being
agreed with the card issuer. It is thus ensured that the user of the card is identical to

the owner of the card.

The PIN code is usually assigned to the credit card in connection with the issuance
20 thereof and generally forwarded to the user under separate cover as ordinary mail.
This method is neither completely secure nor very fast, as it may take several days

for the letter to reach the card owner and thus before the owner can use his card.

WO 99/39524 relates to telecommunication systems and discloses a procedure and a

system for transmission of encrypted SMS messages to a mobile station. The system
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The object of the invention is to provide a secure, fast anﬂ GeFE'Bc'zmt
systemwhich is 10 able to deliver PIN codes to the custoners a re
advant ageous manner. A system of the above type is according to the
invention characterised in that said server is adapted for receiving uni que
information in the formof a reference code, said encryption neans is
adapted for computing a first electroni @ signature based on the reference
code, and the server being adapted for transmtting the first electronic 15
si gnat ur e ®OMPHISEY Pt ieconumioatian netfwmrkas i obilen swtion GMBetred 380i¢,andng sai d
SIM card conprises, means for %o aring the first electronic signature in
the SMVB rressggﬁ‘éﬁ\ﬂ kdﬁn%{tY%e&Ha pited Withemobilestaipmg messagesvetchingm a
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subsequent tﬁﬂn§ﬁﬁﬁibrpfsoﬁwgfé\|c§ﬁgﬁ]§@s§ agﬁi&ahsﬂs éﬁg‘(’:‘ft)atrgmte&?s .%f%l.[%t S 9pGh }]ee

di splay neans of the termnal, "I he first ronic signature

second @ ecalgarithm toibgmaedi Heremy, SMS hiessapes hidg bopbierRR8ahBkentt:o themasyd sed

of a PIN code, if the user of a specific termnal enters the associated

ref erence &tdion vigide smashagegavitchingrenme NhediIM card i the maHilersention is adkptéd made
exclusively. in formof, encrypted dat ignal s which can only be 0O fi FEB
200 3 decrfB‘E@HGIHW%@%OFHé@ﬁBCWH?%@gWEon keys. A high decree of
security delivery of PIN codes is thus obtained. Furthernore according to
the invention said SiIMcard is adapted for being provided with the PIN code

when suppl BrieF héxe ﬁ m’ % uni que identity code. Hereby, 5 the PIN
code never needs f)l ge %?gﬁesm‘;eﬁtel and t herefore unauthorised decryption of
the PIN code can be prevented. Mreover, according to a preferred

enbodi ment of the invention, said SIMcard is adapted to receive the PIN
code in t hdheghigcsof she imvenyon isdopaeide agaeure, faskandefficiand sysiemorvhiehds es t o
a nobilg te hope. co isiing a.termnal with inpyt 10 nmeans and display
neans, and ahFe%PI\&EQFH %(ﬂ%ﬂ?%%@%&ﬁ% %E“"I’TB@HY@%&W@WI storing an
encrypted SMS nessage, characterised in that the SIMcard conpri ses:
conpar at or neans adapted for conparing a first electronic signature in the
encrypted VbystEHSaHtheMtove deﬁeeﬁ%éoﬂliﬁg?fd ﬁ@liﬁvé&i&ﬁ%ﬂfa%téigbgqn gefrer at ed
froma reference code entered by a user of the term nal an y neans of a
correspondi ng encryption key in 15 the SIMcard, and neans for allow ng
subsequent display.of a PIN code, associ ated wiith the signatures on the

di spl ay medAd Sg‘fve{ Isdpptedifarniecervingynique; iptormatier inthe formsoipafarercenadet he
second el eghiy

according to %ﬁl %{:}fp?i{?gn IEéOHI:?qIS g&{ cﬂq‘gﬂl ﬁgtrf %lﬁﬁhgiﬁg aggpt%g%gﬁﬁﬁﬁ?{gg%&i?ﬁg&?dﬁﬂpg?ne

the reference code, and the server being adapted for transmitting the first electronic

15 signature as encrypted electronic information in said SMS message, and

said SIM card comprises means for comparing the first electronic signature in the SMS
message with a second electronic signature being generated from a reference code
entered by a user of the terminal and by means of a corresponding encryption key in
the SIM card, and means for allowing subsequent display of a PIN code associated
20 withthe signatures on the display means of the terminal, if the first electronic signature

and the second electronic signature match.

It is thus only possible to be advised of a PIN code, if the user of a specific terminal
enters the associated reference code. The exchange of the PIN code and the reference

code is made exclusively in form of encrypted data signals which cam only be



Finally, the invention relates to a SIMcard including stor n
-adapted for receiving and storing an encrypted SNM5 rressage,aﬂr%af;@t zoul%ed

in that said SIMcard conpri ses: 0 6 FEB 2pp~ 4 encryption neans adapted
for generating a second electronic signature froma reference code entered
by a user of the termnal and by nmeans of a correspondi ng encryption key in
the SIMcard, and conparator neans adapted for conparing a first electronic
signature in the encrypted 5 SM5 nessage with said second el ectronic

si gnature aﬁiﬁerPtﬁastM tpinggths BYQHAIqueeTeTYRfAN kEysteAnigh ndticeest bfigeturdty a

PIN code is Lvered.to a user. Preferred enbodi nent of a SIMcard
accor di ng t%él%ﬁg‘?f’ﬁ?iﬂtqogﬁs é?r‘gmﬁpgfa]%'i n the dependent clains 8 and 9.
Brief Description of the Drawing 10 The invention is explained in greater
detail belowwith reference to the acconpanying drawing illustrating a flow

chart of a Purtlienoedacovbdidigrente pfvehtien 521 SM @id iPRbtdDORR bEAY, O;g%w 4ng
Qut the Invention The systemfor electronic delivery of a PIN cg e shown in

the drawi ngvisbile PB sode whew supplyiog the SBM garalpyithi a unique ddéntity vodey dereby,
i nformat Lon 1(?&'@1 I gstrated eifq a chart for 15 filling-in personal data) in
form of PefBFEMEOdsuyesneedsdo b apsmiticd and Sreselore inaiherised decrsptiontdfng

t he el ectro[gyie@mi&ragtca{lg,e%wt eql.on the reference code 2 in the server 3.

The server comuni cat es a'so-called over-the-air platform6 (OTA)
comunicating with a SMS service centre 8 adapted to receive encrypted
information 7 fromthe platform6. The SMS service centre 8 is connected to
a SIM 20 caMeradyenriccbrdingrainiptefersd wirtbodimembiflthe havedseh, seid STM B&-dGSM
type conprisjng a keyboard 13 and a display nmeans in formof a display 14,
sai d servic a@%ﬁ’ttpée%?’%ﬁlequé in thnformt of porapicniptet! dNBsigrakages to t he
SIMcard 10. The SIMcard 10 conprises a storage 11 for storing encrypted
SM5 nessages 9, encryption nmeans 16 for encrypting data 15 entered by a

user of theThefiVefitbn hisoVetattd'fo & AR LiehfofdGompisifie FRrAMM With input

10 means and display means, and a SIM card including means adapted for receiving and

storing an encrypted SMS message, characterised in that the SIM card comprises:

comparator means adapted for comparing a first electronic signature in the encrypted
SMS message with a second electronic signature being generated from areference code

entered by a user of the terminal and by means of a corresponding encryption key in
15 the SIM card, and

means for allowing subsequent display of a PIN code associated with the si gnatures on
the display means of the terminal, if the first electronic signature and the second

electronic signature match.

Preferred embodiment of the mobile phone according to the invention is claimed in the

20 dependent claims 5 and 6.

Finally, the invention relates to a SIM card including storage means adapted for

receiving and storing an encrypted SMS message, characterised in that said SIM card

comprises:



conparison nmeans 17 connected to-the storage 11 and the keybxg&:ﬁ for
.conparing the stored data with entered data. The conpari son 2004 ¢
further connected to-neans 18 for displaying the PIN code on the display 14
of the termnal 12. Wen using the systemthe user delivers unique
information 1 in formof a reference 5 cpde 2 to the secured server 3. The
reference code 2 is used as an input sighal for generating an electronic
signature 5 in the neans, of - t he cryptiqn nmeans 4. The

server .
el ect roni ¢ SCHPACHREES Fgaﬁ?‘g%é ﬁ‘?‘lef%téflgﬂsﬁc?‘ﬁ&?‘?ﬁ@m‘i Hgoatje i areferanse t o
the SMS seruyl 10l St [ SIMcard, said service
centre 8 cé:\r?\k}gr@??g{;m%}ﬁ%%égghr@gérﬁrghéiaéﬁkgk Sr?eeaﬂ Eofgg%%n%§§ﬁﬁré’p§°§ FY abl e
for transmifashoBINvargehdto the 10 SIMcard 10 in question connected to the
nobi | e handset 12. The SIMcard 10 conprises a storage 11 adapted to
receive and store the encrypted SM5 nessage 9. The conpari son neans 17 are

used for conparing the electronic signature 5 in the encrypted SM5 nessage
9 with the SOMPFEHMeans gieptadifer competing afissd elpptronis sigratyrptin the eneayged 6,

sai d si ?a?&ﬁ 20 bei r#ghgen ratengegn t he basi s of &ata entered 15 on the
keyboar o i dNERPET NAHT §83d spgondlectfqiig Signpirg apd fransmittng fosignal to a

el ectroni c )| 20 e conpari son nmeans 17
transmts g%gﬁgﬁgl}éﬁfso%ghc%ﬂggﬁ%ga%@%ﬁ?ﬁ%{@{lﬁe&ﬁ%acosgg, 19 is to be

di spl ayed on the display 14 of the nobile handset 12, whereby the PIN code
is delivered to the user. In a preferred enbodi mnent of the invention the
terninal 1Preferrgdpmbodimennofe s d 20carding toghe ihamntipelae bimed An $hév car d
(Subscriber, Identity.Mdule) is required for operating nobile handsets
adapt ed fopeBWd%&ﬁF%ﬁPFg@si9a an existing GSM network. The SIMcard, which
in use forms an integrated part of the electronics of the nobile handset,
contains inter alia codes identifying the nobile handset in relation to the
GSM net wor g i h&scHBEBh o i@ brARineS Necessary to enable the network to
determ ne for 2Z5 tnstance tne posrtion of the nobile term nal for

transm ssion of nobile tel ephony via the nbst advantageous transm ssion
towers) in the network at the specific tinme. The server 3 conprises

sof t wark) ( ide invewion is explaiond irsgtieatgr @¥thll beldeswith referemce taRS accdtarfyii 2004
6 (Data Encyyption Standar encr éi on algorithm (reference nuneral 4), an
encrypt ed dié%/‘gﬁgs‘gumﬁtfn%ﬁ%ﬂ Ci&f’éﬁg 2 Rreferred emppdinentiof ke inyeationof the SI M
cards registered in the systemand information about the connection between
t he nunbers of the nobile handsets and the nunbers of the associated SIM

cards. A tiBest Md@&f&@@@%’ D tAeSInBni§sicr YPti on process in three |evels
which is considered particularly secure agai nst unauthorised decryption.

When the secured server 3 has received the reference code froma new user
and verifi that the user's SIMcard nunber is valid in the system the

server 3 gehersyslem tor elsctronicdglivesy ghaPliNeode shewn im e diayingcomprisesthe
triple DES i 1 ined with the.t K .of at t 56 bit
bel bgi g oA stV 3 Atp TR Aoy hiidus HrorBRust Houis el icuar o

t 118 i Y ' ' It
T life b petioanl 88} 1h ol dOyercle WBUEVS) Yl R R

adapt ed - sushbseqaentiyheorapeting tei electicpimsighsufe Hbaéddeon feaetsteteecestR 2id S
stored in the storage 11 of the SIMcard 10 and the user is notified that
the 15 gendhaseyerpNThsderves 3 eommuninatesswithvace-callgiRverdbagr flatfermetei ved

by the user, I M card. 10. \Wen t user, subsequent!ly runs the programin
the SIM car(Q% WPWG%}B%IW@EF#@’\S SFF\‘@“PFN‘%E&"‘?*‘P%@ tggeeeive epegjipiedt ed by
the progra i : {Sh! talrrl . 1 nter the refere code
15 on ¢ he. FapRalOR THraR Y pifrofh. 6. Yhe S sBRics erlf b et i L

el ectr @ ¢ catdIGwhich eShmmuARates MatPNERbASHandse: 1 3 of fled i on
means 16 in the SIMcard 10 gy ‘means of the?sa%r%iggcrypts%ggﬁipgﬁgggﬂ%% used
by the encrysyboardniSearsl display meeane inuforth ofer displag 14heaid stiwideafentierteéng ode 2
was suppli eﬁlto t he secured server 3. The conparison neans 17 in the SIM

card 10 t h@R'&cHnPFansmit cRmpietad SMBinessagpsdo the SEVseardel)).i Fhe fiMseardalfe 11
and based ren de 2 with el ectronic signature 2

gener at ed %9“#’%‘3%% (S:{Og%)gt%l glnf;oﬁég)ﬁggle&crmieq %Q&t %Ssségﬁsné;'t ?ﬂcé@qfﬂi’t Rang

conpar i son fieaRtypiing ARATS dnferdd By Y rrﬂféxh'ﬂ bl 549
that the PIN code 19éi s to be ‘g?s& gélé:ﬁbg%ﬁepﬁe |sg%ay %%?b{)%g fsgzrlﬁré]nal
12. If the two electronic signatures are not identical, the user is 06
FEB 200g advised on the display 14 that the reference code 15 has not been
accepted and is asked to enter the reference code 15 once nore. If the
reference code 15 after two additional attenpts still is incorrect) the
programis interrupted and the PIN code 19 is not delivered until the user
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1n order to ensure that the delivered PIN code is read corref§BEB rmwser
may be offered validation of the delivered PIN code. The validation process
is perforned by the user entering the PIN code shown on the display 14 by
means of the keyboard, 10 whereafter the user is advised whether the PIN
code has been entered correctly. If not,_.the PIN code is shown once nore on
the display 14 and the validation processs can be repeated. In an

alternative enbodi nent the PIN code may be gl)rovi ded in the SIMcard, when
the card i SOTIPSPRECANS h7 Sonerieddo thesstorags 1 t amdtheiszbeard 13Her comparinge

d ! RS | der ed mbodi t,
anat hor 1 s 8284 BRANRA PREres ek, Lo EORBRIRY ReBh Rl & Bitheh eonorersdus

being. pr evepintins T8Fot QBNYIARHlPMPLodeSH HeHififlat 94! %hé‘gegllfg%@iﬁ ferred

enbodi ment, but nmay be altéred I n nmany ways w there ing from
t he scope of the invention. 0O 6 FEB 2004 s Clainms 1. A systemfor

el ectronic delivery of electronic information and cenprising a server (3 )
secured by WWBemusigg the systape thegiserdelivgps vaiqu infermatinndl iyfrenofeorgiereatey

encryption ans, (4) for encr [ the electronic information and via
connect ed §g§%%48@%§??%ﬁisﬁ%égg- E}g? reherence cgdedapused as an inpiyrsignak fons
nmessage (9) a0l . ek ectraoni.c infor ilon to.,a SIMcard (
10) connec gﬁ@ﬂtﬁglﬂg Qtn g%%hﬁ%ces?%%\%qp ﬁll"? %&?%r%wsa%s @g’e SHAYBHAMEINSrpans
( 14), said, Fhdlet R,Os{?d ' ' TR V0 the
encrypted SMS rrgssggg (9 ,dt?ehwg&?ﬁgﬁg‘e?%a%leifogér gﬁﬁ#ﬁfagrﬁéﬁ%gg?%ggWer
(3) is adapericd cantrest faradministratioreof the GIVBtdrdsdid sétviced ehifed cchvefigy ence
10 code (2), said encryption nmeans (4) is adapted for conputing a first

el ectronic ths elactromie Sigmpusa s deia SIS Hgssraéﬁ Orsuitelle fgdzanspyissiom therénf te ey er
bel 19 o sith bl 16 ST Sobfherdd P lneohRHE Bt 13 S a0 car
(39 vorpeeanprEea sl | Mfarnte it it e SATRRIIS BT
gener at ed The comparison means 17 are used for comparing the electronic signature 5 in the
encrypted SMS message 9 with the electronic signature 20 generated by the
encryption means 16, said signature 20 being generated on the basis of data entered
15 on the keyboard in the terminal 12. If the electronic signature 5 and the electronic
signature 20 entered by the user match, the comparison means 17 transmits a signal
to the guide means 18 that the PIN code 19 is to be displayed on the display 14 of

the mobile handset 12, whereby the PIN code is delivered to the user.

In a preferred embodiment of the invention the terminal 12 is a mobile handset such
20 as a cellular telephone. A SIM card (Subscriber Identity Module) is required for
operating mobile handsets adapted for communication via an existing GSM network.
The SIM card, which in use forms an integrated part of the electronics of the mobile
handset, contains inter alia codes identifying the mobile handset in relation to the
GSM network. This identification is necessary to enable the network to determine for
25  instance the position of the mobile terminal for transmission of mobile telephony via

the most advantageous transmission tower(s) in the network at the specific time.

The server 3 comprises software (not shown) for generating PIN codes, a teiple DES



froma reference code ( 15) entered by a user of the term naﬂﬁ(FEB)zmd by
- means of a correspondi ng encryption key ( 16) in the SIMcard ( 10), and
means ( 18) for allow ng subsequent display of a PIN code associated with
the signatures (5, 20) on the display neans (14) of the termnal (12), if
the first electronic signature (5) and the second 20 el ectronic signature
(20) match. 2. A system according to cl a®m 1, wherein said SIMcard (10) is
adapted for being provided with the PIN code when supplying the SIMcard (
10) with a (RtyEaciyptian Stapdarst encryptien algetithm @efeoertiemynicvaldd) aanercrypleer ei n

said SIMcard .(10) is._adapted tqQ receive the 25 PIN code in the formof an
encr ypt ed o‘iftt%t’(aé? firels s_howng cgnipiningeneryption keysptolhof thephldd sardsmegistérad a

card 10y Dol AR nRERYRoh bt BRCeqBRIG bPTRRG b vt s e
encrypted Sibbile3aadstd Yhd GhehndmbeR &f tthc."i‘aliso'bia%edaS‘i‘M Rafdiat ft?@tleSIIMi§ ard (

10) conprises conparator neans {1/) adapted for conparing a

el ectrond c agopithtnisear Bcriyptidm erécesni speeibvelNEvheh S8@6ndi@drew gahticuigggond
el ectronic signature (20) being generated froma reference code ( 15)

ent ered by SgCWScAgabst ppeutherisgddacryption) and by neans of a correspondi ng
encryption key (16) in the SIMcard (10), and neans ( 18) for allow ng
subsequent display of a PIN code associated with the signatures (5, 20) on

the displa ) | £t farst electroni¢ 10
si gnature (%) g%e t(s%%tffécégérn‘}gpg é%s{ {Qgﬁﬁgdgp%%f%epée (’gﬁe EQTR R TigW Uger,apd| o
phone accorerifigdttBatcth@iisBrk SIM e4rdiningtk ¢ Al '

bei ng provided w t?] t he |§| N code when sup‘ﬁlﬂ%lﬁg{%ﬁteég)ﬁhtiﬁrggfy%%rémﬁéh a
uni que i deran electrodie. signawrertbiprefepibiyn dyaawansiiofgtheotriplai DES, albeiftgh 4 sai d
SIMcarg ( 10),.is,adapted to 15 receive the PIN code in the formof an
encrypt &Y igedy v the two kexa ehrb leasc Fo dinbelongingde theaser's SIM )candiapt ed

for receivi d (o] an_.encr ed S\VB sa 9, ar ctar.i
sadin t Hinde: Sﬁél"r{ﬁ"g‘g}r”bp E‘fﬁﬁmgegﬁﬂﬁ RS r@%ﬁ?é‘ﬁg"nﬁgﬁ@ %3@61)80 ayadt ed
for gener at\mguely $6&MtEdeGS ' i f-are ode (
15) entered bgll ayuser of q?hlgf tgt?ri]ﬂmglﬁlgl @?aiitggﬁséségé gggt@%gesg?éeg @ger Jrgcgds%é%ndi ng
encrypt i on dfethe SMS miessdghe isSiddpesrsiich 1 theglectesipaipahire SRAEMRe fefdkhce
adapted for conparing a first electronic signature 55) in the encrypted SM5
nmessage (9)COfEhs stared etherstrrage i obHiecSIM gardt 10 and( the usemis notified thattthag

15  generated PIN code is ready for use when a SMS message 9 is received by the user's

SIM card 10.

When the user subsequently runs the program in the SIM card 10 enabling delivery
of the PIN code, the user is requested by the program via the display 14 of the
terminal to enter the reference code 15 on the keyboard 13 of the terminal 12. For
20 generating another electronic signature 20, the reference code 15 is coded by the
encryption means 16 in the SIM card 10 by means of the same encryption algorithm
used by the encryption means 4 in the secured server 3 when the reference code 2
was supplied to the secured server 3. The comparison means 17 in the SIM card 10
then compares the electronic signature 5 stored in the storage 11 and based on the
25 reference code 2 with the electronic signature 20 generated by the encryption means
16. If the two signatures match, the comparisén means 17 transmits a signal to the
guide means 18 indicating that the PIN code 19 is to be displayed on the display 14

of the terminal 12. If the two electronic signatures are not identical, the user is



O 6 FEB 200 io a signal to a control neans (18) indicating t I ode
*(19) is to be delivered to a user. 8. A SIMcard accordi ng tm@@%f

wherein said SiIMcard ( 10) is adapted for being provided with the PIN code
when supplying the SiIMcard (10) with a unique identity 5 code. 9. A SIM
card according to claim8, wherein said SIMcard ( 10) is adapted to
receive the PIN code in the form of an e71crypt ed data si gnal .
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the user entering the PIN code shown on the display 14 by means of the keyboard,
10 whereafter the user is advised whether the PIN code has been entered correctly. If
not, the PIN code is shown once more on the display 14 and the validation process

can be repeated.

In an alternative embodiment the PIN code may be provided in the SIM card, when
the card is supplied with a unique identity code, whereby the PIN code never need
15 be transmitted. This is considered a more secure embodiment, unauthorised

decryption of the PIN code during transmission thereof thus being prevented.

The invention is not restricted to the above preferred embodiment, but may be altered

in many ways without thereby deviating from the scope of the invention.
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(3) secured by means of a number of encryption keys, said system comprising
encryption means (4) for encrypting the electronic inforfnation and via connected
communications means (6, 8) being adapted to transmit a SMS message (9) containing
the encrypted electronic information to a SIM card (10) connected to a terminal (12)
with input means (13) and display means (14), said SIM card comprising means (11)

for receiving and storing the encrypted SMS message (9), characterised inthat

said server (3) is adapted for receiving unique information in the form of a reference
code (2), said encryption means (4) is adapted for computing a first electronic signature
(5) based on the reference code (2), and the server being adapted for transmitting the
first electronic signature (5) as encrypted electronic information in said SMS message

(9), and

said SIM card (10) comprises means (17) for comparing the first electronic signature
(5) in the SMS message (9) with a second electronic signature (20) being generated
from a reference code (15) entered by a user of the terminal (12) and by means of a
corresponding encryption key (16) in the SIM card (10), and means (18) for allowing
subsequent display of a PIN code associated with the signatures (5, 20) on the display

means (14) of the terminal (12), if the first electronic signature (5) and the second

electronic signature (20) match.

2. A system according to claim 1, wherein said SIM card (10) is adapted for being

provided with the PIN code when supplying the SIM card (10) with a unique identity

code.

3. A system according to claim 1, wherein said SIM card (10) is adapted to receive the

PIN code in the form of an encrypted data signal.
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corresponding encryption key (16) in the SIM card (10), and

means (18) for allowing subsequent display of a PIN code associated with the
signatures (5, 20) on the display means (14) of the terminal (12), if the first electronic
10 signature (5) and the second electronic signature (2) match.

5. A mobile phone according to claim 4, wherein said SIM card (10) is adapted for
being provided with the PIN code when supplying the SIM card (10) with a unique
identity code.

6. A mobile phone according to claim 4, wherein said SIM card (10) is adapted to
15 receive the PIN code in the form of an encrypted data signal.

7. A SIM card including storage means (11) adapted for receiving and storing an

encrypted SMS message (9), characterised in that said SIM card (10)

comprises

encryption means (16) adapted for generating a second electronic signature (2) from
20 a reference code (15) entered by a user of the terminal (12) and by means of a

corresponding encryption key (16) in the SIM card (10), and

comparator means (17) adapted for comparing a first electronic signature (5) in the

encrypted SMS message (9) with said second electronic signature (20) and transmitting
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9. A SIM card according to claim 8, wherein said SIM card (10) is adapted to receive
the PIN code in the form of an encrypted data signal.



