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400

RECEIVE, BY A CLOUD COMPUTER SYSTEM {THAT IS LOCATED AT A FIRST
GEOGRAPHICAL LOCATION THAT IS DIFFERENT FROM A SECOND GEOGRAPHICAL
LOCATION OF THE SERVICE PROVIDED SYSTEM), FROM A MOBILE COMPUTING
DEVICE, A REQUEST FOR A SERVICE FROM A ENTERPRISE COMPUTER SYSTEM

408

¥

OBTAIN, FOR A USER OF THE MOBILE COMPUTING DEVICE ASSOCIATED WITH THE
REQUEST, A SECURITY AUTHENTICATION TO OBTAIN SERVICES THROUGH THE
CLOUD COMPUTER 8YSTEM

410

!

STORE INFOCRMATION INDICATING THE SECURITY AUTHENTICATION

415

i

IDENTIFY, BASED ON THE SECURITY AUTHENTICATION OF THE USER, A PLURALITY
OF ENTERPRISE COMPUTER SYSTEMS ACCESSIBELE TO THE USER THROUGH THE
CLOUD COMPUTER SYSTEM

420

:

VERIFY THAT THE REQUESTED ENTERPRISE COMPUTER SYSTEM IS INCLUDED [N
THE PLURALITY OF ENTERPRISE COMPUTER SYSTEMS ACCESSIBLE TO THE USER

425

!

DETERMINE A SECURITY PROTOCOL FOR REQUESTING THE SERVICE FROM THE
REQUESTED ENTERPRISE COMPUTER SYSTEM

4350

:

(GENERATE A SECURITY TOKEN {BASED ON THE INFORMATION INDICATING THE
SECURITY AUTHENTICATION OF THE USER) CORRESPONDING TO THE DETERMINED
SECURITY PROTOCOL FOR THE REQUESTED ENTERPRISE COMPUTER SYSTEM

_,j““435

I

SEND, TO THE REQUESTED ENTERPRISE COMPUTER SYSTEM, A REQUEST FOR THE
REQUESTED SERVICE, WHEREIN THE REQUEST INCLUDES THE GENERATED
SECURITY TOKEN

FIG. 4
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