SPECI FI CATI ON  TI TLE OF | NVENTI ON SMART CARD FOR
PASSPORT, ELECTRONI.C PASSPORT,. AND METHOD, SYSTEM- —
AND APPARATUS FOR AUTHENTI CATI NG PERSON HOLDI NG SMART
CARD OR ELECTRONI C PASSPORT FI ELD OF THE | NVENTI ON

[ 00011 The present invention relates to smart cards
and el ectroni c passports. Mre particularly, the
present invention relates to smart cards and

el ectronic passports including a bionmetric sensor,
and net hod, system swmgdcapparatu® ¥ or authenticating a
person holding the smart card or the electronic
passport. BACKGROUND OF THE | NVENTI ON [ 00021 Snart
cards, which are also referred to as integrated
circuit (1C cards, 4ypEoriiNyENITN ude a

m croprocessor and nenory on their plastic body, and

are. -ORISCSNGNIERUS $ R T, oY N B NEZTHOD,
sﬁ%@ﬁ?fgg%ﬁ%%%ggﬁ%g??ﬁg’cards. Eﬂg ‘ %h:g@ﬂﬁoiﬂﬁﬁé
cag g Ty ENDWIPARA RS FOR 4TEHEAY Ai&%% gnd rangl ng
from sinpl e gEnonY- ¥R SHBEETRONUS PASSPDRTIG user
identification infornmation to high-end snmart cards
with a sophisticated conputational capacity.
Typically, a card reader is used to read the stored

i nformati on associFFEIOMER NHENEH dhol der, such as a
user nane, account nunber, personal identLJhﬁétkg%
nioier ThPhient ipeessworidies Qg FrEdY AR BICCUPRE PERRG r eader
may be contact type or contactless t%gg..TQ§SO_S
a%iakk@m}'yﬁmﬁr@nnt@mw@@s@m% i P AT 9 bR BT AR T ST er
the n

ecessary | information is read fromthe smart
Cakdahoa bibeeicarasmead eyihod SYSHY @W@peg?tag?méaaughemrﬁq%ﬁb a

ot her
persan holding the smart card or the electronic passport.

BACKGROUND OF THE INVENTION
(0002} Smart cards, which are also referred to as integrated circuit (IC) cards, typically

include a microprosessor and MemOry 01 their plastic body, and are capable of data

processing required for the specific purpose of the cards. The conventional smart cards

are typically “sredit-card” sized, and ranging from simple memory-type smart cards
storing user identification information to high-end smart cards with a sophisticated

computational capacity. Typically, a card Teader is used to read the stored nformation

associated with the cardholder, such as a user name, accouxt number, personal

jdentification number (PIN), password, and the like. The vard reader may be contact type

or contactiess type. The authentication process is typically performed after the necessary



aut henti cation device comuni cating with the card
reader, such as. a local or renote authentication
sever, [0003] However, such smart cards can be stol en
or counterfeited, and the authentication/verification
system on which the smart cards are operating can be
hacked, and the conventional smart card systemis
still vulnerable to identity theft and fraud. The

ever increasing terrorist threat as well as, the
exiphosiniereed Benilty sehw casd jorfks ol Tpadempiing by frat fedep g e
for nore robust and protected security systens to
authenttios atviceandmyeedihy Wit dnedrd sadT sughrdiplgcdiargeaisi ng
or holding smart cards. In addition, it is desirable
tohpriottiectevthe privacy of the personal information
associated with the smart card while providing such a
tanper- proof security system 2 BRI EF DESCRI PTI ON OF
THE | NVENTI ON [ 0004] A smart card authenticates a
ceunah ol chesver, Tk ssabrardscar g siofrlopdewtecisdbad it e, a
sensor nodule, a wireless transceiver nodule, and a
ROWeTictionh ot fcatichhesteensehichnbelwhat caids elewterstingayn ke hacked,
bi onetric sensor adapted to detect bionetric

i.nd QF pEkeRnd E0m arpesson $il vidodyble Ehjentitypredcas Fapd. The
unit adapted to authenticate the person in response to
the rdehest eoriditemetsmet =i i oiphetv oFe iathd cgenef dedingfell
aut hentication signal representing an authentication _
reesUbt moraithudt @)d @otreatryiriadaptediotuthetiostears verngitquaty oF
information of a specific individual associated with
t 8y SR € af lebldiTEhenavtic iés. d8 sdditicanis baeymable fradeiee the privacy
transmts signals received fromthe processor unit and
[ 60 ¥ eshaPiniinelo asbyattd wifisthd dnteetdardpdwe progidgigalch afpBpsT-
power circuit generates at |east one supply voltage
fre@mdheyepegi ved power signal and provides the
supply voltage to the sensor nodule. An electronic



passport is enbedded with the smart card, and a
termnal nodule is used for wwrelessly transmtting
power to and receiving signals fromthe electronic
passport or the smart card. 3 BRI EF DESCRI PTI ON OF THE
DRAW NGS [ 00051 The acconpanyi ng draw ngs, which are
incorporated into and constitute a part of this
specification, illustrate one or nore enbodi ments of

the present invention and, together with the detailed
descri pti on, §ﬁﬂE§DESC%QEKEf9FgﬁEDgY?ﬁ%ﬁBfes‘and

i npl ementations of the invention. In the dramﬁn&;&ea
Fio@4] 1 A snat chdrobensinaits aspgbrde; Biiegat SR BREl P Ear Ty
illustrating a smart card for authentica%in a_person
hehdi mgdtihe vervtes trassseierintpdBle B HERTEE S h %%‘-%“S"f oduie
enbodi ment of the present invention, FIG %ﬂis a_
binacdes () adicamirschsmeiing i Jetel PeratiabomyrioR TeREH5TE™ b1
the smart card in accordance with one enbodingn% okd
t ety b es@ttesionweilimn., to FIiEntatthe paoR EePrise 4 PHIEE

di agram schematically illustrating a power circuit in
t fiemafinfornalich ant raceory anestiv e GRE EREEHETENt  of

the present invention. FIG 4 is an electrjcal. block
diagheuniachedpsiddelalnyeniol agentedip FiARg DERERANPITRAIGE Othe
power circuit in the smart card in accordance mﬁtﬂ_one
enhadi meRtduafasbhietcpwils@ntmar e Al BACIST APy VI dnogye

el ectrical diagramschematically illustratin% an ..
exanRliesighistrieived ph Grpmcesdronl oF reecisieT PP Y TEH B
the smart card in accordance with one enbodi nment of

t B&yve Eise@ NThel powendiicaihgenerates at least one supply voliage from the recelved

power signal and provides the supply voltage to the sensor module. An electronic
passpart is embedded with the smart card, and a terminal module is used for wirelessly

transmitting power to and receiving signals from the electronic passport or the smart card.



FIG 6 is a process flow diagram schematically
illustrating an .exanple of authentication process
performed in the processor unit with a fingerprint
sensor, FIG 7 is an electrical block diagram
schematically illustrating an exanple of the

sensor/ processor portion of the smart card in
accordance with one enbodi ment of the 4 present
invention. FIG 8 is a bl ock di %gr am schematically

i | lustrating BEOTHRESEERINOLFHE DRAYEREM ati on of the
processor unit of the smart card havi ng an _

anansy pCheomntcaenying d-onngs v highie inprpmraighinjogang congliyie @ part
di agram schematically illustrating another exanple of

i aTgh epeniatsnilluafat due opnoe esasimaiof e Preeris TP “ar d
in accordance with one enbodinent of the present |

i MERE Wonthe BtGed 88ciigion, ot cuilaiy frapraeest ipplppsyations
iITustrating yet another exanple of inplenentation of
tdrecpfeg@ssor unit of the smart card in accordance

Wi th one enbodi nent of the present invention. FIG 10
is a lblweeckadinggr am schematically illustrating a smart
card in accordance wth one enbodi nrent of the present
i nventi@n is FuGtiodd biosk diagtiaghanmtsehe esttpideg 4 spart card for
illustrating an el ectronic passport includi ;%D a smart
CAldnt AiRGGRfdamtenyiht bnoherdembodidaea it ong ogysgRitte
invention. FIG 12 is a block diagram schematically
idrgsléﬁtiﬁ@{;ﬁdﬁg an exanple of a smart card enbedded in
the passport shown in FIG 11. FIG 13 is a diagram
schemgid 0ad 4 Modld didgsdnt @hbmagealy iblseging emprerphss fespat prrd

in accardance with one embodiment of the present invention.

FIG. 3 is an electrical block diagram schematically illustrating a power circuit in
the smart card in accordance with one embodiment of the present mvention.

FIG. 4 is an electrical block diagram schematically iltustrating an example of the

pawer circtit in the smart card in accordance with one embodiment of the present

invention.

FIG. 5 is an electrical diagram schematically illustrating an example of the
implementation of a power portion of the smart card in accordence with one embodiment
of the present invention.

FIG. 6 is a process flow diagram schematically illustrating an example of
anthentication process performed in the processor unit with a fingerprint sensor,

FIG. 7 is an electrical block diagram schematically iflustrating an example of the

sensor/processor portion of the smart card in accordance with one embodiment of the



accordance wi th one enbodi nent of the present
invention, which includes a bionefric sensor and a
display. FIG 14 is a diagram schematically
illustrating an exanple of the electronic passport
including a fingerprint sensor and a display and being
authenticating a person. FIGS. 15 and 16 are di agrans
schematically illustrating an exanple of an electronic
passport i.n accordance wi th one enbodi nent -of the
pFEEEREVIsidnti on, which 5 includes an integrated
sensor/display. FIG 17 is.a, diagramschematically

i |1 ustist§ g %de PR écfz]elﬁii}lﬂ%]ilyelh‘fsg?tmgﬁﬂcﬁﬂeé ft1"e; gﬁ ¥ng a
person holding a smart card or an el ectronic.. spor t

s GO RO S HEECe Sttt of e 4B LPELIRBE i PROBHEITEDption
enbodi nent of the present invention. FIG 18 is a
dedigham schematically illustrating an exanple of the
term nal nodule in accordance wth one enbodipe t of
the pridSet isiadoentieam schggticaly Tisteaging gpdier GREIP Y ock
di agram schematically illustrating a system.for
atrhermiaan piile Howerse chbE &iﬂﬂ‘gﬂ%ﬁg 18 gefordenegrdthgpe

el ectroni c passport in accordance with one enbodi nent
ofmbdiengt elerareieAiveEIYn. FIG 20 is a process flow

di agram schematically illustrating a nmethod for

aut herfilf;c2 isngodk drerorbamstien g laTdng re 2pAneg sxampieH

el ectroni c passport enbedded with the smart _card, in
acuswdatden o btprronsieRsodirentt ¢fd FReopltuearin one

i nvention. 6 DETAI LED DESCRI PTI ON [ 0006] Enbodi ments
ofmbddengst eldehiredepveistidn are described herein in the

context of a _ _ . _
FIG. 10 is a block diagram schematicaily illustrating a smart card in accordance

with one embodimeni of the present invention.

FIG. 11 is a diagram schematically illustrating an electronic passport including a
smart card in accordance with one embodiment of the present invention.

FIG. 12 is a block diagram schematically illustrating an example of a smart card
ermbedded in the passport shown in FIG. 11

FIG. 13 is a diagram schematically iflustrating an electronic passport m
accordance with one embodiment of the present invention, which includes a biometric
sensor and a display.

FIG. 14 is a diagram schematically illustrating an example of the electronic
passport including a fingerprint sensor and a display and being authenticating a person.

FIGS. 15 and 16 are diagrams schematically illustrating an example of an

electronic passport in accordance with one embodiment of the present nvention, which



smart card for passport, an el ectronic passport, and a
nmet hod, system and apparatus for~ “authenticating a
person. holding a smart card or el ectronic passport.

Those of ordinary skill in the art will realize that
the follow ng detailed description of the present
invention is illustrative only and is not intended to

be in any way limting. Qher enbodinments of the

present anen%£ readi |l y suggest thenselves to

on wi.l |
sihdek ITege HEF SR AR Vi ng the benefit of this
di scl osure,. Reference wil] now pe de |n tail to
ot en i oesen il Dt R R4 Bl

illustrated in the acconmpanyin rawi ngs. Th ane

- erbreaas - pHPCARSES W e A B F e aHa U R e
drawi ngs and the follo 'n% gﬁ%aile_.de cription to

- eRarn KGO SRR RET gAY S SFGBEH T n t he

interest of clarity, not all of .the routi feature

of ¢ he TPl e e abelk it Merai A SR e
descri bed. Jt.mjll,,of.cgﬁrse, bevaﬂfreciated that in

t Fercodpet B PUER oL He SR BE™ Phpl enent at i on,

numer ous i npl enent ati on-s

. e decioi o t
nmade ﬂﬂGOF%%Pﬁﬁ%m%%ﬂﬁﬁggmgﬁégﬁgég?cEgﬁﬁ%%'S %gg%%Qg

goal s, such as _conpliance wt |ication- and i

D oS SR AP AR SO ERSEIET HEL AT HAe PP Susc L haet itk
goals will vary fromone inplenentation to another and
f PeFBRETEVE s Faret Va8t her .  Moreover, it will be
appreci ated that sych_a dev '

| t.effort t
conpl eX0Catits 2 Piofess @%éﬁﬁ%ﬂégw%%ggakﬂﬁ%mﬁévﬁg%ﬁgk%gg be

a routine undertaking of engineering.for those,af. .

o RFRAPANE R PO hﬁi(dﬂ%g SEPT ST Ayt gm%%ar?%‘%”fttemgi'ddte% i the
di scl osure. 7 [0008] In acgcordapce with one enbodi nent
oﬁmﬁﬁ%“%Fb%%ﬁ?&FﬁW%mWW6ﬂﬂDﬁﬁgnggﬁﬁgﬁgﬁI&ﬁm Br ocess
steps, and/or data structures maybe inpl enented using
various types of operating systens (OS), conputing
platfornms, firmmaare, conputer prograns, conputer



..l 'anguages, and/or general - pur pose nmachi nes. The.net hod
can be inplenented as a programmed process runni ng on
processing circuitry. The processing circuitry can.
take the form of nunerous conbi nations of processors
and operating systens, or a stand-alone device. The
process can be inplenented as instructions executed by
such hardware, hardware al one, or any conbination

t hereof. The sof t wvapeTAEYDHESRATBEONON a program
storage device readable by a machine. [0009] In

a@ddid)i giabotibeste obihe editriaveytionkicldesciibed aeian thewpritgxt of a
recogni ze that devices of a |l ess general purpose

Nal Ml cBrd BrULkp&s b alkeivhiceekssptely ind @ syetiol alyderpraod rpamrab ke

| ogi c devices (FPLDs), including field programmble
gatien@dahiySpfHR @8 andartaniph exchphio grapmalibese of oginery
devi ces (CPLDs), application specific integrated

Ciik1CM it cSuri(WABE 55, th FhcifI R whrighletilad@yscriglmaf he pusadinvention
wi t hout departing fromthe scope and spirit of the

i H‘ﬁﬁl@&ﬂti‘(f@@ﬁf REEPLS intdhii&Ch 05 Ranhesdimiting. Q0 erBbd@ners of
schematically illustrates a smart card 10 for

ayt hent eabtifgwal RaNs aRgeshibbti:ng tb hehskit¢d petansthaiing the
accordance wi th one enbodi nent of the present

| Nk 0. disfBsurs oM ercl whll {Gw 1k matibe detr td implendnt2ons of

i ncludes a substrate 12, a sensor nodul e 14, a power
Cink SMichi hBntiand iRuswhtedch Egscdmpnybgidvaringrodid emé 8ferditve
sensor nodule 14, the power circuit 16, and the
WinFiel: &8 §vilf ¥ean&rRiov glouhedtheinds8natte fploouigdiedilainetdrgtion o
substrate 12. The sensor nodule 14 detects bionetric
i RE-PINRY 4208 of I@Ptihe person's body, perforns

aut hentication S for the person based on the detected
bi onetric informati on, and generates an

aut hentication signal indicating the result of the
abivg Nt Gali@at of aritexamlogthe posid karaes (fShedoebwputhiiops
aut henti cated) or negative (authentication failed).
Th8crPeNBEeif krk €htivin zh6 ddssribed. It will, of course, be appreciated that in the

development of any such actual implementation, numerous implementation-specific
decisions must be made in order to achieve the developer’s specific goals, such as
compliance with application- and business-related constraints, and that these specific
geals will vary from one implementation to anothc;r and from one developer to another.
Moreover, it will be appreciated that such a development effort might be complex and
time-consuming, but would nevertheless be a routine undsrtaking of engineering for

those of ordinary skiil in the art having the benefit of this disclosure.



coupled to the wireless transceiver nodule 18, and

adapted to generate at | east one supply voltage from

a power signal received by the wirel ess transceiver
nodul e 18. The supply voltage is provided to the
sensor nodul e 14. [0011] The wirel ess transceiver
nmodul e 18 is coupled to the sensor nodule 14 and the
power nodul e 16. The wireless transceiver nodule 18 is

ﬁ@ﬁﬁgﬁ e ‘13%:% td; e N rqltDIl n%%@h%nt JFBE ﬁfeyﬁ%gm@é'nﬁm tﬂa%oﬁiﬁﬁféﬂﬁ

e aut hentication signal, and

al so asgffpg auﬁ/ox csﬁ;qa sﬁrﬁ&@%iv K g@ne%ﬁ%mlu}fm& Ffﬁ'ﬁﬁmy})és%ﬂ

p@ﬁﬁ?s transcei ver nodule 18 is

l e O{Ng;t S%kngwu{ﬁg)ezﬁfg&sr BGStaYd BnRlLsbEenBasebiie

ranscei ver nhodule 18 may

So be | HE% gerlra%% dﬁ%%@&@chﬁ@@ e inetnSd CRARRRLR Ented as 2

t “ARSHTL ce|V|ng T rSaont o waves, optica

e L S o s

ag Cgr dance w th Qmatmn&"?%%% E%&}E mﬂfoggl%g%’ﬁw br 4 sfand-alone

|HW i SOH AL SREWA wer antenna 22, a

| t )
rrétd n&ﬂ% T}Q«g}?rgc‘reegsn%? Ee i'm&) ea{%gt\é@% 1%5%%#?% %%letedqﬂq iﬁeﬁﬁlm:

antenna 22 is _coupl.e [ 028 on i
iyt ahts wnagyﬁ%ﬁfr b e

I'n thi exanp%g g phﬂgeless transcei ver nodul e

( SAGENTHC EF G fya"“Lforned of the power antenna 22
and the signal antenna 24. The power antenna 22 and

t he signal antenna 24 can be the. sane antenna, but in

22(};98 Ut angcht m} the, grl 903l A% §P AR wAfreloyn R O @edesas 2 Boss

epen ént "antenna. The power 9 antenna

22 r eaﬁel ves t he W, 1 a@k_&ag L d4RAS R 58 8-aRPRVRE 103icORALes

aRd't @H%%m%@nm i ¢ genefates at | east one

3#)93#3 ) die ug %ﬂiﬁéﬁaﬂﬁahﬂ%at% SC8)s Yo ROWRT comb @R Blogrammable

e “sensor nodul e 28. The signa
anétfgz c\’lCE’S%Cﬁ]{ﬁSr)] %hc%ho%l s%&?ﬂc%nt@&gt% Meditd {AQMTs), or the like, may

also be used without departing from the scope and spixit of the inventive concepts

disclosed herein.

[0010] FIG. 1 schematically illustrates a stnart card 10 for authenticating a pesson
holding the smert card in accordance with one embodiment of the present invention. As
shown in FIG. 1, the smart card 20 includes a substrate 12, a sensor module 14, a power
circuit 16, and 2 wireless transceiver moduls 13. The sensor module 14, the power circuit
16, and the wireless transceiver module 18 are provided on the substraic 12. The sensor

module 14 detects biometric information from the person’s body, performs authentication



t he sensor nodule 28. In accordance with one

~enmbodi nent of the present invention, the signa
ahntenna 24 is substantially smaller than the power
antenna 22. Thus, the signals transmtted fromthe
signal antenna 24 have a substantially shorter range
of transm ssion such that the signals are only
received in a proximty of the smart card, preventing
unaut hori zed recei pt or intercept of the signals.
[0:013}ershs bedadwnthe Actetegbiometric ety it IEsHAS 298
i ncludes a bionetric sensor 30, a_ processor unit 32,
anthesicmimmiyal 3dicating thadidtiobie atthraticdns & crils 8098 °may
further include an indicator 36 indicating the |
quit-hesticatlicomatedsu hegat el teoicity filod) nthepp g eyt 16 1s
whi ch provi des an external access to the processor
UBixticB2 fheAdrabkommsdenari@ule 8, sphadepipd HEEREHT ALURFONI B IPY
coupled to the bionetric sensor 34 and the nenory 34
andadeGrotrhepovopt irehateiienty Garorles GauHd ¥ FeTdp it r gie supply
interface 38. The processor unit 32 is adapted to
autthent jpredl« tathpersomadok t.ng the smart card in
response to the bionetric information detected by the
bi onetric sensor 30, and generate an authentication
signal representing the result of the authentication.
Tihel 1 be yir@ds ranstayysr wailily/! &is pronled 191t SenseT WS 1A 24 i
adapted to store the bionetric information of a.
speei hibdd 16diTue dinelbss Gesoticamediiod Simadaped dRRTET g1,
It should be noted that although the nmenory 34 is
depiset edmiti stiver doduie Hgisciu@ng thy fghenticgtiphiengh gridggpapted
unit 32, it may be integrated within the processor . .
URirdeei8Ra wiFesslyproustegovertiaas Tharseess Hapsadws mgdule 181s
vol atile nmenory such as a random access nenory 10
(RAM)e df aapeitiog sndaweives cloemniaanrlic sxee ule™ ik TEdetdShs
and/ or process data. In addition, the processor unit
32memicenainied8 sy ghebsinyéferted TRk bt i ceepl g} aosmuting
transm ssion. [0014] FIGS. 3 and 4 schenatiﬁally
i 4kl ustiviat eltescarpiasss, eftict HavisoikEehHTEhFA. $95hd ¢ he

[0012] FIG. 2 schematically illustrates a smatt card 20 in accordance with one
eribodiment of the present invention. As shown inFIG. 2, a power anterma 22, a signal
amtenma 24, a power circuit 26, and a sensor module 28 are provided on a substrate 21.
The power antenna 22 is coupled to the power circuit 26, and the signal antenna 24 1s
coupled to the sensor module 28. In this example, the wireless transceiver module
(shown in FIG. 1) is formed of the power antenna 22 and the signal anterma 24. The

power antenna 22 and the signal antenna 24 can be the same antenna, but in this example,

the sienal anterma 24 is provided as a separate and independent antenna. The power



power circuit 26 portion of the smart card in
accordance wi't'h one enbodiment of the " present

i nvention. As shown in FIG 3, the power circuit 26
includes a rectifier 40 coupled to the power antenna
22, and a regulator 42 coupled to the rectifier 40. In
this exanple, the regulator 42 generates two supply
vol tages V1 and V2, for exanple, 3.3 V and 1.8 V. In

cccor Sace M\ on SO RSl Aly LIe R B3 2

;Lg‘%ﬁaﬁgg’%ﬁ 5 iu%)%r v}g%ge Lp %o%i]?e) receRJea‘{;&Lek- E%nowe RAer
Ic:lr%?o& tujd(? go tﬁ%&gszfgglg&z%bl Q’ge B %L%lt 1{‘& 243{ anglﬁ“l&lﬁ LiQ [’ecewed. from

a reg ator

Si nce each_ set of )
e B e 2T S A e, e
can be conblned i n ar al | o forn1 C (
s 6UPE &P 18 1B “5%“5&“@& et 8gura By %‘gﬁf%@g 7o B

FIG 5 schent 1] ustrat
L e %fgt*a'a ek

power antennas 44 (44a, 44b, 44 rres o
r éeh tpat gvre S189%s ‘al% a_lé)greceﬂr%eﬂ in %%rgimu gb%ﬁ% snrriaé”c oﬁﬁ%a?ll Q&t

accordance with one e di.nment of the present
NV%WFFéﬁ“E%ﬁﬁgﬂﬁﬁﬁqgga % each of the rectifiers

46 may have a different structure. For exanple, the
rectifier 46 may be a double voltage rectifier, or may

| ud Schot 42
S B PR .4

fly back re tor e r 4 - rthe
@’chﬁ?ft‘@ltéggﬂ ﬁﬂlﬁIR%gg e% 3%818%1}, E eseno%rga?%uﬁ@é%ay farther

glzéacf%ig ggt“(‘}%gtg]aiﬁ 1 ‘%E{th-% Wuﬂ\ltlegf agcéner@‘&lrl e%idfvﬁﬁrcﬁ dité%cpﬁ t
ﬁ%?pr V 4?;-2@% g%wlﬁsg Ioceﬁﬁl i Vﬁl L3968 Hin %I@.\?f, mdhe

VO tages are not

lsllyg%}aie;gx‘\)%]%éa ésecgu% gye%mgn% c é£ ag%gl n‘leﬁ‘éﬁ) 321, &fd th th%

S %%gclwnfa{ 1%6103? grl 1'6%3& control interface 38. The processor unit 32 is adapted to
authenticate a person holding the smart card in response to the biometric information
detected by the biometric sensor 30, and generate an authentication signal representing
{he result of the authentication. The memory 34 is typically a non-volatile memory, and
adapted to store the biomelric information of a specific individual associated with the
smart card. It should be noted that although the memory 34 is depicted in the drawings
external to the processor unit 32, it may be integrated within the processor unit 32, The

processor unit 32 also includes a volatile memary such as 2 random &cCess memory

10



[0016] In addition, in accordance with one enbodi nent
of - the present invention, each of the plurality of
power. antennas 44 may have a turn nunber |ess than
five (5). Preferably, each of the power antennas 44
has equal to or less than two (2) turns. Antennas
with a lower turn nunber have a | ower self inductance,
allomtng a higher current supply and faster current

[ . h f ..
p@ki\l%)l tp ?‘”’97%08? arﬁgwgahg%teé%ﬁ éllstgt%y ! es f?rg%c?c%ss da ﬂ a%&tttml?e

appr oxi mat g the sane. | additiaon power
afit BRFFAYT H*H&yzﬁeayaﬁnf'raﬁ’fé@aﬁg%%ﬁe ttﬂh‘f‘ K‘g SélyFﬁ%ﬁ Sggr ea of
the antenna coil or loop (i.e., the cross section of
the magnetic field generated by the power antennas 44)

is maxi m zed. For exa r.ant ennas

ol d FFpAgnd ﬁeheaﬁ@g%dﬁustfﬂe%ﬁlﬁﬁeof ey ane 22 end the
connectlon poi nts of the power nten E Pbﬁ%e
chassetiypul 86 RatH: Bilifepat CEGRRCHIAR Cr?é‘”ﬁf&w“e? Tt efinas 44
may be forned as an etched or r|nt§€ attern.on,a
pITESS Rl gV entEn. ﬁaé@%mnﬁfgr?dtewﬁﬁ ﬂ@'%%ﬁé “After mas

have a wi dth equal t re .

[ @mlvc{ toSfRSFET PRk 210G s 4%90@1%5 E&]&%‘F%ﬁ%&@ v"ﬁt%‘s
one enbodi nent of the present inv GA%he, e, 33V
bixemelerheresdHach DSI@T%%N“ HEPRY P Wg%"‘?‘{)’r “sEhEEFP: >

adapted to detect fingerprint patterns ’ :
f4nd g Sripri BecoR BRSO oaR SRR e Et HB’a‘t“OPtaS 3 é"“’“ W
preferable to use sensors which can rellab y t ecl
tHiRgerimespatshrsReliE v gsr A§  BucH é’a“’w‘lﬁm\ﬁét or
dirty finger. In additijon, refe bIe Lo Mseqa,,
ﬁ%fgéflhpf 0, WATHE BV R H H&Séeﬁ@sraeca etpﬂlé PR ace”
profile of a fin [ stribut
Ciovinies. 50 noduarhb e SPERgeR B e Pe B ek s

For exanpl e, ch.a fin rint en or !
m@%@eﬁ?%ﬂwewrﬁ %%rfgg‘ S%rms s car e ﬂ“%?%g‘p 5 2

el ectro nmechani cal rra S anne
parallel to form a larger curr em source toabe re%ia?eé by the recrull’a’torq}

[0015] FIG. 5 schematically illustrates an example of the implementation of a power
portion 52 including three power antennas 44 (44a, 44b, 44¢), corresponding Tectifiers 46
(46a, 46D, 46¢), and a regulator 42, in accordance with one embodiment of the present
invention. As shown in FIG. 5, each of the rectifiers 46 may have a different structure.
For example, the rectifier 46 may be a double yoltage rectifier, or may include a Schottlky
diode. Sintlarly, the regulator 42 may be & dropper regulator, a switching regulator, or a
fly back regulator. The regulator 42 may have sub-parts 42a and 42b, cach

comresponding to a different supply voltage. For examples, the first part 42a provides a
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nmechani cal stress array or scanner, a distance

‘nmeasuring cell array or scanner,._a mcro. swtch array.....

or scanner, an elasticity measuring array or scanner,
and the like, which nechanically detect the finger
skin profile. However, a fingerprint sensor using a
capacitance neasuring call array is not preferable,
since the capacitance between the finger and the cel
array can vary depending on the condition of the

f {upgeroltagaials. B8 andbé sturi@art #3h raehddes b owpplytvhkage of 1.8V. The
fingerprint sense, may al'so neasures a tenperature
prefi-d ®d0fvels b thgepplskbinges drart Bxadpd &yo, g idpriyedpumber and
infrared detector array or scanner. [0018] o '
Furdhernmnely siinee ntah e sneddd degndngodi grecifih@ppessisipor t
are to be flexible in certain applications, a
fingerprint sensor thereon are‘al so preferably
flexible. In such an application; the fingerprint
SEOSI TRYiihe, imaderdusi nghanpolbydimentvd the piesdnt mgentipy cach
i nsul ator or substrate, or the both, for exanpl e,

pel iy prireiey ofokyetihyherd ntag hept heh atnebef RET)an five (5).

Pol ypr opyl ene (PPT), Pol ycarbonate, Butadiene, Epoxy,
NydeOpbivT@El emidpowepatiynerdd hafequd etaradst bor oet(Byiiene
(PTFE) or polyners of fluorinated ethyl ene-propyl ene

( EERYohs wiidliotviienuml nude®er hedoaneivedr self hdicsnpro elldwind 4 laghet o

t he pol yner material,- but a thinned silicon wafer or
substirsaipey aEY fats arbet usedp (whisige: fheewafreponsaly Fechwdes
of crystalline, polycrystalline, or anorphous

ShilaBi@ Bf pdvr asaapidanaytaie htwriagkmessiclyfthcshge lehithnkad
silicon wafer or  substrate.is preferably.less.than -
20041, QR Qb R nm sy b ef-epabiogh thitdesng dreamea PO Gienitermg ol
The thinned silicon substrate is adapted to detect and
diQbdpi(Z€, thd RGLEREbNDS tpahtgetindicldppnersrediguhé prgver antennas 44)
capaci tance, resistance, and the like. The thinning

Pl QEESS AR Yor cRehle elek ph¥echemies ale petatileng toredgrid! Pie 45/
etching, In addition, the thinned silicon waver may be
bagk ethatprvdctidn @imedhiarioval aniak fran by logaietrlagsly fagagh other.
pol ymer, gl ass epoxy, copper clad _ .
Pach of the power antennas 44 may be formed as an etched or printed pattern on a plastic

or paper material. Hach of the power antennas 44 may have a width egual to or greater

than 2 mm.

[6017] Referring back to FIG. 2, in accordance with 011§ embodiment of the present
invention, the biometric sensor 30 may be & fingerprint sensor adapted to detect
fingerprint patterns. The fingerprint sensor can be of any type, but it is preferable to use
sensors which can reliably detect fingerprint patterns even if being touched by a wet or

dirty finger. In addition, it is preferable to use a finger print sensor which can read the
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gl ass epoxy, BT resin, copper clad BT resin, stainless
steal clad or sheet, "alum num clad, or anodized '
al uni num cl ad or sheet, or the no, It should be noted
that surface profile sensor and flexibility may not
al ways be satisfied at the sanme tine. [0019] Referring
back to FIG 2, fingerprint tenplates of a specific
i ndi vidual associated with the smart card are stored
in the nenory 34. Also, the bionmetric sensor 30 %
beufase rirefilg ef s@nsnre-dirchapeasd dstabdirge @dup P*{efamlﬂlé\lﬁsgg ©
(CCD) or netal oxide sem conductor (MJXS) adapted to
CApderpriet EfteTneTERpe OBfIpie e el RESRTINEEISTERE A e 4 SIREN AN
i mage to be captured nmay be a face, an ear, an iris,
arrdfoorelberms i srannet 2 wire> Petie Frchanicg WG 203 Stge i s
not limted to these exanples, but any image of the
perdencalbirasharay ShschEct i PEERE dnead aHed T HeeT SHpd, Higioro
uni quely characterizing the person nmay be usegie I.n
addich o, ortsbrendsi Bvisslicl T BR3P0 OTFAYBE: Wl gEae; duch
informati on detector adapted to detect _genetic
i ntonnetlydnicorthedharraldn profis Howeor. (fRETHET &oFrT 19ne 8
i ncluding DNA, RNA, proteins, enzynes, blood cells,
atigadiherelnickaiing erlianyy is aderefipde. siordhagpirdig PEVERLT i ¢
information tenplates (predeterm ned bionetric
patdeerishaB eirfyanarprerpiig doryh wvpliite ! P eam) sugh &
stored in the nenory 34. In accordance with one
enbodiensntddgfont thelfnspesrresPHvEe Sresues A EPEBHET ppdie of
sensor 30 is located near an edge of the smart card.
Thisr simafigeneple. wayg oo BFakre J4tciB 483 € &Pl%ce ot her
desired or necessary itens or data on the face of the
smart card. 14 [0020] As descri bed above, the
processor unit 32 perfornms authentication of th% .
pEOEHN Fuberoompdnct Hig SEHECHEIEER dd PEFUHEES o oo fexidle in
information with the stored bionetric inforng%i AT
andtadepicaiored fngerpi St SesFron 81 diSh §retema Yelfar e 3%1?”& RS
the sane person as the specific,. . o
application, the fingerprint sensor may be made using a polymer material as its insulator

or substrate, or the both, for example, polyimide, polyethylene terepthalate (PET),
Polypropylene (PPT), Polycarbonate, Butadiene, Epoxy, Nylon, Teflon® (polymers of
tetrafluoroethylene (PTFE) or polymers of fluorinated gthylene-propylene (FEP)), and the
like. However, it is not Hmiied to the polymer material, but a thinned silicon wafer or
substrate may also be used, where the wafer may be mads of crystalline, polycrystalline,
or amorphous silicon. For example, the thickness of the thinned silicon wafer or
substrate is preferably less than 200 micron, and more preferably, less than 100 micron.
. The thinned silicon substrate is adapted to detect and digitize fingerprint patterns, by

measuring capacitance, resistance, and the Iike, The thinning process may included
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i ndi vi dual associated wwth the smart card. The

- processor- uni t--32 may -al so i nclude-an - encryption
circuit (not shown in FIG 2) adapted to encrypt
signals generated in the processor unit 32 before
transmtting. (0021] FIG 6 schematically illustrates
an exanpl e of authentication process perforned in the
processor unit 32 in which fingerprints are used as
the bionmetric information. First, fingerprint patterns
ofhemiqpes &N o eastidaszp CRERR e atddpn(fniginied %P%Wﬁ%f R 0o
smart card) is captured by the fingerprint sensor

( BOBY. upPHEE, MRl Eereharheteidre brEs s BEYuLRRTC R

t he conparison are extracted fromthe captured finger
pEintoqat breais, CBoRYad Ehresiecivptsestcal ppheisher 2lapyreciad
frequency (density), and/or vector of the fingerprint
patanedired ahranvexelades slegt, orthrdlde. Enkidicapicd riceRRnPriRe
used al one or in conbination., The extracted
chrascaendelitadilite manpes Aperdarddiv A Be 68 e r espondi ng
tenpl ates stored in the nenory (604). If the
extracted characteristics are determned to match the
tenpl ates, the authentication result is positive,

i [06819] tHvérpertednoiFss Subewsriurmyaied A spreiie dvddoal £ t he
extracted characteristics are deternmned to m smatch

t kreodi abiptiditiesssmatttverd atstshoeqdtin darenary 3fedlirthe Womefa e,
i.e., the person fails the authentication. An .

abit erits 2o bt monenspighdl 25 2 cepscesaned degoe HED esupip! Pdde
generated (606), encrypted (608), and then

t seansmiltctoe MOF Baig)ted/p sapttrhan isfagrtheastsen Far cxpgpiepeh pn
As shown in FIG 2, the sensor nodule 28 may further

i nclethée vipeurphdintEtadhoe38 cak euipis.aad/p1o: Tebs o e fESTor

unit 32. The authentication signal may al sSo supplied.

t Bowdver, ticrmlbgyat ot H88sd inHictseipripsct sV ifrfage of the person which
aut hentication result. In accordance with one
enbddicmentd aspachie PpfasaRiauln GErECHHIS DRRFTR g R Jieda i

may include at |east one |ight )
addition, the biometric sensor 30 may be a genetic information detector adapted to detect

genetic information or characteristics of the person, including DNA, RNA, protemns,
enzymes, blood cells, and the like. In any case, the corresponding biometric information
templates (predetermined biometric patterns specifying or identifying the person) are
stored in the memory 34. In accordance with one embodiment of the present invention,
the biometric sensor 30 is located near an edge of the smart card. This arrangement may

make it easy to place other desired or necessary items or data on the face of the smart

card.
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emtting diode (LED). For exanple, the indicator 36
~has two LEDs—wth different colors, such as red and
green, and if the person is successfully

aut henticated, the green LED may be illum nated, and
if the person fails the authentication, the red LED.
In addition, by wusing the LEDs in conbination and/or
using a different illum nation node such as blinking
intervals, nore information can be indica t han, t
siopash e Apasagmeéuaboweetbwrﬁ@swawtﬁé%%ﬁ ] %@%Mﬁﬂn ‘%eﬂ%ﬁj%“
of the LEDs. [0023] Since a fing rint, sensc
CapbupeRStiwolH BTSRRI TR htgﬂ%rswfﬁd&mfl}? (nformation.
di nensi onal surface of a fi ng he det ecte ‘ﬁ ﬁg
g b ot e Fys BP AT 8B SPESTTE o1 Ehabgh
the person is a rightful owner of the 2rmrt omcg‘tdean
TidisidnByssodigehiitythe por @uk iAGPPHEE tFr ey SRS
result of the authentication, the rightful owner .can
agjcypton dics! (lmerrshcwmn@é‘mﬁﬁé@ﬂg@@m&ﬁcwg@g?’éﬁ SO USueh ™t hat
the fingerprint patterns are correctly detected. On
t frecestoherit Beabbre tdnemitivgi cat i on of unsuccessf ul

aut hentication would dissuade an illegitimte hol der

of the smart card, [0024] The indicator 36 is not

limted to LEDs. I n accordance with one of
erfo ed

t ez pr e%@mschqmwémﬂmhlsmﬂ?ﬁ@n ExErEH a?th@gcaﬁxgg,prgcesg P

liquid crystal dis (LCD adapt e e
aunt fivenbiceat inore ruegr 11 1%/ %’d}é‘ﬁ ﬁe@@é %@%g)megm H%JOIII’YahBIb

"aut henticated", "error", "contact
oFherfingupta phitrmes s pes 1o FHEDERPRL(Y Sgbjlidd?%%‘i’ Sma“ Ca“d}
icons or 16 synmbols. The indjcator 9
plsayenrcadapt Beteoinpieasy: ER0adbi o S@Flggg{am‘i%? ‘r‘%g)ponaé21

to the authentication result. For exa b FOIBM& le,
sitgnatpnias: we ditheed feam the FREETLREYT, gl %5 vorce

nmessage, or different nel ody dependi.n th
autthént, feat Tropency spgiy), and/or vector of the fingerp tpa E1ns are

extracted. These characteristics may be used alone or in combination. The exiracted
characteristios are compared with the corresponding templates stored in the memory
(604). If the extracted characteristics are detenmned to match the templates the
authentication result is positive, i.e., the person is successfully authenticated. If the
exvtracted characteristics are determined to mismatch the templates, the authentication

resuit is negative, 1.e., the porson fails the authentication. An authentication signal

representing the result is generated (606), encrypted (608), and then transmitted (610) via

the signal antenna.
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100251 As shown in FIG 2, the sensor nodul e 28 may
further include the control interface 38 coupled to
the processor unit 32, in accordance with one

enbodi nent of the present invention. The contro
interface 32 is adapted to receive an external contro
signal so as to configure the processor unit 32.
Typically, the control interface 32 is used in the

ini tial configural EOin MR Mhd ihdidsSor 36
UL mgné egﬁffgﬂfnéléggﬁzgﬁf ggﬁrexanplé the

eXtﬁ%QP gmcom Lol ?”ﬁle RYBEUS Bl B2 OB dugiiiee t the

ﬁﬁ?mnum' tware of the processor unit 32,

upl.oad m§a<amycn t he
ﬁﬁw SRR Y B e

enpl at es . of the S At & hes oRTDALY
ﬂllboglﬁ’&nttoﬁ e PRt mﬁ% %gfrliéh%f jb&tl({al%hyie%%d ot her data for

t he g, o sLe i FPrdByblor
Bm% @og%(ﬁgb? nFOoré a&}pm hgm ﬁopfﬁc§§&%qdﬁﬂé%ﬁ:\ d yolors,

of configured using the externa

control nal he QUL /el B0 LED
pretEde anfi %]ﬁmﬁﬁ g’(e:lrl o lu@&egg(? |ytai(a{glﬁlg%c perseonai1 e

information aof .the s ch, a8i by
déﬁgﬁﬁﬁﬁﬁﬁﬁ@H%@?P%ﬁiqﬁ%ﬁmaﬁ%ﬁﬁg?%%ﬂﬂiﬁgL%?hgi pgféo%al

o Lated £ath th
Is;;]lsm%trtna | On (S a 19,‘1% %Pr o, use ﬁ%{ﬁ%ﬁﬂ&@ﬂ%&ﬂﬁhﬂ%&@%@c&fg e

exanpl e, such sonal
i h&%@é é%f’f‘f e mﬂﬁzﬂﬁt{)mﬁf ALQH cag can ?i}ygtgé: @1&1})(?19 sﬁn@fg?}éﬁﬁ%l 1@8hlts

i dentification N), date of blrth pl ace of
‘bWFFPOWH?Et%hr”Wﬁ?T g%mé“%r?unber and the like. A

phot ographi ¢ i mage of the person may al so be stored.
In addition other related 17 information, for

o1 anf atsiuﬁﬁ a | S Srgt? se%%}r € gjrestt@(? dﬁféﬁ&&na@ﬁﬂgms 568 a three-

?%? card, contact

[ nf or mat ]It g& Df? Fmgeﬁ de{ectgﬁ éaﬁ%‘ﬁh&&% 3k dergida tchﬁelh b Kfse

C A OFROTELS smart” cared”is used for a

passport, for exanple, -th Ofard, raNMeby Okudpor t
eFfey| Bdos) epersgy lﬁtaﬁléﬁﬁlal\ﬁ‘gmt ﬁgﬁlg&&é may al | S0 stor ed.

indicating the current status or result of the authentication, the rightful owner can adjust
his/her finger pressed on the sensor such that the fingerprint patterns are correctly

detested. On the other hand, the indication of unstccessfil authentication would

dissnade an iliegitimate holder of the smart card,

[0024] The indicator 36 is not Lmited to LEDs. In accordance with one embodiment of
the present invention, the indicator 36 may be 2 liguid erystal display (LCD) adapted to
“gontact

4 : < L1 I . 4 e
display the authentication result, such as “success”, authenticated”, “error,

authority”, and other suitable messages. The LCD may also display some icons or
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[0027] The external connections to the contro
interface 38 maybe di sabled after coati arcing the
processor unit 32 and storing the desired information
in the menory 34. For exanple, the external access to
the control interface 38 maybe physically

di sconnected. Such physical disconnection maybe

per manent. Such a disconnection is preferable to

prevent una thor i ze e r Hex
%ﬁ#PEuF%ﬁm Ay ?oredﬂﬁggﬁgg @%@gﬁéﬁEQB}ﬁﬁgagﬁg of
the stored information ce ]
eV CORTLET SH L6 The E GRUPS! °f M er TACE 55" oy e

Zﬂ?q?flgq%gq qggf I“v&[:%g%é%ee,ﬁ %‘?fe nt i &dﬁé?p%ﬁd‘f{x% h the: auat?%liﬁcaa%lté%

an exanpl e of the sensor/processor portlon |n

ak®r dance with one enbodi nent of the pr esent
invention. In this exanple, the processor unit
includes an authentication circuit 56 and a dual node

terf t 6
Irrg’xl)ﬂe% e%\?ﬁ%ﬁ(ﬁ\%{f@ @ & ?%SB&SO& Giodd e ?f? Igéﬁo%gﬁseg gfraluﬁé i Hd)rﬁrolls

th  hard ft .
\Iflmlé‘i’eb‘r\?\ﬁﬁg’g g dgg&x%a%?eés%}%l %2 mwc%n%angeowgg% cﬁxehltn?&gig?%ﬂéﬁf th
WETSpEER e %QMV ARG R fupasnoRy
| d FP D £8b g
EHE N A e

above- descri bed thentlc tion. idual. B
g]élnié?rlallilé cp#:égw%% car%uhen thl gslxg%%%? a%%cl | gﬁgn%ul 2 or

information of the spec f|c W t h
nLor s on ot 08 SRR L s agsec ta

t he spe i fic indivi store

1S SPELL 0L B2 T RS TETRR e S
CPU 56. &

r Qrﬂ'ﬂ%‘?@éﬁ@@?ﬁe ar% r%ertgeoli Eﬂ%{%ﬂ? 1%1"0 at%%qukpgtﬁ%sco‘? BeQ e(c c RAM
individua} in the memory 34, and the like. An encryption key and other data for the

encryption system in the processor unit 32 may also be selected and/or configured using

the external control signal during the initial configuration process.

[0026] In addition, additional personal information of the specific individual, such as
personal identification information and other personal information related to the user
and/or purpose of the smart card may be stored in the memory 34. For example, such
personal identification information includes the name, user name, password, personal
identification number (PIN), date of birth, place of birth, driver’s license number, and the

lile. A photographic iage of the person may also be stored. In addition, other related
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dynam ¢ RAM (DRAM, and a progranmabl e read-only

menory. (PROM), such as an erasabl e and progranmable -

read-only nmenmory (EPROM), an electrically erasable and
programmabl e read-only nenory (EEPROM), a flash nmenory
(or flash PROM, and the Ilike. The RAMis used to
cash the data for a software program program code,
program instructions, and the |ike. The PROMis used
to store the authentication program and ot her
appiringati dnepmolyr hrmssue die efths yptticad. Bpprirdian den ohgsmart
related data and files, such as encr){{pti on key, and

t bed, abyosce ket coré the bicoife tndiveduplngng Hirpater-Gan P greris BRal
information of a specific individual. Since the

s efitrivared iprsedfoampasand, nferpathadrsiay ot EgelionPerhet iR
shoul d not be altered or tanpered, the PROM shoul d be
onend, wnehphlogramwablogd. or witable. In the case of an
EEPROM or flash nenory, its rewitable functionality
may be disabled, for exanple, by fusing wires or
fusing drivers. [0029] Referring back to FIG 7, the
aohr i Hatkiomasbgnraions © twenptrd otafies Huedy badigebled after
interface circuit 58 via a conmuni cation bus (wre)

62 ifhezdugiromademnitit end seing dierdetred iInfBBakos iy B f¥MOREt-
aut henti cation signal received from authenticati on CPU
5601 cRirapla thet ax@nshicsss othesiogrd fnte e Wohay be okysitpilel ess
transm ssion via a signal antenna 64. That is, the
duatonnede. Bnhehfieelispmetion 88 b peraaipabSectof DEePRroET 1=
the wred and wirel ess conmmuni cati ons. Typically,
hemewste o plest thethwizeé eboeso primiceten Oithe csnfemeaspe gidgfred
one 19 side, the wirel ess conmunication on the other
siige lisvatbsdbpdtt of dndtovid somatisrsis naRRB2Y ohrairebla Hieskiaal
64 is preferably made substantially smaller than the
povitctian teehn@nt$0086ke dhmaconddicalwif Bhpeaiee is successiully
enbodi nent of the present invention, the system maybe
campatitddde with the International O ganization for

St andar di zati on (1 SO standards. For

[0028] FIG. 7 schematically illustrates an example of the sensor/processor portion in
accordance with one embodiment of the pfesent invention. In this example, the processor
unit includes an authentication circuit 56 and a dual mode interface circuit 58. The
authentication circuit 56 may be implemented in a ceniral processor unit {CPU) with
hardware or software, or any combination of hardware and software. That is, the
authentication eircuit may be realized using a general purpose CPU with specific
software, an ASIC, a field programmable logic device (FPLD), or the like. The
anthentication CPU 56 may include a memory 60 thersin and perform the above-

described authentication process so as to generate the authentication signal. The
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exanpl e, the connnum cati on bus 62 may be conpati bl e
with 1 SO 7816, and the dual-- node interface circuit 58
may be an |1 SO dual node interface chip which is
conpatible wth SO 7816 (for the wred ,
comuni-cation) and | SO 14443 (for the wrel ess

comruni cation). However, other |SO standards may be
used depending on the application. [0031] FIG 7 also
schematically illustrates the bonetric sensor 56, t he
camtcalinfoimtien b&tesp7oic indivdushashositd Ft 8 e CrEDE i hi s
exanple) 68. The control interface 70 nay be

i pRbrenRRbEd infeingorar te mpeeie adeideaipriyrhg teeensy it The
Test Action Goup (JTAG standards, which typically
BF -dEEmiEstedaoeiss e pohtnticationt Y ¢ £6-uthe .meﬁé’%%]gw N1
FIG 7, the smart card may al so include an
Q8&binktahicdnraaiidne aictss Tment AR Hilsu agdtie RAMIEASODGE K
signal for the systemon the substrate. The cl ock
sh,gnal RAGLIORANS), stdppki geuraiiblegetiop yoreniontiP ROSP) Jreh figm
all elements to operate in accordance with the clock
Si@nad andaldehughicsudhniyhoknsEHRAM), 4 st yresfitend
depicted in FIG 7 for sinplicity. Alternatively, a
GO Krrsingrradd-maymbeory GETRONDedlEE mame éorPodetR @Yy Ag te
i'n ‘accordance with one enbodi nent of the present

i1V entd o id Med hicsshaiasiels ferheofnar progandTPHen GefssPrasram
cl ock antenna adapted to receive the power signal,
anguaicst, aekine ik Uikt PROMpE ewd tostorhige eitsakcaion BAHATWRT ch
generates the clock signal fromthe recei ved power
Siug alplicAios peyanpae sndrfptibhepplidatiel @dgeltipddrsnind Sierrugt as
the 20 power also conplies with the |1SO 14443, it .
WokHy £lidhave aABthe Bhovtmenodd Hinduarinforpition andggpopd My Egion
to generate the clock signal. [0032] FIG S .
sehepmtic aalitignal. |dines theatfowrapogtivar andxiakppasiopprored in the

i npl enentation of the processor unit, in which an
enamy phduainfodecdypt boamsaéetre PREMptioW Heepe- tiprprogrammable

or writable. In the case of an EEPROM or flash memory, its rewritable functionality may

be disabled, for example, by fusing wires or fusing drivers.

[0029] Referring back to FIG. 7, thé authorization signal is sent to the dual mode
interface circuit 58 via a communication bus (wire) 62. The dual mode interface circuit
58 converts the authentication signal received from authentication CPU 56 into &
transmission signal suitable for wireless fransmission via a signal antenma 64. That 1s, the

dual mode interface cirouit 58 is capable of both of the wired and wireless

commumications. Typically, however, when the wired communication is enabled on one
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aut henti cation CPU 56 includes an encryption circuit
72 and encrypts the authentication signal before
sending to the dual node interface circuit 58.
Simlarly, the dual interface circuit 58 includes a
decryption circuit 74 to decrypt the encrypted signa
received from the authentication CPU 56. The dua
node interface circuit 58 al so includes an encryption

circuit 76 adapted .t Qb8 S B&iveRa. STignahal
@?%P%“WF?gﬁ?@%Pmﬂﬁ?$%§@§§%ﬁéﬁkglé t he S|gngl ant enna

[0033 h eYindd thitsdoFeal@gmanot her
e@éjé‘ﬁ?fi‘l* gt ]61316F6 é%e %tsggﬁl%%ggtlh | Fécj%%essor unit in
accor dance W|th one enbodi nent of the present

i nventi on. In this exanple the processor unit

' gl ydes a G-I Bt RVEhtidn, mgsmmeyba
cB¥Vig %Pgﬁcg%ea%ﬁf ﬁtgjérfg{rem ng the f

aut hent| cati.o I Wi 8RS BISO) standards. For
t FAUPEHYe &} %Hleahu?rﬂ‘%énﬁ%r%)g%%zmh for%%él own | ngFI )C-fcf an9A t he

read/ wite CPU ENaY ¥D7k O a6d the Bliat
92WMWHEWFQ§HPWP%F%H%%E#?%y%%%? %@? and sendsathé

bionetric information t R QB #% lcSmpatibie
RSB B O T Ch e R e s T Gy

80 includes_an authentic G A, aBdieenory
o0t e THGLRERE MUg ?%%umﬁar%ﬂﬂﬂl @thH% be |nplgnented

by softwa ar dwar,e fdisofd tar e
aﬁﬁm‘uﬂgra&ﬂér ggwﬁ*ﬁ {hef IS% Stag%ag&g;% Igg gg%egdq eiﬁé s%) ore the

bi onetric |nfornat|on tenplates of a specific

i 43#d0al . The dual node CPU 80 al so includes a
decryption circuit 86 to 21 decrypt the encrypted
signal (detected bionmetric information) received from

the read/wite CP <
RSt Bt Sa b B R e e o e T e T ool af o5

store ip th LENALF8E SR Bonteo! interface 70 may
au?ﬁéﬁ?l%ﬁ?f%ﬁn1mﬁ¥§ﬁ§b$§gg%sen ’ng the authenti cation

' eb?a lfltlalglenw ente % ﬁsmg an nggfgce%gﬁﬁﬁ%g SAGE:YPLeSt AdRn Group (JTAG)

standards, which typically provides test access port architecture. As shown inFIG. 7, the

smart card may also include an oscillation circuit 72 adapted to generate a clock signal

for the system on the substrate. The clock signal (CLK) is supplied directly or indirectly

to all elements to operate in accordance with the clock signal, although such clock signal

inputs are not depicted in FIG. 7 for simplicity. Alternatively, a clock signal may be
oenerated from the power signal in accordance with one embodiment of the present
nvention. In fhis case, the smart card includes a clock antenna adapted to receive the

power signal, and a clock circuit conpled to fhe clock antenna which generates the clock
15 Siieds .

sional from the received power signal. For example, if the wireless transmission of the
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aut henti cation signal using an encryption circuit 88
before wirelessly transmtting the signal via the
signal antenna 64. [0034] FIG 9B schematically
ilTustrates yet another exanple of inplenentation of
the processor unit in accordance w th one énbodi ment
of the present invention. In this exanple, the
processor unit includes a sensor CPU 79 and a dua
node CPU 81. In this exanple, the sensor CPU.79 ..
i mekudesomp bssriddhelof 1649 SEW?H,I@SW?I\H‘W g5eadey Fhigh e,
hardware, or a conbi nation thereof, and perforns
charmosartp stiees ksdhéeidn fromthe bionetric
i nformati on detected by the bionetric sensor 66. The
extracted characteristics, such as mnutiae, space
frequency (density), and/or vector_ of. the finger.print
pater WG, Sarclwmapeally Blugistey aofier §iptely OQH“@’T@&@ tf‘g%o‘)fﬁﬁe
dual nmode CPU 81. The dual node CPU 80 .includes a
ot

natdceg aut hertdicariomtierfeuptongsieng s Bpd bn

circuit 86, a decryption circuit 88, and a meory 90.
TheedirationrflesGPUNBE et Bioms TeBR APt SEHPH R HGentication
extracted characteristics and the_stored bionepri%

i ot imiir: ondtepheatidanqdriteReafiow T SPREL, the dual mierface
correspondi ng referencelcharacteristicsg,.anﬁ ed fi
detosr 7 ndudek a dereypier Ghlt HedeEd! gie epogrRicd gl received lrom
aut hentication. The matching/authentication circuit 85
ntay behantiptien@il 8¢ By dsdmodppsriaceiirtwarid? orcg =
conbi nation of software and hardware. For exanpl , the
matohiagiraut Wedeitekde porptibe surpisgst HEE B RPFERENt ed
as an application program witten in an object
omﬁemﬁ@@wpﬂng@aﬁﬂﬁﬁga%ﬁnguage, such as a JAVATM appl et
running 22 on the JCOP smart card operating system
avai l abl e fromInternati onal Business Machines

Cor por ati on, Arnonk, New York. [OOB{%EAS descri bed,
alboise, Fi SAcelnrrhprdle P THFs GPRIIE FHGWIGRE HER GRoEn o the
present _ : : .
Pprocessor unit in accordance with one embodiment of the present invention. In this

example, the processor unit includes a simpler read/write CPU 78 and a dual mode CPU
80 which is capable of performing the full authentication process as well as wireless
transroission with encryption. As shown in FIG. 9A, the read/write CPU 78 may include
an encryption circuit 92. The read/write CPU 78 encrypts and sends the biometric
information detected by the bioniet}ic gensor 66 to the dual mede CPU 80. The dual
mode CPU 80 inc]%ucies an authentication eircuit 84 and a memory 90. The authertication
circuit 84 may be implemented by software, hardware, or a combination of software and
hardware. The memory 90 is adapted to store the biometric information terplates of a

specific individnal. The dual mode CPU 80 also includes a decryption circuit 86 1o
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i nvention, the additional personal information may be
store in the nmenory 34, 60, or 90. Such additional

i nformati on can be read and transnmtted when the
person-hol ding the smart cared is successfully

aut henti cated. For exanple, the processor unit 32, the
aut henti cation CPU 56, or the dual node CPU 80 may
further include a retrieval circuit adapted to

r 8L BUE L6t RhaGadddh bHARRL s RGRSQRAMecdi h ALIRLL ON
fréﬁﬁﬁﬁ%eneﬁ%rf%#gqthe hg@tectéd llonZ%?fc iﬁfornation
| S BELES B e 40 aREGR, EREsBL Rl QAR Leh bfometric informati
B R R R R E R O AR et Jyornaion
a 11 . . \ o i i 3] 1

f Sﬂrtp ﬁ%&én&ﬁﬁt&%&g% lrllle%ﬁemog{) gr?é%]ﬁi g% 5 hes IR %he%&tl%flgna

enerates a per rmati on signa

.r re\ap 1[6%311?5 ; 1}1@ guli{;léggcae gl{ %gﬂa IThé @I&Pﬁlg@tdmﬂ%gcr ty ﬁ‘ie Sp e.c ific
i hdividual . e personal I'n prnatlon_3|gn5 I's belng
engryRLed, and) & %ﬂ%ﬁ@r@ﬁgﬁcixﬁt g% D80S (808l H4EN0A: D
t he Sim Far “hanner as e authentication glgna
described above, 36] FIG 10 schematically
iﬁ?ﬁéPngégmgagﬁgkggbard 100 i n accordance with one
enbodi nent of the present invention. As shown in FIG
the smart card 100 includes a substrate 102, a

10,

1 rel.ess - transm ssi.on, ul.e, havi ng. a.power | :
e e e i
clock circuit 110, apd a se r. nodul The: ..
Ceneor abteeotad Al Al S TS b

LTS S8R0 TRty S B o o1 1120

|
contro | a ot ne

mhodj \ bove..: e
CTERYLTERLS PR EEAR G AR TS AP R

enbodi t | . 1,003 01 8Sm the
gzggwar m%P a g%%b\%rgeﬁaoqstﬁ%?%fie%g g%@ i .a E@{%@t@n&i{g J:}\%gal &%m th

described a I ment, e sensor

"ROUL € H 2 LHE L] QLS Ao DhOSRRSAL. dediAdaRladih,

detect a e person holding the smart card is

ALY s 0SS AR cGuenky (abldfy) Ph-AIPHedof o AR Yerplitpatterns, are
preferably encrypted and sent to the dual mode CPU 81. The dual mede CPU 80
includes a mating/authentication circuit 85, an encryption circuit 86, a decryption circuit
88, and a memory 90. The dual mede CPU 81 performs comparison of the extracted
characteristics and the stored biomeiric information templates (matching with the
corresponding reference characteristics), and determine if the person succeed or fail the
authentication. The matching/authentication circuit 85 may be implemented by software,
hardware, or a combination of software and hardware. For example, the

matching/authentication circuit 85 may be implemented as an application program

written in an object oriented programming language, such as a JAVAT™ gpplet running
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Is a fingerprint sensor, an unauthorized person aright
use-a replica of the person's finger (or the body
part cut fromthe body) to activate the smart card or
utilize information stored therein. Thus, it is also
I mportant to make sure that a body from Wich the
bionetric information is to be detected is part of a
live person for additional security. 100371 in
accordance wi th one enbodi ment of the present,
iJAvIeNtoenmat hed bposienseiemlalabpdpHBlCHAR RS HFS any
conbi nation of, an oxygen detector, a carbon dioxide
detceetorgp@ationhemmon@eeryoda noi sture sensor, an
infrared sensor, a voice sensor, a brai nwave sensor

an el ectrocardi ogram sensor, an el ectromagnetic filed
sensor, a Chi sensor, and the like. In addition, the
N @SENaeestbd ragredh soorBacaniieegsiPedng sEHEBF At apt ed
to detect elasticity of a nmenber in_contact

tihenew thh addtonal riotsopbinfolowios B bt sl Hfheer Sy d&08cY %
blood flow in a body part in contact therew th, These
hi.os eNIgDAS ifaynasbsan bercybad talsaredshen be pBi RO e
one or nore of the above described biosensors,

RiHab: heeadrecesshiy alficosetvd ofor bpanpiaihe proetseRy anih 32, the

bi o-response detector adapted to capture a reflex .
rRspaRsendPU fher hehgonodeETH Sineafirde; iptpdr refpgel cremt
exanple, a reflex reaction such as a change in aquris
apentdts esiiave Hesponsddifaal feghrel infrapindp™ ¢ TePratdy

t hereon can be used, and the biosensor 124 nmay .

| pebudsoanri Mgeatersdteratabloaio ekl ransdie PEgEbt
the iris, and a light emtter adapted to illqgkgggp
an geyesihcphecpersdA?, Hefaubppiction FE L F0codiva™m 1%
includes an image sensor to capture the inaqe_of thef
RS Bedeotes bpometlinbratiphsael carisis 1 e SHEEE ©
sensor 116 and the biosensor 124 nmamy be integrated

i tht @edfiemiliveigs. Jensopnal pformelionsiEafipt BN e ‘i[ @9 mage
may be processed for the pattern matching, .and a
nedhEmited (in asighd pjteinyinghe ABYBIHERH G %mﬁﬁ%ﬁ%’(‘FP%ﬂ%
may be processed for the "alive" test.

described above.

[0036] TIG. 10 schematically illustrates a emart card 100 in accordance with one
embodiment of the present invention. As shown in FIG. 10, the smart card 100 includes
2 subsirate 102, a wireless transmission module having a power antenna 104 and a signal
antenna 106, a power circuit 108, a clock cireuit 110, and a sensor module 112. The
sensor module 112 includes processor unit 114, a biometric sensor 116, a memory 118,

an indicator 126, and a controf circuit 122, similarly to other embodiments described

above. These elements may be one of the corresponding elements in the previous
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gg?ﬁﬁ%trgitpr°°e330f.unit 114 generates a positive
aUthenticatggnagglg|;f ghf person is successfully
: . o determ ned t i
zgtrﬁgfgcatlon result and the aIivg-?gsleZEUIIhepm'
manner aated using the indicator 120 in a simila iad
one errb0(sj' descri bed above. [0039] In accor dancer i
oo i ment of the present inventjon, th wth
ia%abg iéggti,oaﬁﬁél@ﬁrfewtetﬂaﬁs miankd QrEen? aS(ﬁF%BJP%ﬁbT}eZ @%2” N
. The display 126 is iy shown
B@g%%g%%g% ﬁl_u Binkor Libdyle awampw@%egggﬁ%%ggﬁgﬁ a%l«@@d to detect
g Ic 1 mage i ncluding th Cf
o it it oot ot S
npl’e, an application of the : - ror
g %es.salt ngg'gﬁg tst?lscﬁ,aa\ﬂgmalﬂp)hﬁ@t(@gﬁgrjmggts L}rsmﬁ%%egﬁ%;og Pﬁlﬁéerﬁ%{ sdﬁllger
mart card, such a photographic i er
305, el Lo esonkys o)« pevein furarno: (AT S
>0 ut henti cated. Thi
(r: IQ:HU ne%i Zl{eg'e%{. Ut itﬁ@ﬂsoﬁﬂ'@mﬂan@a pr@kqf@;»eg%at fa ﬂeagt#yl%ogl} {Jﬂ tl}]le
wi.th the. hol der’'s signature may also he displ g
Bl e%dl%f@&?aﬁ@lgirs aphidetectbdinget of FARS Eq%:lng a diﬁ&l&?%@ﬁdm
and 't e optional si ! graphi c 1 mage
ctored in the signature to be displayed maybe
one enbodi nent g?”?aé é%géekgo40] | n_accordance wi th
i nventian, fhe.bi i
}hg EB%EJI 1G4

zﬁg&gﬁ 116 . amghcd e ehic spbejmapef PaRFBEYY lﬁ%egtéc}na i nto

ement. For exanple, th . _
may 8, .SUbSH Akl addﬁ:)i!natimavfsiplap{ggﬁp %[g.g{jrgr: %{:a%bo%%ﬁ%:%rg adtd&or, a

1

display 112. In additi '
?ﬁ%&%@hgﬂré r@{%isdi;—éél ehay, ab hdraje ﬁﬁf@l@? Oatn\[hegce g:'lanss ?1:,1 Eaé%ﬁ%l%g‘ééﬁ%mfor’
! : card is successfull : 0
g: gagéz#égg%%lﬁaﬁﬁ ingr tahelebtioneness figéd ?%Jn%%?%&fg% g&d g be Tk,

: ons as an indicator (
Wi th, : . [0041] | o
S rrtELlnr c%dﬁfé'i_g?, éﬁg@?@ﬁ B4 afay thebgneisiity P@g{t;(érrz‘i? ip%%,%) {1%2‘59 Si&sticity

of a member in contact therewith, or a blood flow sensor adapied to detect a blood flow

in a body part in contact therewith. These biosensors may also be used alone oF

combined with one oF OIS of the above described biosensors. Furthermore, the

hiosensor 124 may include a bio-response detector adapted to capiure a reflex response of

the person to @ given stimulus. For example, a reflex reaction stch as a change in an iris

aperture in response to ight intensity iliuminated thereon can be psed, and the biosensor

124 may include an Image sensos adapted to caphire an image of the inis, and a light

emitter adapted to iluminate an €ye of the person. ifthe biometric sensor 116 also

includes an image senser o capture the immage of the person for biometric anthentication,

the biomeiric sensor 116 and the biosensor 124 may be integrated into one image sensor.
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descri bed in the above enbodi nents are adapted to be
enbedded in a -passport. FI-G—11 schematically
illustrates an el ectronic passport 130 including a
smart card in accordance wth one enbodi nent of the
present invention. For exanple, as shown in FIG 11
the smart card may be enbedded in a front or back
cover 131 of the passport 130 such that a bionetric
sensor 132 is visibly arranged on an inner side 134 of
thecfrpht 2 ortichacde n@@i%procewg fopfe PRl eHaA RS B moton
identification information of the pQ%gporgi ol der and
r@katbepindat @spoadieg toyisistanlym bEEgessA@OSROETT 1°Fl G
11, an indicator 136 may al so be visibly arranged on
the inner side 134 of the passport 130, especially if
the indicator 136 visually indicates the e
auientrhepbicsn: mesiil gonertss deetive MU EHGTR P EFSPER §,
the bionetric sensor 132 is placed near an_edge o
t fiecisnneusérdieatdB4d effc ddvempadis o pliveq 3pe aufjerigpation result and
preferably, the bionetric sensor 132 and the optiona
| ndiEator redBongie indlcaedesimarihe ideaon AR Ingjs el BANE Bh
that the bionetric sensor 132 and the optiona

| nei-Gat ovdl36 do not interfere with the passport

hol der' s phot ograph 138 and ot her personal data 140 on
the inner side 134. ]10042] FIG 12 schematically
illustrates an exanple of a smart card 150 enbedded i
t fae39pass pabtiant3Qits hovembbdimEt 6f the presemipy R, 1o SERRE o &
of the smart card 150 is slightly smaller than tP t
Ofuat 1Ehp aBEPOS HisEB0126.S Ridvarid JIG: ).t The SsriBH & he ATged ©
descri bed above, the smart card 150 i ncludes. a
wmﬁ@baﬁﬁﬁhﬁaﬂgmmﬁsﬁmmdMUﬁﬂmé3@h@m5§ﬁﬁdﬁégﬁ8ﬁ%¢“%m?enna
152 and a signal antenna 154, a power circuit 156,
andkifc Sensio siad e ook sahihentiess F6r BrER: T P EENESY
132, the optional indicator 136, a processor_unit 4
having: an is autriidnbilereta oo gPUicHgBILtdheoigadt e o
interface circuit 160, and a control interface 162. .
Then aplidieniphic atimnarCrukAS 8valpi erbes 2 Rerrsrgiyre ot oo
shown) to store bionetric .

is snocassfully authenticated. This feature make counterfeiting the smart card more

difficult. The righteous holder’s signature may also be dispiayed with the photographic

image. The photographic image and the optional signature to be displayed may be stored

in the memory 118.

[0040] In accordance with one embodiment of the present invention, the biometric
sensor 116 and the display 126 may be integrated mto one element. For example, the
biometric sensor 116 may be substantially trapsparent and laid on the display 112. In

addition, since the display 126 is activated and display the image only if the holder of the
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information tenplate and ot her personal_ data, as
described above. The processor unit may be |ntegrated
into one elenment, or the authentication process nay be
performed-by the dual node CPU, as descri bed-above.
In this exanple, the power antenna 152 includes three
i ndependent antennas having a simlar |ength and
arranged al ong the edges of the substrate 164 of the

%%Earﬁ ychcl:g@lﬁy [a@%ﬁﬂ:atéar(ﬁﬁlﬁtﬂ@@) Hsingd thelisitgnahe dntlentid
154 is substantially smaller than the power antenna

152 7,958 X @MRkigatort he signal antenna 154 (and signa

antennas 24 and 64 in the above enbodi nents) is nade
smal | enough to be placed right upon or very close to
the 1loop and./or trace of a term nal nodul e antenna

1[8614 IF) r ha]'rggmﬁ&%@wﬂ §E8-embdaidifl oAy prekthichventi@CRE wesT tdd
wirefess signals transmtted fromthe signal antenna

ld%Atuba-chlﬁtthe a%we"é@ﬁﬂdlﬁﬂﬁs SRk Bk dmb@kedine pekaat ORI &
passport) is placed on the term nal nmodule 190, the

Sﬁjcgs'él% I?rﬂgtﬁﬁlﬁés a%téﬂctfo&c:'pﬂssﬁcﬂﬁl%'nﬁﬁﬂm\gla@mﬁﬂt tayd difaccopdance
prefer y right on, the term nal nodul e antenna 194

Qf, m{l&% ARGl 8t thosﬁ@sluh’t ihRaghnC Fangespis,ns themsi Bitall 1, the
antenna 154 can be detected by the termnal nodul e

% ROR ma rﬂ)e @rggéclﬁ LR a fr8kE Back B&vel DAGS Gl RGeS BN auch that a
sufficiently small such that only antennas or any

r &ﬁét\{uegenég? g4l € v1s1'81ytapr§‘ﬂ MEbYarGh@s S dy 1@ o itk Yrotam betdteeedr
t ange any third party cannot detected the | oad

Cﬁﬁ %@w 1 peksBfal %ﬁtﬁﬁ&%m%feﬂ@ﬁ:ﬁﬂ d¥he gatborekadep kej rolatel €ata
transmtté3 signal can be detected at maxi num 10 nun

dééﬁ Eli?y Jidc0dn AN8owd ANad. 1120leNM0rl18C ALY Q. be Vinitly irsged
eve the sane passport surface area, or the

terda ﬁ]lﬂér s1d@ﬂ“$f@he§ﬂ§s§ﬁf@ﬁ‘yﬂa€s§@naﬂ§/ krehd inBEsdeti1B6 eiduadly grisdates
cannot al ways be detected. 27 [0044] The contro

' 'é etﬁlfl&‘ﬁ@mgl@l%sdiﬁ adRRIBiBMHRS Padferfiy, gifenidmettrvamot 138ns
(l'ead bus) 166 is still enabled. This is typical when

t 1';193&@ 5&9&{ Qi3 6f PSSR IE 1360 thePatsh6:5130 Sweckitrebin the
speci f
hiometric sensor 132 and the optional indicator 136 are placed on the inner side 134 such

that the biometric sensor 132 and the optional indicator 136 do pot interfere with the

nassport holder’s photograph 138 and other personal data 140 on the inner side 134.

[6042] FIG. 12 schematically illustrates an example of a smart card 150 embedded in
the passport 130 shown in FIG. 11. Typically, the size of the smart card 150 is slightly
smaller than that of the passport 130, Similarly to the embediments described above, the
smart card 150 inclndes 2 wireless iransmission module including a power antenna 152

and a signal anterma 154, a power circuit 156, and a sensor module including the
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i ndi vidual and the smart card 150 enbedded therein is
~under an initial configuration, in_. which necessary —-
and/ or desirable data, information, and/or software
such as authentication program encryption program
are uploaded and stored in a nenory through- the
control interface 166. After such configuration and
upl oadi ng, the external connection 166 may be cut off
to disable access to the control interface 162. [0045]
|10, AG6OLERN R, W biiced edairhotisnenteeshr thigipnesent
invention, the smart card 150 nmay be used as a
cahdiiyne @ endsnant Capasspattacuiitdd U6, el angnieriredtied
in a conventional paper passport. Since all )

| horRR kR G ebAtE T IBandikies passpp ot shovede stadlomsiige

of the passport, which are typically printed or ‘
S{.AMReM ) @Rt vaatjeatal dpassiontbetanyd & he processor unit
electronically or digitally stored in a nmenory
PELOVid80 281 thens Bak tutoarE authdrdcsimapb ccamay bd fegeitd gy
be i npl emented as an el ectronic passport. In this

CAS Bual ABdAGE ti @R@lbessl-age thid eyerle ieypober quteovd dedncgiges
the substrate 164 so as to protect antennas and ot her
eﬁﬁghﬁgﬁh&mtgﬁ&ﬁgﬂﬁﬁngﬁﬁﬂﬂﬁﬂﬁgmmﬂdpmmgﬁd@maﬂQGQSEOf@E
pl ace visible information on the surface of the smart
Cak,dratel1B4 aghdE trh@cerdasisoi [ arly to the passport 130, the
bionetric sensor and the optional indicate can be
visibly arranged on the surface layer. This card-type
el ectronic passport is also applicable to the

f f@bh@wipmer@ﬂp,@fcﬁ SR AtagtenEhat isisshstantely pasiép that the power

el ectroni c passport described in the enbodi nents maybe
ei.ther 19, papefaPasspaifial asmbetiiddndridnhl dntvenas Ahptd Gdr the
or paperless electronic passport inplenented as a
SHRLL amlfé@{n@nts)?ig rla@046]1 cfdugh toli3 pectibrght wpalel yery close to the
illTustrates an el ectronic passport 170 in accordance
Wioh D and@R 82 R0 einiB e tmddfictahenpr 84 ert9 (v BifiSi Bhendil®) which
which a bionetric sensor 172 is provided )

receives the wireless signals transmitted from the signal antenna 154. That 1s, when the

smart card (or the electronic passport) 1s placed on the terminal module 150, the signal
antenna 154 is in the close vicinity of, or preferably nght on, the terminal module anterma
194 or 199 such that small load changes in the signal antenna 154 can be detected by the
terminal module antenna. In addition, since the load changes are sufficiently small such
that only antennas or any receiver module in the very close vicinity can detect the change,
“Iy tb,ﬁd party cannot detected the load change for the purpose of tapping. For example,
the transpitted signal can be detected at maximuim 10 num distance from the signal

antenna location. That is, even on the same passport surface area, or the terminal

modale surface area, the transmitted signal cannot always be detected.
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and al so a conventional photographic face i mage of the
passport holder is replaced with a display 174. For ~
exanple, the smart card 100 (FIG 10) descri bed above
or .simlar smart card nmaybe enbedded in the passport
170. It should be noted the |ocation of the display
can be rearranged in the smart card 100 such that the
di splay 126 is placed in a proper or desirable

| ocation, for exanple, in the inner page of the front
or back cover of the passport 170 Al ternatively, the

t 170 t ;
WPeRbut apen Tages AAstaeel PR R B P Rsng oo
14 schematically j|lustrat }

atberbb Bipassel IR f’ﬁt%%eﬁ‘ﬂssﬁox BB o gosets

17 f .
e T SR 5Ly St

authentlcated when he. or p ace S nger on
tHechiepgEF LRt 4 L?@Wgedjrataf m?“ﬁ & ﬁa s P ay‘njg%f n % spl ays

t he passport holder's hoto

dﬁﬂﬁéﬁéﬁﬁ?“ﬁﬁ%?ﬁ%?ﬂ?P@ 8@%@@ Zfé%%m agﬁﬂﬁﬁgéed

and opti onal nat ure be..di 1
phos et thy ??Flﬁ‘éldmf 1806 TSP g)f {oBREY ?Sjlg’ 5 cu éef g G qge Bemna
aut henti cation, or whi Sl t act
wiotkcticiel 66 may BF B PR{o 4 L\% a?ce%f“?‘ztlhe ? %1 eff‘i‘“éﬁg
schematically illustrates an exanple of an electronic
passport 180 in accordance wi th one enbodi nent of the

AT LS o0 L LD LRy 0GB 0L 13 8050Le
122 e 20 'ts%%%lef?t%g%ﬁ%&ﬁw@%ﬁtbaﬂ%%%b5@%%%%?8%‘”:%0@
HCECAREE S AL 8RN M
P 5 b caeh . L senagr Lo b2

e AL 8, her con.c. Te SeNoRr Ll ARl e L BRY

itself may be implemented as an electronic passport. In this case, an additional surface
layer may be provided on the substrate 164 so as to protect antermas and other electronic
circuits, and also to provide a space to place visible information on the surface of the
smart card. In addition, simmilarly to the passport 130, the hiometric sensor and the
optional indicate can be visibly arranged on the surface layer. This card-type electronic
passport is alse applicable to the following embodimenis. That is, the passport or
clectronic passport described in the embodiments may be either a paper passport

embedded with the smart card, or paperless electronic passport implemented as a smart

card.
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during a predetermned tine period after the
successful authentication. [0049] FIG 17
schematically illustrates a term nal nodule 190 for
aut henticating a person holding a smart card or an
el ectronic passport including a smart card, in )
accordance with one enbodi nent of the present

i nvention. The smart card or electronic passport may
be any of the smart cards or el ectronic passports
descri bed above. The term nal nodul e includes a

i U&%Or g éJll?éc Bty Ydﬂ ﬁ?ih%tefe%c( hR&hMH 18lin FREhRe with

provi ereon. The support plate 192

i S ada(?dfm%‘ﬁ tafohtﬁecsgnt\{ evellth)%uzl 5%{){1 C AR B senShQG fsQRivEied

FHEEHY size's e to receive the snart

d th a L #@h a
et o BT i M R B P AR

passpart.._ The el es bSsimilar smart
rePEVEH B\BP}?\I{M i‘{c sma_rFJ;ayd fOE Zﬂ\%nirogﬁgg—é&t@ %SCEI ver

dul 8 t . cdkde i
e ews%{alré 3Tk P b Lt e dapiea

L PahSar e Bt bt PR RR T A5, et opopes o

accord nce fe EOR pg@@gﬂ% fﬂe

i HOERLS ‘Efﬁm%é e’ta@lﬂ)% mg%? Uﬁ%% 8ﬂle90 'S desi gnreod %o
used with an el.e the SUGRLAS clehBnic passport
eﬂaégéf”i‘&)%ﬂ' cgfgé'%%l% hepf%B enbe gegl Wlthﬁt he sr]?lgrpt card
150 as descrlbea%”1 bme the el ectroni c passport 130
| WU RSB PRE > SOWET " ahf énna 152 and the signal antenna

154, for exanple, the antenna 194 is adapted to
wirelessly transmt the power signal to be received by

f,\ﬁl?)gdeﬁ Ogﬁé éggé%igﬁgtﬁiaﬁ Ol].}%é% &5 %{]% {gn§ Qf thOc1b 8GRI YiSsdRELT0 in

ransm t he signal antenna

eiera teer . nal. mpdut 80atLenald el
pY]o‘%I? @ggloglﬁtﬂf Flex%&wgrat Eﬁg te 311192 such that when the
}EPE %ﬂwasgag isgsg&%%sﬁfﬂﬁ; Bk G nd & B¢ feRdnemetiiger
e
on the fingerprint sensor 172, the display 174 displays the passport holder’s photographic
imnage and optionally his/her signature thereon. Such an imaged and optional signature

may be displayed during a predetermined time period after the successful authentication,

or while the finger is in contact with the fingerprint sensor 172.

[0048] FIG. 15 schematically illustrates an example of an electronic passpost 180 i
accordance with one embodiment of the present invention, n which the fingerprint sensor
and the display are integrated into a sensor/display 182. When a holder of the passport

186 touches the sensor/display 182, as shown m FIG. 16, detected fingerprint patterns are
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signal transm ssion antenna 154 substantially aligns
on the term nal- nodul e -antenna 194. Typicallvy, the
term nal nodul e antenna 194 is substantially |arger
than the signal antenna 54 of the electronic
passport, the signal antenna 145 will be placed on a
portion 196 of the antenna 194, as shown in FIG 17.
The signal antenna 145 nay be positioned just on t he
portion 196 or in a very close rOXI t here

AP PR e .avtémwaﬁgg PR SRR staﬂd Eg*t%%ﬂﬁfﬁ@l} }ﬁﬂﬁ%ifﬂmatﬁd
nmodul e 190 may i ncl ude a power transmttin .enna
18 seapry/ P ey @ﬁraws HedRsp ey lwéd%ﬁaéeﬁwagwé 0@@8%1? g? From
the power transmttin antenn 198, |In this case, the
STIGHEr: Seee AR 7ggY HisPlsy e EEES Tk oRA e e
| ocati on mat ches t hat of the sig ant enna 154 when
t feingF et TERTEd JRS spBA e Aty SP%@BS&P?@@B&HGH{% t er ni nal
nodul e 190. 10051] As descri bed above, in accordance
wi th enbodi nents of the present invention, the

bi onetric information detection and the authentlcatlon
pli8¥8 s S1G i seomrea by SRdeies & iRt SPRWE L dhonP e epRbt hred
on-board (on-card) by the smart card_or the electronic
pREssp B IInE TR §2&0 orefy éle%mﬁ@ﬁ%swdwwxﬁ Sméft card, In
cardholder/passport hol der is perfornmed wt

escEEFHAT L ensrrIRT Bt Phie Prﬁé‘ﬂ@éwgﬁﬂtri Ve Fﬁ%fbﬁ%?f elsfionic
such as fingerprint patterns and persqgna

| FEPBPTHEIEY BNALY & HC SOV AEBASTIETOBC PHIFRATF I pove. The

confined within the snmart card or el.ect
RSt S SOREE TG F S ETEE B SXTe)

and rel ated personal inforpation is mnreg essl )
P msmicet Beeon HRCERBAS HESIPOR SIPGAAT HEE T VEFS S Ror
range, typically the order of mllineters,. and thu

i %CC@WFJWEP%&&%}EPS BYiZ¢ HEARBopTHF HirSHRT SO D RASTRI ﬁ%ﬁ
smart card or electronic passport is erl. | ace
AeEarehoAd afariedie eI AR Y P E5ETERC ﬁigfcfi %aﬁﬁspoﬁ
personal information retrieval can he done | ocall
aFiEEIHE TS AT PPV 1 fﬁ?%vreﬁrﬁi’ et trgrs 5%3’3?%?“’? yodule

over.  the air or tr t hrough th
18 of the smart card 16 (FIG. eﬁ) placed on the erm&na?moc%tlg\ﬁﬂ. The antenna 194 is

also adapted to receive a signal transmitted from the wireless transceiver module of the

smart card.

[0050] In accordance with one embodiment of the present invention, the terminal

module 190 is designed to used with an electronic passport such as the electronic passport
130 embedded with the smart card 150 as described above. If the electronic passport 130
inciudes the power antenna 152 and the signa! antenma 154, for example, the antenna 194

is adapted to wirclessly transmit the power signal to be received by the power antenna
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system such as the Internet. In addition, since the
--full authentication can be perforned-I ocal Iy
(on-board), it is not affected by any accident or
unavail ability of access to an external network
systemor a central database. [0052] However, under
certain circunstances, it maybe preferable to

communi cate the bionetric information and/ or persona
informati on of an individual with an external system
bey enchibherdarniheraireleo dptabranFoittedianic signgl pntemme 154.
airport, the authentication result nmay be nonitored
byecd-hey, aic ol seduieranteynad8t sormiisied omifigSupprat plate 192 such
aut hentication result and necessary persona

kaf Olcaaltd comtromy pheott ansmt tard & asehonfoniuprl nge 192 the
device/termnal wthin a |ocal conputer network. In
adghil triemission aseme 13ushitciidysligase e terpmalgnsivetapiepna 194
i nformati on such as fingerprints nmay need to be
sonegneatk egabasiodtinatierne Hdas wbdartallplaser haithral sop e e
terrorist list database, inmmgration records, and the
k bK@ thaMnicabniap@spottyt Saal aptemmi 16 aithleablicad ep irovisinkrort
central database. For exanple, when the smart card or
@l-e6tmaNbe, apassper FIGH T Hhe higned atiena 14fonmths ppainadustHmy
of the information stored in the suspicious snart
QRILE:Oh 1 MRS SPOdry ey prsaditicrivé elariingy sareve sniler &8
agai nst the corresponding information of a legitimte
iR di i Lkab duds1 90 lnaly iethde opdyer triflvaEting dysrradd frid signal
nodul e may al so have a capability of communi cating
Wictibing Witsind @0 T omput Bomshegbemtiansmiting erean . Mk s G e
enbodi ment of the present invention [0053] FIG 19
siche ratiiiegkignri [198s plretieechahas s laspio@@Gighgyhat of the signal
aut henticating a person holding a smart card or

ehiech N enwEenpasS@ovtic passrat d 3t idakeroniht Brgwe rerEb Hdent
of the 32 present invention. As shown in FIG 19, the
system 300 includes a smart card/electronic passport
302, and a term nal nodul e 304. The snart ) ,
¢aErty eheakdrdad ebopadsqorn tanmayitbantpdiments of the present invention,

ihe biometric information detection and the authentication process using the biometric
ﬁzfﬁrmatian are performed on-board (on-card) by the smart card or the elecironic
passport. That is, the authentication of a cardholder/passport holder is performed without
externally comnmunicating the sepsitive information such as fingerprint patiems and
personal information, and such sensitive information is confined within the smart card or
the clectronic passport. In the case where the authentication result and related personat
information is wirelessly transmitted, the transmission signal has a very short range,
typically the order of millimeters, and thus is only received by the terminal moduie on

which the smart card or electronic passport is properly placed. Accordingly, the
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one of the smart cards or electronic passports

descri bed i'n the above enbodi nents. The termninal
nodul e 304 includes a term nal nodul e antenna 306, a
decryption. circuit 308, an encryption circuit 310,
and an interface 312. The decryption circuit 308 is
adapted to decrypt signals received fromthe smart
card/ el ectroni ¢ passport 302, if the received signals

are encrypted. The en tion uit.3
GRBICSIoD PR BT BPEHG" Y %%Fe SR
interface 312 couples t

304 ,
CEPUE é}fDm@%} doRs r@iﬁave {o{}gr e t{xnvlr or I‘(Tca)vcegﬁuou i} {% g‘f&/of’i‘{
t k. Th terf
F szvt;\wp ;}g‘p aqﬁ(yg B;tegne‘%r Iel%gcgticgze?vg eﬁ@\ﬁg{} 10szD on tanl g% }Eerformed

dat abase 318. Such a nnect i

da sbece 515, Sueh s, comection L6, (15 SeIAET. 4, o
(TCP/IP), via a wrtuJé glrcwt a private I|ne or
£} BT RS F A& BIPRRe 202 may be conpati bl e
with one of the Universal Serial Bus (USB) standard,
Recommended Standard 232C (RS- 232C), Recommended

St andard 433 (RS-433), Transm ssi gn nt.r. o} .
RPGEDC P Ate MRET corBEGTaEsT aﬂ?@f'{ﬁﬂﬁygje PR 00?11“&“”‘“’”%%“3

conputer system 314 or th serve . ives
AUURREFR P RERIIGH a@ﬁﬁaﬂ’mﬁld oBRAGY © %@PédG ) 1‘5‘15‘?"‘ i el tmal

or na
oo e eSSk B s P Gl o e
conparison wwth the central
SRR OR P Hed SO RGHOP CAETOR PRSI AGT r TFek S5hal

i nformation _may be di spl ayed ﬁttg t he z%otngoéevweg na;
PEPSHRARTSON FOBAPHS HES® ‘ésnlé éci?%lﬂ p%sspor
the smart card ther elg‘? owered b msé)s ﬁ"e%wmetnc

Vi el GO BFY e f‘h%?mt““‘éP “O“*F “odul &,

the el ectroni ¢ passport ves the the
tigforian SiH At fé"eIPPH l@ﬁﬁﬁﬁf&l ?F&Ffe‘%?e% & mﬁ*@%ﬁ%"%ﬁ‘ﬂ%

eventual | y shut t.ur ni n -
n%’éﬁlllﬂém&?rdttﬁéoﬂéﬁ @E?@%ﬁﬁe I o A of an& lal%lhﬁgg%g%raaance
W th

fypically maintained in a government central database. For example, when the smart card
r electronic passport might have been counterfeited, all of the information stored in the
suspicious smart card or passport may need to be examined and compared against the
corresponding information of a legitimate individual as claimed to be. Thus, the ternisal
module may also have 2 capability of communicating with outside computer system n

accordance with one embodiment of the present mvention

[0053] FIG. 19 schematically illustrates a system 300 for authenticating a person

holdine a smart card or electronic passport in accordance with one embodiment of the
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one enbodi nent of the present invention, the sensor
nodul e of the el ectronic passport (smart card) is
automatically initialized in response to a

predeterm ned | evel of an increasing supply voltage.
after the supply voltage was shut down. The
initialization is typically done by initializing the
processor unit of the smart card. |If the processor
unit includes an authentication CPU and a dual :
i nterf Aol reuidwn if BIG. e dmpbm 1idnc Eiﬁﬁ‘?%i Célgfteﬁgﬁ&m
@ﬁfrmy be initialized using the threshold ‘sfoolntn?:%eoe%y
tpla%D i.nefeasingmimLpplye Mol Trgaat e ceHen° PHE Gual’ mode
i‘nterface circuit may be initialized ugi n%ﬁ%m{. %jg%rr R
sin%@@ghe SRt dr fcottic piveposiudenaiibd B 52BN °CBY “ﬁ th

Fi 20 schematically illustrates a mett{md f.oorﬁhmi,i30{.3
a‘#}hﬁ%ﬁ%@o@@& Bgagn@udper somind olodilnepterns Weet TRYE “BF an’
el'ectroni c passport enbedded with the smart @rsgda 190
accor dangeiitao, ne ertfodidib it drormen pradd P
invention. The smart card includes a sensqorf)rgorg%lweed
PLONLAGH QR cavsthst thebiearOfar et nepEsTER P o L CH

i ncl'udes a bionetric sensor, a pr ocessor Uni@é@@%‘?ﬂ%
”E&lb%[s%re Jhepsararte caaysidn oroutt AR @rEEE P PEYSPor t
nmaybe anyone of the smart cards and el edcgr?’ H'tcacomputer
PASSRAlodH8 364 i hechiabov2 chipes e BB U gn a'is
received via a wreless transceiver 'nD,)ollgl e E{sc‘?é’iug%%e
on, Lhes 8 ubstaiat eockizb@puter Eriverkmep 8 Gt ' a " EFtlat  on

t e smart card or passport is placed qn @é%%ﬁ@ﬁonm
”?e9ﬂ+z§1 PlaMiinged a1 phavers 2 ositghdatabasse 1 oSt * 8Re

supply voltage is generated fromthe pome:ﬁ) Ogéc%{r:@g?{@jﬁqia
tg\% sypRhY may elctiagRaissisproGhuedt e e iEERASH? ul'e”

( f) so as to power up and enabl e the enso%“cm dule
t Q QRer @&, « PRtdom| dryhe ikni Thual hoteriet 20t “the” Sensor
modul e maybe performed during the power u(f tgrg idog,?C(RS—
( 23A)one ThEMnibizemBhiatBisHEBherHEh §EBREIET ¥6™ Fi'om t he
person's body (216), using the bi or_retricc S8 ?o%obifﬁfé?r{ét
asi’g@C)ﬁ ROGBFRAAAIS NS 833 (RErfae T:ggsmussion oMo

Protocol (TCP/IP), and the like. The computer system 314 or the server 316 teceives the

. . . 1l
authentication signal and other personal information transmitted from the termina

i i ison with the
module 304, and performs necessary data processing, SCTEenInE; COmpAarison

ceniral database, and the like. In addition, the authentication result and/or personal

information may be displayed to the authorized personmel.

[0054] Since the electromic passport (or the smart card therein) is powered by the power

wirelessly transmitted from the terrmnal module, as the electronic passport leaves {he

power range of the terminal module, the supply yoltage reduces and eventually shuts
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sensor, or the like, as described above. The detected
bi ometric-information is conpared wth biometric -
information stored in the nmenory (218), and an

aut hentication signal representing a result of the
conparing is generated (220). The result of the
authentication or conparison is optionally indicated
using an indicator provided on the snart card (222).

L T R R
o Eﬁlle%dﬁlzsﬁléft%%ﬁﬁﬁﬁz Iz%%n% 55%5%%5@‘%%&@ e R
e i b e,
PGSl il EE*FE?W e
EléiZTﬁé’(ﬂgﬂ;é’%ﬂahé% @rocwwal?g% PG ﬁfth%mmaf léi d
; gvlrlz%g Eﬂ;?f]fh@i;‘fﬁé‘&%ﬂé& ‘gyﬂaé‘r‘i&% ﬁmﬁ%ﬁnger%’é’ Cg%l}ltd oz ¢ S:zec Ea}\le
Pﬁgﬂfaﬁgﬁfﬁw&i&ﬁ?ﬁﬁl@%& ST gbﬁg’& SR BF RGHul o
BRBie tfqlfage ARy R @%]hzgqqsﬁg]ﬁ?r?a%%caﬁ%gigﬁlgghé 154‘[%@2@5 usilég a reset
processor unit coupl ed to i@ld bi onetric sensor, said

ﬁ%ﬁ%@%@%ﬁﬂﬁﬁﬁ@Fagﬁﬁﬁf%ﬁm aut henticate the person in
response to the detected bionetric information and

[0055]  FIG. 20 schematically illustrates a method for authenticating a person holding a
smart card, or an electronic passport embedded with the smart card, in accordance with
one embodiment of the present invention. The smart card includes a sensor medule
provided on a substrate of the smart card, which includes a biomeiric sensor, a processor
unit, and 2 memory. The smart cared or the electronic passport may be any one of the
smart cards and electronic passport described above. First, a power signal is received via
a wireless transceiver module provided on the substrate (210). This may be such a
sitnation the smart card or passport is placed on a terrmnal module providing the power
signal. At least one supply voltage is generated from the power signal, and the supply
voltage is provided to the sensor module (212} s0 as to power up and enable the sensor
module to operate. Optionally, initialization of the sensor module may be performed
during the power up period (214). Then, biometric informnation is detected from the

person’s body (216), using the biometric sensor, such as a fingerprint sensor, Image
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generate an authentication signal representing an

aut hentication result; and a nenory coupled to said
processor unit, said nenory adapted to store

bi onetric information of a specific individual
associated with the smart card; a wreless transceiver
nodul e coupled to said processor unit, said wireless
transcei ver nodul e adapted to transmt signals 1
recei ved from saif.PrReesseteistidhicandic irferahyels §Ompare
\/\W*@Lé’égﬁe);’i(?’ra%nsm t'ted power signal; and a power g
circuit provided on sai gl.SuRst(ALSE ndail dhpoweion ciEEE Ui t
aﬂﬁﬁ?‘@@e 151 %%ngg%ntserat | east one supply voltage from

L it sy A
et b Al ek asadkaanson sor trodg !
Caher e B S A et o 0
Fransr PSP ORI S RS 8d from e d processor unit. 36
3. The smart card of claim2, wherein said smart card
is used with a termnal rmqlu!e i ncluding a nodul e 1
B A e e o e enna 1 s pl aced on
2 P e B P Rof A B e B ard
et b e B e ¢

| nc?elp al'}gnecsérom the inventive concepts herein. The invention, therefore, is not to be
i

restricied except in the spirit of the appended claims.



a plurality of regulator circuits, each of said
regul ator circuits coupled to a correspondi ng one of
the plurality of power antennas. 5. The snmart card of
~claim4, wherein said plurality of power antennas are
formed as an etched or printed pattern on a plastic
or paper material. 6. The &@ card of claim1,
wherei n said sensor nodul € ?H her includes: an
t or coupled to said processor unit, said
‘Wh%q @g gpladapted to |nd|cate the authentication
1, resy tmar? Iﬁ?or At ret tré:a%no a er 8111 Qoiﬁqn%'sm\ﬁ’q raﬁ'cgrds?a'fu‘ljsmalt card
sensofr e 'fur t ey &Pude ontrol inté
co%gpp%gg to said processor unit, said control interface
to receive an external control si gnal and
conflg%se said processor unit. 8 The smart card of
“Wherein said control |nterface's connecti ons:

to the so;eéltogrﬂlg%lr vcgergit 1dssu%nt ate, s%rddscﬁ%p n?o%u%f&ggdi E:

i ni tl a contigurati on O rocessor uni

The smart car d oome%rc sens y ‘ad WE drtgl %e%‘?plrnp)%nﬁtron from the
interface's connect I on Ot at er na

n i.S permanently drsabled by a physica
peﬁr%c%ﬁﬁ%ctron after the initial configuration. 10.

The smart card Oéceg OPL m, %mrprha%esrl bsgrr%ne 9%%?%% pryaegsor

|ncludes an & cryption c¢ircu

rmﬁ ?edsto grgtpeetr 1%5 eghc rhy %Qi}\rﬂl é:rpog(s"e DI dde\tl&ketd biO[llletti'iC 1}{1'?& mation and

car
n Ut hent icatio oanﬁorrpar e

gerireﬁ?te &n authfn d:a r‘r‘éPal T8 riesne 1[]111%,&% g%ﬁ&w ?ﬁ&t %‘Juﬂi and i G
t t
| nformation s QS Pousp eléi(jco.?n%% c}/cbsrsgpgmggﬂg ?e'irﬁb #Q&fiﬂd to

authentrcatron |§ car
Sto‘{-‘@%%'e{} i 1n¥orm§t oefn spé & §courl]d1v1dug 35001§&! \%ﬂﬁﬁle smart card;

a wireless transceiver module coupled to said processor unit, said wireless
transceiver module adapted to transmit signals received from said processor unit and
receive a wirelessly-transmitted power signal; and

a power circuit provided on said substrate, said power circuit adapted to generate at
least one supply voltage from the received power signal and provide the supply voltage to said

sensor module.

2. The smart card of claim 1, wherein said wireless transceiver module includes:
a power antenna coupled to said power circuit, said power antenna adapted to
receive the power signal; and
a signal antenna coupled to said processor unit, said signal antenna adapted to

transmit signals received from said processor unit.



an encryption circuit adapted to encrypt the

aut hentication signal. 13. The smart card of claim 11,
wherein said nenory is further adapted to store
personal information of the specific individual. 14.
The smart card of claim 13, mhereln sai d processor

L unit further includ t | ted
ot T rard {5 5 avdiiored St seed ?Sﬁﬁéi w@ﬁn Regirgpet fhodute
e the detected bianet f - |
ingTRUBE fisge DA AP ERE B O CHEH LD ot § ST QP isdet R Wherein

saihsignny Shiee© BRu at bay i L p it o o loBp Reb et O fRae

resenting the personal information of the specific

anE’ﬁ‘g?‘wdual the personal information signal being
transn1tted via the wireless transceiver nodule. 38
16. The smart card of claim1l, further conprising' an

osci Iatlon Cj it ad pted t enerate a clo n
+for Lireglabho i MRl Sp e Sl et

1, furth r C rising: a clock antenna adapted to

r ecet R EC] §ﬁ§ﬁﬁr and a clock circuit coupled

to sai.d ¢l ock antenna, (fald clock circuit adapted to
ang SHEFSE 14 PRYHRTEI AP om the recei ved power

si gnal 8. .The smart card of. claim1l, wherein id

snaﬁip%ﬁﬁ%“ﬁ§ﬁéﬂﬁ$ﬂ%ﬁ“¥%eﬁ%‘%ﬁﬁ&dﬁ%&“?‘”%““b%%@%%ﬁ?a

19. The smarf card of claim1l, wherein said smart card
cofrgspgnding &“?9é%wéﬁ%&¥w P8W8d§§%BF% 20. The smart

card of claim1l1, further conprising: a display

provi ded on said substrate, said display coupled to

sal rocess
5. dl"h% smart car of cpnm 4, wherein said plurahty of power antennas are formed as an

etched or printed pattern on a plastic or paper material.

6. The smart card of claim 1, wherein said sensor module further includes:
an indicator coupled to said processor unit, said indicator adapted to indicate the

authentication resuit.
7 The smart card of claim 1, wherein said sensor module further includes:
a control interface coupled to said processor unit, said control interface adapted to

receive an external control signal and configure said processor unit.

8. The smart card of claim 7, wherein satd control interface's connections to the

external control signal is disabled after an initial configuration of said processor unit.
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sai d di splay adapted to dispray a photographic i mage
including the specific individual’ face if the
person is authenticated. 21. The snart card of claim
20, wherein said display is activated by the
authentlcatlon srgna1 representlng a posrtlve result

9 ’ﬁhc sma;?j eé)rﬁto S9! w%e; k()l ggtrol :ncrcr -face's Qoenruectmhs t%qfle
smar te &R udf ng a sy a Sensor nodu

It a id sub %1

chpcﬁuc @ dl%oi s nalsrb SiPEIE 1cn désglﬁlg% ?Q'y Eé gsrtca d’io %conng(&%on atftel the initial
% et ric |nfornat|on from'a 39 person's body; a

con 18Uraiton .

roceSSor unit coupled to said bionmetric sensor, said

processor unit adapted to authenticate the person in

response to the detected bionetric information and

gen ut.hent tion s n esentl ng an
maut ﬁfélh simér cfigotf léign :r,theacﬁrasaacl ﬁgees%m t mc “%‘ﬁ to sai d

Elr 8%@?&?8 gp{%ﬁ:&g?tﬁ%fdﬁ%[ﬁ é)ﬁﬂgX/gt%S@]Q#S ggncia 6& k{S}/ sa ‘ﬂroccssor unit.
associated wwth the smart card a wirel ess transceiver
nmodul e coupled to said processor unit, said mﬁreless

?E?e. Feires °3*ﬁ°§glaa“ Sr“?‘%‘es%arp THESbHt Lophde s
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voltage to said sensor nodule. 23. The passport of
claim 22, wherein said smart card is enbedded in a

12f ' OnlIhe %rlrlar?%zgﬁ of claim 11, wherein said authentication circuit includes:

an encryption circuit adapted to encrypt the authentication signal.

13. The smart card of claim 11, wherein said memory is further adapted to store personal

information of the specific individual.

14. The smart card of claim 13, wherein said processor unit further includes:
a retrieval circuit adapted to retrieve the stored personal information from said memory if

the detected biometric information is determined to match the stored biometric information.

15. The smart card of claim 14, wherein said processor unit further generates a
personal information signal representing the personal information of the specific
individual, the perscnal information signal being transmitted via the wireless transceiver

module.
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cover of the passport such that said bionetric sensor
is visibly arranged on an inner side of the front or
back cover. 24. The passport of claim 23, wherein said
bi onetri.c sensor is placed on the inner side such
that said bionmetric sensor does not interfere with the

16Spe‘i‘hfe's&aﬂt@gz‘gvdf‘élé% ESEUIHJ%PE&Q l?s@rhr and personal data on

he 1 nner si e passport of claim 23, wherein
sai d, ogtdi;&%%cw aflpRQ1 i ehBh¥ A 6&'@%@ 1R salla%engon RRule.
side of the front or back cover. met hod for
aut henticating a person holding a smart card, the
smart card 40 including a sensor nodul e provided on a

17SUbethE %911951 dto@%ieﬁ‘mr FurBRF g@mﬁ:%]gsensor modul e

including a biometric¢ sensor, a processor unit, and a

MM Yook Sdetn ggq {6 QIR $hD G wd: 8G8L VLAY @ power

signal via a wreéless transcel ver nmodul e provi ded on

t he, ?dﬁ?%h&ﬁf &ou Q:Q'E@Fﬁﬁ blggk Qljite:]rn%aéﬁd AB& é%ﬁ'aﬁaﬁ{éﬁ tage

romt e power |gna supplying the supply

ge é?lat%%%‘?oc'i\‘% g‘n@feﬁ§1§QE@FecE§QQrP{;&wrQPgBQFt' ng, by the

lometric sensor lometric information fromthe
person's body; conparing the detected bionetric
informati on and biometric information stored in the

18 MEMOT e o OENGE @51{ J]zgmain V\%gk'ﬂ%ﬁ& GRL Qi & &Qﬂlﬂ:d to be embedded in a

representing a resul sal d conpari ng; and
paakg@sn1tt|ng t he authentlcatlon signal via the
rel ess transceiver nodule. 27. The nmethod of claim
26, wherein the sensor nodule further includes an
i ndicator, said nmethod further conprising:

19. The smart card of claim 1, wherein said smart card is a card-type electronic passport.

20. The smart card of claim 1, further comprising:
a display provided on said substrate, said display coupled to said processor unit,
said display adapted to display a photographic image including the specific individual's

face if the person is authenticated.

21. The smart card of claim 20, wherein said display is activated by the authentication

signal representing a positive result.

22. A passport comprising a smart card therein, said smart card including:
a substrate;
a sensor module provided on said substrate, said sensor module including:

a biometric sensor adapted to detect biometric information from a



indicating the result of said conparing by the
indicator. 28. The nethod of claim 26, wherein said
detecting includes: detecting fingerprint patterns of
the person. 29. The nethod of claim 26, wherein said
detecting includes: capture an inmage of the person,
wher.ei n . the image including at |east one of: a face
pafm{ﬁé erson; an ear of the person; aniris of the

person; and 41 a retina.of tr P % The
of ol ai m 26, {BKEFCHHpHTS ﬁd A DR sy §h0 Brstessor
r, that the person hol the s car.d,. i .
u%ﬂt fuf/ﬁgte t%:j}athapﬂéatﬁgwtewgldo%fn I Eslpgpsmt% gle dFHFTtSEEPmeMC in formation and
risin an external contr ol nal ,via a
GO oF f HruRraee T s eot yufe e Sufbape
nmodul e; suppl yin via t control interfac
bi onetric i nfof o e o€ b‘“é‘i PRSP ‘HWF%EH’F‘“OW adapted to
aSSOC|ated th.the snmar nd storin,
SR o EPE P BFIRI T Ghror e N e Ayrc g W Qlﬁﬁl“uaﬁgca‘d
connections to the control interface after sa
suppMyiHGSt HANSERY 8T HY "1%6‘?1‘{?11% RF O P§%‘ie&ﬂ°ét“8\‘1 Sﬁ‘@" ‘t"H% ©s3
bi onetric, inf tion in the memr nmet
UGRSCEIVER PO4HS APRHE F'“esaﬂfp%l %iwgce%%doff%aa*ﬂ ﬁl‘“t“ﬁséow%?‘V
byersonal |n{ornat|o%_ the sp (ffIC i ndi vi dua
receive a wirelessly-transmitted power mgnai an
a power circuit provided on said substrate, said power circuit adapted to generate at
least one supply voltage from the received power signal and provide the supply voltage to said

sensor module,

23. The passport of claim 22. wherein said smart card is embedded in a front or back
cover of the passport such that said biometric sensor is visibly arranged on an inner side of

the front or back cover.

24, The passport of claim 23, wherein said biometric sensor is placed on the inner
side such that said biometric sensor does not interfere with the specific individual's

photograph and personal data on the inner side,

25. The passport of claim 23, wherein said indicator is also visibly arranged on the

inner side of the front or back cover.

26. A method for authenticating a person holding a smart card, the smart card
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33. The nethod of claim 32, further conprising:
retrieving the stored personal information fromthe
menory if the detected bionetric information is
determ ned to match the bionetric information
tenpl ate; generating a personal information signal
indleding s efisomgodueproelded e e dutpaiis of ele smianfoardydiei soisor andule
transmitting the personal information signal via the
indidieg @ sk nichdneaair vieprotaehtiv@it, andd. mehaey naidoethod caoh@ising:
26, further conprising: generating a clock signal for
t he re@nsor a poditls@naisting warldsthilstdtdramdaia muvitied di2the
provi ded on the smart card. 35. The nethod of claim
sulbratd;urt her conprising: initializing the sensor nodul e
in response to a predeterm ned | evel of an increasing
Supeeryiid o A QR staint @ippineciGuP byt topdvag eignalsing busiplydoyhe
36. The nethod of claim 26, further conprising:
supflg vy Rideng tiidh@nautlheinted; cat i on signal . 37. An appar at us
for authenticating a person holding a passport, said
appajeattise, bg digtidisEtng sefyeabonfeaic @ipporidi ftgmakdy@ison's body;
neans t hereon, adapted to be enbedded in a passport;
meansmbefinSthe ke baimediié tifémfaabmatd bometricingpeaiidi gored in
i ndi vi dual associated with the passport; neans for
thdekmety;ng bionetric information fromthe person's
body; neans for authenticating the person in response
t 0 tdarerai@toeaitmchebii@m®h kigQal representing a result of said comparing; and

transmitting the authentication signal via the wireless transceiver module.

27. The method of claim 26, wherein the sensor module further includes an indicator,
satd method further comprising:

indicating the result of said comparing by the indicator.

28. The method of claim 26, wherein said detecting includes:

detecting fingerprint patterns of the person,

29. The method of claim 26, wherein said detecting includes:
capture an image of the person,

wherein the Image including at least one of}
a face of the person;
an ear of the person;

an iris of the person; and

41



information and for generating an authentication
signal representing an authentication result; neans
for wirelessly transnitting signals received from said
means for authenticating; nmeans for receiving a
wirelessly-transmtted power signal; and neans for
gengrahi fghd et he recei ved power signal a supply
vol tage for other neans. 38. A ternminal nodule for
aut henticating a person holding a smart card, the
smart card 43 including a sensor nodul e, a power

30.CH I QUbtmetl@dAG 14 N8| RSGet EaRERAIgyer nodul e provided on

a smart card substrate, said sensor nodule including a

bi orefetiig, 5£ASREensar, Ha0ERTSABON UAdIng th@NthrAcai® liye.
said term nal nodul e conprising: a support plate
adapted to receive the smartcard thereon; and an
antenna provi ded on said support plate, said antenna

31.adaptgehetiRdtdransiizk, arPev&mpristgt he smart card, the
power being to be received by the wireless transceiver

modul@1yehg A& terfTRbAtrdlalMal BNE cadaptiaefice st eCel dafigure the
signal transmtted fromthe wirel ess transceiver

serfdBOMb&ule:0f the smart card. 39. The term nal nodul e of
claim 38, wherein the wirel ess transcei ver nodul e of

t hesuppi@id, vieahdcd el UG tca HOM@Fic [FeRINBh o BNERANMA iAddidual
a signal transnission antenna, and wherein said

assBOLBNRNRNItHe PHAVEHE ARt RkdhSHppehic ipfaheisti@hné ftory; and
when the smart card is placed on said support plate

t hedshtgmalcofd@ASTEIS $HcQRnaMtigRAaceSHRS tan bRl iYe leiegRfal
on said antenna.

control and said storing the biometric information in the memory.

32. The method of claim 31, further comprising:

storing in the memory personal information of the specific individual.

33. The method of claim 32, further comprising:
retrieving the Stbl'ed personal information from the memory if the detected .
biometric information is determined to mateh the biometric information template; .
generating a personal information signal representing the retrieved personai
information; and

transmitting the personal information signal via the wireless transceiver module.

34. The method of claim 26, further comprising:

generating a clock signal for the sensor module using an oscillation circuit



40. The term nal nodule of claim38, further
~conprising: a decryption circuit adapted to decrypt
~signals received fromthe smart card. - 41. The

term nal nodul e of claim 38, further conprising: an

interface to a conputer system 42. The term na

proREH & b s&hARicMd38, wherein said interface is
conpatible with at [|east one of: Universal Serial Bus

(USB) standard; Reconmmended Standard 232C (RS- 2320);
44 Recommended Standard 433 (RS-433); and Transm ssion

35CoNnt TiRd mBn et ecAahibd 18, et cPnptigeel (TCP/IP). 43. The
term nal nodul e of claim38, wherein said antenna

i ncl ugdeslizinghPOWREr HEANS M &SpdIRe AU pRA&EmARNEH Rvalignal
recei ver antenna. 44. The term nal nodul e of cl ai m 38,

inWBRNR] fph B& oRABY itk ALsubplyamhegdess it dowPassport, and
sai d support pTate'has a size suitable to receive the

passport. 45. A systemfor authenticating a person
hol di ng a passport, said systemconprising: a snmart

3ecar dripardest dinmt erpassaRdrisingai d smart card
i ncluding: a substrate; a sensor nodul e provided on

sai Gnsybstd At QuinsadiGiseReAsl. nodul e including: a
bi onetric sensor adapted to detect bionetric

information fromthe person's body;

37. An apparatus for authenticating a person holding a passport, said apparatus
comprising:

means for supporting other means thereon, adapted to be embedded in a passport;

means for storing biometric information of a specific individual associated with the
passport,;

means for detecting biometric information from the person’s body;

means for authenticating the person in response to the detected biomet-ric
information and for generating an authentication signal representing an authentication
result;

means for wirelessly transmitting signals received from said means for
authenticating;

means for receiving a wirelessly-transmitted power signal; and

means for generating from the received power signal a supply voltage for other

means.

38. A terminal module for authenticating a person helding a smart card, the smart card
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a processor unit coupled to said bionetric sensor,
said processor unit adapted to authenticate the
person in response to the detected bionetric
informati on and generate an authentication signa
representing an authentication result; and a nenory
in€l08ipk @dedsor 18ad e, RIpoGeSS A itUddta, wisdedd tARIIVEr maddppedided on
to store bionmetric information of a specific
a dongli dakduudkiras sedisated matiih ifdnelisnmbibmetRIsehison ayiro@lses ainit,
transcei ver nodul e coupled to said processor unit,
an8 ai ierdry &da@BSrminkr doGcetveprisimdul e adapted to transmt
signals received fromsaid processor unit and receive
a Wa Rbpashmtd ddapeiitd feeivp dwsinasticgidahsre@ndnd5 a power
circuit provided on said substrate, said power circuit
adaphedtchtn prgeiaed at &idsupppPblatey olill agenfaradnpttd® transmit a power
recei ved power signal and provide a supply voltage to
to Sl sthariSQRE O pdubeing anik @cdiesdiynat wirethdd @anstdied gl dudys of the
a support plate adapted to receive the smart card
sniaRQAHRIDRd AlAfte @ rali @ HAg Al OMisAetkddrons fie @viSURPOHdsceiver module
pl ate, said antenna adapted to transmt a power
of $hegih@drt §@dt he smart card, and receive a signal
transmtted fromthe wreless transceiver nodul e of
the smart card. 46. The system of claim45, wherein
said wireless transceiver includes: a power antenna
39¢ oupirRdtetQins B 8d pOWEIIaiGT T tinkieithe warefs gn@lscandramiiale of the
coupled to said processor unit. 47. The system of
Snﬁi‘ta;ja.iﬂ 'ﬂi@lud%zﬁb@bfﬂ rS&liehr sh@had ardind SH0A taSsnpkAcesht@magaand
proximty
wherein said antenna is provided on said support plate such that when the smart card

is placed on said support plate the signal transmission antenna substantially aligns on said

antenna.

40.  The terminal module of claim 38, further comprising:

a decryption circuit adapted to decrypt signals received from the smart card.

41. The terminal module of claim 38, further comprising:

an interface to a computer system.

42. The terminal module of claim 38, wherein said interface is compatible with at
least one of:
Universal Serial Bus (USB) standard,

Recommended Standard 232C (R5-232C);
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position on a |loop or trace of said antenna of said
term nal nodul e when the smart card is placed on said
term nal nodul e. 46 )

Recommended Standard 433 (RS-433); and

Transmission Control Protocol/Internet Protocol (TCP/IP).

43, The terminal module of claim 38, wherein said antenna includes:
a power transmission antenna; and

a signal receiver antenna.

44, The terminal medule of claim 38, wherein the smart card is embedded in a

passport, and said support plate has a size suitable to receive the passport.

45. A system for authenticating a person holding a passport, said system comprising:
a smart card embedded in the passport, said smart card including:
a substrate;
a sensor module provided on said substrate, said senser module including:

a biometric sensor adapted to detect biometric information

from the person's body;

a processor unit coupled to said biometric sensor, said
processor unit adapted to authenticate the person in response to the detected biometric
information and generate an authentication signal representing an authentication result; and

a memory coupled to said processor unit, said memory
adapted to store biomeiric information of a specific individual associated with the smart
card:

a wireless transceiver module coupled to said processor unit, said wireless.
transceiver module adapted to transmit signals received from said processor unit and receive

a wirelessly-transmitted power signal; and
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a power circuit provided on said substrate, said power circuit adapted to

generate a supply voltage from the received power signal and provide a supply voltage to said

sensor module; and

a terminal module, including:
a support plate adapted to receive the smart card thereon; and

an antenna provided on said support plate, said antenna adapted to

transmit a power signal to the smart card, and receive a signal transmitted from the

wireless transceiver module of the smart card.

46. The system of claim 45, wherein said wireless transceiver includes:
a power antenna coupled to said power circuit; and
a signal antenna coupled to said processor unit.

47.

The system of claim 46, wherein said signal antenna is placed on a proximity

position on a loop or trace of said antenna of said terminal module when the smart card is

placed on said terminal module.
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