
S101

S102

S103

Send a security question generation instruction to a user device, and receive a reference 
picture generated and returned by the user device based on the generation instruction

Determine several confusion pictures corresponding to the reference picture

Generate a security question based on the reference picture and the confusion pictures
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S1031

S1032

S1033

Send a generated security question to a user device

Determine an identity verification result of the user device based on an answer to the 
security question that is returned by the user device

Send the identity verification result and query information about whether to store 
the security question to the user device

S1035

Delete the security question when 
the user device returns information 
indicating that the security question 

is not to be stored

S1034

Store the security question when 
the user device returns information 

indicating that the security 
question is to be stored
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S201

S202

S203

Receive a security question generation instruction sent by a server

Detect an operation of a user, and generate a reference picture based 
on the detected operation

Return the reference picture to the server, so that the server generates a security 
question based on the reference picture
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OK Take a picture Cancel

Drawing/photographing area

Please set a security question based on the instruction text

Step 1: Click the "Take a picture" button to take a picture
Note: Please take a picture of your personal belongings, 

such as a wallet or a cup
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Server 
User device

S301: Determine whether identity verification 
on an account identifier succeeds

S302: Send a security question 
generation instruction to a user device

S305: Return the reference picture to the server

No S306: Determine whether the reference 
picture satisfies a predetermined condition

S307: Blur the reference picture, and determine a copy of the reference picture

S308: Determine a feature value corresponding to the reference picture

S309: Determine several confusion pictures corresponding to the 
reference picture based on the feature value

S310: Generate a security question based on the copy of the reference 
picture and the confusion pictures

S311: Send the security question to the user device

S312: Return a detected answer to the security question to the server

S313: The server determines an identity verification result of the user device 
based on the answer to the security question that is returned by the user device

S314. Send the identity verification result and query information about whether to store 
the security question to the user device, and send a reminder indicating whether to 

choose the picture and the confusion pictures to generate the security question

S315: Detect a choice of the user for the storage query information, 
and return the choice to the server

S316: Store the security question when the user device returns information 
indicating that the security question is to be stored

S317: Delete the security question when the user device returns information 
indicating that the security question is not to be stored

S303: Receive the 
security question 

generation instruction 
sent by a server

S304: Detect an 
operation of a user, 

and generate a 
reference picture 

based on the 
detected operation
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S401

S402

S403

Determine, based on a to-be-verified account, a reference picture used to generate 
a security question corresponding to the to-be-verified account

Generate the security question based on the reference picture and confusion 
pictures corresponding to the reference picture

Send the security question to a user device that the to-be-verified account is logged in

S404Receive a selection result returned by the user device, and perform identity verification 
on the to-be-verified account based on the selection result
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S801

S802

S803

Determine each security question corresponding to an account

Determine a generation time and a usage record that correspond to each security question

Determine at least one of a validity period, a priority, and a cooldown period that correspond 
to each security question based on the generation time and the usage record that 

correspond to each security question

When identity verification is being performed on the account, select, based on the at least 
one of the validity period, the cooldown period, and the priority that correspond to each 

security question, a security question used for identity verification from the security 
questions corresponding to the account, to perform identity verification on the account

S804
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