; FGe3eK<H, Bp6T</2 1 The present invention concerns a fail-safe down-I|oading
- systemofr atermnal. It is known that down-|oadi ng can be ml\“ﬂmm

dat a. processi ng machi nes, but the problemthat arises is t(Hm mmm

machi nes” fromuntinely or even fraudul ent down-I|oadi ng oper at | Q{gglsg,Thus i f
a machi ne has nenories divi ded into certifed programzones "CPZ" and into

non-certified programzones "NPZ", it #s necessary to provide neans that
can ensure that the prograns down- 1 oaded into the certified zone Eave been

so down- Lrg]%d;fr gb{t AVERRS? %ﬁ@rhbatfawafmwedoamag sysiep Abd dernabeen
subj ect t Furt rnmore, there is also the probl em of prop05| ng a

flexible hybrid. s {h didd ROEPH At roaessingmmlrw&i bu
accor di ndt 1 "PWQ% ?‘ﬁ%t‘%%%to be J[‘ pro ectq:)eg L{?rﬁ el Oy ePbgat er
or | esserngxs r@btemﬁnhet faﬂseprlebtoemQt@Cb %9(51 VRPNIES &9 ﬁ‘gd hg%g;tm nal
wi t h neans fo rr | 8 rhathi pecmgsemembaes it @rred
bet ween r?ms}#iﬁr&@ 'ﬁ??'ﬁaé’p%?&?gﬁt ngﬁﬁfl t | elvel % At NPZ it is
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m 502;1 Scrfqi%g%w@ E?J‘Jg%ﬂ-.crégﬂg \aRapRMRnE thatetdregreais downdoasedd o
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ecurity data tr
conput er @ﬂéx@l@rhyﬂmdrsylshamﬁifmﬁes&j@éﬁe%tﬂé’oéﬁ@% 5@@%%@1\2%%3% d]gj;ﬁr?ectl ng
th terey lesd: f
ese appar BB&D“?%‘E%@W%} HEALAIAR oPef ta@i?r’eg rext lesees extenitven zone o

t he recel%ﬁ’ I nvention therefore concerns a system
according to the subj ect-matte agh$ fdrsdarnesnguodt
advant ageAnother peotierddahe ?CPW%%\SC{BP?W}#&% tearrehﬁ{rlmvﬁtgqgl gar % a%gg%% é on
readi ng t Q&h\fﬁ,ﬂgéﬁﬁ?“sr‘gr &fg%mattb%tcanmm bétweendnemesy £eNghy! tdﬂ fab

drawi ngs 'n gure 1 gives a diagranmmtic view of a system
accor di ngsewnthée\lal%entlon - Fi gure 2 shovvs the organisation chart of the

menories of a term nal; ure sho t he t of
the two regjctireirg ERpﬁ-@sm&g?@HbS 08¢ tﬂ"?@'ﬂgf Qr 699‘@6@05{1 gnﬁﬁeétﬂ[agr Wé\gal -

Figure 4 sunmari ses thaer di v 6& Def Af éﬁgmmgg@bmm savenaintd this end gur e
5 shows alHERARIPCSEGPHY Srk] oéuge ac;:orfdl ng. Lo Lhe I nKetLAfry zone to be

the instruction contains a piece of inform f
loaded. However, there is no provision to transfer an instruction from one zone 0

the card to another.

Document EP-A-0.205.095 also discloses a method of security data trangmission
between a host computer and peripherals: these data are encrypted over the path
conhecting these apparatuses. However, the data are not routed into a given zone

of the receiving apparatus.

The invention therefore concerns a system according to the subject-matter of

Claim 1.

Other characteristics and advantages of the present invention will become more
clearly apparent on reading the following description given with reference {0 the

attached drawings in which:

- Figure 1 gives a diagrammatic view of a system according to the invention;

Figure 2 shows the organisation chart of the memories of a terminal;

L
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- Figure 6 shows the information transfers that can be carried out between
.the entities of the invention. Figure 1 shows a main or host conputer (1},
connected by a data transmission line (2) to a termnal or reader (3)
remote fromthat nmain conputer (1 ). This termnal (3) contains a set of
menories (30, 31, 32) organised as follows. A first nmenory (31 ) is
constituted by a RAMtype volatile nmenpry, a second nenory (32} is
constituted by a RAMtype non-vol atile nmenory backed up by an EEPROM nenory
or stack, and.a thirt Y% ' i dfthe dwbregiskReNxpoessal/ithg pe
resi dent “nme Kv“e¥%§ﬁ?@§gﬁééphgﬁgékﬁggqgﬁPeader (33)gof porggble obj ect s
(34) constit pbesiblifiea offecedtoetedminghr cui t, conprising a nicroprocessor
and a progranmabl e menory, capabl e of connection to the outsjde by
contact s._ Faid el @imAfirdies 2hedivision obtres memadrtes @fithe temigalor t abl e
obj ect, referenhce rnay be had to patent application FR 2 401 459

corr espondi n%ééﬁgg?ﬁ%&g%%@%ﬁ%ﬁnﬁgﬂi%duwéc&ﬁbﬁ'@ to tha imventioncr oconput er

associ ated w , reference may be had to patent
application FR 2 461 301 correspgndin 4 it odt/SetwEastBe
menori es -as & GWBIGshows mwf%ﬁﬁwneﬁsﬁgﬁiﬁépgé@%& erpretable program
menory and asgitive ok thinkeAtogonst i tuted by general usage registers. The
wor ki ng zone 1s essentially constituted by a portion (314) of the RAM

menory ( 3;31;3%.,&1 QEB@% %g‘)ﬁnﬁm mtl‘zof@tu@er (3), connbeted byta\aataytraremisgiopaes)

h of th I 31 )., - L
ﬁg?mr ;c/) i :(Izt)mmtémninablowadht (&E)zyt\alﬂgﬁotﬁ é?&‘ttggﬂg’%ﬁé%“%‘gaé@%i%ﬁ%%gg( 32)
and the resident f el rfé%“@}bi Byt g2 MyaeisghtasiolowenA reepuy t he
SEREERR SHh P hero ' , | at |
T o oty NP ralai ey Sreurd BeMERE 12138 Béﬂﬁtgg;:é’s
tified . s ckaced BEPRGE Memmpry ah ilb
“Bv | nebdandhGriypEon: Sidtle MenRpoBtERdn By R

def i i A
L e o ciion it By S RRPR S HOU b uBbanl Rkl
in a "CPZy zo '4|'alg8 HIES G iy 383pbf Povtable bbiatts ¢a4)r copstiteiedl by vihi | e
t he progra-ﬁﬁ ﬁ%ﬁ@mi l'ed”in an "NPZ" 3 zone_ are Qqr {1)13%1@ et i fied
security hesrecomputermichiboxuBprgied AdRIsEPIHREST 8@“#%@&53&8 y a E{eéy.&frhey
contain exssiblabt >egglaggt&rfp<y,imhebafsmé hy emataotsdeicr fusther i drjajle G¥Y dF (GdO)
g

resident | pe nenory {35) carr ty .l i
bet ween pirogstitutionof stieh a perzable RigFte ?'\?@89&%géthgﬁéﬁﬁg&g%ﬁlggg%%dent
of the har#g:/az{ ﬁgl,lsggb _c%%sbggd%gn@uwpami‘f 24 1t 919 kedniter detals e’ dhe

[

install ed termnal. r the order. handl|er, ki .i ' ask
of execut imigrezompuderassociaded with %V%WWB{%@emﬁ:f?%g%%%t@ﬁ?gggm
descri bed b e CRPBcdraipohditetofl Seqpate terpreting
and order-pr??ﬁ'gl R%'E%tr'%?gfr? 4ggi d riC%r'krlts bei ngé hi gher than those of the
"NPZ" or "CPZ" zones. The progr i ; \Rterprstable mrogtrdre
menory al | GRSPLBEMAEERASA Wboi%néa}gﬁseta f\t’tes'a%l'll'\ll‘%%emf:))gr)laeaC’:\PC‘Z}Ia zrgnes,r b%r%}kl b t he
vol ati | e rrREmYy 4Ad ad A veoritingf zdriescanstituled By DRReRLHEASE (gBteTs, ThA %% dent
menory (30) and only .reading. i3 hAE; hehe RAM Ghedd ). The

i nterpret imepﬁso?ﬁsﬁht'gﬁ\ﬁ C8Bgté@9é;dpwi%g?lﬂgﬁn%?g) Pam in t‘gﬁ " i r}t)t‘(flgﬁ gs,
wi th readig@gediel mémbnn(Figulpsonte 'smnmmﬁ@fg;ﬁ’agﬁéa?? Oﬁétereg‘r# a€ 't he
tinme that the mail hox is cr KRR d¢ahstinged WbyPHirty-sixes
(311, 321,0f3t%1f ‘]0'3{3‘@ 'E?E?%ggt'ﬁﬂreh{éﬁgcert}'? F"Z‘%"?,‘E*e’ﬁﬁrit Sml eSeI ypmc{tyru
have the riiglnikpyRepagestof hadhagions (32) agdithe fesidenipperpin i %%‘“1%?” §§1*§/ of
the volatile non-volatile an i d ' hevsla@amermoyy reneonan-
readi ng an®/oht thﬁf'd"'gh rpqghegs éﬁmerﬁllghoﬁgﬁg,'ﬁatce@r%?gr in ﬁ]g ey, | B&x
zones (313\,0.3@3)“9{10@{1@.15)&m tdsider memary ZepRis sybdiyided U‘é@}“’%ﬁﬁ}f?ﬁ'. i
Figure 4 summarjses the djyision - irR-cdrti tRramnzdnatNIPEhe
di fferent é@%%EnQWQmsscqrh%{?‘igg%qr%%é}fees. Hﬁuﬁqﬁ%ﬁ?ndg%{%f t he system
w [l be exghdimp@moreBow. Initially, a term nal equipped with a reader
contains, in the non-volatile nmenory zone, at |east one instruction CHSB,

the CommnghB%LBEiv%fi b CRe é%@méﬁéeaieﬁrﬁé secuwity levels for thesprograms sontainesy
certain orders sent by the O\An-loagjgen host_ c g%tl%grmté)uga%a%ﬁgt@gﬁ@é

ot her wi se. inTihese mermaries. dn O WaYh WQrEBWW@ yes Eiﬁ i cé B E%IAE’Z(') t he
bits of whi ol t edit LaLYite 1&)el awhile tedprbgrame insialledd] 8t e f -
t he wor ki nggrgrzéﬁ%éé/g%’?{%%m%gbgdd?esses ~FFEB and FFEC of the latter, to
indicate to the order handler the orders that can be accepted or otherw se.
At the tinme of the execution and decodi ng of an instruction La down-| oad,
to launch a program) to read, or to start a session, the order handler wll
read the command bytes. In this way, 4 moving on fromthe | east
significant bits to the nost significant bits, the first bit of the first

. s~ A A o, - " I N T — NI



the fifth nost significant bit, Constituted by the first bit of the second
command word 'ECW2, aut horises the down-1oadi ng and readi ng of a register
bank- constituted by a portion of the working nenory (314); the sixth bit,
constituted by the second bit of the second byte ECW2, authorises the start
of a session. Wen the bits of these two words are set to zero, the
correspondi ng orders to downl oad, to 1%unch a programor to start a session

t tak i nt t by th der, I f . t ] wh
hese bi anae prebrars ofenonHeredaesIH YK EE ﬁw'@@%%?&ﬁﬁi&%@ﬁr&% He "
t i nat i | FC¥ds detae Arhaiterpretisg i of d, b
dgp;:ﬂn? : Clg’gt"g]ge4 X;%;?ﬂ%ew %%E@Sossi b?ﬁﬁ@%%%la% agi%’}:ggg }éﬁlngg faf_;r ent ’
"CF Z" zone, a,.pr " Wi i wiviolv sEga e it

bl o MtRrERPY BEReED ToB A e 0 1Y Dol i i

. odmionto s PR SRR,
Anot her So'téﬁgﬁgﬂ(@g%rﬂkiﬁ& QS ik drderdeiridter it iggiven thentask oflexesdhindaili pped

in a "CP#S of the non-volatjle oadi n
program oniérsamho@aahbmmpf@@,cqmmﬂ@ibﬁﬁwmgﬁgégﬁ%ﬁgﬁs O(E%}\%’lagé\;% and )
executes a . set of i i i tihg pod < amdlipgi prggram ay two
possi bl o SR ATeEsS ﬂéh{sa%hqjlsb‘tilfgggﬁé?@k?'et"g Iorr e %,gggqﬁsmeg he
host corrpﬁ;mj beiag, higherdhawtge fithe (ﬂ!]ﬁg"o'b r@ﬁqq}?gﬁucwo ol l'owed by the
et o3 55 LR YopbR B e Herfny dfoueadticiyninasn 3 s VG OB T e
for {hi s gnes; bothia toe xpiatis TRMRY XN ﬂﬁ?«ﬁd&?ﬁ%ﬁ@f%ﬁﬁ?ﬁéﬁﬁﬂﬁm
SEC') illustrated. in Fi ' i amhguritinge undé Gentro P
i nst 3 uct i@ﬁ'@&l’%e@& (g%%erﬁjdgﬁ\%“ E@Hdd;i’ig RET" | rr%glﬁr et H%bgi‘rigjn@g Qer to
the progripterpratirigepragraniend of e app N PRI on I's an o Iigétory
entry point F{&aﬁ rmmgﬁ@é d6fiféd by ek hpphtatioor pragyarpr aythentimedBekte n
NPZ. ~ Thi sT&7g d pOS e to preve t th h‘c@g 0L oRed (891 281 1 G4YPgre from
bei ng abl malibords essatady Pregramspinsia @Fo‘@rﬁ‘ﬁl ot &35 ?:LZ 'T?ws as
i Iclotit 'rA\ z[i)t ed i He'l?:i @3 E n%?{l)ﬂ:e& Qﬁgmtgglbatglhiand;gﬁ@" havat thengglain to rPﬁ"FQI@E}Zl on .
'EFINCY YleStI'ng branching to the r ; : an
wher e t herdagiighueiting in tl‘\@g“tl\¥’1"?£r Zé’ﬂér(g%g 3 of V‘ﬁ%@ﬁqgoﬁz‘(%g er}ﬁgntd ruction,
the inter RIShEh %%/i é.lud %%egﬁlzapm&hi lbéAdiflg amw ewitinghend@Pthiensopiiel Pbidakes
py ©

it possib e VEer a program l,ock pAu . iiaf(3py ogr am
menory SCitelfoetaren ,the)gjajl,b@xtzh'xingsi(%ﬁ%ﬁgﬁﬁég")@%&?gﬁ“t QEJ \l?ﬁtgtellrgp(r ez er

wi || check bﬁ ,ggrrpari ng the address at which this TPP instruction is

| ocat ed aH’&P'T‘ B%ddress of the menory bl ock SC2, that this instru%o? IS
execut abl e. | ndeed, where PP r ioPiesicf the eartrddali and the di n
nenory zafmigWRdE ?‘éﬂﬁ&‘?gsgﬁ) §5V§é£‘oég¢‘bf'ﬁ§m°g'&§|ﬁck of program menory

| ocat ed i y-BBss Pigﬁfs, tdahesé smamemnesyr am nmenory bl ock | ocated in a "CPZ" zone)
the interpreter does not authorise the execution of this instruction. In

~ this case qtheq inketinbelidhe WstenPiviibeexhaingdveiowd to an error-processing
subprograrﬁn%fugrd%ﬁlﬂpg}i nd;ézate to the user that it did not want to execute

this instruction. In fact [ L Atdihgsinate sorsvelatile memory
noni t or i ndntS*ﬂh!m? t?ﬂ@‘f‘?ﬁ@%@?ﬁgdvﬂ%ﬁg\%ﬁhﬁ C?orres from . manj pul ating.an
address | }d?féj%'t | st InecikstrbeticreEHSR: the seapand bvtesir%' V&@'Ebn‘é‘ ?S§°§cé‘ess is
aut hori sed on'the basi.s of, the pl | $8 ddwisidadifrig hesticompetette. try
thi s meanswith mwtmé'%@é'%%%’%{"ﬂéﬁﬁf{%g?@w evel s corr esEgn%qn?gﬁ]Mhe
pl ace fronpahksdpteder bitrirwiset Tois ingtmtionCHBBdas twe CREFAGAR engc’cess
aut hori sations corresponding t Q %-B%Y ap 48 WRideld)intol tharegidterd btithet he

u y t ? il in Figure=s, oA
wor e Rl e R B e, i O
down- | oadi ng session, for ex I adriithédwisof Artbertimeatithey and
readi ng i nthel@ﬁerf'éﬁgieég‘&e Bf@#’ngﬁ%th(igrﬂgy%taE%%rQam in "NPZ" zone_ |S rr%taﬂi ned.
Consequent byection dpdaiscadirdootran instiatiopyio dpwnHgag. tpﬁaurﬁéza P?@ﬁ%'l%}ﬂ [
conmprise an instruction to,cal A968dthd BbANSRG bytesr brthisway: CPZ"
zone, whi cAr i@ FlarhaSEssion, %%Ptedreqﬂ’rab%%a{mn'gmry bl ock of an "NPZ" zone to a
menory bl ock of a "CPZ" zone. 6 Anot her scenario Gan consist in
down-| oading a program"X" in "NPZ") then in having this program .
aut henti cated by an authentication and certification programin "CPZ". The
program " X" can be |launched by a "RUN' | aunch instruction com ng fromthe
host if ECWauthorises this. If the program"X" is |aunched white it is in
an "NPZ" zone, it has few rights. Another possibility consists in having
the program"X" installed in "CPZ" zone) as has been seen above and, in
this case, it will have all the rights of a programin "CPZ" zone.



An aut hentication procedure can, for exanple, be a procedure simlar to
that described in French patent application no. 86 08 654 of 16 June 1986
filed in the.nane of Bull CP$. Simlarly, a procedure for certifying the
authenticity of data can, for exanple, be a procedure simlar to that
described in French patent application no. 8fi 10 206 fried on 11 July 1986
in thhe name of Bull CPB. By nodifying 4he command words ! =CWI| ECW2, it has
been seen that it is possible tv nodify the conditions of domm-lo?ﬂhgg from

e R 88 B astemifa bitetcohdenostaiptiifwant bits 4pa frss bir

determ nin

ese conditions readi nqg. t QARE1=C | V2 t hat
are stor &bt byte E@Wégulﬂl%ﬁ@sciggPR&'WJBP@IW@%‘@W%&&F’S%ot e that ECW,

ECW determ ne a nunber of levels: - the start of essi . be
aut hor i sgek g&caraf bit afitharises the dowscppding; %‘@Fﬁﬁd'%&ﬁ O?T%%\tzé%%f - the
start of a session is authorised. then it is possible to Load either,_into

"CPZ" or y, Neird bgecﬁﬁﬂgﬁé‘éb wie Edémautunttingftom tbe hogl (DohRPeeRMIR| | be
pr ohi bi té in order to allow for the possibility of authentication

i nternal "'MPBY, a CALL or GOTO instruction making it possible t4 divert to

the authentication program In order for the, " RUN' hqri sed,
if it washadbumh bitaathorises thexgxtesialJaunafyng g 95%‘53%33? °}r%efp'§8§,ésﬁ"bi lities
and flexi,‘gi Ij'é,,ty of the systemof the invention are illustrated by Figure 6.
The di agr fA%shown in Fi gure 6 presents the information transfers that can

be made between the. followng,entt b bit Y Y s&ubnd-coRandmeordf t he
program rtbmﬁftb,mOStﬁ'gn“%ﬁﬁZ‘%gn%Oﬁ'wt%‘éEgg%%??% NENDr Y reaigurcei wWhi %:/h can
be a keyt%?v\fb AisoHeas therwn-riadingland reading f asagistar has ePsityied OVon of
t he RAM ( host. The arrows '%,Ethefigure i ndicate the direction of
the i nf orarpoiton ofithewariingReraY (3%oci 2~ted with the arrow defines: - the
I nstruction that permts the transfer action. The . rdwéi :

: the sixth bit, constituted by the second bit of the secon% by@ E I QtRofsés the

start of a session.

When the bits of these two words are set to zero, the corresponding orders to down-
load. to launch a program or to start a session are not taken into account by the
order handler of the terminai, and when these bits are set to one, the orders are

taken into account.

When the terminal is delivered, the words ECW1, ECW2 have their bits positionecli,
by default, so as to allow all the possibilities for accepting the different orders. This
therefore allows the host computer to down-load directly, into “CPZ" zone, a
program “TELE SEC’ (3220) which will subsequently make it possible to carry out
security down-loading. It being possible for this down-loading to be preceded or
otherwise by certification or authentication.

Another solution can also consist in delivering terminals already equipped in a “CPZ‘"
zone (322) of the non-volatile memory of a security down-loading program. This
program modifies, if necessary, the registers ECW1/ECW2 and executes a set of
instructions that make it possible to bring into play two possible scenarios. In a first
scenario, the program down-loaded by the host computer can, by a “"GOTO" or
“cALL" branch instruction followed by the address (ADCPZ1) of the start of the
security down-loading program “TELE SEG”, call up this program installed in .the
“CPZ" zone, it being imperative for this program to start with an ENTRY inStrL'lCtlon.
This program “TELE SEC’, ilustrated in Figure 5, contains among other things a



QUT or tN, inputloutput instructions, - TPP, transfer from program nenory
. to programnenory. - TPR or GPTR, transfer from programnenory to data
menory, TRP or PPTR, transfer fromdata nenory to program nenory. - The
type of nmenory where the instruction has to be Located. The type is
specified by one or two letters attached to the menonic. The tower case
"c" species that the instruction is i®CPZ only. The | ower case Letters
“'n, c" specify that the instruction is in CPZ or NPZ_For e amfa)l er t he

| oop ma”fﬁﬁ Bdrdenst RECHRSCR and grateswith ant RET nsiregiondiasidiad PR’ 1% om cpz
to CPZ solely through the TPB,instruction installed in CPZ. exchanges
representi‘@jplﬁ’gT@'P*Féc’ﬁ*?@at\egr‘@n'é| 'l specify that it is possible to transfer

i nformati on between the resources of the system and e : |y

t hr ough FneBENTRYGUbstauctionds an ebligHONRIG g%t Qﬁa@f‘%o%fgﬁéx% %’%‘gls)ﬁ
represented by the r renc hhved Rapoddiblestop ebt ¢he d1osk &isT er

i nf or mat ABN FH%’Q\V@EH‘"%%@ ?(ﬁzzé gﬂﬁqg{ra]%t he?p ent i tz* i:;pg Al e ie! Y
through arograst i ENPER fions theing @blentacpecess any REYT A2 PPRIEMhs the or der

handl er )Cvépgwhé\h%%}gtfaté@% Goyn5 L adeire dhe gadgragn on dW"d@p’éﬂ@ﬁn@‘ on the

al ue E h'1's positioned through the | At al | ed
\(;nly in WructipnICA‘BﬁtsAIBrﬁEZEioﬁe;%Pﬁﬂf‘%gf K %{%T ) cé%%éegﬁei? ggb'ié
transm ss E’?{;H@ia"@’é theé iﬁ%md’ti@h tHithig 4ddiekst iseothernihasl aboNTBIYng: - a

m cr opr oc menory divided intq. oqr menory and a wor ki ng
random adsstestiventhe/intsprgter wikdeterid R&%‘@h&ﬁ?%%?ess menory being
constituted by registers) the program nenory conprising a vol ., ti menory
(313, 2 neplpstlidaeakes itipassibie 0 AR OveIcA arqgégvu@z{:q% m@‘jgg%
characterised jn that each o & kit limgridienps ege nory
is split intrRPICK] 85?9’8%”‘?8%‘%9%%@%@%@??&”i,fi'ﬁgi' bR iRidon 821
341 } i ntypade@rireterenkthecky byrompeingithe adgress atmhieh Bt { dP.S§ 2vel, and
one zone known as "gertjfjed" ﬁ?%n 2310ck08)c2, nthandhis instructionvis
progr ans lgrated. andi ﬁfeec?c‘@éggsr ic{ff/ilalée_ve ,oﬁi ghoer th%m tE\haﬁl gﬁéé}ﬁo sone
non- cer t i §jReliANaeandese, whereithe TRPONsRCionss IfAe Gl 16 F. 2r° 38 5gr am
froma non-certified zone torqﬁ%ﬁ

t

bibt ' hpeatedtio am INREed
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performinterpretation bet n =" Afiérorstde piinsteptoribenguage
of the teavthgase thegxe @n\gpﬁﬁgﬁg‘ﬁ&%ﬁéﬁ In tFid 286 Ak Ritep! p

ge Specific to said njcroproc i and
to execut gieHeaNs #iteirot-pradessingraubrpAograrmiig omeg*Pdﬂg'ﬁr@qen@ ‘5& ‘%eseé? zﬁé{‘étcess
each of the parts of the gée;g}tlasr 'tmc@o,programfor noni t ori ng down-1| oadi ng
( TELESEC) dicbnghrwantg exed Re I nstruction (Chi SB) having a control word

(EAI1~ stored in one of said regqisters.of | d i R wheRN®
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the bit 1 at level “1" in order to permit the start of a down-loading session, for
example. Only the possibility of down-loading and reading in “NPZ" zone and of
launching a program in “NPZ" zone is retained. Consequently, any pragram down-
loaded by the host in “NPZ’ zone will comprise an instruction to call up the program
“TELE SEC" stored in a “CPZ" zone, which will permit transfer from a memory biock

of an “NPZ” zone to a memory block of a “CPZ" zone.
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An authentication procedure can, for example, be a procedure similar to that
described in French patent application no. 86 08 654 of 16 June 1986 filed in the
name of Bull CP8. Similady, a procedure for certifying the authenticity of data can,
for example, be a procedure similar to that described in French patent application
no. 86 10 206 filed on 11 July 1986 in the name of Bull CP8. By madifying the
command words ECW1/ECW2, it has been seen that it is possible to modify the
conditions of down-loading from an “NPZ" zone to a “CPZ" zone and the order
handler is capable of determining these conditions by reading the comimand words

ECW1/ECW2 that are stored in the registers of the working zone.
We should note that ECW1, ECW?2 determine a number of levels:

- the start of a session can be authorised or not:
if “not” the machine is shut down completely.

- the start of a session is authorised:

then it is possible to load either into *CPZ” or “NPZ", depending on ECW. But
the external launch may very well be prohibited in order to allow for the
possibility of authentication internally by a CALL or GOTO instruction making
it possible to divert to the authentication program. In order for the “RUN" launch
to be authorised, if it was not already, it is authorised by modifying ECW.

The possibilities and flexibility of the system of the invention are illustrated by
Figure 6.

The diagram shown in Figure 6 presents the information transfers that can be made
between the following entities of the invention:

- NPZ zone of the program memory,
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The arrows in the figure indicate the direction of the information flow and the text
associated with the arrow defines:

- the instruction that permits the transfer action.

The instructions are:

- OUT or IN, input/output instructions,

- TPP, transfer from program memory to program memaory,

- TPR or GPTR, transfer from program memory to data memory,
- TRP or PPTR, transfer from data memory to program memory.

- The type of memory where the instruction has to be located. The type is
specified by one or two letters attached to the mnemonic.

The lower case “c” specifies that the instruction is in CPZ only. The lower case
letters “n, ¢” specify that the instruction is in CPZ or NPZ. For example, the loop
marked 80 denotes that it is possible to transfer information from CPZ to CPZ solely
through the TPP instruction installed in CPZ.

Exchanges represented by the reference 61 specify that it is possible to transfer
information between the resources of the system and the CPZ zone solely through
an input/output instruction installed in CPZ zone.

Exchanges represented by the reference 62 specify that it is possible to transfer
information between an NPZ zone and another entity of the system solely through
an instruction installed in CPZ or in NPZ.

As concerns the order handler, this will execute the down-loading/reading orders
depending on the value ECW1/ECW2, which is positioned through the CHSB
instruction installed only in CPZ.
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1. System comprising a terminal (3) connected by a transmission line (2) toa
central unit[(1), the terminal comprising:

- amicroprocessor and a memory divided into a program memory and a
working random access memory (314), the working random access
memory being constituted by registers, the program memory comprising
a volatile memory (31), a non-volatile backed-up memory (32) and a
resident memory (30), characterised in that each of the memories
constituting the program memory is split into at least one zone known as
“non-certified” (NPZ 311, 321, 301) intended to receive programs of a
non-certified security level, and one zone known as “certified” (CPZ 312,
322, 302) intended to receive programs of a certified security level, higher
than that of the non-certified zone, the execution of an instruction to
transfer a program from a non-certified zone to a certified zone being
subject to a procedure of checking access rights to the certified zone;

and in that the terminal comprises:

- an interpreter and order-handling program arranged so as to perform
interpretation between a compact, advanced and independent language
of the terminal used, and a language specific to said microprocessor, and
to execute orders sent to the terminal, this program being able to access
each of the parts of the memory;

- a program for monitoring down-loading (TELESEC) comprising at least
one i'pstruction (CHSB) having a control word (ECW) stored in one of said
registers of said working random access memory and defining whether
the down-loading of a program into the various zones from a source
outside the terminal is authorised, the control word (ECW) having a value
defined by said instruction (CHSB) as a function of predetermined rights
given to the terminal, the interpreter and order-handling program
exeduting an order to down-load a program after having read the control
word (ECW) and verified that it authorises this order.
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4. System according to Claim 3, characterised in that it is only possible to access
the program monitoring down- loading at a program address starting with a
spegcific instruction (ENTRY).

5. System according to Claim 1, characterised in that the control word (ECW)
comprises:

- a first field intended to control down-loading and reading in a non-certified
zone (NPZ),

- a second field intended to control down-loading and reading in a certified
zone (CPZ),

. a third field intended to authorise the launch of a program in a non-
certified zone (NPZ),

- a fourth field intended to authorise the launch of a program in a certified
zone (CPZ),

. afifth field intended to control down-loading and reading of the registers
of the working memory (314); and

. asixth field making it possible to authorise the start of a session;

the interpreter and order-handling program executing or not, depending on the
control word, the down-loading, reading and launch of a program in one of the
aforementioned regions, or the start of a session.



