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[0004] Regardless of the data source, there are two complementary approaches to detecting
intrusions: knowledge-based approaches and behavior-based approaches. Almost all IDS tools in
use today are knowledge-based. Knowledge-based intrusion detection techniques involve
comparing the captured data to information regarding known techniques to exploit
vulnerabilities. When a match is detected, an alarm is triggered. Behavior-based intrusion
detection techniques, on the other hand, attempt to spot intrusions by observing deviations from
normal or expected behaviors of the system or the users (models of which are extracted from
reference information collected by various means). When a suspected deviation is observed, an

alarm is generated.



detection techni ques, on the other hand, attenpt to
spot intrusions by observing deviations fromnormal or
wexpscbed4 behavi ors of the system or the usersp(musedos/ 015933
of which are extracted fromreference informtion
col |l ected by various neans). Wen a suspected
deviation is observed, an alarmis generated.[0005]
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[6009) TR rORnt ihenti&ieis f11uSkHt&Bby way of example, and not limitation, in the figures

of the accompanying drawings in which:

[0010] Figure 1 is a block diagram of a network security system according to one embodiment

of the present invention;

[0011] Figure 2 is a block diagram of a pattern discovery module according to one embodiment

of the present invention;



of the acconpanying drawi ngs in which: [0010] Figure 1
is a block diagram of a network security system
wacaesndisg to one enbodi ment of the present i nPEMUSEINSG/015933
[0011] Figure 2 is a block diagramof a pattern
di scovery nodul e according to one enbodi nent of the
present invention;[0012J Figure 3 is a block diagram
of a pattern identifier according to one enbodi nent of
(00 Kigwrs 8ns a binckehadram of § POit@]iddRtigenascadipg toonk lemrodimertiof the
pebdnbBl@bA,Ng @ process for transaction tree building
accordlng to one enbodi nent of the present invention.
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present invention, use of terms such as "processing", "computing”, "calculating", "determining",
"displaying” or the like, refer to the action and processes of a computer system, or similar
electronic computing device, that manipulates and transforms data represented as physical
(electronic) quantities within the computer system's registers and memories into other data
similarly represented as physical quantities within the computer system memories or registers or

other such information storage, transmission or display devices.



Unl ess specifically stated otherwise, it will be
appreci ated that throughout the description of the
woresant42é nventi on, use of ternms such as " proceesiusgs/015933
"conmputing”, "calculating",4"determ ning",
"di splaying” or the like, refer to the action and
processes of a conputer system or simlar electronic
conmputi ng devi ce, that mani pul ates and transforns data
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Sﬁﬁ'gdoﬁltp%xsso@t(vat%t rbe%é’smnﬂ iRbRs Mdr@gbn%u%rr #8able media, such as hard
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event data to construct (via database manager 22) a complete, enterprise-wide picture of security



(SNMP) traps [0019] Agents 12 are configurabl e through
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[0024] The exemplary network security system illustrated in Figure 1 is described in further
detail in U.S. Application 10/308,415, entitled “Real Time Monitoring and Analysis of Events
from Multiple Security Devices”, filed December 2, 2001, which is hereby incorporated fully by

reference.



that are away fromthe consoles 16 and for part-tine

users. Communi cati on between consol es 16 and nanager
wa2005810bi24 di recti onal and nmay be encrypted. [ 0028BjUS2005/015933
Thr ough the above-descri bedséarchitecture the present

I nvention can support a centralized or decentralized
environnent. This is useful because an organi zati on

may want to inplement a single instance of system 10
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throyshel natern élsmveryrr@tsiulet@ f@pwg it Iﬁﬁ@? ér As slkopal in sutsﬂhl & one
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st andard busi ness hours. Systens 10 can al so

ﬂwecoa@&ﬁ ipipeierei 14 by seesifliog atiwe RereadHt pipyionrs plerep sesuFy/sents to

rdfiy SeQRg e%&dﬁm&ﬁpﬂ &fes r¥pl§§] fhe ALRAGEH in Rurfhe} dedhl ih @Jnﬁed States
centralized Vgerrent function. [0024] The exenpl a
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dasrlibRest Nddwdrd @Eﬁ%gr S&@fcﬁﬂ 1 filbdD b eber™PO02C FhicR s hereby fully
10/ 308, 415 entitled "Real Time Monitori ng and
“Nﬁ’é%"%ei Y6FHCEWENt s from Ml ti ple Security Devices"

[(]Qozrjlem ogeaﬁ@ﬁﬁenz ,th@&@ﬂayed/ul%&mreasn ié%ﬂgzméd |t({11(1‘a@ ?ﬂ@l‘rﬂh&dvsry
Yy rerere n one enpodal n 0
"mﬂé@emgnf’%re‘ﬂwgwe b é‘f‘@&f?’ﬁnt%‘%ﬁfﬁq 35"9 ﬁ?t%ﬁﬂtw a4f prgvided
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ofher Wérds Biesuver, aetéat gpiterrk,of inferexn é therbedi sifenth jt igpre@tedof

it ever stored in,the event. dat se, 20 ¢ b
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one e ser.can | e ent e
KRR i BR o s et B ey BBobr b At EPler) B s
piidoyly splewivh patregnsan the rm:upafrelvads dh ofireewbs Sherukes em@d: 18 has

cgrrglgt%ontrXIeT et atre agpgedr 3 Qne e¥ca'1t z{cﬁ?qu?dicmg ?(;r a Sp(ijlﬁc pagern

escri
Hetwaversin IBat enltodﬁmnt theetaitan d$@1\@0’8ndﬂl® Hriops hog ety dvdnbadtd domain

k%or o éﬁf; Pﬂasup?f (IC?IB %EE 81' f§l Psgbliqgl %}?ﬂé&g h}&gio%llsly grgecognized as

ons for tmork eéurlt
sBdc émrb@renﬁod@@@tzthe whitegs fp@drbert@aaattm [dispovierycroedudsr aan elconverted

it oI RAE to bORLd by | e r@@see ?HQ%‘ kIR Frer tB PérRe1dtERLANE Svents.

event streami1s provi pattern ISCOVGF
[#78LiIneone pbegdirnendhe epatstion ?féh‘t rules jgegine i and the nattern td§covery

n&)‘ahie%@ Led dfffertBeR %qulgg]ér%ml Z0c3lc€ sﬂél‘n@i\é Hr@%ﬁce@ lof t%@ bleViohQy known
the pattern di scover ul e 30, which takes

ratpsihistodnetere P@merécltl eBe wvhodinacnt, rﬂts:matt?rﬁélsmety mpdule; 39 is only
Qﬁf%u?e@b@ Qi'eﬁfﬁ?b@ssﬁ)réepagéﬂ eFdloCSHOYR e MDltyEnt3Redns a rule based
con

igured to fi - in other words discover, detect -
op &etnsivhisdegeteq ﬁ?té’f‘?e%af‘ be Arovied ivtbhrulesepgingld t i s

[WS@}/Oﬁtegnbod]ment of the pattern discovery module 30 is now described in more detail with
reference to Figure 2. As discussed above, the input of the pattern discovery module 30 is an
event stream (a collection of security events), provided, in one embodiment, from the event
database 20 by the database manager 22. In one embodiment, the pattern discovery module 30

includes an event field filter 32 that retains only selected event fields for each event. For



[0028] In one enbodi nent, the difference between the

patterns detected by the pattern di scovery nodul e 30
wanastibezpatterns identified by the rul es engi per/i820105/015933

that the rules engine 18 finds known patterns in the

coll ected security events, while the pattern discovery

nmodul e finds previously unknown patterns in the

security events. In other words, the rules engine 18
exvawles oventfichdsi rohuselyl éos patieat disgomeraputbh beldtuniquado eagleptent (e.g.,
uﬁ&ﬁee@gﬁt 1@eﬂﬁher5)%lax¢bé f?l%fécﬂ(git E)o{he @vélpﬁglh fﬁ'l‘(gr Db &8 ve memory and

However, 1 n one enbodi nent,” the pattern discovery

ingrsassinsocsBingseesdn ot rely on encoded donai n know edge,
[(ﬁ)yp]hl"}@%vé?l‘i ﬁ@@fﬁ'ltgﬁg c(gnlﬁg&%d RJrreEcainl & ?e[cisct’theqi'rletldsfds&ﬂﬁ/ the transaction

atterns previously unrecogni zed as such
fiierp &Hi Imone embademanh thecavery fietdfHigr B3/ retains ap@@&té}ewvem name field and

tHd 's&ﬁ%/ﬁmﬂeﬂﬂ%ﬂnq} eﬁ@ N PR MOl Bk nis Y dRitoR41 e®lr@tib188are preserved,
rules to be used by the rules engine 18 thereafter to
such py near ¢enden BrAdHS) @irgpt sand segednd|destivationgiero & ?ﬂ?r?fnb(’d‘mem

ﬂkﬂﬁn@@@ﬁ@%%@%tQ&d%ﬂ%s@yhﬁ§ﬁﬁ@&%ﬁ%n&@h&ﬂ@k&b@‘B%h&ﬁ&n
di scovery nodul also differ in that the rules

eEPRYIAL| AR f§b1ef&ef P WP Festie aldeast thpssdicks asqd iy dts yespective

triREMAn BREL B Me blent Sledl AREIINGad woonﬁwt@rﬁuef dut OF§teserve any
the patterp di scovery nodu

méay#?ug&r}?%&?e{door awéwpﬁqf 910 %&%ﬁe&ﬂsemﬁ5@1%?%0"%@3'11%3% event fields

liftheatpad.tern in the event stream a rule based on the

B e Serogal Tiaser B R A PO L e Perred evon feds) are

uﬁtldﬁcg)éﬁafay: trehdliehs 30h dn eMBWIEESE CF trddedtibmis meﬁre:ddegxaulb of items
reference e 2. As SCUSS bove

PSP PP SRR T SUG PRI EnaT P SR vents
re%élﬁﬁﬂﬂﬂt]’(lﬁscﬁlﬂ:l tlrﬁaﬁtatmme of 5 mamtes | J0ymiewes) b daypcrneWeeIle @ne mbnth ..
eta 2 fFan be oge Hﬁnsgctiorn ;8 ng:vtlenﬂtesgga\e/rg gi%%c §|t ﬁgeae%sm 0 een% 5 fl{] ghre r%wents trom
sdncs;mové oitime dsui e d3@dddnotb wolesungter elvsecit tlrhe-bzisdd frarisgaions32

Q t.ret lns on g&e ed eve nt fields f each event
@o?]erl;(rzénsa 1ons \,ea\I/lean¥ b € usm eVﬁser tes. one em 1men ansaction 1s
defing¢ byebtyrst & u@hrnfyleeénﬂs Inl mhqueortis; aéaMaew@nbn (aa bg fyrther divided
1ng€§engt}llll%]; n? gh?rkﬁq)%ggdl % 59{& )ateC ﬁpseog'ge esftaltlLtEc%f a%%ilggg Ef IIHX exteg?stream or
lapgeduasssiiony sspeed hld{i@O\Ba_r}coVI' inedebvmdhdatefs |tlhaedlefev¢nt etreamss bursty, each
b&?ﬂUah gUERed ?to aetjr'a%dg g}; | east the fields used by the

transaction ters In one enbodi nent, the event
(603 &)l Tiarfspdtions ca®2lsp e éq:fn@d By eveptfitldst Areonmestpdimenieevenis ogginating
fr@HQhé JAﬁlC §&H§eca%8%95d(e ge §$dr&6ﬁ° 'a@d}?sfsj ﬁL géﬁneh Hs %QJCH%S Thus, each

nbodi nent s It event ds are preserved,

8@9 dansgetionenrtains Yhengots fmm@a Qt@ddr%mve@e the, imgfigme efthe gvent
«@ag, destination port. In one enbodi nent, there are

nmultiple event field filters 32, one for each
Q0 3lhs dtapsapfiani Haagietenyean frigluge beth sepresrang dpstiston addresses. Thus,

S&Neet%szfchsﬂs%ﬁ bd dcineBa ARVES W &ifiAh BmelahERSIng RS e source and
fields used éﬂlts respective transaction filter 34.

destaation dhpddrgss kg [ part abod Euithemiore §9iPe Hinsadionseap pe deffned as

eRits e%ha@%e@%@t‘wé@n AWYpattRepaihddtice LY QN hddrése (¢} poit) RARY In such an
subset of event fields, includin angtconbl ation of

eph@lr@%ﬁ:cq]‘t}@?v&gs frpgltag@'egb%v)@ andTrom B to A would be included in one

transaction.
[0036] In one embodiment, transactions do not contain actual security events, but items

representing security events. One item can represent many identical security events. In this



[0032] In one enbodi nent, the security events (as

represented by the preserved event fields) are used to
wgeosriate4t ransacti ons. I n one enbodi nent, a PCT/US2005/015933

transaction is defined as gsoup of itens representing

security events related by sonme transaction paraneter.

For exanple, all events received within sone tinefrane

(e.g, 5 mnutes, 30 mnutes, one day, one week, one
mpmst kignificant datd @in)be sand.ble conembadamedchétotem iMbigatesdwmt many times
B R R S it R
K%U@ﬁmﬂﬁWBsbakemrmﬂaﬁﬁécﬁnbnﬁthGGQSP Transactions can
[(ﬁhﬁqn Qﬁe Mch%ﬂt tﬁgsagt\{(ﬁbrgeﬁﬁlﬁtn%sare Ikcﬂ PR‘ 119 gﬁ%ivge@ﬂat is, all of

transaction i S defined burst of securit
the\vremagtlonldnﬁmtlmﬁembd%aboae 4ndrfvgélet pedors.cad mmtb@mnqs described, can
bd tiphdhehecl i blGHind (U Br SERLY Blenk! ansact i ons based on
nt rate. sonme statistical analysis of the event

[Q%ﬂéa nnemmmdmet thedragsetiong are dsfiedd byg phurility dbfankastiRivfjlters 34.
TH@g%sns ih B At 1ﬁ§1cz¥tmtlattt}l&ese&1\ﬁ%néve§t§ E&A0 ﬂl&re?%@ taﬁ{y mﬁrﬁ)@hof

burst can be filtered into a transacti on
transagiiont eRdbFe netdimitel suthy foug grisaraign fifera gé piovwmjia Figyre 2 he

MRSt ARE AR Bln be%%ﬁﬁ‘éu%edQB bki@tah{ Sosfsﬂbmﬁahgh@tlmussed above.
source address source | P address) are defined

ForsexpppipdHatac o llﬂﬁ g%a MR pUSE R PREA FARSLTHORS. CBHIE Hpmpaction filter

38 hayBW6MIcS cfchPIRIQBR el Pabldioess Wi thm the tineframe of
t he event stream [OOSSJ The transaction paraneters

[Q03Y In feq srehodiesnh thedisptastiond tegied 1o RRYETIGhE Sead R g¥eals nto items. As

difkudsed aB&WEart lfearhs aéfide@Ns ofddimtdRintal hedesasptidh bf AVeEBitSype. When
ti peframe having the same source an

a Hé%sf“ftlr?a?illtsli?"l 1§,ﬁ T érggsaft (liqgh%er fecyty Bmphs)may be discarded, or an
itbrd coURe MoRER, a3 Af¥uskddabsact i ons can be defined as

BT TS ob R B B P BP  B ny wemsacions.

Ferdxaplepnd transegitii filtars BY emtbs cf)r[fcgﬂ”teadd\‘iéleﬁﬁ two beerBpifigltransactions.
romB. to woul d i nclu [
Thiak Pie Gisems et frsAens f7n el S aBRATH: @8 arotrs
naﬁﬁu@hcd&mmﬁktyﬁﬁmenmSeBbmmxnmmnmCrmﬁre&eﬂhnmgamncmnndmk
securit m can represent nan ntica
EEEH e dETs b PR CHDER FRG SR AR AL oY SRahLERy
trgie@tdns ¢an bo nsz:fmirﬁmhttenmg trang@tdnsir¢peesentingiticatpeadihg vl wemy, and
o{h m%t%ck% r\lg&er Sd%& nyadg Es%g bec%m? ?our ad%@&%sf% I\n %acL,lQ
other e i men securl event I's nerely
[00d pir e et ratbdbgeng t}m trugisa@tums pmsllnmdaweld% traneagiipmfiltee34 are provided
t I 3 ' '
¢ SFPARE LAREPR e bl BRI TR bes Gy ABAAG HhPlhe
p@tferrtshlethte s strering Pnd efhbediménd nEthel egtsr idedifigh¥vie newidescribed in
n{ow(felm 1&%@}%0%%&@3 ot hers not descri bed, can be
enmented on the Same set of security events. [0038]
lQ(HZ]dn eneerhindimash e pattdre canrbgdsBrediap p grogp ef wedritmentsyhagoceur
to%km&al d.La¥e matédr ARSAE tar f Edrte@lnSH1S % LORieRlVehRS B, dnd C

ure I ndi cates that the securit events can be
ftpgqep@f Q.g@uq Hhess tegairen thep e epgnt group ABC'may be a pattern. On the other hand,

if A, B, and C do not occur close together in time, but occur with similar frequency over time,
the event group ABC can also be a pattern. An example of a known pattern is a series of
unsuccessful logins followed by a successful login. Such a pattern occurs when a dictionary
attack is used. A slow and low attack would have events that are not close to in time, but related

by event frequency.



transactions, and are not |limted to the four
transaction filters 34 shown in Figure 2. The
wonrensganiéon filters 34 can be configured to prPOUWSE05/015933
any possible transaction di%cussed above. For exanpl e,
transaction filter 34a may produce ti ne-based
transactions, while transaction filter 34b may produce
event field-based transactions. [0039] In one
[08rBIIchi idemity, the breent pastama ot thosecnity eems rad\adddotiv pattert digcovery
m%?tﬁygd,ttlye Cf)%%f&ﬂ'i%nilpér%G 15% n%mlg"a n%n??%%ﬁ?dsgqr%}{s%cti&%ee from the
rtemi’s define in-one e as a description
trgfsaciionenreritied ty by thifrattera dtspmeamdumﬁofusmgénee Bujldex38. In one
elbddihdd fl ARG 35 Al odHRUAGRAE P EEH [rhdoNotBH 8618 Whbort
¢ di'scarded, or an i1temcount Incr eased, di scusse
[aQHée ond @abp0imenty thonie deredoycionmsing thet rwaf@sratfttnamastmam wltigtpeach
UG hberliOsHRA Y6 45 ANSAGHHOBFan il In
ltgﬁoc’&l} S[th%he tb?ra{%séact ?%%tefer{ét‘e%ristm%% be %noln gu?reed
emhpdehmtlems newd agviginuarpipinghgr efrsaprReACP Blon themmactlemg otherwise
t 2 QMa81ckh WRALE bRN£ Ok I Ehikaldgs rom source A Lo

estination B, and another transaction collects itens
(404 %Inin sererelodBient thedeee puidder Shthen ongprazes ghettangagtions into a tree

sMcﬂfPé@a@Ld HhE B pbrD & ddesek iR Bvent. aNRIpRodath Hf QR 1R tBnsaction
O her transactions can al so overlap. Such

treq 1t§§t)‘é degribedaridueteraestodagrgt Thsaresesspbystrgisd ebﬁlglﬁe‘l operates

1tEr§Mk'tx‘aﬂs§ct’i&ﬁE £8R8B! intBhe LRABoERERAHE G&s&bﬁmﬁ@ir@’épgarﬁibd by
ot her’ attacks where destination addresses becone

syp demdbrlnghestds thedpweshsugpqrigd kem; 0041] In one

[P0 bR 102 4 sdKkiBNEAEEEQNIn BROGHEENRY tHelRe has an empty root
transaction filters 34 ar%1 Eg%ﬁed to the

npYfe it 8 oI FePTNENt HEmt el F F0F NS lsa%?fw 3 gd nfock 406

tHemaxtSRalih eRSeclb@ed traddactibeisRabdt@l, Mbich/in &H&:ﬁmﬁMﬁf&atlSﬁ fseidfirst (i.e.
e enbodi.ment of the pattern identifier 36 is now
SETIPBYY iore detail with reference to Figure 3

[00QPKR blocR 40NEdR A6 FRfttwhethePaiyicRildieCaiithdeledefl nodedtha Soot node
of s curity events tha

er, i..e.
P BT oSO B Cbr e, T e Bluti i then
tiey eyt BecBdmeBthe adlebtdd Hodembdutk|4y0,a6¢ the sadpos ef the gaéduelritem is added

t hen the event. gro BC ma e a atte
i BrteEnarer ot F . e e ihe BBt b i s TiLanig ot the
sé¢tedtddmede Buteated cumeprasehhiths saidckedritefirie gloen 4\, adahis neweode becomes

thesgle(e[v(e Odegﬂrﬁ (g(ﬁgc can also be a pattern. An exanple
own ern is a series of unsuccessful |ogins

[(10@}8] Nmmdn b}pcla4 Quz degsifination seiade Bhetherahegratetted marsedtion s fully

i Gt . nd-. |
oHER L AMBELAAE LR, 1L B0 B gmics o
itemsrm, trabsactiong) thangte byce@s;wtpf the sstpaed oynspO A Ipntifiges at block 406 with

tﬂeq,glgl:tlé)é(y?f Ihlg %e)ﬁ\ft@{ﬁ in DRAEL cﬁ{iﬂp}o{‘tn nge? 3?!{1&5 lsélé/cte%\éﬁﬂgagtlon has been

attern covery
flﬂhrmr@earseqi @emiqilfwrei it@es), thep tbﬁeEXéﬁﬁe@ntlnembe rroqessed inpeleeted in

bﬂ)cfc ﬁ%@%e‘ ﬂ?&eEsﬁngecoMrRx@% &c@@rdh@@@ﬁ@%&%ﬂzﬁt I, %Gf%g%tﬁ )

he pattern di scovery nodul e usi ng
Ul@nﬁaFtdEF aIB8°nSPWefbﬁéheetfﬁ§(ball¢fE$1Pr°Cqshe tree bui | der 38

[idg@fs%gra?ﬁ Q8K RedRe td Bfke B,rln %ﬁ’&é}nﬂoﬁmﬁ@ﬂé (28 bliYdet §§fﬁ)vides the

transaction tree to the tree parser 40, which extracts the patterns of interest from the transaction
tree. In one embodiment, the tree parser 40 traverses the tree branches looking for significant
drops in support. For example, if one branch of the tree — shown as Item Name(support) — is

A(200), B(190), C(50), D(45), then there is a significant drop in support between item B and



[0044] In one enbodinent, this is done by counting the
nunber of transactions m which each itemoccurs. This
wauodsan742¢ sonetines referred to as the "suppoprCt/ustoosanisoss
item In one enbodi ment, iti@ns need a m ni num nunber
of support to stay in the transactions, otherw se they
are deleted to reduce the size of the transactions
[ 0045] In one enbodi nent, the tree builder 38 then
itgm @arilh therscageh the treapa see B9 onsldiidentfyghd greep 4B paig paltieen dnd ghedroup
r v, s r
OBk p R R e Bl B0 R L T B o AT
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GULE. 4 1 OBREALSvillBhabiggl Y one transaction at a
Sé%hnge n o g E?r%e §Vlrrent btﬁe transactions are organi zed
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el e A Bl e M 0P 4RI e Mo R 48 Fercent o
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em&!ﬁmé& RS S Ehort ek finkd B ﬁﬁ&%&épalmmham@mérrguch as 10,

e selected transaction iI's sel

[QOﬁi]tIi“ bt anptaprembedimiest, ¢ frop 1 sugfort 1|S d@tectﬁi gbﬁ@é@e %datswe Pf the next
itbrh §he bABAF tHerdBRGH AQS 1 s@a%eara dORatlod JMBRGuIMIRS MBS far

any children of the selected node (the root node in

C‘P‘ﬁéleﬁeﬁ tq goAboye aeﬁh%?ﬁlil%yumt@pr%gémm&%f they st thes fyageh itqms’

s@fébﬁé} t@fkdakd @Matibi istbBRWIBBIL theSad@iSn of e FoukthiitsmWAR cause the
cones the selected node_ in bl OCKaQéb and_ t he

s@ﬂpaﬁbﬁletwaa?n o1 2Re dBeten the fieq RaTseEHL PSPt HisoR rspRRoft between

ﬂﬁ-umpparnu f@frthtifefrs BRER brafoNETRMumbér (L4BEis 3Hl$ @R Exantpld) Bther thresholds
w.chil d node of. he sel egt ed .node.i s crea

g BF L CUHETAG oD Sl e < 6T B B Shrbe SURRERA G the
sﬂaﬁdeMﬁtl&QGWStl'fehenﬁﬁbeCt ed node in block 416.

ck 412, term na
el e Tt e S PP oy B S PR e et gise ooks o
asb@ihitidnsl, faasbre tvitin thd trez0 Iﬁ‘bladxﬁﬁlplanYa gib[lﬁ of dvenrs odchurstil @ore than one

transacti o
Pot BHBAELToBAY" Frhaly (EREEY Cpdb ETT s 1 CEE i group o bea
pﬁtteam slaohé¢ @nbodomint, thies date tyl sobdtitding a\MpirdfsertthT&)nSJé h eewly adentified

ee:lrne P al?% ?cglﬁtté%[c%sl 1rg Ig]h%rtr%g a fcrf?')frﬁ1 ﬁ% gatteml_&\p%txon 011( tlhe rets&]gmt tree.
[@033) Ihlormahqutrmm)the rtahem idenefigrdR pravidasn tha discomrret cpatlmens to the
ocesse I t '
PR REEE TLAE 35, Bt LRt HAA00 DB B RGRE s o
navly discavesdpaitamsto dreaisaonsthereasela intdrtace Feeltswisdrdampake use of the
t e

p%e%sqﬁg orgérgtgd(ga]ys gh{]}} A IEUI | é\ﬁ'@gsgs rlg)\r/ F dagrgbﬁee H\% usdridan
vesiiggta@n pant atter te deterimane whetghepyy r@eqserzma mglidies aigokon bengn
a&n%ypatterns of interest fromthe transaction tree In

one” enbodi ment, the tree parser 40 traverses the tree

[#954hioleas crhbnsinant theprsersingriadeipeqyirles Hewpss airvie gensprsion topbihat

eﬁl\%)me%ser' b tc&ﬂ@rt Bty Adtet ffterh$@sdoV&Ed dire2IP WMo @relatiSMules to be
me suppor -
used by the ruﬁes engme 18. Then the rules engine 18 will detect and find specific instances of

the pattern in all future (or replayed) event streams provided to it. In this manner, the newly
discovered pattern can become a “previously known” pattern.
[0055} In one embodiment, the conversion can be provided using a one-click interface. For

example, next to each discovered pattern, the console interface 16 can provide a button labeled



A(200), B(1 90), C(50), D(45), then there is a

significant drop in support between item B anditem C
worooshbsizease, the tree parser 40 woul d i denti PgTARB05/015933

group AB as a pattern and tihe group CD as a pattern

The tree parser may also identify ABCD as a pattern as

well I'n one enbodi nent, ABCD being a pattern woul d not

nmean that the chronol ogical order of these security

“@neat ® Rude, priisie funetibmaid iniplentehighppdttesras 2008 @]onlrnleonte rules

[ efined by a
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dieqvtyerdl imognle caraalmlzmonﬁgusqsipp detect paftegiebithie pattgynss dpyol #n
B S hind SREH A IR S DR in e HRIRSE 2y PalEemen:
andimerfortipattemisspverhia amagoner siraifar fnfindineg sterne of yents.he

0‘&)5 efh\éple{l gthvxff)ﬂys%guﬂt? ?ys&}rﬁﬂqgg gatg:%yal?ctolv&p cﬂjabfhlﬂgs has been described.

ort's thus far considere o above a threshold
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additiron of the fourth itemwoul d cause the standard
mgdilgsasichpas the “mréerapliisgeveny madule’pad “Ratemtidestifigrs havebegrpdescribed.
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fourth items on the branch, The nunmber 0.03 is only an
ingsntinpa8d Aoy linnif e Rropeiel thapretsat ueom F yrifgrmase ¢arious modules,
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tional factors within the tree. For exanple, if
d?“éF apPY6P  B¥ent s occurs in nore than one part of the
transaction tree, the tree parser 40, in one
enbodi nent, declares that group to be a pattern. In
one enbodi nent, this is done by substituting a
representation of a newy identified pattern for al
its occurrences in the tree and performng pattern
detection on the resultant tree. [0053] In one
enbodi ment, the pattern identifier 40 provides the
di scovered patterns to the pattern di scovery nodul e
30. I n one enbodinent, the pattern discovery nodule 30
di spl ays the newy discovered patterns to the user via
the console interface 16. The user can make use of the
patterns in nunerous ways depending on his or her
pur poses. For exanple, the user can investigate an
event pattern to determ ne whether it represents a
mal i ci ous attack or benign activity [0054] In one
enbodi nent, the user interface provides the user a
rul e generation tool that enables the user to convert
any of the patterns discovered directly into
correlation rules to be used by the rul es engine 18.
Then, the rules engine 18 will detect and find
speci fic instances of



the pattern in all future (or replayed) event streans
provided to it. In this manner, the newy discovered
woatdsaomizean becone a "previously known" pattepar/us2D5515933
1l n one enbodi nent, the comersion can be provided
using a one-click interface For exanple, next to each
di scovered pattern, the console interface 16 can
provi de a button | abel ed"Convert to Rule,” which
GlwidtS ons to i nplenment the pattern as a correl ation
rule in the rules engine 18 The user may al so be
pronpted to nane the rule. |0056] In the description
Véoiselaimddgs:pat t ern di scovery nodule 30 is described as
1Itakl InSfSokd %Xmﬁ ents as input and producing patterns
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4event e metthp%ﬁfg%pl%Wgereln-thqtglﬁgaggqq @ﬁangqteé%mclu%@source address.
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the "pattern di scovery nodul e" and "pattern
aidgdinttionadiresshaye been described. However, these names
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of the resent i nvention, and in no wa |n1t t he
CUpRIEs g a %P%%té??t“ﬁeﬁ%%?‘ﬁah“al%?ft%é vari ous
7rmd u ITBSmetﬁibl@hf oﬂiﬁm%h@hérélﬁ leb(Wehﬁ@ﬂhe ok (ﬁl'ﬂld)ré é\%ﬁt faaérsiefurther
in enented as software or
CHE UL T S50 055 DO VP OICH? Agube:
8f unc Theomathbd ofSaimrt turthierdioh@ssiag pravitling T heer pii @@ PAtto convert the
dkgxeg?%oqﬁis not !iqitedtto aaﬁpnodular gnch|tecture
BFPREY OPHOTIBYE EPEPASFIF RIGAF SRAPES, SV SYREHEYEY | bed
9abov é" hemethod ot(élla@zhl\l’BquW’latcohqﬁrimh@érmdg h 8ew dvet ¢oeicladoh rule using at

le%% Lhothd ti‘ln&'lero??n%lrev i@ty cg/\é]?tg}attSt ream conprising a
P of "security even and di scovering one or

16or e Tpc evﬁhodjsﬂ O}'almrikwommngﬂe rtenpsttehmrcomprises tdagving tdeievad stream
frg}{lea[ﬂteve?h'i ﬁﬁ%%ﬁor}% ?ev%gng ggllegred g%c%rl e%entsyvh erein

I SCOvering re even terns conpri ses
140 | t érusergntetfecedararnetvsark efamltlymsmenacqmﬂlmrtsagl ty of

trangagt ?81@1%3 gﬁcog é@@%@;ﬁfghqqe@egmﬂd&mﬁdﬁg;&% into a

met hod o re|n transacti on para
°Wﬁ%¥@deﬂaﬁ“?%PEEW%ﬁu%$a®Wﬁe 4 The net hod of claim 2,

mher ehaustehete%@ewo?f%mv myms 6des adtidf 'cm?ns@s asgyglé?ﬁouse click.

address. 5 The net hod claim 2, wherein
1% r andBevseomteparetfetasn 4 l,u fuhey aenmlse@@me@reé@w@y tegh gonfigured to

allow a user to select a subset of previously stored security events, wherein the network security
system discovers previously unknown patterns in the selected subset of security events in
response to the user selection.

14. A network security system comprising:

an event database storing a plurality of security events; and



a destination address. 6. The nethod of claim 2,
wherei n di scovepng the one or nore event patterns
wouaedasher42conpri ses buil ding a transacti on treerPdsiusgpos/015933
the plurality of transactiads. 7. The nmethod of claim
6, wherein discovering the one or nore event patterns
further conprises parsing the transaction tree by
observing drops m support. 8. The nethod of claim1,
f ur t hesttegodiprovely mypdple tvdisiong oac orseere arsviopsly omknpwn event patterns
inCa(?lQ:\égr{ttstréaﬁﬁth@'e%&?‘s’t%aﬁldco Hsifd a %Fe‘? o?ﬁﬁggﬂlr{lw 5@5(%%8’ &%lﬂs stored
one or noré event correlationh rules. 9. The nethod o
incthagventidatabaset her conpri sing creating a new event
1607 1 6L a8 dr 8 sbth Ry US40 oRLlaih EAS WhQBS 1 palih dRBGRS miRieE
di scovered event "patterns 10. The nethod of clarm1,
corertisesA myralityof Bronspetion filterghe bltamhe) cyeny stresgainte) aduralyy of
rE¥EMonSbAERM @i £XAN s dat abase stopng previously
coll ected security events. 11. A user interface for a
et wlhknebwerseauiityssysien ff elaifplor wheigin the tragpastigfepieznagiqrpiciude an
i@ of@REi gured to convert a selected newy identified
attern into a correlation rule mresponse to a user.
lgct i dhe nepwork pprarityswptern of elpirnlde WBFrein|thei tFANSREtionPREFRA!GHS include a
b M&@Es. action conprises a single nouse-click. 13.
The user interface of claim1ll, further conprisin% a.
1Bat t PrnAVLESFIFY YHen oEHAM QulBeein hedfangasiep ppegpetgrginclude a
s&ﬁ&e&@ﬁre@aﬁ&lbﬂesttin&folilﬁﬂ@’éiso_l'ls' y stor edd_securi ty events,
erejn the network security system di scovers
T ey O P BT OB AT 1 PHET G RAUTE A Sorsaapodle
cOREIEd 4 tyeebuddr So buildraafpQRGeh the@ ukiAg thepRIralBE bBeinkadFions14
ne rk security syst conprising an event database
2§, o BT e SFS SEOT 1) ML ER T P G Re forther
cothgGes/etrge patseilib @atsothd iratsamen tea by oservingelrgps @vsuppat.y
2§tn :( 2 gﬁg%eg\\hlrgr?isgcﬁlﬁl ! 5, gtg%l 8£ cré]l%u?lnglff fﬁ%@gfpﬁ%h}%g?lfr% z}1/ Bs%e in?e¥§aget to provide
a SIS ditdol 1 @uenttbe disaverdd ome dr hereavemtpatiahsaioame oddortlreent
_hetwork .security system of claim 14, wherein the
correlation rulés. . .
pdi?ern dﬁscovery nodul e conprises a plurality of
22.r angavichme-réadhlilemsditm hhvihg gored thereew dait reptesaring imtrectians that,
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paraneters. e network security 'systemo
ofiGationhernagirginghe transacti on paraneters include an

I nt ?%}é@clvex‘?é%éde T more’ revT&ElK%gml%véﬁ ?y&k{eixﬁsxn 3y %ﬁ{?ﬂ@im, the
cl ai m 15, erein the transaction paraneters iInclude a
ewmtstreem gogpiasing a selected subset security events previously stored by the network

security system.

23. The machine-readable medium of claim 22, wherein discovering the one or more event
patterns comprises filtering the event stream into a plurality of transactions based on transaction
parameters.

24. The machine-readable medium of ¢laim 23, wherein discovering the one or more event
patterns further comprises building a transaction tree using the plurality of transactions.

25. The machine-readable medium of claim 24, wherein discovering the one or more event
patterns further comprises parsing the transaction tree by observing drops in support.

26. The machine-readable medium of claim 22, further comprising providing a user an
option to convert the discovered one or more event patterns into one or more event correlation

rules.



18. The network security systemof claim 15, wherein
the transaction paraneters include a source address

weandsaodesti nati on address. 19. The network seegriusy005/015933
system of claim 15, wherein4the pattern discovery
nodul e conprises a tree builder to build a transaction
tree using the plurality of transactions. 20. The
network security system of claim 19, wherein the

2pat t dhamdilsreavatalle medwineoffclarm R riutienprmm smgarentimgs new event
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ro i n support. e network security system of

cla|n114, further conprising a user interface to
pi ovide a user a tooi to convert the discovered one or
nore event patterns into one or nore event correlation
rules. 22. A machi ne-readabl e nedi um havi ng stored
thereon data representing instructions that, when
executed by a processor of a network security system
cause the processor to perform operations conprising:
di scovering one or nore previously unknown event
patterns in an event stream the event stream
conprising a selected subset security events
previously stored by the network security system 23.
The machi ne-readabl e nedi um of cl aim 22, wherein
di scovering the one or nore event patterns conprises
filtering the event streaminto a plurality of
transactions based on transaction paraneters. 24 The
machi ne-readabl e nmedi um of claim 23, wherein
di scovering the one or nore event patterns further
conprises building a transaction tree using the
plurality of transactions. 25. The machi ne-readabl e
medi um of claim 24, wherein discovering the one or
nore event patterns further conprises parsing the
transaction tree by observing drops in support. 26 The
machi ne-readabl e medi um of claim 22, further
conprising providing a user an option to convert the
di scovered one or nore event patterns into one or nore
event correlation rules27. The machi ne-readabl e nedi um
of claim 22, further conprising creating a new event
correlation rule using at | east one of the one or nore
di scovered event patterns.



