COVPUTERI SED DEVI CE FOR ACCREDI TI NG DATA APPLI CATION TO A SOFTWARE OR A
-SERVI CE The inventton +relates—to-a data processing systemof the type in
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The programs to which access requires authentication with which the
present application is concerned can be programs which are either executed
locally in a terminal such as a personal computer or executed partly in the

25 terminal and partly in a server to which the terminal can be connected via a
communication network such as the Internet. The programs concerned are
primarily application programs for implementing operations of the type
previously referred to (electronic mail, home banking, e-commerce, etc). In
some cases the application programs enable execution of financial

30 transactions and it is plainly essential to keep the credentials enabling access
to them secret.

Using password servers to improve the security of the authentication
process vis-a-vis applications is known in the art. Users wishing to access an
application from a terminal must log on to the password server and

35 authenticate themselves to the server. The password server, which contains
the credentials of the user, is substituted for the user for the purpose of
loading the required credentials into the appllcatron tEMM
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2 requesting access and starting the application. Wth this solution the
scredentials can remain unknown to the user, except for those enabling the
“user to authenticate themsel ves vis-a-vis the password server. However,
this solution inplies the existence of a dedicated server and requires a
seal time 5 connection to the server when the user wi shes to access an
application. A so, apart from questions rel ated to access to prograns as
such, access to many services, for exanple for carrying out financial
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remenber the credentials assom ated wth t or service or to
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access to a prograrm execytion of a program agd acc&aﬁs to a service, 35 -
first means for lel d@v tOél ﬁ,ﬁp pf:lg% ’prow e a ala processing system
facilitatlng the process of authenticating a user vis-a-vis one or more programs

or services to which access is controlled by credentials specific to the user

20 and to the program or service concerned, avoiding the user having to
remember the credentials associated with the program(s) or service(s) or to
use a password server.

It further aims to provide a data processing system facilitating the
application of payment data during telepurchasing operations by avoiding the

25 user having to remember the number and expiry date of their payment card or
the number of their bank account, for example.

Another object of the invention is to provide a data processing system
which significantly improves the security of a process of the above kind of
applying credentials to a program or a service.

30 To this end, the invention provides a data processing system
including:

- data processing means for implementing at least one of the following
functions: access to a program, execution of a program and access to a
service,

35 - first means for storing data and programs,

- user interface means including at least one display screen and

graphical interface means, and



- user interface means including at |east one display screen and graphical
_interface neans, and 3 - at |east one pointing device for controlling the
“novenent of a cursor over said screen, - in which systeminplenenting said
function requires the application of credentials in response to the
[display of a request on said screen, 5 characterized in that it further

i ncl udes a personal security device including supply neans for delivering
said credentials and neans for controlling access to said program and
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therefore i Mproves security in that sa al's "are protected by the
user's per s@ﬁlﬂ p@'ébugldleylc@ew ce and 30 consequently are not stored in
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appl i cati O”thé'gkéﬁ%SFe to which the user requires access. Because the user's personal
20 security device, whether of the hardware type (smart card, token) or the
software type, can store strong (long and complex) passwords, the data
processing system according to the invention significantly improves security

for access to one or more programs.

The growth of applications and services accessible via the Internet

25 has indirectly created a proliferation of viruses, one objective of which is to
read passwords or credit card numbers stored by users on their personal
computer (PC) to avoid having to enter them each time they are used. The
system according to the invention therefore improves security in that said
credentials are protected by the user's personal security device and

30 consequently are not stored in clear on the PC.

No real time connection to a password server. containing the
credentials of a set of users is necessary because the credentials specific to
each user are stored in their personal security device, which is associated with
the terminal from which the user requests access to an application. However,

35 if a password server of the above kind exists, the data processing system
according to the invention can be used to improve the security of the process
of authentication vis-a-vis that server: the credentials controlling access to the



35 i,f a password server of the above kind exists, the data processing
system according to the invention can be used to inprove the security of
"the process of authentication vis-a-vis that server: the credentials
controlling access to the 4 server are then managed in the manner

.descri bed above. The credentials referred to can be static passwords or
dynam ¢ passwords. In the case of stati cd credentials, the means suppl yi ng
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In one embodiment of the invention, if the system includes a plurality
of programs and a plurality of separate credentials controlling access to
respective programs, each of the credentials is associated in said supply
means with data identifying the corresponding program, said display means
25 are adapted to display on said screen a plurality of signs respectively
representing said credentials, and said access control means further
include second means for identifying a program whose destination window is
displayed on said screen, and second comparator means for comparing the
identity of said identified program with identification data associated with
30 credentials selected by means of said pointing device, said comparator means
authorizing application of the selected credentials to said identified program
only if said identified program and said identification data are identical.
In a variant of the invention, if the system includes a plurality of
programs and a plurality of separate credentials controlling access to
35 respective programs, each of the credentials is associated in said supply
means with data identifying the corresponding program, and said access
control means further include second means for identifying a program whose



prograns and a plurality of separate credentials controlling access to 35
respective prograns, each of the credentials is associated in said supply
"nmeans with data identifying the correspondi ng program and sai d access
control nmeans further include second neans for identifying a program whose
5 destination window is displayed on said screen, and second conpar at or
means for conparing the identity of said programdetected with said
identification data stored in said supply neans, said application neans
bei ng adaptdsstineticomvinddvappl disptayed ion saidd sdegstri, nand secanddoesmparator
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an applicatio rogram di vi ded bet ween the persqnal .. conputer and a server
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sai d actess contrdhemdates pipecssingl ervstbropascariigalto ither ieypoiee preferablyat ch
between sai mﬁﬁr eGP SoNANt mGRI Bf AFeeISIFARG " RlatRANS ebARItENE oFERANS
for preventing display of said credentials on said display screen in
response toCPRARIPAUR i cation to said 30 program Thanks to this |ast
feature in parti culigrincluties aautgesdhalatompuperote sghiclansaiepemsphaimeatenty
wi t hout thed8§%éi§Q8H%Q&eHh6ir credentials, which significantly
20 - said program is an application program divided between the personal
computer and a server and said system includes means for connecting said
personal computer to said server,
- said personal security device is a smart card,
- said personal security device includes means for comparing a stored
25 secret code with a secret code entered by the user via said interface means
and said access control means are rendered operational in response to a
match between said secret codes; and
- said access control means include means for preventing display of
said credentials on said display screen in response to their application to said
30  program.
Thanks to this last feature in particular, the authentication process can
be implemented without the user knowing their credentials, which significantly
improves security because the user cannot inadvertently divulge the
credentials.
35 If the credentials are static, the means supplying the credentials are
memory means. If the credentials are dynamic, the means supplying the
credentials include means for executing an algorithm for computing said



i nproves security because the user cannot inadvertently divulge the
credentials. 35 If the credentials are static, the neans supplying the
“credentials are nenory neans. |f the credentials are dynamic, the nmeans
supplying the credentials include nmeans for executing an algorithmfor
conmputing said 6 credentials. O her features and advantages of the
invention wll energe fromthe foIIomﬁnéSdescription, which is given with
reference to the acconpanying drawings, in which 5 Figure 1 is a

di agrammat i credeniadé. t he hardware and software elenments of a data
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screen illustrating the process of authentication vis-a-vis rogram by
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‘a larger scalrswifgsath ivhfdh: di spl ayed on the screen shown in Figure 2A
Figure 3 is a flowhart show ng the basjc functjons inplenented by a
e v brop aguEn (o8 BedBOTSmiTRIce Yl i e, ABY S ERYE PHRAT on:
Fi ?ure 4 iA;eaemfer]ts dﬁéabteﬁﬂrddﬁembagyts}:ah@dcogﬂ@%m trﬁingebri@m:,ti ne OL th_eI 13
sof t war e whose amchart, | s own _i n,.Fi.aur ;. Figur is,a nore detaile
fl owchart show ng%‘é@c% §ﬁ%‘?’8utai ndés%l y gﬁgéeg]of'ﬁk’\%tfaet'%otgg fH' 3% ar ?# i's
shown i n Fi gutleericaibgwis-a6vis 2 arafiragr dynmenos rdghe ssystemi accartiing footre page
of an appli '@H.program di spl ayed to a user so that they can enter their
passwor d. eferring to Figure 1, a personal conputer 1 includes a

di spl ayl@creen 2 &n@urg €BniseftYiewalo Setarger sealgs o8 anoicor disedayasy onathe
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smart card 3DtdpbinddDrope applicatinn asecmdite systanrecbeting to theinveatisenal
computer 1. A poi 4G AEur BS/eCRanEY TERRE T ovib R FF sORIENE e the
ri ght - hahd sbfiveomehese fwchast is sivormt indrighitey3,connect ed to t he personal
computer 1 for  SRiqhui 1% & fbfe oo ifuchar£6bvding H'SeBSHP SIBtoUkABRH o7 1
is adapted to execute a nunber of prograns .
the software whose flowchart is shown in Figure 3;
Figure 6 is a diagrammatic representation of a home page of an
application program displayed to a user so that they can enter their password.
20 Referring to Figure 1, a personal computer 1 includes a display screen
2 and a conventional set of means 3 for processing data (microprocessor),
storing data, input/output of data, etc. To simplify the diagram the keyboard of
the personal computer 1 is not shown.
The personal computer 1 is associated with a personal security device
25 PSD such as a smart card 5 that can be read by a reader 4 connected to the
personal computer 1. The reader can instead be integrated into the personal
computer 1.
A pointing device, such as a mouse 6 with left-hand and right-hand
buttons 6a, 6b, is conventionally connected to the personal computer 1 for
30 moving a cursor on the screen 2.
The personal computer 1 is adapted to execute a number of programs
L, in particular application programs illustrated in Figure 1 by a home page
carrying the name of the application, namely Application 1, Application 2,
Application 3 and Application 4, together with an access control program LPA
35 managing access to the application programs (see below). The application
programs (also referred to as applications hereinafter) can be executed locally

in the personal computer 1 or executed partly in the personal computer and



L, i,n particular application prograns illustrated in Figure 1 by a hone
page carrying the nanme of the application, nanely Application 1,
“Application 2, Application 3 and Application 4, together with an access
control program LPA 35 nanagi ng access to the application prograns (see
below). The application prograns (also referred to as applications
hereinafter) can be executed locally in the personal conputer 1 or
executed partly in the personal conputer and partly in a server S to which
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credentials, and in particular the passwords PW1, PW2, PWD3, PWXA for
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personal securi ty Ii@GUWensonalsysiemitBadiser iswficated bYt%Q'%‘P%H@ﬁt"P&I”&‘?r such
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connected t etdticeorphmaomial conputer 1 via the reader 4 and is provided with
hardware and SOftY}@ tfe sense of the present application, a personal security device
PSD is a device held exclusively by or accessible exclusively to (for example
by means of a personal identification code PIN or otherwise) an authorized
user, and enabling secure storage therein of data with guaranteed security
25 against reading and/or writing of data by unauthorized persons. Furthermore,
a personal security device PSD of the above kind can include computing
means for executing one or more algorithms, in particular algorithms for
generating dynamic credentials.
As is the case in the embodiments described, the personal security
30 device PSD can be a smart card 5, which can be connected to the personal
computer 1 via the reader 4 and is provided with hardware and software
security means enabling storage therein of secret data (codes, messages,
keys, programs, etc). Its use is generally conditional on the provision of a
personal identification code PIN. A smart card generally has no electrical
35 power supply and its electronic circuits can be activated only by inserting it
into a reader which can supply it with electrical power.
Other personal security devices which are well known in the art and



secyrity means enabling storage therein of secret data (codes, nessages,
keys, prograns, etc). Its use is generally conditional on the provision of
‘a personal identification code PIN. A snart card generally has no

el ectrical 35 power supply and its electronic circuits can be activated
only by inserting it into a reader which can supply it with electrical
power. O her personal security devices whi ch are well known in the art and
8 based on sonewhat different security mechani sms do have an integral
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card 5 2mt oGther tiegtatioesl mapdelate to the capacity of the device PSD to execute
computation algorithms.

Hereinafter, to simplify the description, the personal security device
considered is a smart card 5 and the passwords PWD1, PWD2, PWD3,
PWD4 supplied by it are static (stored) passwords or dynamic (computed)

25 passwords.

The passwords PWD1, PWD2, PWD3, PWD4 supplied by the smart
card 5 are associated with the features of the window in which the passwords
are entered, in this instance the class and the attributes of the window.

The process illustrated by the dashed line arrow F in Figure 1 for

30 entering the password supplied by the smart card 5 into the required window
of one of the applications 1 to 4 will be explained further with reference also to
Figures 2A and 2B.
The process is based on the use of graphical user interface "Drag-
and-Drop" type functions. The Drag-and-Drop technique is a graphical user
35 interface (GUI) technique for transferring data between two applications. The
mouse of the personal computer is used to extract data from one application
and insert it into another application. For example, it is possible to select a



of one of the applications 1 to 4 will be explained further with reference
also to Figures 2A and 2B. The process is based on the use of graphical
‘user interface "Drag- and-Drop" type functions. The Drag-and-Drop technique
is a graphical user 35 interface (GJ) technique for transferring data
between two applications. The nouse of the personal conputer is used to
extract data fromone application and i nmsert it into another application.
For exanple, it is possible to select a 9 block of text in a word
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taking the f éq 10dof a re%{ entation of a smart card, for exanple as

shown in Fi dﬁ? Hi& dFRLSiRSHH i s di spl ayed and accessible at all tines on
t he di spl ay screein Zhef gysteexanpbeing td Heebmt/mﬁmnritgétsmand isotheeacadsst he
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i.e. an appl at exec ack hd cand i s
startedl faut ofrat iepaé$gntatiemn of iangmanagard hfpr ey@mu@eraSbsimvsn irp Fugwepzﬂ sdihel

conputer 1. |c-'3?1e7t|§r@|§fsla'g§dté"ﬁd \@ceegyvo% EpLii thags tdmehd B?sg%ﬁéwe% gf féhe

hone page of tion whi ch access Is require Most nodern
appl i cat i on ©XprRYe é’PréhGF dotiesr §@ﬁ‘é1haé‘€n‘iﬁff‘§i‘ &fdhe t?cée% RRFABISEYHE BEEESSi cal

user interf @@ﬁtroh@\b@r@rnanA@guereb@énWabbnéateind:a eoan\ap@d@mremlex@gufése
user to enter ﬁhelr stem accordi nqhto t he

i nvention i SCRBERUSYSY {1 e[gaékq{pgngfﬁg 'st(?%%c’ %trLFaéllH(fac? A& Rkew t h
ol der appl i caer bootsrugtrenpertsbatl cdrapotardn wi t hout wi ndows, in text node,

and sinply prompt Ttthta‘@é’tg%s ﬁ}]ee%r‘?é?wté‘%rr irfde W&@l@'pgssb%g@ otf*}ﬁe”ﬁc%e

wi shes to connect i cations
appl i cat i onPagafdheapnligatopyie é’hm aceRSp lﬁu’@@Utrﬁ@ é\ﬂ@%fd“floge'tﬁh@@pltqfr’élonl con

7 using the F@%éﬁ'\SGfor|p'ér§orfe|lrc%ﬁ‘nrﬁﬂe9l%dwm$'étwmﬁo p@\ge hl@é‘huéé?ﬁnt@ﬁ%'be
chooses frowa menu V\gl’d PWD1, PWD2 V\{’l
corr esponds ?‘I'Setané“al‘aglé%lb&?‘ew dlalds & iWRdoys mg h@nﬂ%‘? QERtE HAE he

passworzls P@&dentials. However, the system according to the invention is not limited to
this type of application and can be used with older application programs that
function without windows, in text mode, and simply prompt the user to enter
their credentials.

When the user wishes to connect to one of the applications 1 to 4, for

25 example application 1 as shown in Figure 2A, they move the cursor 9 onto the
icon 7 using the mouse 6.

In a first embodiment of the invention, the user chooses from a menu
the password PWD1, PWD2, PWD3 or PWD4 which correspolnds to the
displayed application. [t must be understood that the passwords PWD1,

30 PWD2, PWD3, PWD4 are not shown in clear in the menu and that only codes,
messages or signals P1, P2, P3, P4 appear in the menu to enable them to be
identified and to indicate to which application each of them provides access.

For example, briefly depressing the right-hand mouse button 6b when
the cursor 9 is over the icon 7 calls up a list of password identification codes

35 P1, P2, P3, P4. The required password, for example PWD1, is selected by
placing the cursor 9 on the corresponding code P1 in the list and clicking the
right-hand mouse button 6b, after which the icon 7 is displayed again. The



30 PWD2, PWD3, PWX4 are not shown in clear in the nenu and that only codes,
nmessages or signals Pl, P2, P3, P4 appear in the nmenu to enable themto be
"identified and to indicate to which application each of them provides
access. For exanple, briefly depressing the right-hand nouse button 6b when
the cursor 9 is over the icon 7 calls up a list of password identification
‘codes 35 P1, P2, P3, P4. The required pa8sword, for exanple PWDL, is

sel ected by pIaC|ng the cursor 9 on the corresponding code P1 in the |ist
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representation the cursor access con ram
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Smart card 5. Rel 5stRGOLRE | ST BUD BHEBREY 4 HA9WBmmuSB06HB the
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appl i cath ongnoseneeghemtthy .curéisr 9 reaches the window 8 commands insertion into

the destination window 8 of the password PWD supplied by the smart card 5.

The above is merely an example, of course, and from an ergonomic
point of view there are many other ways of inserting a password selected by a
user from a set of identification codes representing different passwords into a

25 destination window using a pointing device.

It must be understood that the applications 1, 2, 3 and 4 are not
modified in any way and are standard applications. Consequently, the
resident access control program LPA is substituted for entry of the password
via the keyboard by the user. Various solutions for this are available to the

30 skilled person. One solution is to simulate the pressing of the keyboard keys
and to send to the destination window a message equivalent to that generated .
by the keyboard. With this solution, the password is transmitted character by
character to the destination window. Another solution would be to use the
cut/paste function offered by modern operating systems (OS): the password is

35 copied onto the clipboard by the program LPA which then simulates pasting
into the target application by sending it a message equivalent to the paste
instruction. Finally, the program LPA erases the content of the clipboard to



resi,dent ,access control program LPA is substituted for entry of the
password via the keyboard by the user. Various solutions for this are
*avai l able to the 30 skilled person. One solution is to sinulate the
pressing of the keyboard keys and to send to the destination w ndow a
Jressage equivalent to that generated . by the keyboard. Wth this
solution, the password is transnitted chafacter by character to the
destinati on wi ndow. Anot her solution would be to use the cut/paste
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many casés, dapypl.i cati on prograns are designed to display dummy characters,
for exanple asteri i nst.e C SMOL; p by
a user: inthis ca@éeﬂ?e\ﬁ{'e 'Ba@gav\@fr (ﬁé\/%\n'%lsl r@ﬁ%&ﬁ%@pgg@%rﬂg %ﬁéeaggé{ﬁgé%?even
be total |y @hiHawsummy w@aﬁ%ecs.#@remﬁﬁﬂ @ster's&%énqtsagﬁém@mamberssof

| oaded dir eghé YaisBiverd RRidd Byrar liseralritHiy casdehe isivord vil Pever Bpgesr inhe
control of a security admnistrator. |If the password used is a stat.i
password it %8 BBAsMEngven . ke Ogﬂ@ UQHBOWBn& i&e(‘f%’rﬁ QQrﬁﬁaén%{esgr&@s of
random char fm@'e‘(@)d PwvDcils loaded akh”ﬁbﬂye inte thaiotsnpeos sakd by\w pdarsbhelizigg tool
conventi ona i i1l g menorize it. 20 In order
further to é’f’?gﬁmélgﬁn{rﬁg&sae%%%r{t){/gghﬁﬁ'ﬁgggﬁt hentication process vis-a-vis
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process vis-a-vis an application to which access is controlled by a password,
the password can be dynamic rather than static. Dynamic passwords can be
asynchronous or synchronous. This is known in the art.
An asynchronous password presupposes that the application and the
25 personal security device share a secret key. The application generates a
challenge that is transmitted to the personal security device PSD. The device
encrypts the challenge using the secret key stored in its memory and an
encryption algorithm, and the password computed in this way is transmitted to
the application. The application carries out in parallel a similar calculation on
30 the challenge and compares the result obtained with the password received
from the personal security device. Access to the application is authorized if the
passwords calculated in the application and in the PSD match, for example if
they are identical.
Provided that the access control software LPA is in a position to read
35 the challenge generated by the application, the system according to the
invention enables the use of an authentication mechanism using
asynchronous passwords of the above kind by having the access control



chal,l enge that is transmtted to the personal security device PSD. The
idevice encrypts the chall enge using the secret key stored in its nenory
and an encryption algorithm and the password conputed in this way is
transmtted to the application. The application carries out in parallel a
simlar calculation on 30 the chall enge and conpares the result obtained
with the password received fromthe pers$dnal security device. Access to
the application is authorized if the passwords calculated in the
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20  LPA.

Figure 3 shows the overall way in which the mouse 6 controls the
access control program LPA. The process starts with step 100 in which the
left-hand mouse button 6a is pressed when the cursor 9 is on top of the icon
7. Step 101 corresponds to capture of the status of the mouse and step 102

25  to waiting for events that can be generated by the mouse, for example moving
the mouse or releasing the left-hand mouse button.

If the event detected is movement of the mouse, the next step is step
103 corresponding to the subroutine whose flowchart is shown in Figure 4.

If the event detected by the access control software concerns the left-

30  hand mouse button, the next step is step 104 corresponding to the subroutine
whose flowchart is shown in Figure 5. Step 105 is the last step of the main
program.

The Figure 4 subroutine starts in step 106 with detection of movement
of the mouse. In step 107 the position of the mouse is acquired. In step 108
the window under the cursor 9 is sought. Step 109 corresponds to the
acquisition of characteristic data of the window under the cursor, in particular

w
w1

its class.



25 to waiting for events that can be generated by the nouse, for exanple
_moving the nouse or releasing the | eft-hand nouse button. If the event
*detected is novenent of the nouse, the next step is step 103 correspondi ng
.to the subroutine whose flowhart is shown in Figure 4. If the event
detected by the access control software concerns the left- 30 hand nouse
button, the next step is step 104 corresé@ndlng to the subroutine whose
flowchart is shown in Figure 5. Step 105 is the last step of the main
program The Fi gur8tep dubr detarmines dfr tise iotasyt ep the6winididw deideetthencofsor

novenent the nmou n.s positiaon of th el s mred
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cor responds representatouibtha cursof 9ot anaditied irsstep et t axﬂvis@dahavwaelothahrader
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of the wi nd rsor corres dgred in the
smart cabd Felaasinpthe tafehgndprousa bu @rpﬁ@s\@wtfeawedap 6ffeche Thart step of

‘modi fied in mbeuckddtind iRt &l Yy 1Qf'atHc§Wevetrhth% srg@g@ 4t£@ort>uﬂﬁéh@n
for entering the{ﬁrj)ffsmor PV\DISInthI ed, i.e ?Ieasm

| ef t - hand md&E@a PPN 7§ HATPYSS &9 é‘&QV'”grr%S ﬁe&?aé "o &fe T 9+€e3
subroutine ifiowdrent.t he end step 112. However, the Figure 4 subroutl ne is

5 ronchart. 1t thind EeufoteRsPil St 1 e ptSune @ golns Mo Bglief; " ©
the w ndow uhdmursdr()stdfea classoontaned irathd mnw@mfahaemamcammmprm Df

the smart Cfrfgdﬁesst gp gaﬁlcan%%ggbﬁasrhcteh& g{fems%?l WW:E?'? \gé(?:'ﬁs toOEhé A oGr sor

(which reve oW S as when he "wi'ndow 8
in Figure 2)shapgvthat ﬁdﬂatSh\@ha@etrreaph% thegandow® iofFighee phasivigiag BVDUBET t hen

?U]E thOLI ng 1th£t |h§ért%\hec5t¥ttth€%ia§%%@'d E'W@E@l@hé%um?on%bgur e ?hl SFV el easing the
e an nous utton e subrout i e

fl owchart is exedﬁ%r@de"@?tecbetﬂt@d R $Fg 1&? £} c'SI“Feegg%ﬁé@a?@gd fetrhr@d

rel ease1of trheusefbuthandthemiggobtiid 0104 TR Shy ithe Gfgdréesrrﬂuwehaﬁ is
acquired ineth%QE ldlS and the wi ndow under the cursor is sought in step

116. Char act 9% data of that 20 wi ndow, in particular its class, is
acquired in step Btgp Stdeip lilsuareaémqu@@p@nd@é@ deteatiepaetaase offtheHeftwandow

under the cyrs@e HutBhl O‘T‘H§ B&iffort lorfe SheL&H id RichRed TRIdtef e 5 And! fhenot
t he subroutine term nat in step 11
window under t e cursor is sought in step 116. Characteristic data of that

20  window, in particular its class, is acquired in step 117.

Step 118 applies a test to determine if the window under the cursor 9
belongs to a class stored in the smart card 5. If not, the subroutine terminates
in step 119.

If it does, the application to which the window belongs is determined in

25 step 120. Step 121 applies a test to determine if the identified application
corresponds to an application whose identification data is contained in the
smart card 5. If it does, the password in the smart card 5 associated with the
identified application is inserted in the window in which the cursor is then
located, after which the subroutine terminates in step 123.

30 If the result of the test in step 121 is negative, the user is prompted in
step 124 to enter the required password (static password) manually via the
keyboard of their personal computer. In step 125 the password, the
application identification data and the characteristics of the detected window
acquired in steps 117 and 120 are transmitted to the smart card 5, which

35 stores them. The next step of the subroutine is then step 122 which inserts
the password entered at the keyboard by the user and stored in the smart

card 5 into the destination window.



If i,t does, the application to which the wi ndow belongs is determned in
25 step 120. Step 121 applies a test to determne if the identified
application corresponds to an application whose identification data is

.contained in the smart card 5. If it does, the password in the smart card
5 associated with the identified application is inserted in the windowin

whi ch the cursor is then |ocated, after l#hich the subroutine ternminates in
step 123. 30 If the result of the test in step 121 is negative, the user is
pronpted in step |44 e}ret @ @awtaerdnéglrgnfrﬁélm fr@ﬂrd@éﬁmhdofsé atidne:e Qﬁa?g:é!\@fdén
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password PWD be |nserte gh W hs charact rized Bé i cI a

and its spec‘ihlaur%dea%‘%q '%B?E%C lPY x%Hﬂ?éDa{ cat ?‘Hu? OWRAPd etf baco f a
passwor gow rtdewialdgdoseftriexanime imthedltosm Erniter passvedrdgue box 10. The

di al ogue box is i i rt A titl ngow,
ShOanI n the titl ng?@%lr oﬁé @%ﬂ? angla\gl %Fmbegx ‘MC‘S% é ﬁq (Nrﬁ(ﬂﬁ’v%f 91%
"Ent er passwaiggt applieatiany is cheragterizeg lﬁdtiwtl@ﬂa[ hxetfeq)plaswxfutbﬁ windew atﬂde

wi ndow of t fg thteaﬁweetﬁacsxpﬂh'e%md@)w TheokiR! pedendran 1 fadbl] cfichterdtirighe

cl ass of the w ndow and he title titleis

general |y fdP@eRBS @Bﬁ%t%’@?ﬁ%ﬂ Q'be“ﬁ%n‘éarﬁ? ‘?h@"eaﬂﬂqUE?ﬁritoﬁp%d”tW@ name

of the docurpplices fop exBtnpld thelié Grim@df o ixt X mpltRetdtirbsd &f naWRbOf a
text file or the address of a web page. In steps 109, 117 or 120 of the

Figure 4 an®2¥Csubroutines the above information is used as previously
descri bed to det edmisteps 09 he&17 ws di20i afrthefFigurepd ssviod dubsodimes dhe zdxbver

not. 20 If ‘?’rﬁéﬁ?ﬁti @ |§%18@8p$§ Efﬁ\h& y%egeﬂgéa 't(?'a%kerﬂﬂné hﬁtf{ég 91‘é'e§t'ic9pof’fa

several cre e user nane (login narme
passwor d, tiﬁ’é‘ssb{@ffé%alébﬁﬂi‘%ﬂ OEBPtware LPA is adapted:

20 If access to an application is conditional on the provision of several
credentials, for example the user name (login name) and a password, the
access control software LPA is adapted:

- to determine if the destination window in which the user released the
button of the mouse 6 is that which is to receive the login name or that which

25 is to receive the password; and

- looks for another adjoining window of the same dialog box that will
receive the login name or the password, depending on the result of the
preceding step.

The discrimination between login name and password windows is

30 performed by examining if the window concerned has the "password" attribute,
i.e. if the window is adapted to conceal what is entered by means of asterisks.

The second window is looked for by seeking the parent of the first
window and then listing all the daughter windows of that parent until a window
is found having the required characteristics. However, in some cases this

35 solution may not work (dialog box with more than two entry windows,
"password" attribute not used, etc.).

Another solution consists of having the user perform an initialization:



- tg determne if the destination wi ndow in which the user rel eased the
button of the nouse 6 is that which is to receive the | ogin nane or that
*which 25 is to receive the password; and - |ooks for another adjoining

-wi ndow of the sane dialog box that will receive the |ogin nane or the
.password, depending on the result of the preceding step. The

“di scrinmination between | ogi n nane and pa§§mord w ndows is 30 perforned by
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nodi fied, in particular stituting technic qui val ents, w t hout
departing friB¥eAtid. scope of the invention. 15 For exanple, in the case of
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20 personal conpute he S
al so be applme algorlthms for calculatmg the statlc password that will be supplied to the

20  personal computer.

On the other hand, the system described above can also be applied to
entry of data, such as credit card number and expiry date, bank card number,
etc, needed to access a service or program, or to execute a program, whether
or not access thereto is controlled by the entry of access credentials

25 (password, login name, etc).



entry of data, such as credit card nunber and expiry date, bank card
nunber, etc, needed to access a service or program or to execute a
®*program whether or not access thereto is controlled by the entry of
.access credentials 25 (password, login nane, etc). 16 CLAIM5S 1. A data
processing systemincluding: - data processing neans for inplenenting at

| east one of the following functions: aébess to a program execution of a
program and access to a 5 service, - first means for storing data and
prograns, - user interface neans incIu@ngwgt | east one di splay screen and

graphical interfac and - east pne pointing device for

control ling the no eggq?ﬂr}a(ﬂfo%ew%ayste%mg@gfnggal d screen, - in which
system i npl enenti ngdeﬁalpjotwmmg orearefor iraplenhentaigpt least ome obthecfotidemg al s
in response e.d y s [ c r din
that it furtfhg?t (ﬁm%@ S% topear gé@ﬁ”ﬁe%ﬁ%q @ﬁdgfv%céﬁ?dg?n} %@?jug %\%g %pef y

mreans (Mp f merdeéj vering said credentials and rreans (LPA) 15 for
controlling access ffr@t ,%%laqs%p%aﬂgwa laﬂeé#g - display neans for

si mul t aneously displaying on sai creen s re juest (10) and at | east
one sign (7) represtSfi WET3eE fapavhdNCledng: ,aﬂyeaatg\gn@ed(sgjay SCERQUIANA i on

means (100) draphieanmesithdtomica@sagnai sition of said 20 credentials in said
supply means b osi,tioning, sai aid s nmeans of
2’8 ol nting. devi-s T8t o BOMRE 6 icH S pohBbnEd e oy SreBs Aharraraey sai o
appl i catoon aver saiddscreepdentials to said function in a required position of
sai d cursor, byrre L ng. deyi: ng to
claim1l, wher ei n sal hl%k d%ggrsﬁql Erﬂg%%%rgmﬁm%@gmn%ﬁo@ re@udé(l nc%naggﬁ(%t%

dest i nat i on oficnetdantiety |rf wspeoabe tapps disatdyorf a)fequ%i dncs:eaﬂ_emaeal s, _
characterized in dfaphcaplbel o afise tGRREP indeAdS af ESBRAI sbalfty dRevice (b1 St

means (109, 117) en I f rﬂ haracteristic data o
under said ¢raﬁ|§6m9(33;pnmlm%an% 3 TR drierg saifcredpeids and meanscdibr at or

nmeans (140, f3A&ntfdlling QBB ﬂ@gsél@@n@@@hash@rmmd.ﬁg data of said w ndow
under the cursor Wdlshplgyt]ar%gg%sertjo?tsll%u g%gogsly c?splaylng on said screen said
request (10) and at least one sign (7) representing the personal security

device (5),

- acquisition means (100) for commanding the acquisition of said

20  credentials in said supply means (M) by positioning said cursor (9) on said
sign by means of said pointing device (6), and

- application means (122) for commanding said application of said
credentials to said function in a required position of said cursor, by means of
said pointing device.

25 2. A system according to claim 1, wherein said program is of the
windows type and includes a destination window (8) for said application of
said credentials, characterized in that said access control means further
include:

- first means (109, 117) for identifying characteristic data of the

30 window under said cursor (9) while it is moving on said screen,

- first comparator means (110, 118) for comparing the characteristic
data of said window under the cursor with characteristic data of said
destination window (8) stored in said supply means (M) related to said
credentials, and

35 - means (113) for authorizing said application of said credentials in
response to a match between said identified characteristic data and said

characteristic data stored in said supply means (M).



dest,inati,on wi ndow (8) stored in said supply neans (M related to said
credentials, and 35 - neans (113) for authorizing said application of said
®credentials in response to a match between said identified characteristic
-data and said characteristic data stored in said supply neans (M. 17 3.
A systemaccording to claim2, characterized in that it includes a
pIurallty of progranms and a pIurallty of 1deparate credentials (PW1, PWD2,
etc) controlling access to respective prograns, each of the credentials is
associ ated in sai oB.sAprsten‘eamorWrtghtcdaraani@lea:ﬁérfayie’ngeﬁha that iteippoaiesng 5
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prograns) each of -tsesoodecwnpattsr nEara:s@c?dl) doedompasiaigdtheusieinyityrefissidu t h
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access contr nmeans urther inc secon
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interface neans and storin d credenti al
program (Applicatio 1 etc and said access control means further include:
20 - second means (120) for identifying a program whose destination

window (7) is displayed on said screen, and

- second comparator means (121) for comparing the identity of said
program detected with said identification data stored in said supply means
(M),

25 - said application means (121) being adapted to command application
in said destination window of credentials present in said supply means (M)
and whose associated identification data corresponds to the identity of said
detected program.

5. A system according to claim 4, characterized in that it includes

30 means (124, 125) for authorizing entry of credentials for said detected
program by said user via said interface means and storing .of said credentials
entered with identification data of said detected program in said supply means
if there is no match between said identification data and said detected
program.

35 6. A system according to any of claims 1 to 5, characterized in that it
includes a personal computer (1) to which said personal security device (5) is
connected.



entered with identification data of said detected programin said supply
means if there is no match between said identification data and said
®detected program 35 6. A systemaccording to any of clainms 1 to 5,
-characterized in that it includes a personal conputer (1) to which said
_personal security device (5) is connected. 18 7. A systemaccording to
claim®6, characterized in that said progt@m (Application 1, etc) is an
application program di vi ded between the personal conputer and a server and

sai d system i ncl udesangansmfcoedingastdldieh 6acHaraRess@din BAMBEIEPrdPamai d
server. 5 8. A @el?jtem acgc;r.dl?nfg to .ang of clains,.1 to 7, char%ct erized in
that said pRPREGRIONSdc &G Y& APPACALON, PEOAM 9é¥'?’19<§)§3€.tw9?”A yRe'sppal
accor di ng t goamputef aotaa menikrtand saidhsyseteinciieldsi metbhatfor sandepiics sail
‘securi ty deé)ie?gor{af})cohﬁ)gjégp%ssmgggvgror conparing a stored secret code

(PIN) with a-secret entered by the user via said interface 10 neans
and sai d>access céntAdystararaccaréng dndenedf opemnat 1 dnal, dharagspoeden that a

mat ch bet vveggioseéggﬁlgﬁgﬁuéﬁygggmgjfga %g&g%w%fcordi ng to any of clains 1

to 9, characterize sal d access coO neans i ncl ude neans for
preventing di spl ay- ot sygtedn ascerdingitalanonf slimsdl épiGayhacaddernized in daplonse
to their apghidplersdhdiosédirfly devidd 98y amaludds rAeddStBM &rePacHd % tstorday of
clains 1 to 10 wherei rb?\sl d, credentials are% tlﬁ, characterized |n that
sai d suppl ySREEALAAR) (RN Withrsr ECTRESREE Qraer Z’yst EnYSRICHR FaiY b of
cl ai ms 1o t onddanshaneigaic aicdesQontreldertingl srearaddwthbperatiohal &cteyponed i n

E:gﬁ;)uts?lng 2%5%?%@%@}"’%%_3‘5‘%%3&% Jgaps for executing an algorithmfor

10. A system according to any of claims 1 to 9, characterized in that
said access control means include means for preventing display of said
credentials on said display screen in response to their application to said

15  program.

11. A system according to any of claims 1 to 10 wherein said
credentials are static, characterized in that said supply means (M) are memory
means.

12. A system according to any of claims 1 to 11 wherein said

20  credentials are dynamic, characterized in that said supply means (M) include
means for executing an algorithm for computing said credentials.



