1 SYSTEM AND METHOD FOR CORRELATI NG MESSAGES W THIN A W RELESS TRANSACTI ON
[ 0001] The present disclosure relates generally to efficient conmunications
of 5 messages and transactions in an asynchronous communi cati ons
environment and in particular to correlation of nessages in a wreless
network. [0002] In a wireless communi cat ilons envi ronment, nessages are sent
between a wreless device and a network “el enent such as a server. These
nmessages typically include a uni gue identifier to identify the nessage.
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[0004] Messages themselves can often be grouped into & logical group of discrete

15 messages between the device and the network element. For example, an
outbound message may somehow correlate to a subsequently received inbound
message. The logical group of discreet messages between the device and the
server form a transaction. It is often desirable to correlate the messages within a
transaction.

20 [0005] in wircless communications message ordering is, however, often
asynchronous. Thus, for example, multiple outbound messages can be sent and
the inbound messages can be received in an order that is different from the order
in which the outbound messages were sent. In order to overcome this, a typical
solution is to use a transaction identifier field in every message. This field is

25 added in addition to the message identifier and message type fields. The addition
of a transaction identifier field is, however, problematic because the transaction
identifier needs to be iarge enough to distinguish it from other transaction
identifiers and thus the overhead in terms of network resources for adding a
transaction identifier field to every message is quite large.

30
GENERAL
[0006] The present system and method may relate to addressing disadvantages

of the prior art by constructing a message identifier field as a combination of a



[ 0006] The present system and nmethod may relate to addressing di sadvant ages
of the prior art by constructing a nessage identifier field as a
conbination of a 2 transaction identifier and a nessage index. Preferably
a globally or locally unique nessage identifier field is still provided,
whi | e reduci ng nessage size, thereby saving network capacity. [0007] In a
further aspect, a transaction type can bé identified for the transaction 5
t hrough several mechanisns. A first mechanism my be the addition to the
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subsequently discovered that the assignment of the transaction type is incorrect
due the transaction type could then be re-assigned.
[0010] A fourth mechanism could be that no transaction type is present, but a
message includes message type information. As will be appreciated, the

20 message type of a first message in a transaction will often uniquely identify the
transaction.
[0011] The identification of the transaction type may also provide for tracking of
messagé types within the fransaction. Specifically, a transaction has a limited
number of message types that are expected in a specific order, and thus by

25 tracking a transaction the next message type can be derived. This may result in
the elimination of the need to have a separate message type field if the
transaction type can be identified from the message identifier.
[0012] The present disclosure may therefore provide a method for correlating
messages within a wireless transaction, each of said messages requiring a

30  unigue message identifier, the method comprising the steps of: creating a
transaction identifier, said transaction identifier being the same for related
messages; and adding to the transaction identifier a message index, said

message index corresponding to a number of a message within a transaction,



messages within a wirel ess transaction, each of said nessages requiring a
30 uni que nessage identifier, the method conprising the steps of: creating
a transaction identifier, said transaction identifier being the sanme for
rel ated nessages; and adding to the transaction identifier a nessage

I ndex, said nessage index corresponding to a nunber of a nessage within a
transaction, 3 whereby said transacti ondidentifier and nmessage i ndex form
t he uni que nessage identifier for each of said nessages. [0013] The
present di stkeeshy saidinanbactidreideptifier aied message daddéxdionmi the emnigittapesgage o
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[0015] The present disclosure may still further provide a network element for
processing correlated messages within a wireless network comprising: a protocol
20 data storage, said protocol data storage storing message types and sequences
for each transaction type of a plurality of transaction types; and a transaction
state storage storing transaction records for existing transactions; and a message
processor, said message processor adapted to: receive a message having a
message identifier comprising a transaction identifier, said transaction identifier
25  being the same for related messages, and a message index corresponding to a
number of the message within a transaction; extract from said message identifier
the transaction identifier; check from said transaction state storage whether said
transaction identifier is known, if no: create in the transaction state storage a
transaction record for the transaction identifier; and check whether a transaction
30 type is available, if yes updating the transaction record; and process the message

based on the transaction record.



nunber of the nmessage within a transaction; extract from said nessage
identifier the transaction identifier; check fromsaid transaction state
. storage whether said transaction identifier is known, if no: create in the
transaction state storage a transaction record for the transaction
identifier; and check whether a transaction 30 type is available, if yes
updating the transaction record; and proéess the message based on the
transaction record. 4 BRI EF DESCRI PTION OF THE DRAW NGS [ 0016] The present
aﬁpl ihcat i oOBRIEFIDESCBRIPTIHON id dHE DRAWINGS ef erence to the drawings in
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delivery tﬂ%ﬁiﬁgéi'rpﬂlhfd?ﬁ a pull based content delivery with pushed content
availability no |{|cation; Figure 3 is a flowdiagramillustrating a pull
type delivery t Figisact isomflowrdiggraen Blustrating thewasynahremous hature af wirglesspush
content_delivery . transaction, 10 Figure 5 is a flow diagramillustrating an
exenpl at y g@?ﬁ%‘é_”?@forlﬁi lizing the conbined transaction identifier and
nmessage i ndex; @an ' ' N ed for
t he net hod of ﬁ%j%reze%eéﬁﬁoﬁidg% osu?g?ggﬁghﬁogrg?gﬂ%mqvgwaﬁﬁﬁ]ﬁfbgiﬁggéam of
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Figure 1 is neant e IllTustrative of communi cations between a device 10
and setlWer 20 aFiguiess iswaflow diagranh dlustratiogandixerhplag methddior gfilizingéhve ce
"10 may send vari chﬁ: nes agei tqrserver 20. 1n the exanple of Figure 1,
messages 3§0MPinedfiansaction ideRtifier and 1eSEAYRINISY. Each of messages 30, 32,
34 and 36 bert arfguR, &isch biiedhgram beh sShplifidd System uddd it Atbthed bF gur e
1 25 with different |i1ne type. E%anpl es of nmessages 30, 32, 34 or 36 could
be cont ent the present disclosure; and

Figure 7 is a block diagram of an exemplary mobile device that could be

15 used with the present method and system.

DESCRIPTION OF PREFERRED EMBODIMENTS
[0017] Reference will now be made to Figure 1. Figure 1 illustrates an
exemplary flow diagram for communications between a device 10 and a server
20 20. The example of Figure 1 is meant to be illustrative of communications
between a device 10 and server 20 and does not limit the present disclosure.
[0018] A device 10 may send various messages to server 20. In the example of
Figure 1, messages 30, 32, 34 and 36 are sent to server 20, Each of messages
30, 32, 34 and 36 pertain to a different matter and thus are illustrated in Figure 1
25  with different line type. Examples of messages 30, 32, 34 or 36 could be content
requests, confirmations of content receipt, requests for additional content, a
content response, among others.
[0019] Device 10 may send numerous messages such as messages 30, 32, 34
and 36 to server 20. However, due to the asynchronous nature of wireless
30 communications, the response from server 20 to device 10 based on messages
30, 32, 34 and 36 may not correspond in order to the order in which server 20

received messages 30, 32, 34 and 36.



requests, confirmations of content receipt, requests for additional
content, a content response, anong others. [0019] Device 10 may send
nuner ous nessages such as nessages 30, 32, 34 and 36 to server 20.
However, due to the asynchronous nature of w reless 30 conmunications, the
response fromserver 20 to device 10 based on nessages 30, 32, 34 and 36
may not correspond in order to the order”in which server 20 received
nmessages 30, 32, 34 and 36. 5 [0020] In the exanple of Figure 1, a
response 4@oRhhin thel extarspleoffigueyt, 32esponseetbihat delatesdounessag® 32 isst .

Subsequently, .a response_42 i I ved by devi . | at i t
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response 4 part same transaction; and nmessage 36 and response

42 are par {ooeR] Ahdssunwith tie above howeheevice gottelzites mesbage 30rtansact i ons
is unique fromeach other. [0023] The sqglution to_the above is . to construct
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within a suc a-carrirer Server, service,
channel , ayhege ekbie b the2foufltredsastion isluridguefroneeacti ethapy t hose skilled in
the art, uni que_may not ) . o
[0023] The solution to the above is to construct a message identifier field as a
15 combination of the transaction identifier and a message number or index within

the transaction. This can be illustrated:
[Transaction identifier] [Message indexj

20 [0024] As will be appreciated by those skilled in the art, the combination of a
transaction identifier and message index provides for savings of network
resources. Specifically, the transaction identifier needs to be unique. Unique
here could be defined as a globally unique value or a unique value within a
context such as a carrier domain, device, server, service, channel, among others.

25  Also, as will be appreciated by those skifled in the art, unique may not
necessarily mean completely unique, but statistically having a low probability of
having the same value as another transaction identifier.

[0025] Since the message identifier also needs to be unique, the combination of
the unique transaction identifier with an index for a message within the

30 transaction provides a unique message identifier. The elimination of one unique
value saves resources, since a unique value requires a significant number of

bytes in every message to be implemented.



necessarily nmean conpletely unique, but statistically having a | ow
probability of having the sanme val ue as another transaction identifier.

[ 0025] Since the nmessage identifier also needs to be unique, the

conbi nation of the unique transaction identifier with an index for a
message within the 30 transaction provides a uni que nessage identifier. The
elimnation of one unique value saves r®sources, since a unique val ue
requires a significant nunber of bytes in every message to be inplenmented.
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I dentifier, I er and preferably the nessage field.

15 not meant fo be limiting. Other message index sizes could be used and would be
apparent to those skilled in the art.
[0029] The above provides the advantage that the transaction identifier, which
typically may be between 32 and say 256 bytes, does not need to be added to a
separate message identifier, which also could be 32 to 256 bytes. Thereby,

20 overhead is saved.
[0030] In a further aspect, the single message identifier field having a transaction
identifier and message index can be used to replace the transaction identifier,
message identifier and preferably the message type field.
[0031] In particular, in a content delivery framework the transaction types are

25 predefined, so the types of messages participating in the transaction are also
predefined. Moreover, the order of these messages within the fransaction is
predefined as well.
[0032] This will be illustrated in more detail with reference to Figures 2, 3, and 4.
[0033] Referring to Figure 2, a flow diagram is illustrated for a typical pushed

30 notification with pulled content system.
[0034] In Figure 2, a device 10 and a server 20 communicate with each other.
The transaction in the example of Figure 2 illustrates a first message 210, which

is a notification to device 10 that content is available. in response, device 10



[0031] In particular, in a content delivery framework the transaction types
are 25 predefined, so the types of nessages participating in the
transaction are also predefined. Moreover, the order of these nessages
within the transaction is predefined as well. [0032] This will be
illustrated in nore detail with reference to Figures 2, 3, and 4. [0033]
Referring to Figure 2, a flow diagrami s/illustrated for a typi cal pushed
30 notification with pulled content system [0034] In Figure 2, a device 10
and a ser veend¥a cnessageZitxtovdarner2@ cootdiring a dintenfrranuest toarbtain thae

exanpl e of Figu 1y ates a first nessage 210, which is a
notificati thﬂ{ﬁ@ifst%"q‘%qehat content is available. In response, device 10
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nmessages 2frAnsadidnadefihes thatyps obmessageagnd the bildrofdeese onessagps 212, 214
or 216 instead t he, nessages defi ne 10 above. O ] ferring to
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to server an orns a content request. [0040] In response t0 nessage
310, sHrYveab@@.sends a nmessage 312 providing a 15 content response. Device
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pr edet er m devce 10 to server 20 and forms a content request.
[0040] In response to message 310, server 20 sends a message 312 providing a
15 content response. Device 10 may then optionally send a confirmation message
314.
[0041] As with the above example of Figure 2, messages 310, 312 and 314 of
Figure 3 form a single transaction. Further, based on the transaction type, the
messages in the transaction are predetermined and the order of the messages is
20 predetermined.
{0042] As will further be appreciated by those skilled in the art, in the event of an
error in messages 310 or 312, an error message can be sent instead of
messages 312 or 314.
[0043] Referring to Figure 4, this figure illustrates an exemplary flow diagram for
25 a push system. In the example of Figure 4, content itself is pushed to a device
10, rather than merely a notification of content, as in the example of Figure 2.
[0044] In Figure 4, a device 10 communicates with a server 20. Server 20 can, in
message 410, send content or part of content to device 10.
[0045] In response, device 10 may optionally send a confirmation in message
30 412. Alternatively, device 10 could send a request for additional content or an
error message in message 412.

[0046] The server 20 could then, when content becomes available or if a request



[0042] As will further be appreciated by those skilled in the art, in the
event of an error in nessages 310 or 312, an error nessage can be sent

i nstead of nessages 312 or 314. [0043] Referring to Figure 4, this figure
illustrates an exenplary flow diagramfor 25 a push system 1In the exanple
of Figure 4, content itself is pushed to_a device 10, rather than nerely a
notification of content, as in the exanpﬁe of Figure 2. [0044] In Figure
4, a device 10 comunicates with a server 20. Server 20 can, in nessage
410, send fopmEdeitionat cpatent isfreceivednsemnd mieeicoatard.in freEs$8e 1414: eHpsnsuld
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15 index within the transaction allows for the identification of the types of messages
participating in the transaction, since in a transaction the message type and
ordering are predefined.

[0050] in particular, various options exist in order to uniquely identify a transaction
type.

20 [0051] In a first option the transaction type may be embedded in the transaction
identifier of a message identifier. This results only in the requirement that a
second subset to identify a message index exist within the transaction.
Specifically, if a device can receive sixteen types of transactions, then the
transaction type could be four bits added somewhere within the transaction

25 identifier. Thus, for example, the transaction identifier could be extended by
adding a transaction type index at the beginning of the transaction identifier. This

is illustrated as:

[transaction identifier[message index]
30
where the transaction identifier subset of the message identifier contains the
transaction type.
[0052] However, this is not meant to be limiting and the transaction type can be



type. 20 [0051] In a first option the transaction type may be enbedded in
the transaction identifier of a nessage identifier. This results only in
the requirenment that a second subset to identify a nessage index exi st
within the transaction. Specifically, if a device can receive sixteen
types of transactions, then the transaction type could be four bits added
somewhere within the transaction 25 idenfifier. Thus, for exanple, the
transaction identifier could be extended by adding a transaction type
i ndex at thdddbghywherg withihltlee traasactidrn identifierfieldi Eurthghvarioussformisweft r at ed

as: [transactjon identifier][nmessage, index] .30 where fhe transaction
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identifier]|[message index] .
he message identifier is:

15 [transaction identifier][transaction type index]
and for subsequent messages in the transaction the message identifier is:

[transaction identifier][message index]

20
[0055] Thus consecutive messages within the transaction carry a message index
within the message portion of the identifier.
[0056] A third option is that the fransaction type is not embedded in the
transaction identifier subset of the message identifier. In most cases, the type of

25 the first message within the transaction uniquely identifies the transaction type.
The decision on the transaction type and the anticipated sequences of messages
within the transaction could be made dynamically upon processing the first
message. Alternatively, the transaction type could be identified based on the
radio bearer or interface that was used to deliver the message, the size of the

30 message, among others. For example, the size of the message could be used {o
distinguish between pushed content and a pushed notification of content
availability messages, thus separating transactions shown in Figure 2 and Figure

4. This example still requires only a message index for a message subset of the



20 [0055] Thus consecutive nessages wWithin the transaction carry a nessage
I ndex w thin the nessage portion of the identifier. [0056] A third option
is that the transaction type is not enbedded in the transaction identifier
subset of the nessage identifier. In nost cases, the type of 25 the first
message within the transaction uniquely identifies the transaction type.
The decision on the transaction type and® he anticipated sequences of
nmessages w thin the transaction could be nmade dynam cally upon processing

the first jdentitadsld AThi isdlusteltted ashe transaction type could be identified
based on the radio bearer or interface that was used to deliver the
nmessage, the size of the 30 nessage, anong others. For exanple, the size of
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above use of transaction types is further show wth reference to
the message subset. This is illustrated as:

15 [transaction identifier][message subset]
[0059] The message subset is for example illustrated as:

[message index][message type]

20
[0060] The above use of transaction types is further show with reference to

Figure 5. Figure 5 illustrates a flow chart of an exemplary method for utilizing the
combined transaction and message identifiers. In the example of Figure 5, the
method starts at step 510 when a message is received. The method then
25  proceeds to step 512 in which the transaction identifier is extracted from the
received message.
[0061] The method then proceeds to step 514 in which a device or server checks
to see whether the transaction identifier that was extracted in step 512 is a new
fransaction identifier. As will be appreciated by those skilled in the art, the device
30 or server (for example device 10 or server 20 from Figures 1, 2, 3 or 4) will store
transaction identifiers and if a transaction identifier is received that does not
match any of the stored transaction identifiers, then this will be considered to be a

new transaction identifier for step 514.



Figure 5. Figure 5 illustrates a flow chart of an exenplary nethod for
utilizing the conbined transaction and nessage identifiers. In the exanple
of Figure 5, the nmethod starts at step 510 when a nessage is received. The
met hod then 25 proceeds to step 512 in which the transaction identifier is
extracted fromthe received nessage. [0061] The nethod then proceeds to
step 514 in which a device or server chddks to see whether the transaction
identifier that was extracted in step 512 is a new transaction identifier.
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[0065] The process proceeds to step 530 from step 514 if the transaction identifier
is not new, from step 518 if the transaction type is not available, or from step 520.
In step 530, the message that was received in step 510 is processed.
[0066] The process then proceeds to step 532 in which the transaction state is

20 updated. For example, if utilizing the transaction type of Figure 2, once the
content availability message has been received, the transaction state could
indicate that the next message expected at the device is a request to be sent 1o
retrieve the content. As would be appreciated, each transaction has a specific
protocol with messages and message ordering that are used.

25  [0067] The process proceeds from step 5§32 to step 534 in which the device or the
server continue with transaction flow as per protocol data.
[0068] As will be appreciated by those skilled in the art, the example Figure 5 is
merely illustrative of one method that we used to exiract information including a
transaction identifier called a transaction type message type and message

30 identifier from a received message. Other examples will be apparent to those
skilled in the art.
[0069] Referring to Figure 6, Figure 6 illustrates a block diagram of a typical



[0066] The process then proceeds to step 532 in which the transaction state
Is 20 updated. For exanple, if utilizing the transaction type of Figure 2,
once the content availability nmessage has been received, the transaction
state could indicate that the next nessage expected at the device is a
request to be sent to retrieve the content. As would be appreciated, each
transaction has a specific protocol w tH nmessages and nessage ordering
that are used. 25 [0067] The process proceeds fromstep 532 to step 534 in
whi ch t he gjeidrfe IPthe Hstems BWBVic610 comminibates avithea seorer 620w Reviger
protocol data. [0068] As will be apprecia%sgxg% t hose skilled in the art,
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[0072] Similarly, server 620 includes a message processor 622 adapted to
process messages that are received. Further, a protocol data storage 624
includes various protocols that the server can adopt to communicate with a device
610, or which server 620 can use when communicating with device 610.

20 [0073] Server 620 further includes a transaction state storage 626 to identify the
current state of the various transactions that server 620 is involved with. In this
way, messages 630 are passed between device 610 and server 620.
[0074] As will be appreciated by those skilled in the art, device 10 from Figures 1,
2, 3 and 4, and device 610 from Figure 6 can be any mobile device. One

25  exemplary mobile device is illustrated in Figure 7.
[0075] Figure 7 is a block diagram illustrating a mobile station apt to be used with
preferred embodiments of the apparatus and method of the present disclosure.
Mobile station 700 is preferably a two-way wireless communication device having
at least voice and data communication capabilities. Depending on the exact

30 functionality provided, the wireless device may be referred to as a data
messaging device, a two-way pager, a wireless e-mail device, a cellular telephone

with data messaging capabilities, a wireless internet appliance, or a data



process messages that are received. Further, a protocol data storage 624

I ncl udes various protocols that the server can adopt to comrunicate with a
devi ce 610, or which server 620 can use when conmuni cating with device 610.
20 [0073] Server 620 further includes a transaction state storage 626 to
identify the current state of the various transactions that server 620 is
involved with. In this way, nmessages 638 are passed between device 610 and
server 620. [0074] As will be appreciated by those skilled in the art,
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a diskette or PCMCIA card. The SIM/RUIM card can have approximately 64K of
memory and hold many key configuration 751, and other information 753 such as
identification, and subscriber related information.
[0078] When required network registration or activation procedures have been
20 completed, mobile station 700 may send and receive communication signals over
the network 719. As illustrated in Figure 7, network 719 can consist of multiple
base stations communicating with the mobile device. For example, in a hybrid
CDMA 1x EVDO system, a CDMA base station and an EVDO base station
communicate with the mobile station and the mobile station is connected to both
25 simultaneously. The EVDO and CDMA 1x base stations use different paging
slots to communicate with the mobile device.
[0079] Signals received by antenna 716 through communication network 719 are
input to receiver 712, which may perform such common receiver functions as
signal amplification, frequency down conversion, filtering, channel selection and
30 the like, and in the example system shown in Figure 7, analog to digital (A/D)
conversion. A/D conversion of a received signal allows more complex
communication functions such as demodulation and decoding to be performed in



15 simlar to a card-slot into which a SIMRU Mcard can be inserted and
ejected like a diskette or PCMCIA card. The SIMRU M card can have

approxi mately 64K of mermory and hold nany key configuration 751, and ot her
information 753 such as identification, and subscriber related
information. [0078] Wien required network registration or activation
procedures have been 20 conpl eted, nobi |14 station 700 may send and receive
comuni cation signals over the network 719. As illustrated in Figure 7,
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which 10 controls the overall operation of the device. Communication
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communication subsystem 740 such as a short-range communications subsystem
and any other device subsystems generally designated as 742. Serial port 730
could include a USB port or other port known to those in the art.
[0081] Some of the subsystems shown in Figure 7 perform communication-

20 related functions, whereas other subsystems may provide “resident” or on-device
functions. Notably, some subsystems, such as keyboard 732 and display 722, for
example, may be used for both communication-related functions, such as
entering a fext message for transmission over a communication network, and
device-resident functions such as a calculator or task list.

25  [0082] Operating system software used by the microprocessor 738 is preferably
stored in a persistent store such as flash memory 724, which may instead be a
read-only memory (ROM) or similar storage element (not shown). Those skilled
in the art will appreciate that the operating system, specific device applications, or
parts thereof, may be temporarily loaded into a volatile memory such as RAM

30 726. Received communication signals may also be stored in RAM 726.

[0083] As shown, flash memory 724 can be segregated into different areas for

both computer programs 758 and program data storage 750, 752, 754 and 756.



subsystens such as the display 722, flash nmenory 724, random access nenory
(RAM 726, auxiliary input/output (1/0O subsystens 728, serial port 730,
one or 15 nore keyboards or keypads 732, speaker 734, m crophone 736, other
comuni cati on subsystem 740 such as a short-range comruni cati ons subsystem
and any ot her device subsystens generally designated as 742. Serial port
730 could include a USB port or other gért known to those in the art.

[ 0081] Sone of the subsystens shown in Figure 7 perform comrunication 20
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items are seamlessly integrated, synchronized and updated, via the wireless
network 719, with the mobile station user's corresponding data items stored or
associated with a host computer system. Further applications may also be
loaded onto the mobile station 700 through the network 719, an auxiliary I/O
20 subsystem 728, serial port 730, short-range communications subsystem 740 or
any other suitable subsystem 742, and installed by a user in the RAM 726 or
preferably a non-volatile store (not shown) for execution by the microprocessor
738. Such flexibility in application instaliation increases the functionality of the
device and may provide enhanced on-device functions, communication-related
25 functions, or both. For example, secure communication applications may enable
electronic commerce functions and other such financial transactions to be
performed using the mobile station 700.
[0085] In a data communication mode, a received signal such as a text message
or web page download will be processed by the communication subsystem 711
30 and input to the microprocessor 738, which preferably further processes the
received signal for output to the display 722, or alternatively to an auxiliary I/C

device 728. A delivery client 760, which could be equivalent to delivery client 140



the user of the nobile station such as, but not Iimted to, e-mail,

cal endar events, voice mails, appointnents, and task itens. Naturally, one
or nore nenory stores would be available on the nobile station to
facilitate storage of PIMdata itenms. Such PIM application would
preferably have the ability to send and receive data 15 itens, via the
wirel ess network 719. In a preferred endédi nent, the PIMdata items are
seanl essly integrated, synchronized and updated, via the wirel ess network

719, wth ¢ddd by p@cebathompuser' s corresponding data itens stored or
associated wth a host conputer system Further applications al sg be
| oaded ont i9OBBLA HsEr PEMabileiskaliorn 609 Ma(8IK0 CRERASERAR itelp S‘é\&‘a%%?mﬁ"ary

/0O 20 sub : [ al Fmyl (H}gfég ' system
740 or an %%%@%gﬁ)&etx%ﬁdeiésﬁﬁrg@gl'{eggngy})@?@ ang’ ?’E‘s a‘%l e ?/&gtdu@e}rﬁptl%%@t Ke
RAM 726 or alphagiigiediblkeyBoarhomelaphone-tybe keypadtinsoojunctibn withkiheudisplay by
the m croprocessor 738. Such flexibility in _application install atgi o%

i ncreades 122 andpossibhaan epxijary Ke deyss %@-a%cﬁﬁwad@%mc gn be

on- devi ce LS Lcat i on-r ' t
exanpl e, St&%ﬁ%lt%@%e%iﬁcfa%l |[”81%ﬁgdpp pg%tﬁr%ﬁﬁthﬁégé@ﬂﬁe{ﬁ@ﬂﬁaﬁaﬁ@@n@g S %l%rrrrper ce
functions 2l ot her such financial transactions to be performed using the

nobil e station 700. [0085] In a data conmuni cation node, a recejvyed signal

such as a [0887] hesywige costmyRisatinnfe aysi#l ergralipn of mobiestaliennfodis « he

conmuni cat |; . ' r i ch
pr ef er abl yélﬁﬂllaf u%fc\ég)ﬁ g’@éié‘é%“’?‘ﬁé@%&%‘?’@g@ é'%&ér{gﬁly{‘%ér:ég@tugﬁa?' @Bﬁ K%B?dsl Agvgi ay
722, ofg al 48d BRjnavECloy tlapsAiissite Would Be lgeReratedibyea rid€rophodel736ery cli ent
760, which coul'd be equivalent to delivery client 140 16 could also

process t hiltetngtive vpsaB]ausie Y6 SURSYHBING SURNARST 81YOIS0MREFA3E EFkRFose
wni oh 15 pPOIRIE, B s PEVEBREISNER SLAEBNE sltbiTd, "RutiGiclp bk b7
keypad, i nagdibjgigred!ioutputiis bréferatsly apteyphshiatPpaundrilyobisoughytharspeaket Yady 1/ 0
device 728. Such conposed itens nmay then be transmtted over a .
conmuni cat ¢displayet2mayialsd bghiseddo davdaiandindisation sé ke identitynaf a calieg] For
voi ce 0 mTBQI’tfathé Wiatidh 6f AbicBR&IRbE Bthe?voltPidifretdtdH B rrhdfon for
example.
[0088] Serial port 730 in Figure 7 would normally be implemented in a personal
digital assistant (PDA)-type mobile station for which synchronization with a user's
desktop computer (not shown) may be desirable, but is an optional device
20 component. Such a port 730 would enable a user to set preferences through an
external device or software application and would extend the capabilities of
mobile station 700 by providing for information or software downloads to mobile
station 700 other than through a wireless communication network. The alternate
download path may for example be used to load an encryption key onto the
25 device through a direct and thus reliable and trusted connection to thereby enable
secure device communication. As will be appreciated by those skilled in the art,
serial port 730 can further be used to connect the mobile device to a computer to
act as a modem.
[0089] Other communications subsystems 740, such as a short-range
30 communications subsystem, is a further optional component which may provide
for communication between mobile station 700 and different systems or devices,

which need not necessarily be similar devices. For example, the subsystem 740



simlar, except that received signals would preferably be output to a
speaker 734 10 and signals for transm ssion would be generated by a

m crophone 736. Alternative voice or audio |I/O subsystens, such as a voice
nmessage recording subsystem may al so be inplenmented on nobile station
700. Al though voice or audio signal output is preferably acconplished
primarily through the speaker 734, dispgllay 722 may al so be used to provide
an indication of the identity of a calling 15 party, the duration of a

voi ce cal 'mag’incﬂucﬂ'@én\{ﬁﬂr%dc‘&édlcé ghdesotiafedr ﬂﬁﬁultemrfdofommmm‘s er a[ 0088]
Serial port in Figure 7 would normal ly be inplenmented in Eg'[sonal

digi tal as@iuetcm’ih“’( mmuryfpﬁlqmmpugl%@anw#effgr cmnaml%@tmw@hﬁ ™n with
a user's shown) may be desirable, but is an optional
devi ce 20‘@Sﬂgﬁﬁgxﬁgﬁgu@ﬁiggg§§§ 730 woul d enabl e a user to set preferences
t hr ough arjoogof Fid @mbiriteatsdestpibbddiereinigre exaimples afistructures, systems ohe
capabilities of nobile station 700 b provi di ng, for, infaqrnat 1%
sof t warde dogthasisdavirg plsnerts cOreEPOR 171960&%@%4*‘%?%!1@# 9@ B ess
conmuni cat I IHEM e used
to | oad an é@@"@%ﬁoﬁﬁ‘%@ﬁ%ﬁﬁg{’ﬂﬁ Cglam% VI ce t roug P?g%t%*gﬂhtgﬁ%s
reliabl e agmgd Usel%hﬁfbcﬂm&nts:lha\ﬂng hﬁetﬁﬁwete}emeatﬁ ﬁelat Islmwlse cdmespend to the
comuni cat i on. be appre i at e X tho ga din th seria
port 730 c%!ﬁ”’femt% HEW%@CUQQ&E’? 6‘%@@@5 atipn 'H@\% wpteoo %orrput er to
act as a @@@qu@g%?ﬂns ﬁéatfd?‘[‘?g%@ |ﬁé\hﬁ@§%tr§é+t§b(ﬂtﬁ@§ dyklems W inéthods

short-range comruni catrons su sys em IS further Optl onal corrponent
whi ch 1ay ihabdbdot diffm fwnﬂhmtex&m;@emwmpmmttoe astdascdbhed bereindand

di fferent ens whi ch pneed not e r|I m | ar

devi ces. F@'{t?‘@i ie &BEWé?%W? § or mgtho lé’r?%wf%ﬁ]ar ed device
and associ &?f%?er&!és%ﬁ%hé'f@ctﬁ%ﬁ@@ﬂh% Q;Bplﬁ:atlshla%tdwchmyu ¢RPEHNI cat i on

nodul e to provi for conmmunication with simlarly enabled systens and
devi ces. [0090] The enbodi nents descri bed herein are exanpl es of
structures, systens or 5 nethods having el ements corresponding to el enents

of the techniques of this application. This witten description may enabl e
those skilled in the art to nake



and use enbodi nents having alternative elenments that |ikew se correspond to
the elenents of the techniques of this application. The intended scope of
the techniques of this application thus includes other structures, systens
or nethods 10 that do not differ fromth8 techniques of this application as
described herein, and further includes other structures, systens or

met hods with insubstantial differences fromthe techniques of this
applicati onfﬂfﬁlﬂ?cri bed herein. 18 CLAIMS 1. A nethod for correlating
nessages de a content delivery 5 transaction, the nethod being
perfornmed by a processor of a network elenent and conprising: associating
a unique nessage identifier wwth a nessage that initiates the content

del ivery transaction, Alnethod fgoeormestzmgressaigenidefinieg aicnnﬂenlctieﬁgexa uni que
transacti on |dent|f|er syf f.i xed by nmessage i ngdex val in asingle field
t hat |déntVF‘?%%“Q%@’%%‘E%%B@'“BB“&NH‘ (P agBRESSHAT o @metyer eFF“&H% i on; and
associ at i ngorﬁg‘kpéﬁ-%uent nmessages of the content delivery transaction V\,i th
uni que nessa entifiers, the unique nmessage identifiers including said
uni que transact i associatitedt e messhge bdentiﬁpy vathsmassegy thatisittates thawbatenval ues,

t he subseqyent nessa dex. val ues c to. ness e Sequence
nunber s of A e FBag i he il FaesSSgeafimiTof QOB 4 GHIE T at P Oar y
transact i Ofien#fier ShEfi BRI medsa dgé iRl Jalue/m{s%gle Akld tRASden®ifies e md3age

associ ating steps conprises deériving the unique nmessage |dent|f|ers froma

t ransact i oand theesontent delivatydramsadiion; amd cl ai m 1, wherein the message i ndex

vaLue, Tor 1he . TRSsaad ABhotnh s ERRSIRGF L BN AR ASTRTEIR

repl aci ng eesag® sdentifiers e Xiniqik hiessigh (RAGAEHK iRudilPeaid Onigae Basadtioant
delivery transaction initiating nessage. 25 5. The nethod of claiml,

furt her " cotsntifienrylireddui swhsequentangssaseileiexralussdhe suhscauenymesspgiiadex
ransacti o0 el shdiaidd ol AIBGIchn aﬁeérgoﬁﬁl%ags%ﬂeé:m Ak g BBl MRRK

el ement . er co
15 said content delivery transaction.

2. The method of claim 1, wherein at least one of the associating steps

comprises deriving the unique message identifiers from a transaction type.

20 3. The method of claim 1, wherein the message index value for the

message that initiates the content delivery transaction identifies a transaction type.

4. The method of claim 1 further comprising replacing the message index
with a transaction type in said content delivery transaction initiating message.
25
5. The method of claim 1, further comprising creating a transaction record
for said unique transaction identifier in a transaction state storage of said network

element.

30 6. The method of claim 1 further comprising;:
receiving an incoming message having a received message identifier including a
received transaction identifier and a received message index;
extracting from said received message identifier the received transaction

identifier;



receiving an incom ng nessage having a received nessage identifier
including a received transaction identifier and a recei ved nessage i ndex;
extracting fromsaid recei ved nessage iggntifier t he received transaction
identifier; 19 checking whether said received transaction identifier is
known, if no: creating a transaction record for the received transaction

i dentifier; andcheshingivhaihariseidiveseiveditransastion identifigjeknewmvifid:abl e, if yes
updating the tion. record. and s .processing.the_received nessage
based on the rgagﬁ'?%gtfqn%cnpgé%ﬁ”_ .fof?]‘ﬁ‘ﬁ‘ée'%éﬁfﬂ?aacé‘f)ﬁd‘ﬁeé’i%ﬁf%_,ang\her ei n checki ng
whet her the td}@él&ﬁg%_@ﬂlefa/ﬁﬁlsabt%rﬂ‘jgé isaRhieabld) of W QB dARI thé Rehsh&tfon
transaction type heuristically. to 8. The nmethod of claim?7, wherein

derivi ng t Reok;andacti on type heuristically is based on one of a size of
t he message, a rer | oyed,to conyey .th nessage and,an interface
enpl oyedl to congg\?’eﬁsﬁ@%ﬁg@féﬁ@ ngg_ssagﬁéa%gtoﬁglbe WP“SB‘?} PHE@Mdwher ei n sai d
nmessage identifier further includes 1s a nessage type index. 10. The

met hod of claim6, wherein each transaction type corresponds to a limted
set of message tYpes, Thrmpthedefelpimybsvhgscinchédyngyhether the transactidndype ype to

i . . l. @i , h i Si
the step ol MpasHie bXABey fotihde bR ORBrR neliiltdct  on tat e storage of

said network elenent, said transaction state being derived fromthe
nmessage sequence_w thipn of the {ransactjon type. 25 12. The nethod claiml,
wherei d°at | east 3one ofhesmedod af gJawn ¥ruheseindenMingitaripansastion typsai d nessage

L dentifierpeaifcaf ¥ bAIPHGnIDE ?3%_'@ Rgﬂ%r%eésg%g%r £ bedrst S Mg @5:9%&? éheql obal ;y

and unique wthin“a context 1nc of-a carrier nal n, evi ce,
server, amsssage em] aminterface baplgkd ta3nldy the ntasqEet er readabl e nedi um
storing programinstructi ons executable by a processor of a conputing
device to cause said conputing device to performa nethod - conpri sing:

9. The method of claim 6, wherein said message identifier further includes

15 amessage type index.

10. The method of claim 6, wherein each transaction type corresponds to a
limited set of message types, the processing step employing the transaction type to derive
a message type.
20
11. The method of claim 10, further comprising the step of storing a
transaction state in a transaction state storage of said network element, said transaction

state being derived from the message sequence within of the transaction type.

25 12. The method claim 1, wherein at least one of said unique transaction
identifier, said message identifier, and said unique message identifiers, is one of unique
globally and unique within a context including one of a carrier domain, a device, a server,

a service, and a channel.

30 13. A computer readable medium storing program instructions executable
by a processor of a computing device to cause said computing device to perform a method
comprising;

associating a unique message identifier with a message that initiates the content

delivery transaction, the unique message identifier including a unique transaction



associ ating a unique nessage identifier wwth a nessage that initiates the
content delivery transaction, the unique nessage identifier including a
uni que transaction 20 identifier suffiésd by a nessage index value in a
single field that identifies the nmessag and the content delivery
transaction; and associ ating subsequent_nessa?es of the content delivery
transact i oidenfifier suffixgd &y armessagsdnderernlue inarsingle field that ideatifiesiba guessage

identifiers jncludi ai d.uni transaction s identifier suffixed by
subsequentarfde@‘%ﬁ&‘équjﬁ@er\yéﬁaﬂggﬁg?‘ 8subsequent nmessage i ndex val ues
correspondi ng t OasERERRPSUBKYUEN GfesBaLEd 6f the @bnithelclivEiyeauentioneshagrpewW t hin
said content delivery transaction. 14, A network elenent, of a wirel ess

networ k f omesssee wleptifigrs the uriguemessage wentingr gnckuding saidhunigus transagpon

transacti opy,. & K i Sing. [ I to
cause the MepfABAES sehaHRg: R LRl OGRS 0, |
message t hadluésioriesioRdinghe ntdstige Bequiatd menbers 6 he sulstquent mefvagesnvichie
nmessage identifier including a unique transaction identifier suffixed by a
nmessage i népsdk comenidlelivery trapsagtienf i el d that identifies the nessage and the
is content delivery transaction; and associ ate subsequent nessages of the
content delivery transaction with unique nessage identifiers, the unique
nmessage identifibfs i nkhenkonlekeaicdt o witeledsrmens@k tforotorrelafiapmedssages suf f i xed
by subsequent .nessage i ndex val ues, the sub equent nmessage i ndex val ues
cor r espbndfi¢iyiesa Reden gsliveny Hantastion thepdwer ?ﬂBWE&B@@Eﬁgﬁ% messages Within

20 said content QEIIOiCé!S%&yCO?lﬁgtﬂﬁeg?&k%eftﬂélet\I Aehopid el enent of claim 14

wherein the proceSsor 1Is conflgured to: receive an incom ng
message havi rgsawiates eniqecmeesmga glentifienvith a exessage thatlinitgates the Gonted delreuly

ecoi vod nEESAGPY Hei RSt eI BR N R AEN AU AT Cp ool

whet her sagdfik&rsy ¥ fidsdald A% vaRB ih 8 Sl fichd tHabideRONeY thé nef@pe SideBEE A
transaction record for the received transaction identifier; and check
whet hens a eorden delivesn trapssetions aadai | abl e, if yes updating the transaction

30 record; a%gsociate subsequent messages of the content delivery transaction with unique

message identifiers, the unique message identifiers including said unique transaction
identifier suffixed by subsequent message index values, the subsequent message index
values corresponding to message sequence numbers of the subsequent messages within

20  said content delivery transaction.

15. The network element of claim 14 wherein the processor is further
configured to:

receive an incoming message having a received message identifier including a
25 received transaction identifier and a received message index;

extract from said received message identifier the received transaction identifier;

check whether said received transaction identifier is known, if no:

create a transaction record for the received transaction identifier; and

check whether a transaction type is available, if yes updating the transaction
30 record; and

process the message based on the transaction record.

16. The network element of claim 14, wherein said message identifier

further comprises an index containing the transaction type.



process the nessage based on the transaction record. 16. The network

el ement of claim 14, wherein said nessage identifier further conprises an

i ndex containing the transaction type. 21 17. The network el enent of claim
14, further conprising a transaction tygé index in the message initiating
the transaction. 5 18. The network el enent of claim15, wherein the
processor is configured to derive the transaction type heuristically. 19.

The network el e t of.claim 18, wherein. th euristic derivation is based
on one of a sizelbf ¢GRI é%lenae%@gﬂém &g’éﬂﬂﬁ% CABPIISION 2ASSIFHeR BFE and

an i o inteffse e theqtbstizeuliavRy thh MandBiSn0e. 20. The network el ement of
i d

claim 14, wherein said nessage identifier further includes a nessage type

i ndex. 15 21. The network el enent of claim 14, wherein at | east one of said
identifier, and sai

uni que transactjipn idgntifier, sai sa uni que
Tesaage’ | dont 111 s, | GRILvSTsiel R aECa o s ¥ ST AR AP RONE RNt ext
i ncl udi ng Q&Weqfleﬁ-aﬁsg{;ﬁdrﬁ@ﬁgﬁé‘[ﬁjsﬂcalg,_ device, a server, a service, and a
channel. 20 22. The netwoik el enent "of claim 15, wherein each transaction

type corresponds to a limted set of message types, said processor

deriving a nmessage ty fromthe trapsactiogn type.. 23. .The,network el enent
of claim 22, V\hegééei nt ergzlt%%r Seg%péqtg?ﬁﬁw ﬁ&w%ggélﬁ%ﬁleé’wg(ﬂd?rbva@@bpe a
transact i Obasell @h@né of a sia€ bf the B adle] HPear&raised Y AUiOSSHE nidesdgy andapai d
transaction stated fromthe nessage sequence within the transaction type.

24. Theo neinf@ggiface spadtedelivar the mespags, wherein the network el ement is one of
a wreless device, a content delivery client, a server and a content
del'ivery server. 30 25. A systemfor correlating nessages defining a
content delivery20.t r anBaaiehoork ddifer v§ tlaim ¢ o Wplidréinzgid messayetidstitifidel | very

client; ang] a content delivery server, 22
rther includes a message type index.

15 21. The network element of claim 14, wherein at least one of said unique
transaction identifier, said message identifier, and said unique message identifiers, is one
of unique globally and unique within a context including one of a carrier domain, a

device, a server, a service, and a channel.

20 22. The network element of claim 15, wherein each transaction type
corresponds to a limited set of message types, said processor deriving a message type

from the transaction type.

23. The network element of claim 22, wherein the processor is further
25 configured to store a transaction state for each transaction, said processor deriving said

transaction stated from the message sequence within the transaction type.

24, The network element of claim 14, wherein the network element is one of
a wireless device, a content delivery client, a server and a content delivery server.
30
25. A system for correlating messages defining a content delivery
transaction, the system comprising:
a content delivery client; and

a content delivery server,



wherein conmuni cating with each other the content delivery client and
content delivery server are configured to performthe nmethod of claiml.
26. A nmethod for correlating nessages d(;éi ning a content delivery s
transaction, said nmethod substantially herein described with reference
to an enbodi nent as shown in one or nore of the acconpanyi ng draw ngs. 27.
A conput er WherepemRMERIGRLRE With eachpthar dbg eontens delivesy Fleﬁri%a%i: ndelaverpy a
processor i i i onputing device to performa
i 0 net hod, gésrg%oﬁgeg&kﬁo%ﬁ%‘u@?égﬁﬁg}%@agégﬂgggﬁl?'descri bed with reference to
an enbodi rent as shown in one or nore of the acconpanying draw ngs. 28. A
network el enment of a wireless network for correlating nessages defining a
content del i ver y26.r ansAdrsthed fos spaeladngmessagiscebpmeaaosteahdslivery as herein

s descri bedh Wehl LEhS GRGPa S BRI BlscABe N PesbRAnGYE A7 0T € Of Lhe
npanyi ng rawings.

embodiment as shown in one or more of the accompanying drawings.

27. A computer readable medium storing program instructions executable
by a processor of a computing device to cause said computing device to perform a
10 method, said method substantially as herein described with reference to an embodiment as

shown in one or more of the accompanying drawings.

28. A network element of a wireless network for correlating messages
defining a content delivery transaction, said network element substantialty as herein
15 described with reference to an embodiment as shown in one or more of the accompanying

drawings.



