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20  Background
An example of a radio-navigation satellite system (RNSS) is the United States

Global Positioning System (GPS). The GPS was established by the United States
government, and employs a constellation of 24 or more satellites in well-defined orbits at
an altitude of approximately 26,500 km. These satellites continually transmit microwave
25  L-band radio signals in two frequency bands, centered at 1575.42 MHz and 1227.6 MHz.,
denoted at L1 and L2 respectively. These signals include timing patterns relative to the
satellites onboard precision clock (which is kept synchronized by a ground station) as
well as a navigation message giving the precise orbital positions of the satellites, an
ionosphere model, and other useful information. GPS receivers process the radio signals,
30 computing ranges to the GPS satellites, and by triangulating these ranges, the GPS

receiver determines its position and its internal clock error.



Despite this assunption ground-based transmtters (known as PLs, pseudo-
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These transmitters can be additional satellites as specified in the Wide Area

Augmentation System (WAAS) or PLs based on the ground as specified in the Local

Area Augmentation System (LAAS), or on board ships, or even UAVs loitering in the air

above an area of interest. WAAS and LAAS can transmit either correction data (i.e.,

25  differential data) or provide additional ranging information. When these transmitters use

the GPS spectrum, as is the case for UAVs, PLs, and satellites providing ranging

information, additional interference is added. This constructive interference is seen as

noise to the receiver, which can degrade and in some cases prevent a receiver from

acquiring and tracking the satellites.
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Another RNSS interference concern is spoofing and meaconing. Spoofing is a
technique for causing an active radio-navigation receiver to lock onto legitimate-

20  appearing false signals and then be slowly drawn off the desired path causing significant
PVT errors. In addition, spoofers can effectively jam large geographical areas.
Meaconing is a technique for the reception, delay, and rebroadcast of radio navigation
signals that can confuse a navigation system or user.

In general, spoofing is more difficult to achieve than generic jamming, and is

25  often targeted to an individual user. Spoofing, however, can achieve the same effect
(widespread disruption) as jamming. This is because a spoofer can inject misleading data
within a localized area and its pseudo-random number (PRN) signal will act as a highly
effective jammer over large distances. A spoofer can defeat nearly all anti-jamming
equipment.

30 In conclusion, many types of radio navigation interference exist within the RNSS
RF spectrum, and it is desirable to have a method and apparatus to identify and remove

such wireless interference that compromises the usefulness of legitimate radio navigation



DARPA -- Defense Advanced Research Projects Agency DGPS -- Differential
GPS DLL - Delay Locked Loop DOP -- Dilution of Precision 15 E code --

Eur opean wodg/0R8IRt - - Digital Signal Processing FLL - Freaognsy2tweked Loop
GNSS -- d obal Navigation Satellite System (1 CAO definition) GPS -- d obal
Positioning System 20 IF -- Internmediatg Frequency |IMJ -- Inertial
Measurenment Unit INS -- Inertial Navigation System LAAS -- Local Area
Augrent at i opigsylstlamartivnlsr, itweuld bd gsivantygeetsde reslpse emipigatis near-ight ched Fil ter
Detector (T st GPS receivers) MsSD -- Matched Subspace

Det ect or (ngﬁ%ﬁaﬁgg&gdﬁoﬁg&c next-generation receiver) MS - Mbile
Satellite System NF -- Near Far NFR -- Near Far Resistant 30 P(Y) code --

Preci sion ( (ST =TN code PL -- Pseudolite, pseudo-satellite PLL - Phase
Locked Loop 444 PCT/ US02/ 29062 5 PRN -- Pseudo Random Noi se code,
e.g., A Gold cmhhaﬁ)llawhigtahheﬁet"@nsamw@@iherfF?MT -- Position, Velocity, and
Time RAIM - - cel Integrity Monitoring RF -- Radio
Frequency 5 8! ogl%av?lbvg ron Satellite System ROC -- Receiver

Operating Clﬂmctpemste Reseﬁféh Lab Sel ective Aval lability SNR -- Signal to
N e PRl e SRR o L) 10 VOO Vol e

CDMA -- Code Division Multiple Access

10  CEP -- Circular Error Probable
DARPA -- Defense Advanced Research Projects Agency
DGPS -- Differential GPS
DLL — Delay Locked Loop
DOP -- Dilution of Precision

15 E code -- European code
DSP -- Digital Signal Processing
FLL - Frequency Locked Loop
GNSS -- Global Navigation Satellite System (ICAO definition)
GPS -- Global Positioning System

20  IF -- Intermediate Frequency
IMU -- Inertial Measurement Unit
INS -- Inertial Navigation System
LAAS -- Local Area Augmentation System
MAS -- Multiple Access System

25  MFD -- Matched Filter Detector (Technique used in most GPS receivers)
MSD -- Matched Subspace Detector (Technique used in DFC next-generation receiver)
MSS — Mobile Satellite System
NF -- Near Far
NFR -- Near Far Resistant

30  P(Y) code -- Precision (Encrypted) code
PL -- Pseudolite, pseudo-satellite
PLL - Phase Locked Loop



UW -- Uniformy Most Powerful USAF -- United States Air Force WAAS --

W de Area Augnentation System 15 Terns and Definitions It is advantageous
to defi newoasmert4 t erns bef ore descri bing the invention. PCT/saedod2 be
appreciated that the follow ng definitions are used throughout this
application. Were the definition of terms departs fromthe commonly used
meani ng of the term 20 applicant intends to utilize the definitions

provi ded bePBY - Bmuégga@cp@tN@m@gdpyegr@fﬁcﬁ@léﬁodesenttheé?&l&co Each GPS
satellite o &}y\g” rent codes such codes typically
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i ncl ude: a coarse code and a precision (encrypted) (P(Y))
code. EachRG(IMcheelvaAaltqmmqumIn%qUeMmetOMg1023 bits, called chips, which
i's repeated 25 ml]isecond. The duration of each C/A-code chip is
about 1 rric}%'5 g&ogrequefﬁ: chip width or wavelength is about 300m The rate
of the C5A- RINBS chidds NavigationeSdtetiite Systemg rate, is 1.023 Mz (or nagachi ps/s
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results in eat% £1 i‘}5|$ in the range neasurenents than that for the
C/ A- codes. 39 %02/ 29062 6 Wreless Si gnal Moddel: Let a

wirel ess na\slvgad;sa@av%hﬁmégyarbRNHseﬁblﬁf,i)as follows: y=HO+Sg+n (1) where 5
His the desire t ar get a vector) for which interference

is to B8 diYFArMedage €& qtr@“%@%&?ﬁﬁ?f. tude on the target signal H O is a

vector of arm&vt_qglﬁﬁarﬁgdpkbﬁgwﬁmlelge matrix S of interference signals; nis
the noise and S 10 =[S S2 ... sN] (2) s; is the interference S|gnal

i . Near - Far WFHW@?@W&@MOQSW@I ing of two or nore different wireless

signal s frogw__tﬁgte@g{agswg@r&ss sources in such a manner that when the
comm ngl ed signal s 15 received, one of the signals is sufficiently strong

(and |i kel y WAdS-aWsdrubise Angmeetption System
15
Terms and Definitions
It is advantageous to define several terms before describing the invention. It
should be appreciated that the following definitions are used throughout this application.
Where the definition of terms departs from the commonly used meaning of the term,

20  applicant intends to utilize the definitions provided below, unless specifically indicated.

GPS Codes: Each GPS satellite or PL transmits two different codes such codes typically

include: a coarse/acquisition (C/A) code and a precision (encrypted) (P(Y)) code.
Each C/A-code is a unique sequence of 1023 bits, called chips, which is repeated

25 each millisecond. The duration of each C/A-code chip is about 1 micro-second.
The chip width or wavelength is about 300m. The rate of the C/A-code chips,
called chipping rate, is 1.023 MHz (or magachips/s Mcps). A P-code is a unique
segment of an extremely long (~ 10" chips) PRN sequence. The chipping rate is
10.23 Mcps, ten times that for a C/A-code, and the chip width is about 30 m. The

30 smaller wavelength results in greater precision in the range measurements than

that for the C/A-codes.



to the receiver) so that it overwhel ns a weaker conm ngled signal (likely
froma source, e.qg., farther fromthe receiver). In particular, the
stronger wognab3smy "l eak" such that there is sufficient PETgrsat/296nss
correlation to conprom se the accurate detection of the weaker signal. 20
Near-Far (NF) interference can occur both in mlitary and civilian
environnents and be fromfriendly or hostile sources. Friendly sources

i ncl ude PsaViddesstSignal Moglel:pl aced at airports to enhance navigati on.
Unfortunatel y the Stﬁé%'&%fé&e%sﬁé‘%}%n ﬁ%%l?%%h&%dhé_‘ﬁoﬁé&/&fe with the
receiver's ability to acquire an tra he satellite signals thereby

uni ntentionally denying the abi}+tH0t8havigate. PB Hostile interference is
found in the mlitary arena where a hostile force deploys ground or air
based PLs with tW8¢®ntent of confusing GPS receivers within an area. Any
type of @ilitary hardpay@etbidled Ub@ebsi&RNieS 8 QLN forvhsdhSifRFbreldeds to Thi s
includes: aircraft, vehicles, command and control, and even GPS gui ded
nuni tions. 30 Struct ubedimittheds er ence: Is any wireless (e.g., radio)

i nterference source ' ! .PCT/ US02/ 29062 7 can be
predictively nodel edwggﬁe%ﬁtﬂg@?g{?ﬁ%&é&\%\%ﬁéﬁéss signal interference that
occurs when a recei vep is 8 veadr of empbddes(appléed on| teamateiy SwWif iterfergnee sigpaly
sufficient to induce interferen S) with a transmtter. Self interference
is the result of si gn%PS§h‘°t‘i‘°é§?§’ﬂﬁ ted froma radio-navigation 5 transmitter
interfergs with a radio-navigatgopssisgnal keceivegon the same antenna as
used for transmtting. This type of mterference often occurs when a
receiver doubles as gidmhamddHetdntssigh@l.f interference is an extrene case of
"Near-Far" interference. Spoofing, Meaconing & Jamring Interference:
Spoofing is used to cause an active 10 radio-navigation receiver to |ock
onto |egiti Wa?ﬂpmfﬂef&_cé:fﬁo%ﬁniﬁ% S Biind 1B Aifferdhe wieRY sigrdls @ &ef t he
desired path causing significant errors. In addition, _spoofers
effectively j amor morsevizalesssourass it sish Agrangerhps wher bs comingled sigpal i n g

r ebr oadcast of ragi L L L : } jufdd neMet em or
user. Hiclgher Odg%le%f‘lll},%ﬁégﬁk I%iETIf?lé %ﬁ%@g{q%%@%@ grlﬁglgqﬁngigihase | ocked
loop (PLL) is 1 tathedcgiven se Hahit oveewheloep wetker pemmgglpdisignpldpikely fropie | oop

e 00 e s, b Mg AR Py S ADBg ke g ot
obt ai ned. The t ek beudiettat theredefuifficeht bignad icrosaeprelagion to compromise the
accurate detection of the weaker signal.
20 Near-Far (NF) interference can occur both in military and civilian
environments and be from friendly or hostile sources. Friendly sources include
PseudoLites (PLs) placed at airports to enhance navigation. Unfortunately the
strong PLs signal can actually interfere with the receiver's ability to acquire and
track the satellite signals thereby unintentionally denying the ability to navigate.
25 Hostile interference is found in the military arena where a hostile force
deploys ground or air based PLs with the intent of confusing GPS receivers within
an area. Any type of military hardware that uses a GPS receiver is susceptible.
This includes: aircraft, vehicles, command and control, and even GPS guided
munitions.
30

Structured interference: Is any wireless (e.g., radio) interference source whose signals



exponent on the largest termin the filter polynomal. As one of ordinary
skill in the art will understand, higher-order loop filters offer better
noi se carweolmmrisen, so 20 |loop filters of order 2 and nor @CAMEOIWE2 i N
critical applications. Massively parallel acquisition schene: Is a system
which can at |east substantially contiguously acquire the signals of
interest. It's ability to divide the Doppler, phase and code offset search
space is only |ieantbegresyctivhily mmdalodr of correlators and speed of the
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the acquisition and tracki ng functions take WO 03/023444 PCT/ US02/ 29062 8
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one set of exper of truth
Doppl er must be \%ﬁ &s&@h@@h?ﬁ%@gﬁ cggﬁé%ﬁﬂgea?&gnﬂgtﬁg{(g%\?\irt hin 1/50

of a 10 chlfp};her@mRYGIOFLIHELLNﬂEWBmﬂEHEd%pégélmse Jogkespom@Iisisd met hod
and syst.em for reduci t:ha radi o
navi gat il3n recei 5 ﬁ ctga(r%ltirlr%rgréigre 9%{1@? dfetﬁg’lefg)t)IE gfr?%qut [ ﬁ{l&éeﬁ% I egitimate
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20 loop filters of order 2 and more are used in critical applications.

Massively parallel acquisition scheme: Is a system which can at least substantially
continuously acquire the signals of interest. It’s ability to divide the Doppler,
phase and code offset search space is only limited by the number of correlators
and speed of the processors. In theory such a system could provide the

25 interference modeling parameters to the present invention.

Navigation Data: GPS transmits a navigation data message which includes: a telemetry
word, hand-over word, clock corrections, SV health/accuracy, ephemeris
parameters, almanac, ionospheric model and coordinated universal time data

Nominal Satellites: are satellites operating normally, within their design specifications.

30  Processing Channel: A processing channel of a GPS receiver provides the circuitry
necessary to process the signal from a GPS transmitter (e.g., a satellite, or

pseudolite). In general this is where the acquisition and tracking functions take



20 applicable with radi o-navigation systens such as: United States GPS, and
the proposed European Galileo navigation satellite system to nane a few.
It is an wbjoaoe34ef the invention to provide a technique tratr/ise2/299aependent
of how a radio-navigation signal is transmtted. For exanple, the present
invention can be applied to substantiakly any frequency wireless, e.g.,
radio frequencies: LI, L2, L5 E, E2, , 25 M2. In addition, it can be
applied to any PRdagdo Random Nunber (PRN) code, e.g., Coarse Acquisition
(G A) code, ofg 5@3 Stsdge R(e an%?a(tii‘c?naltsﬂ% ot e%édnta@l{t)éf Q/b@’@(ii@&lve?-ﬁlgoﬁ‘i&%ﬂo the

t o- be- defi n&d E. 20d6s. I's yet another object of the invention'to have
radi o- navi gat i onthe preeény grventicagwhqrpiadt lgkst mosirang ftpisdi ek thednitigliaterfeingnt i on to
t her eby be resist.an Feevy r speci al
cases thereof suéﬁiaﬁsécocﬂe%tpg}y%g&?{%er?c’z%a}’égﬁn%% El%ﬁang L gp‘g?&?’éﬁ? gltMjatl s yet
anot her §bj ect ofast hmtmndssﬁﬂdallyaHdretsngnmlsQ(nﬁefan@ablhdanm-mwrfam) tawgnspar ent
WO 03/ 023444 PCT/ US02[ 290 stin i 9 LOn and

| andi ng systens,? g é g¥ C}f %egﬁgrfcﬁg%f&% %ﬁ?gé%?oﬁgggeg%ﬂens (I'NS).
Furt her nore, ShOébklﬁatebeﬁbomgmﬁhﬁﬂdmsam&elngngtmm awsptalje omgade rangi ng
information, the present invention, can he an inte rt of

architecture. 5 (€8-0%e§eof sXpefiments indiggle B’E‘aSF@uﬁ?tlf\%Y%é E ?eﬁﬁﬁ{}%%bf t he
present inventi ODol%ﬂTéi'tm@EBewfchbB Hz@Tpathj fldeods bifkeambustbd withirt 1/Reefd ver
Autononous Integrity Mnitoring (RAIM techniques. RAIM provides tinely
war ni ngd0t o GPS ¢hidei ver users when the integrity of their PVT solution
has been conprom sed. The various RAIMtechniques are all based on sone

ki nd of self-consistency check anong the avail abl e nmeasurenents. To be 10

ef fecti ve RAUMMARN OFTHEAINVENMOMNf | nformation, i.e., 5 satellites to
det ect an anonal Yhe n}?rg pm%éﬁ’ugh §a§1’ﬁ§th$(9addQ§:ﬂ$ﬂ1%di' r@di‘t‘émg%ﬁ?& ﬁa\héaﬁoﬁ aulty data
fromthe navigatio u ion. Accordingly resént invention adds an

addi ti onal mmr@gmce yo thetw tadioi naglgetecmrrmewécmore aefecsively dgtegtiad gHkafent i ng
spoofing.a b %r{eun%aﬁ% wg?l%%s 0 aﬁ a\é\%ﬁ" la?ﬁ‘nﬁ@gt%véag@él afid)or x%fﬁ%@é ver equi pped

wi th an e SAVentT on only nee four satellites to detect 15
a spoofer oﬁmer%ﬁgmérelesamgnaiml y five satel lites to renove their faulty data

froma navigati e il n@0iion i ngghcabfeqoargx{n%mo%%hg%ontsg&em%&h% to

provi de a techno navi ion S nore robust to
interfer encenterfmmé itaTBfem00éd dahde pfevl&ntzelpmoddeﬂ (e@péntatferenvetwiiose a

20" embod: oAt eV PR B SHOBRETo P BHCRE B PESTTYRFSUGEd on anal o6
or digital spAREbIS with radio-navigation systems such as: United States GPS, and the proposed
European Galileo navigation satellite system, to name a few.

It is an object of the invention to provide a technique that is independent of how a
radio-navigation signal is transmitted. For example, the present invention can be applied
to substantially any frequency wireless, e.g., radio frequencies: L1, L2, L5, E1, E2, M1,

25  M2. In addition, it can be applied to any Pseudo Random Number (PRN) code, e.g.,
Coarse Acquisition (C/A) code, Precise P(Y) code, the new Military M-codes, and even
the to-be-defined E-codes.

It is yet another object of the invention to have radio-navigation receivers
equipped with an embodiment of the invention to thereby be resistant to the Near-Far

30 interference problems and special cases thereof such as self-interference, jamming and
spoofing.

It is yet another object of the present invention to be usable with and transparent



and on RF or |IF ranges. Thus, if predeterm ned and/or predictable
structured interference is present in a wireless navigation signal, such

i nt erf er ewoe3oas4be renoved and the resultant signal is payasd2Lwe?
acquisition and tracking routines, as one skilled in the art wll
understand. 25 It is a further aspect of the present invention that it can
be enbodi ed substantially in software, firmnvare or_other progranmble

t echni ques 1o axfsting aa\monéwm@tlohaﬂd lspdingpysienisr o atWAASr iSenddnghialbl e t he

signal pr Ocﬁﬁfﬁgﬂm Sen '(ﬁ?\%)by esﬁg’ﬁlh tﬂegé/ﬁfgﬂeﬁﬁtlon Mrlgﬂ‘ﬁf‘grs: stbis S al so

an aspect o I nven |o at substantially all processing

per f ormed byrovhie ram@nfounatlw, én’pmslfdledwwttmlcnn bhan intsgiat past ofgh@r or nore
speci al pur ﬁﬁ‘i{%ﬁ har dwar e conponents (e.g., chips, logic circuits, etc.)
substanti al gﬂ? But the need for progranm ng such hardware conponents.
Of course hybri dltmdﬁnﬂﬁtdajédnaipraviéeerbl@:td\mm of therprsseaninvetioy that argr anmed

enbodi nent a suhsta WO 03/ 23444 62 10
enbodi nent g‘ﬂ@ CQF’Q?)tHaf H]t" ﬁﬁﬂ‘%ené gS‘i?éve{)gquﬂ%m%l%segtee%]fltyll\ﬁ(\)?g%ﬁf?gﬁ(&g@
obj ects andté‘cﬁlﬁtlwsegAqM ﬁrbﬁd@rtewwaﬂnmgew GRSreckildr users sbpiathe mttegrrtyonf t he
foll ow ng detail ed descrlgtlon of the p erreﬁg&q ment and. t he

acconpanyi n§etitgl QU tdutiogdp. bﬁepﬁomBrOE'F@e%F WRES The

i nvention W'oh korﬁ@kﬂ@%pgeilft&%bten@%edkraﬁtohgmemalmbkh@eaamememrmlssg dr awi ngs,
i n which: %ure is a geonetric interpretatjon of matched filtering

Mat ched 1fi | eBpqtiyg RAIM rf@ll’feﬁée%@%@doﬁ.}g@gni‘twnn’o%ﬁ REHE i 8@“@%“?%%‘& vers

produced to@ﬁ%G sAYAliRE PRbL AR haa Ijéﬁ‘l@ve 1'?@5&6]3%11’[&{ frdih @fe Habightioh sofotignlr € 2
illustrates e source of Interference whien using. orthogonal proj g%{tl ons

on non- or t hdgoerdingly, thearesent Ivgniien agds &) gsiditiongl jefegrify aondoranelechaigye Pices, and
various pr Oldgt%&h% | dB&%&tﬁmg%g%olﬁ\r}%ﬁnf fngéégﬁmg N&ré’év&eQ%ﬂeféssddagigE@én GPS Bl ock

di agram Figure stan it procedur detérmine interferers.
Fi gure 6 i s ra&eiyeoamippeewith aol embodiinens of ﬂleewee‘fﬂ@rfslballﬁed%lfoub?k‘,@llteﬂ:‘iogjﬁiﬁét

shows a flowchart perforne n b 2
i nt er f er'@ncé SPEUF™ ({)ghetacoéﬁ%%?@é%?\t}gér &?Ar%ﬁgi){gg%&?ttg%%ﬁgg}é&g% o @ Th| s
processing mbﬁgﬁt&lnsbmuoﬁzo incI uded in a digital receiver channel 424 and a

portion of the r ‘I:;c(is? étlgoe arm Jec efs tﬁ ent1on%)8rr(])$1 % a tecﬁnol@g}F to PXHkE ra‘lho-
navigation receivers more robust to interference. Embodiments of the invention can
operate within a radio-navigation receiver as a signal processing technique. Additionally,

20 embodiments of the present invention can be effectively used on analog or digital signals,
and on RF or IF ranges. Thus, if predetermined and/or predictable structured interference
is present in a wireless navigation signal, such interference can be removed and the
resultant signal is passed to acquisition and tracking routines, as one skilled in the art will
understand.

25 It is a further aspect of the present invention that it can be embodied substantially
in software, firmware or other programmable techniques within a GPS receiver having
appropriate hardware to enable the signal processing performed by the present invention.
Moreover, it is also an aspect of the present invention that substantially all processing
performed by the invention is embedded within the logic of one or more special purpose

30  hardware components (e.g., chips, logic circuits, etc.) substantially without the need for
programming such hardware components. Of course hybrid embodiments that are

between a substantially programmed embodiment and a substantially hardware



Figure 8 is an overvi ew of one enbodi ment of an interference resistant GPS
recei ver according to the present invention. In this figure, processing
channel PRNIG/02&44 >20 dB stronger than the other "~ nom nal PCErisoBs®rNg
channel s shown. 25 Figure 9 illustrates an enbodi ment of the interference
resistant processing channel in which hgth CA and P(Y) codes are
processed. DETAI LED DESCRI PTI ON OF THE PREFERRED EMBCDI MENT 30

| nt er f er enc&myodimeat 4re Alsqadthini thp asoreFieha BrAYNLIBYeNHEL.W r el ess Si gnal Mbdel i ng
description in tlg,clehits Qﬂfjfeat%g 'of‘fhE gfé@e%t ﬁﬁ%tioﬁ%lﬁ%@%@yareﬁlﬂﬁf&fn fighd

Friedl ander (Sharf L.L., B. Friedlander, "Matched WO 03/ 023444

PCT/ US02/ 29cfelzow1nadmb§piawpm efdhopreferred gpbodiment gndsihg aedonppaingsiiguss 8, pp.
2146- 2157, AUQush 1994 incorporated fully herein by reference), showed

t hat when the msasurerrent noi se variance is unknown, the uniformy nost
power ful 5(UMP) test for detecting contribution fromH while rejecting

contrlbutlo (3)where: (Y) T111Y Ps
l'c ~'s Y zwﬁﬁ%i‘iﬂ .‘?’@?’.@E@M—ﬁ@ Ratio Test (GLRT). That |s

the test provi de¢he biweat{on)willbe describiel i cofjmatign witk theerccdoyenging dedwitds( i . e.
the target si gv is part of the conposite signal y. Mre specifi caIIy,
t he signal P eclared present iny if r(y) exceeds sone appropriately

defined threshol giguid1 Bs geombil 1n$érpreta$3n bﬁmhtblﬁ:d(mfeflﬁgomaﬂchw filjegiag ison

operator matrix that would take an_ jnp and 0 to t ace
spanned 1y tthemegpdiiicd ipmosticamppgtcial 9P§ recep@is P“E)Jucg"gé’d?ys Ll\(lﬁge‘%artl"glg'g%
proj ection qpafRlHieBEHT,X that would take an input and project it onto
the space spanned by the col utms of the matrix perpendl cular to S. 15 G =
PIH=H- PSHis Fsguma% Hlustraipiohesonee offiderSpane WhaL b Rogal PreisHRs ns
those portiops,QfodoRpapgadiscul ar to S. \Wen searching for one signal, the
matrix H reduces to a colum vector, therefore G reduces to a col umm
vector as wel|. ﬁ&ute@(@gn@)md BteTference HOSTEELShBYOWEPUSIOPENF BRO JI58Y at or
matrix tjhat woul r it onto the space spanned
by the cgﬁurms o] eghsﬁatzé%fl%&d&]&ggpgwﬁﬂdggﬁﬁ t he orthogonal projection
operator matrix tFigie § skadtestivé procidugertd determine interferers.

Figure 6 is a procedure to determine interferers all at once.

Figure 7 shows a flowchart performed by a single processing channel in an

interference resistant GPS receiver in steady state operation. This processing channel is
20  included in a digital receiver channel 424 and a portidn of the receiver processing
component 428 in Figure 4.

Figure 8 is an overview of one embodiment of an interference resistant GPS
receiver according to the present invention. In this figure, processing channel PRN19 is
>20 dB stronger than the other ‘nominal’ processing channels shown.

25 Figure 9 illustrates an embodiment of the interference resistant processing channel

in which both CA and P(Y) codes are processed.
DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

30 Interference Mitigation Technigue

Referring to the Wireless Signal Modeling description in the Terms and
Definitions section above, Sharf and Friedlander (Sharf L.L., B. Friedlander, “Matched



projects it onto the space spanned by the colums of the matrix

perpendi cular to G 25 Many of the projections are illustrated in Fig. 3.
The abovewDast2u484 ng z(y) has the additional benefit thatrCrhsopeabnr mance
is invariant to non-negative scalings ofy, i.e., multiplyingy by a
constant does not inpact the test. Mst;;RNSS receivers currently use a
Matched Filter Detector (MFD) to performthe follomﬁn? conputation: z = HT
Y (4) WO 038@%B4 DeCTrs, mmaﬁzgglum SEA2E, pprPd 40 RIThAvgIgA H i s

resent iny, i i i I i i o exceeds
P %chh)gﬁei&e’d (ﬂla]?&flhez%g tﬂgkefgjﬁﬁ I %jgﬁ(%]eg ﬂgéii WRES R Meaberert hoide

SOMe appropri resho resent invention involves
conput i ng  sariance is ankmiving the uwidersilpmos fpoFenfal (UYH) Best foa detpeiing cpmribwion of

Equation 4, .whigh ..s suitable . for i . 's RNSS receivers with only
m nor nodi fﬁ?ﬁ’tI?’()‘wgﬁe(rﬁ?c%lﬁﬁr.?mgutﬁfgf g&t%h‘d’algI gk"%‘grﬁ% are nornalization terns in
both the denom nator and nuneratqr iny"gguation 3, Moreover, the

denomi nabfor is only a normali zéfJi')o'Ter]r‘;m??d i s | gABREY based on the

following reasons. In a wireless receivér®s tracking stage, (e.g., using

FLL, and/or  PLL}(;}h@the@ehSraRied M@ lihebdIAD TATGLRIAATIR: it theSdsgpralided
conponents in the discrimnator cancel any scale factor that results from

the |ack of nornali zaiy ofy)isdorgleterminity whsthsothe sigoal ¥d(lien dhedarget signak nponent
428 of Fig. 4 described herei nbel.ow). Additional i,n .acoui.sition,
conputing a properly Efﬁ‘quélleé’&mé?%ﬁ‘@\é\?gin@ry‘ ?r8§ﬂeé’ftltf¥9¥’lﬂfe S%gﬁé%%eghﬁet% for the
| ack of normalizati Orbregghﬁnglimﬁé)&éeds%rﬁé ¥ppréfaajelyodefinedithkdsbsld.3 can be
deconposed as follows: YT PGY = YT QGI G-1 GIY (5) 15 YT PGY = YT  GT

Q-1/z (6T G-1/ 2, SBE §B)ST i the ofthayomal frojedtida)optratd? n@ixythat wagld @e al/ 2 GTY
(7) The final formof the nunerator termin the above Equation 7 inplies
that a segnent of y inputepépreiestit oro Hie spare spamed px3he gplumps offre TREXSesul t i s

then squared to 2Q c te. YT PGy.. Cearl t . j ied to

the segment vy is%ﬁo=r ﬁﬁ%ise‘}}?‘%%?‘gal Py e@g%%?‘%%it?rz aﬁl%ﬁﬂk%&ﬁlﬁ?ﬁt&é{@ 8@8 8 -112 .

To reiterate, the pregantqidy@Rid ROsgIBMhIRR bl R cof MR WY Bleifigx provi ded in
r,

the Sharf and Friedl an 1994 reference citéd above, and perforns an
un-nor nal i zed oper at i penpendicelaetofeasur enent segnent, y, by elinminating the

Lo (191 L2 S oA b B, o

Equat i oﬂ_53 to be” 2551gn f i can now be
witten in a formsi nﬁlb&rpo}tﬁ)nggfjﬁﬁ)bﬁgncﬂcular to S. When searching for one signal, the

matrix H reduces to a column vector, therefore G reduces to a column
vector as well.
P, =G(G"G)"'G" is the orthogonal projection operator matrix that would take
20 an input and project it onto the space spanned by the columns of the matrix
G.
P; =I - P, is the orthogonal projection operator matrix that takes an input and
projects it onto the space spanned by the columns of the matrix
perpendicular to G.
25 Many of the projections are illustrated in Fig. 3. The above test using 7(y) has the
additional benefit that the performance is invariant to non-negative scalings of y, i.e.,
multiplying y by a constant does not impact the test. Most RNSS receivers currently use

a Matched Filter Detector (MFD) to perform the following computation:
z=H"y 4)



The resulting operation on y is given by: z =GIY (7a) Thus, the signal His
declared present iny if GIy exceeds sone appropriately defined 30

t hr eshol dwow®oAD23444 PCT/ US02/ 29062 13 Recal | that G 2CPUS0zzd62
therefore z fromthe above equation (7a) can be re- witten: z = HT Ps Y
(8) By definingy as: 5 PS'Y (9) anotper formof a detection test simlar
to the conventional receiver test of Equation 4 is obtained as follows:
Z=HTy (10) toNistesmingaf thesicped H iEqresent vy, de., (aesignaldbissleelped present 81y Zont o t he
perpendlcul f: e
(o non- BerRRaG e p R AR ol LR TS S b o e
the signal w tihnomiakirdderessimetSqnaiivn\Beliat hag the forsi qf@qyatlopdswé@h@s(ﬁuﬁﬂée

st andard_ ac :cugflflingg%g m recévé??xgﬁﬁ&%??nm&’r?nddll%qﬁ&{seﬁqaﬁ@ enbodi ment of the

conput at i on I'ng rovi acconpanyi ng
appendi x5her ei nbEbt®e\that fere Mt ﬁkﬁﬁﬁﬁﬁiﬁdﬂteﬁﬁﬁ' mlli@ﬂQth 8@®ghinater anSuhwereionl

| ution of b t of 1h
Fory is toBfpieads Nsvestedbberet f b hol Rl Gm bty TABKE sSRUCT 7,

—;I-\I (Sé (N$l-S|_N)SbﬂS (1h$ ‘|t"aY-1|l\(|)_\Q|_1;1 ﬂe&%ons _?_I#WWE@Y&SS Tﬁ:&(vSr&TtrfRMS&Eé( (X¢.g( idng FIYL, ;?HNOﬂ_
- is od is syb-optina ause, t
correl ation BQ %éﬁ{lotqﬁghe\}apb%?ﬁén uadipre $1enal CPMPQESHIR "Nflg‘ ﬁﬁ?fél?%fna‘i"gngéofﬁ

spread spectiidhl 4§ el fAbBSthal rekifts @DM%e E@l@@fﬂb‘ixﬂﬁhdaﬁorﬁ@ﬁg,l gﬁaﬁbompbnm varyi ng
code that is used to spread each bit in the dl%%] g@ta i reamto occupy

the entilPe #sbed i compgnepatl of Hig ddeayibedhereiad s8 System (MAS).
The differe Q&qu&kﬁ%?cdnﬁbu%ﬂg 4 pfdperly adjusted detection threshold will also account for the

lack of normalization.

The numerator term y’ P,y of Equation 3 can be decomposed as follows:
Y Py=y"G(G DTGy )
15 Y Py =y"GE MGG MGy (©)

Y Py =(G"&)"* G (G'HCy (D)

The final form of the numerator term in the above Equation 7 implies that a

segment of y is operated on by the term (G'G)™/*>G” . The result is then squared to

20 compute y'P,y. Clearly, the term that is applied to the segment y is normalized, where

“12 | To reiterate, the present invention modifies the

the normalization term is (G'G)
computations provided in the Sharf and Friedlander, 1994 reference cited above, and
performs an un-normalized operation on the measurement segment, y, by eliminating the
term (G7G)™"? for the same reasoning that allows the denominator of Equation 3 to be
25  ignored.
Accordingly, the detection test can now be written in a form similar to Equation 4.
The resulting operation on y is given by:
z=G"y (7a)
Thus, the signal H is declared present in y if Gy exceeds some appropriately defined
30 threshold. :



system are distingui shed by the uni que spreadi ng codes assigned to each
user. Therefore, all users simultaneously use all of the bandw dth when
wi r el esslwomomeasmd cati ng. Each user in a CDMA system uses PETUISOZ2®6N0i Se
(pseudorandom PN) code to spread the bits. Upon reception, each user's
coded signal is conpressed using a matched 20 filter that is matched to
that user's code to extract the desired bit sequence. ldeally the user
codes are desi gnRecallahdas pat; Feadd therefotdwfjan e abbrerequiteond@g)esn be @- al i gned.
Such an alignment of the codes is achieved when there is perfect

synchroni zatwrgisn: | n such a case, the matched filtering operation, which is
based on an orthogonal projecti on,_ gpl etely nulls O{ét) all users except
the user of interest, as one 25 sKiTf’ed®?n the art will understand. This is
illustratedg eﬁh%grjgasl., where the user code of interest is the vector H
that is sho to orthogonal to S, the matrix of all the other user
codes. Ag shown in this figure, theyerpgllyogonal project{®ns of y (a

measur ement vector of the conposite signal) onto H using a matched filter
results in peothedbmcafrcdsdtdctivn test sthilalte the comventidnal teemiver fasbef Bquatim 449

03/ 023444 PCTéaUS 24120%(36% 15 GPS Interference However, for GPS C A and
P(Y) Codes :glb o fola per?’e’ctly orthogonal. In particular, the C A-code
length is only 1,023 chips. So the g£gg'g-correlation p(loperties can be
poor under certain circunstances (as discussed in Parkinson, B.W, Spilker,
J.J., 5 dobal Pdictthans ner Fapstiand, Vikésmyoi&tioppf v eafe itiwpsrpepdirulargpaceprer i can

Institute of Aeronautics an tranautics, 1996, .1 nc of,at ed herein by
ref er enc@) . Smncn@‘aﬁ% Jelupns Pﬂ‘%ﬁﬁhﬁ g@%‘é?’vﬁ’flﬂnﬁﬁ %g?f'%i%fg %qulf)esr i's

virtual ly orjdiegenal 7 hes beeh kalodlhte® i siglavwitenterfehce Sraipvednitiesiepiys t hat
reception of this data would literally take a week and the required

i nt egr at i on passedtotbestandsed asanipitiom andoragking s9gBggeri ng. Accordingly, all P(Y)
code 10. rece! ver %nqﬁl?su%{ngéqér{;ﬂoﬁﬁﬂe% Xftﬁgl QJrﬁ;%?ﬁatﬂoﬁp %&H@terxﬁ’iﬁhg@ aﬁ(gg' :ﬂe.

conprom ses its Cross correlation properties. e non-orthogoénality of
commi ngl ed S @A@IdSH it abevnifasying¥aeadikaterdbliywt he fact that when a receiver
that is searching for its tinme (by performng a correl ati on operation)

rel ati veldto the GPS satellites, the communication is asynchronous.
Therefore the GPS 15 codes will never be perfectly aligned in tinme, as one
skilled in the art will understand. This adds to the non-orthogonality of
the codes. Thus, if a matched filter is used to decode a desired GPS
signal froma satellite or PL, there will be | eakage of signals from other
satellite or PL signals as shown in Figure 2:



The signal | eakage fromother satellites or PLs becones interference noise
agai nst 20 which the desired target signal nust be detected. As the

i nt er f er eWO®3fod4ge- | evel increases, the performance of tRETESOBRIE
detectors degrade. As discussed in the Terns and Definitions section

her ei nabove, this effect is commonly refgrred to as the "near-far" effect.
The present invention may be inplenented as a signal processing technique

in a 25 ra@uboptimalsahition of gcei ver. Radi o-navi gation receivers vary wdely
in capabilities and design but enbodjnents of th? prﬁse_nt i nventi on can be
1

i ncl uded t her ei nAjsgbeniigrl tybintesesipg Vaapntof fisradpese HeV W tPerasess the

navi gati on recei.ver. design, .EQ | SCyssi on purposes, Fig. 4 is indicative
of many of fse / %e“rag ioggr‘{%(i;?rﬁg %ﬁ"%‘e‘cei vers. WD 03/ 023444 PCT/ US02/ 29062
16 Figure 4 is a diagram of ayggryarjlpslq?ﬁsﬂg):ei ver 400¢11Note that specific
receiver design is usually proprietary- us, variations on the diagram of
Fig. 4 can include: (i) a GPSreceiver that  is entirely analog, (ii) a GPS
recei ver Swherei n processi ng i sypediossfed )& Phe RF raddgd, (iii) a

di fferent placenent of one or nore of the pre anp 404, the A/D 5 converter
412, the AGC 416, etc. A high level description of the conponents of the
GPS receiver 400 and their signal processing relationship to one anot her
will now be provided. The GPS = agli esf (sgduekicy ssianal s(18) al | space
vehicles (SVs) in view are received by The antenna 401. Typically the
antenna 401 is right-hand circularly polarized wth nearly hem spheri cal
gai n coverage. The. RF signal.s are lified by a | lifier
304, Thi s anpi i fABE U Frrorng e sy PR PRl ST e Ve Bh T

recei ver, 4(380I tl n sone inplenentations a passive bandpass filter is |ocated
bet ween the "aftenna 401 and the preanp 404 to renove out-of-band RF
interference. The anplified and signal-conditioned RF signals are then
down convert via the down converter 408, using signal mXxing
frequenci es m—% @ ators 420 (LOs), as one of ordinary skill 15
inthe art wll ‘ngesastspadumibehniqup)liké COYLERechaser io adsipped Oimd 2Qrymnge
derived fromthe reference oscillator 448 via the frequency. .synthesizer
444 based orf°thidaki Bﬁgéﬁweaﬂle ﬁ‘l&tmtﬁ% g‘ffifi?tf"g?]‘?aglrtoroé%%?'g%er%%sslp&%ﬁThere
may be one lyghdARched taWMuBNY B6desy SyARS: (MAS). Tup Bifferchit ak2bain éschand

| eak-t hrough signals are passed through a postn xer pandpass fTiIt r (not
shown) of t HasteBare dieingaished by Apsiniqe spiseiing edehassigaemio € Pisildfreircess.

The 20 anal o k@s Qihﬁﬁt&@éouﬁgﬂééeﬂm&he(%Midﬁ%eﬁrwlr_e@édﬂ?e&hinﬁnia';u'n@. control | er
(AGC) 416 operate at IF. The digital IF signal is passed fromthe A/D

converter 412 toEaslusr aiaffPMA syslemivgesra unigygapise salerandem kYD £0fe tBut put
om0, coryegh o p b1 igATE A5 LR ROIA s SR enaet (1 On
20 filter that is matched to that user’s code to extract the desired bit sequence.
Ideally the user codes are designed to be perfectly orthogonal when the codes are
aligned. Such an alignment of the codes is achieved when there is perfect
synchronization. In such a case, the matched filtering operation, which is based on an
orthogonal projection, completely nulls out all users except the user of interest, as one
25  skilled in the art will understand. This is illustrated in Figure 1, where the user code of
interest is the vector H that is shown to be orthogonal to S, the matrix of all the other user
codes. As shown in this figure, the orthogonal projections of y (a measurement vector of
the composite signal) onto H using a matched filter results in perfect cancellation of all

contributions from S.

30



| ocked | oop (DLL), frequency |ocked |oop (FLL), and phase | ocked | oop
(PLL)) for a 25 single SV or PL. O, depending on the receiver, the digital
recei ver wbaamnedsg4 primarily performthe correl ati on oper &Cirarse2/29062 wor k
with the receiver processing conponent 428 for inplenenting |oop
discrimnators and filters, data denodujqtion, neters, phase |ock Ioops,
and so forth. Additionally, the receiver processing conponent 428 may store
vari ous typwﬂn e.g., a data store 426 for each channel 424 which

| s tracking a 30yg, foréfls&/gaﬁcﬁp(fzg%ees'&eﬁ%ge&&ﬂﬁw&g%halahﬁ the channel s

424. After the data obtal ned rom as been denodul ated it
i s passed t@alttlhldam&m(“qétqocimlepgthY h@23/®11®3/39213‘4ﬂq5m@1f¢1@}$@12}7fm 17

conponent 4 Nyts

cal cul at ed, %gnn%q% qi sp egg%é %um%ﬁ%%a&ﬁm?ﬁelgeedit%er k&tgy)B gﬁ}k‘g. Jrgsnt of the
pr esent Snvéhmhabhosumuwysmmﬂ“b@m&e@bplmmoos thl&éo‘énu&an@ha'wmf(s) 424 and
the receive

r roceSS| 428. For
however, thég létécrsit"m té(ﬁ]ta ttl)cﬁ r 8U1|n?°er%°r tﬁ ﬁer%g%%@t%rg%% ggglg%bﬂ%e ADC
412 be suf f ipeY)povide iwith GaIBY Lirl® “adhlps ﬁsh&rhsallgmahegonﬁl fnmlbasfmts HomeVvargtheg t he

ol aced dogEhEFDR e oA vilh el e A fepfpied 1 O

requi r enent sntedratidh@inhd Wl b@EbrﬁIﬁ}teﬂlonall}*b&g@a’ir@ Ficosrelingh26l1 RO caddi ti onal
processi ng capabiliti es)ﬁ 10 The nt %tq%nce processi n%ﬁchannel 432 (Fig.

4) i dentl0f | EXCHRE YEHHBY eARtly S]ereﬁ eﬁg EHE CPTREBRTS FORPTRENY i n at
| east one e higgnt, incorporated. For each interference mtigati on
performed by the present invention, the data store 426 stores t t%

h
fol | owi ng par ameee sen-grihoganalisfesmpiraksraignalpriurthenpraceghpted pythetactyat a
obtai ned from t‘x}iﬁt&??. plekiayatht lsos%Krchjﬂ B% n@ Rhle)by F{éﬁ?ongﬂg%%oﬁﬂgnmﬁﬁfaﬁfmﬂ ata

obt ai ned from requency 15 | oop ( [or the phase l'ocked
| oop (PLL), r@lamre(tel}heﬁPS s@@éhtes(aﬁ»e cbmmum@ﬁonewyb@ﬂoqoyggﬂ@@e prettheeelS bei ng set

and being u &és“ﬁﬁg g ri%@ﬂmgn@@wmeeag&@s eamgrglgwwunﬁ’ ignal has

been Iabele an |n r en near r interference e ects
occur, the &lhumelds e mdnr@dlogmaatmtfehespoa@) Thusy Sagiatched filtenigused tal | y

suffici ent to | .t nter renc h i er ] S 20
Slonat T 4R e Sasiied sl FORASGaRe 3L G BBl M A L BRI Bl
interferer s)othehsayeh&freorBLdgnalE)hsLshpwEhrLElgama PLLs (as described in the Terns

o0 DTl 1O S5 SRRl MR REUIRST ! i PP R LG g
i nterfermnc avtﬁétgn@h@slrw RFpepsigivil ek baidefcthersabié Pusfershcd ﬂfmseA/a@l oy t er
12 hore Ul L S tin LD heone R e PSSRl | puAt Lonyt o obtain
acqui si ti on rGARIFESs {RBon hereinabove, this effect is commonly referred to as the “near-far”

effect.

The present invention may be implemented as a signal processing technique in a
25 radio-navigation receiver. Radio-navigation receivers vary widely in capabilities and
design but embodiments of the present invention can be included therein in much the
same way regardless of the wireless navigation receiver design. For discussion purposes,

Fig. 4 is indicative of many of today’s radio-navigation receivers.



al so described in the Terns and Definitions section above) nmay provide the
required nodeling paraneters at the fidelity necessary. ldentification of
Interferiwgosioggsad s 30 The invention predictively nodel s ipdaniSot/2me2
interfering signals. In GPS NF situations, the interference includes one
or nore SV's (and/or PL's) pseudo-randofg noise code (PRN). Such
interference can _be predicti velfy nodel ed, since all GPS signals can be WO
03/ 023444 PCT/ UHignzdsa diaggnppfadgieaeriofdS repis e Nptg thah speciigecsiveict ure of
such si gnal SRS

reconstruct gdsjl %ﬁl r%lrﬁnidgggéﬁl%\gﬂg T%gsgg ulagg %lrtggrrgftae@gl as 1 ggﬁ Pﬁug% ®a

her ei nabove}}PSIrcpemn‘éaism Bntablwandog,iu&ﬂﬁ1§$ tpaeiver wheyeilh ProReseng IS@ﬁEfPU@qq in
whi ch case th t and [ r 4 can
i o and R BRAAS LRREMcbRER Y Sl cff%(éafmg bEGh 2 R40he K91

si gnal ), 5andorveger 4tlh,eth@A6}ﬂadhﬁl; ec.oh kEgIgeverogsdmstmdﬁdtt compmntsbélthﬁ/@PS:an be

used to acquire I each desi.red e - nce
si gnal by cHHERFS ‘QR@ ﬁﬁwfr (Fnal mpGeEyne relr?? %Iﬁn ?t(e) Pée anpottey ﬁ’geip?orﬂ' B 8&@%{8 PR?\I
signals are not KROBPS fadiy- fr&{dencytsﬁ'@ala fof alespaceechirfleskBYs) ib v&miaré‘-regewﬁi (al so

descri bed hereinbel o have be [ at o, Ca | the interferers in
GPS: 10 In @Xﬁl}eé’ﬁ’i?nﬁaa@ Rﬁ'y Flf“éf"?né §§1 ?‘?h%“ds(ilrg‘jﬁ]ﬁﬁy{}%]@@?edl &Vl s (from
di stinct GPRearf) Iﬂﬂﬁdphag;aﬁgm E8BMa @r'ﬁhdl’{laﬁ@ﬁdhcﬁ& hryipﬁlﬁd‘dfl@raelﬁiv—rfotsem each
other, e.g., one PL"s si F PL1 ca bove. t he

noni nal 18at @rqa}npbger(élioél.eTgls @Bhﬁ%ﬁ%l?ﬁar the FB‘{’P@&’F&‘P‘I“P’E ‘gfélms Sf SRy ®hor nal 1 y)
and anot her 456" & s§ind ﬂﬂ%lem@ﬂbﬁon’s b phdsie bﬁﬁiba@%l@plsd&é\fe@%ﬁﬁ@eﬁ h@tan®fina PL1. In

this situation, the interferers nust be iteratively identified from highest
power to 15 4pbewskthe prsamp G040 epps quioEBand gt wterikrence. phesmpdfed e of Fig. 5,

in general, gﬁ!ﬁ%% Hﬁg&ged iS4 ﬁ%‘%‘f‘sdaré éh@i?dév% @&1‘6&'&9&% 8 vi B0 ddAe ek aeedus,e
|IIustrated|n ut nore robust. Adescrlptlon of the
steps of F| gsmg srgmdllnumg firgrteacies flielgéooﬂbtfséﬂlalotﬁ PRALLODnpramerf srdingry $ily. 4
however h t 4 e
corrponer}? S uﬁ%‘ ﬁ“flﬁélhl (lpeg £enfﬂf g(rﬁg n@g@%?@g%slégtﬁgﬁ C @aé%r%g%f%&%gﬁfg?n:tﬂr%cl ude the
requisite f méfextenmmblillatpr 448 petiedrquanhe satietiepsi4d hasedon thedeequensy plagpd  of
Fig. 7): St 504: e receiver 00 at t c
obaer vabl o CEEEIRAREVERHET TOOF PRUPT P 132 B SoftelioB: TR
acqui si ti on ygpé sidébands acdquﬂﬁamgntlgﬁm§arepmseﬂ1«hnmgh4zdstm1mﬁeandﬁse|ﬁlt508 Once
the signals tha e tracked have achi " good'
esti mat es of(nq_ﬁéé?ﬂ'rgr"fa‘ﬁﬁélg’é comgrt 8%@&? §°I%1§%te%r‘@?"ﬁ@oquﬁ?%pr%es%ic%heept abl e
range (€09. anfBgtosdigita® Eor¥RET(AMENUS2 hriticHuGoaiatid g @5etrolles (ABE) 446tdperate] 2

at IF. The digital IF signal is passed from the A/D converter 412 to the N digital receiver

channels 424. Using the output from A/D converter 412 each receiver channel 424
performs the acquisition functions and the code and carrier tracking loops (i.e., delay
locked loop (DLL), frequency locked loop (FLL), and phase locked loop (PLL)) for a

25  single SV or PL. Or, depending on the receiver, the digital receiver channels primarily
perform the correlation operations and work with the receiver processing component 428
for implementing loop discriminators and filters, data demodulation, meters, phase lock
loops, and so forth. Additionally, the receiver processing component 428 may store
various types of data in, e.g., a data store 426 for each channel 424 which is tracking a

30 signal. This data store is shared amongst all the channels 424. After the data obtained

from the GPS signals has been demodulated it is passed to the navigation processing



degrees of truth, Doppler nust be within 28 Hz of truth, and code offset 30
must be within 1/50 of a chip), the nost powerful signal is conpared to a

t hr eshol dworostexite. This threshold criteria may be as si npica/as2/ement i fyi ng
the strongest Mof N signals as presuned interferers, or the threshold WO

03/ 023444 PCT/ US02/ 29062 19 criteria ceould be based on design

speci fications such as those of USCG', vstar GPS Space Segnent /

Navi gat i on lcewponent 436fand dhe'position vejosity adgmg RYJD paivtiandsi caletlafd a1 ef er ence
(e.g., a pr%%ﬁ g&m@ed dBW val ue, such as 10 dBW above the user m ninmum

recei ved powe sing a 5 3-dB gain linearly polarized antenna. The

speci fi ed userWtrﬂlmarmquré@(blavembq’szmmtOffthePL@GI@/HA&WMSM@%PQIM for L1

P(Y) - Code i s t{) gljéqgceg\f%}r?é&%el 2%%4‘%’1(1%6@606%@ ro%% sgé ?gﬁ&%n{ 8. P glg\gl Thi s

threshold cft nment's as a valu
corr esposdi igplementatiorghaweveg thncprssenvlavﬁnt)or( @h}lﬁi)qs ﬂmttlsldgnahictr@ge aftheer ratio

10 (SCR), r i se atl eI ati v t- sone
conbi nati on ‘Aﬁéé[ﬁcﬁ Wgﬁjﬂ%’gt%‘@p@“ 1%% : ltg’rlfrsrtf fnglélra{eﬁgftﬁe Mgg&rggéref es of
threshol d t &sihfariyh@hoferdsdda dn@ 428 magaeadto bceﬁsdhﬁeaher replatedeispendagionshe. Not e
t hat the Parki nson, 1996 er ence r ei nabove
(and i ncor pG¥WBIBATFEE ngmﬁé&g('f ﬁ%dgliefrgglgﬁglg?tsa IFETHQR ga%??e({j‘lﬁa go?or 15
conbi ni ng suphk aﬂ@iddﬂ%nal%ir@&sihi@capé’diﬂtle%) gnal exceedl ng (or violating) this
threshold criteria is labeled as an _interf dat a
g*{esgﬁccﬂmagn

representi ng steerintgrigrenerairosessinghapRel fiid ('ig- éb’éiF‘ét YWY i ng the

bit field (dinigfmé pRsdPaRbARE 08 A1BLEIS cH88direRCheo &ra&unabpeaea Thi s
| abel ed interferer continues to be tracked and it's 20 current Do pl er,

phase of f setintarfererssduitisftiogeerfprncd hy s nresentipvegtion hordgtastora 330 stappies16: Al |
signals t hag w E%‘E%Qt@l%n \s@% plé&ld -r%%ln%nﬁﬁr '(lg)tcg{ié &ERt &t@ékﬁalﬁé@ﬁ%lﬁ e-

acquired an y 1 hvoking Fig to cancel out all [abeled
interfer er s the)dedrmaéilcnklhws QDLTa)c@OlpBaSG amﬁnD@ppélertdﬂfa@kiamgd @pntth@frmn%d

.S' gnal s. ]lsng lgl g‘&n l90p (%]t'@ an§%§ ﬁl% s%cf&&&?lﬁ%ﬁﬂﬁ%%?]ﬁ é@ta?ﬂeaé%ge bi%‘}ﬁa’?éan@e |t he

interfer een Fabele non- interfering signals
have achi eveadggiaidetwealbeing e anébeng/mtse‘edeperdmgvdma)t/hather the ifyeomespeoitdiits wher ei n

o Por ot SOl Sl TR PR 7L cponnel o b, asain
When near-far interference effects occur, the above identified parameters (a) through
(d) are usually sufficient to model the interference of each dominant interfering GPS
20 signal. In a more demanding situation (e.g., relatively lower power interferers), higher
order DLLs, FLLs and PLLs (as described in the Terms and Definitions section above)
may be used to also provide code offset rate and phase rate and Doppler rate to more
accurately model the interference signals when provided with the output of the A/D
converter 412. Note that it is within the scope of the present invention to obtain such
25  parameters by other techniques as well, e.g., a massively parallel acquisition scheme (as
also described in the Terms and Definitions section above) may provide the required

modeling parameters at the fidelity necessary.

Identification of Interfering signals
30 The invention predictively models identified interfering signals. In GPS NF

situations, the interference includes one or more SV’s (and/or PL’s) pseudo-random noise

code (PRN). Such interference can be predictively modeled, since all GPS signals can be



30 navigation data is denodul ated. WO 03/ 023444 PCT/ US02/ 29062 20 Step
524: Once sufficient navigation data has be denodul ated, the desired

navi gat i owodsloedsson (e.g., PVT) can be conputed via the n&Crgsoe/enne2
processi ng conponent 436. 5 Fig. 6 is simlar to Fig. 5 except the decision
identify (i.e., label) all initial intgfferers is done at one tinme,
whereas Fig. 5 denonstrated an iterative schene that identified

interferers ptqdvﬁvﬂv giedeled (i that the siFate essuchraizralyis el doewn pkacpadigyhown to
be uselul | G fASRsMBNP rtbleohlit fBhShARAA0NHctin paibersA Rkl Y equal

power. Step e recelver attenpts to acquire and track all observable
GPS si gnal sherelmboﬂq) sinjsgmp sifvatipis) such sigealsimianbe kivevngt privdia rdWIGHscase thgi si ti on

and tracki ng@?ac@% ege?JLEQWe{}gﬁte%r% dﬁ‘@“%oﬂ%gn acﬁ{lﬁ“garﬁiﬁ%ﬁk %%t&&&er%' gnal s

that can be ave achi eve esti mates of
Doppl er, 5phasenadipdi.of & a8y ethw@PS/agI}eﬂ)ngldvmmhmplamdamotE"@&HI(éescmmdge (e.g.,

one set of experinents .indigcated MuSt th n degrees of
truth, Dopp?‘%’r%mﬁ?f}g‘f"?f)@ %uls‘f‘ﬂctﬁ aﬁ%‘]ﬁ%fmiga(ikreﬁf%&mgg 1t ,?112)8,[ nust be
within 1/50 hrﬁérfe’ierﬁab) fignal beanadlingbbieths a-griadi mtafeeere dlﬁﬂ&rlmdrfermgaPRN hr eshol d
criteria. Tlsthreshold crlterlama be . S . I, dent t he

st rongest ngpamargln@hgogvngsprwle@ﬁ,p‘gqy e‘ﬁ? HEAE SO‘% "ﬁ?gci)e based on
desi gn specinietdbloRNEavebebh @mdnbesal t@Eaﬂc@DhﬁB&r%Eb@sﬁanRSﬂtl fied 20

her ei nabove (e.g., 10 dBW above the user mni EUOF"Yeé %EI i d ower SI ng a

3-dB gailfl Iinear Hﬁxﬁr@mﬁﬁi‘sféﬂf%ﬁt”éfﬁ neepihe sigrakp SH’P%S“‘I% recei ved
pover is L1 sgjnﬁlng@gﬁrcéﬁ afejfﬁzgnéiﬁw differBht ot ORE othes e‘g]-@ﬁe oB\Vsaasl, tall it

P(Y)-Code or C A-Code is -1 . This_threshold criteria,.in some
embodi nent s PLﬂrayaIb‘Ee MBW@B‘“@@@W@ satolljtes Grer LSTR85 AR S%telléieﬁl nal to

noi se ratio, o%a AB@hndiRr §Er rslg‘?lﬁl Eﬂltll PL2, (50 20 SEWGBbYd tBdt of O NOi se
ratio (CNR) |nat| on of such’ val ues (as_in step 508 above).
Step 612 ArWulsi[rgth&I s1tvea¢methp ngerfemrsnwrbesm@tmely ilentifipd| feomn BiShSHPQWRE & f er er .
These bel nt ent
boppler 1> a0 ihSd%G pEEh R BPub ropld GFAED, AL IPLkG T Tl o

426. Step 6 1 6laps>ddl tinsd g raedosnnhsln themihelpestedse ilsteatddan &igs6 butdendp éobermoracqui r ed
and tracked by invoking Fig. 7 to cancel out all |abeled interferers and
WO 03/ 023444° / US02/ 29062

A description of the steps of Fig. 5 follows. Note, these refer to the components

of Fig. 4; however, it is to be understood that the A/D converter 412 and the components
20  of the interference processing channel 432 must include the requisite functionality to

perform these steps (as well as the steps of Fig. 7):

Step 504:  The receiver 400 attempts to acquire and track all observable GPS
signals. This is primarily done using a standard GPS acquisition and
25 tracking functions components 424 & 428.
Step 508:  Once the signals that can be tracked have achieved ‘good’ lock, i.e., the
estimates of Doppler, phase and offsets are varying within an acceptable
range (e.g., one set of experiments indicated phase must be within 12
degrees of truth, Doppler must be within 28 Hz of truth, and code offset
30 must be within 1/50 of a chip), the most powerful signal is compared to a
threshold criteria. This threshold criteria may be as simple as identifying

the strongest M of N signals as presumed interferers, or the threshold



21 thereby to obtain better acquisition and tracking of the desired signals
and the navigation data is denodul ated. Step 620: Once sufficient

navi gat i owodanzas4sas be denodul ated t he navi gation sol uti eeTasa2/@ezonput ed
436. _ 5 Fig. 7 shows a high |level process diagramof the operation of the
signal interference mitigation method gnd apparatus of the present
invention, during steady state. Steady state is where the initial
interferers have been ¢ritenn doilddg basedgaslesigrbwgcifipptionesurB phifosaf USS&tni t i on

section above. The Ste%%s?%gﬁ%%ga% gg@%“es?é‘gg%?‘?‘i?@&f%f&%ﬁ@w ment as

10 follows: Step 704: tay (a ed 1n Interference
Mtigation Techni que s ioeprpaigedkireindy peforenatdel gt o predeteintined deWence

processi ng channel 432. A%, ng% LoBsd § ygkﬁ;m%%%}ﬂg&geﬁg%%)ﬁuﬁﬁ pr RF.

In Figure 4 the data y IS recerved 1" the assed to
the pre-anp 404 for adqdBighindakartynpolazsdimtenypat Mke PRSfieduicomuamugat i on

signal y is then down _canverted i conyer. 408, ] .

i ntermedi ate frequency T po&'ﬁﬁfoﬁg‘g?é‘g%?%)Sugﬁ&p%%{’ﬁ%rq%/%@(g%g%}ster 412
for digitally sanplingl1631dBW andfdp@&r PoY)-OodesoriGiAtCrele A D66 dBVEY tThis 412 nust
be sufficient to capture all 20 .signals aof interest. including.the

i nterference signals. %%g?lﬁicﬂfj’f@}‘gf%’?e “@deg*di“ﬁﬁh? d%tfcne#ﬁ%a?aé % i ver 400
to capture, e.g., 7 tOcdirespcamgSo a Siizhdl @ ndi@ rinso (BBRY For sighel touabierratié bits in

a linear A/D converter 412 is at least 8 bit§. Not e tt]at when near-far
interferlBnce effects o), orcawier foginise rato (GNR)gglatlv fHtCe? 8 eng si gnal

is significantly higheg,dfiaiiondy¥sweh vAIRE (k8L 8 WeBihtddGumRdredTak ) séeRSosi gnal s,
thus requiring the A/D converter 412 to utilize such a range of_bits to be

able to acquire and tr detshelddestswdigredt cash ipRses atka@mepgg@fqﬁéﬁc?sa,e@a@ at
least 1 bit to acquir egﬁﬂﬂ? ?{él‘?ﬁlgtm ﬁ.\z@?gp:[ﬁl%egﬂg{,’ 1998 r&%%lé&fcitg& Higampoveki Il in

the art will understan passi i through the A 412, the | F signal
is fed to all processi tgd3Borphztaddily hegtin py ri@encRydeteils\sach hametbod fasnt

| nt orf erénce model i ng SPaEe S BT ' 1S o 08/ 023444 PCT/ Uso2s 20062
22 int erf er encsteps e es Anpgigodl areeedisg 438 Fioldtlogkthistthresholdwitertas tbelediay aant
interferer (i.e., the data representing such a signal is accordingly labeled
such as by toggling the bit field (d) of the modeling parameters described
hereinabove). This labeled interferer continues to be tracked and it’s
20 current Doppler, phase offset and code offset is saved in the data store
426.

Step 516:  All signals that have not been as yet labeled as interferers are then re-
acquired and tracked by invoking Fig. 7 to cancel out all labeled
interferers to obtain better acquisition and tracking of the desired signals.

25 Control then passes back to step 508.

Step 520:  After all the interfering signals have been labeled, and all the non-
interfering signals have achieved good lock, the receiver enters what will
be denoted wherein as a ‘steady state’. Tracking continues for all
channels by, again, performing the procedure described in Fig. 7 and the

30 navigation data is demodulated.



interferers, or there may be one or nultiple interferers. Al the
interference nodeling paraneters (for signals that have | abel ed as

i nterferewo)3tobmtds exi st in the data store 426 are retri evedT/iBoBe®p2 716: | f
any interference nodeling paraneters are retrieved in step 708, then
control is passed to 720, else control gpes to 728. Step 720: The

i nterference nodeling Barameters are used to create an_in phase

interference r¥greY2énceOsemificienhnésttingdaa isdedsmpdulgedahqdiged [ G (t)]
sineot) (14) 10 Whel fivigiibh doriion(BE, BO8S 8 RCOHbREA VMd favifhusode. s 11D

chip at tine t (used in the a Positioning System (SPS)) co is the
carrier frequency. Oncprotéseing pamapdnenrteéidée si gnal of each interference PRN is
created, 15 the interference signals are assenbled into a matrix, S, as in
equation (2) of the Wreless Signal Mdel description in the Terns and
Definitiéns secFigo6ishsamidirnabigyexchigtths dachsonddsitified.cs labelahll {vitgal whi ch

interference i bei r enov.ed 1l no e rt .of .S even.i i is

i dentified é\‘gergfﬁerf Ff‘t(g’(ﬂf @Oéﬁe?{%wgér?aﬁlﬁggéogﬁmg%ﬁhdgg igrg lﬁ%%bth %:I]:ﬁ% ' meaconing
and spoof i Ngdentif&) iaREfereCkidO Rightst Mg downgadndTiSppotédug: hasbeq sk@wWn tOnce S
has been cal cul at ed, i

y i s deterni ned. as per equatio 9)..thereby renoving
the interf eP8HIEUIARSISELVRTF 3 g‘eﬂﬁlfe %@g?}#eﬁlgnéﬂ@ﬁecr@uaﬂé8%qahﬁowe§’ar aneters.
Step 728: PerfQEsweuonVend icodiidr aREhpts & dct@ire madratk sCbbstigable GPSisipnsls. | f this
step was 25 entered fromstep 724 use

) y (for .c ting Equation .10) and if
this stdf was enter edTFﬁSb?ﬁr%%llhg@eyS‘(‘gg}eS@Bpﬁfgﬁi}né‘ ¢ ﬂﬁ&ﬂ‘rﬁ”?f‘fl.{m%t ep 734:
The desired signal is gReRH:@6mpéhehiiars Mdesoerence threshold criteria that
was used in 508 or 608. If the classification of the desire ghal is

] > S i,
still |abel edStes6Qf i Poes thesignaly haican by Hacked Baveraghietade senst g@tl&p €426) or

it has 30 changed frombging o?Doi)ﬁlEIe{)]ﬁa% £1d dfReR aRQRryikY Viihif he 5006}%5!515 ol will
pass to step 738, else control of the Interference processi ng channel 432

passes WO 03/ 023444 PCRngS(GE..2906¢ of operimenty indiated phesepnust bewighind2 (or Fi g.
R L S
must be within 1/50 of a chip), the all the signals are compared to a
threshold criteria. This threshold criteria may be as simple as identifying
the strongest M of N signals as presumed interferers, or it could be based
on design specifications such as those of ICD-GPS-200C identified
20 hereinabove (e.g., 10 dBW above the user minimum received power
using a 3-dB gain linearly polarized antenna. The specified user
minimum received power is L1 C/A-Code is —160 dBW, L1 P(Y)-Code
is —163 dBW and L2 P(Y)-Code or C/A-Code is —166 dBW). This
threshold criteria, in some embodiments, may be defined as a value
25 corresponding to a signal to noise ratio (SNR), or signal to carrier ratio
(SCR), or carrier to noise ratio (CNR) or some combination of such
values (as in step 508 above).
Step 612:  Any signal exceeding this threshold is labeled as an interferer. These
labeled interferers continue to be tracked and their current Doppler,
30 phase offset and code offset are saved in the data store 426.Step 616:
All signals not labeled as interferers are then re-acquired and

tracked by invoking Fig. 7 to cancel out all labeled interferers and



exceed (or violate) the threshold criteria for at |least twenty tines in a5
row before its classification should be changed and therefore | abel ed an

i nt erfer ewo(0a0234md abel ed thereby designating that it is neCTarsoz/edoez ferer).
This prevents m stakenly changing its classification due to a noise spike
or a navigation bit flip. Step 738: Update the desired signal's (this
channel's) current interference 10 nodeling paraneters to .the data store

426 of all the interf ethenerto qbtaitleastsr arguisitian ard Backingod the detired sigatie s

include: (i) renoving g 4abgling rpjatﬁigﬁeg&ﬁhgtag signal as an interferer if
this signal renains below the threshold criteria consi stently, and (ii)

| abel i ng the dieri628d sOuseabifmientmavidationdatahasbedpmedylajedthy payizaias

consi stently above the itarkha or 15 just updating the current
signals interference o e{olg%%ﬂﬁeg(:rogl{r?ﬁegﬂg&‘ GPS Exanple 1 Figure 8 is

presented to further illustrate the procedure of the present invention for
identifying a itigating,interferi.ng GPS,Si .S, i ig. 8
provi des furtﬁgg'm%egﬁ?hﬁgﬁﬁvggw’%ﬁs (:i)l?g ﬁﬁ??h%gggiﬁgﬁtqét%%?hl eﬁeé%ér:at es
seven recei wffigibafRelod adBabpatatiis\wh the Presérs inventidnyeur{rgisteadyistetd) Stemiya GPS
ho "1 e vi efedsP BRF fauia o BRI ER0" HE P aRBes BANG BB PRALS,
PRN15, and PRNASion sdtdon biat. THRQtepO6T IES.IONSK Belecpiribed & iarEP Sntitodimenhas
interference processing channel 432 for the signal fromeach of these

satel | i tl8s f@lo¥si respondingly 25 identified (for convenience) by a bl ock
| abel ed by the satellite whose signal is being processed. In particular,

each of the blocks identified bé the satellite |abels _reprr esents those
t asks perfor netiemi04a cBigitehdatd nies describrd ip drefeyerce MHtgation TaefNayApshieht 428

together with a differ Qlacll RAnE BReieVete FOARARE Shafhdddin Aonbi nation
wth its correspondi ng%gz?ﬁgﬁrsotofe 426. Asesurr%ﬁgl | the satellite's PRNs

i dentified above have wmedipnndedrhierthipdeiecoukd be FoadBwin Signesptha gy itept for
PRN19 Wq ch is a +30 d%\%l@p&){y RAAab1 dtﬁen;gégﬁwcgt}fte ré—iﬂﬁp@(ﬂﬂﬂér' nterferer

izch
in this gxarrpl e). Further as ume a user has se the threshold criteria to
be: 15dBW above nomi nahkmplifidatien. t Awsursing dir@BS$ radiogrraligstiombgnal y ath@sjon23444

T U021 2902 24 O koS5, MR R R AR,
portion of Fig. 8 ill usidmkes tirbagh ta three/Bi apeverOOL2 fint digisally sewpling Thse
presen i nvention) voul g Gol e, 3R £l Sy eueeeeehuL b sBERMS IR
acquire ggnd track thei gignals of interest, including the interference signals. Accordingly, for
an embodiment of the receiver 400 to capture, e.g., 7 to 8 signals
differing by +33dB, the number of bits in a linear A/D converter 412 is
at least 8 bits. Note that when near-far interference effects occur, the
power of at least one interfering signal is significantly higher than any
25 non-interfering (nominal) GPS signals, thus requiring the A/D converter
412 to utilize such a range of bits to be able to acquire and track the
weaker signals. A GPS receiver needs at least 1 bit to acquire and track
a GPS signal, as one of ordinary skill in the art will understand. After
passing through the ADC 412, the IF signal is fed to all processing
30 channels.
Step 708:  Retrieve the current interference modeling parameters from the data

store 426 having interference modeling parameters for all the



assigned GPS signal. Referring back to Figs. 5 and 6 this scenario (of
being able to only track one of the satellites) corresponds to a scenario
t hat can wooam2at4 st eps 504 and 604. A receiver equi ppedPaiTtuso/mepr esent
invention takes the valid tracking information from PRN19, i.e., the tine,
phase and Doppler and renoves PRN19's sjpgnal fromthe incomng 10 GPS IF
data stream By definition PRN19 is predictable interference and in this
exanpl e exceeds the tihtefsientedrgcassingetharneisied. Nates theigsanayds nQeHTeB8) . The

right hand portion of H.th 8 jéljth%%;l\rl{:i@;og_gng (t}%llﬁﬂl(iﬁlgﬁfterféfrerﬁ.h&ll Ble€sent

invention at a later tine, t I's sti el ng tracked using the

unrodi fi ed i ncomi ng GHStetfbredertaodeling prasmgters for signadyibatdaye labeleds?s2) and its
rangi ng i nformation is_std i i || 15.4§or the PVT

sol uti on. However, oncneléffﬁllé%l}’%%ﬁ%\{sghi%?g%?éﬂplfgrf'\gga#?trr%%\}ed (e.g., steps
516 and $16), SkeprA6ei ViEanyiGriesuéqapedtling pivaméters pregsigiaved invep /0% thens abl e,

in parallel, to acquire and track e, nom.nal sat ites, i.e., PRN2,
PRN5, PRN6, PRN9, PRN1%HY ﬁpasﬁf‘%ﬁig.ﬁ&&lsef?ﬂt%’?%%ﬁsﬁ %ét he PVT solution is

cal cul at ed norgigl129: ( €Tig: inteSbrens mhoaidlianshr&R0Yrs areAsedciarrddte andephage r ecei ver
400 equi pped with the pr etsent igzventi.on S .qﬁl e &ostcal_cul ate the 20 PVT
sol ution where recei vePEIBHBCGTSETET HEmAlsghipthRavs Medamy: i nyention are only
able to acquire and tg‘a@&)glﬁblj(g%sirﬁg&f)t hermore, it can be sgen that for the
case where there is a ‘gingle interférence signal, Fig 5 is equivalent to
Fig 6. @S Exanple 2 2gpdp this exanple assunme that the "in-view'
satellites are PRN2, PRN5, PRN6, PRN9, PRN13, PRNL5, and PRN19 ,ALI PRNs
have a noninal power ofi(D SebrENIcAcIuBERn (BRI ERIEHE dhiat BRI {45ed ifrdrNL 9

which are +25 and +30 dBWahovepipishidlsysttd ively (i.e., PRN15 and
PRN19 are the interferers in this exa%p?le).%%?rasi | lustration, assune a

user has set the threshbiSdlecgaﬁieefrB@eth-be 15dBW above the nominal, or the
oo 30 strongest si gnal s.ollull fERELENSElAcLIR iRbARSEPR fudicaassure 2

recei ver 400 equi pped with esent Invention attenpts to acquire and
track allb the obser vabihe irgérfimedcs sigmalgjarg astmpled 019 2 MiBIxNSy/ 29 ZBeppation (2)

PCT/ US02/ 29062 25 The cel.ver 400 | d, onl v. ul l'y
acquire and track PRNl%{tgﬁg)Hew@al aoléégdd egﬁlp%(lﬂlgﬁ}tﬁgggrﬁ{g%aﬁ?E ﬁ@gﬁlsa (e.qg.,
step 508) PRN19 woul d Qetibixediedoas Note, thedesirddesignal Godwhith ineuferknesint i nue t o
be tracked (e.g., step, 512) and_t delin aranet.ers..for this
interferer woul d be st GFWV?dI)ié”qﬁﬁ?t e?f‘%logsﬁ‘pfénggésrlge“?lﬁﬁéaﬁaﬁle tracking 5
| oops are performed. Novérftdr. Thie rilesRnapplEs foMuliphts) wehconighaldspBihiz, PRNS,

PRN6, PRN9, PRN13, and PRN15 woul d be re-acquired and tracked by
perforni2lg the steps ofee sptignon Mepcanmgamed $poolifge rank of the resul ting

matrix S is 1 @b,43akS BRAEdW has been calculated, 7 is determined as per equation (9), thereby
removing the interference characterized by the interference modeling
parameters.
Step 728:  Perform conventional acquisition and tracking functions. If this step was

25 entered from step 724 use ¥ (for computing Equation 10) and if this step

was entered from 716 use y (for computing Equation 4).

Step 734:  The desired signal is compared to the interference threshold criteria that
was used in 508 or 608. If the classification of the desired signal is still
labeled as an interferer (based on info from the data store 426) or it has

30 changed from being an interferer to a non-interferer control will pass to

step 738, else control of the interference processing channel 432 passes



Subsequently, step 508 is again perforned. Based on the threshold criteria
(used at step 508) PRN15 is now al so | abeled as an interferer and PRNLS is
cont i nuedwD®3loe3410 tracked (at step 512) and t he nodel i ngPeareoBr®ss f or
this interferer are stored in the data store 426 every tinme the tracking

| oops iterate. Now all the renmining nogyl abel ed signals PRN2, PRN5, PRNG,
PRN9, and PRN13 are again re-acquired and tracked by performn t he steps
of Fig 7 (at step516) . othrenexbsien ¢filig Srgnkied? f?lwl%%(‘f*l‘&”@t@ﬂ@’? Mefhed in
Fig. 7) is 2 at this pig_i—p_t for PRNs 2, 5, 6, 9, 13 and rank 1 for PRN15.
15 After the four or nore of the GPS signals have been successfull

tracked, and their navi gaempawn@éwmbsatve@ﬂ)@tw@entﬁbm@a%gnm@éﬂmﬁi PRN19

in this exanple), the %‘g%‘e%ﬁﬁd{f?get shRldEerRELalF MBS s(iRbni§ LifRs B2D) - AS

nore processi ng channe eir  resulting navigation data such
addi ti onal i nformati onrowsbefireds tlassifieptiansbould de Phangedaidiherefire labelesifa of

ordinary skill in the %Eérfeygr k%lgﬁga&? {h%gy %%?grgll\ﬁ:l%}hgtq{ € henSatkQerk)€ St eps

of Fig. 6, assune a recei Ver equi ppe invention atténpts to
acquire and track all ThieprbassmabikenlGEBngingita clessifatation dye t6@4pisaspike
identified in the descripti on.ofb.E e steps of Fig. 5 imedi ately above. The
receiver 400 woul d onPi? BEEARIE"E BPsuccessful |y acquire and track PRNLS
and PRN19. Bas®g 188: t hepddtdhe déxied sighidl ts§thisechéuatel sitapreiGRpritrende of t hese

signals would be labeled as interferers and 25 the ul ontinue to be
tracked fat step 612) %IHQF%Pﬁé’aWB’G@ﬁtﬂ&‘ep‘iaﬁ%\Wé%go?ﬂr@fHg%r o
interferers woul d be shQe&ing Bhanh€ls. 61 sih@ipBatéificledes (i) rdndvingtalaghingg | oops
are performed. Now all the remaining non-j nterf,er,er? PRN2, el;)lv?v , PRNG,

(

PRN9, PRN13 can be reofhedesiredisignrd ay snapiedfarenif thingignal Frgnaisd step
616). After four or nDfR.sREIdCAR A g?n%ls%'ngﬂ ahs (ig%‘b‘(%liﬁglﬁﬁ Q8tlet kigial RE BN
u )

tracked, and their navigation data denodul ate this 30 includes PRN 15
and PRN 19 in this exaimbirfeyer ifithis siayat veagicenpisianily AOYRARA threpold gttt Ofed  (at
step 62Q). As nore pro j gpﬁk@ ide gt St gieti seseendi ng
navi gat iq)gn data, the @gﬁd@%ﬁgﬂ?n or rrseltgflaaon I'S useed tglrilé:rrg{rove the PVT
sol ution. WD 03/023444 PCT/ US02/ 29062 26 Application to GPS Precise

Posi ti oni ng em 'Iih(i present invention is directly applicable to the GPS
Preci se PosiT1 stem (PPS) as well as the Standard Positioning

Syst em (SPS) usi Rigutdteis Glesemettto durdten detthtStha proeedurddfthGRsant pwentiostforuct ur e
T
t he Preciose cldifi¥dtion@@B&isS5 aride. dtig B. iRbstiaiciBeven fedsieer chimneBIP2 at two points
in time (t; and t) in a GPS receiver 400 equipped with the present invention. For Fig. 8
assume that the “in-view” satellites are identified as PRN2, PRN5, PRN6, PRN9, PRN13,
PRN15, and PRN19, and, that the corresponding processing within the interference
processing channel 432 for the signal from each of these satellites is correspondingly
25  identified (for convenience) by a block labeled by the satellite whose signal is being
processed. In particular, each of the blocks identified by the satellite labels represents
those tasks performed by a combination of the receiver processing component 428
together with a different one of the receiver channels 424 in combination with its
corresponding data store 426. Assume all the satellite’s PRNs identified above have a
30  nominal power of -160dBW to -158 dBW except for PRN19 which is a +30 dBW above
nominal (i.e., PRN19 is the only interferer in this example). Further assume a user has set

the threshold criteria to be: 15dBW above nominal or the two strongest signals. Note,



10 Di(t) is the navigation data's ith bit at tinet G (t) is the Coarse
Acquisition [CIA] code's ith chip at timet [used in SPS] co is the
carrier fwegaemays As can be seen, the C A code is 3dB streagdrsor/ben2 t he
P(Y) code. If a receiver 400 is sanpling the signal at a rate sufficient
for CA code, then the P(Y) wll appear ag 15 noise 3dB I ess than the
original interference signal. one of ordinary skill in the art

under st ands onkyrfge éf)ﬁé&eéhlteshoﬂﬁ %leri’élppi)lﬁ neeggd-nilpveysr dothrranditiprscare presquisd st rong
P(Y) code RrQiifi§irafifn.@ PPS GPS receiver is being used, the sanpling rate
will be 10 tines hi Ih than the sanpling rate needed for the CA code.
Mbst GPS recei vellke bﬁd’@nd portieniof FigSdllustrates fpt MC@Wé’fO%‘Mlﬂl%léuQeWéthe

o O ke i oA GRLICUMRAIAAE L od MR acduleInd EHRAN L B

expl ai ned above qgui ppe pr esent |nvent|on
acqui r es 5t héagBied proeising Chanels frelicagcbev@nna Ism%fullly@cqmla@hd trgckaheir nt er f eri ng

signal, the recei tran i ons kD nary
skill in thé %dﬁgsdgnun eer%rfma%%a t(Blggause oﬁlgl%%g%m (‘%?bé?ﬂ ?r“g%tfﬁ’é“ rat es
the noi se/ i miack bieerofiesesafellnes) téreespndy tmszbenari@&ha:taam TTOW atbetepsaiﬁﬂwed 604 he
interference associ ated w cod ved ctly the
same way as ‘WEECESFauipRyd W‘hbthﬁﬂreé%’gg‘)veﬁtf?fl alﬁ? léé Fgﬁ f&* %é)fm at{ong h the

L | owe haE t OfCIi’REHQLhL@dtBe e Ghastap Dopplel andevmbes aﬂmsmms bgdal fRinefhe Wmn{gbgl t 3al
ata y (as described in Interfere tigati ue ,section above

i s provilded @& ¥Fifatasieans B}’Qﬁfg"éu?i‘rn]%%eg 3{?&5%&%@ ?fﬁléc apd myffis eXamplg o g
earlier thi %x&%aﬁhsquésﬂoﬂaqaédét@ﬁn@&mdtépsﬁogmceso%) the data is received by
t he antenna 401 and then (ﬁ)assed to the pre-anp 4 for WD Q3/023444

PCT/ US02/ 29062  Zhe Hehgihpnd pogiipmpf Fl&ésluwafeﬁ@eeffsctﬂémed’fﬁs%%‘éﬂl?%a@u gnal y

IS then down.GORYer tréyiovs &il M%}ﬁ@@ﬁsin%ﬁh%odﬁﬁd%ohﬁi@@?@ﬁ' £
frequency (IF) and passed throu to the D converter 412 for dlsgtal |y

sanpl i ng. Theeamtﬁﬁaeﬁtepéﬁl%ﬁn@ llzhaltdﬂé‘ raygingiforsptioards giibbenyadabladifsghif) ci ent
to capt Y'se %!)11 th? P§'T%Qﬁ ngog.'{lodva;eF o ﬁcsettﬁe Pﬁﬁllé’g irf?é}fe}éﬁ%e ls'}ErﬁS\t‘eﬁ (@ gcﬁeﬁs' gnal s.

Accordi ngly an e e receiver to captur e.g., 7to
8 signals (5|161’aed 6169, abycet%ém equiiped with dhre m@semw‘@ntlmlaablen@@ﬁraﬂﬁlﬂoconver ter

ggguir S i ﬁte lae%a%ra%g?r lithF gom nafsa?ihtf\:[gnl ey PE{"NS ﬂ%@rﬂlﬁ\ﬁsﬁ@%ﬁfa&ﬁ“ S

oné 1 ntertering ni ficantl
hi gher than P&@MSIWWQpMﬂt the fPAFT sodption malmala)ed@@&eﬂlygmgl stepst msmd 62(D)i r i ng
;2 guﬂ 5 ;ﬁg\ﬁfs:ctég e fe}ﬁ%% r;[:c%w%; 4'1(56 eq(lanp%)lejc{: w1tﬁi thle%?e%gnt cl)r];veg{1c;nsls %b e Po caiic%ia(ta’e ‘&18
20 PVT solution where receivers 400 not utilizing the present invention are only able to
acquire and track PRN19. Furthermore, it can be seen that for the case where there is a

single interference signal, Fig 5 is equivalent to Fig 6.

GPS Example 2
25 In this example assume that the “in-view” satellites are PRN2, PRNS5, PRNG6,

PRNO, PRN13, PRN15, and PRN19. All PRNs have a nominal power of -160dBW to -
158 dBW except for PRN 15 and PRN19 which are +25 and +30 dBW above nominal
respectively (i.e., PRN15 and PRN19 are the interferers in this example). For illustration,

assume a user has set the threshold criteria to be 15dBW above the nominal, or the two
30 strongest signals.
With reference to the steps of Fig. 5, assume a receiver 400 equipped with the

present invention attempts to acquire and track all the observable signals (e.g., step 504).



weaker signals. A GPS receiver 400 needs at least 1 bit to acquire and
track a GPS signal, as one of ordinary skill in the art wll understand.
Af t er pasworg/oedamough the ADC 412, the IF signal is fed t@caluSopewerssi ng
15 channels. Step 908: Retrieve the current interference nodeling
paranmeters fromthe data store 426 hawkng interference nodeling paraneters
for all the interference processing channels 432. Note, there may be no

current i rfleresiver 400 weuld palyderbly thwicenieiuly aqqire pns feack BRMIPandr s Al the
20 interf er}?}{}[ﬁﬁ%@a@&l ofe RAERBRI B (£ 01 15 IRPANIS3buladreuteRlel &l as

inte_rferers' toexist rn th ata store 426 are retrieved. Step 916: If
any i n]t er f einenferr aatieivonlg cpatiramts e teackedd(ege step 81D dnd hegpedsling))g,  t hen
control is passed t.0.920 I r | : e the
P(Y) code aﬁa_&al{‘%érs%‘}&ﬂg% e e%%?&“%g i Sgdé%déﬂlééee&%osﬁcﬁe ?%%&Vee %ﬁ? %%%505 the

si gnal . sThelobpd ¢ pefoemed Now kb tle ranasipng eot-bbelahsipealy BRNYSRNY, PRNE,  sane

Fef o7 ence. SPNGEO: B RENE TAMEPLREAEIeD ol fadtefly bsdHERufe fbs o] PUOTT)

sin(wt) (16pigwherseepsne). The kaklof he hauking heatdafes teahis pgist. as descri bed in

step 720. 30 Once the jnterference signal each. interfer S
created they ard s b 818P Py 15 2GAITHRE ?d.g%as §0qﬁegﬁff§?lﬁgﬁ%%§)(ﬁ?&§f t he
Wrel ess  Sigpalso 198 6% ialb 14d8leil Bs driateeferndRN D3k caitinhatis bsect i on WO
03/ 023444 PCT/ US02/ 29062 28 herei nabove).

te,. the desired .si.gn il
not be Br t treskeds@gstan>12) apd thegnodplpgreranieeys ggﬂ’ésrfnteﬁfg’igf T’rgrsé’ire.% 111’F;][%s‘1%|7'f‘u\INIe even
applies to LYU:'e%%Q@&J?&ﬁm%‘ﬂ?&t%kiﬂ 169pit&Re O No W] tReRmaRGig roR-1sbeldiBReasi ng and
Spoofing. Step 4. ce S has been calculated, y is deterni ned, as per

equat i on ( 9PRNRHAND PRI, PRNB:And§RINS aferpeain e AN ERd MFSESAY EEEETBYE ¢ he
interferencg, %9%&* f‘% 7@?%%28)? "The re@nl};ﬁﬁ% 248 of e h{aB4% cRBvAREE aN@k. 7)

acquisition and trac t1 ons. his step was entered fromstep 924
use y and i fs 2atitss paisfonPRNeAtSe bt 13 peshiagkl 6faidBN]LS. St ep 934: The signal is

once ag ?é gt conp aéﬁgr t{“ﬁ&%‘ grbrhe% g'f fe @%Cs?gﬁﬁllg %?\e%tﬂé%ﬁ sucl:é_ssfuﬂ? tralkediagaal s

classifitation i's st as an i1nter or 1t has changed from
bei ng an i ntetrhevigstionalemordated (fhie irfcbides PRISHY and| PRAT 9] in gussexampleditegP¥B8 el se

the control ceillgl}la%{o];lg erlr%r[])%ref‘o re%(ia?tss%ip %90)(.: D&%%&L px%@%sitﬁg%ﬂn'ngﬁ dERERIN Efheir

resulting navigation data such additional information is used to improve the PVT

solution, as one of ordinary skill in the art will understand.

20 With reference_to the steps of Fig. 6, assume a receiver 400 equipped with the
invention attempts to acquire and track all the observable GPS signals (at step 604) as
identified in the description of the steps of Fig. 5 immediately above. The receiver 400
would only be able to successfully acquire and track PRN15 and PRN19. Based on the
threshold criteria (at step 608) both of these signals would be labeled as interferers and

25  they would continue to be tracked (at step 612) and the modeling parameters for these
two interferers would be stored in the data store 426 every time tracking loops are
performed. Now all the remaining non-interferers PRN2, PRNS, PRN6, PRN9, PRN13
can be re-acquired and tracked by invoking Fig 7 (at step 616). After four or more of the
GPS signals have successfully been tracked, and their navigation data demodulated, (this

30 includes PRN 15 and PRN 19 in this example), the PVT calculations would be performed
(at step 620). As more processing charmels demodulate their corresponding navigation

data, the resulting information is used to improve the PVT solution.



function will continue. As nentioned above, step 734, applicants have
observed that a potential interfering signal should exceed (or violate) the
15 t hreshwbd3oeisieria for at | east twenty tines in a row pefrarse2/gos2

cl assification should be changed and therefore | abeled an interferer (or
unl abel ed thereby designating that it ig not an interferer). This prevents
m st akenly changing its classification due to a noise spike or a navigation
bit flip. 20 Step 938: Update the desired signal's (this channel's) current
| nterferenc,,iDdGh R RYAE Fisfifhl Sisiefipt a store 426 of all the
interferenc h updates include: (i) renoving
a |labeling of tHe wewshrievensipyisalireetly applidahlede fhe@HS Frecigaiositionigs &bstem nai ns
bel ow t he shol C ired

o gnal a5 aF o5 Reber b SR PRR-ERACH () dretRPEAROAl IfutR, 12

t hreshol 8 caliadver[[‘heGPS signaltstruqraiatforrige Lhﬁeqmncrydndzksslmgnal s interference

nodel i ng paraneters. Application to Ant ceivers
are in a jaming i Atleeet éifc@@mt)ﬂ%(f@hfﬁﬁg" SS%S%R&)]SFﬁ@@ntl on({Sg
provides int erferﬁnce resi stance that can be used to elimnate a spoofer.
The jamming PRN'1€®sinply acquired, tracked, and then elininate it from

t he conposite signathebmplitide present invention. WO 03/023444 PCT/ US02/ 29062
29 Mtigation of Sel 1.0 S, Sel f.1nter ence is when a GPS
transnitter and %@E@l%ﬁreﬁf%&m cgrﬁt’i éﬁgﬁt%m‘%%&a é%%ie g., as described
in the Tgrnms andpghd ik havasktise aith'etl) bit dthgneappl i catl on of the 5 present
invention to mtigate self-lnterfer ,agt ya nor.e te than in
the standard int @g'f)ésr@ﬁgéarﬁ%éi’qé‘tl%ﬁ‘ﬂ“ %@@@a‘aé v‘g’ﬂp WE’[E%@ éj]% r this is
rather than estimating the interfering GPS signal's phase, offset and
Doppl er from t he @ is4bksagger|f Ii?&‘ﬁf’é“’ythl s data is suppl ied exactly by the GPS

recei ver enhanced accordi ngﬁé) thg sent in &’ﬁ%gﬁ % I ication to
WAAS and LAAS Lafdr#pbesipet dieC/praods s ﬁsﬁ%ﬂﬁe{; N HiddEresest ens
require rel isghlsQad ﬁﬁh&mg G ¥a] a@acmeashﬁicwapm CiAQidde, @dnQEd P(yr)aznn appeaas( PVT)
i nformati on not achi evab by st andal one GPS. To neet th se re UI rements

addi ti ol @pse B¢k leshihen Fhe@ﬂ&llnél inteeererpesignpldisone of prdingpcpbipghe artrhes e

addi ti onal t Elfrdct §ShéSiron dogd i n the
W de Area 1&%3%%% OHé}Ehtme%%m%%ogra&%%s bgsed on t%g%); ound as

speci fied i motsbhe Local Area Augrrent ation System (LAAS), or on board ships,
or even Unmnnedlf%.eﬁlisad}PS receiver is being used, the sampling rate will be 10 times higher

than the sampling rate needed for the CA code. Most GPS receivers acquire and track the

20 CA code and use the information in the navigation message to ‘jump’ into the P(Y) code.
As explained above, a GPS receiver equipped with the present invention acquires the CA
code. Once the receiver channel is tracking an interfering signal, the receiver transitions
into the P(Y) code, as one of ordinary skill in the GPS field understands.

Because of the higher sampling rates the noise/interference from the P(Y) code

25  cannow be removed. The interference associated with the P(Y) code can be removed in
exactly the same way as was done for the CA code. This process is illustrated in the
flowchart of Figure 9 whose steps will now be described:

Step 904:  Digital data y (as described in Interference Mitigation Technique section
above) is provided to the interference processing channel 432. As

30 mentioned earlier this data could be IF or RF. In Figure 4, the data is

received by the antenna 401 and then passed to the pre-amp 404 for



Vehicles (UAV) loitering in the air above an area of interest. WAAS and
LAAS can transmt either GPS correction data (i.e., GPS differential data)
or provi dwoaddissonal rangi ng i nformation. For such appl iPCattisSong906PLs can
be used for Carrier-Phase 20 Differential GPS navigation, resulting in a
potential range precision of about 1 rrr@7(as recited in Elrod, B.D., Van

D erendonck, A.J., "Pseudolites' 51 in d.obal  Pgs| tl&)nl ng

Syst em Theor y and App‘FﬂP@:lﬁﬁat@nsASWel}h%Ggg radpoyngyigation pgRaly AigHn

1996). yhen these 1 rangfldbe!vi, it doiferfehF0s RO intéfihedife fiéqehey CRSC " or
UAVs, PLs, and satellites providing ranging information, additional

constructive interferendpassed thhyghto the 50ftVH’éel‘(f1é§@fdﬁigliaﬂﬁﬂ‘i%mgyg@’erm a
GPS recei ver that is tog;ne ftﬁbu?ﬁ?&h@ﬁﬂ)%nv%ﬁ&ﬁb% ‘%e su?ﬁbflén@fo cabtm&fllf erence.

This effectively "dr ouns 6 reception fromt other PLs as well the
other GPS satellite sisigalsofindhess indiadingthp parErench sigGhs A@@éﬁn@y 611 be

unable to track the satellites t her ef provi de PVT
information. This is t3&ajagdimen ?—O?}gerfe?ewe 48@@%%%&2& u(??(g) réahﬁave been
proposed and investi gahﬂ'd-uigd)ym%dlg,ah@nﬁlﬁiﬁr P biB0n b tihear fAZD enwerter 4Helisidi ng

pul sing the PLs. None o se ns are .as effecti pr esent

i nvention. WO 03/ 02344@‘4 e|9 e‘UéoE’P%éé% e Begf far Jiptfrrenie s e\ﬁ%Ct? §(§hg$}eesent
invention is differentpdwePbr it st da irfiérfeging Blgnsiad sigmﬁdsantlszlhtghentbmhnyn the

El rod & D erendonck ref erence cited aboy The tgul sed .PL .t

10% dut Y0 cycl e (tr ansmionringeenng @emingh CPsignak; r@%‘%}ﬂn%%el‘&zﬂ i eﬁgr PL

signal) may result iy dQgBelsHEN LURIRTFith b ol BRAD at uielah@fricﬁl’tﬁd’lce | evel .
Thi s anount of inprovenment 5 was suggested in Stansel " Reconmended

Pseudol i te Signal Specwéakerigngls, A ¢ e@%ﬁé‘loolné@ﬁtaﬂ@?ﬁtﬁﬁlté‘ﬁ/%%ﬁ? ang) - 3

Institute of Navigati 1994 @4nP of e of ot 352y RAN & @6 art REN Ghddrdandr ef er ence.
Such a 10dB |rrproverreﬁt?ac|ks not suff al Cl ent0 in tadio environnents where PL

signal s are >30dB hi ghéftertpassinatbiobgtuthe AR 41 B1e)IF signaliigied raall OSSO, i f
rrultlple PLs are used, Fre f it beconmes harder to maintain time slots f or
each of ?he PLs 10 and also the oscillators of the PLs have to be very
stable. This |$epﬂ%cusksdevmhmnmt§rferen® mvdelmparkre@tersfrom the dgjg 6

referenced above. I %%rgg??h&%%&}]m (v 8 {5 gée mO ﬁ‘glﬁet%ltgqgr aglnﬁe pr esent

i nvention can al so be J Unct on WI pul' sed pseudolite
technol ogy. Identifi cﬁtw@&nwﬁowsilhgammsm .Spotof thers nk§ b¥ he cpraa ent
i nvention can be used {0 ddresr;{: poof i and ne conlfer(e:;rsp[&(i)1 ens in two

parts, identification RHGCHY PHRPEMEY bRO ﬂ%%’ﬂ‘)&P AU pped with the

inventigyp naturally | pRggrdnteabdeling pir@eteisi(for signalothanhavalabsipdes er s and
meaconers. Sinply, an _int erference resi st ant S recei ver 400 according to
the present |nvent| on ierieresy) thabfyistint eé‘&?{lﬁfof"e% e%éeé(ﬁga second or nore

fingers (i.e., iRt anfriad) inferfel$0é eadling ipsialeferd di@tetr@sved in step 908, then
control is passed to 920, else control will go to 928.
Step 920:  Once the P(Y) code and the CA code tracking loops are both locked onto

25 the signal. The interference to both components can be removed at the
same time. The interference modeling parameters are used to create an
In phase reference signals which have the form:

s, (wt) =[P,(t)]cos(ax) +[G, (¢)]sin(awt) (16)

where the variables have the same meanings as described in step 720.

30 Once the interference signal of each interference PRN is created
they are assembles into a matrix, S, as in equation (2) (of the Wireless

Signal Model description in the Terms and Definitions section



20 delayed in tine due to, e.g., reflection, and/or deflection) for all
active GPS processing channels. This technique is simlar to those

current | ywbafeg4sed in the COVA cell phone donain to ac®airrsozemet r ack
mul tipath signals. Wien two channels of the receiver have good | ock on the
same PRN, one of the following three cgnditions is occurring: (i)

mul tipath, (ii) spoofing, and/or_ (iii) 25 meaconing. Miltipath may be, in
general , distingui shedheff?lmhog?)oNPF%@Cdlﬁﬂfeﬁé%@ﬂYngomfé)aft&fSseﬁ?ils‘[trgﬁii al
reduction in the poweriglimyas fl SRAere! TROSddveR bpIRE &) MaRipHM] ti pat h
signals. For exanple, Int rac?n p nultipath is not 'an issue since it just

br oadens the corr el at i mpacpeiag and shdelfing, sassp¢tion oodageningandSPapling: i ght
circularly polarigzgd, i pat |, d~ toa be
received. Thi s§e e&czr%'easégce{%:ﬂ‘eats Igge\%‘eéralcp%%rd 0 gﬁ?{@eﬁe?% ?gvégg%gmr(% géfeﬁggge
fromthestransnitter tRnohmghieGRicMeencethiactpdme by diefiherferendeahodalihpws
multipath to be identified and di scarded, and the PVT sol ution proceeds as
normal . WO 03/ 023444 PeEFAe87 20062 31 Wth nultipath elimnated any

spoof i ng and/ ofedBRC ONP&HEbri ceivnforBRYcqaRitiod @d irddke. fundtibnd. i1¥ Gisstepnmdse

uni que PRNs are being tracked, the Er esent invention si n‘g{%g{ eliginat es the
spoofi ng/real channel pusted fipm stea9ehipes B end s step as sUHHLEB A IOH% he ot her
four PRNs bei acked. .lf S recej 0, ' e

nventi ony s Sauped i eReihiinbaies Ml WAKIAG, RCEARG |

i nf or matlpon provi ded byighdikeclashiBcation ibsillustdkdias an indeferérioy itthhechopgadi er in t he
spoofing/real channel pair_and sqlye the solution w.th ur

uni que PRNs need to be 8PiP§MEAR IeHFERagoT ﬁer#eﬁ%lcg%%oéﬁalyﬁ%sgmo ept%g present
invention for identifi ¢lgdiheBodrlintricigad protessihg clapodfahd basalid/receiveraconi ng
is identical to that of Fig. 7 except that _so channe 424 ar 10
devoted to finding fi n%F%O%WlYltcﬂ%tlﬁuFaéﬁEH“H‘?P&HEB%W& eps*%n%ﬁpg.c ve

difference is that thegfdeR@easd ptéiabintedfethd JigiadEtouldxpdedr(or viblaspthand code
of fset but have the sanme PRN. A?thou h the present inﬁgﬁgti,on has been

fully ddécribed in confusbeldsrtepp fa5 af Jgast tensr Wnpsg 2w S8Rt wi t h

reference to the acconmpaayidibo iyl BeShanistd il th@efoR laboldRhShteFe et (B
various changes and nodifications may be apparent to those skilled in the

15 art. Such changes anulabrbaditherebit designatingdhat i igeot amadsrErgh PR uded

wi thin the scope of the, | ' b6R ik ¥nikb & APPENnded
claims. WD 03/ 023444 PCTT %@%@@&%’%\{E;&%ﬁg&ﬁ%ﬁ%ﬂo%helsedps Near - Far

Resi stant (NFR) recei veavigaiodbiiflimed to be able to cancel interference
20 Step 938:  Update the desired signal’s (this channel’s) current interference

modeling parameters to the data store 426 of all the interference
processing channels. Note such updates include: (i) removing a labeling
of the desired signal as an interferer if this signal remains below the
threshold criteria consistently, (ii) labeling the desired signal as an

25 interferer if this signal was consistently above the threshold criteria or

just updating the current signals interference modeling parameters.

Application to Anti-Jamming in GPS
If GPS receivers are in a jamming interference environment the present invention

30 provides interference resistance that can be used to eliminate a spoofer. The jamming
PRN is simply acquired, tracked, and then eliminate it from the composite signal by the

present invention.



fromone or nore strong GPS sources while attenpting to acquire and track
the signal fromother GPS sources that are relatively weak. In order to

i mpl ementwouwsl2za4cancel | ati on, one has to replicate the sipgmaise2/tgoem t he
strong sources and then use themin a projection algorithm The projection
algorithns acts on the input data stregmn and generates a new data stream
fromwhich the strong signals are renoved. WO 03/023444 PCT/ US02/ 29062 33
General flow of how NFR works in the GPS receiver: The nain receiver.m
routine is Mﬁg%@g@t@gtlﬁepﬂpenggg{@:gt will read a block of input data,
then proces ' _ space vehicle. The NFR "perp' function
|b sf per f or med f oBel&mtshferspecie wheh p ©PS trapgnpigter and secgiyerarasdsBa@ilYr ead, but
efore it i r j 2 ' r iheh
returns a nouReBEEtaF el PREL ke TRRi e PUAHRA LG TR pRedlln BDE
renoved. 5r eposeant imertidnap eriigata sellinterference@artrjly nioredecgaisdhantinghet he array of

interference signals. that w || [ epov . I '
get _CAs.m céfaf'@ag‘iﬁjlteéfefen&%eﬁli\g%mn? B ef’%{’;@'r Z’E%{e%%glf{ﬂﬁlg ﬁ%ﬁ{lﬁ%} %q%%?rﬁg i ndex.
cal ¢ caPRN. mheGheabes GPesigitaks phisedfietand Bopepler fnvdin tie tackeing lewps dhis datoist he

‘caPRN  matrix and ar u uent |y .i ndexed val ue. ret.urned from
cal ¢c_Cachi p.SFﬁplle&@faéﬁlY gy i‘egiggﬁ?eévﬁf gr&@’b‘iegtaf%’ﬁg%q %oaﬁ%?reﬁeg{amﬁ'?@tg {éa'n gbovg:
recelver.m GCet input data for each space vehicle call renove interferers
process data for SV end |oop rempyve [nterferers.m Create interference

si gnal s 1Oby_1 4_,1.; aVAAR and LAAS Landing dystems. « ¢ . oy raw | nput si gnal
Return the input pgl.gitaha@8itiockdRd Mhdih Bentsitfiie e6lRBRan&RPAlyakeurate r ef er ence

signal for each SV that has _ i .
position, velocity and time (PVT) information not achievable by standalone GPS. To

AN

meet these requirements additional GPS transmitters are needed to improve the accuracy.
These additional transmitters can be additional satellites as specified in the Wide Area

15  Augmentation System (WAAS) or PLs based on the ground as specified in the Local
Area Augmentation System (LAAS), or on board ships, or even Unmanned Aerial
Vehicles (UAV) loitering in the air above an area of interest. WAAS and LAAS can
transmit either GPS correction data (i.e., GPS differential data) or provide additional
ranging information. For such applications, PLs can be used for Carrier-Phase

20 Differential GPS navigation, resulting in a potential range precision of about 1 mm (as
recited in Elrod, B.D., Van Dierendonck, A.J., “Pseudolites”, Ch 2. pg 51 in Global
Positioning System: Theory and Applications, Volume II, Ed by B. Parkinson, et al,
1996). When these transmitters use the GPS spectrum, as is the case for UAVs, PLs, and
satellites providing ranging information, additional constructive interference is added. In

25  the case of landing systems, a GPS receiver that is too near any one of the PLs will suffer
interference. This effectively “drowns out” the reception from the other PLs as well the
other GPS satellite signals. When this happens, the GPS receiver will be unable to track
the satellites and therefore will be unable to provide PVT information. This is the Near-
Far effect. Numerous solutions have been proposed and investigated to mitigate the PL

30 interference, including pulsing the PLs. None of these solutions are as effective as the

present invention.



tr.c king luck. Conmbine these into a matrix and return the the matrix. WO
03/ 023444 PCT/ US02/ 29062 34 function [acqlnfo, y] =renove interferers

(acql nf owo@azxaPRN, caSrch, caTrk, ... flag, maxSVs, si gnal , #cnush2/Mocul e

Name: rempve interferers Programer: Kent Krunvieda % Creation Date: 27
Septenber 2000 % Last Revision: 13 Cctgber 2000 % % Modul e Abstract: This
MATLAB function will renmove the structured %interferenge fromthe raw GPS
signal . % Val uesnpettignlew the pygsaetgnyention is diffegent §Pmithh DUKNST A&tSPBHRt ruct ure %

y - signal A Lnt erf . | ha g% iqagnt ax:
s emove. i nt apisidh B B AR ATRCE erblchocRl AR SUR PuBATBIEBN T %0 o6
Argunents: $itad@entiity cyclegapsingtiing Fhoutief H923echips aackioyele pfithe PE&ignaY mayct ur e

contai ni ng GA code (R DRI NG L% Seio T RRIEHOIIn AN LARRE R d8MBIdemdft CaPRN
Sch - TFEn k

- CA codes ¥taSr acqul sl search structure %calrk - ca track
structurg (seesugpéstedhn Smabedl) T.A% ReegmmerfdedPsentolite Signal Speetfisadon,” in maxi mum

nunber of P %8 signal - sign r at i . s oSV --
PRN of | nt e PRl SRy Syp PR e et of SRRl PR ol b6
Al gori t hi m( gdrein 9 eeféRiée. Fidhal 108Bmptovement is not sufficient in radio environments

where PL signals are >30dB higher than nominal GPS satellite signals. Moreover, if

multiple PLs are used, then it becomes harder to maintain time slots for each of the PLs
10  and also the oscillators of the PLs have to be very stable. This is discussed in Parkinson,
B.W., Spilker, J.J., 1996 referenced above. It is important to note, however, that the

present invention can also be used in conjunction with such pulsed pseudolite technology.

Identification and Mitigation of Spoofers
15 The present invention can be used to address spoofing and meaconing problems in

two parts, identification and mitigation. A receiver 400 equipped with the invention
naturally lends itself to identifying potential spoofers and meaconers. Simply, an
interference resistant GPS receiver 400 according to the present invention will attempt to
acquire and track a second or more fingers (i.e., substantially identical signals that are

20 delayed in time due to, e.g., reflection, and/or deflection) for all active GPS processing
channels. This technique is similar to those currently being used in the CDMA cell phone
domain to acquire and track multipath signals.

When two channels of the receiver have good lock on the same PRN, one of the

following three conditions is occurring: (i) multipath, (ii) spoofing, and/or (iii)

25  meaconing.

Multipath may be, in general, distinguished from spoofing and meaconing due to
substantial reduction in the power (i.e., signal sirength) of received multipath signals. For
example, intrachip multipath is not an issue since it just broadens the correlation peak.
Additionally, GPS antennas are right circularly polarized, so multipath would have to

30 reflect twice to be received. This decreases the power to roughly 1/(°), where r is range
from the transmitter to the receiver. This power differential allows multipath to be

identified and discarded, and the PVT solution proceeds as normal.



96 % Notes, Assunptions, & Restrictions: % % Subordi nate Mdul es: get CAs
% M scel | aneous Comments: % Copyright (c) 2000 Data Fusion Corp, Al R ghts

Reserved WO 03/023444 PCT/US02/29062
0/8:************************************************************************
%--if appropriate renove the interferegge if (acglnfo.NFR) %------ get the

interference matri x
S=get _CAs( CA, cWishmdippitielismigaied am)speafneRd/ebmpacening pighals may be identified.

si gnal . i Freqy ffaxsYorb &Algﬁegﬂ@zh a%%agg Yrackell fthe(;bx@@ﬁpxhyc(lﬁbﬁ s AffinMER=C,
el se % y0O=y; SInVSS='"S*Inv(S *S); “y=y -Si nvSS*( (fl ag. debug==2)

% f(sv == 1)th%pyeﬁ:;g;/reelmhmbsan(anﬂfcatlcqlﬂm a PBy soluﬁ@bbﬂse% o1 the egilel) fopy - o
envl =abs (i fophy n% d £ £8 Sr kb 405'(13&1 th pre/gefn iﬂ%lﬁl()h?rs c&l fied with
o ol'd: Envi

eval (['hold 0 t(envo "FFT Acq
(bl ue=Acq, raeaimﬁmi pavagatgon)syst@m @I,smahandnfonwm prcembd byélrrmINSernw bwd)@/ 023444

PCT/ US02/ 2 gogetng{ 3% ];[l)Jo%(t;er in spoo%ngfre%a{a%él BQS.E R s%?v-grtge SRA ’vﬁfﬁrtﬁé-&ﬁy flag,

i Freq, max své
four unique PRNs need to be originally tracked.

An implementation of the present invention for identification and mitigation of
spoofing and/or meaconing is identical to that of Fig. 7 except that some channels 424 are
10  devoted to finding fingers of the tracked and locked signals. The difference is that the
finger(s) are at a different Doppler, phase and code offset but have the same PRN.
Although the present invention has been fully described in conjunction with the
preferred embodiment with reference to the accompanying drawings, it is to be
understood that various changes and modifications may be apparent to those skilled in the
15  art. Such changes and modifications are to be understood as included within the scope of

the present invention as defined by the appended claims.



% Modul e Name: get CAs % Programmer: Kent Krunvieda % Creation Date: 08
March 1999 9% Last Revision: 03 August 2001 % Modul e Abstract: This MATLAB
functi on woloB/ogau4sthe s (signal interference), % nmatrix. PATNE02EZN62
Returned: %S - (interference signal) used in the MSD correlation (in
phase) % Call Syntax: Sl =get_ CAs(CA, c3PRN, caTrk, cFreq, corrLen, flag,

i Freq, maxSVs,tStep) % Argunents: CA - CA code const structure (.chipRate,
period, periodLen) % caPRN(maxSVs, 1023) - ca "gol d" codes caTrk - ca track
structure (see initCAtracks) %cFreq - carrier frequency % corrlLen -
correlation length %flag - flag structure %iFreq - internediate
frequency (could be baseband) % maxSVs -- maxi nrum nunber of space vehicles
%sv -- current PRN %tStep - tinme step 16 Algorithim(s): "Understand GPS
Principles and Applications” by Elliott % D. Kaplan, Artech House

Publ i shers, 1996. | SBN 0-89006- 7&PPENBbXes, Assunptions, & Restrictions:
This routine is for aquiring the % CA code only. % Subordi nate Modul es:

cal c_CAchip, msg % M scel | aneous Conments: % Copyright (c) 1999-2000 Data
Fusion Corp, Al Rights Reserved %--initialize a fewthings SI= LI ;
%--create the s matrix for i=l:maxSvs %------ only use if we have good

|ock i frn€ (REsTRKALPariRebsnt (NPR) Bedi &S bédigneRlb b@abIbkd caftermeiRekeorrien, 1),
% --1nphask b%@fefs%%ﬁ‘é' &S sources while attempting to acquire and track the signal
from other GPS sources that are relatively weak.

In order to implement such a cancellation, one has to replicate the signals from the strong
sources and then use them in a projection algorithm. The projection algorithms acts on
the input data stream and generates a new data stream from which the strong signals are
removed.



i ndex=0; phi=caTrk(i).phi; G=caTrk (i) . G phiStep = 2*pi*(iFreq
+caTrk(i).doppler)*tStep; gStep = tStep* (|

+(caTr k(iwodoppdses)/ cFreq) *CA. chi pRate; ----------- | oop @eaErUSHb2o062

correlation length while (index < cordLen) --------------- update the
i ndexer index =index + 1; --------------- get the chip info caChip =
doubl e(cal c_CAchi p(CA. periodLen,caPRN, Gi)); --------------- calc the

interference signal sl(index,|) = sin(phi + pi*caChip);

--------------- nove to next sanple WO 03/023444 PCT/ US02/ 29062 36 phi =
phi + phiStep; G = G+ gStep; end; %--end of while %---------- append
the data SI =[Sl SI) ; end %--end of caTrk if end; %--end of for WD

?f’_?ii‘e‘f‘;‘efﬁlﬂe@% U P g

maxSVs, NAV r.~Pr

Kent Kr um/| Brofe{é ngtgg% g;%and\(? 0%1 L\'f!%ll 5‘%8§ %ioCEf :2 ng@t %) Last
Revi si on: er PP each Space &e?uc g h aahasveein Tea gxt e ore1 1s plr‘lo stsle&? nowil
simul ate th% recerve af Chi % ecture al ués’ Retur ne

receiver.m calls remove_interferers.m, which returns a new copy of the input data, with
the interference signals removed.

remove_interferers.m calls get CAs.m, which generates the array of interference signals
that will be removed from the raw input data.

get_CAs.m calls calc ' CAchip.m, which returns the current C/A chip index.

calc_caPRN.m creates the C/A reference codes, which are placed into the ‘caPRN’
matrix and are subsequently indexed by the value returned from calc_Cachip.m.

Here is a graphical depiction of what is written above:

receiver.m
Get input data

for each space vehicle
call remove_interferers
process data for SV

end loop

A4

remove_interferers.m

Create interference signals
by calling get_CAs

Remove interference from
raw input signal

Return the input signal
minus interferance get_CAs.m

Generate a reference signal
for each SV that has
tracking lock.

Cornbine these into a matrix
and return the the matrix.




% % Cal | Syntax: []=receiver(c, CA caPRN, caSrch, doppl er,event,fid,flag, %
maxSVs, NAV, navMsg, PY, Reg, signal ,sim % Argunents: % c - speed of light from
| CD- 200 %O0OA3/023344 code const structure (.chipRate, periodpcparsomedoen) %
caPRN( maxSVs, 1023) - ca "gold" codes % caSrch - CA Acquisition search
structure % doppler -- doppler setting$ %fid - file id structure %flag
- flag structure % maxSVs - nmaxi mum nunber of Space Vehicles (SVs) % NAV -
nave data const structure (.bitRate, periodLen) % navMsg - the navigation
nmessage % PY - P(Y) code const structure (.chipRate, period) Reg --
St r uct et ieaNtaak e gy 1 X dvov X iR re X2 Ao santh 12 BCE cdBRIG pOThB, caPlsi-gnal - - si gnal
Oper atJ*ngflpgrrEE?Y%*p;sg’ﬁEiiq{thur e-k %*§':\i-*rp:k; -**§~Ii*rll;clal\- ai'ct*'lkp*rl*p*ql;'gmggl**glir UCt ur e %
Al gor i YIRS Uiderst and g§ Principl'esand Applications” by Elliott %
D. Kap] an; "Artech House~ ublishers, 1996. 1SBN 0-89006-793-7. % % Notes,
Assunpi pesFannerRexkfit Grumdnsda % Subor di nat e Modul es:
read_stgnal ,wite |ocklnfo % I\/(Imscel | aneous Comments: % Copyright (c)

0

1999- 2D ;i‘ﬁé@:ﬁgﬁ%ﬁ%l oﬁc'% ERHTC%LE.°Ri ght's Reserved cnt = 0; %--Used to
store/wlfe t he Qdata fromtracking igBufSize = 2046; []; 1i{1l, maxSVs}
= []; % goddlenaxBvsl: =Th TIABZRngsich , wiak S¥ayve the speicEtxedany existing 1/ Q

dat a interference from the raw GPS signal.

Values returned:
acgInfo -- acquisition information structure
y - signal with interference removed (if appropriate)

Call syntax: y=remove_interferers(CA,caPRN,caSrch,caTrk,flag,maxSVs,
signal,y)

Arguments:

acqInfo -- acquisition information structure
CAh - structure containing CA code chipping rate, CA period and CA period length
caPRN - CA codes
caSrch - CA acquisition search structure

caTrk - ca track structure (see initCAtracks)
flag - flag structure

maxSVs - maximum number of PRNs

signal - signal operating parameters structure
sv -- PRN of interest

v - raw received GPS satellite signal

Algorithim(s): See 7018 Final Report
Notes, Assumptions, & Restrictions:
Subordinate Modules: get_CAs

Miscellaneous Comments:

Copyright (c) 2000 Data Fusion Corp, All Rights Reserved
%****-k*‘k******************'k***********************************************
%---if appropriate remove the interference

if (acqgInfo.NFR)
From—m- - get the interference matrix
S=get_CAs(CA,caPRN,caTrk,signal.fl,caSrch.corrLen,flag,...
signal.iFreq,maxSVs, {1/signal.sFreq));
if (isempty(S))
acgInfo.NFR=0;
else
% yo=y;

e O IR d° OP Of d® O° d° Id° O° I dP I Id° O° O° O° O o d° dP IP d° O° d° I° dP o

SinvsS=S*inv(S'*8);
y=y -8invss* (S'*y);

% if. (flag.debug==2)
$if (sv == 1)
% yl=y;
% envO=abs (1fft {fft (8) . *conj (E£L (y0)) ) ) ;
% envl=abs (ifft (Eft(8) .*con] (E£t(y1))));
% figure(l); clf;
% eval (['hold off'}); plot(env0); hold; plot(envl,'r');
% title ('FFT Acqg {(blue=Acg, red=Perp out)');
% keyboard;
$end;
% end;
end;



| QM pe(maxSVvs, flag, fid.out); 9% HAD thePause = 15; pauselnterval = 75;
cntinterval = 1; %--get ready to acquire and track

[ acgl nf o, wamsl2zavent Swi t ch, trkl nfo, t rkPl ot | nf o] =i ni t AcgNTrkasse/edeszorrLen,
maxSVs); % --create the event |oop while flag-event cnt=cnt+l; WO

03/ 023444 PCT/ US02/ 29062 38 9% CHAD if Inod(cnt, cntinterval) == 0 ( cnt ==
1) disp(sprintf('cnt=%', cnt)) end; if (nmod(cnt, pauselnterval) == 0)

di sp(sprintf('pausing %l seconds for nmenory managenent',thePause));

pause(t hePause); disp(' pause done'); %<eyboard end; [SVsInView =

get SVsﬁaVoeM#geQQ%m@m c&?@ggmks\vseqspmrppm’ﬂag, iPyeq, maxsVgdiStee next set of
dat a®y r*ga* *s**@ﬁ’%i*l( SF CRITOFFTER, T TSI gRar Y ****)*****F?**(*Fsh nite(yy) ==

0) f[% VNt = 0g reak end; last caTrk = caTrk; %------ | oop over all
t he E%gi%eﬁ.v-keﬂmxrs\w{sled% ---------- are the SVs in viewif (simskysrch |
SVsl aVi ew( sv) % -=-----cemana renove the structured interference fromthe

Si gn@ Creation Date: 08 March 1999
Last Revision: 03 August 2001

Module Abstract: This MATLAB function will get the s (signal interference),
matrix.

Values Returned:
S - (interference signal) used in the MSD correlation (in phase)

Call Syntax: SI=get_CAs(CA,caPRN,caTrk,cFreq,corrLen,flag,iFreq,maxSVs,tStep)

Arguments:
CA - CA code const structure (.chipRate, .period, .periodLen)
caPRN (maxSVs,1023) - ca "gold" codes
caTrk - ca track structure (see initCAtracks)
cFreqg - carrier frequency
corrlLen - correlation length
flag - flag structure
iFreq - intermediate frequency (could be baseband)
maxSVs -- maximum number of space vehicles
sv -- current PRN
tStep - time step

Algorithim(s): "Understand GPS Principles and Applications™ by Elliott
D. Kaplan, Artech House Publishers, 1996. ISBN 0-89006-753-7.

Notes, Assumptions, & Restrictions: This routine is for aquiring the
CA code only.

Subcrdinate Modules: calc_CAchip, msg

Miscellaneous Comments:

Copyright {(c) 1999-2000 Data Fusion Corp, All Rights Reserved
%*****1\'***'k***************************************************************
%---initialize a few things
SI=[];

o & o dC I O d° dP dP O° O O° dP OP df 9 O° IR dP oP dP I° O° d° I AP I I o o of

%---create the s matrix
for i=1:maxSVs
F--m - only use if we have good lock
if ((caTrk(i) .init==(-1)) & (caTrk(i).plite==1))
sI=zeros (corrlLen,l); %---in phase interference

index=0;

phi=caTrk (i) .phi;

G=caTrk (i) .G;

phiStep = 2*pi* (iFreq +caTrk(i) .doppler) *tStep;

gsStep = tStep* (1 +(caTrk(i) .doppler)/cFreq)*CA.chipRate;

R e loop over the correlation length
while (index < corrLen)

Fommm e update the indexer
index = index + 1;

e get the chip info
caChip = double(calc_CAchip (CA.periodLen,caPRN,G,1i)):
A Fommmm e calc the interference signal
sI(index,1) = sin(phi + pi*caChip);

Frmm e move to next sample



[ acgl nfo(sv),y]=renove_interferers(acglnfo(sv), CA caPRN, caSrch, ...

| ast _caTrk, fl ag, maxSvs, signal ,sv,yy); %-------------- switch based on PRN
sw tch evwptoSmidgh(sv) case 1 %---------------------- ac QuirrEsotZvoende
[acgl nfo(sv), event Swi tch(sv)] =caAcquire(acglnfo(sv)....

CA, caPRN, caSr ch, doppl er, fl ag, maxSVs, sigal ,... sv,SVslnView,y); case 2
D Track the visible Satellite signals

[ acgl nfo(sv), caTrk(sv), eventSwitch(sv),trkinfo(sv)]=track(acglnfo( sv)....
CA, caPRN, caTrk(sv), fl ag, signal, sv, trkl nfo(sv), doppl er. binSi ze, nmaxSVs,y);

case 3 %----------------------- acquire P code eventSwitch=4; case 4
R track P code eventSw tch=5; case 5
R L per form navi gati on solution otherw se

meg(flag, 2, linvalid event |oop . swtgch. iting..."); flag.event=0; end,
% --end of event switch end; é-g&%gs:(} ,.Jli n-I?/'i ewif end; %--end of sv for

| oop % ------ Save tracking I/Q output (should be nav data) navPlotData =
NaN * zeros(|, maxSVvs); doTkefav Pt orrs ?G;Whm 03/ 023444 PCT/ US02/ 29062 39
for bb = 1: maxSVs Fmm e append the data

SI = [SI sIl;

end; %---end of caTrk if
end; %---end of for



if (caTrk(bb).init <0) if (igtnt(bb) <= 0) ii{l,bb} = zeros(l,

I qBuf Si ze); qq{1, bb} = zeros(l, igBufSize);' end; igCnt(bb) = iqgCnt(bb) +
1; ii{1, bwpogiog@at (bb)) = caTrk(bb).CNo.It (end) ; qq{l Pobj(Sozy@wetbb)) =
caTrk(bb).CNo. Q@ (end); if (igCnt(bb) >= iqgBufSize) nsg(flag, 3,
sprintf('sv %u: Witing I/Qdata', bb))37 IQwite(ii{l,bb}, qq{l, bb},

i gcnt (bb), bb, flag, fid.out); iqgCnt(bb) = 0; end; navPlotData(bb) =
caTrk(bb).CNo.It(end); doTheNavPlot = 1; end; end;, ------- pl ot FFT
acquisition 'results using figure 2 if (flag.plot)

pl ot FFEEA u%g rmeert?éSrCéhC@ANgﬁJF@ddqplpéﬁ 934 flagegFFTPI ot Dat a(f | ag) ;

% - - G edih 0 * v nEEg BE Red S 0 N er i, BF, . AGGULSL LI QRs LeSULE SUsi ng i gures
7 & 8y mbiuilefitag. pkada)ivgd ot Verni er Acq(fl ag, SVsinView,[7 8], acglnfo); end;
%---%--plot the tracking results trkPlotinfo =

pl ot Ty REesrFriert | FgnnEXSVasty kIFHFS, FPIPl ot Info); ------- pl ot the navigation

resulIErétlggglgeN%Pbmr}pllggg\lav(navPI ot Data, maxSVs, 9, 800) end; end;

% - - en RE¥RMEn:| 0BPsifremBaveot emai ni ng tracki ng I/Q output, if any for
bb=I : yraxSVs

Module Abstract: This MATLAB function will simulate the DFC receiver

architecture.

Values Returned:

Call syntax: []=receiver(c,CA,caPRN,caSrch,doppler,event,fid,flag,
maxSVs,NAV,navMsg, PY, Reg, signal, sim)

Arguments:

¢ - speed of light from ICD-200

CA - CA code comst structure {.chipRate, .period, .periodLen)
caPRN (maxSVs,1023) - ca "gold" codes

caSrch - CA Acquisition search structure

doppler -- doppler settings

fid - file id structure

flag - flag structure

maxSVs - maximum number of Space Vehicles (SVs)

NAV - nave data const structure (.bitRate, .periodLen)
navMsg - the navigation message

PY - P(Y) code const structure (.chipRate, .periocod)

Reg -- structure containing X1A, X1B, X2A, and X2B code epochs
signal -- signal operating parameters structure
sim -- simulation parameter structure
Algorithim(s): "Understand GPS Principles and Applications" by Elliott

D. Kaplan, Artech House Publishers, 1996. ISBN 0-89006-793-7.
Notes, Assumptions, & Restrictions:
Subordinate Modules: read_signal,write_lockInfo

Misc¢ellaneous Comments:

Copyright (c) 1999-2001 Data Fusion Corp, All Rights Reserved
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cnt = 0;

$---Used to store/write the I/Q data from tracking
igBufSize = 2048
ii{1,maxsvs} =
ag{1,maxsSvs} = [],
igCnt = zeros(1l,maxSVs};

$---Delete any existing I/Q data
IQwipe (maxsSvs, flag, fid.out);

$CHAD
thePause = 15;
pauseInterval 75;

cntInterval = 1;

%$---get ready to acquire and track
l[acgInfo,caTrk, eventSwitch, trkInfo, trkPlotInfol =initAcgNTrk(caSrch.corrLen, maxsvs) ;

%---create the event loop
while flag.event

cnt=cnt+l;



if (igCnt(bb) > 0) meg(flag, 3, sprintf('sv %u: Witing final I/Q data',
bb)); I1Qwmite(ii{l,bb}, qq{l,bb}, iqCnt(bb), bb, flag, fid.out); end,

end; disw0'oaseB4af program ); keyboard WO 03/ 023444 PCT/ Be@a/Sa9Hz2 40
functi on caPRN=cal c caPRN(caPeri odLen, fl ag, fnCodes, maxSVs) Mdul e Nane:
cal c_caPRN % Programer: Kent Krunvi edd8% Creation Date: 25 January 1999 %
Last Revision: 11 Septenber 2000 % 96 Modul e Abstract: This matl ab
function will calculate the first maxSVs % C/ A PRN codes. This routine was
nodified fromGl2. mwitten by Capt. Juan Vasques. 96 Val ues Returned: %
caPRN émaxSVs caPeriodLen) - the C/ A codes for nmaxSVs space vehicles. %

Not e chS, @ ymtLix, of _typeunsigped integer 8. Call Syntax:

caPR LsgﬁPBN(v@aP&mpdhan, flag, fnCodes, nmaxSVs) 96 Argunents: %
caPelencdeen - ca code per| od chip length %flag - flag structure % fnCodes
-- file N for Qg:r% Eodes P code Registers and the 9% navigation
”ESSéa%g' fe §pau '-J’Euég H(ﬂ.bgér ggi;mcgy ma%aée%ZAt -%rPAPQQid)l) hin(s):

"Under Kd2Sudd i; nci p es and Applications” by Elliott 9% D. Kaplan,

Artech dhbm@ea@@mqnsh)ers 1996. | SBN 0-89006-793-7. % Notes, Assunptions, &
Restrelilgﬁ‘i’-féﬁ?é?d % Subor di nat e Mbdul es: msg % M scel | aneous Comment s:

[SVsInView] = getSVsInView(fid.truth,flag,maxSVs,sim.prns);

Fomm———- get the next set of data
yy=read_signa1(caSrch.corrLen,fid.signal,flag);
if (isfinite(yy) == 0)
flag.event = 0;
break;
end;

last_caTrk = caTrk;

Frmm——— loop over all the PRNs
for sv=1:maxSVs
Formmmmmm - are the SVs in view
if {(sim.skySrch | SVsInvView(sv))
Fommmmmmm remove the structured interference from the signal

[acgInfo (sv) ,y]=remove_interferers(acqgInfo(sv),CA, caPRN, caSrch, . ..
last_caTrk,flag,maxSVs,signal,sv,yy);

R ikt switch based on PRN
switch eventSwitch (sv)
case 1
Fommmmmm e e acquire CA code

[acqInfo(sv),eventSwitch(sv)]= caAcqulre(achnfo(sv)
CA, caPRN, caSrch, doppler, flag, maxSVs, signal, .
sv,SVsInView,y);

case 2
Fommmmm e mm e mmm e Track the visible Satellite signals
[achnfo(sv),caTrk(sv),eventSwitch(sv),trkInfo(sv)]=track(achnfo(

SV), ... i ]
' CA, caPRN, caTrk (sv) , flag,signal, sv, trkInfo(sv),doppler.binSize,
maxSvs,y) ;
case 3
L e L DDt acquire P code
eventSwitch=4;
case 4
R et track P code
eventSwitch=5;
case 5§
Fommmmmmm e e e perform navigation solution
otherwise i
msg(flag, 2, 'invalid event loop switch. Exiting...');
flag.event=0;
end; $---end of event switch
end; $---end of in-view if
end; %---end of sv for loop
R save tracking I/Q output (should be nav data)

navPlotData = NaN * zeros (1,maxSVs);
doTheNavPlot = 0;



% Copyright (c) 1999-2000 Data Fusion Corporation, all rights reserved
0/6:************************************************************************
% - - di splwg siad4us nessage if desired nsg(flag, 3, Cal cul atcmgShheoo€A code
PRN sequences'); % --Code phase selection of & shift registers stored in
| ook-up table 's' s =[2 6;3 7;4 8;5 9;139;2 10;1 8; 2 9;3 10;2 3;3 4;5 6;6

7;7 8,8 9;,9 10;... 1 4,2 5;36;47,58;6 9;1 3;46;5 7;6 8,7 9;8 10;1 6;2

7;38;49;... 510;4 10;1 7;2 8;4 10];

caPRN=ui nt 8( zer os(maxSVs, caPeri odLen)); Gl=zeros(l, caPeriodLen);

Q2i =zer osfdx EbPefiwdEeEn) for i=l:mxSVs %------ Regi ster Initializations.
g = ones(llfoi':aT (b?(b é"s(< $0); ------- | oop over the nunber of chips in a
c A code peri o bhL: £ g(ll odlgfsiYey,--------- obtain output at 12th bit.
G (j) =g (10)asls. @2}1 éJ%@N@ﬂ(@E@S(ﬂlzé») 92(s(i,2)));

bb) "+ 1;

caPRN(i,j) xori{l‘Glé! é

xor(gl (3) gl (1EE ) = caTrk(bb).CNo.It(end);
Xor(xor(xor(XO&cﬂxm gfl%czﬁw ( )&azgﬁ&))cm@ t&)eid)gZ(9)) 92(10));
0% ---------- pid yigdnglito) s>h=| ﬁttBuaﬁdaeu date ( nost SI ni ficant bit

gl =[ gi new gl (1: 9F§ El(s 9] it /Qpé? 44_PCT/ US02/ 29062
41 end %---ver%lwr it I? g gba}r‘ Cntﬁigt ar1 sgl sGt'ed satel lites

if (flag. debugdnamsg(flag, 3, Verl fing the CA code PRN sequences');
------- Fir st 1®VElnt|§stadbb)Cf=Aca@9]d@bf cioclripat i son to generated data
doTheNavPlot = 1;
end;
end;

\2;)3&?” % ---------- updat e feedback taps. ginew =

G- plot FFT acquisition results using figure 2
if (flag.plot)
plotFFTAcqg{acqgInfo, caSrch, CA.period, flag,2);
acqFFTPlotData (flag) ; %---Clear data
end;

Fo---- - Plot vernier acquisition results using figures 7 & 8
if (flag.plot)
plotVernieraAcqg(flag,SvsInview, [7 8],acgInfo);
end;

Fo---mm- plot the tracking results
trkPlotInfo = plotTrk(caTrk, flag,maxSVs, trkInfo,trkPlotInfo);

Fo-mmmo- plot the navigation results
if {(doTheNavPlot)
plotNav (navPlotData, maxSVs, 9, 800)
end;

end; %---end of event loop

%---Save remaining tracking I/Q output, if any
for bb=1:maxSVs
if (igCnt (bb) > 0}
msg(flag, 3, sprintf('sv %u: Writing final I/Q data', bb));
IQwrite(ii{1,bb}, qg{1l,bb}, iqgCnt(bb), bb, flag, fid.out);
end;
end;

disp('end of program');
keyboard



first =[1440; 1620; 1710; 1744; 1133; 1455; 1131; 1454; 1626; 1504;...

1642; 1750; 1764; 1772; 1775; 1776; 1156; 1467; 1633; 1715;... 1746; 1763,
1063; 170860 0304844 1761; 1770; 1774; 1127; 1453;... 1625; pCTARD2/19045; 1713;
1134; 1456; 1713]; %given in octal ------ | oop over the maxi num nunber of
Svs for i=l:maxSVs f10=dec2bi n(base2dedOnun2str(first(i)),8)); convert to

binary for j=1:10 caCode=doubl e(caPRN(i,j));

i f{strcnp(flO(j), nunkstr(caCode)) == 0) nsg(flag,2,' ¢ A PRN code failed to
verify'); end, %--end of-verify if end, %--end of j for end; %--end of
| fortuneign e ORI o 2% BRI E OIS PR, Rt 1. x, gval ([ save
fnCod§e§O;ulgqgﬁglj ] a1 MR/ 023444 PCT/ US02/ 29062 42 function caChi p=cal c
CAchigp(caPeri odLen, caPRN, G SVi) % Modul e Name: cal c_CAchip % Programmer:
Kent Keworpeda: Gematfoni@gte: 11 March 1999 9% Last Revision: 08 May 2000
% %Mdul e Abstract: This MAILAB function will calculate the current % CA
code %iﬁtéﬁé%ﬁiue%%@iﬁﬁﬁ :zg‘l%cbcaChi p - Current CA code chip % Call

Synt ax: caChi p=cal c_CAchi p(caPeri odLen,caPRN, G SVi) % % Argunents:

caPerd Belwdp AbsezrcepdBhiseriiddd diihg iPe gt h cobCaPRNEPESVS, w&PE | odLen) t he

O A codgk tf"i@,‘rugaﬁgssc}q{l;_é FRERATE IS G OGP 8t D&Y of chips for the
CA cade i ch has el apsed

Values Returned:
caPRN (maxSVs, caPeriodLen) - the C/A codes for maxSVs space vehicles.
Note:caPRN is a matrix of type unsigned integer 8.

Call Syntax: caPRN=calc_caPRN (caPeriodLen, flag, fnCodes, maxsVs)

Arguments:
caPeriodLen - ca code period chip length
flag - flag structure
fnCodes -- file name for the C/A PRN codes, P code Registers and the
navigation messages '
maxSVs - maximum number of Svi's (37)

Algorithim(s): "Understand GPS Principles and Applications" by Elliott
D. Kaplan, Artech House Publishers, 1996. ISBN 0-89006-793-7.

Notes, Assumptions, & Restrictions:
Subordinate Modules: msg

Miscellaneous Comments:

Copyright (c) 1999-2000 Data Fusion Corporation, all.rights reserved
%********************************‘k****************************************
%---display status message if desired
msg (flag, 3, 'Calculating the CA code PRN sequences'});

R o0 2 d° A IR I dP IO O O A O d° G2 d° O AP IP dP o dp

%---Code phase selection of G2 shift registers stored in loock-up table 's'
s ={2 6;3 7;4 8;5 9;1 9;2 10;1 8; 2 9;3 10;2 3;3 4;5 6;6 7;7 8;8 9;9 10;...
14;2 5;3 6;4 7;5 8;6 9;1 3;4 6;5 7;6 8;7 9;8 10;1 6;2 7;3 8;4 95;...
5 10;4 10;1 7;2 8;4 10];
caPRN=uint8 (zeros (maxSVs, caPeriodLen)) ;
Gl=zeros (1,caPeriodLen) ;
G2i=zeros (1,caPeriodlLen) ;

for i=1:maxSvVs

Fommm - Register Initializations.
gl = ones(1,10);
g2 = ones(1l,10);

Fommmmm - loop over the number of chips in a C/A code period
for j=1:caPeriodLen

Frmm e obtain output at 12th bit.

G1(j) = gil(10);
@21 (j)=xor(g2(s(i,1)).,g2(s(i,2)));
caPRN(i,]J)=xor(G1l(]),G2i(4));

R, update feedback taps.

glnew = xor(gl(3),gl{10));

g2new = xor (xor (xor (xor {xor (g2(2) ,g2(3)),g92(6)),g92(8)),g2(9)),g2(10));
R et apply right shift and update (MSB) most significant bit

gl=[glnew gl(1:9)];
g2=[g2new g2(1:9)1];
end;



SVi -- current SV nunber % Algorithin(s): "Understand GPS Principles. and
Applications" by Elliott %D. Kaplan, Artech House Publishers, 1996. | SBN
0- 89006- "®8-03/0236Not es, Assunptions, & Restrictions: % Swoerusonzdoe2

Modul es: none % % M scel | aneous Conments: % Copyright (c) 1999-2000 Data
Fusion Corp, All R ghts Reserved %--gé4t a pointer into the CA code. You
must round and then take the 9% --renmainder, because if you take remai nder
and then round it changes % --the dynamic range from 1:1023 to 1:1024.
caPtr rem fix(G +100*eps), caPeri odLen); %--get the CA code chip caChip
= caPRNf‘gl\/ caPtr+l); WD 03/023444 PCT/ US02/29062 43 function

[c, C¥¥-GéﬂygbhﬁyaéﬂdihtﬂioﬁﬂﬂeerafEié*x%édigdeBXfTVSQﬂgéﬁéd satellites

navMsg, PY,(Reg, g3ga) al ,sinj=init receiver Mddule Name: init_receiver %

Pr ogr amer : "ReRESKFUNTTIERE CoF SAtCER RALET5Tdhuary 1999 % Last Revi si on:
06 June. 2008 ;% Maduligs ABSEmagdde oM SoniMilAB b UnGtiQna idatdi al i zed the DFC

recei ver antht Ymetunes;other pad; ammserﬂssleaesusamg/s:ﬂ, alazen @oGRS. si nul ati on.

% Val ues Ret ur#ed: Wsei 17%413 eEd20fL77$ight7 sk r oiif 1 CBE2005% CX 15/ CA code const
structure (. chtfigatd; pati o g z@ug@l UIEAPAL i, T25) - ca "gol o
codes % caSrch - cqw si‘tion' seéar'ch structure 9% doppler -- doppler

set ti rrgs--% Tood evefrldhe madlmnrmmbe.nr ef Hsf I ag - flag structure % maxSVs -
maxi mum né%éfléﬁ‘fi}‘%’ﬁ (? )C - _nave cLagza const structure
2 t 8 b
(.bitRate, peér} tgﬁf,eﬁloas’@/z Ser FhEt i) id ti on“HEEsage >°
caCode= double(caPRN(l,j)),
if(stremp (£10(J) ,num2str (caCode)) == 0)
msg (flag, 2, 'C/A PRN code failed to verify');
end; $---end of- verify if
end; $---end of j for
end; %---end of i for
end; %---end of debug if

%---save the CA PRN matrix
eval({'save ' fnCodes ' caPRN']);



% PY - P(Y) code const structure (.chipRate, period) % Reg -- structure
contai ni ng X1A, X1B, X2A, and X2B code epochs % signal -- signal operating
par anmet erwogBoest4ure % sim-- sinmul ati on paraneter struct eca/StZadob2 Synt ax:
[ c, CA caPRN, caSrch, doppler, fid,flag, maxSVs, NAV, navMsg, PY, %

Reg, signal ,sinm=init_receiver % % Argd@ents: none % % Al gorithin(s):
"Understand GPS Principles and Applications” by Elliott % D. Kapl an,
Artech House Publishers, 1996. |SBN 0-89006-793-7. % Notes, Assunptions, &
Restrlctlons %S bor di nat e_ Mhd Ies

codes P HiET F%ﬁiﬁe?ﬁ%k%cﬁpeno ****ZFPG 650 OF .. Sy ERV, SRS, < EBCEI Ver _set up
% M &C%du&@@l@ﬂ@ Catmercsip % Copyri ght (c) 1999-2000 Data Fusion Corp, All
Ri ght's_Reserved 9% --get the user definable paraneters [A,
doppl%ePrGIgFﬁ‘@‘anCS%fé:sK‘fWaf nSi gnal , fnTruth, i Ti ne,

rraxDv;gab,_Le,aE{@l, sk\.searghcswEss, t Dur, tSt art] =user recel ver _set up;
% - - inLddtakdvieidnhe cBPRNyCcodes, dat a and regl sters

[ CA, caPRN, maxSVs, NAV, navMsg, PY, Re 1 gséefl: fnCoges)
% - - |9‘n’i"@‘%u%§cﬁ?§h’(;ﬁ"e WO 51“? ’ﬁr”r’lJL . TetE VeT cxrrﬁe
air,xmt groun .oXxmt space]—lnlt world(flag) % --get the tinme el apsed

from&aeglluamlmguméd@s systemtime [startT] =get_GPStinme (tStart) ;
%--c‘fre%ﬁcéllt he“wrFensi Gha&Pdg A fidSig, fidTruth, signal]=init

tr ans%nbattltlegﬁl@gx Ce‘acﬁ’ﬁﬁ 19¥At:1t&p(caPerlodLen caPRN, G, SVi)
fl ag,d nSi gnal , T nTrut h, maxDwel ', maxSVs, NAV, navMsg num Xm t,

PY, re@cexgmeqzntﬁeeg startT Dur xmt alr xmt _ground, xm t space) % --set up

t he @?@gﬁ E?? Cii%ﬁ? 8d (ga / l&éé(ma%v dce. gn}icfegng search
par anetey __ cQQfJn[%erﬁnmérOHf] shdJh tﬁifrc@q: \BEEH QG IeThpBRY, - .. Y% --COrr
| engtsh svicor ekrEhersv, mbper . % - - next power of 2 >= corrlLen

%

% Algorithim(s): "Understand GPS Principles and Applications" by Elliott
% D. Kaplan, Artech House Publishers, 1996. ISBN 0-89006-7393-7.
%
% Notes, Assumptions, & Restrictions:
%
% Subordinate Modules: none
%
% Miscellaneous Comments:
% Copyright (c) 1999-2000 Data Fusion Corp, All Rights Reserved
%*************************************************************************
%---get a pointer into the CA code. You must round and then take the
%---remainder, because if you take remainder and then round it changes
%---the dynamlc range from 1:1023 to 1:1024.

cabPtr = rem(fix{G +100*eps),caPeriodLen) ;
%---get the CA code chip

caChip = caPRN(SVi,caPtr+l);



WD 03/ 023444 PCT/ US02/ 29062 44 'init',Q,... %--initialization flag

“int',iTime,... %--integration tine (nmsec) 'nmaxDwell', maxDwell,... % -
max dwel Iwpas/saasch in tong 'Pfa' ,Pfa,... %--single tradr/uRbza29062
"svTst',svTst,... %--unused PRN 't',0); %--current tine 96 ---Next

hi ghest base 2 correlation length, so t43at we can zero-pad in order to 96
---performa fast radi x-2 FFT instead of the slower version. W had
attenpted %--to use zero-padding with the acquisition FFT, but it didn't
work. 9% --Currently we do not use this value for anything, but we may want
it 0 Fupttéon ok - O gaERY Cas§€ii dogrdes. Gig. flag. mesEcHVeorr FFTLen =

r ound( 2L EH: Ein%%z?(léaﬁr& BRI Yo o e« %8 e SBL. M S kL AL DR L SPeci i ¢

Stru&twcﬁle %Im:stfﬂiet;(ecp{m sky search.prns,... %--warm start
'skyS8®rch', sky search.on, ... %--sky search flag "tStart',signal.tStart, ...
% - - §t t BT BT FecEfiref & Hid™ t Step' , caSr ch. corrLen/ si gnal . sFreq, ... %--tinme

stepy cle3t QR p2idN3k. 2L 0R) 199043--st0p time of receiver sim %--create
doppl%enasseﬁwﬁonectoermﬂemloer bi nSi ze=2/ (3*caSrch. i nt*CA peri od);

cur r Boppl er —O nunmDo r =l pl er Sear ch nu pl er) =curr oppler; while
(cur r%lj%ﬁjg oirﬁtgog%g f:g‘@é %ﬁecgpiitb@;bgﬁﬁl‘ @P&ﬁ)g LS 6b P e bi nSi ze;
nurTqu er=nu l'er+ Sea (anu ppl er) =curr poppl er;
nunDeppdieesrendoppl er +I doppl er Search( nunDoppl er) = -1*curr poppl er; end;

% - - #niq o afEies® of hELoBE rfgert GF’é‘ZO . nunbi_ns=nu | er;
doppl erc%mcﬁgiggéohrggéﬁéé rng A gqillglgate, .period, .perio TTQOQIB

caSrch - CA Acquisition search structure

doppler -- doppler settings

fid - file id structure

flag - flag structure

maxSVs - maximum number of Space Vehicles (SVs)

NAV - nave data const structure (.bitRate, .periodLen)
navMsg - the navigation message

PY - P(Y) code const structure (.chipRate, .period)

Reg -- structure containing X1A, X1B, X2A, and X2B code epochs
signal -- signal operating parameters structure
sim -- simulation parameter structure

Call Syntax: [c,CA,caPRN,caSrch,doppler, fid, flag, maxsSVs,NAV,navMsg, PY,
Reg,signal,siml=init_receiver

Arguments: none

Blgorithim(s): "Understand GPS Principles and Applications" by Elliott
D. Kaplan, Artech House Publishers, 1996. ISBN 0-89006-793-7.

Notes, Assumptions, & Restrictions:

Subordinate Modules: init codes,init_transmitters,init_world,
msg,plot_symEnv,user_receiver_setup

Miscellaneous Comments:

Copyright (c) 1999-2000 Data Fusion Corp, All Rights Reserved
%*************************************************************************
%---get the user definable parameters
[a,doppler, flag, fnCodes, £n0OUT, £nSignal, £nTruth, iTime, ...

maxDwell, Pfa, sky_search,svTst, tDur, tStart] =user_ receiver_ setup;

P d° P OP dP dP R I° OO dP P O P O OF dP K IO P I IP O dP I IP I IR

$---initialize the PRN codes, data and registers
[CA, caPRN,maxSVs,NAV, navMsg, PY,Reg] =init_codes (flag, fnCodes) ;

%---initialize the world )
[c,earth,num Xmit,receiver,xmit_air,xmit_ground, ...
xmit_spacel=init world(flag) ;

%---get the time elapsed from beginning of GPS system time
[startT]=get_GPStime(tStart);

%---create the IF signal
[ADC, £idsig, £idTruth, signal]l=init_transmitters(c,CA, caPRN, earth, .
flag,fnSignal, £nTruth, maxDwell, maxSVs,NAV, navMsg, num_Xmit, ..
PY,receiver,Reg, startT, tDur, xmit_air,xmit_ground,xmit_space) ;

%---set up the CA code search structure
caSrch=struct ('A',A,... %---tong search parameter
'corrbLen',round(signal.sFreg*CA.period*iTime), ... %---corr length
'corrFFTLen', 0,... %---next power of 2 >= corrLen



if (fidSig > 0) fclose(fidSig); end; %--set up the file ID structure
fid = struct(... '"out',fnQUT,... %--base output filenanme -- we open as
needed 'wogaabd4gdnSignal,... %--signal file nane 'truthPCiriasoe/edoR) ;
%--truth file | D WD 03/ 023444 PCT/ US02/ 29062 45 function

[ acgl nf o, caTrk, event Swi t ch, trkl nf o, tr kP#ot | nf o] =i ni t AcgNTrk( corrLen, mnaxSVs)
Modul e Nane: initAcqNTrk Programrer: Kent Krunvieda & Chad Coman %
Creation Date: 17 March 2000 % Last Revision: 03 Aug 2001 % Modul e
Abstract: This N%Té@Bgfunction_ggﬁat%§ s%ructures used by % the

acqui sition and tFdckPng: roofites 2% ned: % acglnfo --

acqui si tion inf oﬁm@ﬁ%;;@ugﬁur?%ﬁw %E—ﬁ%%m@cm nackingg | 00p
structure % eventSwi,teh .-, seventglecopiswitech % trkinfo - track information
structure % Call:5$§ﬁ?faévist%--- %---ungéed FRN

[an|%I]f_Q\Te(;{Q rikhe%\zegﬁsg\,\ﬂ Egﬁeﬁ%xgﬁﬁﬁkégﬁl écﬂgl%m&é((:glgrzlé%ad i°0m§§\é§) %

Ar QUNEDL R s HanCOTeR L€ R aaixCOTHFe | @kt LA iﬁla@ RideedrerBidohe wer RoK eftenpt3simaxSVs -
maxi resAt geuidee pesf-pBMg nd/ovid g old kbduis{tSpn :FF% Kot €5, diAgSuvptf-ons, &

Rest ri-ct{gnetly s Simardiaare Mdices” ORI MUSC FaheBls 8ot s: %
Copy i ghfte, £ 20302001 Lkt @~ Fusi @BgGokdben Alk- RN Reser ved

%--initral1ze the acquisition information

acgl rif-ef et nax S\l asionuke (i dopyFirerturdNaN, . .. % - - doppl er
sim=struct ('pras', sky search.prns,... %---warm start
'skySrch',sky_search.on, ... %---sky_search flag
"tStart',signal.tStart,... %¥---start of receiver sim
"tStep',caSrch.corrLen/signal.sFreq, ... $---time step
‘tStop',signal.tStop); %$---stop time of receiver sim

¥---create doppler search vector
doppler.binSize=2/ (3*caSrch.int*CA.periocd) ;
currDoppler=0;
numboppler=1;
dopplerSearch (numbDoppler) =currDoppler;
while (currDoppler <= doppler.max)
currboppler=currDoppler+doppler.binSize;
numDoppler=numboppler+l;
dopplerSearch (numDoppler) =currDoppler;
numDoppler=numDoppler+l;
dopplerSearch (numDoppler)= -l*currDoppler;
end;

%---initialize the structure
doppler.numbins=numboppler;
doppler.search=dopplerSearch;

if (fidsig > 0)
fclose (£idsig) ;
end;

%---set up the file ID structure
fid = struct(...
‘out', £nOUT, ... %---base output filename -- we open as needed
'signal', fnSignal, ... %---signal file name
'truth', £idTruth) ; %~--truth file ID



"offset',NaN,... %--tine offset 'peak',0,... %--normalize acq peak

"NFR ,0); %--NFR flag ---initialize the eventSwitch

event Swi twbecexigd, maxSVs); % --define the track info strartusop290610;
%--C/No - # of 1&Q val ues used to calc nornalized power K = 10; %--C/ No -
# of normalized power values used to cdl5c C/No lenVar = 60; %--length of

vari ance cal cul ations caTrk(1l: maxSVs)=struct(... 'corrLen', corrlLen,

% --correlation length -- # of sarrpl es per input vector 'doppler', NaN, .

% - - Last Doppl er estinmte (Hz) G,NaN,... %--Current code chip offset

(chi p@,)f“fimi**f?@ffé"ffﬂfﬁfﬁi&i’fﬁ@iEfffi"}féj;‘:’@ﬂﬁiﬁni‘ﬁ {TRIE: (SO TP REL,

- 1 tr%ag&ﬁg Nam oclﬁm,tgcqu % --lock info (-1=loss/acq, O=init, 1l=good I ock)
... %--# input vectors processed for tracking (resets after acq

ends)f ﬁﬁ_ogtammer Wé@nwmueedave@ef $lprpcessed for tracking (never resets)

" phi’ gg ea sod D --plh]al§arcgr5gbl g of reference carrier (rad) 'plite',0,...
% - - to HEs fi}] S os_,,vAdgsganpseudol ite '"ret ryCount ,0,... %--tracking retry
counts - vvhen nonzero we are in retry node 'saf etyNet 0,... %--when
nonzer Yodure Hraveacsyi trefﬁem"%%cfvmgomeastearﬂrwem% yre ng in parall el

'carrj efte 8EFaRtEm 2nd FpiPe *88 Fenvar). ... %--History of doppler for
vari ameglugalg;turﬁmy skip sone Doppler values 'd' ,0,... %--Count of
dopplser &amqnﬂoes lapqdigption imAyrmpeliagr eatietrur\O 03/ 023444 PCT/ US02/ 29062 46
t han 3 epdfak - % FSBEIERS BgésEOP strugfuteRaw PLL phase error (rad) - current

and pf eVisgbe ;ﬁa‘ﬁﬁ@ﬁ}aﬁ@_engs@f&t@p; applied 'f_phaseErr',0, ...

%--Rltered PLL phase error (rad), VCO gain not
Call Syntax: [achnfo,caTrk,eventSwitch,trkInfo]:initAchTrk(corrLen,
maxsvs)

Arguments:
corrLen - correlation length used in the trackers
maxSVs - maximum number of SVs
Algorithim(s) :
Notes, Assumptions, & Restrictions:

Subordinate Modules: none

Miscellaneous Comments:
Copyright (c) 2000-2001 Data Fusion Corp, All Rights Reserved
%*************************************************************************

$---initialize the acquisition information

d° d° O° d° O° Of P R I P NP I I F I

acqgInfo(l:maxSVs)=struct ('doppler',NaN,... %---doppler
'offset’',NaN, ... %---time offset
'peak',0,... ¥---normalize acg peak
'NFR',0); %---NFR flag

$---initialize the eventSwitch
eventSwitch=ones (1, maxsvs) ;

$-~--define the track info structure
M=10; %---C/No - # of I&Q values used to calc normalized power
K = 10; $---C/No - # of normalized power values used to calc C/No
lenvar = 60; %---length of variance calculations

caTrk(l:maxs8Vs) =struct (...

‘corrLen', corrlLen, ... %---correlation length -- # of samples per input
vector
‘doppler' ,NaN, ... %---Last Doppler estimate (Hz)
'G',NaN, ... %---Current code chip offset (chips), non-integral
'init',0,... %---0=not in tracking, >0=Tsui FLL, -l=tracking
‘lock',0,... %---lock info {(-l1l=loss/acqg, O=init, l=good lock)
m',0,... %---# input vectors processed for tracking (resets after
acq ends) )
'n',1,... %---# input vectors processed for tracking (mever resets)
'phi',NaN, ... %---phase angle of reference carrier (rad)
'plite’,0,... %---true when this sv is a pseudolite
'retryCount',0,... %$---tracking retry count--when nonzero we are in retry
mode
'safetyNet',0,... %---when nonzero, we have switched tracking modes and are

running in parallel
'carrier',struct(...
'dp',zeros{l,lenvar),... %¥---History of doppler for variance calc - may skip
some Doppler values
dar,o0,... $---Count of doppler samples in 'dp' - may be greater



applied "fregErr',[0 O],... %--Raw FLL frequency error (Hz) - current and

previous, discrimnator gain not applied if fregErr',0.... %--Filtered FLL
f requencywermsoe34fdz), VCO gain not applied "oldl',0,... HCTARIBIOOUS

| -channel value for FLL (not redundant!) 'oldQ,O ... %--Previous

Q channel value for FLL (not redundant!¥6 'tCount',0,... %--# input
vectors processed since we began the current tracking type

"trackType' ,1),... %--Current tracking type, O=Unknown, 1=FLL Wde, 2=FLL

Narr%w 3-\l,3LL Wde 4=PLL Narrow 'code', struct(.

co', zZer os(af,.lgfeag@@r), to o] Y- - Hi Si-OEé(aWOLfLLf bﬂats@re@goﬁvqg&i)EF F @ r @l andagieance,
cal oilscfmyna&Kr [Qason|et wablies ' c', O, . .. %--Count of sanples in 'co' - may be
greater. t har_pheasBr= ' °f - codeEr r ' 3-0;FiltersdoBLl Hiape FEtr (68 ' CHP PR r6F
(Chﬁgg} VCO %‘ Errno¥ 0?‘Pp| i ed COQ---ﬁJW F{'LO prqruency e/QrorR?fW) C—Oggrrggi Rnd
tra(‘gli—lemuer rd@écrgﬁ:hiap gau{:uastr eppiia@dd previous, discrimnator gain not
applied ' t Coufsard', % -- IfﬁpﬂP1W€4 GEB fppme@seércm &2 , iECheegarrot he

curraéﬁ%ledtrag ng type track'[yp% l.). % - - rren; If&g t
& Hanpel MREme 1)
O=Unknown, BrBLLoWde,  2=DLL oMol oo, CHOChasha i Tue. £or B o)

% - - count er'tf:@i'ntq\b calc -- the- # ofpubatetes mwbcsisze dncé the heger 08¢ lcpMent . .
% - -tlrﬁclphasrepeeorrponent history ' NP' , Zzeros(| % - - Nor mal i zed power
% {.é £ i\ NEC &1’) Q(g,%grmat PrHETE E‘&ﬁf)ﬂ{qempehl stB]er?wn’o/l-F- 986 this
dat 4 T6r d@%”tgtg,gctt i S) st ruct (. "doppler',NaN,... %--1Iast
doppl er ret uadsveele:hy(i,rlac‘lrarmg (rr&v be siNal¥ of fwaedécd cndt erhav'e:rav@@gmeecra)lc -

dogﬁat‘-ﬁﬂp Nen; valusg - - current do Ier fate ‘of fset', NaN g rent,
of f set hlc' , - curreﬁt samples in ‘co' - v 'be’ grea er € an envar
p g@Err' tered code chip error (chlps) VCO gain not
applied
‘codeErr', [0 0], ... $---Raw code chip tracking error (chips) - current and
previous, discriminator gain not applied
‘tCount',0,... %---# input vectors processed since we began the current
tracking type
‘trackType',1), ... %---Current tracking type, 0=Unknown, 1=DLL Wide,
2=DLL Narrow
'CNo!',struct (..
'k',0,... %---counter for CNo calc -- the # of batches of size M
'It',zeros (1,M), ... %---In phase component history
'NP!,zeros (1,K), ... %$---Normalized power
'Qt',zeros(1,M)) ... %---Quadrature phase component history
):
%---We use this data for plotting
trkInfo(1l:maxSVs)=struct (. -
'doppler',NaN, ... f—-—last doppler returned by tracking (may be NaN if we did not
have a Doppler)
'dopRate' ,NaN, ... %---current doppler rate
'offset!,NaN, ... %---current offset
‘phi',NaN) ; %---current phase

%---Tracking plot information
%-~-NOTE: The plotTrk() function has a switch statement containing "knowledge"

& --- of the order of this structure (i.e., it knows Doppler Tracking is
$--- first, Code Offset is second, etc.). Thus, changes to the order,
§--- meaning, or number of the cells will require a change to plotTrk().

%-~-NOTE2: Changes to the window size must be made in both 'window' and 'data'.
trkPlotInfo = struct{...

'window',{ 800, 300, 20, 20 },..

'cols', {1, 1, 2, 2 },...

‘display',{ 1, 1, 0, 0, },...

"figNum',{ 3, 4, 5, 6 },

'title',{ 'Doppler Tracking', 'Code Offset', 'Doppler Rate Tracking', 'Phase
Tracking' },...
} 'data', { =zeros(maxSVs,800), zeros(maxSVs,300), zeros(maxSVs,20), zeros(maxSVs,20)

P

'ent', { zeros(l,maxSVs), zeros(l,maxSVs), zeros(l,maxSVs), zeros(l,maxSvs) });



% --Tracking plot information % --NOTE: The plotTrk() function has a switch
statenent containing "know edge" %-- of the order of this structure

(i.e., itwkromnsssboppl er Tracking is --- first, Code O fs@CTitsSoyemend,
etc.). Thus, changes to the order, %-- meaning, or nunber of the cells
will require a change to plotTrk(). “-g E2: Changes to the w ndow size
must be made in both 'w ndow and 'data . trkPlotlnfo = struct(...

"wi ndow , { $PRATISGLARAMEBGS! : - coI s', { 1 1, 2, 2}, ‘'display',{ 1,

it 0, O, }—"Tl_NuTI_F‘ 5 6},... "title ,{. ' Doppler

Tracking' ,' Gode @fmeg@dfor %@m%%n%ﬁaﬁonﬁn%%?‘%@ compsige  Tracking' }
‘data’, { zeros( ! X RY8in 30R0Mudes ST EAPRODY Bl f

zer os( maxSVs, 20)fge‘éﬁ}{g?:%QIQQSOSF%glgﬁ.&ﬁ((Wi %972311 zeros (I, rra?(él\‘?g]}yo Zer os
(1, maxSVs) , sigaslogEbymesxSwslespondingyi egmmc USOBMPOGER 47 \WWHAT IS
CLAI VED kS L Afo'?g lg%gorfl Jf sglﬁts%ﬁ%s c&?ﬁfsgﬁér o __mg@{ RLABh Hitpe é%é}ﬁp” sing:
receiving a corrp03| erein’y I c udes, from each of
plurality oi)facsqnugmgIanmgamwsadsonwpomhmgawpdpﬂjismaw rel ess signal i ncI udi ng
navi gation data east on r

perforning at glg'fun %Bfmetcﬁén <Y eral% co?rgé)caczl%lg ?%lale%%ﬁ tgllrg asg i ln%lggeg]lﬁg

cor r espondi rdgta\Mdi@hessftheggﬁil,, obtaining, for one or nore of said

correspondi ng w rel ess si nas dat a i ndicat.iye of the
signal; identi fyidﬁ@tl ’cnglaé &y OB%Ség‘E?G%aqf 3%138‘5‘6 %3“%8?%“8%“ rgwnlf)e\r{eess
correqu@dl @@%ﬁ%ﬁﬁﬁrfeﬂl@gﬁmnm S as an interfering signal; creating, from
said nodeling data for _so, si gnal a_ depend 0 eudorandom noi se
code for so; secéﬁ‘?ﬁu’gﬁefrf”@rsﬁ*ﬂ%odﬁ]hn arféi@%n%g“ag?%? g’%’?ﬂfﬂt %P
represent at i o8 i0fandom RBEOcRe fit¥PSPace spanning a representation of so,
wher ei n sai 3 subspace i s non-orthogonal to a 15 represent at| on of anot her
of said correspoMW@P@fogmb?lgsan Oﬁb‘i’&ﬁ@alé’f%%‘%‘GPatOfﬁF?RW%%‘PB‘ms‘? dp°WP 2second
perform ng f Ip%féqg 'u%ga. ﬁ%‘e&n@aﬁ@ﬁ BEY, witetlih S5PABRYisHofdethogonbltsh

vigati o

det er mi ni ng “sa data from said anot her correspondi ng signal;
and 15  representation of another of said corresponding signals;

using a result from said step of second performing for acquiring said another
corresponding signal;
first determining said navigation data from said another corresponding signal; and
second determining navigation information using said navigation data from a
20  plurality of said signaling sources including said signaling source for said another

corresponding signal,

2. The method of Claim 1, wherein said receiving step includes receiving one or
more of said corresponding signals from at least one of: a satellite, a pseudolite, an aerial

25  vehicle.

3. The method of Claim 1, wherein said step of first performing includes performing

only said step of acquiring.

30 4. The method of Claim 1, wherein said step of obtaining includes for each of said

one or more corresponding wireless signals, a step of obtaining one or more of: a pseudo-



second determ ni ng navigation information using said navigation data froma
20 plurality of said signaling sources including said signaling source for
sai d anotweros/oeas espondi ng signal. 2. The net hod of C ai mCIjusatiegoet n sai d
receiving step includes receiving one or nore of said correspondi ng
signals fromat |least one of: a satellijg, a pseudolite, an aerial 25
vehicle. 3. The nmethod of Claiml, wherein said step of first performng

i ncl udes perfREAINAbeYBddk 3REtAa] £PhaSd, DRI datd) BodeWIsét ratd | yhaterbiepshdof C ai m
1, wherein said step of obtaining includes for each of said one or nore
correspondi MyPREFEicess signals, a step of obtaining one or nore of: a
pseudo WO 03/ 023444 PCT/ US02/ 29062 48 random nunber, code offset data, a
phase, Doppler data, code offset rate, phase rate, and Doppler rate. 5.
The nethod 6f O FhewgthodhECleinn 1, selierrinsaigsterf ofjidpatifyinginelydgsfetesties? accessi ng
a 5 threshgl i teri el gt Lyl : S -dnfierfering

i gnal . anonsrodsrisdel BhydrEPhE LRI, kR i3Rls sHRaEhndpl Bl

pr edet er m neidesholdiveiterafindhivies sta @dn@ps predéterunad nuober efshovidngest efisgidal s, (b) a
predet erm ned_deci bel .incrgase above I ] i gnal
to noise r atcPISe,Sp?rﬁgngaSI%I}agsh ap Be%%tgl}rl}lfl%rd%rc %gﬁ}é&&%?&g]eéiﬁdﬁgp{ng& %"‘g‘.‘eze
ratio, (f) (¢elstdnaMe nadpldtiopdiea sipohl fqarder wetiogfe) e darsiemto mbise vadioof) mor e of (a)
t hrough (f). .10 6. The ne d of ,Cl.aim wher ei n Ld s of creating

i ncl udes coﬁ%lf‘qv&?ﬂpliﬁl%ﬁﬁn‘% {é%ﬁ"ﬁﬁgfé’dls‘é?l@ﬂ%c%n%‘ir%ﬂ%(i%ﬂhﬁ%ulgﬁ:f@ dependent upon
one or mgpre of: (a) coarse acquisition code and a carrier frequency, (b) a
coarse acqui sition code, reci se posi.tioni code d a_ carrier.
frequency. £5 7. Tinetigd Hggﬁﬂ? (fd}éﬁr ?La,“E W%?Hg’??‘?n’é%fnﬁf‘i’gfsecﬁnﬁtfucé%%ﬂ'

per f orni ng  ipRgdeW&tEEncLRIRYIhhING dépBhdbnDiifoll 080 BiBthorR o8] (§)dokig@ acqulsition@ode
representation of y onto the subspace, for canceling a contrjbution of so

to said resahd acarierfEgaenaye(by aprapREeEtionofe Adecals PASIHINIRE Cof§eP! & G whose
colums span,theqsihgRace, said subspace including those portions of 20
sai d anot her correSpondi ng signal that is perpendicular to so. 8. The
method d5 Caim7, wherein G = P1H such that His a representation of said

anot her cor IS pOF}ﬂ%H,%th%h gpgia'rﬂ'i',dwﬂreif sdid étg)psoij anG%eHSMﬁ’Qﬁ’i@ﬁhespr oj ection
operator nmafrix that wou {fake an | nput "and project 1t onto the space
spanned by tchmputiiguaidorinbgondbprojeetiomnoftharepresqueatidn ofiy amto the sgbspace, for
canceling a contribution of sy to said result, wherein the subspace is representable by a
matrix G whose columns span the subspace, said subspace including those portions of

20 said another corresponding signal that is perpendicular to so.

8. The method of Claim 7, wherein G = P;-H such that H is a representation of said

another corresponding signal and P = I — P, is the orthogonal projection operator

matrix that would take an input and project it onto the space spanned by the columns of

25  the matrix perpendicular to S.

9. The method of Claim 1, wherein said step of second performing includes
determining said result as J = Py, wherein Py = I— P, and Py =S(S7S)™'S” is the
orthogonal projection operator matrix that takes an input and projects the input

30 onto a space spanned by a matrix S, where S includes a representation of sq as a subspace.



9. The nethod of Caim1l, wherein said step of second perform ng includes
determning said result as 'y = Ply , wherein PS =1 - Ps, and Ps = S(ST
S)-' ST iwotod®234e+ t hogonal projection operator matrix thatrcrakes2an2 i nput
and projects the input 30 onto a space spanned by a matrix S, where S
includes a representation of so as a suypspace. WO 03/023444 PCT/ US02/ 29062
49 10. The net hod of daim9, wherein said step of using includes

determ ni ng;g = l?feth @hith S vihSrefh sfafa%fte%so@‘ﬁlhﬁg irRMdef dctdhnshi@ O Let 5
correspondi ng signal, an eréin z is used to determne if said another

corres po ndi Wgersing{lﬁla repre@hedend  said aaoihcdmaq&pendmg sngmea,rwé wdikreirt 4vg ussdinposi t e

si gnal The. od.of Ca rein S n

i ncl udes ‘éfeérﬁjé’terl "‘%gar“ﬂther ‘f?éi‘i’?ﬂ’of}%g S%{I&F pr?ﬁeg aé%rr %%%Esm c%%%/

heal t h/ accumwmp@b@igamlys paraneters, al manac, i onospherl ¢ nodel and
coordi nated universal tinme data. 10 12. The nmethod of Caim1l, wherein said
navi gat i dn information includes one or nore of a position, velocity and

time corresppndi g h&néd QU DRvhefeirPsatiiapeti Redat-Din e ateldmagxtwor@al d step
of receivin 13. The nethod of daiml, wherein said corresg lglgalpﬁﬁg
é ’ni ng

wirel ess si gmircyer weldyelaek qopsctions, SY heskth/accuragy, epherasrispgramster

navi gat i on g&ﬁaﬁﬂi lhlegu aﬁ?m['dlﬁdt&ﬂmwe[%rapfﬁhgﬂﬁﬂ a navi gation device that
performs (a roug 1) followng: (a) receives a conposite signal (y),

wherein y includes, fromeach of a 20 plurality of signaling sources, a

correspop di e Wi lﬁ&ﬁoébﬁlgllm 1 'vs;h%{eﬂpéa aQ% h&?ltnf&fﬁaﬁj(ﬁltlﬂclu&ég)oné 8F méte | east

i

one of said'Signaling sources, first e at |east one of the steps of
acqui ri ng anfla pcrsamln; vejocitgiand Goe pesqsmdmggow'lqoeh@s@ a dgwgnm:rformslg(%}ea@tbt ai ns,
for one or nor Y fsal d _corresponding wireless signals, signal nodeling
data i ndi cattVE R FHE B8 gnal ; (d) identifies at |east one signal (so) of
said one or nore corresponding wreless signals as an interfering signal;
(e) creates, fro

a pseudor andom ng]]i‘es@etgggvtd(ﬁ@rm gd&e{eﬂ ST 8&8"’“'%% (g"rlfr?ge% 9‘%&? ‘ﬁa‘g‘%gb[#épon 30

proj ectiion, sighald representation of y, onto a subspace spanning a
representation of so, wherein said
14. A method for determining navigation information, comprising:
providing a navigation device that performs (a) through (i) following:
(a) receives a composite signal (y), wherein y includes, from each of a
20 plurality of signaling sources, a corresponding wireless signal
including navigation data;

(b)  for at least one of said signaling sources, first performs at least one
of the steps of acquiring and tracking said corresponding wireless
signal;

25 (c) obtains, for one or more of said corresponding wireless signals,
signal modeling data indicative of the signal;

(d) identifies at least one signal (so) of said one or more corresponding
wireless signals as an interfering signal;

(e) creates, from said modeling data for sy, signal data dependent upon

30 a pseudorandom noise code for sg;
® second performs an orthogonal projection, of a representation of y,

onto a subspace spanning a representation of sg, wherein said



WO 03/ 023444 PCT/ US02/ 29062 50 subspace is non-orthogonal to a
representation of another of said corresponding signals; (g) uses a result
from (f) Worodaexuwi ri ng t he anot her correspondi ng signal; PET(Usp2/89065t
determ nes said navigation data fromthe another corresponding signal; and
(i) second determ nes navigation informgfion using said navigation data
froma plurality of said signaling sources including said signaling source

for the another correspondiygghasd 8 Adh-ortAdkodal to d RPrd¥BititRe od hndthedioMald,
wherein said step of providing includes 1ncorporating into said navigation

devi ce an anal og to di git aforeEending gigntivi ng a dynam ¢ range effective for

capturing a digital renresgnt aldkanngh (§aGtheliriSdnd atdthdesREPSHdME Si gnal s.
15 16. The net hod of %gai m 14, wher el r(lﬁsai g&“slgt ep ofa prévi di gg diﬁ%cl udes

incorporating into said nsighajati on device a data store for storing said

signal mdel ing data 'h?cl “ﬁ{%ﬂ‘%@“@ﬁﬁs %%d%?’i@ﬁ%aaté FdmAnhPsBHAe- r andom nunber,

(b) code of fset data, (c) | p ata, (d)code offset rate, (e)
phase rate, (f) Doppl er ratetespondingggnaltadeast one bit that can be toggled

bet ween bei ng set andgﬁ)ei n%g&ﬁsc%{rﬂglg?%éig%x?fﬁf%ﬁﬁ&e&six‘%\%aﬁ%vi%% | abel ed

20 an interferer or not. 1 ermning navigation
informati on, conprising: réaefrumaghaaltyopoas tigmabingsmkcef yneludinigesnidi n y

i ncl udes, fromeach of a plurality of S signaling sources, a

correspondi ng GPS si gnal ; §%na1?‘18g S%’é"ceﬁor()&a?g’lsdheg@gesg%ﬁnﬁsll n(f]lfsour ces, first
performyyg at |east one of the steps of acquiring and tracking said
correspondi ng GPS, si gnal ; taining, .for. one or re.o ai d correspondi ng
GPS si gnal s,l%si gne nﬁgﬂ’élof@mdgﬂgﬁ‘?t%F%@lf@?/%&f’f’%ﬁg "é*@se%’lnﬁ?{g?r?{mg

i denti fying jafo shRaslighiR debide &t SRV t6 Bipltaltonwedteh M Ldynimicgarper r espondi ng
GPS 30 signals as an interfering signal; creating, fromsaid deling data
for so, sigrrifecinsfar saptiagedisdalyergsrntatign o faclheh PEYRIRPORHNSFEM Y onal
projection, of a representation of y, onto a WD 03/023444 PCT/ US02/ 29062

51 subspace spanning a representation of so, wherein said subspace is
non- or t hBgonkdl. t d’hg method of Claim 14, wherein said step of providing includes incorporating

into said navigation device a data store for storing said signal modeling data including
one or more of: (a) a pseudo-random number, (b) code offset data, (c) phase and Doppler
data, (d)code offset rate, (€) phase rate, (f) Doppler rate, and (g) at least one bit that can
be toggled between being set and being unset depending on whether so has been labeled

20 an interferer or not.

17. A method for determining navigation information, comprising:
receiving a composite signal (y), wherein y includes, from each of a plurality of
GPS signaling sources, a corresponding GPS signal;
25 for each of said GPS signaling sources, first performing at least one of the steps of
acquiring and tracking said corresponding GPS signal;
obtaining, for one or more of said corresponding GPS signals, signal modeling
data indicative of the GPS signal;
identifying at least one GPS signal (so) of said one or more corresponding GPS
30 signals as an interfering signal;
creating, from said modeling data for so, signal data indicative of so;

second performing an orthogonal projection, of a representation of y, onto a



representation of a secondGPS signal of the corresponding GPS signals;
using a result fromsaid step of second performng for acquiring the second
GPS si graD;038234it4 st determ ni ng sai d navigation data fromcrhsoyewend GPS
signal; and second determ ning navigation information using said
navigation data froma plurality of sakgd signaling sources including said
signaling source for the second GPS signal. 10 18. A navigational
receiver, CQERphdisPainindih rdpte@R@on Of so/ iRy bd@s@s&@ﬂﬁ%hbﬁhﬁ@ﬁhl@ﬁhl on

si gnal (y) an interference processing channel for performng the follow ng
steps: (a) dmf%eﬁtﬁﬁ*@OffaéPCC@égﬁsé%n%ﬁég’ércOW%ndé‘Tg(ﬁ pighdlfial signals of v,
signal  nodel | ngugﬁ% Qrésﬁ'lgfrgﬁtshM%teﬁfof bddgnd ﬂl@lﬂoﬁhlﬁg'%r a8duidd the deeofOEPS
identifying at |east one of the individual signals (so) as an interfering
signal; (c) stgnelating, from said nodeling data for so, signal data

I ndi cat i e of SOiﬁrst ﬁ&lm%hé%&*h%@ Qn 9£t£ Hgﬁ%@sec&{d%@sl 'il’an&)f a
represent ation o %ace spanning a repres nt’at i on of so,
wherein said subsmndadet&nnmng Q@/lgﬂtmmm@omatlort@m sedpreigatitmadatadonpd  an
interfered aone he |nd Vi du fagam (d) for
achI fing ”;Péur lﬁyghaéd%%n aling sou ces m%hﬂﬂ%},s?ﬁlg%ah Ssh%%?oﬁglg&?sgg({tnld%ﬁdata from
the interfersggalsi gnal . 25 19. The navi gation receiver of Caim18, wherein
one or nore of said individual signals are GPS signals. 20. A navigational
receiver, conprising: an antenna for receiving a conposite navigation
signal (n): RO am hdvigtibel po&eerpsogesmgng channel means for perform.ng the
fol |l ow ng steps (a) obtainin for each of .one a‘i pore of i ndividual

signals of y, si ghaMENRIJARICEYNEIAPAIRATE EeHn 9893 & i ndi vi dual si gnal ; WO

03/ 023444 PCT/ USQRM&&@&% ﬁx%césb;hgb%ﬂéllpreﬂ@namg ke@sllovangstefs: t he indi vi dual
signals (so) as an interferi ng)a gnal ; creati nglos from sai.d {mdel i ng
data for so, signdP) dachieiis Fi“'\bé’fS’Fe %rdnore epdigEhaligrrls 9T %5188t hogonal

proj ection, of a repre%@@lﬁ{g'da& 19310&(1%9%@11@1\5@%953@%09 spanning a
representation of so, wherein said subspace i s non-
15 (b)  identifying at least one of the individual signals (so) as an interfering

signal;
(c) creating, from said modeling data for sy, signal data indicative of so;
(d)  performing an orthogonal projection, of a representation of y, onto a
subspace spanning a representation of so, wherein said subspace is non-
20 orthogonal to a representation of an interfered one of the individual
signals;
(e) using a result from (d) for acquiring the interfered signal; and

® determining navigation data from the interfered signal.

25 19.  The navigation receiver of Claim 18, wherein one or more of said individual
signals are GPS signals.
20. A navigational receiver, comprising:

an antenna for receiving a composite navigation signal (y);
30 an interference processing channel means for performing the following steps:
(a) obtaining, for each of one or more of individual signals of y, signal

modeling data indicative of the individual signal;



orthogonal to a representation of an interfered one of the individual
signals; (e) using a result from (d) for acquiring the interfered signal;
and (f) wetosqomismd ng navigation data fromthe interfered CFAE02/29062

52

(b)  identifying at least one of the individual signals (s¢) as an interfering
signal;

© creating, from said modeling data for sq, signal data indicative of so;

(d)  performing an orthogonal projection, of a representation of y, onto a

5 subspace spanning a representation of sg, wherein said subspace is non-

orthogonal to a representation of an interfered one of the individual
signals;

(e) using a result from (d) for acquiring the interfered signal; and

(f)  determining navigation data from the interfered signal.



