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TITLE 

DYNAMIC MODELING OF COMI_lLEX NETWORKS AND PREDICTION OF 
IMPACTS OF FAULTS THEREIN 

BACICGROUND OF THE INVENTION 
1. Technical Field of the Invention 
This invention relates generally to the field of the 
operation and management of complex systems, including the 
operation and management of computer networks. 

2. Description of Related Background Art 
The present invention is intended to facilitate the 
management of a large-scale, far-flung computer network, such 
as the extensive distributed systems that are commonplace 
nowadays in large organizations. The person or team 
responsible for this job is typically in charge of everything 
from the organization's power supplies through its business 
software apPlications. The organization's business 
management, naturally, may not wish to concern itself with 
the technical details, but does demand that when problems 

30 occur, they be dealt with according to the seriousness of the 
effects they have on the normal operations of the business. 
For example, management will want the greatest attention to 
be paid to those problems that affect the highest revenue 
generators among the various parts of the business 
organization. · 

This is a difficult demand to meet. For many network 
operation managers, it can be very.hard just managing the 
network, identifying, diagnosing and correcting problems as 

40 they occur. Being able to prioritize among a set of problems 
occurring during the same time period in such a way as to 
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dif f erent iate among levels pf service being provided to 

different parts of the business organization has thus far 

been beyond contemplation. One important purpose of the 

present invention is to ma.kl! this goal attainable. 

The phenomenal cotnplexity of the world of a large distributed 

network of interrelated components is reflected in the 

distribution of cqsts involved in managing such a system. 

According to one stUdy, about $2.00 of every $10.00 spent on 

10 distributed systems engineering and operations, is spent on 

engineering, while the other $8.00 is for. operations. 

Moreover, about.$6.00 of that $8.00 is spent on problem 

isolation and diagnosis, while only about $2.00 goes to 

.problem resolution. 

If it takes on average three times as long to identify a 

problem as it does to soive it, the soup of distributed 

systems parts (ha:rdware and software) and their 

interrelationships is nearly impenetrable to the operators. 

20 This complexity ~s many sources: 

30 

·I 

Hardware and software components are heterogeneous. 

System components are globally distributed. 

Subcontracto~s may be running the system, or parts 

of it, on ~heir own sites, or the business's, or 

both. 
Engineers include multiple redundancies in the 

design of the.system to minimize outilges, but each 

redundancy adds extra complexity to manage. 

Systems themselves are not self-aware, and cannot 

report what is wrong with them. At best, 

individual components can report their states. 

Component reuse leads to the same components ' 

participating in multi~le run-time relationships. 

The 0 health" of a gi~ component increasingly 

depends on a contextua~, not isolated, evaluation 

of its state. 
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A given uncle;;l.ying condit.ion may aff.ect different 
users in different ways, or to diff~rent degrees 
one user may be affected seriously, another 
critically, another benignl.y or not at all. 
Problems cascade; locating the eye or center of a 
storm of phenomena is ·not easy. 

~t may even be deemed surprising that only 75% of operations 
time is spent on identifying problems. 

At present, operators are unable to tell how a given problem 
affects the various users in the business organization, and 
therefore are unable to kn.ow where they should direct 
enhanced or reduced service efforts, until the problem has 
been correctly identified. One result of this is that the 
operations managers have only the other 25t of operations 
time -- the problem resolution portion -- from which to carve 
out all service differentiation. 

20 What is worse, identification of the problem does not 
necessarily lead clearly to successful resolution of the 
problem. For example, suppose that the operator has 
correctly identified the root of' a given problem as a bad 
card in an IP ("Internet Protocol") router. Do any critical 
business systems depend on that router? Perhaps, or perhaps 
not. 

Continue with the same exampl.e. Suppose that the 
malfunctioning router lies on one leg of a redundant circuit 

30 that connects many disparate data delivery functions in a 
financial services organization. What effect does the fault 
have on various users? 

The network system administrator always needs to 
know immediately, so that he can go and replace the 
card. 



10 

20 

W099/49474 PCT/US99/06669 

-4-

The manager of a profitable business unit may have 

invested in redundant circuits, and so experiences 

no problem. 
The manager of a mid-sized unit has co-invested in 

redundant circuits with another business unit; 

their joint load on the single remaining circuit 

permits continued service, but performance 

deteriorates. 
Network engineering has been experimenting with new 

router cards on their alternate circuit and has 

rendered that ·circuit inoperable; they have no 

service at all. 
A market analyst in Brussels receiving critical 

data from Hong Kong is going to be delayed when she 

loses all s~rvice; she need not have any idea what 

a router is, or that one exists, but she does need 

to understand quickly the impact of its 
disappearance on her work. 
A capacity planner needs to know the frequency with 

which router cards fail, if one brand suffers more 

failures than another, or if it i;s necessary to 

invest in redundant circuits for a group of users 

whose work is time-sensitive. She does not need to 

know this instant that some specific router had a 

·bad card. 

This single example of a set of failures among computing 

system components has affected users quite differently. For 

operations personnel, knowing that the cause of the current 

30 set of events was a malfunctioning router card is a start, 

but provides inadequate understanding for addressing. all 

these needs. 

Before the operator can direct problem resolution efforts to 

a specific part of the business organization, therefore, he 

or she needs to understand the systemic impact of the 

Id . . , . 
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problem. Impact;. :is sensitive .. :;to a wide .sys.,tem. context, and 
even to conditions of the moment (for instance, the task the 
Brussels analyst is working on) . The operations manager can 
attempt to deliver differentiated levels of service only when 
she knows whether and how this particular fault has affected 
particular groups of users under the conditions of the 
network at the time of the failure. 

SUMMARY OP THE INVB:NTION 
10 It is one object of the present invention to provide a 

solution to the problem des·cribed above. In particular, it 
is an object to provide the ability to understand the impacts 
of a given problem on different parts of the organization 
using the system, at the time the problem occurs, so as to be 
in a better position to direct problem resolution efforts and 
problem alleviation efforts intelligently. 

Another object of the invention is to provide the ability to 
model, not only the significant hardware and software 

20 resources of the system being administered, but also the 
service relationships connecting those resources, in a 
flexible, dynamic manner, so that changes to the construction 
or make-up of the system being managed can be reflected 
promptly in the model without the need to restart the model 
or otherwise to interrupt running the model. 

Another object of the invention is to provide a method and 
system that can associate related events that are of interest 
to the operators and users of the administered system, and 

30 present the results quickly and in a way that makes the 
information easy to use. 

Another object of the invention is to ~rovide a method by 
which one can flexibly model. a system, and in which one can 
represent, not only the.hardware and software resources of 
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the system being modeled, but also arbitrarily-defined groups 

of those resources. 

Still another object of the invention is to previde.·. a method 

and system in which the operators or a user can define, as 

needed, a set of data to be obtained relating to the 

performance of the modeled system, and to provide a 

particularly convenient way to organize control data.to 

fulfill those requests using agents to obtain the required 

10 information. 

The preferred embodiment provides a software model of the 

managed network, and.includes a flexible infrastructure for 

the purpose of obtaining information from the managed network 

and reporting it as appropriate.· In runtime, the data­

gathering infrastructure is used to.obtain information about 

what components are present in the network, and about what.· 

services each is providing to· which other componerit(s). This 

information is used to construct.the model. In addition, the 

20 data-gathering infrastructure obtains from the managed 

resources information relating to any malfunction or 

performance degradation, and reports this information to the 

model, which modifies its state accordingly~ The structure 

Of the model itself.is used: to predict the likely impacts of 

the reported occurrence, and the occurrence and its predicted 

impacts are displayed. As all this happens, the data­

gathering infrastructure also obtai~ information concerning 

the addition of.new components to the managed network, the 

del.etion of others, etc., allowing the model to update itself 

30 during runtime. 

In addition, the system administrators can define elements in 

the model to represent arbitrary groupings of components, 

such as business units. As a result, the model predicts 

impacts not only on individual hardware and software 

components but also on larger entities that are of 

lij; j,: 
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significance t:o J:,h.e organization using t:tie invention and the 
managed network.'·· 

The data-gathering infrastructure is conceptually distinct 
from and independent of the model. In the preferred 
embodiment, this infrastructure has a number of significant 
features, including a hierarchical structure that results in 
the ability to provide the model with as large a stream of 
data as may be necessary, while limiting the number of 

10 interrupts per unit time that the model must tolerate. In 
addition, this infrastructure preferably has the ability to 
be given new sets of working instructions during runtime, so 
that new types of information can be acquired, without the 
need for restarting the running of the program. Customized 
inquiries can also be provided in this way. Moreover, the 
data-gathering infrastructure uses software agents having a 
structure that makes possible a high degree of reusability, 
in the form of reusabl.e modules that can be kept in a 
repository for that purpose. 

20 

30 

It is to be emphasized that it is by no means necessary to 
use all these features together; many can be used 
independently of the others, to great advantage, within the 
scope of the invention. 

The foregoing and other objects, features and advantages of 
the invention will be more fully appreciated from tbe 
following detailed description of the preferred embodiment, 
taken in conjunction with the accompanying drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 
In the accompanying drawings, like reference characters refer 
to like elements, throughout. 
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Fig. 1 is a schematic.illustration of a ~implified example of 

a distributed computing ensemble to the management of which 

the present invention is applicable~ 

Fig. 2 illustrates one example of a node, and shows the 
relationship between some basic logical components and the 
physical components ... 

-Fig. 3 illustrates a node that is a computer. 

Fig. 4 provides an illustration·of the overall flow of 
· information in a model constructed according to the preferred 

embodiment of the present· invention. 

Fig. 5 shows a detail of the system fragment illustrated in 

Fig. 4. 

Fig. 6 provides a high~level perspective of how events can 
take different paths from the agent manager to further 

20 processing. 

30 

Fig. 7 illustrates how events that report the discovery of 
some new managed resource are directed to the factory 

process. 

Fig. 8 illustrates how events representing reported and 
detected faults go to the Dispatcher component of the model 
server, which then directs the·event· to the corresponding 

managed object·. 

Fig. 9 illustrates the lifecycle of.an event from the model 

server Dispatcher process to alarm formation. 

Fig. 10 illustrates conversations among various functional 
components of the preferred embodiment. 

I ii I 
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Fig. 11 illustrates classification of the functional 
components of an agent manager. 

Fig. 12 is a schematic illustration of making an agent 
manager and dynamic agents data driven. 

Fig. 13 shows the flow of control in an agent manager. 

Fig. 14 shows three phases of the model architecture. 

Figs. 15, 16, .17, 18 and 18A illustrate the discovery process 
during runtime. 

Fig. 1~ ·illustrates some of the computational services that 
the discovered managed objects provide and consume. 

Fig. 20 illustrates some higher-level services that 
discovered managed objects in Fig. 19 provide in response to 
the organizational use of the computational systems. 

Fig. 21 represents the world of the model in terms of a 
network that has emerged from realized computational services 
or paths. 

Fig. 22 illustrates the model including, in addition to 
paths, sessions. 

Fig. 23 represents groupings of needed resources as 
containers whose elements match users' basic level of 

30 categorization of resources. 

Fig. 24 depicts an alternative way to view these 
rel.ationships. 
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Fig. 25 illustrates the state of·a porti,on of the model after 
dynamic agents ~ave collected reported information from the 
resources. 

Fig. 26 illustrates the effects of the model's rootward graph 
traversal. 

"Fig. 27 illustrates the leafward spread of impacts through 
this portion of ~he model ... 

Figs. 28, 29, 30·, 31 and 32 schematically illustrate the 
interaction phas~.of runtime. 

DETAILED DESCRIP'I'IO~ OF THE PREFERRED EMBODIMENT 
Fig. l is a scl:lema.tic ill:u!=ltration of·a di.~tributed computing 
ensemble (actually, a combination:of networks interconnected 
to each other) as a simplified example to the management of 
which the pres~t ·. invention is applicable. In Fig. 1 are 
shown several supnetworks, · -eacll including a number . of 

20. workstations co~ected together in various ways. Many or all . . . . . 

30 

·' 

of the workstations are co;mected to an intranet or to the 
Internet, or bo~. The system shown includes workstations in 
several offices, locatedi~ different buildings in a number 

. of countries and continents. The workstations each run on an 
operating syst~ ("OS"), blit not necessarily on the same one. 
Also, each works.tation may at a given time be running one or 
more applicati~n programs, any of which may require the 
accessing of various databases or files located at various 
places in the system. 

The workstations are used for the purposes of an enterprise, 
which has organized its bu~iness functions into a variety of 
subdivisions, departments, · etc. A nUltlber of these 

subdivisions are indicated in Fig. 1, including a financial 
research division and an accounting department. Because of 
the potential for malfunctions to deprive workstations of the 

.Iii I 
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access they need , tf.:O other parts of the sys .. tem (access to a 
particular database, for example}, the enterprise has 
constructed redundant communication paths between certain of 
its departments and critical resources, although such 
redundancies are not shown in Fig. 1. 

While only a few terminals and a few connections between them 
are shown, an actual system might contain hundreds O! 
thousands of workstations, with correspondingly complex 

10 connections, redundancies and interdependencies. All aspects 
of the management and operation of such a system are of 
formidable complexity, and offer nearly boundless challenges 
and potential frustrations to the person or team in charge of 
that management. 

Hereinafter, the system that is being managed using the 
present invention will be termed the "external sl'stem". 

The preferred embodiment of the present invention can most 
20 . easily be thought of as comprising two major parts: a model 

of the external system, and a data-gathering infrastructure 
that obtains data needed by the model. There are also a 
model server and an operational database that support the 
model. The model disclosed herein could, within the scope of 
the invention, be used with another arrangement for gathering 
the required information from the external system and 
delivering it, and conversely, the data-gathering 
infrastructure can be used in many applications other than 
providing information to a model of a complex computer 

30 network that is being managed. 

The model simulates the evolution of faults and performance 
degradations through the external system. The model enables 
those who use the services of the various parts of the 
external system to specify the nature of their reliance 
thereon, in terms that will set clearly the expectations held 
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of the operations personne~ for that system. Those 
personnel, in turn, are encU>led by the model to do what is 
necessary to fulfill those ;expectations,'. by showing them 
quickly what has gone wrong in the external system. The 
model also enables the opera.tions personnel to know which 
part of the user-community hi;ls suffered .the brunt of any 
fault or perfo~ce degradation. 

An overview 
10 Before proceeding with the details of.the preferred 

embodiment, an overview of that embodiment will be useful. 
The preferred enlbodiment .of the present ·:invention, upon 
installation, qegins by initiating a_ discovery process, in 
which it explores the ~ernal system it is to be used in 
managing. In the discovery process, it locates each hardware 
and software component of !;he external system, and identifies 
what type of coml>onent each is (e.g., hub, router, computer, 
operating system~ application, database, etc.). By obtaining 
this information, from each component, and using it to 

20 determine what-services each component is receiving from·or 
providing to other components (the concept of "services" is 
explored more prf;!cisely below; for the present, a riaive 
concept of the-termwill euffice to convey a !Jroad view of 
the preferred embodiment), the in:vention constructs a model 
of the external.13ystem. This model represents the various 
components, releVa.nt subcomponents, and their .. service 
relationsh,i.ps to.each other. It should be noted that, in the 
preferred emb0<1¥nent~ the model itself does not contain all 
available info~tion about· the nature qf each component --

30 that is, although that information is used in the process.of 
constructing the model, only a subset of the information 
acquired during_the discovery. process ne~d end up in the 
model. This greatly simplifies the model itself, reducing 
the computing r~sources required. 

Ti I 
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If· there is any component of tb-e external .system which cannot 

be identified ad~iluately in th~s fashionl~9· the program 

itself, the system administrator can manually input the 

information needed to include a representation of that 
component and of its relationships with other components, in 

the model. In the preferred embodiment, the represented 
components and subcomponents are modeled as software objects, 

utilizing the well-known techniques of object-oriented 
programming. The objects corresponding to components and 

10 sub-components are tei:med "managed objects" herein; again, a 
more precise statement of what that term means in relation to 

the present invention is given below. The model constitutes 
an example of the type of mathematical entity known as a 
directed graph, in which the managed objects are the nodes of 

the graph, and the relationships are the edges. 

One important feature of the preferred embodiment is that the 

system administrator has the ability to define additional·. 

managed objects in the model, which additional objects 

20 correspond to arbitrary groupings of simpler objects in the 
model. In particular, the administrator can define as such 
an object any particular user group that has significance to 
the operation of the business enterprise or the like to -which· 

the external system belongs. (The administrator can also 
make such other changes to the model as appear suitable, 
including the deletion of existing objects, the ascription of 

particular characteristics to existing objects, etc.) 

During operation of the external system, various software 
30 agents provided for the purpose acquire information relating 

to that operation. Each observation that represents a change 

of state for a modeled component or sub-component of the 

external system is reported to the model by the agent, a!id 

the model reflects the change in the corresponding managed 

object. Once such a change occurs in the model, an alarm is 
created, comprising that change and any others which, as 
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described below, are determined to relate to the same basic 
fault that has caused the change. The preferred embodiment 
includes a table or the like listing certain changes which 
are assumed to be root causes (as opposed to being merely the 
effect of same more basic pro~lem) • If the change in 
question is of a type that .is listed in the table, the 
occurrence of the change is provided with a tag that marks it 
as a root-cause event. Also, any managed objects whose 
perfo:cmance may possibly be affected by the occurrence of the 

10 reported change {if that change is a root-cause event), are 
identified, baE!ed entirely on their location in the model 
(graph) relative to the-managed object whose state has 
changed, and on their service relationships (direct or 
indirect) with the, latter managed ·r:>bject. At this point, the 
alarm includes t:tie reported event, its root cause (if 
identified) and the likely consequences. 

A display is provided that shows which managed objects have 
had reported events that are part .of an alarm. Preferably, a 

20 visual indication of any root-cause event is also provided; 
of coµrse, several .alarms may occur during the same period of 
time and are all displayed. The display provides the 
administrator w;th a quick way to see what events are being 
reported, which.ones are likely to be r~lated to each other, 
which (if any) o~ them is of a type likely to be a root 
cause, and which portions of the external system (including 
user groups) are likely to be affected, either immediately or 
soon, by the reported events. 

30 A more detailed d;scussion of the preferred embodiment will 
now be. given. 

For this description, a knowl~dge of object-oriented 
programming is as&Jumed. Also, the preferred embodiment is 
implemented using Sma.llTalk (a few parts·are implemented 
using Java), and familiarity with these languages is assumed 
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as well. Nonetheless, it should be noted that the particular 
choice of language ( s) is not ci'ri ti cal td ·the invention. 

The Major Parts of the Preferred Embodiment 
In addition to the model and the data-gathering 
infrastructure, the preferred embodiment inclu~es a model 
server that maintains the model. An operational data store 
stores any inf o:rmation useful to the functioning of the model 
and not found within the model itself. A Dispatcher 

10 component controls the processing of events by the model, and 
a Factory component generates new managed objects, and 
deletes existing ones, as needed. A Control Data Repository 
(no:cma.lly termed simply the "Control Repository" hereinafter) 
stores necessary control data of various types. Filters are 
provided to detennine what information in the model is to be 
made available to what users of the system, and a Q,isplay is 
used to make that information available in an easy-to-use 
form. A report engine is also provided to generate reports 
as requested by the system administrator. 

20 

Important aspects of the data-gathering infrastructure are 
the presence of one or more agent managers, which create, run 
and ter:minate individual software agents as necessary to 
obtain the required information regarding the make-up and 
organization of the external system (to create the model and 
keep it up-to-date} and regarding that system's activity {to 
monitor operation and provide the users with the required 
information concerning faults and performance degradations). 
Also, the structure of the dynamic software agents themselves 

30 facilitates their rapid creation whenever needed to gather 
any desired infcinna.tion, and makes it possible to design 
agents that will perform new tasks, with a minimum amount of 
trouble for the administrator. 
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The mOdel utilized in the pref erred embodiment of the 
invention contains a·number of bas'ic or primitive types of 
elements: Nodes, Managed Objects (hereinafter, "MO's"), 
Services, Faults, Events, Alarms, and Impacts. A definition 
of each of these terms as used herein will be found in the 
following description. 

·Nodes 

10 The model utilized ·in the preferred embodiment is of 
interrelated objects that f~rm a· network that .. typically 
exists in many dimensions· (this "network" should not be 
confused with the physical network or networks of the 
external system of Fig. 1, and, for clarity, will hereinafter 
be termed the •model network"}. This model distinguishes 
strictly between physical objects and logical objects. A 
physical. object is something that it is p~ssible to stick an 
adhesive label on (for example), or that could be d%'.opped on 
one's foot; any logical function, in cOn.trast, is considered 

20 

30 

as a· logical object·. For example, while the object that in 

lay parlance would be.called a: modem is a physice1;l object, 
the function thereof. is considered a logical object in this 
model, a logical object that runs on the physical object. 

The basic level of categorization of physical devices that 
form the gear of the exterrial system, is termed a •node". 
Fig. 2 illustrates one example of a· node, and shows the 
relationship between some· basic logical c0mponents and. the 
physical components. (In that Figure, rectangular boxes 
denote physical objects, ovals, logical objects, and arrows, 
services, with the direction of the arrow indicating which 
component is providing the service to which.) All nodes 
contain boards, on which sit ports, which enable physical 
media to transmit info::rma.tion to and from the node. The 
first logical level above the port is the interface, on which 
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a network protocol runs. The Internet protocol is one 
example of a network protocol, while Ethernet and token ring 
interfaces are examples of interfaces. All nodes have 
operating systems running on them, which OS's provide system 
services to the interface and network protocol, as well as to 
programs. one or more interfaces provide interface service 
to a network protocol, one or more of which provide routesVia 
·services to a subnetwork. A network is a collection of one 
or more subnetworks. 

Bxamples of nodes include a computer, a hub, a printer, and 
an Internet router. 

A node that is a computer has some additional properties, and 
offers a more richly varied set of application services than 
do router or hub nodes (see Fig. 3}. Examples of such 
application services are programs such as database servers 
and databases. Computers typically contain locally and 
remotely attached physical disks, which are organized by 

20 means of logical file systems. 

Managed Objects 

Managed objects are constructs of the model. That is, they 
are not themselves part of the external system, but exist 
only in the model. MO's are augmented finite state machines 
that, in some instances, mimic certain interesting behaviors 
of things in the external system. They are useful artifacts 
for explaining sets of facts in the external system in a way. 
that is internally coherent to the model. A MO need not 

30 correspond to something that the external system recognizes 
as or considers to be an item or unit, but exists solely 
because it is deemed useful to the model. For example, a MO 
might very well be created to correspond to a seemingly 
random grouping consisting of a particular printer, a 
particular database and a particular I.AN" hull. According to 
the preferred embodiment of the invention, MO's can represent 
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users of the external system, business work groups ·or other 
organization entities that use portions of the external 
system. 

It may be useful at this juncture to emphasize that the term 
MO is not used herein in exactly the same way as defined in 
the CIM (where "MO" refers to the "actual item in the system 
environment that.is accessed"). That is, a MO in the CIM 
sense is directly referential (refers. direct·ly to something 

10 in the external system that existed before being incorporated 
into that system) , and·. is· a proxy for that entity. A user or 
application interacts with the object in place of interacting 
with the underlying entity itself. In the present invention, 
on the other hand, ·i!l MO is only indirectly (if at all) 
referential. Th,e model itself represents the interrelated 
system of devices and applications that make up the external 
system; there is not necessarily any exact analogy in 
element-to-element relationships, however, because not all 
elements recognized by :and making up part of the external ·· 

20 system need to be in the mod.el, nor are all elements in the 
model things recognized as. entities by the external system. 
MO's in the present invention are constructs of the model -­
that is, are defined in terms of their function within the 
model -- rather than constructs of the external system that 
are represented in the application. In typical CIM modeling, 
if the state of an existing MO changes, the model knows of 
that change directly. In the preferred embodiment of the 
present invention, in contrast, if the state of an existing 
MO ~hanges, the model learns of that change through an agent 

30 (discussed.below) which has captured or deduced the change, 
packaged it into a message, and sent the message to the 
model, and thus allowed the model to respond to the message. 

This approach provides three advantages: · 
1. . The model can contain represeni:::ations of 
resources that do not have the proper 

Iii i 
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instrumentation to interact directly with a proxy 
in the model but information concerning the 
performance of which can be derived through 
inference (e.g., a passive hub); 
2. The representations in the model can be 
changed independently of the things they represent 
(e.g., the types of information present in each MO, 
or in some MO's, can be redefined during runtime, 
thereby creating a new model in place of the old 
one, without having to interrupt the running of the 
model program, or having to restart or reinstall 
the software; this flexibility is an important 

·feature of the preferred embodiment); and 
3. The model can accept systemic events -- for 
example, the additi.on of a new MO, the loss of an 
existing one, or an equipment upgrade in an 
existing component of the external system -- that 

cannot, by definition, have a MO as a proxy. 
This approach, thus, provides the preferred embodiment with 

20 the ability to represent all objects and relations that could 
be represented using the CIM approach, and a large number of 
others that are not and cannot be accommodated in CIM. 

Services, Sessions and Paths 
A service, as the term is used herein, is a labeled, directed 
relationship between specified MO's. Sexvices may be either 
coq:mtatio.z:zal or fu.z:zcticmal. Computational services are 
those which exist to create the fabric of the COD'l>Uting 
ensemble {the external system}, for example, services 

30 perfo:rmed by.the OS in a computer node, opening and closing 
files, controlling a display device or a printer, etc. ·(In 
other words, computational sexvices are those that s~rve to 
construct an effective distributed computing ensemble 
regardless of any use that the owner of the system might put 
it to.) Functional sexvices are those which exist to satisfy 
the needs of higher-level objectives (not necessarily 
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computational ones) -- for example, getting data from a 
database to learn the numbe~ of toinatoes consumed per capita 
in Paraguay over the last five years. Functional services 
correspond approximately to·· a naive notion of •session" (that 

. . i . . 

is, involve a· coordinated exchange of in:formation between 
nodes using conversational techniques). 

·rt must be realized that there may not necessarily be only a 
single relation between twa:MO's. A single pair of MO's may 

10 have multiple S~rVice relations between ·them. They may each .. 
provide one or mo~e services to and cons\l1lle one or more 
services from the other. For instance, an operating system 
could provide bot~.file sys~em service aild runs service to an 
application. And 'a given s1arvice need not always behave in 
the same manner. · For instance, assume that. a router delivers 
data that is destined for video application v as well as for 
financial market.data information apPlication M. V can 
function perfectly adeguateiy with a loss of 5-10% of 
packets; M cannot.· The preferred embodiment of the 

20 invention distin~ishes these two tolerances in terms of 
service expectatians. ·Thus; the service relation between the 

' . . router MO and the MO corresponding to application v is not 
the same as that·~tween the MO's corresponding to the router 
and application M. 

A path is the set of·MO's that offer the necessary 
intermediary compl.1tational services to realize a functional 
service. It should be noted that· a functional service is 
decomposed intolower-level'cbmputational services; 

30 computational services, on.the other hand, implement 
functional services. Suppose, for example, that a 
distributed datal:>ase server:·needs to receive requests from 
its clients and.return result sets to them. To receive 
remote requests, it needs t() make use of·inte:rmediate network 
facilities connec~ing it to, its clients. ·In terms of the 
model, we say that the database server MO needs 

.I Ii! I 
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11 networkAccess 11 services from a MO on the.same node. If the 
IP network protod6l MO on the'hatabase s~~er's node offers 
networkAccess services, there is a match. The IP MO, in 
turn, needs interface services from a network card on the 
same computer. If the network card MO on the computer offers 
interface services, there is a match. And so on all the Wa.y 
down the chain of connections that deliver network services 
to both database and client, and ultimately allow there to be 
a session between them. The path is the chain of functional 

10 connections that allows delivery of services. 

If the model were to realize and display simultaneously all 
such service relationships, the result would be a snapshot of 
the internetworked MO's at that moment, i.e., a map of the 
paths of the network at that moment. In the terms of the 
present invention, the model is an emergent property of MO's 
and services, and is not itself the ma.in focus of what is 
being done. 

20 It should also be noted that functional services and paths 
vary independently of each other. For example, suppose ·that 
a client application clientA connects to its server "serverx" 
via IP, while another application client• connects to the 
same serverx via the Internetwork Packet Exchange protocol 
( 11 IPX 11 ). Both receive database service from the server. 
Since a path is a concatenation of computational service 
links, by definition one path is determined by service "IPX 
service•, the other, by service "IP service•, and so the two 
paths are different. 

30 

Agai~, suppose that a database-using application runs on a 
~obile computer. When the computer is at its docking 
station, the application converses with the databases through 
the LAN using synchronous IP protocols. When the computer is 
away from the desktop, the application converses with the·· 
databases through asynchronous store-and-forward queues that 
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are realized over a dial-up point-to-point protocol 
connection. As far as.the.application is concerned, it 
expects and receives the same database service, and yet the 
path over which the service is realized, is quite different. 

The same point can be considered informatively from the 
viewpoint of the lifecycle of information within the 
·invention. Paths are a necessary concept for computing the 
impact of physical and lower-level logical failures on 

10 higher-level services. services, on the other hand, 
categorize the kinds of relationships that make up the system 
at increasing levels of abstraction. Services, therefore, 
create a dimension of impact analysis from differing 
perspectives. For example,· suppose it is desired to know how 
reliable database service is for some given set of disparate 
users. categorization by service allows the model to cut 
simply across different database service providers and to 
provide an aggregation of both fault and impact data for that 
service. 

20 

Faults, States, Bvents, Anomalies and Performance 

DegradatiollS 
Any detected change of an individual managed object's state 
to some undesirable value is a 0 fau1t". CA MO's state is 
simply the set of values that its various attributes have.) 
An event is a representation of a fault in the model, or of 
the inverse, a recovery from a fault. 

Many resources (parts of the external system) report their 
30 faults, whether through spontaneously recording to a log, 

emission·. of traps of the type provided for by the Simple 
Network Management Protocol. ("SNMP 11 ), or in response to an 
active request for information on performance. Some 
resources, however, are not constructed with the ability to 
report their own state spontaneously, and are not 
instrumented to respond to a polling request or the like; 
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this necessitates fault inference. What this means is simply 
that the model infers that a fault exists. Passive 
monitoring techniques such as pinging a task or device, give 

the barest of information, essentially only whether the task 
or device is still running in the system. 

Performance metrics offer another source of information. By 
analyzing such data with a variety of statistical tests, it 
is possible both to anticipate faults and to interpret skew 

10 conditions as .faults. Su.ch analytically-inferred or 
-anticipated faults are termed "anomalies". 

In addition to actual faults, and anomalies, performance 
degradations are also of interest. These are changes in the 
state of external system resources that hinder, but do not 
destroy, the ability of themselves or other parts of the 
external system to perform their required tasks. 

Zlz!pacts 

20 Faults and anomalies are adequate for component ma.na~ement 
because they report on the health of each component of the 
external system taken in isolation ( 0 component" here is to be 
taken broadly, including either hardware or software, but 
always refers herein to an element of the external system) . 
Service-ori~nted management also demands knowledge of 
impacts. An impact is the description of a disruption in 
service for some portion or user A of the external system 

owing to a correlated disruption in service of some portion 
B. For instance, a database suffers sympathetically if a 

30 business application cannot reach it owing to router failure. 

More simply, the router fault has an impact on some database 
sessions. The external system itself is unaware of the 

impact. Rather, the known relevant information (i.e •• after 
all the other extraneous information is stripped away) is 
likely to be: 

The router registers a fault through an SNMP trap. 
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The application may register a fault in that it 
cannot receive data -- or the end user will 
telephone either application support or database 
support to complain. 
The database probably registers no problem. 

Database support needs to know about impacts as well as true 
database faults (disk full, program crash, etc.). If there 
·is no use of the concep~ of impact, then when an affected 
user callsdatabcl.se support, the support person is likely not 

10 to know of the pl;"oblem and will have to begin a second effort 
researching current conditions. If an operation system 
determines impacts, on the other hand, then the database 
administrator wi1l have received information that a 
malfunctioning router may be hampering some users' database 
access, and can anticipate·. users' · calls~ 

From the foregoi~g, ·it will be clear that the ability to 
manage impacts presupposes the reporting of faults, as well 
as the ability to correlate disparate fault reports (events). 

20 Impacts, as used herein, are the outcomes of applying some 
reasoning system to a directed graph of known faults. 

Fig. 4 provides anil.lustration of the overall flow of 
information in a· model constructed according to the preferred 
embodiment of the present invention. That Figure includes 
both a partial view of the external system (the "Network 
Fragment" in the right-hand portion of the Figure) and a 
portion of the model. 

30 Incidents 
During the course of normal operation, managed resources (the 
elements or components, including both hardware and software, 

. . . 

of the external system) suffer faults and perfonnance 
degradations. New managed resources join the external 
system, others leave the system, and oth~rs change their 
configuration relative either to themselves (e.g., an 

l:i I 
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equipment upgrade) or to other resources in .the external 
system. All thes~ systemic •' oc~urrences ~ri1 be termed 
incidents. 

One main purpose of the invention is to convey information 
spontaneously about incidents that affect any end user's set 
of interests. A user's interests are defined by a set of 
managed objects, as well as by the functional perspective the 
user has on that set (e.g., business user, administrator, or 

10 application support). To accomplish this goal, the model 
must reflect each such change to the external system or the 
resources comprising it and present that information to the 
relevant user(s). 

20 

30 

Several stages of processing must occur in· the invention to 
allow for such reflection. The invention must incorporate 
the following stages in the lifecycle of information: 

1. Raw data: Learn of all incidents. 
2 • Event winnowing: Analyze the informati.on 
received to determine whether that information 
indicates 

a change of state to a MO that must pass 
to the model, 
performance data to store for later 
examination, or 
just "noise" to discard. 

3. Event association: Convert the representation 
of interesting events into the model's own event 
fo:r:malism so that it can act on them.. 
4. Bntry to model: Determine if the event marks 
the addition of a new MO (and if so, inform the MO 
Factory component to construct the new MO), or· 
a change to a known managed resource (and if so, 
inform the Dispatcher component to notify the 
corresponding MO of the event,· or performance 
metrics about some managed resource, and inform the 



10 

W099/49474 PCT/US99/06669 

-26-

Operational Datastore component to insert this new 

material). 
s. Impact/root cause analysis: Determine the 
systemic, or contextual, significance of condition­

changing event(s) (that is, determine the effect on 

the condition of the overall system that results 

from the specific event). 
6. Persistence: Store persistently a completely 
associated set of events that it has cacegorized as 

an alarm. 
7. Information filter: Organize and categorize 

·information about which MO's have changed state 

either of their own accord or sympathetically to 
ambient conditions, filtered according to user 
interests and.entitlements. 
8. User display: Make the fact of change, and· 
the information as to whether it occurred of the 
MO's own accord or is a sympathetic reaction, 
available to its viewers according to preselected 

.20 (but redefinable} groups of MO's (business uriits, 
for example) • 

Steps {l) through (3} are ·performed by the data-gathering 

infrastructure, while steps (4)· through (7) occur in the 

model and related components, an step (8) is performed by the 

display system. 

Network Fragment Containing·.Managed Resources 

As described above, the model monitors the operation of, and 

faults occurring in, the set of managed resources that 
30 constitute the distributed computing ensemble (tli.e external 

system). A fragment thereof, shown at the right in Fig. 4, 

is shown enlarged in Fig. 5 (Diagram 4) . This exemplary 

fragment contains a network N1
, to which are connected a 

router R1, a hub H1 and three computers C1, C'- and CJ. 
Database D1 runs on computer C1 • Applications A1 and A2 run on 

Id I 



W099/49474 

-27-

computers c2 and<::, respectively. 

to networks N2 
I N3 and N'. 

PCT/US99/06669 

Router R1 also connects 

Fig. 6 illustrates a portion of the preferred embodiment of 
the invention. The two subcomponents illustrated here are an 
agent manager and the model server. 

An agent manager (of which any required number may in 
principle be provided) contains multiple dynamic agents 

10 {"mobile" programs to perfo:r:m specified tasks} , indicated 
here as d1

1 d2 and d3 • An agent manager may exist without any 
dynamic agents in it, or may contain up to some specified 
maximum number (in the preferred embodiment, this limit is 
64; the invention.is of course not limited to this value). 
These dynamic agents use such known mechanisms as file 
tailing, SNMP polling and SNMP trap receiving to monitor the 
managed resources in the external system. Monitoring amounts 
to performing two activities: 

20 

30 

(1) capturing messages that devices or applications 
in the exte~l system have emitted spontaneously; 
and 

(2) collecting performance metrics of applications 
or devices in the external system. 

The desired res.ult of monitoring is: 
to reco~ize the onset or terminatio~ (hereinafter 
sometimes termed the "offset") of faults by 
interpreting the messages a device or application 
has emitted; and 
to detect the onset or offset of anomalous behavior 
by performing quantitative analytic tests against 
performance metrics. 

Dynamic agents formulate the results of thelr analysis in 
terms of formal message objects of the model (events), and 
return those events to the model (this process of event 
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return is explained·in section relating to the data-gathering 

infrastructure, b.elow) . 

Fig. 6 provides_, high-level perspectiv~·of how events can 

take three dif f~~ent paths ~rom an agent manager to further 
. . . . . ~ 

processing, by e$ther the model server tjr the Operational 
·' .. 

Datastore, deperi,~ng on the e,vent. More: detail is given in 

·the following pa~~graphs. 
·'·.· 

10 Fig. 7 illustrates how events that report the discovery of 

some new ~ged ·resource are directed to the Factory 

process, f 1 of mOdel server m1, ,which then generates a new MO 

for the model, in this .case mo'. That.is, if an event enters 

the system for a:managed resource for which there is no 

corresponding MO,· Dispatcher i 1· notifies< the Factory f 1 of the 

need to create a·new MO. 

Fig. 8 illustrates how events representing reported and 

detected faults go to the Dispatcher component i 1 of model 

20 server m1 , which then directs the event to the corresponding 

managed object, in this case mo6 • 

All performance data, including data that shows no detected 

anomaly, goes directly to the Operational batastore ods from 

which a reporting engine r 1 is able to derive reports to 

fulfill users' needs. 

In the preferred embodiment, all MO's adhere to a publisher­

subscriber pattern. In such a pattern~·one dedicated 

30 component takes the role of a publisher, and all components 

dependent on changes in the publisher are termed its 

subscribers. The publisher maintains a registry of its 

current subscribers. Whenever a component wants to become a 

subscriber, it u~es a subscribe interface, offered by the 

publisher. Whenever the publisher changes state, it serids a 

If! 
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notification to this effect to .all its . s.~s(::ribers, which in . ''. :.: ·,. . . ';':?f:'.::·:~··:\ . 

turn retrieve the changed data at their. discretion. 

In the present invention, a MO is said to publish a state 
change it has undergone to its dependents (i.e., the list of 
MO's that subscribe to it),. and is said to subscribe to the 
state changes of all its supporters {i.e., the list of MO's 
·it subscribes to). All MO' s have at least one relation with 
at least one other MO, which relations can be thought of as a 

10 "tree-like" graph whose nodes are the MO's and whose edges 
are the publisher-subscriber relations among those MO's. 
Bach of those graph edges is thought of as a vector (i.e., 
has a direction), pointing from the supporter (publisher) to 
the subscriber. 

The messages MO's pass to one another in their publisher­
subscriber relationships are state changes that result from a 
MO's receipt of an event. In the preferred embodiment, that 
is, a change in a MO may result in a corresponding change in 

20 one or more of that MO' s subscriber MO' s. These changes, in 
turn, may result in changes in still other MO's. In effect, 
the model traverses the directed grap~ referred to above, 
starting from the MO corresponding to the resource from·which 
the occurrence was reported, to the edge of the graph in what 
may be termed the 11 leafward11 direction, that is,. in the 
direction from parent (publisher) MO to child (subscriber) 
MO. In addition to this, however, the model also traverses 
the graph in the other direction ( 11 rootward"), to find other 
MO' s that may have undergone state changes. Of particular 

30 interest here are root-cause events, that is, events that 
inherently are basic faults themselves, and not just 
syizpathetic events, the consequences of other events. (Those 
types of events which are treated as root-cause events are 
listed in a table in the Control Repository.) The 
encountering of a sympathetic event indicates that the 
rootward traversal is still navigating inte::cmediary points. 
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Thus, rootward traversal moves processing toward a root 
cause, and leafward traversal towards systemic impact. 

Suppose that a disk drive connected to a computer node fails 
in the external system. Applications depending on the drive 

will stop functioning also. Both the disk drive and 
(probably} the a~plications will emit error messages. In the 

·model of the pre~erred embodiment, the disk drive MO receives 
a message indicat.ing an event that is inherently a root-cause 

10 event (the. disk 4ri've failure), and emits a state change' 
message to its dependents, including the ·MO's for the 
applications in question. The appl·ication MO' s consequently 
change their sta~e. In this case, the model is predicting 
that the applications will feel the impact of the disk drive 
failure, and the invention labels the application MO state 
changes as impacts. 

Suppose further that a dynamic agent independently captures a 
· report emitted by one of the· app1ications about its inability 

20 to gain. access to·· needed data (for example) . Within· the 
model, the MO c~~responding to that application receives a 
message indicating an event·. that is inhe-rently a sympathetic 
event. It searches for an associated root-causeevent by 
searching among those MO's supporting it for any that holds a 
root-cause event: (i.e., for any that has received a message 
indicating the occurrence of an event of a type that is 
inherently a root-cause event). In thi~ case, the model is 
corroborating the impact it has predicted. More importantly, 
the model is associating apparently disparate sympathetic 

30 events by associating those events with·root causes, in a 
·rootward . traversal. If no root -cause event is found, the 
operator cannot,. of course,· be given a clear identification 
of the basic problem, but can still be provided with the 
enormously useful.information as to whic:h of the various 
incoming events ~re reiated to each other and what their 
likely impacts will be. In addition, the identification of 
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the MO's that are involved in ~uch a groqp.of related events 
will likely facilitate the eventual identi~ication and cure 
of the fault. The cluster of such events is termed an alarm. 
(If the cluster does not contain a root-cause event, then the 
cluster is said to be a proxy alarm, until such time as a 
root-cause event is reported.) 

·suppose, for example, that multiple nodes in a given portion 
of the model receive apparently independent events that are 

10 in fact due to the same underlying cause. An alarm is the 
abstract container of allassociated root-cause events. The 
alarm is also the primary unit of display of what is going on 
to the administrator. Using alarms constrains the flow of 
information to the administrator using the invention, and 
thus allows the administrator to focus on the root cause 
rather than on all the varied presentations or manifestations 
of it. 

A viewer other than a system administrator (e.g., application 
20 support, an IT manager or a business user) has a different 

basic level of categorization of events than the 
administrator does. The general rule is that the viewer's 
basic level of categorization is the focus of that viewer's 
interest. For the administrator, that is the root cause; 
for application support, that set of applications she is 
responsible for in a given deployment context; for a 
business user, that set of resources she interacts with 
directly (applications, printers, etc.). The impact. is the 
alarm equivalent for non-operational perspectives -- that is, 

30 while ~he operator is interested in the alarm (which is 
handled in such manner as to direct attention to the root 
cause), the impacts are handled in such manner as to present 
to other users the information of most interest to them. 
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Alarm ·Crea t.ion 
Fig. 9 illustrates the life!:ycle of an event from the Model 

Server dispatcher process to alarm formation. As shown, a MO 

passes messages about its state changes to MO'S that depend 
on it (leafward traversal),.or onwhich it depends (rootward 

traversal). Rootward traversal terminates when it encounters 

a node (MO} with a flag set.that indicates that the latter MO 

has received a message indicating a root cause. Leafward 

traversal terminates on exhaustion of the tree (i.e., when 

10 there are n6 more leafward nodes to go to, traveling along 

the relationships from the root-cause MO}. The collection of 

sympathetic leaf events and.their underlying root-cause event 

together create an interaction:history known as an ala:r:m. 

The description of the root".' cause event _labels the alarm. 

The Dispatcher receives a reference to an event from the 

Control Repository, values to fit into that frame, and a 

reference to a MO. .If the Dispatcher does not recognize both 
the MO and the associated event; alarm processing is 

20 finished. Either. the Factory needs to create a new MO or the 
model server needs to log that it has received an unknown·. 

event. Otherwise, the MO constructs the event by fitting the 

parametrized data that it has received into the event frame 
it has retrieved from the Repository. 

30 

If the event is not of a type that is ordinarily a root-cause 

event, ·then the MO checks against its set of active 

supporters and adds the event to any active alarms in that 

set. 

On the other hand, if the event is one that is ordinarily a 

root cause, the MO checks to see if it has an active alarm. 

If not, it creates an alarm; otherwise, it adds the event to 

an existing alarm, and the text of that alarm is changed to 

reflect that the root cause has been identified. 
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The addition of ~,!:new alarm or .. an update:): .. o an existing one 
causes publication of change of states df kl.1 objects that 
subscribe to a1a:cms (filters, which are discussed below). 

Filters and Displays - - Getting the I.n.for.matio.n to Users 

Processors called filters, .represented in Fig. 4 as fi 1 and 
fi2 , are sensitive to alarms according to configurable 
·criteria. Each filter stands in subscriber relationship to a 
given set of MO's. In essence, a filter is a set of 

10 inclusion criteria for selecting MO's with which the given 
set of MO's should enter a subscriber relationship. In their 
role as subscribers, the filters receive messages when alarms 
associated with MO's in their inclusion-list change state. 
The filters then alert the view applications of user stations 
(us1 and us2 in Fig. 6) of the alarms. The view applications 
sit in a subscriber relationship to their filter, which ·. 
publishes its own state change, i.e., a new alarm (or a· 
modification of an existing one), to the viewer applications. 
When the viewer application receives the update message,· it 

20 updates its display. The user can double-click on the alarm 
display to see the underlying events behind the alarm. The 
exact arrangement of this display is not critical, as long as 
the user or operator seeing the display is provided with the 
requisite information about what is happening. 

The Data-Gathering Infrastructure 
The data-gathering infrastructure of the·preferred embodiment 
is a f1exib1e, reusable provider of data collection and 
distribution services. This infrastructure is entirely 

30 independent of the model logically, functionally and- in code 
base. Both infrastructure and model, however, are parts of 
the preferred mni,odiment. The description that follows is of 
a computational mechanism that has multiple functional uses 
within that embodiment. 
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The three main uses in that embodiment are: 

discovery of things in the external world, where 

the customer of the information is the MO Factory 

component; 
collectors of information about the conditions of 

things in the external system, where the customers 

of the information are the MOs; and 
collectors.of informa~ion about things iri the 

external system, where the customers of the 

information are the end users of the preferred 

embodiment. 
These are not 1:lJ,e full range.of possible uses of the 

infrastructure, but ,simply representative uses. 

Maj.n purpose o:f the data .. gathering infrastructure 

The.model contains relatively little knewledge about the 

things that· makeup the eXternal system, ·and most preferably 

has as little s~~h knowledge as possible, knowing only the 

kinds of relati9nships the componen~s of the external system 

20 enter into. To.get that information, the model must rely on 

the infrastructuz:-e, which does have! the requisite abilities. 

The infrastructure takes, as illl>ut,, aspects of the essential 

characteristics of the things th~selves. (the intensions), 

and produce as .. output .. aspects of the external characteristics . . 

of those things (the extensions). The model thus requests 

services from the infrastructure. ·'l'he infrastructure does 

not need to know anything about the model's implementation -

it only needs ~nstructions.of what to c~llect and what to 

emit. Enterprise management, consolidat~d financial data 

3Q feeds and messaging services are just some examples of 

possible models that could take.advantage of the identical 

data-gathering infrastructure, differentiated only by the 

specific instructions it follows (that is, the data-gathering 

infrastructure has many applications 0th.er than with a model 

of a distributed computing ensemble, as· in the preferred 
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embodiment, and this aspect of. the inv.ention, is not limited 
.. -:..:,!,.~·:... . . .... A: ' .. ::~·:i.i~~;~~~l~··;·. 

to use of the inf·t~structure with such a{tncidel) . · 

Goals of the data-gathering infrastructure 
Some particular goals that are achievable using the 
architecture: 

24 hour a day, seven day a week availability; 
extreme flexibility in dynamic configuration and 

reconfiguration; 
fault tolerance of data collection; 
independence of the infrastructure from the model; 
parallel processing of data collection; 
distributed location of data consumers (i.e., 
multiple model instances); 
ability to cascade information emitting from data 
collectors; 
seamiess availability across multiple platforms; 
ability to execute user-provided stored procedures 
in both ad hoc and programmatic contexts; 
high throughput; 
authentication and authorization security; and 

easy extensibility to new environments and models 
(i.e., a portable infrastructure pattern that can 
be reused) seamlessly for, say, models of factory 
flow). 

Structural components of the data-gathering infrastructure 

The main housing of the data-gathering infrastructure is the 
Agent Manager. An Agent Manager is an application written in 

30 Java, and runs as a stand-alone address space. 

There are seven first-order components of an Agent Manager in 
the preferred embodiment. Four of them.are intrinsic 
components, by which is meant that the rationale for their 
existence derives from demands of Agent Manager processing 
itself. The other three are extrinsic components, that is, 
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compcinents·whose rationale for existence derives from demands 
placed on the Agent Manager by the macroarchitecture of the 
preferred embodiment. 

An unspecified n~er of dynamic agents (from none to an 
architecturally unlimited, .but practically limited number) 

. ' . . 
may run in the same Agent Manager address space. To host 
·dynamic agents, Agent Managers need additiona1 components 
that fall into three categories: 

control communication with other ad~ress spaces: 
inforniation:cOmmun.ication with other address 
spaces; and · 
internal housekeeping. 

The Agent Managers function as the gateways into the ma.in 
processing area of the model of the preferred ·embodiment. 
The primary function of the Agent Managers is to perform a 
preliminary analysis of uninterpreted (raw) data. 

20 Such data can arise from two sources: 

30 

1. the managed resources report their own 
.· condition spontaneously through such mechanisms as 
recording·messages in system logs or emitting SNMP 
traps: and 
2. some intermediary agent infers.the condition 
of the managed resource by observing its external 
behavior (e.g., CPO corisumption, paCket loss rate} 
that are detectable through such mechanisms as 
polling of S~ Management Information Blocks 
(MIB's), or retrieving system management metrics 
from the control blocks of the relevant OS. 

Preliminary analysis by an .Agent Manager results in three 
possible outcomes, in which the data can-indicate, 
respectively: 

Iii: 
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1. that some change of.11Jtate has 9cc;:urred to a 
known MO {either a shift .,from norma.rfo anomalous 

behavior, or a return to normal) ; 
2. that the model should create a new MO to 

... ' .. represent a previously unknown managed resource; or 
3. that a known MO is behaving appropriately, and 
its perfo::raance data should thus just be recorded. 

Broadly speaking, the function of the .Agent Manager is to 
10 analyze the uninterpreted data, determine which of these 

three outcome paths it should follow, format the data 
appropriately to the particular outcome, and route it 
accordingly. 

The architecture of the .Agent Manager comprises non­
terminating reactive programs that interact with their 
surroundings. These programs react to either external 
stimuli (incoming data from various sources) or internal · 
stimuli (control data from other components of the external 

20 system) • This control data instructs dynamic agents 
(described below) about what kind of data·to acquire, how to· 
analyze it, and where to pass it. The Agent Manager learns· 
from control data what dynamic agents to stop, start or 
update. 

The control infrastructure of the preferred embodiment 
follows a data-driven architecture. The implementation.of 
functional components does not have a, one-to-one 
correspondence to address spaces, or even to objects. In 

30 some cases, the method of an object might implement the 
function, while in others implementation may be by means of 
an independent address space. What is important from the 
overall architectural standpoint is the set of functions 
themselves. 
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The Control Reposi to.z:y provides a· central storehouse of 

control. infonnation1 which must flow through the system in an 

appropriate way. This flow Of control c;iata CO:ilstitutes a set 

of "control convez:sations 11 ·among functional components. 

These types of' "Conversations" are illu~trated in Fig. 11, 

and include: 
1. Contro~ Repository to Agent ·Milnager: mission 

·packages, bundles; 
-~ 

2. Agent Manager to instruction set: attribute list 

10 of parameters; 
3. Agent ~ger to ·~ensory monitor: attribute list 

of parameters; 
4. Agent Manager to analyzer: attribute list of 

parameters; 
s. Model server to A~ent Ma.nagerr ad hoc requests, 

updates of. running modules;: 

6. Model server to Control Repository: requests for 

bundles to impl.ement ad hoc: requests; 

7. Oser station or Ill()del to mode1 . server: requests 

20 for active data~ .. • requests f°or monitor services (ad hoc 

modules); 
a. . Oser station to Control Repository: listing 

' ' 

currently available module~. (scripts) tl:iat can be run, their 

· description and their parameters (it should be noted that · in 

most cases this. is likely an indirect conversation mediated 
' 

' 

by the server};····· 

9. Administrative station to Control Repository: 

overall model con,figuration, module insertion, update, 

reporting; etc •. ·· ·. 

30 10. Control Repository to warehouse extract-translate-

load:. instructions for maii:itaining roll:-U.p data model based 

on raw information. 

Fig. 11 illustrates the division of the functional components 

of the Agent Mari.ager into those with an intrinsic rationale 

and those with an extrinsic rationale. Among the fo:rmer ·are: 

.,,.,: 
: I : 
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control and coni;~guration hanfJ.ling, int~::.;:,,._t.hread queue 
framework, commu~ications handling, and>'f~~ead handling. 
Among the latter are control of the instruction set, control 
of sensory monitors, and control of analysis. These various 
functions will be discussed in what follows. 

Configuration handler 
'This function is to receive mission packages and both ad hoc 

and persistent bundle requests from consumers, and to 
10 instantiate those requests from the Control Repository. 

Inter-thread queue framework 
This function is to provide low-level semaphore, mutex and 
asynchronous queue services to allow threads to provide 
parallel processing and object sharing as necessary. 

communications handler 
This function is to provide a mechanism for passing collected 
information out from the Agent Manager, and collecting 

20 information from other Agent Managers, as described below. 

Thread handler 

This function is to manage (start up, stop and monitor) child 
threads that are perfonning services for the model or other 
end consumers. 

Control communication 
Agent Managers bind to the rest of the data-gathering 
infrastructure through a series of conversations with 

30 ne~ghboring components (these are software components of the 
infrastructure, and should not be confused with the hardware 
and software components that make up the external system). 
In control conversations, software components of the· 
pref erred embodiment pass to one another runtime messages or 
system metadata whose function is to pass control from one 
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point of processing to the next, thus effectively binding the 
functions of the distributed system tO'gether. 

The configuration.handler subcomponent is·responsible for the 
conversation between the agent manager and the Control 
Repository. It r~ceives assignments for· the running instance 
of the Agent Manager (data structures called mission 
packages) • These· assignments include: 

names of thf!: services that the co:mmUnications 
handler will use to fit itself into the cascade; 

and 
bundle execution data structures~ comprising the 
Instruction· Set and .Analyzer scripts that dynamic· 
agents will run, and types of SelisoryMonitor the 
Agent Manage~ needs to start up. 

Because the conf~guration handler accepts external interrupts 
with control data., its presence· allows dynamic 
reconfiguration of the number, type and assignment of dynamic 
agent in any given Agent Manager. 

Informaeiem communication 
In information conversations in the preferred embodiment, 
Agent Manager cariPonents·pass the information their dynamic 
agents have collected to th~ model. 
this passing of information does not 
pref erred embodiment is organized to 

As al.ready inentioned, 
need to be direct. The 
allow a cascade of 

information to enhance load balancing and ensure that dynamic 
agents run close;to their managed resources, and at the same 
time to diminish the number of direct connections into the 

30 model server. ·In a cascade, Agent Managers are configured in 
a tiered tree pattern. Only the Agent Managers at the root 
of the tree pass their information directly to the model 
server; all others pass to'; the Agent Manager node in the· 
next level. Each Agent· Manager is, then, potentially a 

passthrough as well as an originator of data. In this way, a 
heavier stream of data reac~es the model than it would with 
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point-to-point c,oi;mections, b1,1._tt<fewer co~cµ~rent interrupt 
points disturb th~ -·model• s proc~ssing. Th~:· communications 
handler subcomponent is responsible for transmitting 
information messages from an agent manager, and receiving 
messages coming in from another agent manager lower in the 
cascade. Communications handlers communicate using CORBA 
CosBvent channels and find each other through CORBA CosNaming 
·services. These commercial infrastructure component~ allow 
agent managers and servers to be in a fully dynamic 

10 configuration. Bach of these components needs know only the 
name of its higher node, not whether that node is a fellow 
agent manager or a server. This can be expressed 
architecturally by noting that only the 
information-message-passing behavior needs be exposed to the 
data collection component, not the intrinsic behaviors of 
either server or agent manager. Communications handlers have 
two subcomponents themselves: Inbound and Outbound Handlers. 
As their names suggest, Inbound is responsible for receiving -­
incoming information from other agent managers, OUtbound·for' 

20 passing to the next node in the cascade. Reconfiguration of 
the agent manager topology is dynamic. An administrator· can 
add new assignments, delete existing assignments or change 
the behavior Of existing assignments Of any dynamic agent 
plant during runtime. 

Internal housekeep1ng 
The first portion of the internal housekeeping functions 
relates to.inter-thread queue infrastructure. 

30 Inter-t:bread queue infrastructure 

The Agent Manager is implemented as a set of parallel 
processing threads that divide the work of the Agent Manager 
functionally. Bach thread runs according to an "active 
thread 11 strategy -- that is, each is in a non-terminating 
main loop that accepts state-changing.in~tructions from 
external interrupts. Joining the threads are asynchronous 
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event queues and a synchronization mechanism based on waits 

and interrupts. The set of synchronization techniques is the 

inter-thread queue infrastructure. 

Thread handler 

A mission package contains the configuration information for 

a number of differ.ent Agent Manager functions. When it 

enters the Agent Manager, some Agent Manager component needs 

to deconstruct it and disseminate its contents appropriately 

10 to the various responsible Agent Manager components. The 

thread handler is the component responsible for starting the 

dynamic agents, and thus receives the dynamic agent bundle 

sections of the mission package. It interprets the incoming 

information, determines how many threads to start up, and 

with what parameters, and then· enters a monitoring phase in 

which it waits for either a dynamic agent to end prematurely 

or a new mission package to arrive~ 

DyJlamic agents 
20 Dynamic agents are thetrue data capture component of the 

data-gathering infrastructure, and so form the bridge between 

the set of data sources to the model and the model itself. 

In the preferred embodiment, the data seurces are the devices 

and applications that the preferred embodiment manages (the 

hardware and software components of the external system). 

DyDamic agents are also non-terminating reactive programs 

that interact with their surroundings. Structural non­

termination does not mean that the tasks stay :i:unning 

30 forever, only that they run until requested to do otherwise. 

The system requests, for instance, that discovery agents 

terminate after they have completed their task. The programs 

react either to external stimuli (incoming data from variaus 

sources) or to internal stimuli (control data from other 

components). This control data instructs the quite generic 

dynamic agents about what kind of data to acquire, how to 

l!i I 
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analyze it, and where to pass it. The Agent Manager learns 
from control data what dynamic agents to stop, start or· 
update. Thus, the Agent Manager plays a critical role also 
in the flow of control data through the system. 

Conceptual arcbi. tecture of -a cfynamic agent 
A dynamic agent bundles three functional components under a 
·single cover: SensoryMonitor, InstructionSet, and ~lyzer. 

Dynamic agents are the metaphoric eyes, ears and nose of the 
10 model. Consequently, the dynamic agent component most 

directly responsible for capturing data is called the 
SensoryMonitor. .. The sensoryMonitor collects data through a 
variety of protocols -- SNMP, fil.e tailing, TTY, to name a 
few -- depending entirely on the mechanism most appropriate 
to the device. The SensoryMonitor is responsible only for 
knowing how to handle the lowest level requests, not for 
knowing what requests to issue, nor how to interpret the 
results. 

20 An InstructionSet is the module function that formulates 
protocol- and device- or source-specific data-eliciting 
messages. 

An Analyzer is the module function that winnows, interprets 
and massages incoming information. Most of the knowledge 
necessary for interpreting the incoming data as impacts must 
reside in the model proper, since only the model has access 
to information about how individual events fit into the 
fabric of the overall managed environment. The Analyzer, 

30 however, can perform first-level acceptance testing for 
messages, and reformat messages into a normalized appearance 
that the model is able to interpret more simply (i.e., assign 
the device- or protocol-specific knowledge to a point near 
the source rather than cluttering up the model with ,it) • 
From the perspective of the Agent Manager, InstructionSets 
and Analyzers are exogenous guests running in the dynamic-
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agent context. Their implementations are artifacts of the 
control component of the modelth8.t pass transparently into 
the dynamic agent (in w~t:. ¢ight.!-be thought of as a kind of 

.... i' . 

friendly Trojan Horse st;r.~t~gy). · .. From the perspective of the 
: ·. ,; . . ~· 

overall processing of th~ dat~-ga,thering infrastructure, the 
dynamic agent provides ~·Q.i~t~~b~ted, possibly remote, 

. ' ...... 
run-time context -for s~ beniilv~qr of the model. The 
·Instructionset ~ Analt~er: ajcpo~e only their external 
behavior to the-Agent Ma:p.ag~:t;;~qd do not need to make their 

10 implementation known in ,' ~Y;::~y:: tlo the Agent Mari.ager. While 
the InstructionSet and ~alyzer·~rk on behalf of the model, 
their instructions are Qiainiy'u:ninteresting to the runtime 
model. They come · rathe~:- ~r&n · ~~ repository instantiation of 
the model. The particular· ~l~ntation of the modules is 

. .. : .. . :·; 
.'· . 

immaterial to the f.unctional ··division of labor. The 
components could all be ;l>tm~l~~ ~ogether as synchronous calls 
to the same .. class~ as mei!thocis' of . multiple classes. or split 
into parallel threads. ·. •· ~e ':: a~cii~ tecture will support 
multiple implementations ~S-S\Jit~the particular context at 

20 hand. 

A schematic illustration.: of making an Agent Manager and 
, :: 

dynamic agents data driv~, is p~ovided in Fig. 12, and the 
flow of control in an Agent Manager is illustrated in Fig.· 

.: .. 

13.' 

Oveniew of Runtime 

When the preferred embodim9lit of.the invention is to be used 
::: :. : -~-: . . . . 

to operate and manage an e~e~a+ computing system, it is 
... ·· .. i ;, . ..• . . . . 

30 . sufficient to install ~ begin "running: it is not necessary 
.. . . ·, ; : ~ . . ·. 

beforehand to customize ~he ~oftware eit~er to the particular 
types of components in t;.h~ ,~~f!plal system, or to the number 
of instances or configura_tion.of:thos~ components in the 

. . . . . .. .· 

actual system, or how the.vil,riou~ component interrelate. 
This is because the pref~rr'~·d· ~mt?odiment · is constructed in 

Ii 
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such a: way that, once it .:~~~~ii~:::~ing, it itself discovers 
the information that it needs conderning the external system. 
The runtime of the pref~rred embodiment includes several 
phases: the discovery phase, the model building phase, and 
the interaction phase (see Fig. 14}. These phases overlap in 
time, and in a sense neither the discovery phase nor the 
model building p~se ever terni;nates, but;.:} ~ather both 

. . i :·; . 

·continue throughout runtime, as changes ar~ made to the 
external system's make-up or arrangement. Each of these will 

10 be discussed in detail in turn. 

I. The D1scovery Phase 
When the preferred embodiment first begins to run, it has no 
knowledge of the particulars of its enviromnent (i.e., the 
external system it is supposed to monitor). All its 
•knowledge• that will be used in learning what it needs to 
know about the particular external system, is initially to be 
found in the Control Repository. This Repository contains a 
lexicon of kinds of modeled MO, and hence an inventory of the . 

20 hardWa.re and software components that, initially, the runtime · 
model of the preferred embodiment can recognize. Th~ system 
adm?nistrator can manually supply the information needed to 
instantiate MO' s for elements or parts of the external system .. 
that are not accounted for by the initial contents of the 
Control Repository. 

The model's first steps are to recognize and represent the 
world in which it operates {the external system}. This will 
include finding the set of devices and applications and other 

30 software that populate the external system, recognizing the 
members of that set as instances of items in the inventory 
(where possible), instantiating objects of the appropriate 
type within the model, and labeling those objects (MO's)_with 
names that reflect their name in the external system. 
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Once armedwith this info~tic::>n~ the model establishes a 
direct~d graph in which the MO'S· :eorm the nodes (it will be 
understood that this graph is of the model, not directly of 
the external system, and that the "nodes" here referred to 
are MO's, and are-not the same "nodes" to which reference· was 
made above in the portion of the Detailed Description titled 
"Nodes 11 ) • .In the directed graph, the relationships between 

·the MO' s characterize and define the edges. Whenever 
_possible, determination of the relationships between MO's 

10 comes about by applying the MOs' procedural knowledge of 
services they consume, services they provide, and systemic 
constraints on those services. For example, suppose that in 
the external system to be managed,· IP services must be 
provided to consumers on the same computer node (this ."node" 
is the concrete type of node referred to initially), and that 
one provider provides those services .to. many consumers. 
Given any IP service consumer application, .the model can 
dete:r:mine that that application must consume IP services from 
a single IP provider on the same computer node (i.e., the 

20 network protocol of that node). In general, it is possible 
to characterize MOS' procedural knowledge as their ability to 
determine their nearest connections based on the services 
they supply and consume. 

To recognize managed resources in the external system as 
exemplars of models that exist in the Control Repository, 
there is required a logical "discovery" process that has two 
primary functions. The. first is beuristic, to identify · 
absolutely that the resource it has discovered is an· instance 

30 of a known type. The.second relates to configuration, and is 
to identify from the configuration information for the 
resource in question, the s~t of relationships it 
participates in (e.g., the MIB tables that reveal the 
interrelations among cards, ports and interfaces within a 
router) . This info:cmation includes specific identifications 

I ii I 
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of the other system compQnents involved in these 
relationships. 

P<:T/US99/06669· 

The discovery process also.needs to.pass the information it 
has learned to the model, so that the mod.el can create the 
required ~nstances of MO's to correspond to the ~ternal 
system resources the discovery process has encountered. The 
·process encapsulates its information into an attribu~e list 
that describes the resource in the terms required by the 

10 model. It passes that attribute list to the Factory 
component of the model server, which draws on the information 
stored in the Control Repository to determine the possible 
services a .MO of this type can provide and consume. (An 

attribute list, as is·well known, is a data structure 
comprising a variable list of labels followed by associated 
values.) It matches this information to the services it 
deduces this particular MO actually is providing or consuming 
{inferred from the attribute list received from the discovery 
process) , thus determining the interrelationships between 

20 this MO and others, and .so, effectively, situating the MO in 
the model properly. 

Creation of an i.llventozy of .:Lnstances 
From the model's perspective, there are two gross categories 
of resource or component in the external "system: those that 
have adequate instrumentation to allow an external observer 
to discover them, and those that do not. Autodiscovezy is 
used herein to refer to the process of gathering the 
inventory of system resources that have such instrumentation, 

30 such that a process can determine their existence and 
identify them properly. The discovery of system objects that 
lack such instrumentation is termed .manual discovezy. 

Autodiscovezy 

During autodiscovery, the model interacts in an unmediated 
manner with the external.system. For the sake of a simple 
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examp1e, this explanatioh w;11·'~~cus on ·the example of IP­

based discovery because it is cl~r and well understood. 
''./ 

A number of figures arereferred'to in this explanation, and 

represent the scune graph ~f Lii. ~~11 segment of an external 

system under management ~Y ~he •. ii)vention, seen at different 

ph~ses of operati~n. Fi.9~ "is cC,ntains a legend.to explain 

·the symbols usedin this'~~aJ:!.ition. AS shown in that 

Figure, a disk with an x ta~ro~s · ~s an unidentified MO. A 

10 · disk with a horizontal b~J:°' ~ci:;-os~it rep~esents an identified 

MO (such disks are label~d to'dj_$tingu:i.~h them from each 

other, the letters used ~or;'. that •:purpose in this example 

including A for applicatj_on, ·c ·+~~ computer, D for database, 

H for hub and R for rout~r~· j_t.will of course be understood 

·that the preferred •embodimerit·. ~s •not limited to managing. 

resources of these or any other·specific types). A solid 

arrow is used to designate a: path'; while a hollow arrow 

denotes a session. A rectaiigle ·encloses. and denotes a: 
business unit. A tag denot~s a service '(B-Service or I-

20 Service), a cloud out1in~,···a''portion of the 'network that is 

not included in the illuetration, and· a ·cloud with lightning 

a reported fault. A square'wit)l rounded· corners and a cross 

on it indicates a root c~uei~, 'and a disk with a diagonal bar 

.·across it, an impact. 
·.···· 

In autodiscovery, .·the criteria for inclusion of MO' s in the 

model might, for example,. c6q,r:L~e a set· of starting network 

addresses for the discovery .:process, together with the 

constraints on the range:of·acceptable addresses that 

30 effectively limit the possible inventory to addresse~ that 

fall within that range. Th~~e ·1iinits are preferably set by 

the system administrator· at.the.time of installation, and so 

permit the administrator to'li~t the breadth of the 

discovery process (for instciuice, it may be decided to limit 

the.initial discovery to ohl.y a:·particular subsystem of the 

overall external> system). · SUch·breadth constraints thus 

.1 
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define which :IP networks a:te: :Te·d> '.b!'i:· discovered, and which IP 
subnets in those iletwork~·-~;~··:to b~ igtiof~d. 

The preferred embodiment' itself sets 'the limits on the depth 
to which discovery is conducted (that is, the information 
actually needed is gathered, but information beyond that is 
not sought). Such depth constraints include the need to 
discover all subnets within the defined breadth constraints, 
all IP routing devices within the breadth constraints, the 

10 physical make-up of the IP subnets, all IP devices within 
those discovered subnets, all media access control methods 
("MAC") of those IP devices, all repeating devices {hubs) 
among those IP devices, the physical co:cnections between hubs 
and other IP devices, all bridging devices among those IP 
devices, and the physical connections between the bridging 
devices and other IP devices. 

After performing such an IP discovery, the model will know· 
all IP subnets that meet the administrator's breadth 

20 criteria, and within those criteria all IP devices and their ·· 
capabilities. Prom that information, the model will then: be 
able to create :r:P network maps that show how the :r:P subnets 
are joined together, create IP subnet maps that show how IP 
devices are physically co:cnected together, and know what 
devices to monitor for health and performance. (It is to be 
emphasized, however, that in the preferred embodiment, the · 
model will not actually include all this information, 
although the information will be used to construct the model. 
If the model later needs some of this information, what is · 

30 required will again be gathered from the external system by 
means of dynamic agents. That is, once the model is 
constructed, only a subset of the available data, and only a 
subset of the originally discovered data, is included in the 
model. The knowledge base for the model is the external 
system itself, and not a separate database, or the model 
itself.) 
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The autodiscovery process includes three phases: protozoan 
discovery, generi~ discovery, and personality discovery. The 
protozoan phase involves identification of discoverable nodes 
(this refers of course to 11nodes 0 in the more concrete sense 
first used above, not to the nodes in the graph formed by the 
program, as the latter only.come to be defined as the former 
are discovered); ~he generic, the association of discovered 
·nodes with standard types (e.g., a MIB defined by a network 
working group's RFC); and the personality phase, which in 

10 the preferred embodiment i~ the association of discovered 
standard types with manufacturer-specific types (i.e., 
proprietary MIB extensions}. These multiple phases are used 
because given dis~overy procedures are able to identify only 
limited·amounts of information. The preferred embodiment 
incorporates preexisting procedures,. but is believed to be 
unique in the way it combines and drives those procedures·~ 
Heterogeneous procedures that were evolved independently of 

' . 

each other, without any unifying design concept or strategy 
to ensure their ability to co-exist.and cooperate, do not 

20 necessarily flow easily from one into.another.· Splitting the 
autodiscovery into phase~ ~cognizes: this circumstance, and 

also provides a method for optimizing·the flow of control 
among the various procedures that _are utilized. 

In protozoan autodiscovery (see Fig. 16}, the process emits 
Internet Control Management Protocol ( 0 ICMP 11 ) ping signals to 
all possible addresses within its breadth constraints on the 
networks it is responsible for discovering. A response to an 
ICMP ping indicates only that an object exists on the 

30 ne.twork, however, and does not indicate its type or identity. 
By recording all addresses that respond, the process 
effectively creates an inventory of all IP addresses that 
might label discoverable device~. Fig. 16 depicts nodes that 
have responded to the discovery processes's ICMP ping 
requests. That Figure represents those nodes as disks, 
without any other information, to reflect that the model has 

l!I: 
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insufficient information as yet to determine what kinds of 
system resources or components they are. 

The aim of the generic phase of autodiscovery is to learn 
what kinds of standard devices -- routers, repeaters, 
bridges, hubs, computers, etc. -- are present in the external 
system. At the end of this phase, the process will still not 
know manufacturer-specific extensions to the standard device 
types. Fig. 17 illustrates the result of this phase. The 

10 process has successfully discovered computers CC-nodes), hubs 
CH-nodes) and routers (R-nodes} in the external system in 
question. The discovery process issues SNMP ping requests to 
the items it has located in the protozoan phase. A positive 
response to an SNMP ping indicates that the device is SNMP­
compliant. Once the discovery process knows that a given 
device responds to S:NMP requests, further SNMP queries 
against the device's MIB tables reveal what kind of device it 
is. 

20 The discovery process also extracts heuristic information 
from the Control Repository that allows it to identify any 
standard MIB positively. The value of either the Enterprise · 
Object Identifier cnEoIDn) MIB variable or some concatenation 
of MIB variables provides a generic device type's necessary 
and sufficient recognition criteria. Configuration 
information from the Mode1 Repository allows the process to 
extract configuration infonaation once the device is 
positively identified. This information will include 
information about the resource's ability to recognize and 

30 report problems it may experience, to the extent that such 
ability is standard in devices of the general type in 
question. 

upon completion of the generic phase, the discovery process 
has identified the resources in the pertinent portions of the 
external system down to the level of manufacturer's make and 
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model number (where appropriate) • . If the MIB' s of all of ~ 
manufacturer's models are identical as far as their 
participation in the fault and performance operations is 
concerned, differing only in variables concerned with device 
configuration or the like, there is no reason to 
diffe~entiate among them. 

·The personality phase uses the same procedures as the generic 
phase. The difference.is that this phase extends the process 

10 beyond standard MIB's to the manufacturer's MIB extensions. 
These extensions offer additional information about the 
device's own internal configuration and any errors it may 
recognize and report beyond the standard. The Control 
Repository houses heuristic identifiers and configuration 
material associated with "personalities" (the individual 
characteristics of a particular model or the like) in the 

.· .. same manner as with generi~ material. 

Once the dynamic agent ha,s gathered this information, it 
20 instantiates a software object that contains· the information 

.of interest. The class of object instantiated corresponds, 
in the preferred embodiment, to the generic type of component 
or sub-component, and the personality information is 
represented as an attribute of that object. That is, the 
preferred embodiment avoids the conventional means of 
extending existing categories (the generic classes), i.e., 
using object inheritance hierarchies. The inheritance 
mechanism, as is well known, allows objects to share 
attributes and methods based on their structural 

30 relationship. The disadvantage of that technique for the 
purposes of the present invention, is that inheritance 
relationships are intrinsically compiled, even in an 
interpretive language like SmallTalk. Adding a new class of 
object within an existing clas~ would require a 
recompilation. The approach taken in the preferred 

1:1 
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embodiment avoids the need to recompile, and thus permits the 

invention to continue running without interruption. 

As an example of the discovery process, IP discovery is 
illustrated in Fig. 1BA. This is typically handled by a 
single software agent, which does "boxes and wires" discovery 

("BWD"), after which other agents fill in system-level 

·information such as applications and databases. If desired, 
a given site can break the BWD agent into multiple agents 

10 each responsible for a subset of the enterprise. (It should 
be noted that while the process is illustrated as a sequence 
of steps, in practice, the entire discovery process is 

preferably executed in parallel, which permits a dynamic 
agent to pass off control to another dynamic agent that can 

pursue alternate discovery paths.) 

The process begins with the receipt from the system 
administrator of a list of networks, subnets, subnet ranges, 

and hosts or host ranges. In this step, every subnet or host 

20 is passed in with a subnet mask. A list of subnets to 
discover is then built; this may include a predefined list 
of hosts. For each subnet, a broadcast ping is emitted~ to 
see if anything answers. Based on the response, a list of 
all possible addresses on the subnet is made, and those· 
addresses are pinged. Then, an initial sNMP query is done. 
(A11 SNMP-compliant devices are handled before any non­

compliant devices, to save time.) 

'J'he initial SNMP query requests how many interfaces the 
30 queried node has, whether it has its routing flag turned on, 

and what system services it supports. As it is possible that 
a device that does not support a service .may nonetheless 

report that it does support that service, the query also 

includes the system name, confirmation that the node's 

apparent address is actually in the node'. s address table, and 
if so, the node's subnet mask. 
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Each SNMP node has its entire address table walked, and any 

nodes having multiple addresses (mostly routers) are queried 

for their address resolution protocol ("ARP") tables. {This 

table is important because it is the only means by which one 

can hook a computer up to its LAN access port, usually a hub 
port, as the hubs only know about MAC addresses.) 

·one point to be observed is that while a router (for example) 

may have more than one active IPAddress, it is not desired to 

10 crea,te multiple nod.es in. the model, and neither is it 
.desirable to query the router for the same information 

repeatedly. The ARP info:r;ma.tion is used to avoid both of 
these pitfalls. 

All SNMP nodes are queried for interfaces, ifStack, etc~ The 

process then builds the SNMP nodes; that is, the process 
instantiates software objects representing the respective 

nodes. These obje~ts are not part of the mc:idel, but will 
eventually be used to forward the necessary information to 

20 .the model for the latter to create a corresponding MO. Any 

30 

repeater boards or ports are built, and MAC addresses are 
retrieved. Vendor specific discovery is performed, and 

finally, factory orders (that is, objects containing the 

information .neede~ by the Factory component to create a 
corresponding MO), are sent to the. modE;!l for that purpose. 
Once all SNMP nodes have.been processed in this way, non-SNMP 
nodes are processed, after ARP tables for their subnet have 

been retrieved. Once the entire subnet has been completed, 
connections are made between hub and computers. 

Preferably, the threads of the agent correspond to respective 

ones of the boxes shown in Fig. lBA. The ping thread 
receives Subnet objects in its queue and generates IPAdress 
objects via its pinging. These latter objects pass through 
the other queues. 

1''1 I i I 
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Manual Discovery 
Not all resources in an external system, in general, will 

have instrumentation sufficient to participate in the 

discovery process described above. In some cases, this may 

be simply because the resources of interest include ones that 

the system itself does not recognize, such as a subdivision 

of the business enterprise. For example, the "New York 

·Accounting Depa,rtment 11 is not meaningful to the distributed 

computing system itself, although it does represent the way 

10 peop~e in the enterprise think of a particular group of 

applications and devices. In other cases, devices or 

applications simply may not observe instrumentation 

standards. In the preferred embodiment, manual intervention 

is used·to add MO's corresponding to both types of resources 

to the model. Administrative functions at a user station 

allow the system administrator to add such MO' s by hand. The 

addition of such MO's {including applications {A-nodes) and 

databases CD-nodes)) is illustrated in Fig. 18. 

20 Once the necess~ information regarding the discovered 

component has been put into the proper format, it is passed 

through the Agent Manager cascade to the model server. . The 

Dispatcher delivers it to the Factory component, which 
instantiates a corresponding MO. 

II. Model Building - - Constructing Interrelationships 

The next phase of building the model is constructing the mesh 

of actual service interrelationships among MO's. 

30 One important aspect of the inven~ion is premised on the idea 

that these interrelationships are a key way of characterizing 

the system, and that the understanding of the way that faults 

and performance degradations flow through the system must 

depend on these interrelationships. 
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The model introduces the concept.of service to describe 
relationships betweeii·MO's. All MO•s·participate in the 
network by consuming or providing services (or both). A 
singleton or-isolate (an MO having no relationship to any 
other MO), by definition, cannot be part of the network. The 
concept of services is used to constrain the relations 
between MO's. By restricting the number of possible 
·services, the system forces "services" as represented in the 
model to be abstract because they necessarily have to ignore 
subtler distinctions. More importantly, perhaps, services 
inherently impose constraints through cardinality co~ 
occurrence restrictions. For instance, an application 
needing IP services is constrained to find IP services on the 
same copy of the.operating system·that it is running on. The 
IP MO provides IP services to all requesters running on that 
OS; therefore, .IP services must support a one-to-many 
cardinality. 

The purpose of services in the preferred embodiment of the 
invention is to provideMO's with the ability to determine 

. what other MO's they connect to; in as many cases as 
possible. If an application needs IP.service, for example, 
its MO will construct a relation to its network protocol MO . 

. If an operating system needs domain name services ("DNS") 
within its subnet, its MO will construct a relation to the MO 

. corresponding to its local DNS service provider. If multiple 
services differentiate themselves only by tolerance, the MO 
representing the· element that needs the service will form a 
relation with the MO of the provider whose service tolerances 

30 best meet the service-consumer MO's requirements. 

Fig. 19 illustrates some of the computational services that 
the discovered MO' s of Fig. 19 provide.• and consume. In 
contrast, Fig. 20 illustrates some of the higher-level 
services that the discovered MO's provide in response to the 
organizational use of the computational systems. 

l 'I I . •1 
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As discussed above, the model becomes a set of MO's that know 
how to resolve their connection needs, maintain dictionary 
memory structures of those MO's that are at a given time 
providing essential services for them, and consuming 
essential services from them. If all such service 
relationships were realized and displayed simultaneously, the 
result would be a snapshot of the internetworked MO's at that 
moment, i.e., a map of the paths of the networ~. The network 
of the model, that is, is an emergent property of MO's and 

10 services, and is not itself the ultimate focus of- the model 
as the model is used in the preferred embodiment. 

Fig. 21 represents the world of the model in terms of a 
network that has emerged from realized computational services 
or paths. Although· this view is both volatile, and lacking 
in the richness afforded by services in general, it is 
visually simpler and so has greater graphical explanatory 
power. 

20 Fig. 22 illustrates a more complete view of the world of the 
model than does the previous Fig. Here, in addition to 
paths, we see sessions, the network of MO's that emerges 
owing to patterns of organizational use of the services those 
MO's provide. Ultimately, it is necessary for computational 
services to realize sessions. The organizacional-use model 
and the computational model are not transitive, however. The 
model is able to constrain possible paths over which. a 
session may be realized, but cannot deduce -- or explain 
the necessity of a given session based on the computational 

30 model. This becomes particularly apparent when viewing a 
session between say, an application and a database from the 
user's perspective. While the session may be constant 
(meaning only that "this" application always interacts with 
"this" database), from the.perspective of the computational 
model the path may change consider~ly -- and invisibly to 
the organizational-use model. In other words, it is not 
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always possible to infer the organizational-use model from 
the computational model. 

The organizational-use model describes relations among MO's 
that are motivated by people wanting to accomplish some 
purpose through use of the distributed computing ensemble. 
This model is a grouping mechanism that informs the viewer of 
_"the preferred elnbodiment of the invention that particular 
MO's are related., but does not explain why.· For instance, if 

10 user UD is a VP of marketing~ she may need a number of 
networked automation resources available to her at all times 
to perfo:cm her job effectively. Business unit BUm is, say, 
the Comptroller's department. That department's job function 

.also calls for a number of networked automation resources to 
be availaole at all times. In other wor.ds, for the purposes 

' ' 

of the world that this embodiment represents, users and 
groups ·of users are containers of networked resources. These 
resources can be computers, application, telephone 
extensions, printers, and so forth. For graphical pu~oses, 

20 a depiction such as that in. Fig. (Diagram 23) represents .. 
these groupings of need~d .resources as containers whose 
·elements match users' :basic l.evel of categorization of 
resources. In other words, if busine~s users "see" their 
resources as computers and applications running on them, not 
all the behind-the-scenes devices, services and middle:ware 

' ' 

that proper functioning of those resources depends on, then 
that is their effective grouping. Because the model contains 
the fully elaborated microscopic level of "behind-the-scenes" 
resources and their service rel.ations, the end user's view 

30 does not preclude detail, it simply removes it from the 
center of focus. 

It should be noted that while Fig. 23 may be an effective 
graphical representation of business unit or user 
containment, it is not the only notational variant t;tiat may 
be useful, and is not the only variant within the sc0pe of 

Iii! 
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the invention •. Fig. 24 depicts a user U as a ·service 
consumer of application A in.path notation; this notation 
makes clear that u suffers the impact of changes to A -- as 
far as the model is concerned, there is no inherent 
difference between devices and end users for spread of 
impact. 

In the preferred embodiment of the present invention, 
relations between MO's are classified as either simple or 

10 complex. A "session" in this embodiment comprises both path 

and service, as explained above. In a complex relationship, 
these two elements vary independently, while in a simple 
relationship, they vary in unison. 

For example, networ.kAccess is a simple relationship in UNIX. 
The network protocol is responsible for providing network 
access -- i.e., net:workAccess is a service of the network 
protocol. There is no particular path choice that the system 
can make; by virtue of running on the OS, the application 

20 potentially has the service. Physical connections between, 
say, a card and a backplane are also simple; in this case, 
however, the path is the focus. There is no particular 
service choice available. By virtue of being seated in the 
containing box, the card is connected to the backplane. The 
simple 1.sConnect:ed relationship here does not even specify . 
that the system uses the given connection, let alone for what 
purpose. It records that there is a connection. 

From the viewpoint of the preferred embodiment, paths are 
30 important for the reasoning engine to compute the impact of 

physical and lower-level logical failures on higher-level 
sessions. Services, on the other hand, .categorize the kinds 
of relationships that make up the system at increasing levels 
of abstraction, and therefore provide a dimension of impact 
analysis from differing perspectives. F~r example, suppose 
one wants to know how reliable da'tabase service was for some 
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set of business units. Categorization by service allows the 
model to cut simply across different database service 
providers and provide a meaningful aggregation of both fault 
and impact data for that service. 

In the preferred embodiment, relationship types have the 
· fQllowing attributes: 

ID internal symbol 

Name human readable name 

Cardina1ity one-to-one, one-to-many, 
many-to-one, many-to-many 

Dependency parent, child, both, neither 

Complez/S.imple complex (independently 
varying path and service) or 

'• 

simple (dependent variation. 
of path & service) 

Relationship rules speci~y what. en~ity types participate in 
what types of relationships. 

.. . . . 

The preferred embodiment splits 
rules ·into producer (o~.pa:rent) halves and consumer (or 
child) halves. This split provides a very flexible. means of 
defining constraints on relationship participants, and allows 
the model to perform the discovery process described above, 

20 during runtime. 

A relationship rule has the following attributes: 

m foreign key back to service 
type 

Parent/Child ru1e <see e,xanple belOW> 

Class foreign key to the entity 
type 
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RextliopService 'rype foreign key to a service 
type; used for path 
determination - - for 
instance net:workAccess 

Partner Restriction foreign key to an entity 
type 

A given entity type inherits the relationship rules of its 
superclasses. It has the ability to add new rules that 
further constrain a more general rule, or even block the use 
of a rule defined by superclass types. For example, suppose 
that in a given client site, both IP and IPX provide 
networkAccess services. The preferred embodiment can express 

10 this capacity as a general network access rule for 
applications. Client application applicatiOllA can use only 
IP, however. The definition for applications of the same 
type as applicationA, then, needs to override a general 
(child) network access rule that offers no restriction and 

provide a rule that restricts instances to IP. 

Again, assume there is a predefined class Program, and that 
both NEWServer and NBWClien.t are to. be subclasses of Program. · 
The model definer can also define a default value for the 

20 name attribute (such as "NEWClient" and "NEWServer"), as 
illustrated in the following tables: 

m NEW service 

Hame New Service 

Cardinality one-to-many 

Depend.ency child 

.complex/Simple complf!X 

,NBWService def1n1t1on) 
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:ID NEWService 

Parent NEWServer 

lfextBop. networkAccess 

Partner Restriction none 

NEWService parent rule> 

m NBWService 

Child NEWClient 

Hextllop networkAccess 

Partner R.estr:lation none 

NEWService chil~ rule) 

At this point, therefore~ the invention·. has discovered what 

components populate the external system and constructed a 
mOdel representing the service relationships that exist among 
those components. In particular, the system administrator 
has been able to define, in addition to the individual 
hardware and software components of the external system, 
higher-level g~oupings thereof, based on usersi groups, 

20 business UJlits or whatever other basis meets needs of the 
organization that owns the external system. 

III. T.he Interaction. Phase 
As was stated above, two distinct kinds of events enter the 
model -- systemic events (addition or deletion of MO's), and 
MO events (a change in the state or condition of a known MO). 
Both kinds of event are forms of interaction between the 
model and the external system. The function of the model at 
this point is to (1) correlate changes that affect disparate 

30 MO'S back to root-cause events (in cases where the root-cause 
event is one that is identifiable as such); and (2) use the 
known patterns of interrelations among MO's to predict the 
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impact of those changes. The event processing within .the 
model will now be described. 

Fig. 25 illustrates the state of a portion of the model after 
the dynamic agents have collected reported information from 
the resources represented by hub Kr· computers Cao and C11 and 
applications Ai4 and A16 • The MO' s in this portion of the 
·model report that they have received state-changing events. 

10 Pig. 26 illustrates the ~ffects of the model's rootward graph 
traversal. The event at node R, indicated that it is a root 
cause. Therefore, rootward traversal through the model stops 
at B7, and the model generates an alarm that focuses on a., but 
contains all the concomitant sympathetic events from the 
affected leaves. It should be noted that application A14 may 
not appear in the Fig. to be directly leafward from the root­
cause event at ~. because of the direction of the arrow 
representing the session between that application and 
database D. In fact, however, the existence of that session 

20 means that that application is included in a leafward 
traversal from ~· 

Fig •. 27 illustrates the 1eafward spread of impacts through 
this portion of the model. The failure of the hub at H7 has 
caused loss of service to computers· Cao and C11 , and to 
sessions Sa9 and S20 that connect to database D15 running on 
computer c10• The loss of these two sessions interrupts the 
work that people in business units BU~ and BU~ are doing. 
Thus the model has predicted the impact of a lower-l~el 

30 device failure on the activities of end users. These users 
are not resources that the system recognizes, nor resources 
that the system is able to collect data about (except through 
the inte:r.media:ry of a trouble ticketing process). While the 
model' s predictions for computers C10 and C11 may have 
corroborating evidence from the sympathetic events logged for 
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those nodes, users and business units may well in a given 
instance have only predicted impacts at this time. 

A schema.tic summary of the interaction phase is shown in 
Figs. 28 through 32. 

A more-detailed elq>lanation of the functioning and structure 
·of important elements of the system of the pref erred 
embodiment will now be provided. 

How to analyze ~ts 

The Analyzer function of the Agent Manager in the preferred 
embodiment is responsible for interpreting incoming data from 
whatever source, recognizing the data as an inscance of some 
predefined event-of interest to the system, and creating the 
association between the captured external event and the model 
event. Techniques of analyzing, interpreting and associating 
messages vary according to' the data collection technique. 

20 Structure of an event definition 
Bvents in the model are instances of a pattern known as an 
neventDefinition". BventDefinitions function as a kind of 
frame to hold information culled from a captured event~ 

In keeping with the data-driven nature of the invention, the 
inventory of eventDefinitions and their interpretation reside 
in the Control Repository. When new eventDefinitions and 
their interpretation arise (because of new MIB's, new devices 
or applications, a greater degree of granularity in event 

30 discrimination, etc.), the system administrator can update 
the Repository with the appropriate information and the model 
updates itself d~ically. 

An example .of the structure of an eventDef inition is as 
follows: 

resultantStat:e severity indicator 
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message· Text foreign kJ~·to a message 
dictionary based on 
language; each message has 

substitutable parameters 
defined that are filled in 
with values pulled out of 
actual events 

event:td a unique identifier for the 
event 

isR.ootcause true or false 

If the model captures information about an entity type via 
SNMP, it will have relationships to several SNMP objects in 

the repository: the SNMP enterprise OID; a table mapping 
trap numbers to eventDefinitions; and one or more MIB tables. 

10 If the model captures information about an entity type via 
log file tailing, it will have relationships to several 
logging objects in the repository: the file(s) to tail; 
tables of pattern matches (inclusion criteria); parsing 
rules -- what fields to extract from the message; and the 
eventOefinition. 

Defining the state calculation of a model 
While it is possible for system-defined MO's to have a single 
state, which they calculate based on the nresultantState• 

20 field of an event, the preferred architecture demands that 
states be properties of the viewer of a situation rather than 
of any component of the situation itself. Accordingly, it is 
preferred to replace a state value with a pointer to a tuple 
that has the dimensions viewer and rormuia. The Control 
Repository then contains all aspects of the association, 
allowing different sites to configure different classes of 
viewer and site~specific state-calculation formulae. 
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Nonetheless, it is possible to envisage a version in which, 
at creation time;!:, the use:r can define the state calcv.lation 
for a user-defined grouping of MO' s (i.e. , logical groupings) 
as a predete:rmine4 formula that will provide minimum, maximum 
and average valu~ calculations. 

Dyllamic agents i~ runtime 

·In the preferred embodiment, dynamic agents are semi-· 
autonomous Java applications that are responsible for: 

10 interacting wit~ OS-specific or protocol~specific sources; 
eliciting data ~~qording to a specific •recipe•; ·and 
analyzing the elicited data. As already discussed, each 
dynamic agent Cc::miprises three fµnctional (although not 
necessarily strµctural) · components: · ·a Sensory Monitor, an 
Instruction Set·, aild an ~ly'zer. The sen,sory monitors 
interact with system- or high-:-level protocols -- for 
instance, TCP/IP sockets, OS file systems, CMIP or SNMP~ 
Instruction set!'! belong to the process of eliciting data. 
They are control parameters arid methods that direct sensory 

20 monitors in how.to connect .to a particular host, to delay 
three minutes between polls, etc. Analyzers belong to the 
process of an~yzing data. They interpret and winnow 
information coming in from the dynamic agents {for i;nstance, 
"take al.l messages that begin with [amdJ;• etc.). 

The dynamic agents run according to a thread-based active 
object model, ~omprising at least one independent thread 
constantly runn~ng in an endless main loop. External system 
events interrupt the main loop; m.essage-appropriate 

30 calJ.backs run <;>n interrupt. New control information thus 
interrupts dynamic agents and alters their states on the f1y. 

The Agent Manager hosts the ~ndependent t~eads, and provides 
system and hous.ekeeping services including: ensuring .that 
all. threads th~t should l>e running, are running; knowing 
where to send the data collected by the.dynamic agents; 

Id i 
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handling thread interruption, termination-· -and monitoring; 
and offering inter-thread messaging, queuing and 
synchronization services. That is, the Agent Manager 
provides an execution context for the dynamic agents. 

A combination of inheritance and interfaces fits the dynamic 
agent components into the execution context. Integration 
·requires: 

an understanding of Agent Manager synchronization 
mechanisms; 
asynchronous queues and interrupts; 
message passing behavior; 
message st:ru,cture~ 
mechanisms to pass messages to other services in 
the system of the invention and to receive messages 
from them; 
self-scheduling within the Agent Manager; and 

return of info:cmation to the model server. 

20 The foregoing, however, mainly serves to supply the model 
with stream data. Operational end users also need ad hoc 

data. For instance, a network operator might ask the system 
to tell her about the collision rates on a given hub for the 
next ten minutes, polling at 20 millisecond intervals. The 
Agent Manager architecture allows users to demand data in 
this fashion. The data-driven architecture services users' 
ad hoc requests through flexible, reusable Java modules. 
Bach of these modules follows the interface definitions 
required for the services of the system of the invention, but 

30 needs minimal exposure to the mechanics of the execution 
cop.text to get its services. 

Extending stream data collection techniques to ad hoc 
requests requires being able to: 

tell the system of the existence of a module; 
find an Agent Manager to run it; 
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schedule t~e module's running; 

get an Agent Manager to find the module; 

let a user pass state-changing control information 

to the running·module; 

return collected data to the specific requester 

rather than the general pool or data; and 

deal with the module's having two masters -- the 

end user and the local Agent Manager, each of which 

needs to control some aspects of the module's 

execution. 

In the preferred embodiment, the last•aspect is the key to 

.. the others. The Agent Manager needs to handle the scheduling 

of all modules running within :it, and to ensure that they 

have all necessary resources. On the other hand, the 

implementation of the running module is a black box from the 

· viewpoint of the .·Agent Manager·. Only the requester (human or 

automated) knows what, the module is for. The requester needs 

to retain addressability of the module and to receive the 

20 collected information~ '!'wo independent subsystems in the 

environment, therefore, need to control the module 

simultaneously • 

. These competing demands are mutual.ly exclusive, however. one 

set concerns governing compliant participation in the dynamic 

agent manager context. These methods are predete%'Illined in 

the design of the embodiment, andthus programmers can build 

them into the system itself. Object .inheritance provides a 

mechanism for the module:touse a parameterblock object and 

30 its queue manipulation routines that the local context 

furnishes at instantiation time. 

The implementation of the module reflects user interpretation 

and business needs, and so is not predictable at design time. 

It does not play a role within the bounds of the closed 

system, so its role cannot be structural as far as the 

.,:,: 
' ~ ; 
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execution conte~; .?~is concerned~. The SY!af:7~ provides a fixed 
path for passing.control and information messages for the 
individual request by assigning arbitrary CORBA CosNaming 
service names for both directions of the conversation at the 
time of the request. Such assignment tells a user request to 
address requests through service name x and receive responses 
through service name Y. (The CosNaming service also serves 
·to define the cascades of Agent Managers discussed 
previously.) The ad hoc module receives the complementary 

10 information: listen for interrupts on service name X and 
return info:rma.tion on service name Y. Implementation remains 
up to the individual request. 

The user-written Java module is now situated in the 
infrastructure. The execution context must find the module 
and pass its parameters to it. 

When an ad hoc request starts up, it instructs the Agent 
Manager to fetch a bundle from.the Control Repository. A 

20 bundle is a complex structure that contains modules, ·named 
parameter lists, and corequisite dependencies. For instance, 
a bundle for SNMP polling of hubs could be structured as 
follows: 

30 

bundle S:NMP_hub.J>oller { 

} 

module=SNMP_poller; 
. parmsl=S:NMP _hub _parms; 
parms2=davids_devices; 

//name of Java module 
//variables to poll for 
//list of devices to 
//poll 

parms3=normal_frequency; //every 15 seconds 
needed_service=SNMP_polling; //dynamic agent 

//manager must offer SNMP 

//polling service 

This bundle encapsulates the following: the name of a Java 
module to run, three named sets of parameters, and a 
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corequisite service the Agent Manager must offer. Bundling 
software needs to perform sYDibolic sUbstitutions, and so 

requires a parameter list namespace. 

An example of reuse will now be given. Suppose a bundle for 
polling bridging devices is set up as follows: 

bundle SNMP_bridge_poller { 

} 

module=SNMPJ>oller; //name of_Java module 
pa:rmsl=SNMP_bridge_pa:rms; //variables to poll 

//for 
· pa:rms2=frimks_devices; //list of devices to 

//poll 
pa:rms3=high_frequency; //every 5 seconds 
needed_service=SNMP_polling; · //dynamic ag·ent 

'//manager must offer SNMP 
//polling serVice 

This bridge-polling butidle shares the Java module and 
20 corequisite service ne~ds of the hub-poi'ling bundle 

illustrated above. ·· ·It aehieves reuse · by changing the 
incoming parameter lists·designating the devices to poll, the 

. . . . ' 

variables polled for, and the frequency with which to poll 
them. In this instance, both bundles happen to be stored as 
such in the control Repository~ This is an implementation · 
detail that reflects that the two kindSof polling are 

. . .. 

frequent occurrences for the system administrator, and 

therefore convenient to have persist. On-the-fly overrides 
can produce the same results, but demand that the 

30 administrator spend more effort at runtime. 

More generally; the software must: 
allow a request to override parameters by providing 
a list of values on the fly; 
allow a request to override parameters by passing a 
different parameter list name.than the default; 

Ill i 
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refer to a i:wecific parameter list i~,a case where 
a module has several lists; and· 
associate the parameter list override to·. a specific 
module in a bundle with multiple modules. 

Thus, speaking more broadly. ad hoc requests are a mechanism 
for a user to manipulate the demand-data-flow behavior of the 
·system. In some cases, this behavior is configured in a 
more-or-less predetermined way administrators set up 

10 beforehand (different bundl.es that have much overlap} . In 

some cases, the behavior is fully ad hoc (the same bundle 
gets on-the-fly overrides). In broader terms, the system has 
the ability to add new behavior dynamically, in accordance 
with user needs. An existing, well-defined static structure 
provides the mechanism for adding the new behavior. 

Potentially, many Agent Managers run in any particular copy 
of the system. An ad hoc request needs to find the right one 
to service its needs, and the Agent Manager needs to realize 

20 the demand for coreguisite services. The preferred 
embodiment of the present invention deals with this issue 
through the concept of service. Broadly speaking, an object 
enlists the services.of other objects when it passes the 
responsibility of returning some desired result set to those 
other objects. In the narrower context of bundles and Agent 
Managers, bundles need services from the execution conteXt to 
run. Services are the codified sets of behavioral 
expectations within a configuration instance. That is, for 
the system to be able to handle SNMP device polling (for 

30 example), some component (or set of components) must have the 
responsibility of providing SNMP polling service. Bach site 
may configure the services that are appropriate to its 
runtime environment and create configuration-time roles and 
services. 



W099/49474 PCT/US99/06669 

-72-

Any instance of the system of the invention must be abl.e to 
provide a site-specific inventory of these services. Unless 
all services are avail.abl.e on all distributed Agent Managers, 
the system needs to :maintain a catalog that tells it where it 
has distributed those services -- which components it has 
charged with the responsibility of executing the proper 
tasks. A model such as CORBA Trading services can meet this 
need. 

10 Conversely, a Agent Manager charged with offering a given 
service needs to know how to offer it. Bundles play a role 
here, too. The Agent Manager req\.iests a bundle from the 
Control Repository. The Repository maps the service 
structurally to a specific bundle (i.e., a module and its 
concomitant set of parameter lists}. An operator can alter 
the implementation of the service at will, even dynamically. 

The Agent Manager in rwitime 
An Agent Manager with no control information starts up 

20 running only the configuration handler, the communications 
handler, the thread ma.Iia.ger and the inter-thread queue 
routines. At this point, the Agent Manager has no 
information as ,to w~t its goal is, what dynamic agents to 
run, or how to pass its da.ta to the next hop. An Agent 
Manager receives its higher level objectiv-es through two data 
structures: the mission package and the bundle exec~tion. 
The mission package can· contain bundle executions, but its 
main purpose is to provide control information that allows 
the Agent Manager to situate itself in the mesh of the 

30 infrastructure (that is, what service it should advertise for 
the cascade, what service it should send to for the cascade). 

Bundle executions are the instantiation of data structures 
that reside in the Control Repository called bundles. A 
bundle, as already described, ties together named parameter 
lists, named parameters, executable modules or scripts for 
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building dynamic a,~ents. various portio~~.of the bundle can 
be overridden to ailow easy reuse. The cictual content of a 
bundle that is passed to the Agent Manager, after any 
overrides have taken place, is the bundle execution. 

Once a dynamic agent has started running within the context 
of the Agent Manager, it is independently addressable. That 
·is, whatever component controls the dynamic agent - the end 
user in the case of an ad hoc request, the model in the case 

10 of a programmatic request - is able to address the dynamic 
agent independently of the Agent Manager. In other words, 
there is no need for the higher-order entity to understand 
the topology or constitution of the infrastructure in order 
to keep tabs on,. or manipulate, the dynamic agent as it runs. 
Agent Managers are.also independently addressable, since 
there are occasions - - especially times of administrat;i ve ·· 
interaction -- where the Agent Manager, rather than some· 
dynamic agent running under it, needs to receive control 
information. 

20 

All protocols and programming languages mentioned above 
herein are well known, and are incorporated herein by 
reference. 

The foregoing description of the invention, and of the 
·preferred embodiment thereof, is sufficient to enable one of 
ordinary skill to practice the invention without undue 
experimentation, and apprises one of ordinary skill of the 
best mode of doing so. Moreover, while the invention has 

30 been disclosed with reference to the preferred embodiment, 
many modifications and variations thereof will now be 
apparent to those of ordinary skill. Accordingly, the scope 
of the invention is not to be limited by the details of the 
preferred embodiment, but only by the appended claims. 
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. WHA.T IS CI.AIMED IS:.· 

1. A modeling system for modeling an external system that 

has plural comp~>nents at least some of which are providing 

services to others of the components, the modeling system 

comprising a software model of the external system, and a 

. server for the model;·. 
the model compris~ng software objects instantiated 

·based on respective portions of ·the system, wherein each 

software object includes information defining any services 

10 that a corresponding component of the system is providing or 

20 

receiving, and information identifying the software object(s) 

·corresponding to the component(s) of the system to/from which 
that component is providing/receiving the services, and 

wherein, responsive to occ;urrence of a predefined 

condition relating.to a first and a.second of the software 

objects one of which is providing at least one service to the 

other, the model server determines at least one path between 

the first and second objects along which that service can be 
provided. 

2. A modeling system according to Claim 1, wherein the 

model contains no info:cnation identifying such paths other 

than. as a result of determination of such paths responsive to 

occurence(s) of such predefined condition. 

3. A modeling system according t.o Claim 1, wherein the 

predefined condition is oc;:currence of at least a degradation 

in perfo:r::mance of a component of the external system. 

30 4. A modeling system according to Claim 1, wherein at least 

one of the software 'objects is a group of others of the 

software objects. 

5. A modeling system according to Claim 4, wherein such 

group of software objects can be defined as a software object 

Iii I 
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constituting part of the model,, by a use:ri~f the modeling 
system. ·. ·: 

6. A modeling system according to.Claim 5, further 
comprising displays of occurrences in the model are provided, 
~d wherein the administ~ator can for each display, define a 
subset of such group of occurrences that are to be included 
·in that display. 

10 7. A modeling system according to Claim 6, wherein at least 
some of the displays correspond to respective groups defined 
by the user. 

20 

30 

a. A software model of an external system that has plural 
components at least some of which are providing services to 
others of the components, the model comprising software 
objects instantiated based on respective portions of the 
system, wherein at least one of the software objects is· a 
group of others of the software objects. 

9. A software model according to Claim 8, wherein such 
group of software objects can be defined as a software object 
constituting part of the model, by an administrator. 

10. A modeling system for modeling an external system that 
has plural components at least some of which are providing 
services to others of the components, the modeling system 
comprising a software model of the external system, a server 
for the model, and a data-gathering infrastructure; 

the model comprising software objects instantiated 
by the model sexver based on respective portions of the 
system, wherein each software object includes.information 
defining any services that a corresponding component of the 
system is providing or receiving, and information id~ntifying 
the software object(s) corresponding to the component(s) of 
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the system to/from which that component is 

providing/receiving the services; 

PCT/US99/06669 

wherein the data-gathering infrastructure includes 

at least one agent manager for instantiating and managing one 

or more software agents, at 'least one software agent 

obtaining information regarding the make-up of the external 

system and providing that iIµormation to the model server for 

·use in constructing and updating the model, and at least one 

software agent obtaining information relating to ope.ration 

10 and condition of the external system, winnowing that 

informaiton and,· where that information indicates an 

occurrence that meets··a predetermined criterion,· 

instantitating an event as a software object for forwarding 

to the model. 

11. A modeling system according to Claim 10,· wherein the 

event is a first..,class object • .-. 

12 • A method of constructing a software model of a .. system· .. 

20 that includes plural components, said method comprising the 

steps of: 

30 

identifying at. least, a first i'qomponent of the 

system and instantiating a software object·of a class that 

indicates a generic type to which the first component 

belongs, the software object including at least one attribute 

that indicates more-specific in.formation as to a particular 

type the first component is; and 

using the information included in the software 

object to instantiate.a model software object accordingly. 

13. A method according to Claim 12, wherein the components 

of the system that are modeled in the mod.el are all logical 

components. 

14. A method according to Claim 13, wherein the model · 

includes first software objects corresponding to respective 

I ii, 
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ones of the comp~ents of the *1JYStem, ang.; ~lso includes 
second software-~bjects corresponding to'.f~spective groups of 

the first software objects. 

15. A method according to Claim 12, wherein the information 
indicated by the attribute is acquired from a proprietary MIB 
of the first component. 

16. A method according to Claim 12, wherein the information 
10 indicated by the attribute includes an identification of 

manufacturer's model or type. 

17. A method according to Claim 12, wherein said identifying 
and using steps are performed for at least a second coniponent 
of the system, wherein said identifying step includes 
acquiring from each of the first and second components 
sufficient information to determine what services (if any) 
the first component is providing to the second component and 
what services (if any) the second component is providing to 

20 the first component, and wherein, if the first component is 
providing at least one service to the second compone~t, said 
using step includes providing information to that effect in 
at least one of the model software objects that represent and 
correspond. to the first a.IJ.d the second components, 
respectively. 

18. A method according to Claim 12, wherein the mode1 
software object corresponding to the first component includes 
no information identifying what type of component the first 

30 component is. 

19. A method according to Claim 12, wherein said identifying 
step includes acquiring information relating to the first 
component, and wherein the model software object 
corresponding to ~he first component includes only a 
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predetermined portion of the information acquired that 
relates to the first component~ 

20. A method according to Claim 12, wherein said identifying 
step includes perfornti.ng·a protozoan discovery process, to 
identify which addresses in·· a ·predefined range of addresses 
are occupied by components of the system, and a generic 
"discovery process, to identify which of plural generic types 
a given component belongs to. 

21. A software model of an external system that has plural 
components at least some of which are providing services to 
others of the cci~onents ,· the model coinprising software 
objects instantiated based on respective portions of the 
system, wherein each software object includes information 
defining any services that a corresponding component of the 
system is providing or receiving, and information identifying 
the software object (s) corresporidi:rig to the component (s) of · 
the system to/from which that component is 

20 providing/receiving the services, 
wherein the ·services are· not· represented in the 

model as managed objects-~ . 

22. A method, implementable by means of a software program, 
of constructing and running a software model of a system that 
includes plural components, said method comprising the steps 
of: 

installing and conmencing running of .the program; 
the program. identifying coinponents of the system to 

30 be represented in the model and, for each component so 
identified, instantiating a respective software object; 

once at least one software object representing one 
of the components has been instantiated, the program 
collecting information relating to the operation of such 
components as have thus far been identified and for which 
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corresponding soft,ware objects have thus t..~';C' been 
instantiated; a.rid 

: .t·;· 

the program repeating said identifying and 
instantiating step asynchronously as needed to continue 
constructing and updating the model,.while the program 
continues perfonning said collecting step. 

· 23 • A method of constructing a software model of a system 
that includes plural hardware and software components, said 

10 method comprising the steps of: 
providing at least one software agent for use in 

acquiring information from the components of the system; 
instructing the at least one software agent as to 

what information it is to acquire from the components of the 
system; 

the software agent acquiring the information, as 
instructed in said instructing step; and 

instantiating software objects that correspond to 
and represent respective components of the system, each of 

20 the objects including information concerning the 
corresponding component based on the information acquired by 
the software agents. 

24. A method according to Claim 23, further comprising ·the 
step of constructing a second model of the system, including 
repeating said instructing, acquiring and instantiating 
steps, wherein the at least one software agent is instructed 
to obtain different· information for use in constructing the 
second model than the information acquired for use in 

30 constructing the first model. 

25. A method according to Claim 24, wherein the first model 
is service-based and the second model is not. 

26. A method of generating an interaction history of a 
portion of a system, by using a software model of the system 
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that is a'mathematical directed graph having nodes 
corresponding to respective components of the. system and 
edges corresponding to services that are currently being 
provided by one component to another; said method comprising 
the steps of: 

the model receiving information relating to an 
event occurring in a given component of the portion of the 
system and generating an indicator of degraded state in a 
software object corresponding to that component; and 

10 perfo:r:ming graph-traversal, said graph-traversal 
further comprising at least one of: 

traversing the graph rootward, along at least 
one graph edge from that component in a direction from edge­
head to edge-tail until an edge of the graph is reached or 
until an object is reached for which a root-cause event has 
already been declared, and 

traversing the graph leafward~ along at least 
one graph edge in a direction from edge-tail to edge-head 
until an edge of the graph is reached or until the traversal 

20 reaches a node already traversed. 

30 

27. A method according to Claim 26, wherein said receiving 
and generating step further.comprises ·evaluating the received 
information and generating the indicator only responsive to a 
determination that the information meets a predetermined 
criterion • 

. 28. A method according to Claim 26, wherein the nodes of the 
graph are softward objects. 

29. A method according to Claim 28, wherein the information 
received by the model is provided· by execution of a program, 
and wherein the graph is one that has been generated by means 
of the program, and wherein the program performs the steps 
of: 

Iii l 
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identifying components of the system to be 
represented in the model and, for each component so 
identified, instantiating a respective software object that 
thus becomes a node of the graph; 

once at least one software object representing one 
of the components bas been instantiated, collecting 
information relating to the operation of such components as 
·have thus far been identified and for which ~orresponding 
software objects have thus far been instantiated, and 

10 providing at least some of that information to the model; arid 
the program repeating said identifying and 

instantiating step asynchronously as needed to continue 
constructing and updating the model, while the program 
continues perfonning said collecting step. 

30. A method according to Claim 27, wherein said leafward­
traversing step is perfonned only after said rootward 
traversing step is perfonned and has reached an object for 
which a root-cause event has already been declared, and in 

20 which said leafward-traversing step is then performed 
commencing not at the given component but at the object for 
which the root-cause event has been declared. 

31. A method according to claim 30, further comprising the 
step of displaying a representation of each object for which 
an indicator of degraded state has been declared. 

32. A method according to claim 31, wherein the indicator of 
degraded state for any object with respect to which the model 

30 has received information indicating occurrence of a root­
cause event in the component corresponding to that object, is 
displayed with a special indication that a root-cause event 
has occurred at the corresponding component. 

33. A method according to Claim 32, further comprising the 
step of maintaining records that include the occurrence of 
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the degraded state and other degraded states {if any) 

encountered in the traversal of the graph in said performing 

step. 

34. A method according to Claim · 31, wherein the nodes of the 

graph are softward objects, and wherein the model also 

includes nodes that are softw~rd objects that comprise groups 

·of other nodes, and wherein, if the given node in which the 

degraded state has occurred is such a group, the record 

10 ·relating to the occurrence a given.degraded state includes 

only those other degraded· ·states (if any) which have occurred 

·in nodes which ar~ immediate neighbors in the graph of the 

given node • 

. 35. A method for effecting collection of information 

concerning operation of.a. system having plural hardware and 

software components,.· comprisi;i:ig the steps of: 

instantiating.at least one dynamic agent having a 

.sensory monitor portion, .an· instruction set portion, and an 

20 . analyzer portion; and 

providing-the dynamic agent with respective sets of 

parameters for each· of said three'portions. 

36. A method according to Claim 35, wherein the instruction 

.set portion defines information concerning the external 

system to be obtained·by the dynamic agent. 

37. A method according to Claim 36, wherein the instruction 

set portion also contains instructions as to how to obtain 

30 the information. 

38. A method according to Claim 36, wherein the information 

specified by the instruct·ion set portion relates to :location 

and identification of components of the external system. 
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3 9 • A method acco~ding . to Claim 3 8, where.in the instruction 
set portion also contains instructions as' to how to obtain 
the information, and provides for obtaining information on 
location of a component, on the generic type of a component 
whoose location has been ascertained, and, optionally, on a 
more-specific type of a component whose generic type has been 
determined. 

40. A method according to Claim 39, wherein the information 
10 obtained by the dynamic agent is used to construct and update 

a software model of the external system. 

20 

41. A method according to Claim 36, wherein the information 
specified by the instruction set portion relates to operation 
and condition of components of the external system. 

42. A method according to Claim 41, wherein the information 
obtained by the dynamic agent is provided to a software model 
of the external system. 

43. A method according to Claim 35, further comprising the 
steps of: 

receiving an ad hoc request for collection of 
specified information; and 

performing said instantiating and providing steps 
to provide and commence operation of a new dynamic agent, to 
collect the specified information. 

44. A data structure, said data structure comprising an 
30 executable module, at least one parameter list, and a set of 

any corequisite services needed for execution of the module. 

45. A method of providing a service in a distributed 
application, comprising the steps of: 
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providing at least one bundle having an executable 

module, at least one parameter list, and a set of any 

corequisite services needed for execution of the module; 

where the bundle hasplural parameter lists, 

selecting from among those parameter lists; 

optionally overriding at least one parameter list 

of the bundle,· providing a different set of parameters and 

·associating those parameters with the module; and 

executing the module. 

46. A method according to Claim 45; wherein said executing 

step includes passing the bundle to a software agent, and the 

software agent executes the module. 

47. A method according to Claim 45, wherein said overriding 

step comprises replacing all parameter lists of the bundle 

with a different predefined parameter list. 

48. A method according to Claim 45, wherein said overriding 

step comprises defining new parameters on the fly for use by 

the bundle. 

49 • A software-agent managing method, comprising the steps 

of: 
continuously running at least one thread; 

receiving instructions defining a mission to be 

performed by one or more softwa~e agents; 

selecting, from a predetermined collection, a set 

of parameters to be used in performing the mission; 

30 the at least one thread instantiating and running 

at least one software agent based on the instructions; 

responsive to receipt of any termination command 

relating to the at lest one software agent,' terminating 

running of that agent under control of the at least one 

thread. 

l!I, 
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so. A method according to Claim 49, further comprising thte 
· .. : ·. '• . ;.· ~:~ ~:: :, 

step of using a set of cross-thread available queues and 
semaphores to serialize access to shared information, to 
coordinate task-sharing. 

51. A method according to Claim 49, wherein the mission 
includes the gathering and reporting of informa.tion defined 

·by the instructions for the mission, said method fur~her 
comprising the step of passing information obtained by the at 

10 least one software agent to a recipient identified in the 
instructions. 

52. A tangible memory medium storing executable code, the 
code including portions defining: 

a configuration handler for receiving instructions 
defining a mission to be performed by one or more software 
agents: 

a thread handler for continuously running at least 
one thread, and for selecting, from a predetermined 

20 collection, a set of parameters to be used in performing the 
mission; the at least one thread initiating running of at. 
least one software agent responsive to the instructions; and 

a communication handler for controlling receipt._ of 
incoming information and transmission of outgoing 
information. 


