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. DATA COMMUNICATION SYSTEM AND DATA MANAGING METHOD
* BACKGROUND OF THE INVENTION

Field of the Invention

The present invention relates to a data
communication system and a data managing method for
managing a data move history of which contents data is
moved bétween a servef having a large storage memory
and a terminal unit.
Description of the Related Art

EEPROM (Electrically Erasable Prograﬁmable
ROM) that is an electrically rewritable non-volatile
memory requires a large space because each bit is
composed of two transistors. Thus, the integration of
EEPROM is restricted. To solve this problem, a flash
- memory that allows one bit to be accomplished with one
transistor using all-bit-erase system has been
developed. The flash memqry'is being expected as a
successor of conventional record mediums such as
magnetic disks and optical discs.

A memory card using a flash memory is also
. known. The memory card can be freely attached to an
apparatus and detached therefrom. A digital audio
recording/reproducing apparatus that uses a memory card
instead of a conventional CD (Compact Disc:Trademark)
or MD (Mini.Disc:Trademark) can be accomplished.

Since aﬁ audio recorder using a memory card

as a record medium records and reproduces digital data,
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when the audio recorder uses a compressing method that
allows data to be reproduced with relatively high
quality, the copyright of music data and so forth that
are recorded and reproduced should be protected. As an
example, using encrypting technologies, memory cards
that are not authenticated can be prohibited from being
uséd. In other words, in a combination of an
authenticated recorder and an authenticated memory
card, encrypted data is decrthed.

Conventional memory cards do not have an
encrypting function. Thus, to record confidential data
to a memory card, the recorder shduld.encrypt data and
records the encrypted data to-a memory card. However,
when a decrypting key is stored in a memory card, the
security of data cannot be protected. On.the other
hand, wheq a decryptiﬁg key is stoﬁéd in the recorder,
encrypted data cannot be decrypted by other than the
recorder that has encrypﬁed the data. Thﬁs, the

~compatibility of the memory cards cannot be maintained.
For example, data stored in a memory card of one user
cannot be decrypted by a recorder of another user. To-
solve this problem; a system of which both a recorder
and a memory cgrd have respective encrypting functions
and they authenticate each other for assuring the
security of data and the compatibility of the cards has
\béen proposed. '

On the other hand, as digital audio/video
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information and multimedia systems are becoming common,
a music data delivering service of which music data is
delivered from a music data delivering server to a
personal computer through a network such as Internet or
a digital broadcast is being accomplished. 1In such a
servicg, delivered contents data is stored in a hard
disk of the personél computer. In addition, data
reproduced from a disc such as a CD is stored in the
hard disk.

| In a system of which a hard disk is used as
an audio server, audioc data is moved from the hard disk
to a memory card. With the memory card, the moved data
can be reproduced by for exampie a portable player. 1In
contrast, audio data is moved from the memory card to
the hard disk of the server. For the purpose of the
copyright protectioh and preventing data from becoming
full, data is moved from the hard disk to a memory card
so that-the data is not left in the hard disk.

In the system of which a hard disk is used as
an audio servef, when data is moved from the hard disk
to a memory card, all contents data of the hard disk is
moved to the memory card. Thus, all the contents data
in the hard disk is erased. 1In this method, since an
encrypting process or the like is not required, the
structure becomes simple and the data can be moved at
high speed.

However, in the case that audio data recorded
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on a medium such as a CD is stored to a hard disk, the
audio data is moved to a memory card, and then the
aﬁdio data is returned from the memory card to the hard
"disk, the o;der of music programs returned to the hard
disk is different from that .of the CD. For example,
when the user moves three music programs randomly
selected from a CD (such as program numbers 2, 4, and
6) to a memory card, he or she listens to the music
programs, and then he or she returns them to the
server, the three music programs of the CD are erased
from the copy source data. Instead, new data of the
three muéic programs of the CD data is stored in the
hard disk. However, the user usually expects that the
hard disk manages the music programs in the same order
of those recorded on the CD.

In the case that audio data recorded on a
medium such as a CD is temporarily stored to a hard
disk, the audio data is moved or copied from the hard
disk to a memory card, and the audio data is copied
from the memory card to another hard disk, the audio
data can be unlimitedly copied to memory cards. Thus,
the copyright of the audio data cannot be effective;y
protected.

OBJECTS AND SUMMARY OF THE INVENTION

An object of the present invention is to
provide a data pfocessing apparatus and method which '

can return contents formerly moved from the server to
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the- original location when the contents are réturned
again to the server.

Another object of the present invention is to
manage a data move source and a data move destination
in the relation of one to one so as to prevent data
from being illegally copied.

A first.aspect of the present invention is a
data communication system having an information source,
a server, and a client, the server being connected to
the information source and having a large storage
médium for stofing contents data supplied from the
information source, the client storing the contents
data moved from the large storage médium,_wherein the
client comprises a storing means for storing cohtents
data moved from the server and move history management
data for managing a history of the moved contents data,
and a transmitting means for transmitting the move
history management'data to the large storage medium
when contents data stored in the storing means is
returned to the large storage medium of the server, and
wherein the servér comprises a éreating means for
creating management data for ménaging contents data
whenever the contents data received from the
information source is stored to the large storage
medium, a controlling means for storing the management
data created by the creating means to the large storage

medium along with the contents data, a receiving means
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for- receiving the move history management data from the
transmitting means of the client, and an editing means
for editing the management data when contents data
stored in the large storage medium of the client is
moved to the storing means of the client and for
editing the management data corresponding to the move
history management data received by the receiving means
when contents data stored in the storing'means of the
client is returned to the large storage medium of the
server.

A second aspect of the present invention is a
data managing method for a data commﬁnication system
having a plurélity of contents titles, a server, and a
terminal, the server having a large storage memory for
storing management data for managing the plurality of
contents titles; the terminal being connected to the
server and moving a predetermined contents title from
the large storagé memory, comprising the steps of (a)
creating move management data when a prédefermined
contents title is moved from the server, (b)
transmitting the move history management data to the
server when a contents title is returned from the
terminal to the server, (c) referencing the management
data stored in the large storage memory and the move
history management data transmitted from the terminal
when a coﬁtents title is returned from the terminal to

the server, and (d) determining whether or not the
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contents title returned from the terminal is a contents
title that has been stored in the large storage memory
corresponding to the referenced result.

These and other objects, features and
advantages of the present invention will become more
apparent in light of the following detailed description
of a best mode embodiment thefeof, as illustrated in

the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 is a block diagram showing the
'~ structure of a digital audio recorder/player using a
nonvolétile memory card according to the present
invention:;

Fié. 2 is a block diagram showing the
internal structure of a DSP 30 according to the present
invention;

| Eig. 3 is a block diagrém showing the
internal structure of a memory-card 40 according to the
present invention:;

Fig. 4 is a schematic diagram showing a file .~
management structure of a memory card as a storage
medium according to thé present invention;

Fig. 5 is a schematic diagram showing the
physical structure of data in a flash memory 42 of the
memory card 40 according to the present invention;

Fig. 6 is a data structure cf the memory card

40 according to the ‘present invention;
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Fig. 7 is a schematic diagram showing the
hierarchy of the file structure in the memory card 40;

Fig. 8 is a schematic diagram showing the
data structure of a reproduction management file
PBLIST.MSF that is a sub directory stored in the memory
card 40;

Fig. 9 is a schematic diagram showing the
data structure in the case that one ATRAC3 data file is
divided into blocks with a predetermined unit length
and that attribute'files are added thereto;

Fig. 10A is a schema;ic diagram showing the
file structure before two files are edited with a
combining process;

Fig. 10B is a schematic diagram showing the
file structure after two files are edited with a

combining process;

Fig. 10C is a schematic diagram showing the
file structure after one file is edited with a dividing
process; |

Fig. 11 is a schematic diagram showing the
data structure-of a reproduction management file
PBLIST;

Fig. 12A is a schematic diagram showing the
data structure of a header portion of the reproduction
management file PBLIST;

Fig. .12B is a schematic diagram showing the

.daﬁa structure of a main data portion of the
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reproduction management file PBLIST;

Fig. 12C is a schematic diagram showing the
data structure of an additional information data
portion of the reproduction management file PBLIST;

Fig. 13 is a table that correlates.showing
types of additional information data and code values
thereof;

Fig. 14 is a table that correlates showing
types of additional information data and code values
thereof;

Fig. 15 is a table that correlates showing
types 6f additional information data and code values
thereof:; |

Fig. 16A is a schemétié diagram showing the
déta structure of additional information data;

Fig. 16B is a schematic diagram showing the
data structure in the &ase that additional information
data is an artist name;

Fig. 16C is a schematic diagram showing the
data structure in the case tha; additional information
data is a copyright code; |

Fig. 16D is a schematic diagram showing the
data structure in the case that additional information
data is date/time information;

Fig. 16E is a schematic diagram showing the
daté st;ucturé in the case that additional information

data is a reproduction log:;



Fig. 17 is a schematic diagram showing a

detailed data structure of an ATRAC3 data file;

Fig. 18 is a schematic diagram showing the.

data structure of an upper portion.of an attribute
header that composes aﬁ ATRAC3 data file;

Fig. 19 is a schematic diagram showing the
data structure of a middle portion of the attribute
header that composes an ATRAC3 data file;

Fig. 20 is a table that correlates record
modes, record time,.and so forth;

Fig. 21 is a table showing copy control
states; |

Fig. 22 is a schematic diagram showing the
data structure of a lower portion of the attribute
header that composes an ATRAC3 data file;

Fig. 23 is a schematic diagram showing the

data structure of a header of a data block of an ATRAC3

data file;

Figs. 24A to 24C are flow charts showing a
recovering method according to the present invention
the case that an FTA area was destroyed;

Fig. 25 is a schematic diagram showing the
file structure in the memory card 40 according to a
second embodiment of the present invention;

Fig. 26 is a schematic diagram showing the
relation between a track informafion management file

TRKLIST.MSF and an ATRAC3 data file A3Dnnnnn.MSA;
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Fig. 27 is a schematic diagram showing the
detailed data structure.of the track information
management file TRKLIST.MSF;

Fig. 28 is a schematic diagram showing the
detailed data structure of NAMEl for managing a name;

Fig. 29 is a schematic diagram showing the
detailed data structure of NAME2 for managing a name;

Fig. 30 is a schemapic diagram showing the
detailed data structure of an ATRAC3 data file
A3Dnnnnn.MSA;

Fig. 31 is a schematic diagram showing the

detailed data struc£ure of INFLIST.MSF that represents
| additional information;

Fig. 32 is a schematic diagram showing the
detailed data structure of INFLIST.MSF that represents
additional information data; and

Fig. 33 is a flow chart showing a recovering
method according to the second embodiment of the
present invention in the case that an FTA area was
destroyed. |

Fig. 34 is a block diagram for explaining a
data move process according to the present invention;

Fig. 35 is a block diagram for explaining a
re-keying operation performed in the data move process;

Fig. 36A is a schematic diagram showing a
transition of which a total of 24 mﬁsic programs is

copied from two CDs to a hard disk 20la of a personal
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computer;

Fig. 36B is a schematic diagram showing a
transition of which seven of 24 music programs stored
in the hard disk 20la of the personal computer to a
non-volatile memory 40a; and

Fig. 36C is a schematic diagram showing a
transition of which seven music programs stored in the
non-volatile memory 40a are returned to the hard disk
20la of the personal computer.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS

Next, an embodiment of the present invention
will be described. Fig.-l is a block diagram showing
the structure of a digital aﬁdio recorder/player using
a memory'card according to an embodiment of the present
invention. The digital audio recorder/player records
and reproduces a digital audio éignal using a
detachable memory card. 1In reality, the N
recorder/player composes an audio system along‘&ith an
amplifying unit, a speaker, a CD player, an MD
recorder, a tuner, and so forth. Héwever, it should be
‘'noted that the present invention can be applied to
other audio recorders. In other words, the present
invention can be applied to a portable
recording/reproducing apparatus. In addition, the
preseﬁt invention can be applied to a set top bdx that
records a digital audio data that is circulated as a -

satellite data communication, a digital broadcast, or
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Internet. Moreover, the present invention can be
applied to a system that recprds/reprodﬁces moving
picture data and still picture data rather than audio
data. The system according to the embodiment of the
present invention can rec9rd and reproduce additional
information such as picture and text other than a
digital audio signal.

The recording/reproducing apparatus haé an
audio encoder/decoder IC 10, a sécurity IC 20, a DSP
(Digital Signal Processor) 30. Each of these devices
is composed of a one-chip IC. The
recording/reproducing apparatus has a detachable memory
card 40. The one-chip IC of the memory card 40 has
flash memory (nonvolatile memory), a memory control
bloék, and a security block.. The security block has a
DES (Data Encryption Standard) encr&pting circuit.
According to the embodiment, the récording/reproducing
apparatué may use a microcomputer instead of the DSP
2o, ) _

The audio encoder/decoder IC 10 has an audio
interface 11 and %n encoder/decoder block 12. The
encoder/decoder block 12 encodes a digital audio data
corrésponding to a highly efficient encoding method and
writes the encoded data to the memory card 40. In
addition, the encoder/decoder block 12 decodes encoded
data that is‘read~from the memory card 40. As the

‘highly efficient encoding method, the ATRAC3 format
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that is a modification of the ATRAC (Adaptive Transform
Acoustic Coding) format used in Mini-Disc is used.

In the ATRAC3 format, audio data sampled at
44.1 kHz and quantized with 16 bits is highly
efficiently encoded. In the ATRAC3 format, the minimum
data unit of audio data that is processed is a sound
unit (SU). 1 SU is data of which data of 1024 samples
(1024 x 16 bits x 2 channels) is compressed to daté of
several hundred bytes. The duration of 1 SU is around
23 msec. In the highly efficient encoding method, the
data amount of audio data is compressed to-data that is
around 10 times smaller than that of original data. As
with the ATRAC1l format used in Mini-Disc, the audio
signal compressed and decompressed corresponding to the
ATRAC3 format less deteriorates in the audio qguality.

A line inpﬁt selector 13 selectively supplies
the reproduction output signal of an MD, the output
signal of a tuner, or a reproduction oﬁtput'signal of a
tape to an A/D converter 1l4. The A/D-converter 14
convérts the input line signal to a digital audio
signal (sampling frequency = 44.1 kHz; the number of
quantizing bits = 16). A digital input selector 16 |
selectively supplies a digital output signal of an MD,
a CD, or a CS (Satellite Digital Broadcast) to a
digital input receiver 17. The digital input signal is
transmitted through for examplé an-opticai cable. An

output signal of the digital input receiver 17 is
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supplied to a sampling rate converter 15. The sampling
rate converter 15 converts the digital input signel
into a digital audio signal (sampling frequency = 44.1
kHz; the number of quantizing bits = 16).

The encoder/decoder block 12 of the audio
encoder/decoder IC 10 supplies encoded data to a DES
encrypting circuit.22 through an interface 21 of the
security IC 20. The DES encrypting circuit 22 has a
FIFO 23. The DES encrypting circuit 22 is disposed so
as to protect the copyright of contents. The memory
card 40 also has a DESiencrypting circuit. The DES
encrypting circuit 22 of the recording/reproducing
apéaratus has a pluraliﬁy of master keys and an
apparatus-unique storage key. The DES encrypting
circuit 22 also has a random number generating circuit.
The DES encrypting circuit 22 can share an
authenticating process and a session key with the
memory card 40 that has the DES encrypting circhit. In
addition, the DES encrypting circuit 22 can re-encrypt
data with éhe storage key of the DES encrypting
circuit.

The encrypted audio data that is output from
the DES encrypting circuit 22 is supplied to a DSP |
(Digital Signal Processor) 30. The DSP 30 communicates .
with the memory card 40 through an interface. In this
example, the memory card 40 is attached to an

attaching/detaching mechanism (not shown) of the
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recording/reproducing apparatus. The DSP 30 writes the
encrypted data to the flash memory of the memory card
40. The encrypted data is serially transmitted between
the DSP 30 and the memory card 40. In addition, an
external SRAM (Static Random Access Memory) 31 is
connected to the DSP 30. The SRAM 31 provides the
recording/reproducing apparatus with a sufficient
storage capacity so as to control the memory card 40.

A bus interface 32 is connected to the DSP
30. Data is supplied from an external controller {(not
shown) to the DSP 30 through a bus 33. The external
contfbller controls all operations of ﬁhe audio system.:
The external controller supplies data such as a record
command or a reproduction command that is generated
corfesponding to a user's operation through an
operation portion to the DSP 30 through the bus
interface 32. In addition, ;the external controller
supplies additional information such as image
information and character information té6 the DSP 30
through the bus interface 32. The bus 33 is a
bidirectional communication path. Additional
information that is read from the memory card 40 is
supplied to the external controller through the DSP
30, the bus interface 32, and the bus 33. 1In reality,
the external controller is disposed in for example an
amplifying unit of the audio syétem. In addition, the

external controller causes a display portion to display
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additional information, the operation state of the
recorder, and so forth. The display portion is shared
by the audio system. Since data that is exchanged
through the bus 33 is not copyright protected daﬁa, it
is not encrypted.

The encrypted audio Qata that is read from
the memory card 40 by the DSP 30 is decrfpted by the
security IC 20. The auaio encoder/decoder IC 10
decodes the encoded data corresponding to the ATRAC3
'form;t.' Output data of the audio encoder/decoder.1l0 is
supplied to a D/A converter 18. The D/A converter 18
converts the output data of the audio encoder/decoder
10 into an analog signal. The analog audio signal is
supplied to a line output terminal 19.

The analog audio signal is supplied to an
amplifying unit (not shown) through the'liné output
terminal 19. The analog audio signal, is reproduced
from a spe;ker or a head set. fhe ex&ernal controller
supplies a muting signal to the D/A converter 18. When
the muting signal represents a mute-on state, the
external controller prohibits the audio signal from
being output from the line output terminal 19.

Fig. 2 is a block diagram showing the
internal structure of the DSP 30. Referripg to Fig. 2,
the DSP 30 comprises a core 34, a flash memory 35, an
SRAM 36, a bus interface 37, a memory card interface

38, and inter-bus bridges. The DSP 30 has the same
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function as a microcomputer. The core 34 is equivalent
to a CPU. The flash memory 35 stores a program that
causes the DSP 30 to perform predetermined processes.
The SRAM 36-and the external SRAM 31 are used as a RAM
of the recording/réproducing apparatus. |

The DSP 30 controls a writing process for.
writing encrypted audio data and additional information_
to the memory card 40 corresponding to an operation
signal such as a record command received through the
bus interfaces 32 and 37 and a reading ﬁrocesé for
reading them therefrom. 1In other words, the DSP 30 is
disposed between thenaéplicatibn software side of the
audio system that records/reproduces audio data and
additional information and the memory card 40. The DSP
30 is operated when the memory card 40 is accessed. 1In
addition, the DSP 30 is operated corresponding to
software such as_a file systen.

The DSP 30 manages files stored in the memory
card 40 with the FAT system used in conventioﬂal'
personal computers. In addition to the file system,
according to the embodiment of the present invention, a
management file is used. The management file will be
descried later. The management file is used to manage
data files stored in the memory card 40. The
management file as the first file management
'information is used;to-manage audio data files. On the

other hand, the FAT as the second file management
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information is used to mange all files including audio
déta files and management files stored in the flash
memory of the memory card 40. The management file is
stored in the memory card 40. The FAT is written to
the flash memory along with the route directory and so
forth before the memory card 40 is shipped. The
details of the FAT will be described later.

According to the embodiment of the present
invention, to protect the copyright of data, audio data
that has been compressed corresponding to the ATRAC3
format is encrypted. On the other hand, since it is
not necessary to protect the copyright of the
management file, it is not encrypted._ There are two
types of memory cards that are an encryption type and a
non-encryption type. However, a memory card for use
with the recorder/player that records copyright
protected data is limited:to the encryption type.

Voice data and imagg'data that are recorded
by users are recorded on non-encryption type memory
cards.

Fig. 3 is a block diagram showing the
internal structure of the memory card 40. The memory
card 40 comprises a control block 41 and a flash memory
42_that are structured as a one-chip IC. A
bidirectional serial intefface is disposed between the
DSP 30 of the recorder/player.aﬁd-the menmory card 40.

The bidirectional serial interface is composed of ten
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lines that are a clock line SCK for transmitting a
‘clock signal that is transmitted along with data, é
status line SBS for transmitting a signal that
represents a status, a data line DIO for transmitting
data, an intérrupt line INT, two GND lines, two INT
lines, and two reserved lines.

The clock line.SCK is used for transmitting a
clock signal in synchronization with data. The status
line SBS is used for transmitting a signal that
represents the status of the memory card'40. The data
line DIO is used for inputting and outputting a command
and encrypted audio data. The interrupt line INT is
used for transmitting an interrupt signal that causes
the memory card 40 to interrupt the DSP 30 of the
recorder/player. ‘When the memory card 40 is attached
to the recorder/player, thelmemory card 40 genérates
the dinterrupt signal. However, according to the
emboéiment of the present invention, since the
interrupg signal is transmitted through the data line
DIO, the interrupt line INT is grounded.

A serial/parallel converting, parallel/serial
converting, and interface block (S/P, P/S, I/F block).
43 is an interface disposed between the DSP 30 of the
recorder/player and the control block 41 of the memory
card 40. Thg S/P, P/S, and IF block 43 converts serial
data reéeived from the DSP 30 of the recofder/player

ihto_parallel data and supplies the parallel data to
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the control block 41. In addition, the S/p, P/S, and
iF bloék 43 converts parallel data received from the
control block 41 into serial data and supplies the
serial data to the DSP 30. When the S/P, P/S, and IF
block 43 receives a command and data through the data
line DIO, the S/P, P/S, gnd IF block 43 separates them
into these that are normally accessed to the flash
memory 42 and those that are encrypted.

" In the format of which data is transmitted
through the data line DIO, after a command. is
transmitted, data is transmitted. The S/P, P/S, and IF
block 43 detects the code of a command and determines
whether the command and data are those that are
normally accessed or thosq that are encoded.
Corresponding to the determined result, the S/P, P/S,
and IF block 43 stores a command that is normally
accessed to a command registér 44 and stores data that
is normally accgssed'to a éage buffer 45 and a write
register 46. 1In association with the write register
46, the memory card 40 has an error.correction code
encoding circuit 47. The error correction code
encoding circuit 47 generates a redundant code that is
an error correction code for data temporarily stored in
the page buffer 45.

Outpdi data of the command register 44, the
page buffer 45, thé-write register 46, and the error

correction code encoding circuit 47 is supplied to a
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flash memory interface and sequencer (hereinafter,
referred to as memory I/F and sequencer) 51. The
memory IF and sequencer 51 is an interféce disposed
between the control block 41 and the flash memory 42
and controls data exchanged therebetween. Data is
written to the flash memory through the memory IF and
sequencer 51.

| Audio data that has been compressed
corresponding to the ATRAC3 format and written to the
flash memory (hereinafter, this audio data is referred
to as ATRACB‘data) is encrypted by the security IC 20
of the recorder/player and the security block 52 of the
memory card 40 so as to protect the copyright of tﬁe
ATRAC3 data. The security block 52 comprises a buffer
memory 53, a DES encrypting circuit 54, and a
nonvolatile memory 55.

The security block 52 of the memory card 40
has a plurality of authentication keys and a unique
storage key for each memory card. The nonvolatilé
memory 55 stores a key necessary for enérypting data.
The key stored in the nonvolatile memory 55 cannot be
analyzed. According to the embodiment, for example, a
storage key is stored in the nonvolatile memory 55.
The security block 52 also has a random number
generating circuit. The security block 52
- . authenticates an applicable recorder/player and shares

a session key therewith. 1In addition, the secufity
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block 52 re-encrypts contents with the storage key
through the DSE encrypting circuit 54.

For example, when the memory card 40 is
attached to the recorder/player, they are mutually
authenticated. The security IC 20 of the
recorder/player and the security block 52 of the memory
card-40 mutually authenticate. When the
recorder/player has authenticated the attached memory
card 40 as an applicable memofy card and the memory
card 40 has authenticated the recorder/player as an
applicable recorder/player, they are mutually
authenticated. After the mutual authenticating proce§§
has been successfully performed, the recorder/player
and the memory card 40 generate respective session keys
and share them with each other. Whenever the
recorder/player and the memory card 40 authenticate
each other, they generate respective session keys.

When contents are written to the memory card
40, the recorder/player encrypts a contents key with a
session key and supblies the encrypted data to the
memory card 40. The memory card 40 decrypts the
‘contents key with the session key, re-encrypts the
contents key with a storage key, and supplies the
contents key to the recorder/player. The storage key
is a\unique-key for each memory card 40. When the
reqorder}pIayer receives the encrypted contents key,

the recorder/player'performs a formatting process for
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' the encrypted contents key, and writes the encrypted
contents key and the encrypted contents to the memory
card 40.

In the above section,-the writing process for
the memory card 40 was described. In the following,
the reading process for the memory card 40 will be
described. Data that is read from the flash memory 42
is suppliéd to the page buffer 45, the read register
48, and the error correction circuit 49 through the
memory IF and the sequencer 51. The error correcting
circuit 49 corrects an error of the data stored in the
page buffer 45. Output data of the page buffer 45 that
has been error-corrected and the output déta of the
read register 48 are supplied to the S/P, P/S, and IF
block 43. The output data of the S/P, P/S, and IF
block 43 is supplied to the DSP 30 of the
recordér/player through the above-described serial
inéérface.

When data is read from the memory card 40,
the contents key encrypted with the storage key and the
contents encrypted with the block key are read from the
flash memdry 42. The security block 52 decrypts the
contents key with the storage key. The security block
52 re—éncrypts the decrypted content key with the
session key and transmits the re-encrypted contents key
to the recorder/player} The recorder/player decrypts

the contents key with the received session key and
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generates a block key with the decrypted contents key.
The recorder/player successively decrypts the encrypted
ATRAC3 data.

A config. ROM 50 is a memory that stores
partition information, various types of attribute
'information, and so forth of the memory card 40. The
memory card 40 also-has an erase protection switch 60.
When the switch 60 is in the erase protection position,
even if a coﬁmand that causes the memory card 40 to
erase data stored in the flash memory 42 is supplied
from the recorder/player side to the memory card 40,
the memory card 40 is prohibited from erasing  the data
stored in thé flash memory 42. An OSC cont. 61 is an
oscillator that generates a clock signal that is the
reference of the timing of the process of the memory
card 40.

Fig. 4 is a schematic diagram showing the
hierarchy of the proéesses of ‘the file system of the
computer system fhat uses a memory card as a storage
medium. On the hierarchy, the top hierarchical level
is an application process layer. The application
process layer is followed by a file maﬁagement process
layer, a logical address management layer, a physical
address management layer, and a flash memory access
layer. In the above-mentioned hierarchical structure,
" the file management proéess layer is the FAT file

system. Physical addresses are assigned to individual
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blocks of the flash memory. The relation between the
blocks of the flash memory and the physical addresses
thereof does not vary. Logical addresses ere addresses
that are logically handled on the file management
process layer.

Fig. 5 is a schematic diagram showing the
physical structure of data handled in the flash memory
42 of the memory card 40. In the memory 42, a data
unit (referred to as segment) is divided into a
predetermined number of blocks (fixed length). One
block is divided into a predetermined number of pages
(fixed length). In tHe flash memory, data is erased as
each block at a time. Data is written to the flash
memory 42 or read therefrom as a page at a time. The
size of each block is the same. Likewise, the size of
each page is the same. One block is composed of page 0
to page m. For example, one block has a storage
capacity of for exampie 8 KB (kilobytes) or 16 KB.‘ One
page has a storage capacitg of 512 B (bytes). When one
block has a storage capacify of 8 KB, the total storage
capacity of the flash memory 42 is 4 MB (512 blocks) or
8 MB (1024 blocks). When one block has a storage
capacity of 16 KB, the total storage capacity of the
flash memory 42 is 16 MB (1024 blocks), 32 MB (2048
blocks), or 64 MB (4096 blocks).

- One pege is composed of a data portion of 512

bytes and a redundant portion of 16 bytes. The first
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three bytes of the redundant portion is an overwrite
portion that is rewritten whenever data is updated.
The first three bytes successively contain a block
status area, a page status area, and an update status
area. The remaining 13 bytes of the redundant portion
are fixed data that depends on the contents of the data
portion. The 13 bytes contain a management flag area
(1 byte), a logical address area (2 bytes), a format
reserve area (5 bytes), a dispersion information ECC
area (2 bytes), and a data ECC area (3 bytés). The
dispersion information ECC area contains redundant data
for an error correction process against the management
flag area, the logical address area, and the format
reserve area. The data ECC area contains redundant
data for an-error correction process against 512-byte
data.

| The management flag area contains a system
flag (1: user block, 0: boot block), a conversion table
flag (1: invalid, 0: table block),.a copy prohibition
flag (1: OK, 0: NG), and an access permission flag (1:
free, 0: read protect).

The first two blocks - blocks 0 and 1 are

boot blocks. The block 1 is a backup of the block 0.
The boot blocks are top blocks that are valid in the
memory card. When the memory card is attached to the
recordei/player, the boot blocks are accessed at first.

The remaining blocks are user blocks. Page 0 of the
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boot block contains a header area, a system entry area,
and a boot and attribute information area. Page 1 of
the boot block contains a prohibitéd block data area.
Page 2 of the boot block contains a CIS (Card
Information Structure)/IDI (identify Drive Information)
area.

The header area of the boot block contains a
boot block ID and the number of effective entries. The
system entries are the start position of prohibifed
block data, the data size thereof, the data type
thereof, the data start position of the CIS/IDI area,
the data sizeuthereéf, and the data type thereof. The
boot and attribute information contains the memory card
type (read only type, rewritable type,.or hybrid type),
the block size, the .number of blocks, the number of
total blocks, the security/non-security type, the card
fabrication data (date of fabrication), and so forth.

Since the flash memory has a restriction for
the number of rewrite times due to the deterioration of
the insulation film, it is necessary to prevent the
same storage area (block) from being concentratedly
accessed. Thus, when data at a particular logical
address stored at a particular physical address is
rewritten, updated data of a particular block is
written to a non-used block rather than the original
block. Thus, after data is updated, the relation

between the logical -address and the physical address
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changes. This process is referred to as swap process.
Consequently, the same block is prevented from being
‘concentratedly accessed. Thus, the service life of the
flash memory can be prolonged.

The.logicél address associates with data
written to the block. Even if the block of the
original data is different from the block of updated
data, the address on the FAT does not change. Thus,
the same data can be properly accessed. However, since
the swap process is performed, a conversion table that
correlates logical addresses and physical addresses is
required (thié table is referred to as logical-physical
address conversion table). With reference to the
logical-physical address conversion table, a physical
address corresponding to a logical address designated
on the FAT is obtained. Thus, a block designated with
a physical address éan be accessed.

The DS? 30 stores the logical-physical
address conversion table in the SRAM. When the storage
capacity of the RAM is small, the~logica1;physical |
address conversion table can be stored to the flash
memory. The logical-physical address conversion table
correlates logical addresses (2 bytes) sorted in the
ascendiné order with physical addresses (2 bytes) .
Since the maximum storage capacity éf the flash memory
is 128 MB (8192 blocks), 8192 addresées can be assigned

with two bytes. Theé logical-physical address
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con&ersion table is managed for each segment. Thus,
the size of the logical—physical address conversion
table is proportional to the storage capacity of the
| flash memory. When the storage capacity of the flash
memory is 8 MB (two eegments), two pages are used as
the logical-physical address conversion table for each
of the segments., When the conversion table is stored
in the flash memory, a predetermined one bit of the
management flag area in the redundant portion in each
page represents whether or not the current block is a
block containing the logical-physical address
conversion table.

The above—described'memory card can be used
with the FAT file system of a personal compuﬁer system
as with the disc shaped record medium. The flash
memory has an IPL area, a FAT area, and a route
directory area (not shown in Fig. 5). The IPL area
contains the address of a program to be initially
loaded to the memory of the recorder/player. 1In
addition, the IPL area contains various types of memory
information. The FAT area contains information with
respect’ to blocks (clusters). The FAT has defined
unused blocks, next block number, defective blocks, and
last block number. The route difectory area contains
directory entries that are a file attribute, an update
date [day, month, year], file size, and so forth.

Next, with reference to Fig. 6, a managing
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method using the FAT table will be described.

Fig. 6 is a schematic diagram showing a
memory map. The top area of the memory map is a
partition table portion. The partition table portion
is followed by a block area, a boot sector, a FAT area,
a FAT backup area, a root directory area, a sub
diréctory area, and a data area. On the memory map,
logical addresses have been converted into physical
addresses corresponding to the logical-physical address
conversion table.

The boot sector; the FAT area, the FAT backup
area, the root directory area, the sub directory area,
and the data area are referred to as FAT partition
area.

The partition table portion contains the
start address and the end address of the FAT partition
area.

The FAT used for a coﬁventional floppy disk
does not have such a partition table. Since the first
track has onl§ a -partition table, there is.a blank
area. The boot sector contains the size of the FAT
structure (12 bit FAT or 16 bit FAT), the cluster size,
and the size of each area. The FAT is used to manage
the position of a file recorded in the data area. The
FAT copy area is a FAT backup area. The route
directory area contains file names, start cluster

addressés thereof, and various attributes thereof. The
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route directory area uses 32 bytes per file.

The sub directory area is achieved by a
directory attribute file as é directory. 1In the
embodiment shown in Fig. 6, the sub directory érea has
four files named PBLIST.MSF, CAT.MSF, DOG.MSF, and
MAN.MFA. The sub directory area is used to manage file
names and record positions on the FAT. In other words,
- the slot of the file name CAT.MSF is assigned address
“"10" on the FAT. The slot of the file name DOG.MSF is
assigned address "10" on the FAT. An area after
cluster 2 is used as a data area. In this embodiment,
audio data that has been compresséd corresponding to
the ATRAC3 format is recorded. The top slot of the
file name MAN.MSA is assigned address "110" on the FAT.
According to the embodiment of the present invention,
audio data with the file name CAT.MSF is recorded to
cluster 5 to.8. Audio data of DOG-1 as the first half
of the file with the file name DOG.MSF is recorded to
clusters 10 to 12. Audio data DOG-2 as the sécond half
of the file with the file name DOG.MSF is recorded in
clusters 100 andllol. Audio data with the file name
MAN.MSF is recorded in clusters 110 and 111.

In the embodiment of the presént invention,
an example of which a single file is divided into two
portions and dispersedly recorded is described. Ih the
embodiment, an area "Empty" in the data area is a

recordable area. An area after cluster 200 is used for
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managing file names. The file CAT.MSF is recorded to
cluster 200. The file DOG.MSF is recorded to cluster
201. The file MAN.MSF is recorded to cluster 202.

When the positions of the files are changed, the area
after cluster 200 is re-arranged. When the memory card
is attached, the beginning and the end of the FAT

. partition area are recorded with reference to the top
partition table portion. - After the boot sector portion
is reproduced; the root directory area and the sub
directory area are reproduced. The slot of the
reproduction maﬁagement information PBLIST.MSF in the
sub directory area is detected. Thus, the address of
the end portion of the slot of the file PBLIST.MSF is
obtained. In the embodiment, since address "200" is
recorded at the end of the file PBLIST.MSF, cluster 200
is referenced.

The area after cluster 200 is used for
managing thé reproduction order of files. In the
embodiment, the file CAT.MSA is the first program. The
file DOG.MSA is.the second program. The file MAN.MSA
is the third program. After the area after cluster 200
is referenced, slots of the fiies CAT.MSA, DOG.MSA, and
MAN.MSA are referenced. 1In Fig. 6, the end of the slot
of the file CAT.MSA is assigned address "5". Tﬁe end
of the slot of the file.DOG.MSA is assigned address
"10". The end of the slot of the file MAN.MSA is

assigned address "110". When an entry address is
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searched on the FAT with address "5“; cluster éddress
"6" is obtained. When an entry address is searched on
the FAT with address "6", cluster address "7" is
obtained. When an entry address is searched on the FAT
with address "8", code "FFF" that represents the end is
obtained. Thus, the file CAT.MSA uses clusters 3, 6,
7, and 8. With reference to clusters 5, 6, 7, and 8 in
the data area, an area of ATRAC3 data with the file
name CAT.MSA can be accessed.

Next, a method for searching the file DOG.MSF
that has been dispersedly recorded will be described.
The end of the slot of the file DOG.MSA is assigned
address "10*. When ah entry address on the FAT is
searched Qith address "10", cluster address "11" is
obtained. When an entry address on the FAT is searched
with address "11" is referenced, cluster address "12"
is obtained. When an entry address on the FAT is
séarched with address "12" is referenced, cluster
address "101" is obtained. When entry address "101" is
referenced, code "FFF" that represents the end is _
obtained. Thus, the file DOG.MSF uses clusters 10, 11,
12, 100, and 101. When:cldsteré 10, 11, and 12 are
referenced, the firét part of ATRAC3 data of the file
DOG.MSF can be accessed. When the clusters.lOO and 101
are referenced, the second part of ATRAC3 data of the
file DOG.MSF can be accessed. .In addition, when an

entry address is searched on the FAT with address
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"110", cluster address "101" is obtained. When an
entry address "111" is searched .on the FAT with address
"101", code "FFF" that represents the end is obtained.
Thus, it is clear that the file MAN.MSA uses clusters
110 and 111. As described above, data files dispersed
.in the flash memory can be linked and sequentially
reproduced. | |

According to the embodiment of the present
invention, in addition to the file management system
defined in the format of the memory card 40, the
management file is used for managing tracks and parts
of music files. The management file is recorded to a
user block of the flash memory 42 of the memory card
40. Thus, as.will be descrihed later, even if the FAT
of the memory card 40 is destroyed, a file can be
recovered.

The management file is generated by the DSP
30. When the power of the recorder/player is turned
on, the DSP 30 determines whether or not the memory
card 40 has been attached to the recorder/player. When
the memory card has been attacﬁed, the DSP 30
- authenticates the memory card 40. When the DSP 30 has
succéssfully authenticated the memory card 40, the DSP
30 reads the boot block of the flash memory-42. Thus,
the DSP 30 reads the physical-logical address
conversion table and stores the read data to the SRAM.

The FAT and the route directory have been written to
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the. flash memory of the meﬁory card 40 before the
memory card 40 is shipped. When data is recorded to
the memory card 40, the management file is generated.

In other words, a record command issued by
the remote controller of the user or the like is
supplied fo the DSP 30 from the external controlle;
through the bus and the bus interface 32. The
encoder/decoder IC 10 compresses the received audio
data and supplies the resultant ATRA¢3 data to the
security IC 20. The security IC 20 ‘encrypts the ATRAC3
data. The encrypted ATRAC3 data is recorded to the
flash memory 42'of the memory card 40. Thereafter, the
FAT and the management file are updated. Whenever a
file is updated (in reality, whenever the recording
process of audio data is completed), the FAT and the
management file stored in the SRAMs 31 and 36 are
rewritten. When the memory cérd 40 is detachedwor the
power of the recorder/player is turned off, thelFAT and
the management file that are finally'suppiied from the
SRAMs 31 and 36 are recorded to the flash memory 42.
~ Alternatively, whenever the recording process of audio
data is completed, the FAT and. the management file
written in the flash memory 42 may be rewritten. When
audio data is edited, the contents of the management
file are updated. B

In the data structure according to the

embodiment, additional information is contained in the
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management file. The additional information is updated
and recorded to the flash memory 42. In another data
structure of the management file, an additional
information management file is generated besides the:
track management file. The additional information is
supplied from the external controller to the DSP 30
through the bus and the bus interface 32. The
additional information is recorded to the flash memory
42 of the memory card 40. Since the additiﬁnal
information is not supplied to the secﬁrity IC 20, it
is not encrypted. When the memory card 40 is detached
from the recorder/player or the power thereof is turned
off, the additional information is written from the
SRAM of the DSP 30 to the flash memory 42.

Fig. 7 is a schematic diagram showing the
file structure of the memory card 40. As the file
structure, there are a still picture directory, a
moving picture directory, a voice directory, a control
directory, and a music (HIFI).directory.' According to
the embodimént, music programs are recorded and
reproduced. Next, the music directory will be
described. The music directory has two types of files.
The first type is a reproduction management file
BLIST.MSF (hereinafter, referred to as PBLIST). The
other type is an ATRAC3 data file A3Dnnnn.MSA théﬁ
stores encrypted music data. The mﬁsic directory can

stores up to 400 ATRAC3 data files (namely, 400 music
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programs). ATRAC3 data files are registered to the
reproduction management file and generéted by the
recorder/player.

Fig. 8 is a schematic diagram showing the
structure of the reproduction management file. Fig. 9
is a schematic diagram showing the.file structure of
one ATRAC3 data file. The reproduction management file
is a fixed-length file of 16 KB. An ATRAC3 data file
is composed of an attribute header and an encrypted
music data area-for each music program. The attribute
data has a fixed length of 16 KB. lThe structure of the
attribute header is similar to that of the reproduction
management file.

The reproduction management file shown in
Fig. 8lis composed of a header, a memory card name NM-
1S (for one byte code), a meﬁory card name NM2-S (fof
two byte code), a program reproductiog sequence table
TRKTBL, and memory card additional information INF-S.
The attribute header (shown in Fig.-g) at the beginning
of the data file is composed of a header, a program
name NM1 (for one byte code), a program name NM2 (for
two byte code), track information TRKINF (such as track
key information), part information PRTINF, and track
aaditional information INF. The header contains
information of the number of tbtal parts, the attribute
of the name, the size of the additional information,

and so forth.
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The attribute data is followed by ATRAC3
music data. The music data is block-segmented every 16
KB. Each block starts with a header. The header
contains an initial value for decrypting encrypted
data. Only music data of an ATRAC3 data file is
encrypted. Thus, other data such as the reproduction
management file,.the header, and éo forth are not
encrypted.

Next, with reference to Figs. 10A to 10C, the
lrelation between music programs and ATRAC3 data fileé
will be described. One track is equivalent to one
music program. In addition, one music program is
composed of one ATRAC3 data (see Fig. 9). The ATRAC3
data file is audio data that has been compressed
corresponding to the ATRAC3 format. The ATRAC3 data
file is recorded as a cluster at a time to ‘the memory
card 40. One cluster has a capacity of 16 KB. A
plurality of fileé_are not contained in one cluster.
The minimum data erase unit of the flash memofy 42 is
one block. In the case of the memory card 40 for music
data, a block is a synonym of a cluster. 1In addition,
one clustér is equivalent to one sector.

One music program is basically composed of
one part. However, when a music program is edited, one
music program may be composed of a plurality of parts.
A part is a unit of data that is successively recorded. .

Normally, one track is composed of one part. The
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connection of parts of a music program is managed with
part information PRTINF in the attribute header of each
music program. In other words, fhe part size is
represented with part size PRTSIZE (4 bytes) of the
part information PRTINF. The first two bytes of the
part size PRTSIZE represents the number of total
clusters of the current part. The next two b&tes
represent the positions of the starﬁ.sound unit (SU)
and the end sound unit (SU) of the beginning and last
clusters, respectively.- Hereinafter, a sound unit is
abbreviated as SU. With such a part notétion, when
music data is edited, the movement of the music data
can be suppressed. When mﬁsic data is edited for each
block, although the movement thereof can be suppressed,
the edit unit of a block is much larger than the edit -
unit of a SU.

SU is the minimum unit of a part. 1In

?

addition, SU is the minimumidata unit in the case -that
audio data is compressed corresponding to the ATRAC3
format. 1 SU.is audio data of which data of 1024
samples at 44.1 kHz (1024 x 16 bits x 2 channelsf is
compressed to data that is around 10 times smaller than
that of original data. The duration of 1 SU is around
23 msec. Normally, one part is composed of several
thousand SU. When one cluster is composed of 42 SU,

one cluster allows a sound of one second to be

~

generated. The number of parts composing one track
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depends on the size of the additional information.
Since the number of parts is obtained by subtracting
the header, the program name, the additional data, and
so forth from one block, when there is no additional
information, the maximum number of parts (645 parts)
can be used. |

Fig. 10A is a schématic diagram showing the
file structure in the case that two music programs of a
CD or the like are successively recorded. The first
program (file 1) is composed of for example five
clusters. Since one cluster cannot contain two files
of the first program and the second progfam, the file 2
starts from the beginning of the next cluster. Thus,
the end of the part 1 corresponding to the file 1 is in
the middle of one cluster and the remaining area of the
cluster contains no data. Likewise, the second music
program (file 2) is composed of one partE In the case
of the file 1, the part size is 5. The first cluster
starts at O-th SU. The last cluster ends at 4-th SU.

There are four types df edit processes that
are a divide process, a combine process, an erase
process, and a move process. The divide process is
performed to divide one track into two portions. When
the divide process is performed, the number of total.
tracks increases by one. 1In the divide process, one
file is divided into two files on the file system.

Thus, in this case, ‘the reproduction management file-
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and the FAT are updated. The combine process is
performed to combine th tracks into one track. When
the combine process is performed, the number of total
tracks decreases by one. In the combine process, two
files are combined into one file on the file system. | g
Thus, when the combine process is performed, the
reproduction management file and the FAT are updated.
The erase process is performed to erase a track. The
track numbers after the track that has been erased
decrease one by éne. The move procéss is performed to
change the track sequence. Thus, when the erase
process or the move brocess is performed, the
reproduction management file and the FAT are updated.

Fig. 10B is a schematic diagram showing the
combined result of two programs (file 1 and file 2)
shown in Fig. 10A. As a result of the combine process,
the combined file %s composed of two parts. Fig. 10C
is a schemat;p diagram showing the divided result of
which one ér&éram (file 1) is divided in the middle of
the cluster 2. By the divide process, the file 1 is
composed of-clusters 0, 1, and the beginning portion of
cluster 2. The file 2 is composed of the end portion
of cluster 2 and clusters 3 and 4.

As described above, according té the
embodiment of the present invention, since the part
notation is defined, as the combined result (see Fig.

10B), the start position of the part 1, the end
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position of the part 1, and the end portion of the part
2 can be defined with SU. Thus, to pack the space due

to the combined result, it is not necessary to move the
music data of the part 2. In addition, as the divided

result (see Fig. 10C), it is not necessary to move data
and pack the space at the beginning of the file 2.

Fié. 11 is a schematic diagram showing the
detailed data structure of the reproduction management
file PBLIST. Figs. 12A and 12B show a header portion
and the remaining portion of the reproduction
management file PBLIST. The size of the reproduction
management file is one cluster (ohe block = 16 KB).

The size of the header shown in Fig. 12A is 32 bytes.
The rest of the reproduction management file PBLIST
shown in Fig. 12B contains a name NM1-S area (256
bytes) (for the memory card), a name NM2-S area (512
bytes), a contents key area, a MAC area, an S-YMDhms
area, a reproduction sequence hanagement table TRKTBL
aiea (800 bytes), a memory card additional information
INF-S area (14726 bytes), and a header information
redundant area. The start positions of these areas are
defined in the reproduction management file.

The first 32 bytes of (0x0000) to (0x0010)
shown in Fig. 12A are used for the header. 1In the
file, 16-byte areas are referred to as slots.

Referring to Fig. 12A, the header are placed in the

-fifst and second slots. The header contains the
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following areas. An area denoted by "Reserved" is an
undefined area. Normally, in a reserved area, a null
(0x00) is written. However, even if any data is
written to a reserved area, the data written in the
reserved is ignored. 1In a future version, some
reserved areas may be used. In addition, data is
prohibited from being written to a reserved area. When
an option area is not used, it is treated as a reserved
area.
= BLKID-TLO (4 bytes)
Meaning: BLOCKID FILE ID
Function: Identifies the top of the
reproduction management file.
Value: Fixed value = "TL = 0" (for example,
0x544C2D30)
= MCode (2.bytes)
Meaning: MAKER CODE
Function: Identifies the maker and model of
the recorder/player | _
'Value: High~order 10 bits (Maker code); low-
order 6 bits (model code).
= REVISION (4 bytes)
Meéning: Number of rewrite times of PBLIST
Function: Increments whenever the
repr&duction management file is rewritten.
Valug; Starts at 0 and increments by 1.

= S-YMDhms (4 bytes) (6ption)
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Meaning: Year, month, day, hour, minute, and
second recorded by the recorder/player with a reliable

clock.

Function: Identifies the last recorded date

and time.

Value: bits 25 to 31: Year 0 to 99 (1980 to

2079) .

bits 21 to 24: Month 0 to 12

bits 16 to 20: Day 0 to 31

bits 11 to 15: _Hour 0 to 23

bits 05 to 10: Minute 0 to 59

bits 00 to 04: Second 0 to 29 (two bit
interval) |

= SYIC+L (2 bytes)
Meaning: Attribute of name (one byte code)
of memory card written in NM1-S area.

Function: Represents the character code and

~

the language code és one byte code.
Value: Character code (C): High-order one
byte |
00: Non—cha;acter code, binary number
0l: ASCII (American Standard Code for
Information Interchange)
. 02: ASCII+KANA
'03:~ Modified 8859-1
81: MS-JIS
82: KS C 5601-1989
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83: GB (Great Britain) 2312-80
90: S-JIS (Japanese Industrial
Standards) (for Voice)

Language code (L): Low-order one

byte _
Identifies the language based on EBU
Tech 3258 |
| standard.
00: Not set
08: German
09: English
OA: Spanish
OF: French
15: 1Italian
1D: Dutch
65: Korean
69: Japanese
75: Chinese
When dqta is not recorded, this area is
all o0.
= SN2C+L (2 bytes)
Meaning: Attribute of name of memory card in
NM2-S area.

Function: Represents the character code and
the language coded as one byte code.
| Value: Same as SN1C+L

= SINFSIZE (2 bytes)
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Meaning: Total size of additional
information of memory card in INF-S area.

Function: Represents the data size as an
increment of 16 bytes. When data is not recorded, this
area is all O.

Value: Size: 0x0001 to 0x39C (924)

= T-TRK (2 bytes) | '

Meaning: TOTAL TRACK NUMBER

Function: Represents the number of total
tracks.

Value: 1 to 0x0190 (Max. 400 tracks)

. When data is recorded, this area is all

= VerNo (2 bytes)

Meaning: Format version number

Function: Represents the major version
number (high order one byte) and the minor version
number {low order oﬁe byte) .

Value: 0x0100 (Ver 1.0)

0x0203 (Ver 2.3)

Next, areas (see Fig. 13B) that preceded by
the header will be desﬁribed.

= NM1-S

Meaning: Name of memory card (as one byte
code)

Fung;ioh: Represents.the name_of the memory

card as one byte code (max. 256). At the end of this
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area, an end code (0x00) is written. The size is
calculated from.the end code. When dafa is not
recorded, null (0x00) is recorded from the beginning
(0x0020) of this area for at least one byte.

Value: Various character code

= NM2-S

Meaning: Name of memory card (as two byte
code)

Function: Represents the name of the memory
card as two byte code (max. 512). At the end of this
area, an end code (0x00) is written. The size is
calculated from the end code. When- data is not
recorded, null (0x00) is recorded from the beginning
(0x0120) of this area for at least two bytes.

Value: Various character code

= CONTENTS KEY

Meaning: Value for music program. Protected
with MG(M) and stored. Same as CONTENTS KEY.

Function: Used as a key necessary for
calculating MAC of S-YMDhms.

Value: O to OxFFFFFFFFFFFFFEFF

= MAC

Meaning: Forged copYright information check
value

Function: Represents the value generated
with S-YMDhms and CONTENTS KEY.

Value: O0.to OxFFFFFFFFFFFFFFFF
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= TRK-nnn

Meaning: SQN (séquence) number of ATRAC3
data file reproduced.

Function: Represents FNo of TRKINF.

Value: - 1 to 400 (0x190)

When there is no track, this area is all

= INF-S

Meaning: Additional information of memory
card (for example, information with respect to photos,
songs, guides, etc.)

Function: Represents variable length"
additional information with a header. A plurality of
types of additional information may be used. Each of
the types of additional information has an ID and a
data size. Each additional information area including'
a header is composed of at least 16 bytes and a
multiple of 4 bytes. For details, see the following
section.

Value: Refer to the éectién of "Data
Structure of Additional Information". |

= S-YMDhms (4 bytes) (Option)

Meaning: Yeaf; month, day, hour, minute, and
second recorded by the recorder/player with a reliable
clock.

'Function: Identifies the last recorded date

and time. 1In this casé of EMD, this area is mandatory.
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Value: bits 25 to 31: Year 0 to 99 (1980 to

2079)

bits 21 to 24: Month 0 to 12

bits 16 to 24: Day 0 to 31

bits 11 to 15: Hour 0 to 23

bits 05 to 10: Minute 0 to 59

bits 00 to 04: Second 0 to 29 (two
second interval)

As the last slot of the reproduction
management file, the same BLKID-TLO, MCode, and
REVISION as those in the header are written.

. While data is being recorded to a memory
card, it may be mistakenly or accidentally detached or
the power of the recorder/player may be turned off.
When such an improper operation is performed, a defect
should be detected. As described above, the REVISION
area is placed at the beginning and end of each block.
Whenever data is rewritten, the value of the REVISION
area is incremented. If a defect termination takes
place ‘in the middle of a .block, the value of the
REVISION area at the beginning of the block does not
match the value of the REVISION area at the end of the
block. Thus, such a defect ;ermination can be
detected. Since there are two REVISION areas, the
abnormal termination can be detected with a high
probability. When an abnormal termination is detected,

an alarm such as an-error message is generated.
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In addition, since the fixed wvalue BLKID-TLO
is written at the beginning of one block (16 KB), when
.fhe FAT is destroyed, the fixed value is used as a
reference for recovering data. In other words, with
reference to the fixed value, the type of the file can
be determined. Since the fixed value BLKID-TLO is
fedundantly written at the header and tﬁe end porfion
of each block, the reliability can be secured.
Alternatively, the same reproduction management file
. can be redundantly recorded;

Thé data amount of an ATRAC3 data file is
much larger than that of the track information
management file. In addition, as will be described
later, a block number BLOCK SERIAL is added to ATRAC3
data file. However, since a plurality of ATRAC3 files
are recorded to the memory card, to prevent them from
become redundant, both CONNUMO0 and BLOCK SERIAL are
used. Otherwise, when the FAT is deStroyéd, it will be
difficult to recover the file. In other wgrds, one
ATRAC3 data file may be composed of a plurality of
blocks that are dispersed. To identify blocks of the
same file, CONNUMO is used. In addition, to identify
the order of blocks in the ATRAC3 data file, BLOCK
SERIAL is used.

Likewise, the maker code (Mcode) is
redundantly recorded at the beginning and the epd of

each block so as to identify the maker and the model in
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such a case that a file has been improperly recorded in
the sfate that the FAT has not been destroyed.

Fig. 12C is a schematic diagram showing the
structure of the additional information data. The
additional information is composed of the following
header and wvariable length data. The header has the
following areas.

= INF

Meaning: FIELD ID

Function: Represents the beginning of the
additional information (fixed wvalue).

Value: O0x69

= ID

Meaning: Additional information key code

Function: Represents the category of the
additional infoémation.

Value: 0 to OxFF

‘= SIZE

Meaning: Size éf individual additional
information |

Function: Represents the size of each type
of additional information. Although the data size is
not limited, if should be at least 16 bytes and a
multiple of 4 bytes. The rest of the data should be
filled with null (0x00).

Value: 16 to 14784 (Ox39C0)

= MCode
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Meaning: MAKER CODE

Function: Identifies the maker and model of
the recorder/player.

Valué: High-~order 10 bits (makér code), low-
order 10 bits (machine code).

= C+L

Méaning: Attribute of characters in data
area starting from byte'12.

Function: Represents the character code and
the language code as one byte code.

Value: Same as SNC+L

= DATA

Meaning: Individual adaitional information

Function: Represents each type of additional
information with variable length data. Real data
always starts from byte 12. The length (size) of the
real data should be at least 4 bytes and a multiple of
4 bytes. The rest of the data area should be filled.
with null (0x00).

Value: Individually defined éorreSponding to
the contents of each type of additional information.

Fig. 13 is a table that cofrelates key code
values (0 to 63 of additional information and ﬁype§
thereof. Key code values (0 to 31) are assigned to
. music character information. - Key code-values (32-to
63) are assigned to URLs (Uniform Resource Locator)

(web information). The music character information and
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URL. information contain character information of the
album title, the artist name, the CM, and so forth as
additional infofmation.

Fig. 14 is a table that correlates key code
values (64 to 127) of additional infofmation and types
thereof. Key code values (64 to 95) are assigned to
paths/others. Key code values (96 to 127) are assigned
to control/numeric data. For example, ID = 98
represents TOC-ID as additibnal information. Tdé-iD
represents the first music program number, the last
music program number, the current program number, the
total performance duration, and the current music
program duration corresponding to the TOC information
qf a CD (Compact Disc).

Fig. 15 is a table that correlates key code
values (128 to 159) of additional information and types
thereof. Key code values (128 to 159) are:assigned to
synchronous reproduction infqrmation. In Fig. 15, EMD
stands for electroﬁic music distribution.

Next, with reference to Figs. 16A to 16E,
real examples of additional information will be
described. As with:Fig. 12C, Fig. 16A shows the data
structure of the additional information. In Fig. 16B,
key code Ib = 3 (artist name as additional
information). SIZE = Oilc (28 bytes) representing that
the data length of additional information including the

header is 28 bytes; C+L representing that character
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- code C = 0x01 (ASCII) and language code L = 0x09
(Eriglish). Variable 1ength data after byte 12
represents one byte data "SIMON & GRAFUNKEL" as artist
name. Since the data length of the additional
information should be a multiple of 4 bytes, the rest
is filled with (0x00).

In Fig. 16C, key code ID = 97 representing
that ISRC (International Standard Recording Code:
Copyright code) as additional information. SIZE = 0x14
(20 bytes) representing that the data length of the

0x00 and L =

additional information is 20 bytes. C
"0x00 representihg that charécters and language have not
been set. Thus, the data is binary code. The variable
length data is eight-byte ISRC code repfesenting
copyright information (nation, copyright owner,
recorded year, and serial number).

In Fig. 16D, key code ID =is 97 representing
recorded date and time as additional information. SIZE
= 0 x 10 (16 bytes) representing that the data length
of the additional information is 16 bytes. C = 0x00
and L = representing that characters and language héve
not been set. The variable length data is four-byte
code (32 bit) representing the recorded date ahd time
(year, month,.day, hour, minute, seqond).

In Fig. 16E, key code ID = 107 representing a
reproduction log as additibnal information. 'SIZE =

OxiO (16 bytes) representing that the data length of
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the additional information is 16 bytes. C = 0x00 and L
= OxbO representing that characters and languagé have
not been set. The variable length data is a four-byte
code representing a reproduction log (year, month, day,
hour, minute, second). When the recorder/player has a
reproduction log function, it records data of 16 bytes
whenever it reproduces music data.

Fig. 17 is a schematic diagram showing a data
arrangément of ATRAC3 data file A3Dnnnn in the case
that 1 SU is N bytes (for example, N = 384 bytes).

Fig. 17 shows an attribute header (1 block) of a data
file and~a music data file (1 block). Fig. 17 shows - |
the first byte (0x0000 to Ox7FF0) of each slot of the
two blocks (16 x 2 = 32 kbytes). As shown in Fig. 18,
the first 32 bytes of the attribute header are used as
a header; 256 bytes are used as a music program area
NM1 (256 bytes); and 512 bytes are used as a music
prograﬁ title area NM2 (512 bytés). The -header of the
attribute header contains the following'areas.

=" BLKID-HDO (4 bytes)

Meaning: BLOCKID FIELD ID

Function: Identifies the top of an ATRA3"
data file. |

Value: Fixed value = "HD = 0" (For example,
0x48442D30)

= MCode (2 bytes)

Meaning: ‘MAKER CODE
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.Function: Identifies the maker and model of
the recorder/player

Value: High-order 10 bits (maker code); low-
order 6 bits (machine code)

= BLOCK SERIAL (4 bytes)

Meaning: Track serial number

Function: Starets from 0 and increménts by
1. Even if a music program is edited, this value does
not vary.

Value: 0 to OxFFFFFFFF.

= N1C+L (2 bytes)

Meaning: Represents the attribute of data
(NM1) of a track (music program title).

Function: Represent the character code and
language code of NM1 as one byte code.

Value: Same as SN1C+L

= N2C+L (2 bytes)

Meaning: Represents. the attribute of daté
(NM2) of a track (music program title).

Function: Represent the character code and
language code of NM1l as one byte code.

Value: Same as SNIC+L |

= INFSIZE (2 bytes)

Meaning: Total size of additional
‘information of current track.

Function: Represents the data size as a

multiple of 16 bytes. When data is not recorded, this
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area sheuld be all 0.

Value: 0x0000 to 0x3C6 (966)

= T-PRT (2 bytes)

Meaning: Number of total bytes

Function: Represents the number of parts
that composes the current track. Normally, the value
of T-PRT is 1.

Value: 1 to 285 (645 dec).

= T-SU (4 bytes)

Meaning: Number of total SU.

Function: Repfesents the total number of SU
in one track that is equivalent to the program
performance duration.

Value: 0x0l1 to Ox001FFFFF

= INX. (2 bytes) (Option)

Meaning: Relative position of INDEX

Function: Used as a pointer that represents
the top of a representative portion of a music program.
The value of INX is designated withla value of which
the number of SU is divided by 4 as the current
position of the program. This value of INX is
equivalent to 4 times larger than the number of SU
(around 93 msec).

Value: 0 to OxFFFF (max, around 6084 sec)

= XT (2 bytes) (Option)

Meaning: Reproduction duration of INDEX

Function: Designates the reproduction
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duration designated by INX-nnn with a value of which
the number of SU is divided by 4. The value of INDEX
is equivalent to four times larger than the normal SU
(around 93 msec).

Value: 0x0000 (no setting); 0x01 to OxFFFE
(up to 6084 sec); OXFFFF (up to end of music program)

Next, the music program title areas NMi and
NM2 will be described.

= NM1

Means: Character string of music program
title

Function: Represents a music program title
as one byte code (up to 256 characters) (variable
length). The title area should be completed with an
end code (0x00). The size should be calculated from
the end code. When data is not recorded, null (0x00)
should be recorded from the beginning (0x0020) of the
area for at least one byte.

Value: Various character éodes

= NM2

Means: 'Character string of music program
title |

Function: Represents a music pfogram title
as two byte.code (up to 512'chéraéters) (variable
length). The title area should be completed with an
end code (0x00). The size should be calculated from

the end code. Wheﬁ~data is not recorded, null (0x100)
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should be recorded from the beginning (0x0120) of the
area for at least two bytes.

Value: Various character codes

Data of 80 bytes starting from the fixed
position (0x320) of the attribute header is referred to
as track information area TRKINF. This area is mainly
uged to totally manage the security information and
copy control information. Fig. 19 shows a part of
TRKINF. The area TRKINF contains the following areas.

= CONTENTS KEY (8 bytes)

Meaning: Value for each music program. The
value of CONTENTS KEY is protected in the security
block of the memory card and then stored.

Function: Used as a key for reproducing a

music program. It is used to calculate the value of

MAC.

Value: 0 to OxXFFFFFFFFFFFFFFFF

= MAC (8 bytes)

Meaning: Forged copyright infﬁrmation check
value Function: Represents the value generated

with a plurality of values of TRKINF including contents
cumulation numbers and a secret sequence number.

The secret sequence number is a sequence
nuﬁber recorded in the gecret area of the memory card.
A non-copyright protection type recorder cannot read
data froﬁ the secret area of the memory card. On the

other hand, a. copyright protection type recorder and a
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computer that operates with a program that can read
data frbm a memory card can access the secret area.

= A (1 byte)

Meaning: Attribute of part.

Function; Represents the information of suqh
as compression mode of a part.

Value: The details will be described in the _
following (see Figs. 19 and 20) .

Néx;, the value of'the area A will be
described. In the following description, monaural moqe
(N =0 or 1) is defined as a special joint mode of
- which bit 7 = 1, sub signal = 0, main signal = (L+R).

A non-copyright protection type player may ignore
information of bits 2 and 1.

'Bit 0 of the area A represents information of
emphasis on/off state. Bit 1 of the area A represents
information of reproduction skip or normil
reproduction. Bit 2 of the area A repreéehts
information of data type such as audio data, FAX data,
or the like. Bit 3 of the area A is undefined. By a
combination of bits 4, 5, and 6, mode iﬁformation of
ATRAC3 is defined as shown in Fig.'20. In other words,
N is a mode value of 3 bits. For five types of modes
that are monaural (N = 0 orll), LP (N = 2), SP (N = 4),
EX (N = 5), and HQ (N = 7), record duration (64 MB
memory card only), data transmission rate, and the

number of SU per block are listed. The number of bytes
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of 1 SU depends on each mode. The number of bytes of 1
SU in fhe monaural mode is 136 bytes. The number of
bytes of i SU in the LP mode is 192 bytes. The number
of bytes of 1 SU in the SP mode is 304 bytes. The
number of bytes of 1 SU in the EX mode is 384 bytes.
The number of bytes of 1 SU in the, HQ mode is 512
bytes. Bit 7 of the area A représents ATRAC3 modes (0:
Dual, 1: JOint). |
For example, an example of which a 64 MB
memory card is used in the SP mode will be described.
A 64-MB memory card has 3968 blocks. In the SP mode,
since 1 SU is 304-bytes, one block has 53 SU. 1 SU is
equivalent to (1024/44100) seconds. Thus, one block is
(1024/44100) x 53 x (3968 - 10) = 4863 seconds = 81
minutes. The transmission rate is (44100/1024) x 304 x
8 = 104737 bps. .
= LT (one byte) .
Meaning: Reproduction restriction flag (blits
7 and 6) and security partition (bits 5 to 0).
Function: Represents a restriction of the
current track.
| Value: bit 7: 0 = no restriction, 1 =
restriction
bit 6: 0 = not expired, 1 = expired
bits 5 to 0: security partition ~
'(reproduction

prohibited other than 0)

62



= EFNo (2 bytes)

Meaning: File number.

Function: Represents thé initially recorded
track number that designates the position of the MAC
calculatién value recorded in the secret area of the
memory card.

Value: 1 to 0x190 (400)

= MG(D) SERIAL-nnn (16 bytes)

Meaning: Represents the serial number of the
security block (security IC 20) of the recorder/player.

Fuﬂction: Unique value for each
recorder/player

Value: 0 to
OXFFFFFFFFFFFFFFFFFFFFFFFFFFEFFFEEE

= CONNUM (4 bytes)

Meaning: Contents cumhlation number

Function: Represents a unique value
cumulated for each music program. The value is-managéd
by the security block of the recorder/pléyer. The
upper limit of the value is 2% that is 4,200,000,000.
Used to identify a recorded program.

Value: 0 to OxXFFFFFFFF

YMDhms-S (4 bytes) (Option)

Meaning: Reproduction start date and time of
track with reproduction restriction ~

Functioﬂ: Represents the date and time at

which data reproduction is permitted with EMD.
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Value: Same as the notation of date and tiﬁe
of other areas

= YMDhms-E (4 bytes) (Option)

Meaning: Reproduction end date and time of
track with reproduction restriction

Function: Represents the date and time at
which data reprodﬁction is expired with EMD.

Value: Same as the notation of date and time
of other areas

= MT (1 byte) (Option)

Meaning: Maximum value of number of permitted
feproduction times

Function: Represents the maximum number of
reproduction times désignated by EMD.

" Value: 1 to OxFF. Wﬁen not used, the value
of the area MT is 00.

= CT (1 byte) (Qption)

Meaning: Number' of reproduction times

Function: - Represents the number of
reproduction times in the number of permitted
reproduction times. Whenever data is reproduced, the
value of the area CT is decremented.

Value: Oxdo to OxFF. When not used, the
value of the area CT is 0x00. When bit 7 of the areé
LT is 1 and the value of the area CT is 00, data is
prohibited from being reproduced. .

= CcC (1 byte)
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Meaning: COPY CONTROL

Function: Controls the copy operation.

Value: bits 6 and 7 represent copy control
information. bits 4 and S5 represent copy control
information of a high speed digital copy opefation.
bits 2 and 3 represent a security block authentication
level. bits 0 and 1 are undefined.

Example of CC:

(bits 7 and 6)
11: Unlimited copy operation permi;ted
©01: copy prohibited
Ob: one time copy operation permitted
(bits 3 and 2)
00: analog/digital input recording
MG authentication level is 0.

When digitél record operation using data from
a.CD is performed, (bits 7 and 6): 00 and (bits 3 and
2): 00.

= CN (1 byte) (Option)

Meaning: ﬁumber of permitted copy times in
high speed serial copy management system

Function: Extendé the copy permission with
the number of copy times( not limited to one time copy
permission and copy free permission. Valid only in
first copy generation. The value of the area CN is
dec;emented whenever the copy operation is performed.

Value™

65



00: Copy prohibited
01 to OxFE: Number of times
OxFF: Unlimited copy times
The track information area TRKINF is followed
by a 24-byte part management information area (PRTINF)
starting from 0x0370. When one track is composed of a
plurality of parts, the values of areas PRTINF of the
individual parts are successively arranged on the time
axis. Fig. 22 shows a part of the area PRTINF. Next,
areas in the area PRTINF will be described in the order
of the arrangement.
= PRTSIZE (4 bytes)
Meaning: - Part size
Function: Represents the size of a part.
Cluster: 2 bytes (higﬁest position), start SU: 1 byte
(upper), end SU: 1 byte (lowest position).
' Value: cluster: 1 to 0x1F40 (8000)
start SU: 0 to OxA0 (160)
end SU: 0 to OxAO (16) (Note that SU

starts from 0.)
| = PRTKEY (8 bytes)
Meaning: Part encrypting wvalue
Function: Encrypts a part. Initial value =
0. Note that edit rules should be applied.
Value: 0 to OxXFFFFFFFFFFEFFEFFEF
= CONNUMO (4. _bytes)

Meaning: -Initially generated contents
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cumulation number key

Function: Uniquely designates an ID of
contents.

Value: Same value as the value of the
contenté cumulation number initial value key

_ As shown in Fig. 17, thé attribute header of

an ATRAC3 data file contains additional informaﬁion
INF. The additional information is the same as the
additional informatioﬁ‘INF—S (see Figs. 11 and 12B)} of
the reproduction management file except that the start
position is not fixed. The last byte position- (a
multiple of four bytes) at the énd of one or a
plurality of parts is followed by data of the
additional information INF.

= INF

Meaning: Additional infoimation with respect

to track

<

Function: Repreéents'variable length
additional information with a header. A plurality of
different types of additional information may be
arranged. Each of additional information areas has an
ID and a data size. Each additional information area
is composed of at least 16 bytes and a multiple of 4
“bytes. |

Value: Same as additional information INF-S
of reproduction management file

- The above=described attribute header is
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followed by data of each block of an ATRAC3 data file.
As shown in Fig. 23, a header is added fof each block.
Next, data of each block will be described.
' = BLKID-A3D (4 bytes)

Meaning: BLOCKID FILE ID

Function: Idéntifies the top of ATRAC3 data.

Value: Fixed value = "A3D" (for example,
0x41334420)

= MCode (2 bytes)

Meaning: MAKER CODE

Function: Identifies the maker and model of
the recorder/player

Value: High-order 10 bits (maker.code); low-
order 6 bits (model code)

= CONNUMO (4 bytes)

Meaning: Cumulated number of initially
created contents

Function: Designates a unique ID for
contents. Even if the céntents are edited, the value
of the area CONNUMO is not changed..

Value: Same as the contents cumulation
number initial key

= BLOCK SERIAL (4 bytes)

Meaning: Serial number assigned to each
track

'Function: Starts from 0 and incremen;s by 1.

Evén if the contents are edited, thé value of the area
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BLOCK SERIAL is not changed.

Value: 0 to OXFFFFFFFF

= BLOCK-SEED (8 bytes)

Meaning: Key for encrypting one block

Function: The beginning of. the block is a
random number generated by the security block of the
recorder/playér. The random number is followed by a
value incremented by 1. When the value of the area
BLOCK-SEED is lost, since sound is not_generated for
around one second equivalent to one block, the same
data is written to the header and the end of the block.
Even if the contents are edited, ﬁhe value of the area
BLOCK-SEED is not changed.

Value: Initially 8-bit random number

= INITIALIZATION VECTOR (8 bytes)

Meaning: Value neceésary for
'encrypting/decryp;ing ATRAC3 data

Functioh: Represents an initial value
necessary for encrypting and decrypting ATRAC3 data for
each block. A block starts from 0. The next block
starts from the last encrypted 8-bit value at the last
SU. When a block is divided, the last eight bytes just
before the start SU is used. Even if the contents are
edited, the value of the area INITIALIZATION VECTOR is
not changea. -
| Value: O to QXFFFFFFFFFFEFFFEF

= SU-nnn -
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Meaning: Data of sound unit

Function: Represents data compressed from
1024 samples. The number of bytes of output data
depends on the compression mode. Even if the contents
are edited, the value of the area SU-nnn is not
changed. For example, in the SP mode, N = 384 bytes.

| Value: Data value of ATRAC3

In Fig. 17, sinée N = 384, 42 SU are written
to one block. The first two slots (4 bytes) of one
block are used as a header. In the last slot (two
bytes), the areas BLKID-A3D, MCode, CONNUMo; and BLOCK
SERIAL are redundantly written. Thus, M bytes:of'the
remaining area of one block is (16,384 - 384 x 42 - 16
x 3 = 208) bytes. As described above, the eight-byte
area BLOCK SEED is redundantly recérded.

When the FAT area is destroyed, all blocks of
the flash memory are searched. It is determined
whether the value of the area ID BLKID at the beginning
of each block is TLO,IHDO, or A3D. As shown ih Figs.
24A to 24C, at step SP1, it is determined whether or
not the.value of the area ID BLKID at the beginning of
the top block is ‘BLKID-TLO. When the determined result
at step SP1 is No, the flow advances to step SP2. At
step SPZ, the block number is.incremented. Thereafter,
at step SP3, it is determined whether or not the.last
‘block has been searched.

When the determined result at step SP3 is No,
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the  flow returns to step SPl.

When the determined result at step SPl is
Yes, the flow advances to step SP4. At step SP4, it is
determined that the searched block is the reproduction
management file PBLIST. Thereafter, the flow advances
to step SP5. At step SP5, the number of total tracks
T-TRK in the reproduction management file fBLIST is
stored as N to the register. For example, when the
memory has stored 10 ATRAC3 data files (10 music
programs), 10 has been stored in T-TRK. |

Next, with reference to the value of the
number of total tracks T-TRK, TRK—OOl to TRK-400 of
blocks are successively referenced. 1In this example,
since 10 music programs have been recorded, TRK-001 to
TRK-010 of blocks are referenced. Since a file ﬁumber
FNO has been recorded in TRK-XXX (where X = 1 to 400)
at step SP7, a table that correlates the track number
TRK-XXX and the file number FNO is stored to the
memory. Next, at step SP8, N stored in the register is
decremented. A loop of steps SP6, SP7, and SP8 is
repeated until N becomes 0 at step SP9.

When the determined result at step SP9 is
Yes, the flow advances to step SP10. At step SP10, the
pointer is reset to the top block. The searching
proces3 is repeated from the top block. Thereafter,
the flow advances to step SPll. At step SPll, it ié

determined whether or not the value of the area ID
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BLKID of the top block is BLKID-HDO. When the
determined result at step SPll is No, the flow advances
to step SP12. At step SP12, the block number is
incremented. At step SP13, it is determined whether or
not the last block has been searched.

When the determined result at step SP13 is
No, the flow returns to step SP1ll. The searching
procéss is repeated until the determined result at step
Sfll becomes Yes. '

When the determined result at step SP1ll is
Yes, the flow advances to step SPl4. At step SP1l4, it
is determined that the block is the attribute header
(see Fig. 8} (0x0000 to OxO03FFF shown in Fig. 18) at
the '‘beginning of the ATRAC3 data file.

Next, at step SP1l5, with reference to the
file number FNO, the sequence number BLOCK SERIAL of
the same ATRAC data file, and the contents cumulation
number key CONNUMO contained in the attribute header,
they are stored to the memory. When 10 ATRAC3 data
files have been recorded, since there are 10 blocks of
which the value of the area ID BLKID of the top block
is BLKID-TLO, the searching process is continued until
10 blocks are searched.

When the determined result at step SP13 is
Yes, the flow advances to step SP16. At step SPl6, the
pointer is reset to the top block;. The searching

précess is repeated -from the top block.
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Thereafter, the.flow advances to step SP1l7.
At step SP17, it_is determined whether or not the value
of the area ID BLKID of the top block is BLKID;ABD.

When the determined result at step SP17 is
No, the flow advances to step SP18. At step SP18, the
block number is incremented. Thereéfter, at step
spilsg’, it is determined whether or not the last block
has been searched. When the determined result at step
SP18' is No, the flow returns to step SP17.

When the determined result at step SP17 is
Yes, the flow advances to step SP19. At step SP19, it
is determined that the block contains ATRAC3 "data.
Thereafter, the flow advances to step SP20. At step
SP20, with reference to the serial number BLOCK SERIAL
recorded iﬁ the ATRAC3 data biock and the contents
cunulation nuﬁber key CONNUMO, they are stored to the
memory.

'In the same ATRAC3 data file, the common
number is assigned as the contents cumulation number
key CONNUMO.‘ In other words; when one ATRAC3 data file
is composed of 10 blocks, a common number is assigned
to all the values of the areas CONNUMO.

In addition, when one ATRAC3 data is composed
of 10 blocks, serial numbers 1 to O are assigned to the
values of the areas BLOCK SERIALs of the 10 blocks.

Corresponding to the values of the areas

CONNUMO and BLOCK SERIAL, it is determined whether the
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current block composes the same contents and the
reproduction order of the current block in the same
contents (namely, the connection sequence).

When 10 ATRAC3 data files (namely, 10 music
programs) have beén recorded and each of the ATRAC3
data files is composed of 10 blocks, there are 100 data
blocks.

With reference to the values of the areas
CONNUMO and BLOCK SERIAL, the reproduction order of
music programs of 100 data blocks and the connection
order thereof can be obtained.

When the determined result at step SP19 is
Yes, all the blocks have been searched for the
reproduction management file, the ATRAC3 data file, and
the attribute file. Thus, at step SP21, based on the
values of the areas CONNUMO, BLOCK SERIAL, FNO, and
TRK-X in the order of block numbers of. the blocks
stored in the memory, tﬁe file connection state is
obtained.
| After the connection state is obtained, the
- FAT may be generated in a free .area of the memory.

Next; a management file according to a second
embodiment of the present invention will be described.
Fig. 25 shows the file structure according to the
second embodiment of the present invention. Referring
to Fig. 25, a music directory contains a track

information management file TRKLIST.MSF (hereinafter,
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referred to as TRKLIST), a backup track information
management file TRKLISTB.MSF (hereinafter, referred to
as TRKLISTB), an additional information file
INFLIST.MSF (that contains an artist name, an ISRC
code, a time stamp, a still picture data, and so forth
(this file is referred to as INFIST)), an ATRAC3 data
file A3Dnnnn.MSF (heréinafter, referred to as A3nhnn).
The file TRKLIST contains two areas NAMEl and NAME2.
The area NAMEl is an area that contains the memory card
name and the program name (for one byte code
corresponding to ASCII/8859—1 character code). The
area NAME2 is an area that contains the memory card
name and the program name (for two byte code
corresponding to MS-JIS/Hankul/Chinese code). _

Fig. 26 shows the relation between the track
information management file TRKLIST, the areas NAMEl
and NAMEZ,Iand the ATRAC3 data file A3Dnnnn. The file .
TRKLIST is a fixed-length file of 64 kbytes (= 16 k x
4). BAn area of 32 kbytes of thé file is used for
managing tracks. The remaining area of 32 kbytes-is
used to contain the areas NAMEl and NAME2. Although
the areas NAMEl and NAME2 for program names may be
provided as a different file as the track information
‘management file, in a system having a small storage
capacity, it is convenient to totally hanage the track
information management file and program name files.

The track'information area TRKINF-nnnn and
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part information area PRTINF-nnnn of the track
information managemeﬁt file TRKLIST are used to manage
the data file A3Dnnnn and the additional information
INFLIST. Only the ATRAC3 data file A3Dnnnn is
encrypted. In Fig. 26, the data length in the
horizontal direction is 16 bytes (0 to F). A
hexadecimal number in the vértical direction represents
the value at the bgginning of the current line.

According to the second embodiment, three
files that are the track management file TRKLIST
" {(including a program title file), the additional
informatioﬁ“m?nagement file INFLIST, and the data file
A3Dnnnn are used. According to the first embodiment
(see Figs. 7, 8, and 9), two files that are the
reproduction management file PBLIST for managing all
the memory card and the data file ATRAC3 for storing
programs are used.

Next, the data structure according to the
second embodiment will be described. For simplicity,
in the data structure according to the second
embodiment, the deséription of similar portions to
those of the first embodiment is omitted;

Fig. 27 shows the'detéiled structure of the
track information management file TRKLIST. In the
track information management file TRKLiST, one cluster
(block) is composed of 16 kbytes. The size and data of

the file TRKLISTB are the same as those of the backup
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file TRKLISTB. The first 32 bytes of the track
information management file are used as a header. As
with the header of the reproduction management file
PBLIST, the header of the file TRKLIST contains a
BLKID-TLO/TL1 (backup file ID) area (4 bytes), an area
T-TRK (2 bytes) for the number of total tracks, a maker
code area MCode (2 bytes), an area REVISION (4 b&tes)
for the number of TRKLIST rewrite times, and an area S-
YMDhms (4.b§tes) (option) for update date and time
data. The meanings and functions of these data areas
are the same as those of the first embodiment. In
addition, the file TRKLIST gontains the following
areas.

= YMDhms (4 bytes)

Represents the last update date (year, month,
day) of the file TRKLIST.

= N1 (1 byte) (dption)

Represents the sequential number of the
memory card {(numerator side). When one memory card is
used,'the value of the area N1 is 0x01l.

= N2 (1 byte) (Option)

Represents the sequential number of the
memory card (denominator side). When one memory card
is used, the value of the area N2 is 0xOl.

"= MSID (2 bytes) (Option)
Represents the ID of a memory card. When a

plﬁrality of memory cards is.used, the value of the
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area MSID of each memory card is the same (T.B.D.).
(T.B.D. (to be defined) represents that this value may
be defined in future).

= S-TRK (2 bytes).

Represents a special track (T.B.D.).
Normally, the value of the area S-TRK is 0x0000.

= PASS (2 bytes) (Option)

Represents a password (T.B.D.).

= APP (2 bytes) (Option)

Represents the definition of a reproduction.
application (T.B.D.) (normally, the value of the area
APP is 0x0000] . |

= INF-S (2 bytes) (Option)

Represents the additional informatibn pointer
of the entire memory card. When there is no .additional
information, the Value of the area INF-S is 0x00.

The last 16 bytes of the file TRKLIST are
used for an area BLKID-TLO, an area MCode, and an area
-REVISION that are the same as those of the header. The
backup file TRKLISTB contains the above-described
header. 1In this case, the header contains an area
BLKID-TLl,-an area MCode, and an area REVISION.

The header is followed by a track information
area TRKINF for information with respect to each track
and a part information area PRTINF for information with
respect to each part of tracks (music programé). Fig.

27 shows the areas preceded by the area TRKLIST. The
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lower portion of the area TRKLISTB shows the detailed
structure of these areas. 1In Fig. 27, a hatched area
represents an unused area.

The track information area TRKINF-nnn and the
part information area PRTINF-nnn contain areas of an
ATRAC3 data file. 1In other words, the track
information area TRKINF-nnn and the part information
area PRTINF-nnn each contaiﬁ a reproduction restriction
flag area LT (1.byte), a contents key area CONTENTS KEY
(8 bytes), a recorder/player security block serial
number area MG(D) SERIAL (16 bytes), an area XT (2
bytes) (option) for represeﬁting a feature portion of a
music program; an area INX (2 bytes) (option), an area
YMDhms-S (4 bytes) (opﬁion), an area YMDhms-E (4 bytes)
(6ption), an area MT (i byte) (option), an area CT (1
byte) (option), an area CC (1 byte) (option), an area
CN (1 byte) (option) (these areas YMDhms-S, YMDhms-E,
MT, CT, CC, and CN are used for reproduction
restriction information énd copy control information),
an area A (1 byte) for part attribute, a part size area
PRTSIZE (4 bytes), a part key area PRTKEY (8 bytes),
and a contents cumulation number area CONNUM (4 bytes).
The meanings, functions, and valugs of these areas are
the same as those of the first embodiment. In
addition, the track information area TRKINF-nnn and the
part information area PRTINF-nnn each contain the

following areas.
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= TO0 (1 byte)

Fixed value (T0 = 0x74)

= INF-nnn (Option) (2 bytesi

Represents the additional information pointer
{0 to 409) of each track. 00: music program without
additional information.

| = FNM-nnn (4 bytes)

Representé the file number (0x0000 to OxFFFF)
of an ATRK3 data file.

The ﬁumber nnnn  {(in ASCII) of the ATRAC3 data
file name (A3Dnnnn) is converted into Oxnnnnn.

= APP_CTL (4 bytes) (Option)

Represents an application parameter (T.B.D.)
(Normally, the value of the area APP_CTL is 0x0000).

= P-nnn (2 bytes)

Represénts the number of parts (1 to 2039)
that compose a music program. This area corresponds to
the above-described area T-PART.

= PR (1 byte)

Fixed value (PR = 0 x 50).

Next, the areas NAMEl (for one byte code) and
NAMEZ (for two byte code) for managing names will be
described. Fig. 28 shows the détailed structure of the
area NAMEl1 (for one byte code area). Each of the areas
NAME1l and NAME2 (that will be described la;er) is
segmented with eight bytes. Thus, their one slot is

coﬁposed of eight bytes. At 0x8000 that is the.
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beginning of each of.these areas, a header is placed.
The header is followed by a pointer and a name. The
last slot of the area NAME1l contains the same areas as
the header.

= BLKID-NM1 (4 bytes)

Represents the éontgnts of a bléck (fixed
value) (NM1 = 0x4E4D2D31). |

= PNMl-nnn (4 bytes) (Option)

Represents the pointer to the area NML (for
one byte code).

= PNM1-S

Represents the pointer to a name representing
é memory card.

nnn (= 1 to 408) represents the pointer to a
music program title.

The pointer represents the start position (2
bytes) of the block; the character code type (2 bits),
and the data size (14 bits). | |

= NMl-nnn (Option)

Represents the memory card name and_music
program title for one byte code (variable length). An
end code (0x00) is writteﬁ at the end of the area.

Fig. 29 shows the detailed data structure of
the area NAME2 (for two byte code). At 0x8000 that is
the beginning of the area, a header is placed. The
header is followed by a pointer and a name. The last

slét of the area NAMEZ contains the same areas as the
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header.

= BLKID-NM2 (4 bytes)

Represents the contents of a block (fixed.
value) (NM2 = 0x4E4D2D32).

= PNM2-nnn (4 bytes) (Option)

Represents the pointer to the area NM2 (for
two byte code).

PNM2-S represents the pointer to the name
representing the memory card. nnn (= 1 to 408)
represents the pointer to a music program title.
| The pointer represents the start position (2
bytes) of the block, the character code type (2 bits),
and the data size (14 bits).

= NM2-nnn (Option)

Represents the memory card name and music
program title for two byte code (variable). An end
code (0x0000) is written at the end of thé area;

Fig. 30 shows the data arrangement (for one
block) of the ATRACB data file A3Dnnnn in the case that
1 SU is composed of N bytes. In this file, one slot is
composed of eight bytes. Fig. 30 shows the ﬁalues of
the top portion (0x0000 to Ox3FF8) of each slot. The
first four slots of the file are used for a header. As
with the data block preceded by the attribute header of
the data file (see Fig. 17) of the first example, a =~
header is placed. The header contains an area BLKID—

A3D (4 bytes), a maker code area MCode (2 bytes), an
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area BLOCK SEED (8 bytes) necessary for encrypting
process, an area CONNUMO (4 bytes) for the initial
contents cumulation number, a serial number area BLOCK
SERIAL (4 bytes) for each track, and an area
INITIALIZATION VECTOR (8 bytes) necessary for
encrypting/decrypting process. The second last slot of
the block redundantly contains an area BLOCK SEED. Thé
last slot contains areas BLKID-A3D and MCode. As with
the first embodiment, the header is foilowed by -the
sound unit data SU-nnnn.

Fig. 31 shows the detailed data structure of
the additional information management file INFLIST that
contains additional information. In the second
embodiment, at the beginning (0x0000) of the file.
INFLIST, the following header is placed. The header is
followed by the following pointer and areas.

= BLKID-INF (4 bytes)

Represents the contents of the block (fixed
value) (INF = 0x494E464F).

= T-DAT (2 blocks)

Represents the number of total data areas (0

to 409).

= MCode (2 bytes)

Represents the maker code of the
recorder/player

= YMDhms (4 bytes)

Represents the record updated date and time.
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= INF-nnnn (4 bytes)

. Represents the pointer to the area DATA of
the additional information (variable length, as 2 bytes
(slot) at a time). The start position is represented
with the high order 16 bits (0000 to FFFF).

= DataSlot-0000 (0x0800)

Represents the offset value from the
beginning . (as a slot at a time).

The data size is represented with low order
16 bits (0001 to 7FFF). A disable flag is set at the
most significant bit. MSB = 0 (Enable), MSB = 1
(Disable)

The data size represents the total data
amount of the music program.

(The data starts from the beginning of each
slot. (The non-data area of the slot is filled with
- 00.) |

The first INF represents a pointer to
additional information of the entire album (normally,
INF-409).

Fig. 32 shows the structure of additional
information. An 8-byte header is placed at the
beginning.of one additional information data area. The
structure of the additional information is the same as
that of the first embodiment (see Fig. 12C).> 1In other
words, the additional information contains an a#ea_IN

(2'bytes) as an ID, 'an area key code ID (1 byte), an
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area SIZE (2 bytes) that represents the size of each
additional information area, and a maker code area
MCode (2 bytes). 1In additioh, the additional
information contains an area SID (1 byte) as a sub ID.

According to the second embodiment of the
present invention, in addition to-the file system
defined as a format of the memory card, the track
information management file TRKLISBr music data is
used. Thus, even if the FAT is destroyed, the file can
be recovered. Fig. 33 shows a flow of a file
recovering process. To recover the file, a computer
that operates with.a file recovery program and that can
access the memory card and a storing device (hard disk,
RAM, or the like) qonnected to the computer are ﬁsed.
The computer has a function equivalent to the DSP30.
Next, a file recovering process using the track
management file TRKLIST will be described.

All blocks of the flash memory whose FAT has
been destroyed are searched fér TL-0 as the va;ue
(BLKID) at the top position of each block. 1In
addition, all the blocks are searched for NM-1 as the
value (BLKID) at the top position of each block.
Thereaftef, all the blocks are searched for NM-2 as the
value (BLKID) at the top position of each block. All
the contents of the four blocks (track information ~
management file) are stored to for example a hard disk

by.the recovery computer.
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The number of tofal tracks is obtained from
data after the fourth byte of the track information
management file. The 20-th byte of the track
information area TRKINF-001, the value of the area
CONNUM-001 of the first music program, and the value of
the next area P-001 are oﬁtained. The number of parts
is obtained with the value of the area P-001. The
values of the areas PRTSIZE of all parts of the t;ack 1
of the area PRTINF is obtained. The number of total
blocks (clusters) n is calculated and obtained.

After the track information management file
is obtaihed, the flow advances to step 102. At step
102, a voice data file (ATRAC3 data file) is searched.
All blocks of other than the management file is
searched from the flash memory. Blocks whose top value
(BLKID) is A3D are collected.

A block of which the value of the area
CONNUMO at the 16-th byte of A3DAnnn is the same as
that of the area CONNUM-001 of the first music program
of the track information management file and of which
the value of the area BLOCK SERIAL that starts from 20-
th byte is 0 is searched. After the first block is.
obtained, a block (cluster) with the same value of the
area CONNUM value as the first block and of which the
value of BLOCK SERIAL is incremefited by 1 (1 = 0 + 1)
is searched. After the second block is. obtained, a

bldck with the same value of the area CONNUMO as the
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second block and of which the value of the area BLOCK
SERIAL is incremented by 1 (2 = 1 + 1) is searched.

By repeating the process, the ATRC3 data file
is searched until n blocks (clusters) of the track 1
are obtained. When all the blocks (clusters) are
obtained, they are successively stored to the hard
disk. | |

The same process for the track 1 is performed
for the track 2. 1In other words, a block of which the
value of the area CONNUMO is the same as that of the
area CONNUM-002 of the first music program of the track
information management file and of which the value of
the area BLOCK SERIAL that starts at the 20-th byte is
searched. Thereafter, in the same manner as the track
1, the ATRAC3 data file is searched until the last
block (cluster) n' is detected. After all blocks
(clusters) are obtained, they are successively stored
to the hard disk.

- By repeating the above—desc;ibed process for
all tracks (the number of tracks: m), all the ATRAC3
data is stored to the hard disk controlled by the
recovering computer.

At step 103, ;he memory card whose the FAT
has been destroyed is re-initialized and then'thé FAT
is reconstructed. A predefermined directory is formed
in the memory card. Thereafter, the track info;mhtion

maﬁagement file and:the.ATRACB data file:for m tracks
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are copied from the hard disk to the memory card.
Thus, the recovery process is finiéhed. |

In the management file and data file,
important parameters’ (in particular, codes in headers)
may be recorded triply rather than doubly. . When data
is redundantly recorded, the same data may be recorded
at any positions as long as they are apart from each
other for one page or more.

In the first and second embodiments, as an
example of the player/recorder of the system audio set,
a memory card recorder was described. According to the
present invention, a digital signal reproduced by a CD
player is stored to a hard disk. The hard disk is used
as an audio server. The digifal signal is moved from
the hard disk to a memory card 40 having the above-
described format. Thus, with the above-described
digital audio player/recorder or portable
player/recorder, the us%r can listen to the reproduced
digital audio data. Next, corresponding to the first
embodiment shown in Figs. 7 to 23 and the second
embodiment shown in Figs. 25 to 32, the structure that
moves contents data from the hard disk to the memory -
card will be described in detail.

.Fig. 34 is a schematic diagram showing a
storing apparatus having a hard disk. The storing
apparatus is for example a.personal computer. In the

foilowing description, the storing unit is simply
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referred to as host or host side. 1In Fig. 34,
reference numeral 201 is a hard disk drive. The hard
disk drive 201 is operated under the control of a CPU
202. In association with the CPU 202, én external non-
volatile memory (external NVRAM) 203, an operation
button portion 204, and a display device 205 ére
" disposed.

In addition, an ATRAC3 audio encoder/decoder
206 is disposed. An analog input signal 207 is
supplied to an A/D converter 208. The A/D converter
208 converts the analog signal 207 into a digital audio
signal. The.audio encoder/decoder 206 compresses the
digital audio signal that is output from the A/D
converter 208 corresponding to ATRAC3. In addition, a
digital input signal 210 is supplied frOmIa CD player
209. The digital input signal'210 is supplied to the
audio encoder/deéoder 206 through a digital input
receiver 211. The audio encpder/decbder 206 compresses
the digital’input.sigﬁal 210 that is received from the
digital input receiver 211 corresponding to ATRAC3.
The host side decodes audio data stored in the hard
disk_drive 201. The audio encoder/decoder 206 decodes
the audio data that is read from the hard disk drive
201 into a digital audio signal. The digital audio
signal is supplied to a D/A converter 213. The D/A
converter 213 converts the digital_audid signal that is

received from the audio encoder/decoder 206 into an
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analog audio signal. The D/A converter 213 outputs an
analog audio signal 214. Alternatively,
compressed/non-compressed digital audio data may be
downloaded to the hard disk HDD 201 through Internet
and a public telephone line (not shown).

'The compressed audio data is supplied from
the éudio encoder/decoderlZOG'to a security block S-SAM
(D) 212 of the host side. The security block S=SAM (D)
-212 encrypts the compressed audio data. As with ﬁhe
audio recorder, the.compressed audio data is encrypted
using a contents key. The encrypted ATRAC3 data is _
stored to the hard disk drive 201 under the control of
the CPU 202. 1In the case of the digital input signal,
information such as ISRC (Industry Standard Recoding
Code) and TOC (Table Of Content)_ID that identify music
programs recorded oh a disc can be obtained. The
security block S-SAM (D) 212 generates a contents key
and a contenté cuﬁulation number CONNUM for each
contents title (audio file (track) in the first
embodiment). In addition, each host is assigned a
unique serial number. These values are stored in fhe
. hard disk drive 201 and/or the external non;volatile
memory 203.

To allow an encrypted ATRAC3 data file stored
in the hard disk drive 201 to be reproduced by other
than the unit (host)- that has encrypted the ATRAC3 data

fiie, the encrypted ATRAC3 data file is moved to the
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memory card 40. The moved data file. is not left in the
hard disk unlike with the copying process.

Since the ATRAC3 data has been encrypted with
a contents key, unless it is decrypted on the copied
side, it cannot be reproduced. However, when the
contents key as an encrypting key is stolen, encrypted
data can be easily decrypted. To prevent sﬁch a
problem, the contents key itself is encrypted. The
contents key is not exposed to the outside. For
example, when ATRAC3 data is moved from the hard disk
drive 201 to the memory card 40, the contents key is
encrypted Qith alsession key. The encrypted contents
key is sent from the hard disk dive 201 to the memory
card 40. The memory card 40 decrypts the contents key
with the session key. Thereafter, the memory card 40-
encrypts the contents data with a storage-key thereof.
The encrypted contents ke¥ is stored in ﬁhe memory card
40. A

Likewise, when data is moved from the memory
card 40 to the hard disk drive 201, the memory éard 40
encrypts a conténts key with a session key and sends
the encrypted contents key to the hard disk drive 201.
Thus, the'valughdf the contents key stored in the hard
disk drive 201 is different from the value of the
contents key storéd in thé‘ﬁemory card 40. Thus, a
pair of audio data and contents key should be stored on

the moved side.
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Next, with reference to Fig. 35, the data
move process wWill be described in detail. First of
all, a data move process for moving data formatted for
the audio player/recordgt shown in Fig. 1 and recorded
in the memory card 40 to.the hard disk drive 201 of the
host side will be described. In the initial state of
which the power of the host side is turned on, it is
determined whether or not the memory card 40 has been
attached. When the memory card 40 has been attached,
the host side and the memory card 40 are authenticated
each other. When they have been successfully
authenticated, the host side and the memory card side "
share a session key Sek.

Next, the host reads data from the memory
card 40. Accdrding to the first embodiment of the
present invention, the contents key CK is read from the
repreoduction management file PBLIST. In contrast,
accofding-to the second embodiment of the present
invention, a contents key'CK (DES (Data Encryption-
Standard) (Kstm, CK)) encrypted with a storage key Kstm
that is unique to each memory card 40 is extracted from
the track information area TRKINF. The DES (Kstm, CK)
is sent from the host to the memory card 40. The
meﬁory card 40 decrypts the encrypted contents key DES
(Kst@, CK) with the stofage key Kstm. The decrypted
contents key. is encrypted with the sessioﬁ key Sek.

The contents key DES (Sek, CK) encrypted with

92



the session key Sek is sent from the memory card 40 to
the host side. The host side decrypts the contents key
CK with the session key Sek, re-encrypts the decrypted
contents key CK with a storage kef Kstd that is unique
tﬁereto, and stores the re-encrypted stérage key to the
hard disk drive 201. In other words, the key is stored
o as a new contents key. The storage keys Kstd and Kstm |
are stored in such a manner that their values cannot be
read from the outside.

In Fig. 35, a security block 212a of thé host
side and a security block of_the_memory card 40
authenticate each other and they share a session key
Sék. The security block 212a supplies a storage key
Kstd and a contents key CK to an encrypting device
212b. The encrypting device 212b creates an encrypted
contents key DES (Dstd, CK).

As deﬁq;ed by a path 215, encrypted ATRAC3
data is moved froh the mémory card 40 to the host side.
The ATRAC3 data is stored to the hard disk'arive 201.
In this cése, as described with reference to Fig. 27,
the track management information TRKIN? recérded in the
memory card 40 is éent to the host side along with a
data file. 1In particular, the contents cumulation
number (CONNUM), the S-SAM serial number, and the file
number FNM-nnnn for each music program are directly
copied to the track in:armation area TRKINF—nnnn and

reéorded as a-track information area TRKINF.of the host
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-side. Unlike with the contents key, these attribute
information is not encrypted.

Unless these information is moved to the host
side, even if audio data is stored to the hard disk
drive 20, the audio data stored in the hosf cannot be
decrypted. "Unless the audio data stored in the hard
.disk is moved to the memory card, the audio data cannot
be reproduced.

The contents cumulation number CONNUM is a
cumulation number of which each music program is
recorded through encrypting devicés of security blocks
of the memory card 40 and the host side. The"contents
cumulation number CONNUM has a combination of 2% =
4,200,000,000. The non-volatile memory of each
encrypting device stores tﬁe last contents cumulation
number. Thus, the contents cumulation number is not
redundant in each memory card. The S-SAM serial number
(SERIAL) is a number unique to each encrypting device.
The S-SAM serial number has a combination of 2128,

Thus, the S-SAM serial number is not rédundant. The
file number FNM-nnnn is a nuﬁber,assigned to each
ATRAC3 data file. The file number FNM-nnnn is assigned
by hardware. Thus, the file number FNM-nnnn may be
redundant. Consequently, the cénteﬁts cumulation
number CONNUM and the S-SAM serial number (SERIAL) are
‘added as auxiliary numbers. Thus, with a totél;of

thrée types of numbers, a data file (track or music
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program) can be identified.

As described above, to perform an
authenticating process and an encrypting process, the
security block 212 of the host side creates or
provides:

self unique number (S-SAM serial number),

contents key CK (created for each contents
title),

storage key Kstd, and

session key Sek

According to the first embodiment of the
pfesent invention, the S-SAM serial number, the
contents key CK, the contents cumulation number CONNOM,
and the file number FNM-nnn are recorded so that they
correlate with MG (D) Serial-nnn of A3Dnnnn.MSA (ATRAC
data file), CONTENTSKEY, CONNUM, and Block Serial shown
in Fig3 17, respectively.

According to the second embpdiment of the
present invention, the hard disk drive 201 of the host
side and/or the external non-volatile memory 203 has a
track information area TRKINF paired with an audio data
file. The track information area TRKINF contains:

file number FNM-nnnn,

encrypted contents key CK,

~ S-SAM serial number, and
contents cumulation ﬁumber CONNUM.

When digital data is directly recorded from
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for example the CD player 209 to the hard disk drive
201, the audio encoder/decoder 206 compresses audio
data corresponding to ATRAC3. The security block 212
of the host side creates a contents key CK for each
contents title (music program) and endrypts the
contents key with the storage key Kstd unique thereto.
The encrypting device 212c encrypts ATRAC3 data with
the encrypted contents key DES (Kstd, CK) and stores
the encrypted audio data 216 to the hard disk drive
201. At this point, the security block 212a of the
host side creates the contents cumulation number CONNUM
and the S-SAM (D) sérial number for®each music program.
According to the first embodiment of the present
invention, the contents cumulation number CONNUM and
the S-SAM (D) serial number are stored as the
A3Dnnnn.MSA (ATRAC_&ata file) shown in Fig. 17.
According to the second embodiment of the present
invention, the contents cumulation number CONNUM and
the S-SAM (D) serial number are stored as the track
information area TRKINF to the hard disk drive.201.
However, these attribute information is not encrypted
with the storage key Kstd unlike with the contents key.
In addition, the host itself decrypts and
reproduces contents data stored in the hard disk drive
201. With the operation button portion 204, the user
can record and reproduce contents data on the host side

with reference to information displayed on the display
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device 205.

When digital data is copied from the CD
player 209 to the hard disk drive 201 of the host side,
the digital receiver 211 can obtain information that
identifies a music program recorded on a CD (the
information is for example TOC_ID or ISRC of each music
brogram). When digital data received from the CD
player 209 is copied, the digital receiver 211 assigns
a directory name for each CD.

In contrast, data can be moved from the host
side to the memory card 40. In this case, the host
side and the memory card 40 authenticate each.other.
When they have successfully authenticated each other,
they share a session key Sek. The host reads a
contents key DES (Kstd, CK) from the.hard disk drive
201 and decrypts it with a storage key Kstd. The host
encrypts the decrypted contents-key with a session key
Sek and sends the encrypted contents key DES (Sek, CK)
to the memory card 40.

The memory_cér& 40 decrypts a contents key CK
with a session key Sek. Thereafter, the memory card 40
re-encrypts the contents key CK with a storage key Kstm
that is unique thereto. According to the first
embodiment of the present invention, the encrypted
contents key DES (Kstm, CK) is storéd in the
" reproduction management file PBLIST and the ATRAC data

file. According to -the second embodiment of the
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present invention, the encrypted contents key DES
(Kstm, CK) is stored in the_track information area
TRKINF. Information (for example, contents cumulation
number CONNUM and S-SAM () serial number) other than
the contents key is not re-encrypted, but directly
recorded.

Next, with reference to Figs. 36A, 36B, and
36C, a process for copying whole data of one CD to the

hard disk drive 201 of the host side will be described.

First of all, a directory of CD-nnn (where

1 to 999) is éreated in a blank area of the hard

nnn
disk drive 201. Although depending on the storage
capacity of the hard disk drive, data of up to 999 CDs
can be copied to the hard disk drive 261. In addition
to CDs, as input sources, for example, MS (a memory
card), BS (a tuner of a digital broadcast using a
broadcast satellite), CS (a tuner of a digital
broadcast using a communication satellite), DAT (a
digital audio recorder using a tape), MD (a mini disc),
TV tuner, FM tuner, AM tuner, and Internet c#n be used.
The directories of these input sources are also created
as denoted by MS-nnn, BS-nnn, CS-nnn, and so forth.
Under each of the diréctories, a track information
management file TRKLIST.MSF is created. In.other ‘
words, the host uses the same file structure as_the

meﬁory card shown in Figs. 7 and 25. According to the
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first embodiment of the present invention, in the case
of a CD, the difference between the directory of CD-nnn
and the directory of the memory card is in that TOC_ID,
UPC/JAN, and ISRC are added to the additional .
information data INF-S as shown in Figs. 14 and 15.
According to the second embodiment of the present
invention, in the case of a CD,'likewise, TOC_ID and
UPC/JAN are added to the header portion of TRKLIST. in
addition{ ISRC is added to the track information area
TRKINE.

Contents data that is moved from the host
side to the e#ternal non-volatile memory 203 is managed
as a track move history management file. The track
move history management file contains date/time of
moved contents data, directory name of moved contents
data, TOC_ID, UPC'(Universal Product Code) /JAN as
US/JAPAN code standafd, and track number (these types
of data are referred to as first category). In
addition, the track move history management file also
contains contenté key, contents cumulation number
CONNUM, and S-SAM serial number (these types of data
are referred as second categbry). The moved contents
data (music program) is shaded as a list on the display
device 205 so that the user can knoQ that the moved
contents data is not left in the hard disk drive 201.

-Oﬁ the other hand, when a request for_moving

contents data from the memory card 40 to the host is
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_issued, it is necessary to determine whether the
required move is a new move or a return of old moved
content data. To do that, it is determined whether
three types of.information of the second category
contained in the ATRAC data file (according to the
first embodiment) or in the track information area
TRKINf (according to the second embodiment) are.'
contained in the move history management file.

When the three types of information are not
contained in the move history management file, it is
determined that the required move is a new move (a
contents title is recorded). At this point, a new
ldirectory MS-nnn is created. After the data is re-
keyed, it is moved.

When the three types of information are
contained in the move history management file, it is
determined that the request move is a return of.
contents data. In this case, the data is moved with
the directory name of the first categéry in the track
move history management file. When a sufficient
security is assured and a data file can be left on the
‘host side, only the data file is erased from the memory
card side. 1In addition, a return flag is placed on the
host sidea In this case, since it is not necessary to
move the data file, the process can be quickly
performed;

Next, with reference to Figs. 36A, 56B, and
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36C, a data move process will be described in detail.

| As shown in Fig. 36A, all music programs (for
exémple, 14 music programs) recorded on a CD1 and all
music programs (for example, 10 music programs)
recorded on a CD2 are copied to a hard disk drive 20la.
Directory names for the CDl and CD2 are assigned and
created. Information of the music programs of the CD1
and CD2 is stored in a track management file 201F of
the hard disk drive 20la.

Thereafter, as shown in'Fig. 36B, seven of 24
music programs stored in the hard disk drive 20la are
moved to. a memory card 40a. For example, information
that represents that thé'seven music programs are music
programs 1, 2, and 12 of the CDl and music programs 2,
3, 8, and 9 of the CD2 is recorded as a hiétory of
moved music programs to the track move history
management file 203F of an external non-volatile memory
203. Since the seven music program are_moved, 17 music
programs are left in the hard disk drive 201la.

Thereafter, as shown in Fig. 36C, the seven
music programs are movéd from the memory card 40a to
the hard disk drive 20la. In this case, the host side
references the track move history management file 203F
and the HDD track management file 201F and thus decides
that the move is a return of contents data. Thus, the
host side moves the seven musi; programs to the

original positions of the hard disk drive 201la.
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Consequently, the 24 music programs are stored in the
hard disk drive 20la. The 24 music programs are
managed in the same manner as those that have been
originally stored in the hard disk drive 20la. Thus,
the order of music programs returned to the hard disk
drive can be prevented from varying from the original
order thereof.

Compressed/non-compressed digital audio data
may be downloaded to a hard disk HDD 201 throuéh
Internet and a public telephone line (not shown).

- In the standard defined in SDMI (Sécured
Digital Music Institute), data of one disc can be
copied to up to four units. For example, a CD player
is connected to a personal combuter ha#ing a hard disk
through a predetermined interface. Contents data
reproduced from a CD loaded in the CD player is.copied
to the hard disk of the personal computer. Since the
contents data copied to the hard disk of the personal -
computer can be moved to up to three portable terminal
units or up to'three memories according to the standard
of SDMI, the content data can be substantially cqpied
to up to four units.

In addition, the contents data stored in up
to three portable terminal units or up to three
memories can be returned to the hard disk of the
personal computer. The operation of which the qontents

data is returned from a portable terminal or a memory
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to the hard disk is referred to as "check in", whereas
the operation of which the contents data is moved from
the hard disk to a portable terminal or a memory is
referred to as "check out". When the "check in"
operation or the "check out" operation is performed, a
track move history management file and a manadement
file may be created so as to manage files (music
programs) .

In the above-described embodiments, it is
determined whether or not moved contents data is
returned to a data move sourcé corresponding to three
types of information of the contents key, the contents
cumulation number CONNUM, and the S-SAM serial number
as the second category contained in the move history
management file stored in the hard disk and three types
of information of the contents key, the contents
cunmulation number CONUM, and the S-SAM_serial number
contained in the ATRAC data file (according to the
first embodiment) or the track iqformation area
(TRKINF) (according to the second embodiment) stored in
the memory. However, it should be noted that the
present invention can be applied to the case of which
all the three types of information are not used.

Alternatively, in addition to the three types
of information as the second category, the
determination can be strictly performed using the ISRC

(Industry Standard code), UPC/JAN, and TOC-ID as the
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first category.

In the above-described embodiment,:a data
communication between the hard disk drive as a storing
unit and a memory card was described. Alternatively, a
host that has a hard disk drive (the host is for
example a personal computer) may interface with a
Eerminal unit of an electronic contents deliﬁering
system. In this case, the mové process performed
between the hard disk and the memory card can be
performed between the terminal unit and the personal
computer.

"In the above description, contents data is
audio data. However, it should be noted that contents
data is not limited to audio data. The contents data
may be video data, program data, and so forth. In
addition, the presenﬁ invention can be applied to
storage mediums (a magneto-optical disc, a phase change
disc, and a semiconductor memory).

According to the present invention, when
contents titles (files) are returned from a storage
medium such as a memory card to a storing unit( they
can be returned in the same positions and in the same
order to the storing unit as they have been stored in
the storing unit. Thus, when data of which an album of
a CD is copied is stored, even if part of the data is
moved to a memory card and then the moved data is

returned to the storing unit, the order of the moved
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data can be prevented from varying from the original
order thereof.

Although the present invention has been shown
and described with respect to a best mode embodiment
thereof, it should be understood by those skilled in
the art that the foregoing anq various other changes,
omissions, and additions in the form and detail thereof
may be made therein without departing from the spirit

and scope of the present invention.
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What is claimed is:
1. A data communication system having an
information source, a server, and a client, the servér
being connected to the information source and having a
large storage medium for storing contents data supplied
from the information source, the client storing the
contents data moved from the large. storage medium,

wherein the client comprises:

storing means for storing contents daté moved
from the server and move history management data for
managing a history of the movéd contents data; and

transmitting means for transmitting the move
history management data to the large storage medium
when contents data stored in the storing means is
returned.to the large storage medium of the server, and

wherein the server comprises: |

creating means for creating management data
fo; managing contents data whenever the contents data
received from the information source is stored to the
large storage medium;

controlling means for storing the management-
data created by the creating means to the large storage
medium along with the contents data;

receiving means for receiving the move
history management data from the transmitting means of
the client; and

editing means for editing the management data

AR
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when contents data stored in the large storage medium
of the client is moved to the storing means of the
client and for editing the management data
corresponding to the move history management data
received by the receiving means when contents data
stored in the storing means of the client is returned
" to the large storage medium of the server.
2. The data communication system as set forth in
claim 1,

wherein the server further comprises:

determining means for determining whether or
not contents data returned from the client is contents
data that has béen stored in the large storage medium
corresponding to the move management data received by
the receiving means and the management data stored in
the large storage medium.
3. The data communication system as set forth in
claim 2,

wherein the editing means edits the
management data so as to restore the order of the
contents data to the .original order whén the contents
data returned from the client.is the contents data that
has been stored in the large storage medium as the
determined result of the determining means.
4. The data communication system as set forth in
claim 1,

wherein contents data that is transmitted and

e
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received between the server and the client is
encrypted.
5. The data communication system as set forth in
claim 1,

wherein contents data can be copied from the
large storage medium of the server to up to three
clients.
6. The data communication system as set forth in claim
1,

wherein the storing means of the client is a
detachable non-volatile memory.
7. The data communication system as set forth in
‘claim 1,

wherein the determining means collates a
fi;st contents key for encrypting contents data, the
first contents key being contained in the move

management data with a second contents key for

b

encrypting contents data, the second contents kiey being
contained in the management data so as to determine
Qhether or not contents data returned from the client
is contents data that has been stored in the large
storage memory.
8. The data communication.system as set forth in
claim i, |

wherein the determining means collates a
first contents cumulation number contained in the move

mariagement data with a second conterits cumulation

MR N R
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number contained in the management data so as to
determine whether or not contents data returned from
the client is contents data that has been stored in the
large storage memory.
9. The data communication system as set forth in
claim 1,

wherein the determining means collates a
first identifier that is unique to a recording
apparatus and that is contained in the move management
data with a second identifier that is unique to the
recording medium and that is contained in the
management data so as to determine whether or not
contents data returned from the client is contents data
that has been stored in the large storage memory.
10. A data managing method for a data
communication system having a plurality of contents
titles, a server, and a terminal, the server having a
large storage memory for storing management'data for
managing the plurality of contents tiﬁles, the terminal
being connected to the server and moving a
predetermined'conteﬁtsItitle from the large storage
memory, comprising the steps-of:

(a) creating move management data when a
predetermined contents title is moved from the server;

(b) transmitting the move history management ~
data to the server when a contents title is returned

from the terminal to the server;
_
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(c) referencing the management data stored in
the large storage memory and the move history
management data transmitted from the terminal when a
contents title is returned from the terminal to the
server; and

(d) determining whether or not the contents
title returned from the terminal is a contents title
that has been stored in the large storage memory
corresponding.to the referenced result.

11. The data managing method as set forth in
claim 10, further comprising the step of:

editing the management data so as to restore
the order of the contents titles to the original order
when a content title returned from the terminal is a
contents title that has been stored in the large
storage memory as the determined result at step.(e),
12. The data managing method as set forth in
claim 10, 1 |

wherein a contents title ﬁransmitted and
received between the server and the terminal is
encrypted.

13. The data managing method as set forth in
claim 10,

wherein a contents title can be moved from

the large storage memory of the serwer to up to three

terminals.

-
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