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account i ng dévalopddesedidnGesdiationsA@ong &iventogieddssets 3ecedty @ariagmany objecdyet ngr ent 25
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Risk management can be defined as a process for identification, analysis, control and communication
of risks. Nowadays, the process of risk management is a much more complex and evolving challenge
20  than it was only twenty years ago. For example, in the past, most computers were kept in locked
rooms and managed by personnel who ensured that the computers were carefully managed and
physically secured. Network links to outside the physical boundary of the organization were unusual.
Threats were well understood and risks were mitigated using traditional approaches (for example,
locked doors, trained personnel, and accounting for resources). The nature of threats is much different
25 today. Network architecture vulnerabilities, heterogeneous operating environments, configuration
intensive software, a shortage or trained personnel, the rapid growth in the number of Internet
connected devices, and the rapid growth in the number of Internet users represent only a few of the

challenges facing today’s organizations.

30  Regardless of changes in the nature of the threat, the use of a risk-management methodology
continues to allow an organization to make informed decisions about the allocation of scarce
resources to areas that are most at risk to reduce the risk. Risk management is an ongoing activity that

includes phases for assessing risk, implementing controls, and monitoring effectiveness.
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public and private sectors to support decision-nmaking processg JIBI]\B@QL;E
assessnment is also widely used in support of regulatory requirenments.
Traditiconally, risk assessnment is a process for tying together information
gat her ed a%bzgﬁ ats, their economc values and their assgai@edorio

vul nerabllltles The sumof this effortyis to produce a measure of the risk
to the organl zation with respect to a given project, product, system or
servi ce. the many risk-assessnent net hodol ogi es errpl oyed, the nost
conmon i s ad hoc j sts and
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Anal ysi's: This nethod exam nes each potential failure conditionin 15 a
systemto determne the severity of the failure's inpact to the system
HAZOP (Haz anﬁiharmdmyagleamsmant ygthoddlagiss anmplopaicthe wamtonssonps @icd $e- raatiebdology

engi neering_ i ntentiqgn 0 a rise from
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possi bl e i human 1 nterventi oh and error on a sy ste

Pr obabi | | st\iu&’eRP@ReSA@%%%g‘m“f itspicTeE0BFRSPYS SV SlTF iRl CP‘H"@ br?é{i?ﬁﬂ ity that a
conbi nat i oncoffenti@MIGR ST Yisk Sa@snient iachpa e fdialviag: condi ti on Tree Anal ysis:
This is a famly of analysis nmethods, such as event tree attack tree, 25
managenent - oversight tree and fault tree. This fam |y of methods focuses on
processes or & FahgtodendEffewenilysis: eds nm:myd bxapihes eclapgrarial ifadluke sendisiomii t i on.
Regar dl gss of [ n, the assessnent
and manggsgement ofsgsr[elngiﬁﬁ% %ﬁ%ﬁgﬁg Iom%ﬂﬁﬁ Xc%o%{x{é}lﬁﬁgse approach, the
under pi nni ng of HAFOPHHpagurd dné Ogestbdity)i iﬂ’ﬂs !?)Pthﬂdt%%‘t““eswfoc?}@aﬂdé§§@ﬁlt"18a'l‘t°n“°“5
practices that t@ﬂ&@?tﬁgﬁoté’ﬁﬁﬂﬁ%ﬁ?mﬁt BPIRE Y ESiatidB EohALdi@WbRBicdidna | 1 st of
various phases used in conventional risk assessnent met ods 1. Inventory
and defi.nition. Histrisplcfmalysiss This sethpbexeniaesiiisanspeof past ngidhgis&q defgpmisg s s t he

or gani zati on d%;oggmtpgfsadoﬁ(ﬁnﬁs&eﬁﬁ (e.g., electronic devices,
el ectronically stored data, etc ﬁ t are jnvolyed in 35 su

ort. of
criticad® procts @?a“‘@ﬁ@é“é@%'%@” H‘é’t% ABies; theaqpsityg imgact of E‘Fﬂgtgri"?m&’éir‘idgned
to each asset. e}woﬁa\gy}gkdﬁe is not only nonetary, but also nay be tied to

| oss of reput at IP?orI])abllrlstlc BISE Asse:ssmen"tl sI];hls methgd exgyun%sqge probability that a combination of

' events may lead to a particular condition.
e Tree Analysis: This is a family of analysis methods, such as event tree attack tree,
,‘25 management-oversight tree and fault tree. This family of methods focuses on processes or a

sequence of events that may lead to a particular condition.

Regardless of which risk assessment methodology is chosen, the assessment and management of risk
traditionally follow a multi-phase approach, the underpinning of which is the selection of “best” or
30  “essential” practices that represent management objectives. The following is a list of various phases

used in conventional risk assessment methods:

1. Inventory and definition. In order to measure the theoretical impact of a risk, the organization
determines its assets (e.g., electronic devices, electronically stored data, etc.) that are involved in
35 support of critical processes. Once assets have been identified, a value is assigned to each asset.

This value is not only monetary, but also may be tied to loss of reputation or loss of trust.
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tool s which can assist the organization in acconplishing thi.s eﬂﬁ?&ﬁ t he
process. These tools, including Openview (nmanufactured by ard
~ Co. of Palo Alto, California) and Visio(r) Enterprise (manufactured by

M crosoft SWOoR95433% Rednond, Washington), are able to map RETHSPHOEISt ens
and devi ces and produce reports showind OS (operating systen) type,
revision level and the services that a systemis nmeking available to a
network. 2. Vulnerability and threat evaluation. In this phase, the

organi zation i s exam ned for weaknesses to that could be exploited by an
unaut hori zed t si der C tsider attacking.those
weaknesses. vﬁ“ﬁ%‘ﬁ‘é%“’i“m? l"Ofm)(rlwetn ?":Q U%ggtgdetsoglngﬁl?h Fas SISt eorfg?nilmtber”f or med by
an internal amdi:m'nplidwggah:s presetof te probdss. dChpwtaols, lad@ﬂntgcﬁpeunsrrvn@naaufmtrcdcbﬁ/
assessnent cri I&e%fét@? clgcl éda H Bl AR @éﬁd?&:a)%cﬁr@#a@%&pn@ (nﬁﬁtﬁ&wr&i%y Mér&Gft

should be net in or assure effective security. tors uSe criteria
to eval Gate |¢01‘N/l9f1ﬁ@ﬂ@b¢ Wﬂﬁfi“@@nbﬂiﬁ@f%ﬂ'PflﬂlnﬁtWP'f‘Fé)’Sfe&F@’é‘{deéSIFese‘V‘hH’f&%‘Ffi on and
whet her, in phasgs iHWEE 08i¢pehin Qi) Y JTRBAUGESvePbl Ble sdr@cd¥itiial H3tigm Ishe

vul nerab| lity. Some fornms of assessnment criteria, like Common Criteria
(set forth by ‘Pﬁé‘ﬁ’igﬁ’a\}léb?l&?é‘l‘}?f‘\’"é% of Arlington, Virginia) and Orange Book
(set forth by the U S. Department of Defense in "Trusted Comput er System
E\r/]gl :J?r;[): ggegl l.gnetrgbllitiy aR& @lﬁl nevsaiug %'Pr/nsl alSS pﬂa\es? ::thee o‘f:galﬂn?z3 g%xag‘rg%/edffoqrwte&lﬂessegl ng
assessi ng conphdt egnbdhe e@thhed bxmtmatwfon@pslsvetsdmnﬂ the chapees pan quisﬂdg.aMpg' thpsset
forth 20 by tkbgeam%sgsr %‘ide%'n@éﬁ& RIR aéu&fnsmﬁmﬁlmeﬁeﬂme@ymﬁ@nmdi@nd SAS

70 (set forth Sécurity and Exchange Conm ssion) are nore

reactive in naipnnrt@ent@g@ad Pty RHPY Yping @ et QEWEERERTiICrid e eI St e a
list of wvul neroapaa&dcs w8ish H88d B@ﬁa nd&hdr ma&uﬁctffecﬁa@éacdrmpemfmrmb B@Ealb ity is
ranked- accor di ng E#} @ fa ngl qn R ltedf by an
unaut hori zed c?u‘t”éﬁ“’d&‘f““ ’ihélesﬁ létb"ﬁ f“l %‘g‘ftg ?"ﬁl@a“toﬁ? a2 l&?l KEDE t h

vul nerabs| ity .codedrinesiireserist td edtigataibavilgerdbiing somb éorpd ofakretsmeht anitekiac i be as
sinple as arbi rarll t )

frequency of t e r}e(“él3 “89"3?%"33’9 CIIQJV ﬁlagﬁcs O?Ahm?m%'?’lrl %ﬂga) g@%g’ Otécta%tenter
of Internet sdotirtythe b d@parir@et OéDef@rlrﬁemS(Tmsm empuEn By siElygiop ﬁsltem UPEY

SANS (System %%ﬂ'd@lﬁﬂ‘eﬁéﬁﬂahod%g}v@f ﬁﬂﬁ]ﬂiﬁg alﬁr\ggl_ i thi¥e dllﬂrﬁiwgtéiﬁs% welDds at he 30
FBI (U. S. Federal "Bureau of Investl gatl on) he conbi nat

vul ner abi | i t i @€thafriosyAprasesing prpplinnge ONF et Ygespssuent L lélﬁtccfﬂlrg et fgth ¢ he
risk thap exi say&.elmoﬁﬂa@ona@aammanmammmawdmlonmasas @8 (setathbyeied) fir e a
nunber of tools avai IE Ih ﬁ ECtéOI’lI cal | g‘ nte ec I‘r(i)nQIrﬁ f((Jl)rea\{;!wcse% and
assess  vul nePSBTIPi 3T EEhEer HPHMIEWE 1 BRICATHLTIHBY (T P Do P S TR s

nat ure are usefpbses oniy.dentifying top vul nerabili ties related to pl atform
and/ or service configurations, the tools cannot identify vulnerabilities

within platforns or services not visible to the scan. Furthernore, these
t ool s do Once a list of vulnerabilities has been delineated, each type of vulnerability is ranked according to

25 the probability that it could be exploited by an unauthorized outsider. This probability is the
B threat associated with vulnerability. Methods for determining threat level abound and can be as
simple as arbitrarily associating a value to the threat based on the frequency of the threat reported
by such organizations as CERT (a center of Internet security expertise at the Software
Engineering Institute), SANS (System Administration, Networking, and Secu_rity Institute), or the
30 FBI (U.S. Federal Bureau of Investigation). The combination of vulnerabilities and threats

provides the level of inherent risk, or the risk that exists in the absence of any control measures.

There are a number of tools available to electronically scan electronic devices and assess
vulnerabilities within electronic devices. While tools of this nature are useful in identifying top
35 . vulnerabilities related to platform and/or service configurations, the tools cannot identify

vulnerabilities within platforms or services not visible to the scan. Furthermore, these tools do
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rel ati onshi ps between the asset at risk and its environnent (i,e., other. -
devices to which the asset connects, the physical location in OHl ik 2005
device resides, or the network on which it participates.) Wthout the
creation of these relationships, it is ineffective in pro ring
t he i npact VEP 02{0343% or appropriately c4hoosi ng effective c%‘%ﬁ?@g@%.
Eval uati on of counterneasures. Phases one and two represent the framework
for risk assessment. Phases three, four and five provide the |ink between
ri sk assessnment and a nore conprehensive risk managenent strategy.
Starting wit h nptresniishe wsprio Fragte welgtionsiipsheyeenythe 4stehat @skand ity erviprmept (Le., other
practitioner dghi&k iiwHh M IRhRhinett, MOhySQURLAEARMIGIL:QZe\Gokirssided, orthid t i gat e

the risk 10 identified and guantif.i. uri ng phases.ane .and.t. -

Count er neasur @%‘W“’&‘@ﬁﬁgﬁﬁi; PP ?‘%ﬁtﬁsé&}“&}“g‘%“@‘ op Pgtﬁqﬁ‘? re&ﬁ%r’spl%ftésﬁ’ém%fte‘gﬂe ' or der
to reduce ri slrdp@rly theasieingthaaagiofibdtisk ot Qptopdatady gassingaifeating cofines.

i npl enentati on of a counterneasure. is traditionally a risk/value
proposition. In addition to the costs associated with acquisition or

i mpl ement at 3.0 fEyaldgionivé cauntermengirsn Rbeses ane amidwe featesedt i framegrgdkdpririsk y |

scal abi l'ity, operat} oS 2t BiALEMANSide Ablind RERE ikASEamBi: gnd:Of3E der ed
when bal anci ng cost of controls versus I nherent risk. Note that there is

al ways a neas@eeprefnsesiskimanazsmeniéipesya Saging rith ts@ptiadar coRerpsygRbase, 2

count er Measur Gechit@ bragiliRner At@HkROWRthe 2l nbr\6adnkbahéattiles@kistGo tilighte MBASLII €S | S

typi cal La/ carried, out Iﬂlator &E%‘g'g an internal audit departnent
es

by an.eval
often i coop&e&ttfleﬁﬁ“%“%/’ﬁl%gf"fuﬁf‘g o\ sor). As in phase two, using
sets of «criteria defined by regulatory or standard bodies (e.g., BS7799,
COBI T, SAS70, H PAA) . th . - i.gh,appl y
to the partic lglgerrg%aﬁ?rrsoﬁdr?ne%oﬁ Mg%%?%dﬁ%ﬁwmg[?%’ﬁe ltﬁiﬁ}g?l%&%ipﬁ @?‘i"l{@%ﬁ%@? @%5 Thi s
particul ar phéses icseptablesxthe ensenizptian; Fee implewpisitipe of 4 capBRrMIPASYre dipdidonally a
subj ective progesfie pfdpbsidn. HAUDGAFBASHHE @RoIAAEM 2V RKIDAMSmblembrkEn,
effectiveness but are choserr bec,aus&,,thgy ﬁﬁemto.be adP .easm%/,
cost - ef Fect i v8eKareaispSpsispesociftpl Yithysability, scalapifity coperstiqng gndrragingtenageg, flBgse; ¢
consi der at i oncsigwRshiiseRA Wwigdatnafy cbdn ef comtn \ersespletneisk Nbie therthed ison  or
ot her hidden costs. 30 4. ci.si,qQn. Onece ri.sk has, be nd
identified, tAY2GAJEATYH ire(ﬁDﬁuaé 5?\1{%3 agsoesogmfp 8rfe§§%né6}th? ngﬂerﬁlﬁ%ﬁéﬁﬁf’a{?gat e the
ri sk, or transfadabld he risk. This phase of the process allows an
organi zation to evaluate the cost of the counterneasure versus the val ue

of the asset to be protected by the tounterneasure. . )
20 Evaluation of countermeasures is typically carried out by an evaluator (e.g., an internal audit

department often in cooperation with a third party assessor). As in phase two, using sets of
criteria defined by regulatory or standard bodies (e.g., BS7799, COBIT, SAS70, HIPAA), the,

evaluator chooses countermeasures which apply to the particular environment and then weigh

their effectiveness.

25
This particular phase is an extremely time-intensive, labor-intensive, subjective process, Often
countermeasures themselves have limited effectiveness but are chosen because they seem to be an
easy, cost-effective alternative. In fact, the choice often fails to take into consideration
downstrearn impact of the countermeasure implementation or other hidden costs.

30

4, Decision. Once risk has been assessed and identified, the organization can choose to accept the
risk, mitigate the risk, or transfer the risk. This phase of the process allows an organization to
evaluate the cost of thie countermeasure versus the value of the asset to be protected by the
countermeasure.

35
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is extrenely tinme-intensive, |abor-intensive, and subjecti ved {b‘\ﬂa‘h Qﬂﬁﬁa
decision fails to take into account ramfications of the choice in the
context of other assets within the environnent. 5 5. Ongoi ng Mnitoring.
Ongoing nmonitoring is an el enent of the risk managenment met hodol ogy.

First, became®nspienentation of controls may introduce ri SRCT/HS@O116er
area of the organization, it is desirable to nonitor the effect of the

i npl ement ati on. Second, over time, the risk assessnent itself |oses

rel evancy because of changes in threats, or deterioration in the

ef f ect i veness a@hvith PRuse &, @id phade.is eklidniietl; tinRSinteidre Aitgainieasive, o shifdeti e Wfies thaew
systens, services, .and/or .client the. 10 organi zafi I Nt

Vil nerabi 111 SR AR B pEPi eSO DI GRTAE i O e R M
currently a ndwlesviroohendr gani zati ons, for exanple, Internet Security
Systens, Inc. of Atlanta, Georgia, Security Focus Inc. of San Mateo,
California, and Tnsecure, Inc. of Herndon, Virginia, that provide a

moni t or ihg HeOnigeing Mopitaring: Regpingswepidriag s anplemest oldherrish mapagerprnbuetndalgey-eal 15
time threat igfgldl-d8NMAlehSRRbHbNRNRlSGY irRBife NtliBloMBY didalol @8 ordgthidahis, I
client, these services cannot rovi de accurate_nonjtoring in the context

of other syst éigdesirglesumenitehe ¢fisetRhfhe FRpieentpton yageonds QYst UMy rieaspessiieay

Not wi t hst andi pglftifies @laemer Bemed df tadyes e, braleatioraips irahseffetvesisflite

met hodol ogy or sof e 20 product i.ncludes the funct] L1 ty, necessary to
automate ri skc??gﬂlaéﬁﬁéﬁﬂhe W%)r'llzémcﬁ'i“ft?og?cgsn S eERvent rlvgﬁsa%rld%gt e(lgé’sthe?exarrpl e
product 80 of Wwhigadizakienietrdsieess neveyltienhidities abvoiseejechane noevofkonmirapmentor  nore of

t he phases of the process, such as inventory or electronic vulnerability
anal ysis, no conventional nethod is capable of, anong others, supporting
al | el ements &hergre simsntlytiawBibsy ef qreagicationy foa geamels: Ints Sty Sstemutngndty OF THE
| NVENTI ON  Enb@gi e Bt staiffseduiey IRER SRS ShMBSs, icalforRia anll dtis@uitpihd) 0flHersdosf em and
nmedi um enbodi ments for agutomati cal Iy ﬁeeo‘;ti ng. al | %pases of (Z :
traditional rVEENRLREGONERT PEPEUESHY CT":@ eSSV YhEFPER” Prddia et
nodel cimosen hiye treaEitlipdnye Pragdiigicteciomervolndebiktios toghedrrpéng theendbodenemios of t he
present inventia rovide.a .ne f essl A nag i.S5ks for
B or gani zat1 B Rate R e e o e R SR R At bl
plurality of msswktlgke# the organization. Each asset can be defined to be
one of an electronic asset type and a |ocation asset type, and the

el ectroni c asset type includes conputers and networ Ki equi pnent therefor
and the | od¥atvigitanditedbs abpyrmissoribrdicoryatioptl sisiepg o F‘&%J%FF*E‘?F@‘%W R &S

el ect r ofyi C pR&Ew&tnchidpake RficoRliBeadssary feautsrifb Gek mange3bntaMehle diffelentde t he st eps

of i dentifying b eaRhs QSR ook IR PbAg R RS b mB e F6h] €O LhE

more of the phases of the process, such as inventory or electronic vulnerability analysis, no

conventional method is capable of, among others, supporting all elements of a comprehensive risk

management prograr.

25 SUMMARY OF THE INVENTION

Embodiments of the present invention provide a method, system and medium embediments for
automatically supporting all phases of a traditional risk management program, regardless of the risk

assessment mode! chosen by a security practitioner.

30  For example, embodiments of the present invention provide a method for assessing and/or managing
risks for an organization. The method can include the step of inver{torying a plurality of assets of the
organization. Each asset can be defined to be one of an electronic asset type and a location asset type,
and the electronic asset type includes computers and networking equipment therefor and the location
asset type includes physical locations where the electronic asset types are placed. The method can

35  also include the steps of identifying at least one criterion defining a security objective of the
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or nore inventoried assets that relate to the identified crit 1IN A5
formul ati ng one or nore netric equations for each identified criterion

each netric equation being defined, in part, by the one or nore identified
assets equation yields an outcone val ue when e
neasurenen'ﬁg()g?fé&r%r%sde relating to the identified assets. Thgeﬁgg({izgﬁp@an
also 5 include the step of assessing the risk to the organi zati on based on
t he neasured val ues of the one or rmre rretri C equati ons. The step of

i nvent oryi ng f,_assets
and storing”® Wézau?"déﬁ¥q¥li'ge°deg 'gcfar?g'vemo asse atb e tQﬁ"i‘EJemf% L 9 (gnti fyi ng
the plural |toyntd¢t1na9@etr310@awtmcrﬁqilfmde ftateadhedfsmflediqeted@, aathepetd quiiﬂeebmmi cally

scanni ng t h(?efo &Jrngilall! tb¥' tlg mesidenklﬂédedgs\éfseﬂcﬂ%eﬁ% g&ﬁ'tro?i ﬁbﬁds%ﬁi&t&hﬁaﬁhz ation
to identify l'urality of assets and manually iTdentifying t eplurality

of assets. WW“PH@‘M%%PSW?‘PF@‘S&FWE‘Q? fefajingdp thg ddepiffied asgyss. ihe B’e‘B%‘j @efFhed to be

one of a5 USRfludelRSepdf 4kEBSingdBPERK & thOStzanlzyiR basad slh@méayired anes d tRehear K type
in addition to the electronic type and the |ocation type. The user 15 type
rel ates to BHCMRUCEHQEYS user, and the user popul ation type relates to a
group of users. The net hod can further include the step of establi shi ng at

| east one r Shl .

est abl i shi nrghetsgicgo at'1'e gs %‘ﬁgalrn}eep}gctsi gﬁf ﬁémh}yynlgst% iu?iagl §SSCt %%smt%;e’ 0 I i nki ng
a first asidatifictdfsietsdntp @ digabasen qu'ﬁéepa?égle‘tﬂf)thgdbﬂ Rirelity %f aﬁé‘é@iﬁd“%eeﬂeﬂd@ﬂ? ned
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in one asset t a second asset defined to.be in the same asset

type. In ad(ii“’r“P}gfo‘he Pl‘frﬁ'e"y ehasssts gpd peeplbyiideptifnige R aEEY R6#EY nvent ori ed asset s
can incl ude the step of identi fyi ng one or nore inventori ed assets that

relatetoth abl i shed
rel ations hiIB e&l@@ﬁheﬂ‘ﬁg&lg ana %%%gné © Qelfr’r%‘)fdl user%fpe a"fgertp ﬁpuﬁﬁé "esent

invention ajspa q!malypedied anssvywkmiwﬁi@ddlmste&selﬂgomﬂdbmdﬁarhfagtion@/ppiEﬂesxwror an -
organ Zfst fije N ex&#&‘,wﬁ%iﬁei 06 (e Rer FoiTiofh Bpe ledENblalo¥h B RRE Storing a

pl urali assets o gani zation. Each asset is defined to be one
of an el ectronic asset type and a location asset type, and 30 the

el ectroni ¢ B8 &Rthod yaaeuﬁh@ﬁh&ide&e@@ﬁmtmﬁmw iea@bmai&ioﬂgupaﬂwemiuraher ef or
and the | ocation asset oca

el ect roni c %5888t Ty seR Ofa?F%lHIﬁli“%tgﬁat 8’935’%%#(’3%1‘%%5}9 %Fug% eistiR P{JH’E'"F@ 8K for
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i nventorie ate to ea criterion, and neans for
formul ati ngyR9ne or nore netric equations for each identified criterion,
each 35 netric equation being defined, in part, by the one or nore

identified assets. Each metric equation }/I el ds an outcone vatJt e .when one
or nore neé%eﬂdéi%ﬁi%ﬂegroedﬁrﬁ@@ﬂaoei SPRGYIMYGOFpAsieg & nglids hegR glidentiymg juN

2005 one or more inventoried assets that relate to the identified criterion based on the at least one

25  established relationship between the plurality of assets.

Embodiments of the present invention also provide a system for assessing and/or managing risks for
an organization, The system can include means for identifying and storing a plurality of assets of the
organization. Each asset is defined to be one of an electronic asset type and a location asset type, and
30 the electronic asset type includes computers and networking equipment therefor and the location asset
type includes physical locations where the electronic asset types are placed. The system can also
include means for identifying a plurality of criteria, each criterion defining a secutity objective of i:he
organization, means for identifying a plurality of inventoried assets that relate to each identified
criterion, and means for formulating one or more metric equations for each identified criterion, each
35  metric equation being defined, in part, by the one or more identified assets. Each metric equation

yields an outcome value when one or more measurements are made relating to the identified assets,
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to the organi zati on based on the neasured values of the one or nore netric
equations. The inventorying nmeans can al so include neans for identifying
the plurality of assets and storing the 5 identified assets into a

dat abase. T 0P@HAZ for identifying the plurality of assetsPCHRSRIAL se at
| east one of neans for electronically stanni ng the plurality of assets,
means for interview ng nenbers of the organization to identify the
plurality of assets, and neans for manually identifying the plurality of
assets. 10 hereyrliowigma ey to pssess e riskep fhepraamzagenhesed op Hig “PS’éS“H’éf"F“l’Féélf‘P‘bmﬁe one
of a user tyR&ye RetiSRlariB@PUl ation type,. a data type and a network type in
addition to the electronic type and the | ocation type. The user type
relates to an individual user, and the user population type relates to a
group of usmesnveﬂ' bt@:ngyﬁinemncaasn lrﬂluﬁméalﬂﬂﬂot,hdtﬁltimmsa[ﬂlﬁﬁhtﬁ@ﬁﬁ&bﬂs mgilsiongg e | east
one rel bet plLuralit S
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asset define e one asset type wth a second asset defyl ned to be in

t he sane as@“éﬁsetﬁype. In the system the identifying neans can further
conprise means for identifying one or nore invent oried assets that relate
to the identified crlter on . based pn tf ga]f t.one 20 esta? |sth
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plurality of t§§t§§ gﬁ%ﬁh’ﬂxﬁg ag‘?‘g%"ﬁ?‘? Fﬂ&w{flw Eé;'gﬁgg@seg?ﬁ; Of‘%&%l ned to be one
of an electronic asset type and a | ocation asset type, 25 and the

el ectroni ¢ ASSaten HPQsd ifkhlde AR ghs 6 R4 aP1BLk Jﬁ@&é{%lﬁhmeﬁ@w RPNl drer ef or
and the | ocation asset tég)le i ncl udes physi cal ?atl ons where th

el ect r o ¢ as8elhypgRforgsablishiag bgat 'eFﬁté’“%S?]é?‘?é‘ﬁli‘%%?ﬂ WFhEIFOmPIEE MRS f"éﬁﬁlﬁlfgabase
configured atfm.t&;s@trdemieh@beilﬁlefretass‘eu @t vihaeicendaks@ndpfimdtthibd ih eddtheassetypd, ypes and

means for ? glgf%\%afg%florqgahlggglflrs? et Qe%%e t%rbla tgleoin é)spet %gg Mﬁl p%coand %&%la%ﬁntey t % eC;I ve

of the org:fﬁ onputer can urt rcon ure
one or nor ahd sameassa tvipe dn s sptten, thha;tentrfmh@m@n!@nfln@enceh@m*mewf%ﬁemté}‘mbn 30

and conti gupet hdte fh RGP rcRle TBE Geflibd bferRbAL GNFe s 6ACN
identified criterion, metric equation being defined, in part, by the

one or Hor @Sfﬂldéhﬁﬁlfeﬂ#“é’éfh@@é‘éle@th‘?lilé‘éfﬁ“)‘r%ftai“s?‘é equation yields an outcone
val ue when one or nore neasurenents are nmade relating to the identified
asset s, therebﬁé allowi ng a,user to anlztlon

S S t
R S e R R A L T
JUN 2095 WohiG2/ofkaslZ3Aon. AGE blsSmH2ADAIM a computer configured to identify a plurality of assets of

the organization. Each asset is defined to be one of an electronic asset type and a location asset type,

25  and the electronic asset type includes computers and networking equipment therefor and the location
asset type includes physical Jocations where the electronic asset types are placed. The system can also
include a database configured to store the identified assets along with their asset types and means for
identifying at least one criterion defining a security objective of the organization. The computer can
be further configured to identify one or more inventoried assets that relate to the identified criterion

30  and configured to formulate one or more metric equations for each identified criterion, each metric
equation being defined, in part, by the one or more identified assets. Each metric equation yields an
outcome value when one or more measurements are made relating to the identified assets, thereby
allowing a user to assess the risk to the organization based on the measured values of the one or more
metric equations.

35



S The conputer of the system can al so be configured to electronically scan
the plurality of assets, interview nenbers of the organization to identify
the plurality of assets, and/or nmanually identify the pIuraIity,ﬁf a§5ﬁﬁg.
In the conputer, the plurality of assets can be defined to be one of Ui r
type, a usgpoppfgtation type, a data type and a network typerusonzaddotion
to the electronic type and the locatiomg 5 type. The he user type relates to
an individual user, and the user population type relates to a group of
users. The conputer of the system can al so be configured to establish at
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re
i dentify on®eOPHHB ‘biPWé‘ﬁ‘f‘&P?%‘ﬁ ﬁgtggq(éypf’ iEi ”gdlp%}l tg%he e{ecmnﬁ P%(ﬁ éJIP &l
criteriofn bapedhehe iskaypeatiatbseast individuabstradnl s lued papslatien wpegkiatps tbegmaetpf t he
plurality of assets. 15 Enbodi nents of the present invention also provide a
conput er re¥idabl e redi um i ncl udi ng instructions being executed by one or
nore conputers, the instructions instructing the one or nore conputers for

assessi ng a’f‘ﬁycgf:n Jl@r%ﬁﬁlb %eﬁ'c%ofbcoéonﬂ@lr&rtgéh&bﬁsﬂfat 1943 OHIMatﬂoﬁlﬁIpfbH@EanﬁbS can
conprise inpl errent ation of the ste%agﬂhl nve of assets
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or gani zati on, yl ng one nore 1 nventoried assets that relate to the
identified crlterlon and fornulating one or nore nmetric equations for
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when one or more measurements are made relating to the identified assets, thereby allowing 4 user to

assess the risk to the organization based on the measured values of the one or more metric equations.

The instructions of the medium can also include the implementation step of identifying the plurality of
30 assets and storing the identified assets into a database. The step of identifying the plurality of assets
can include at least one of electronically scanning the plurality of assets, interviewing members of the

organization to identify the plurality of assets, and manually identifying the plurality of assets.

The plurality of assets can be defined to be one of a user type, a user population type, a data type and
35  anetwork type in addition to the electronic type and the location type. The user type relates to an

individual user, and the user population type relates to a group of users. The instructions of the



9 medi um can al so include the inplenmentation step of establishing at | east
one relationship between, the plurality of assets. The step g ( JUN 2005
establishing the at | east one rel ationshi p can further conprise the step

of linking a first asset define to be in one asset type with a second asset
defined to I ther asset type and/or linking a first ine to
be in one a‘ggé)%/a?@%’g with a second asse§ defined to be in t%éﬁﬁgﬁzsang asset
type. The instructions of the nedium can also include the inplenentation
step of identifyi ng one or rmre inventoried assets that relate to the

identified cr teriop. b t I
bet ween t he ‘ﬂ?cﬁ" ity mgifs]gegﬂs] Sers me'f% 0&&?@ B%g%fffg%%'ﬁ %klb%gﬁ%—ghmﬁ The
detail ed desmml:tppra;wtsoﬁhmwﬁmm@g&e at Ipast que eetptipnship pandptticoepmphisskersigp

di stinctive, fflﬁmgg ﬁ.@tags\eeaeﬁn&t%yﬁm R0plypd biia s@@aﬂamatnemetbmqﬁmﬁmssae best
under st ood when detailed escrlptlon is read in reference to the

appended dr iR aRg/os lwkwaﬁérft asgsit fiingtoe incong asspyEY PRV P seRqne pssgt def %hbﬁfeae Model
of Criteyi asamBessspet s of enbodinents of 15 the present invention; Figure
2 is a UM D agram of an Exanpl e Rel ati onshi ps anong Assets of embodi ment s
of the present invention; Figure 3 is a block diagramillustrating various-
conponent s THe i trEimWE tie nmdimhicgwlsedhctudcthem@mutcaaﬁmrsiepufsidehéfamlpmrmbrc

erhod BNt S oD as R TRE Mard (HEAL R o ﬁa% BRe Ut 2168kt b cQasHkiREr 2
depicting a conp m con ured to store various forns of
conput er pr@kgutalnlspbﬁW®nﬁvdﬂrﬁém0§aS@¢tsthe present invention. Figures 1-2 have
been created using UML (Unified Mdeling Language) conventions. Each of the
boxes rﬁpreﬁmﬁg@@gdmvpmﬂopmmlmwmgsthe actual inplenentation there my
be many instances of each 25 t . As an exanple, there is a class called
Devi ce usedThedetpitad desswniion pf F‘@“%Fé\‘}'}ec??ée“(’éfﬁ‘iﬁmsé?%“g digtingtiGéePINess O¥eput er s,

t el ephone Sa%\teﬁh&ﬁl,rnsﬁlénsnakememn&ﬁcgaﬁh)z&tﬂe@ OndeRbboN AN tiRNISallE\dksGEptioN BranCce
which represents their e\ll%ggserver nother for their firewall, and another

for their efE§enceRRrapp FFWé']gé%é’h s a name listed in the upper third of -
the box arldglﬁeﬁet ofs afUMIp Blagiamf 4 SispkfitdiMpdellvéCritedicing Ass81 of dmibodimerdts ¢fhe box.

BJ] qns included in the exanple have only the properties
ent.ipvention,
reqU| red t o cr| € enbodi nents of the present invention - an actual

i mpl emrent atmgure gan hiwdNieRipgroéan ERpeplk Releipndins anengdistes of epodiments of the
rel ationshi ps.and.feneral i zation. The lines that end with a |arge arrow
(l'ike the one from Device to Asset in Figure 1) are used to describe

gener al i zatiigHe 3 Genelsaibiosktipggm sty "‘F%@‘S FPRPONIRET LFOTWRC, BHEE L 5 I of
the proper tdx@:&ze vatdub RelGres ameehbodhaits o ths pieest iofentidieandt her . I n Figure 1,

o Net it Tt ¢ nis g R B E st 6o ook s AR e B AR P

of computer programs of embodiments of the present invention.

Figures 1-2 have been created using UML (Unified Modeling Language) conventions. Each of the

boxes represents a “type,” or class. In the actual implementation there may be many instances of each
25  type. As auexample, there is a class called Device used to represent hardware devices (computers,

firewalls, routers, telephone switches, etc.). An organization may have one device instance which

represents their Web server, another for their firewall, and another for their e-mail server.

Each class has a name listed in the upper third of the box, and a set of properties listed in the middle
30  third of the box. All of the diagrams included in the example have only the properties required to

describe embodiments of the present invention — an actual implementation can have many more.

The lines are used to represent relationships and generalization. The lines that end with a large arrow
(like the one from Device to Asset in Figure 1) are used to describe generalization. Generalization
35  implies that one class inherits all of the properties, methods, and relationships of the other. In Figure

i, Device 101 is inheriting from Asset 103, and thus also has a relationship to Metric 105. On the



10 relationship lines are | abels describing the relationships from each
direction, appearing near the boxes at each end of the |ine. ? 'Uﬁl q

is also shown, as either 1 or *. One (1) nmeans that an instanc g?‘i

attach to one other item and * means each instance can attach to any
nunber of other items. As an exanple, in Figure 2 a Device can onIy be
Locat ed I n ocation 203, and a Location can 5 Contap gﬂg
nunber Iﬁ:@ﬂ%@g‘sz#here is also a spegpal kind of relati ons |p t

conbines a relationship and a class that is called an association class.
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any conbi nm&mPTMWTmmmlmmrgani zation, assets may i ncl ude
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i nventori e tical asset is an asset that nmakes other assets of the
or gani zat i casseyfinetionsa Fhemerping obeseh ¢rijeriop wAeRdemlaH oy ustepgitosicHRure fail s.

As for the dabrBas@quirkhen®Ale. bﬁbtricsmb aé@nérﬁmbaieﬂhn BIXENEGRY 6F,asdetd staﬂa&’ml’ae| ati onal
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or gani Zﬂ)t I Otnrms Rl B Q‘fimg\%th%{'lee&éa[lmfﬁle§&FX@nJe§lortyo permt a rapid

inventory o evice asset assets, 1 ncluding’non-electronic data,
net wor ks, users, locations, and user 35 popul ations may be inventoried

through' t hery. RELEMARNES g assetPofthebMiniZRaDMB: SobblRA 32 8 ul2f b 42613/ 0EA40

The user can be an auditor, assessor, security practitioner, system administrator and/or any
combination thereof, Within the organization, assets may include critical as well as non-critical assets
25  (e.g., computers, networking equipment, database, etc. or anything else that can be benefitted from
risk management) that can be inventoried (i.¢., identified and stored into the database). In another
embodiment, only critical assets may be inventoried. A critical asset is an asset that makes other
assets of the organization vulnerable to security breaches when its countermeasure fails. As for the
database, it can be implemented, for example, in any relational database (e.g., database engines

30 manufactured by Sybase Inc. of Emeryville, California).

The inventory can be optionally performed by using an electronic scan(s) and/or interview(s) with
members of the organization. The purpose of the electronic scan is to permit a rapid inventory of
device assets. Other assets, including non-electronic data, networks, users, locations, and user

35  populations may be inventoried through the interview(s).



11 While any electronic scan or inventory (including a manually prepared
inventory) of critical electronic devices may suffice, the ugefl ¢an 2005
optionally use both an active port scan as well as a passive packet :
sniffer to inventory electronic devices. The port scan is a scan within .
each segnent of the organization's network. The port scan returns, for
exanple, ai | P (Internet Protocol) based 5 devices, }

syst ens hos‘J['eégi"%ér%g%she devices, and seryjces offered by the devi ce'w%opacket
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i ncom ng r ediuestrmy siffice, \Ne Dseclena dprpAilly usechoth ad actie potheana siclt asayfabibabackeat | on
passwords, |f.any, icul ar h Y . ni.f can be a
scan wthi nsngfaefa:lﬁ){"ﬁg%tv%rgg&léoéuﬁﬁ%‘ﬁ%e'?' Fflhﬁ?%rpggr@ﬁggcaéggﬁﬁgalﬁ%ef%ﬁ}gé@ﬁ%ot only to
val i dat e t hegadizetipniseetworke dhe pooivan esurprofor examala, a lisual IP §intgmePrefacel) besed t he

pur pose Of m@ésygﬂemgng%g&m&sméJn@{{efdeﬁce@,%& RIS SRgkdibdaRtabfidd NgpdRst s whi ch
may not have been visible to the port scan, for exanple,  hosts

parti ci pat i ifenis 2 5 of PRPERHMsrRGHpRsih R Om (o Sramplee RS REAY SERbiRatieref ack et
eXchange) niioMadunctiBBY il CERte@loQR TTPAR @adnktssitin Toav PRt c stk Mg PidiRoly GRS ar e
popul ated within a S]St abasg. 15 Anot rtnrefr t4;|)od of‘3cr etati n% the.inventory
can opt i onadlMAFnsE P GEIGH R0 SURI TaHS O NESG TN S > JEHEPAFIEACTRE FRGENt or y
| i st creat ifagwvsatoddcwame; pdak Bgede Hasc guthentPpém\paswonds ifuhya cih paréchlHpyheliessivert t
Packar d, Co. ; : osof t
Cor p. 107 oSl st LR YRARARIF by Sl Eloprmath Srval P! BEhUERbo LT
gener at ed byplidatertte darsdetsmest feun thapogt seasxiut B iplseusediyr g pyrpRye Phinalyajngansott he user

WSY_ as kt ”e[fgﬁgc%?&fmsgih@itd&}im head Wﬁ%hh&?-n?thhav%e%ﬂﬁﬂ@fo Y poft ¥&uh S6R etxample,/
adm ni strator 0_identi S S erceive as relevant and/ or
critical tdosekafigRagnesm Wﬁp@gsp?@é‘ﬁ?eﬁgftc?‘%ﬁﬁé‘“%jﬁﬁ%@?d ﬁ”él%#@@%&“‘f" “sel ect -
t he cont r olDeeh¢satdkirdreallniicoterdd@stingnieptas &a pophhred wirknb eéatiteseobj ectives in
securi ng those assets. 25 In addition to the interviews, relationships
between~the identified assets and other assets within the organization my
be capt ur edAnofigrmdtind ohereating theingdninsit ap pitionaly dnstudeeploadiag i1 inkeantlst gendrgedht | on

in V\’hi _Ch tbg%v%t&?h&%&h&]g@%&%&&ﬁﬁés@Efg., O}@ﬁw HdnSact®ed :&het@ﬂ@kaﬁﬁ@@ﬁr
particl patesS, user groug;yMo use the asset, an_adm ni st I’,ar@{ who

and
manages t heygas ManagpRens SerysiciMrg mapreped by Migselt fpBe dTH PSR o8Bt 4¥nal |y,
t he i nvent Qhlogfhnasefibs 19 thd: ves L@negdti bz dlrdand fayd ibeterifilssi fi ed as critical
assets hased on other paraneters, such as the |ocations of the assets on
the network (e.g., visible or accessible via the Internet), based on
servi ces orDuappiniecddwsothsusttrady agkamemibens bithe agmeateondr., dromngeng, sysiamd/ or based
on the amyunl; Qo {o%éefnt;@ a£st'@£hattt&§ B3RS reRVAR Rfor erldoai301QUl Ay Hnenot ed that
t may "  not g

whil e an asse recogni o .
organization’s computer networks and to select the control objectives which best represent the

member’s objectives in securing those assets.

25 __
In addition to the interviews, relationships between the identified assets and other assets within the
organization may be captured. For instance, an electronic asset can be linked to a location in which
the electronic assets reside, network(s) on which the asset participates, user groups who use the asset,
and an administrator who manages the asset. This linking process is described below.

30

Optionally, the inventoried assets of the organization may be classified as critical assets based on
other parameters, such as the locations of the assets on the network (e.g., visible or accessible via the
Internet), based on services or applications that particular assets are hosting, and/or based on the
amount of traffic that the assets support. It should be noted that while an asset may not be recognized
35  ascritical by a manager or administrator, its relationship to other assets within the organization may

introduce vulnerability, and therefore it can be identified as cntical,



35 as critical by a manager or administrator, its relationship to other
assets within the organi zation nmay int roduce vul nerability, aﬁd} u}ﬁi@&éﬁ&ﬁre .
it can be identified as critical. 3 0 JUN 7 9105 WD 02/ 054325

PCTI USO2/ 00110 12 As assets are inventoried, their attributes can be
ascertai ned. For exanple, electronic assets can be time critical and/or
dat a sensi twg@0agisces. Typical exanples of tinme critical deviose/bnol ude
switches, routers, hubs, or other filtezing devices whose availability is
protected. Data sensitive devices include those devices which if
confidentiality, privacy, or integrity of the data were 5 conpron sed woul d
cause a | osg. 0. dNEnRLQAN, et hfButed Ao w@&ﬁalhéa @f&acsaarmé uieéteemﬁa;sap&ﬁbe
attributes of ~various asset S, eac I's assocl at risk profile
t hat i ncl udéme grifiFal pisyos d%ﬁﬁé?‘%"cdf:"l@én’%fiplciﬂ\?i‘ﬂt“j?les Of/\ﬁm%ﬁ“ﬁﬁﬁe‘ﬁ@s Hedds i ed or

i ncrenent edsyikRds, rEM@SRIR, orunsr g deAce@ vnaiB aRhIRGIY RBIRcARS. smm RRYivee

defi ned not onIy time cr /ar. data sensitive with multiple
| evel s of S‘E’H@?St”i“@idf’ §}1°S°If}8‘f'°°5 Wh??ﬁﬁ@&ge“aalg-‘é PUYACY: RRYeRTRy & the ‘#Iﬁtad’ﬁ’rel evel data
sensi ti Vit yeokngtongsell @vnid emeda lbss anhfSceghsizﬁtiovl In\ordeidinleenigefullyatrange di@ibnmyothave a
le gnp: 2V€L n%ilrlgcl.gsragsgtlg Selaéhl agslehyas?oc ated thﬁ)a nékgl\r/cﬁjle tﬂfﬁgn% uﬁ%@rﬁ%ﬂig{l !%/\}eté ‘of Jve\,lﬁslltﬁ;le‘lg);gg: her
may have a Wwhighmiyseelodifitd Qtartcepﬁ@etﬁ’slﬁor wmgle therefidd o @n ¢lentionic a‘as% eegbecan al so

be inventor i Hﬁdwommshﬂ@cﬂ@mp@&%wnan@ el Qﬁn Jn@mplEferveI& m&@m@ For
| ocation profi c 1) 2) "Untrusted" which nmeans that

menmbers of *P%@%ﬂﬁ?ﬂ’% Y leve 4 Bighleyeb data %ﬂt%bqt6&0311P\t9h“m%3mm§é¥nwh#? yeopEy”
wher ei ngrenbg raved hig18vePiH sefsitivayBut b ioti §veHaAGERBISHS H tnothexathils; ahd iver 4)

or, "Trusted” whereln ave xtr t ed. accesses.
Once agai n mztyﬁlé*vepqnd‘f"i“f%gqu‘sog%?B?Itévt‘tgg%\n afj?fp rﬁ’é’ 3¢ a? {rgl}\%dé’{re %atan‘%" ltlf"ﬁabl e and
represent characteristics of the |ocation. By allow ng objects |ike

| ocations tig be ALl ds%% Srgaawbte nwandwe@&hd l?ahe hodi B s aed FBhﬁ'stEBEee§ﬁnt

i nvention can Optl onally De conf ”I ure ustrate to th user
i nher ent  f |lesagorretHe may Bee DERpEHES h QEfﬂ’éfé‘!:LW'l“’chy“ﬁ‘aﬁ‘séPﬂ‘ merbet o thepphlichigt ance,

i f a crifi cRlesdi8WetRadch; 3)iSagtnis@d &%etél’htrﬁddﬁ)'é@df ﬂ]@ﬁ:‘bhct B¢ litnfiedia&cep@Is bl €
for the user to ea3|jIy Sco ni ze hysi. cal seciyr ?égenhanc nents need to

be made to PHRE FREAtTERS T HHdh Fré Rt hE ACEAR WATEEE" ri sk
profile, otth@;ﬁrotaMDslaw with the lafntlﬁlfsgamﬁmhblomdmawyesmndiaudterisnmsif Vi idcation,

equi pnent . S y i et); 1)

"Unt rust ed, ﬁ\}etnow'f%(’b %eltke log? l%n%nge dq%{%ut%ﬁ@l g%ﬁ] gn&dﬂnE:Btggftw&r‘%wt rusted” or
accessi bl e ibyengontchi qu@lorpéiv bayconfiguesr to iwstrefe todhrchser the I@Pfeﬂ&ﬂa%t”é’ﬁi“ the pxigi@gessi bl e

only by nts@éu'ﬁ@' ar@@ftechid® FOF S %'cﬁﬂml decAd BhKed Eb&nhﬂr@ﬂc@ﬁﬁ:d’t:@rﬂht(is oS S,
networ ks and | dcations, a fourth ?a&e? of oE@ect is the user gul ation.

The user p(fBUP"a‘ESF'dﬁeqs’é‘bﬁe%@Fﬁtge BhygrabiprigrenpAnesents fegd t‘f‘l}%?sf“aﬁl‘ﬂe@ﬁh PEPRd to
assess a particular piece of 30 data or a particul ar device. Enbodi nents of
ngr pLg;ﬁP lgiﬁﬁ)glttéaggaggnas')(vﬂcpcﬁlqgﬁ rz]atr{rs u%r{) ile mf-]ﬁr a.esér:i Itsfwtl ea';lltorgal? Pﬂk1§ &my 111&?(!265 or
anonynous  rerwtoelt ayeibmers.NgtyvorR jissets hayeimi 0) t'Puisidad de- &)Uh@ln@eﬁt};lﬁ Vnhmt&d b?é a user
com ng {Sr O sntﬁélttrﬁlln 81601]&% F.&Gorﬁez) gsem1—tﬁL§Q9‘eé?9Q¥ sﬂﬁ%tb)y amlﬂ Q@Chﬁﬁ of zh\%ndor

or ganl zati on as an account "sem -trusted
3) “trusted” or accessible only by internal of the orgamzatlon

In addition to electronic assets, networks and locations, a fourth type of object is the user population.
The user population represents a group of users that has been granted o assess a particular piece of
30  data or a particular device. Embodiments of the present invention may include six or more different
object classes or user population classes: [) an "“untrusted” user population (e.g., an anonymous
Internet user); 2) a “semi-trusted ontside™ user may be a user coming from an outside source (e.g.,
somebody not internal to the organization that has an account on the syster); 3) a “semi-trusted
inside” user (e.g., a third-party consultant or a temporary worker within the organization); 4). a

35  “trusted outside” employee who may intermittently connect to a network, i.e., using dial up lines; 5) a



inside" user (e.g., athird-party consultant or a tenporary wrker within
the organization): 4). a 35 "trusted outside" enployee who may 0 JUN 200h
intermttently connect to a network, i.e., using dial up lines; 5 a 30
JUN 2005 WD 02/ 054325 PCT/US02/00110 13 "SOHO' (snmall office honme office)
enpl oyees who utilize a persistent neans to connect to a network, (i.e.,
usi ng DSL) ;w82 45?{ usted inside" enployee who connects to poerRetwRiK
internally. The ?o ow ng represents angexanple collection of

non-el ectronic assets. 5 NETWORK: Network Data can be gathered in the
followng format: Label, Trust Value (0-3), |IP address range 10 Exanpl e:
Dz, 1, 132. 2. .0/ I : - 17 Ext er nal )
A corpl ot ol v 23 o Ra T R FAED Eppinf e doqhient hefeds Stk T

| nt er net . 1 n¢twprky @atusiy DALK B avdipsed ipsids herprigygaroyhe cpmscts tertbs nebyork mpmialba | y
this network is |abeled the DMZ, or Production Network. 2 (Sem -Trusted) A
private network which borders an untrusted qetmork. Typically this network
i s |abel ed tACCHSHIPSHRESCIDH eé‘a'(’g;‘f ‘ffgfcé‘ﬂ') of RO ¢IGFEPHYPSTht er nal network. Thi's
woul d bestypically |abeled as the Intranet. LOCATIONS: Location data can
be gathered in the followng format: 25 Location Label, Trust Value (0-3),
Border Trust Val NEZWORKpl e: Lobby, 1, 0 and 2 Devel opnent O fice Area, 2,
1 and 3 3 0 JUN 2005 WO 02/ 054325 PCT/US02/00110 14 5 10 O (External) A

conpl etely extergalok@RalhPiR Mhidh igmelfoubg,m??orm;[:hi S represents any area
out side the organi zation's business perineter (the

Label, Trust Value (0-3), IP address range

10
Example: DMZ, 1, 132.150.2.0/254
Intranet, 3, 172.16.0.0-172.16.255.254
¢ (External) A completely external network with null trust. This rep.resents the
15 Internet.
1 (Untrusted) A network which berders the Internet. -Typically this network is
labeled the DMZ, or Production Network.
2 (Semi-Trusted) A private network which borders an untrusted network. Typically this
network is labeled the Extranet.
20 3 (Trusted) A trusted, internal network. This would be typically labeled as the
Intranet.
LOCATIONS:
Location data can be pathered in the following format:
25 Location Label, Trust Value (0-3), Border Trust Values

Example; Lobby, 1, ¢ and 2

Development Office Area, 2, 1 and 3



"environnent") and is typically |abeled "outside.” 1 (Untrusted) An
untrusted roomw thin the environment to which the public has &pﬁeaa
Untrusted rooms can include the | obby and the delivery | oading ddc .NZf?B85
(Sem -Trusted) A private roomw thin the environnment in which enpl oyees
tend to work. Typically this network is |abeled the "Ofic rea. "
(Trusted) AVPOY4EY internal location_in which sensitive dé?ﬁ%g‘?’“ﬁ / or
data are nmintained. This woul d be tyﬂi‘cally | abel ed as the Data Center.
USER POPULATI ON: User popul ation data can be gathered in the foll ow ng
format: 15 User Popul ation Label, Trust Value (0-3) Exanple: Anonynous

| nternet Users, OExtegmah c| i ent & complgtey extqmahlopatisn wig) null tmgnbhietepiesenigpryr ust ed
user with null trust. This represents the any non-authenticated |nternet
browser. 25 1(Semi-Trusted Oufét Y&ide fe gegaqizationsshugipesgregimeies(tgn out si de or

third party user with mninmumigrust (i,e., an ac ng) on a systemwthin

t he organi zation. An outside LF%‘FO“V%\SI)G“CH%W%IC@EI"E%@} P8Ftie assets of the

organi zation fro utsi.de the,l ocal network of the organization.. JUN 7005

V0 02/ 054325 PCT] BRI EYLI0 16" S Euedifert Pty Bt gas A aER e B s PRY user

is an ougside or third party uger. il QAWM inbild e 18ty Sae mllpRBEOUNt) ON
AR e I av

the assets of the organization. nsi user wou e access to the
assets of the organi zation fropgdinsicde the Iocal network. 5 3 (Trusted
Qutside) A trusted enpl oyee accessing the assets of the organization

externally over B@ehidt@id t t eni pEicRO Rl vathin tié shvitbhend h WHiclPdgiloyelQend
Internet) 4 (Trusted Qutside) A trusted enpl oyee accessing the assets of

the organi zation externally Vioavodk. PBphRAISRE hetGoikiCabialthé @Office Akehd DSL,
Digital 10 Subscriber Line) 5 (Trusted Inside) A trusted enpl oyee
accessing the ass@rsta) the organitzaniennl licatiosimali¢hsensitive devices and/or data are

10 maintained. This would be typically labeled as the Data Center,

~ USER POPULATION:

User population data can be gathered in the following format:

15 User Population Label, Trust Value (8-3)

Example: Anonymous Internet Users, 0

E-com clients, 1

20 0 (Untrusted) A completely untrusted user with null trust. This represents the any
non-authenticated Internet browser.
1 (Semi-Trusted
Outside) A semi-trusted user is an outside or third party user with m'mimut'n
trust (i.e., an account) on a system within the organization. An
25 outside user would have access to the assets of the organization from

outside the local network of the organization.



(via the local LAN, Local Area Network) USERS: 15 Key user data can be
gathered in the follow ng format: User nane, Role, Enploynent %ﬁtj@”f -
Exanpl e: Kristin Lovejoy, Adm nistrator, Enployee 20 John Smt W 2005
Adm ni strator, Third Party 25 ROLE A user can have one of three roles:
Adninistra Enpl oyee. STATUS A user can be eit hiyat
party enployégy%?ggﬁlrd party (for ex | e, contractor, cgﬁgﬁ ?%&??? DATA:
Sensitive .data can be gathered in the following format: 3 0 JUN 2005 WO
02/ 054325 PCT/USOZ/OOllO 16 Data Type, Cassification Exanple Payr ol

e P GoRA o bl A e T S Rt 5 AR o
classifications: public, confid ntlal anﬁems secret iod0al L ghould be

noted that there are an unli m P& HFEEPGPn T84S ﬁ%@ ARG %%Wm

defined wthin embodl ments ofy.l N8B HES &Mtkss AR me YihdiBiitioh g use of
devi ces, locations, networks, user populations, users, ata as asset
cl asses has been descri bed, aqmgghng“&m@t coul d be cIaSS|f|ed and/ or
profiled would be acceptable as a type of asset within enbodi nents of the
present g nventi QQTru%édm%ldeﬂem!ﬂste@@rnﬁ&%@&cﬁesﬁﬁg&héésgﬁsﬁﬂthlcBfgﬁmzdhl@fdat ed in
and/or retrieved fromthe database in the context of object oriented
progranm ng. Accordingly, eachxegbliywe aamwehitématdnsectio @iadhl-ifas sedrthel ass, "
which is akin to a parent object in the parlance of object oriented
progranning, and is attributednteméth a ri sk. For exanple, the asset type

"l ocation,” may include nultiple iterations of child assets such as
"untrusted | ocati(@msted Outside) t rAststed emplevae dcorssing the aseptstol the brsatigatiom”  whi ch
woul d be labeled with a user 20 friendly appellation, such as "l obby,"
"Devel opment Space,” and " Dat &xiipiyeia 2remsisen sompcian -8+ MRSk PigiElback to t he
hi gh- IeveI description of enbadj nent f the present invention, the step of
mappi ngi%each criterion to an S8eeibef Pyl a i's descri bed bel ow whi ch

IlTustrates an ?{?HB&E Ins: } er IAOtpusteg) €mp %eé?pégm% tﬁe%&s%?th@%x%ﬁ'ﬁzat iméllnglly

(via the local LAN, Local Area Network)

USERS:

15 Key user data can be gathered in the following format:

User name, Role, Employment Status

Example: Kristin Lovejoy, Administrator, Employee
20 John Smith, Administrator, Third Party
ROLE A user can have one of three roles: Administrator, Manager,
Employee.
STATUS A user can be either a first party employee or third party (for
25 | example, contractor, consultant).

DATA:

Sensitive data can be gathered in the following format:



25 CRITERION. Data to be | ogged should include the renote host na !
address, the nethod used for host and user authentication, tinme g‘faﬂ JUN 2005
connection start and end, connection status. 30 ASSET FORMUILA: - -
&asset _type('device'): * [&data_sensitivity(l): + tinme_sensitivity(l):] *
admn-type( Renote, Third Party): | NTERPRETATION: The criterion iterated
above may r d by the database if the organization ssed
has a devi Sio\aﬁ’#gia%edat a sensitivity (ggivacy, confidenti all}ﬁ/ﬁ%ﬂ%@ﬁ%ﬁo JUN
2005 WO 02/ 054325 PCTI US02/ 00110 17 integrity of data are protected) of 1
or higher and/or a tine sensitivity (availability of the device is
protected) of 1 or nore, and is being adm nistered renotely by a third
party (contractor/consultant). 5 As shown in the above exanpl e, each
criterion is mapped to at |east one asset fornula. In turn, each asset
formul a conpri ses on®tlypoflessifiegiet f unctions that can be mapped to the
inventoried assets. The criteria that have been mapped to the inventoried
assets via correspondi ng asset fornula and asset function(s) are referred
as custom zed criteria. |RBxfigl@r Wiagsll Dantse Dagat, Goifidantigry is created for
an organization, it can be used in creating custom zed criteria in
managi ng ri sk and addressing specific 10 security objectives of the
organi zation. In addition to the mapping of each criterion to an asset
formul a, each crT¥R¥E ion can op@atﬁﬂ@amvyﬂiawtympl}?b'dlﬂgd’aﬂﬁfrretr| cC or netrics
whi ch represent co Ilance with the criterion _as wel m nj.mym
veri fication nmetHddUSFor  exanpPa? caahave RagAb the f%‘PW’E‘éF‘P‘BﬂaWS?‘%ﬁ?"P ‘@ublifat

"Visitors are escorted within 15#?1[ | ocation at all times or are asked to
wear numbered badges." Such a ¥Pf %tf"’?’é‘??re&é‘ﬁ’ & i nked with the fol |l owing
metric formula: "?Visitor Escort: + ?Nunbered Badges:" (Interpretation:
Visitor escort OR Nunbered badges). The m nimum verification nethod
associ atoed Inshibhid bandtedriiz e awa hdinhied ndibngy ewstt typesThhichrramberrdgfined evithini cat i on
serves to %%bgﬁmkﬂ?ofq&%esa{a lnk&%o@Rpﬁlgmafy%%sJH?hms Rartbh, Gldwiels, uRSSESS

conpl i ance W t e criterion. metfic may further associated with
t he fol | owinegulgnsy ajepeand daip ag %“éﬁﬂ?@ﬁf‘%ﬁ%rﬁ‘e%w a“ﬁhli‘g S o’ berstidsd val ue.

Exanpl es of,,a8s6brilfon s RSccethtihodsia @8 oPddedt withii dnibeEimadtSof HeQydsehe Bvddgbow i n
connection with Figures 1-2. The above descri bed steps are advant ageously
carrled out by, anong others, a set of graphical user interfaces (the
"user it erfracengfied Ihas s @ored ntoeupiaedin kisl/a onfeavglfroedhd databasa ko thdrentemeent or i ed
assets 25 tQget her, to f e ,‘ - ual l'y
furns. i nto Seasr oyl for b ABkRhR hpeddaf i BRLRER LIRS SHEERLT, 12
user to vi ewinamaparal eftiest vaﬁ@@@@anf Rbiest prieated prepromuming wechis atibuiet witk wgskdat a,

locations i, LORDE, i &btk ﬂ}pé N adh 9 3R FRlORItIIdR MR f APRW:AL heg Who are

usi ng t hei I’ servi ces, el
“untrusted location,” “serm trusted location,” “trusted location” which would be labeled with a user

20  friendly appellation, such as “lobby,” “Development Space,” and “Data Center,” respectively.

Referring back to the high-level description of embodiments of the present inverition, the step of
mapping each criterion to an asset formula is described below which illustrates an example criterion

being mapped into an asset formula.

25
CRITERION: Data to be logged should include the remote host name and address, the
method used for host and user authentication, time of connection start and end, connection
status.

30 ASSET FORMULA: &asset_type('device’): * [&data_sensitivity(1): + time_sensitivity(1):]

* admin_type{ Remote, Third Party):

INTERPRETATION: The criterion iterated above may be returned by the database if the

organization to be assessed has a device with a data sensitivity (privacy, confidentiality and



assets, etc. as well as admnistrators or individuals within their

organi zations. The user interface can optionally be inplenent8d) u}ijf\h@[l%
Wb interface created using HTM. (Hyper Text Markup 30 Language). The user
interface is also configured to allow the user to nodify val ues,
sensitiviti ofiles of the inventoried assets as we er
interface al'so &g‘fsg the user to create and review Cl’ltel’lic';.é Z"Sﬂ?n t he
asset functions. And, as the asset inventory changes, the user interface is
configured to 35 show the effect of the change throughout the organization.
Each asset may al so be sociated W th cost using the us i nterface.

For instance, a PE&%Pt aﬁ@arﬁé’r%?@c?fdt‘eg‘lﬂkfrtﬂd’élr P UBF Senstieiit gﬁaélgff‘htyﬁ geJuN
2665 WO 02/ 05432&vieeCTd b2 0t 10or ke, Tdnt At fing himitisieed ireddosslyl BE @, thitdgartyser
then creates horj Dnrgétgr{m%ngm ertical relationships between objects. For
exanple, a "Wb asset” can be contained by a "Data Center" asset
whereas the "Web server service" may be adm nistered by a "3d Party

Adni ni st g at 9& shouﬁ & (PR easrh@@ cac] a%aen% Iﬁa‘ﬁﬂ)e%tté aren'opcsase%w I@é&eaa&a are

asset fornu Usi ng t he above-describ user interface, network
| ocati on obPSé%tf%m‘élaFP"B’é‘Sf'dé?f‘? ‘?ﬁé‘H"e\ﬁF%e'rf“%C“%F'Hé?a“ bepgnped to fhe invertoried awets-at i on of

border propekddifsia ma:omdieea adppefb Eh@'ideﬁm@@zVs@dtQ@d@ﬂbsp&fdlr%mssaﬁ&ﬂhlafaw@ht on.
Wil e the cgﬁam d;omateg criteri at a |locati onlstrllscally

rion
secured if t'A8©°P oﬁﬁfi%%ﬁ? i fresoge "‘&tf’fiat? oafer 55%‘ B ESEITERPT ST 19T AN ppy e
effective t ﬁrghﬁatt@pﬁbalnebe ofed ass@tngatistongzed ity in anamging siskgul wddresidgeeecific
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and | egal iipt@fasine “REr i@ c0% IBRIu&RIntefike is configured to link the inventoried assets
25  together to form relationships there between, which eventually turns into asset formulas. In particular,
the user interface allows the user to view and relate assets within their environment, including data,
locations or rooms within the organization, the user-papulations who are vsing their services, their
assets, etc. as well as administrators or individuals within their organizations. The user interface can
optionally be implemented using a Web interface created using HTML (Hyper Text Markup
30 Language).

The user interface is also configured to allow the user to modify values, sensitivities and profiles of

the inventoried assets as well. The user interface also allows the user to create and review criteria

based on the asset functions. And, as the asset inventory changes, the user interface is configured to
35  show the effect of the change throughout the organization. Each asset may also be associated with a

cost using the user interface. For instance, a router may be associated with a replacement cost.
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Another advantage provided by the user interface is that assets not identified as critical can be
subsequently found to be critical. For example, while the manager or administrator may have

30  identified a Web server and database as critical, they may have overlooked a supporting router,
located in an unsecured wiring closet, as critical as well, In this model, the Web server and database
would be linked to a user population and network. Because the Web server is used by Internet users
(untrusted users), the network on which the device resides is likewise classified as untrusted. Because
the network is an untrusted network, the border to the Internet is secured using a filtering router or

35 firewall. Therefore, in this model, the router would be discovered and inventoried. Its relationships

1o networks, user groups, users, and locations would likewise be defined. After linking the router
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Subsequent to inventorying assets and establishing relationships among them, security measures are
implemented and evaluated within or around the inventoried assets. For example, if the availability
and integrity of an Internet visible Web server and a database are identified as critical, then the

30  location of the devices may likewise be identified and the controls implemented to reduce the risk of
damage, destruction, or theft of the devices may be assessed. In this respect, the user examines the
organization for weaknesses that could be exploited, and determines the chances of someone attacking
any of those weaknesses. The combination of vulnerabilities and threats provides the level of inherent
risk, or the risk that exists in the absence of any countermeasures. As in the conventional risk

35  management approaches, embodiments of the present invention make use of the criteria in analyzing

and quantifying vulnerabilities and threats. Unlike the conventional risk management approaches,



dat abase, the vulnerabilities indicate non-conpliance with the best or
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control list in support of the prmc1ple of least privilege. These recommendations typically represent

“best” or “essential practices.” By linking the vulnerabilities directly to the devices within the

database, the vulnerabilities indicate non-compliance with the best or essential practices. Within this
25  model, if vulnerability is discovered for which there is no direct criterion for mitigation, a new

criterion is added to the database.

Now turning to describe metrics, a metric reflects not only the countermeasure but also the
measurement of risk reduction through implementation of that specific countermeasure. In

30  embodiments of the present invention, a metric can be a countermeasure which is associated with a
implementation cost as well as a risk mitigation value. Unlike the conventional methods, the criteria
used by the user in embodiments of the present invention may be specific to the organization, the
derivation of which is based on assets which have been inventoried by the user, the set of criteria pre-
defined within the database, asset formulas as defined within the user interface, as well as the results

35  of the vulnerability and threat assessment. Pursuant to embodiments of the present invention,

compliance or non-compliance with a criterion can be measured by choosing one or more metrics
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25  The above described features can also be used for reverse engineering purposes through the definition
of “what if” scenarios. As the organization and its inventory of assets change, assets inventoried
within the database can be deleted and/or modified through the user interface (new assets can also be
added). Asthe asse;t inventory changes, so do asset functions which drive the criteria applied to the

_ organization. As cost, availability or effectiveness of countermeasures changes, new metrics mapped

30  to criteria within the database can likewise be added, deleted, or revised. As new threats emerge, the
results of repeated vulnerability assessments can likewise be loaded into the database and represent
new criteria. The feature of allowing new criteria and/or metrics to be introduced represents the

continued evolution of the risk management program.

35  The above described features are further embellished using examples illustrated in Figures 1-2. In

order to determine if a criterion is satisfied, the first step is to determine if the metrics used by that



20 FUNCTI ONS FOR METI C FORMULA Functions all() States that ané: of the
itens in the parentheses nust be true. 25 atleast(InNum for MaUUN 2005
formul a2, etc.) At least InNumof the listed itens nust be true for this
function to be true. .not(formula) Negates (reverses) the value of the

i ncl uded fornul a expression, asset_type(type) 30 True if the class of the
asset mat clEO 0gR®31S sted type. sensitivity(data sensitivityPCHUA/06110
sensitivity) True if the asset's data &hd time sensitivity are both equal
to or greater than the supplied values. 3 0 JUN 2005 WD 02/ 054325

PCT/ US02/ 00110 23 exact_sensitivity(data sensitivity, tinme sensitivity)
True if thecagheate oet.didttdcsalOf art sprefic @ms ithat aan bg/malswedmotiheremaﬂ thdy@ret thve or

suppl i ed val yeg, shgaﬁ M@fﬁ bk ag',staxélgl%@s%@%{%ﬁl%&wasxa A;§§tq63 s %ﬂ%‘ ﬁfgm s

data sensitivity rea e suppli‘ed va
ti me_sensi thrtpmzyl(OtJntomtssgéWsﬂﬂmegtyd Bylgnpadtsfrelptipashipsteqs Criterid determisgsavhichvi ty s

equal to Or asEl ERLAD bE mad&éﬁ%@ﬁ]%ﬁlﬁgg}fﬁ{el@ﬂerﬁ&% data_sensitivity(data
sensitivity) True if the asset's data sensitivity is equal to the suppl i ed

val ue. &kact tinme _sensitivity(tine sensitivity) 10 True if the asset's tine
sensi ti Vit you$ ce@inaksets Qnﬁaha g%@@itérﬁﬂ(aﬂcﬁitd.h@socmtéﬁm&tﬁﬁ) tlsope(atnwa;a}aa;rmeni f the

devi e LYPe B SLGLLTRChES L S UOR e Sl AR e 1
Functi ons Thedefephinowhirigasgetsempdeen driteniont, the msset mmulapremtbf lisowest] Thin ffrowlidaa and
informatio nccﬁ:?'llﬂletzl Qlof Anctics tﬁahzﬁ‘m:valuﬁu t6 Yetermine if an asset impacts the criteria. Functions for
10 Metric Formula section below illustrates an example set of asset functions and how they can be
| combined. The function name is shown in bold, and the parameters to the function are listed in the
£ parentheses. Note that the specific syntax is an example implementation — any representation would
suffice as long as it can be evaluated to true or false for one or more assets. Note that this formula is
used to determine which assets impact the corresponding criterion — not whether the criterion is
15  satisfied or not. The provided asset formulas also reference some of the relationships among the asset
types. For example, the data sensitivity function can apply to a location, and its truth is determined
based upon the data sensitivity of the devices contained within the location (the Contains/Located In
relationship in Figure 2). It should be noted that the itlustrated Asset Formulas are not

comprehensive.

20

FUNCTIONS FOR METIC FORMULA
Functions
all(})
States that all of the items in the parentheses must be true.

25 atleast(InNum, formulal, formula2, etc.)

At least InNum of the listed items must be true for this function to be true,

_not{formula)

Negates (reverses) the value of the included formula expression,

asset_type(type)
30 True if the class of the asset matches the listed type.

sensitivity(data sensitivity, time sensitivity)
True if the asset’s data and time sensitivity are both equal to or greater than the supplied

values.



This function sinple returns all of a custoner's assets. It is nmeant to be
used at the asset fornula 20 for policies or any other essentBd] pagiise
that should apply to everything. Exanple: &all(): atleast(target numnber,
formula 1, fornula2, etc.) The atleast function takes in a target nunber
and several formula elenents(criteria, netrics, and functions) as

par aneters. | asset only passes if it a nunber of th 2nent s
greater 25 hog}r(l]g%rgs equal to the targety,znunber. Note that t(féﬂ?garzﬁ’ubﬁge

el enents are preferably entered with the appropriate prefix and suffix
characters. In fact, each of these elenents are treated as its own fornula
so feel free to mal%e thte.ti {édi vi dual para l'gri}ers as conplex as you |like.
Exanpl e:  &at | eSefi§nsitivity{optp sensiftyity, Gryesensifivifi) 4 3. 1 ™ of unct i on( par am |
paran®):, [/critBmeif theassetisSath ajd ime3ensitinigtafef othregiahlp thetsepplipdyalfesinct i on
represents the |l ogical operator 'not'. It takes a fornula as a paraneter
and returns thedasppeansitivigy(da sesiivitfor nul a. Exanpl es: 3 0 JUN 2005 WO

02/ 054325 PCT/ USRg{ S hfder s@bka sehisitiiady (f gbidl folor %réater&aﬂﬂlﬁédpﬁﬁddtvalhe.* lcrit2: *
/crit3:): asset-type(type) The asset type function determines if an asset
is of the enter egné yositiviiend ¥peiviceg the only 5 parameter and is case

i nsensitive. EXx | es: sset tvype(Deyice): &asset t.ype( net wor k) :
gasset _type( LOCZ’EIEF‘“C% e ass‘itg%?gﬁ?ﬂ‘%@i]{%g{’%g’toégrgaetﬁsﬂ}afl ﬁ&is%pﬁlé/{‘ﬁaﬁl% sensitivity)
This function deter.njne i ' S..data and tine sensitivity. The two
paraneters, dat aexg(étgasﬁt?‘?e\??t y%%%%éeﬁﬁf'% sensitivity, are entered as nunbers.
It will return tTueiflthepsseisgatascasivitiiiegwl wdisspaplisdvlpei s equal to or greater
than the entered sensitivity. Exanmples: 15 &sensitivity(O0,O0):
&sensitivity(1, ez?qt_tlme_sensltmty(nme sensitivity)

10 True if the asset’s time sensitivity is equal to the supplied value.

device_type(type)
True if the device type property matches the supplied value.
e

user_type{type)
True if the employee type matches the supplied value.

15
Description of the Functions
The following are the functions that are allowed in formula and information on how to use them.
all()
This function simple returns all of a customer’s assets. It is meant to be used at the asset formula
20 for policies or any other essential practice that should apply to everything.
Example: &all():
atleast(target number, formulal, formula2, etc.)
The atleast function takes in a target number and several formula elements(criteria, metrics, and
functions) as parameters. A given asset only passes if it a number of the form elements greater
25 than or equal to the target number. Note that the formmla elements are preferably entered withl the

appropriate prefix and suffix characters. In fact, each of these elements are treated as its own
formula so feel free to make the individual parameters as complex as you Jike.
Example:
o &atleast(3, fcritl:, [ferit2: * Jerit3:], &function(param], param2):, [fcrit3: * fcrit5:] )
30 _not{formula)
The _not function represents the logical operator ‘not’. It takes a formuia as a parameter and
returns the opposite of that formula.

Examples:



exact sensitivity(data sensitivity, tinme sensitivity) This function
determ nes an asset's data and tine sensitivity. The two paraneters, data
sensitivity and tine sensitivity, are entered as nunbers. Iti&mldﬂ tAiB%
true for any asset whose sensitivity is 20 equal to the entered
sensitivity. Exanples: &exact _sensitivity(1l,1): ‘

&exact _sensywbiogipkqse2, 0) : data_sensitivity(data sensitivity)p@hudir1io
function determnes an asset's data sengitivity. The paraneter data
sensitivity is entered as a nunber. The function will return true for any
asset whose data sensitivity is equal to or greater than the entered
sensitivity. Exanplgsg not( a sensitivity(l): 30 &data_sensitivity(2):
time sen5|t|V|ty(t|ne <ensi tTvit This function determi nes an asset's tine
sensitivity. The paﬁa%é@@@“@ﬁ%@“¥€ﬁ§ﬁ$¥vity is entered as a nunber. The
function w L. Gﬁ%ﬂ% ytrue for any asset whose tine sensitivity is equal to
or greater than e entered sensitivity, 35 Exa

& i me_sensi t i VAN gepqtytype fungtiey d&tawezeﬁssa%swﬁthem%mc?mm;* o9y 25

&inme SGBSItl¥m&ﬂ£@&mdme%a@ﬁgﬂmhﬁ_sen5|t|V|ty(data sensitivity) This
function deteép1 gs an asset's data sensitivity. The paraneter data.
sensitivity i S8 &red as a nunber. The function will return true for any
asset whose data sensidsicyiypy(Dbdcegqual to the entered 5 sensitivity.

Exanpl es: &exact _d e Lty(l) &exact _data_sensitivity(2):
exact _tine sen5|t|V|?%f?t§g&§%%%¥%|V|ty) 1.0 This function determ nes an

asset's tine sensitd Mabspt typi(BOPATIONEt er tine sensitivity is entered as a

nunber . JheseLHPﬁ cﬂi& s¥i4siulv J gltﬂy idfe for any asset whose time sensitivity:
i's equaﬂ to or ater e entered sensitivity.
Thls function deterrmnes an asset’s data and time sensitivity. Thetwo parameters, data sensitivity

and time sensitivity, are entered as numbers. It will return true for any asset whose sensitivity is
equal to or greater than the entered sensitivity,
Examples: 4
15 = &sensitivity(0,0):
= &sensitivity(1, 2):
exact_sensitivity(data sensitivity, time sensitivity)
This function determines an asset’s data and time sensitivity. The two parameters, data sensitivity
and time sensitivity, are entered as numbers. It will return true for any asset whose sensitivity is
20 equal to the entered sensitivity.
Examples:
o  &exact_sensitivity(l,1):
»  &exact_sensitivity(2,0):
data_sensitivity(data sensitivity)

25 This function determines an asset’s data sensitivity. The parameter data sensitivity is entered as a
number. The function will return true for any asset whose data sensitivity is equal to ot greater
than the entered sensitivity.

Examples:
= &data_sensitivity(1):
30 »  &Kdata_sensitivity(2):
time_sensitivity{time sensitivity)
This function determines an asset’s time sensitivity. The parameter time sensitivity is entered as a
number. The function will return true for any asset whose time sensitivity is equal to or greater
than the entered sensitivity.
35 Examples:

o &time_sensitivity(1):



Exanpl es: 15 &exact_tinme_sensitivity(1l): &exact _time_sensitivity(2):

devi ce-type(type) This function determ nes the type of a devi cg ﬁﬁﬁt 'E’?e'
single paranmeter, type , is entered as a text string. Exanples:? N 200
&devi ce_type(server): &device_type(GATEVAY): user _type(type) This

function d rm whet her a user is an enployee or third gaft¥echiet akes
a single pg&gr@)?%rgfs the type, passed ag text. 25 Exanples: 73

&user _type( Enpl oyee) : &user _type(Third Party): In addition to the
above-descri bed functions, enbodi ments of the present invention provide
that new 30 asset types and, formula functions can be added in order to
cover new organi zat (ﬁﬁ‘”&s%gsﬁ%‘"%@’rel ationshi ps as the need arises. This
ensur es t hagxatthdatar desditivitpldatg emEmditysyst em of enbodi ments of the present

i nvention can,st current. as techn . ch e i
assessnent s dé@‘é?%fthoé] o S %S%gSé%%esggl}ﬁr‘{ﬁ%?ﬂ’gﬁﬁgrﬂéggg?é%ﬁgelg‘g%ig%tn % eiﬁllé??y or
ext ensi bi | i t y nohbesBodinatantvall ofurn tnee fprapsaseet Whospdashiepsgiyity & eapblo e eptersd
strengths sincg it provides for the application of criteria now and for the
35 foreseeabl e futdre. 3 0 JUN 2005 WO 02/ 054325 PCTI US02/ 00110 26 To
evaluate if aBs¥¥Hesrion is net, measurements nade according to its
correspondi ng netri.CcxkekRt ddetanmiineni f they are satisfied (true). A netric
is considered satisfied (true) when there is an appropriate datapoint

rel ationship to ever yesssdiasisfivif¥gdacts that criterion. An appropriate
metric i s &a& dokadenddsy@ine k@aisiti) he required verification nethod (as

determ ned by _the Mninum Verifigcation 5 Method of th A oge t
Verifichlion ﬂ?h‘f E“(S‘EFOBTdEtf%mbEé"taeslsﬁgf %'ffl selgﬁgwgmﬂlg gar?%ertgrﬁnﬁlgs% %1(()1![11%5%'@?%19&( as
det er m ned by nthter.cThefwntiondall efur free frennasest whdsetinvedensitévity sredual taer greater

Verification Qﬁﬁﬁegrfter nsitl:;@t;.apoi nt). It should be noted that as the
organi zati on changes evi ces nove or are added, becone nore critical, 10

etc.) the appEkawpsisi ity of netrics also adapts automatically via the
eval uation of the foml-AimdSedsfi®ingl):

15 *  &exact_time_sensitivity(2):
device_type(type)
This function determines the type of a device asset. The single parameter, type , is entered as a
text string.
Examples:
20 o &device_type(server):
' o &device_type(GATEWAY):
user_type(type)
This function determines whether a user is an employee or third party. It takes a single parameter,
the type, passed as text.
25 Examples:
o  &user_type(Employee):
o  &user_type(Third Party):

In addition to the above-described functions, embodiments of the present invention provide that new

30  asset types and formula functions can be added in order to cover new organization assets or
relationships as the need arises. This ensures that the risk management system of embodiments of the
present invention can stay current as technology changes and as ongoing risk assessments determine
focus is needed in other areas. The adaptability or extensibility of embodiments of the present

invention is one of its strengths since it provides for the application of criteria now and for the

35  foreseeable future.



changes occur, criteria and netrics may change fromsatisfied (true) to
unsatisfied (false) - thus providing true continuous evaluation for an
organi zation. It also provides for continuous neasurenent of r’&’a@rl

determ ned by the term An exanple netric mght be that "the alarm gy@@
has been tested in the fast 30 days" Thus the termfor that netric would be
30 days, and ev 5 thirty days the organization would h est
the alarms ¥ %(&Préﬁ’r% the metric was satjsfied. Once all rre?r/(l'erclzfs] ﬁ@l@lel&b

det er mi ned as satisfied or unsatisfied, the criterion can be eval uated. A
criterion can also have a Metric Formula, which used to deternine if the
criterion is satisfied based wupon whether its netrics are satisfied.
Criteria foFnaypiat if agrieriondsiagt megpusienty madepoepstngdniis SFePRMIMBAHI5HE | ons
listed i n FofdmHihaif el sekdised (t&ﬁj}tA msmbehwaereddmfmmb) vaase.emuhd be the
",and, or" and "at Ieastl".fi1 : ” ARy, Synt ax, can be used.as | ong
as it al | ovfPPPBTaIIaapeltfelations ‘pe?/‘é‘ieffaffﬁe atb%ﬁsﬂ%d FESROT K PPTgRFEE r?es"é: Yal ues
of the assogk diaclds amdastittegequired \tehilcatwrnmtlevmtdammd bhige Mimphre Vedfivetidnons of

fo S e e R Moylaf WO Bl yiclibn ML 5 SEBIR g RSP hSES 11 ©

for rruI a: tric tricd may

be eval uat el@s deterihiged hylee cpfrenfifiate; the Tarm of tf{eﬂ\iﬁélcaqd?dﬂleM“@fa“We@%tq Qfﬁ‘e Metric3,

and Metricdppleihrue. See the following table for sonme sanpl e eval uations.
True True Fal se True True False True True True Fal se True False True True
True 30 JU 2005 WD 02/ 054325 27 PCT[ US02/ 00110 True Fal se True Fal se Fal se

For mul a Quirl@bila Béndt‘damimlsahermgemﬁdhﬁ Elanges (detiees tobd @wiendded | temd@mebs: critical,

El ement Fon g];%t )Q% aéyglrcrg%] ncs?i.[ ? %c[lEt% gdt(g:n%Ing]ﬂ? tuag'x% epaﬁwﬁﬁgrgt?%qurmﬁla Ks %:ese

?metric hat are cri
preceded bychangd occxirmnteneandaneﬁ&ﬁmay GanglfrerpstiisBedgfruc) tpamgagefied (false) héhus are

functions rﬂg&m@qa@é@rﬁ%@gﬂgﬁéatﬂﬂf% orShniaGdn| ﬁrals@arm&mmamn@aug) 4. The t'

and ]'w || arent hesi s hese can be used nested just |ike
normal 10 rppaawen@gm@ TS SEPFEITE PY B e ot iBRi metpic rrtgﬁlf fedpat ffe alaemy
lcriteria2isysenh Bdsbéelds@din the thst 30 dagd”i TRMsittR4erm fdnetfaCmetiih@oildBEI0 dayssind every

parent hes I Sl:hl?f; gaygt %loygg'r;[lzeagon wou?aI have to re-test the alarms to ensure the metric was satisfied.

Once all metrics have been determined as satisfied or unsatisfied, the criterion can be evaluated. A
criterion can also have a Metric Formula, which used to determine if the criterion is satisfied based
upon whether its metrics are satisfied. Criteria formula (i.e., asset formula) can use any of the

20 functions listed in Formula Guidelines section below — the usual case would be the “and, or” and “at
least” functions. Again, any syntax can be used as long as it allows for a true/false evaluation based
upon the true/false values of the associated metrics. In this implementation the simple functions of
And, Or, and At Least are used. As a simple example, consider the Metric formula:
“IMetricl:*&AtLeast(2, "Metric2:, "Metric3: ,Metricd:).”

25 It may be evaluated to be true if Metricl is true and two of Metric2, Metric3, and Metric4 are true.

See the following table for some sample evaluations.

Metricl - Metric2 Metric3 Metricd Criteria
True | True False True True
False -Frue True True False

True Ealse True True True




[ /criteria2: + /criteria3: ] = true Then, the next set of parenthesis are
eval uated using the result of the inner nobst parentheses 15 [ /%@ TN 2n ¢
true ] = true Then, the remaining fornula elements are evaluated al ong W't h
the results of the parenthesis true * /criteria4: = true 20 5. The ,
| ogi cal operator'or' will be represented by'+' . /critl: +/crit2: 6. The
logi cal” operator_ 'and' wll be represented by'*'. /critl : * 12 7. Al
fornul a el HR SR st be fol | owed by a',.'. Elenents inside %%T/g%dtzhéisl?s
should be 25 followed by a':', but parenthesis should not. [/critl: *
fcrit2:1 8. The logical operator 'not' is represented by a function called
" not' .. & potfloritl iy Exanples— 300/ /critl e lorit2x_gfunction]
parant , paranfruepar anB): False [/crit4:Tree jcrit3: 1Falpoonet | : +Aabe2: 1] *
?met 3:- + &functionl (param, parma2):] 3 0 JUN 2005 WD 02/ 054325

CT/ US02/ 0d110 28 Accordingly enhodinents of the present jnvention allow
or criteria to be evaluated on a continuous basis, and nonitored over

ime to ensPermulafuiddines j s nmnaged based upon established good practice

nmbodi ed in_the deficﬁuled cLiﬁtgri_a and metrics. The criteria and netrics can
al so evol veF¥BUaBYLIIHER e PIREEF%% Y ce et hods: adding new criteria and
fretrics, nodifying Bldveenof the forauli-hatnane reetres migbe preceBedgnariul a, Term O
M ni mum Veri ficatj on. L lod, and/or adding new assets types or .
rel ationships an'dnapp I cable functions. Now referring to Figure 3 it
tllustraies a bl obEleneatyobihe kmundatasearijsiiemedt be ecededbgpr al har dware of a
conput er system 34Q.50Md.0ured to execute enbodi nents of the present
invention. A bus 356 serves 10 as_ the nmin infornmation hi ghway
i nt erconnecting the&!gise! bemgattttercdincdsns rushbeeceddya8ss js  the central
processi ng unit offuhdtion SyGé(Emmepes)f or mi ng cal cul ati ons and | ogi ¢ operations
Fequired to execut he. pr SS of i s, of it 4] ntion
as wel | as ot her ypr@&ﬁé‘ﬁ%ﬁ)’w%ggedl Se(;%flals {/)aren(r?rherépr%%?f;]g%gme%éegé’g 3;%58&(?@%3%%#&3%%%8
menory [RAM) 362 mentesisivmetherhticakeduationenory of the system Disk controller -

B64 interfaces ong. QL i (Gecflrak +IbritdtRS 1 @ /kifRasySt em bus 356. These di sk

Here, the inner most parenthesis are evaluated first —

[ fcriteria2: + feriteria3: ] = true

i ' Then, the next set of parenthesis are evaluated using the result of the inner most parentheses

15 -
[ fcriterial: * true ] = true
Then, the remaining formula elements are evaluated along with the results of the
parenthesis —
true * /criteriad: = trug
20 5. The logical operator 'or' will be represented by '+
foritl: + ferit2:
6. The logical operator 'and' will be represented by '*'.
forit]: * crit2:
7. All formula elements must be followed by a :'. Elements inside parenthesis should be
25 followed by a "', but parenthesis should not.
[feritl: * ferit2:]
8. The logical operator ‘not' is represented by a function called '_not'.
&_not{/critl:):
Examples:
3D [feritl: * fcrit2: * &functionl{paraml, param2, param3):] + [/critd: * /crit3:]

[Mmetl: + Tmet2:} * [?met3: + &functionl(paraml, parma2):]



15 drives are, for exanple, floppy disk drives 370, or CD ROM or, DVD
(digital video disks) drives 366, or internal or external har d-3d¥ i JB$ 2883,
These various disk drives and disk controllers are optional devices. A

di splay interface 372 interfaces display 348 and permts information from
the bus 356 to be 20 displayed on display 348. Display 348 nmay be used in

di splaying the user interface that allows the wuser to nake |links as

descri bed 2BBYESEFmuni cations with external devices such BSTPRE/081Ner
conponents of the system described abov&, occur utilizing, for exanple,
comuni cation port 374. Optical fibers and/or electrical cables and/or
conductors and/or optical conmunication (e.g., infrared, and the |ike)

and/ or wi r ePewsdirgbpmbadinenis hthe presgnt invention allov farfiisRa {p beREAluated qpja eqpEnyopy e)

can be usedpag, @ ntohﬁamtdroa&smrra en@iﬁsithbtmslb@hméu B2t ufohieRtabtBheddgod ;ﬁ@sceand
comuni cation port 374. Peripheral |nt 54 int erfaces t he ke board

350 and mou&BPodisd in thedefipadicrifspya ?Wqﬁt?ff‘cﬁaﬁ‘éc?‘ﬁnaﬁé PrfFSAT tosyor o eeT In
addi tion tm—;ikﬁne;s&mmﬂmﬂemﬂ&ng Epstienn Zdnealcs modifytin gahaldityrial Hwhlﬂmkemm

infraredstr ?nsn‘ll t'lt V@en : nm \}erl:'iH;a?i r?lglet[:medcgldx)%ddmg ni“[; %Ee?gyéonprgln‘tliongh S are

optlonal?y utirized" e conp uter s §ed unction with
one or nor eangfappliseblpiunitienssi ng corrponent s/ stations that transmt/receive
data via 30 infrared signal transm ssion. Instead of utilizing an infrared

transmitter or infrared recejver, the conputer systemnay al so optionally
use a | ow pHowrefemmng te Figprs A drillystrass abipok dipgmpf oBe xaplp alihs infemah hardwaie oB3 ver
382. The IowlT@ewystaradmxohﬁgmsm dxbddie chrbadlBdhistos tht P@sefd igvbationl Obuk 8BapHEsON DY

f th d I
comonell s Gite PruRaasS ef e e Tt Berh SRR o Haken«d (D, H0
transmi tt er tharmifrd procesieg wetrof the eysetraprdamdngthelvrlg®ss and ldgivdpsttiops re@ﬁxjc®too JUN
211115 WO 0%{29156% odelstd Af%r?fQ&{uQ&JsﬂoPthe BoseAlitRRIA s SISk saisb%%ran@ ﬁeaqgmg 3is

illustrated havin sl ngl e processor, a sIn har d rive an

si ngl e | ocamemERgiOM %ﬁﬂé“dsrﬂ{g@ﬁf%iﬁﬁﬂei@%ﬁmg@lCPV“@E"I“E%B‘WI“@WY PIoBd wi t h
any W}Jl ti tUgﬁerﬁr]é)ﬁ[é%ﬂbi[bﬁﬂ@@ﬁerfﬁcespig@&w& dBbes & e @El@m(ﬂﬁsijSe’BheseF@dk |
exanpl e, _system ma repl ace : ui t e
processihg @V%Staé‘?’rf%ﬁéal"é PPy ﬁ‘%‘f’ﬁ’&%%ﬁ&@f’%‘oﬁgﬁ]‘@e@ﬁ“ﬂ Yidsp & g@?’ l)qsmgs )
enbodi nent sor@fterhdi er qareembintd drivese68.i Tirse vtk dick digessop lislstontalesdreeptioal at or s,
and hand-held, |aptop/notebook, mni, mainframe and super conputers, as

wel | as proceSS| ng system network conbi nations of the sanme. Figure- 4 is an
illustration of an exenplary conputer readable nenory nmedium 484 utilizable

for 10 storj ngpl&}qrrm&c@fmn%@l@@ cﬁspﬁp% B pen%tlﬁful%hmm S bRARSs @sarrpl e,
medi um 484 mai;% drives illustrated in Figure

Typi cal 3%, 4 nrﬁi@aﬁ%?'@uawa& 3%&%;99“611 displagipg taeléﬁlpéef(ffce et aH°WHPf‘g| t al
vi deo di sk @Yo maKallidkdhs dés&fbeext&lﬂéﬂ@nnnﬁmmﬂoﬁd withyekternhl@edtee sfchbs the &hdigl € byt e

LﬁggFZQS hgncgglhg%%{lt@gg tﬁ%sy%%}l; fi%%fhe?ab Vﬁ? Ecr?lér?u:;%zq%g }or gxalnlplg%oglpn%mga%gry gorts%ﬁt emto
Optical fibers and/or electrical cables and/or conductors and/or optical communication (e.g., infrared,
and the like) and/or wireless communication (e.g., radio frequency (RF), and the like) can be used as

25  the transport medium between the external devices and cornmunication port 374, Peripheral interface
354 interfaces the keyboard 350 and mouse 352, permitting input data to be transmitted to bus 356. In
addition to these components, system 340 also optionally includes an infrared transmitter and/or
infrared receiver. Infrared transmitters are optionally utilized when the computer system jis used in
conjunction with one or more of the processing components/stations that transmit/receive data via

30  infrared signal transmission. Instead of utilizing an infrared transmitter or infrared receiver, the
computer system may also optionally use a low power radio transmitter 380 and/or a low power radio
receiver 382. The low power radio transmitter transmits the signal for reception by components of the

production process, and receives signals from the components via the low power radio receiver. The

low power radio transmitter and/or receiver ate standard devices in industry.



described herein. Alternatively, ROM 360 and/or RAM 362 il | ust ragei.}nl‘.’gﬂh
Figure 3 can also be used to 15 store the programinformation thatVi S8%h
to instruct the central processing unit 358 to performthe operations
associated with the instant processes. O her exanples of suitable conputer
readable nedia for storing information include magnetic, electronic, or
optical (i ngbwogbsg2shol ographic) storage, sonme conbination P@lﬁfﬂetnfﬂpu@tc. 20
In general, it should be enphasized thaf the various conponents of

enbodi nents of the present invention can be inplenented in hardware,
software or a conbination thereof. In such enbodi nents, the various
conponent s angbugit @aSmmhmghﬁ 3i1§ﬁ]lhﬁﬁtﬁd1[ﬁaetﬂg b Eindieprobagprea singld lourd didddriveand at O
performthe functions Any
presently abV%§ lgﬁa}i re“emOry Qbm %’eve Pglonaﬁy SER r%@tmgﬁéa%ﬁbt% {ugenoéuage and/ or
har dwar e ¢ oegpbimetiinsf p@msw @mpdagaﬁbdcqsnF@'@mmp&nbﬁdn Ahmay befrep%edtbbleorpr esent

I nvention. [ birEd I gﬁy suﬂ&blelp%’cls,gsm?%m%faer&tngmfag&%h&%hkﬁe3§r1ms opned above

could be inplenentéd ‘using Visual Basic, C, C++ assenbly | anguage
appr opr it estpdipieassoighe prerent lrﬁﬁfa%sw(ngyopbléﬁlqaﬁjd gelcaigtorsy %ﬂdéw’r'ﬂ al so be
witten in ghop/itidbsX, Ritn: \iQirBiaMk frdRERAEonBHES, 8 Sell@procasfite sysemnaporkt ed to

mul tiple destipations to various users. 30 The many features and advant ages
of enbodlnéﬁW?“‘TmTﬁé‘ﬁ?ggent invention are apparent fromthe detailed
specification, and thus, it is intended by the appended clains to cover al

such feat urﬁguré‘mapﬁﬂﬁﬁﬂsr?&%ﬁe%ﬁmgo& Yemsaam S et 42 dﬁf?fohe true

spirit and s e i nvenfio since numerous nodiflications
and var it i &‘mslg wiihguter eeadibleyodsee ipptrugipng. h‘bssfée gtample.appdivp 48h may pq useq with diskn ot

desired to drlvlaa@lﬁstrﬁ@c?m'ﬁﬁé%@t I19 cdllf, Iﬁelﬂ%rﬁffeaﬁtsuthgﬁJp'bP&EHsQﬂ aMREMESat i on
illust rat ed and descri bed, accordin (%f fﬂ’l ab e nodi fications
L et va GRBCiSRas ey S Bl - Hie (rieTpis bl PEa e

i nvention. ﬁo@anﬂid%rﬂ%ﬁ fANELDBNIODHHS 2o VPGB0 AR Al BmpBer t@aformth\i\hmtnms
claimed is relnrr%}ltemgﬁel(})' R@%&? dﬂp%@%?ﬁlu q’?!n@' QIF{% dcscl 350 E%QO

organi zat i oﬁscrlcb,ed 5F1sih hven ura
assets OF tsee be gragrﬂmatformtlon\Mmeseﬁ t@&%ﬂqctd@@@ﬂrﬂ psocgsig W@tﬁ5t8(§° n&éomfée of an

el ectroni c gsg s Lgé&f-‘atéaaﬁm%e uﬁfaﬁltdr&@ssés @% éxxrgﬁes o@maM@&hem@r rEJa@m@lln@&g ronic

asset type I ncludes nputers and networ k prent therefor and the

| ocati on asfg@tormgg@qnﬁ&nw@ge EP%‘:‘%‘E"C%I?C“P’B%BT‘? g?i’é(*“c@idﬁ’élgé"‘f’ﬂﬁ@h&? %‘EEFEBOWP’E asset
types are phacmsion Herebhiicl dentifying at | east one criterion defining a
security objective of the organization; (c) identifying one or nore
inventoried assets that relate to the identified criterion; (d) fornul ating
one or 00r €n p@iefal, ¢ seglddiciempissitadthaete hariogentnpdremcofembddondneref the reseninet ri ¢

equation ﬁ\!eﬁ&n@% l&qungl ménrladF?[?'lqa c’wgpey so?tagre glnz?co%[)mma ﬁ*)efeé\lﬁ i Eutﬁ ggno@lﬁ‘t%ﬁt& S,

wher ei n eac netric eq atlon yi e S an out conme va en one or
measur enenttke variens ermeonensy aad ptagy would bpnplegnerted v asadiog softyag to pertorm e

functions of embodiments of the present invention. Any presently available or future developed
computer software language and/or hardware components can be employed in such embodiments of
25  the present invention. For example, at least some of the functionality mentioned above could be
implemented using Visual Basic, C, C++, or any assembly langnage appropriate in view of the
processor(s) being used. It could also be written in an interpretive environment such as Java and

transported to multiple destinations to various users.

30  The many features and advantages of embodiments of the present invention are apparent from the
detailed specification, and thus, it is intended by the appended claims to cover all such features and
advantages of the invention which fall within the true spirit and scope of the invention. Further, since
numerous modifications and variations will readily occur to those skilled in the art, it is not desired to
limit the invention to the exact construction and operation illustrated and described, and accordingly,

35  all snitable modifications and equivalents may be resorted to, falling within the scope of the invention.



15 (e) assessing the risk to the organi zati on based on the neasured val ues
of the one or nore netric equations. 2. The nmethod of claim1, wherein the
step (a) conprises the step of: identifying the plurality of giﬁets and
storing the identified assets into a database. 20 3. The netho U 208p 2,
wherein the step of identifying the plurality of assets conprises at |east
one of: electronically scanning the plurality of assets; |nterV|emAn%
mermbers of WRA2BHHEni zation to |dent|fé the plurality of asietUSO24RHY o5
manual |y identifying the plurality of Lsets. 4. The nethod of claiml1,
wherein the plurality of assets are defined to be one of a user type, a
user popul ation type, a data type and a network type in addition to the

el ectroni c Figpes and the location type, wherein the user type relates to an
i ndi vi dual user and the user population type relates to a group 30 of
users. 5. The nethod of claim4, further conprising the step of:

est abl i shi n§Patis flRMER e el ationship between the plurality of assets. 35
6. The nethod of claimb5, wherein the step of establishing the at |east one
relatlo fur 25

PCT/ US0Z) oo 10 %ﬁl& ‘?E’%}gggéi ?’ﬁ‘%"gs’?‘?“g i ‘S§ for.a8 °%a’ﬁ£§l‘é‘2?%$"5'¥\g ggé‘g’g%@

with a secofd as@Gdeé@ﬁm@mhvﬁfﬁéﬁﬁﬁﬂ&w&@ﬁémﬂﬂa@§éwe%§5§ﬂ1$ﬁﬁ$ﬁé°Wﬁﬂhod of

claimb5, wharekB.dfie as%ét%e ofd ﬁé&aﬁ‘éﬁ eﬂss%hkﬁlganhh/ﬁerﬁh tﬂe%ﬁatronmesmr@deaﬁdmw hi p
further 5 conprises t step of first asset define to be in

one asset tSPEEUGH foe ‘ﬁ“’@éﬁ‘:@r‘?ﬂ“'%g’éi}‘cﬁf@? ‘?‘“ﬂélﬁkl%“ é‘SSFtﬁyﬂeH?é’I“disa"ﬁﬁé“célslgcé‘fmrFype
8. The net hﬁﬁkrﬂﬁe&éc&brﬁazﬁsetwbara&lpnhcéme step (c) further conprises the step
relate to the

Caent 118 e} ¥ aToRgaea TR St S Ples 3 Y REDet e el 21§ onshi p
bet ween t he(cpl unraalnhfwylgorie ca swetinyentoried Assely thutaetate tyrtheadentified onitgrieamd/ or  managi ng

risks for ag,or qermu?aaﬁg' ABor ;ﬁ&msthﬂdagmm) cabBaghainid Qritekighe Rich néird 9qARéh
storing a p urallt of assets of organi zation, wherein each asset 15

is defined teeKefinghdn w5t téer'“‘eﬂ“@@‘t'P%ld@“g%‘%aéietst YisERiEEP HOiRtEitioB Hieksdht t ype,
and wher ei nogtcdRe ANRGIHHePHHeGr na% SR hsutelBRs dr@ﬁﬁdéd@a&m@ Rt erifiedids gt wor Ki n g
S\Iﬁg:_ gnf?ﬁte E(P)ZL? ];a%%ﬁsglggl& ggi to lf}g;%%llllga?lg% gé)gt eFr)neeaslmne vaﬂgees %f thg Qr%:solr r%g'rle mlet?’i% ations

equations.

2. The method of claim 1, wherein the step (a) comprises the step of:

identifying the plurality of assets and storing the identified assets into a database.

20
3. The method of claim 2, wherein the step of identifying the plurality of assets comprises at
least one of?
electronically scanning the plurality of assets;
interviewing members of the organization to identify the plurality of assets; and
25 manually identifying the plurality of assets.
4, The method of claim 1, wherein the plurality of assets are defined to be one of a user type, a
user population type, a data type and a network type in addition to the electronic type and the location
type, wherein the user type relates to an individual user and the user population type relates to a group
30 of users.
3. The method of claim 4, further comprising the step of:
establishing at least one refationship between the plurality of assets.
35 6. The methed of claim 5, wherein the step of establishing the at least one relationship further

comprises the step of:



(b) means for identifying a plurality of criteria, each criterion defining
a security objective of the organization; 20 (c) nmeans for ideft 1ifyiagesa
plurality of inventoried assets that relate to each identified criterion;
and (d) means for formulating one or nore netric equations for each
identified criterion, each netric equation being defined, in part, by the
one or nor SVPA¥APIS ed assets, wherein each netric equati onPCTYPEE0GN
out cone val ue when one or nore neasurefénts are made relating to the
identified assets, 25 thereby allowing a user to assess the risk to the
organi zation based on the neasured values of the one or nore netric
equations. 10. Thikingydirsmseflefik ) hhimone giset type with b ECORIAFEt EEYCdHIRIR pProghsr
means for igdepthfying the plurality of assets and storing the identified
assets into a database, 30 It. The system of claim 10, wherein the neans
for identifying the plurality of assets conprises at |east one of: neans
for el ectroni calThy medaddéticagn §, Mepin theatep biestabliskisgsibt & leasrmansiafigship fittbervi ewl ng
menbers of the or anti zaf;ion to identify the plurality of assets; and 35
means fot nEARRIT VI &RAti fying the plurality of assets. 3 0 JUN 20G6 WO
02/ 054325 PCT/ USiing@ FitDassed @efth@to bF freons yestt evpe with eieatnchagiet dafiraded be in e
plurality of are defined to be one of a user type, a user
popul ati on Stailnggsﬁgtg%&ata type and a network type in addition to the
el ectronic type and the |location type, wherein the user type relates to an
i5n<ili3vi gﬁal giser ﬂ@%et‘h?&qfléﬁ?{zip«?&bihﬁ{eis@ﬁ(cﬁMﬂﬁerﬁ&hﬁi@@%etsfbp?figr oup blof E_ser S.
: e systemof claim 12, further coppri,sing: . s, f.or. est i.shi ng at
| east oMt rel at i'&EHing oy W@Eﬁ“"f"ﬂ%mgIafff’té{g‘?ttr?a%?oq%fs'ge‘e%ﬁ é]efd ‘T%r 0 aée%so% Bee¢n of
claim 13, wasat @icastiblishedhrinshiipbetesh dblplistiiynfasdte at | east one rel ati onship
10 further conprises: nmeans for linking a first asset define to be in one

asset type with a second asset defined to be in another asset type. 15.
The system ®f cliaiysterh Sor asspreipgqnd/or meanagipgfids foppn BLPEHINWIMATSShe at | east one

rel ationshi @ 15 nhebllistQlenGORP hidSR8ing ARy biQkselsiofhé Rgardzafidd, Sheréls 64k asdf i ne
to be in one asset type with a second a(?set defined to, be i n t h? sane
asset t }/Spe is defined to be one of an electronic asset type and a location asset type, and wherein the electronic

asset type includes computers and networking equipment therefor and the location asset type includes

physical locations where the electronic asset types are placed;

(b) means for identifying a plurality of criteria, each criterion defining a security objective of the
organization;

20 (o) means for identifying a plurality of inventoried assets that relate to each identified criterion;
and
{d) means for formulating one or more metric equations for each identified criterion, each metric

equation being defined, in part, by the one or more identified assets, wherein each metric equation’
yields an outcome value when one or more measurements are made relating to the identified assets,
25  thereby allowing a user to assess the risk to the organization based on the measured values of the one

or more metric equations.

10. The system of claim 9, wherein the means (a) comprises:
means for identifying the plurality of assets and storing the identified assets into a database.
30
11. The system of claim 10, wherein the means for identifying the plurality of assets comprises at
least one of:
means for electronically scanning the plurality of assets;
means for interviewing members of the organization to identify the plurality of assets; and

35 means for manually identifying the plurality of assets.



16. The system of claim 13, wherein neans (c) further conprises: 20 neans
for identifying one or nore inventoried assets that relate toﬁtﬂ'eJUN %ﬁ[ﬁ
identified criterion based on the at | east one established relationship
between the plurality of assets. 17. A systemfor assessing and/or managi ng
risks for an organi zation, conprising: a conputer configured to identify a
plurality oVO&38%325 of the organi zation, wherein each asset PCEESQ2U04df i ned
to be one of an electronic asset type @Ad a | ocation asset type, and
wherein the electronic asset type includes conputers and networKking

equi pnrent therefor and the | ocation asset type includes physical |ocations
where the elZct rBrispsteasefetain §pyderein the plyrabityed asseds afpdefitrd debowin Pf 2jisediPetd st ore
the identifed Ass6hey Rl A6 e bt rRSlofic 1 SEAddtiMDE She BBARR tfRfand @eRLAbY I NG
at least one criterion defining a security objective of the organization,
30 wherein iR WeeRptarer f¥@e Felfef fpap I@BH‘P?@%{@H‘W&&SM af‘?‘i/tYBerfE'a%? R&roEP

i nventori edofas&ets that relate to the identified criterion and configured
to fornu#ate one or nore netric equations for each identified criterion,
each nettic equation being defined, in part, by the one or nore identified
assets, whet®i n Theagtennd tlaine 12 fpotber cawpriyingl ds an out cone val ue when one or
nor e measur enent J L ionbHiSoelvenhd il , thereby

al l owi ng a user %ﬂgégﬁggﬁ?ﬁghﬁ%gEﬂ?éﬁ?ﬁgm§$gan|z%%%%ﬂwggggﬁ§on the 35
measured val ues of the one or nore netric equations. 3 0 ju~ ~' 2095 WD

02/ 054325 P/ Usﬂx%/sf%% okQlaim3 B, dfbreinliiemSNSloLMNaBishia) thi BA 1daét, ondhbRkiSishipt he
conputer is further configured to! electronically scan the plurality of
asset s; 19 nt B0 &APRIETDer s of t he organi zation to identify the plurality of
assets; and manahd fyr litg ififsyastené:fipd tobainiobe/asset typeswidt asecdnd 4@et ddfined ®ybst em of
claim17, mheggﬂgagg§ Qlurality of assets are defined to be one of a user
type, a us@f p&bdiaﬂpdn type, a data type and a network type in addition
to the electronic type and the |location type, wherein the user type
relates to gn i ngl\isAnal HRES3, ARekid Rembaetor éa@muhi%ahea_léayme regligls®p to a
group of users. 10 20. The system of claim 19, erein the conputer is

f ur t her 1T onfPitefliFEEPTHG: est abl i sh at | east one relationship between the
plurality of assgdssfordihking b €rstatst @b beindhdassOypamitiraatdond et deffipdifode | S
further configured to |link a first asset define 15 to be in one asset type
with a secdﬁﬂ%éggﬁﬁmﬁg??ned to be in another asset type. 22. The system of
claim 20, wherein the conputer is further configured to link a first asset

define to pienrhggsﬁteﬁl%mmm%ev&ma@s ©aMRdAsset defined to be in the

same asset ty . _ o
20 means for identifying one or more inventoried assets that relate to the identified criterion

based on the at least one established relationship between the plurality of assets.

17. A system for assessing and/or managing risks for an organization, comprising:
a computer configured to identify a plurality of assets of the organization, wherein each asset
25 s defined to be one of an electronic asset type and a location asset type, and wherein the electronic
asset type includes computers and networking equipment therefor and the location asset type includes
physical locations where the electronic asset types are placed;
a database configured to store the identified assets along with their asset types;
means for identifying at least one criterion defining a security objective of the organization,
30  wherein the computer is further configared to identify one or more inventoried assets that relate to the
identified criterion and configured to formulate one or more metric equations for each identified
criterion, each metric equation being defined, in part, by the one or more identified assets, wherein
each metric equation yields an outcome value when one or more measurements are made relating to
the identified assets, thereby allowing a user to assess the risk to the organization based on the

35  measured values of the one or more metric equations.



20 23. The system of claim 20, wherein the conputer is further configured
to identify one or nore inventoried assets that relate to thegiﬁagbiﬁbﬂg
criterion based on the at |east one established relationship ' e
plurality of assets. 24. A conputer readable nediumincluding instructions
bei ng executed by one or nore 25 conputers, the instructions instructing
the one or gmrecpgputers for assessing and/or nanaging ri sgeruk@oodd

or gani zati on, tﬁe nstructions conprisiyg i nplenmentation of tﬁe steps of
(a) inventorying a plurality of assets of the organization, wherein each
asset is defined to be one of an electronic asset type and a | ocation asset
type, and \M?§re' Pd ﬁenﬁbﬁ?a?rﬁ?f"“ﬁer@i%%ﬁ%o%ﬁﬁ&?:s'fd}ﬁlaﬂégﬁ%meﬁwmerS and
net wor ki ng equi p ere | ocat1 on asset type includes physica
| ocations 30 mh@ﬁ@ﬁmﬁ@Y§F66FPBWP@‘ﬁ§§%& types are placed; (b) identifying

at | east one cri In%Edlé%ﬁmsi@Jefswmgo@arﬁﬁﬁ@rtb la¥ntiBbheghite ofofsetshgdor gani zat i on;
(c) identifying one or ied assets that relate to the

i dentified crlteWWHHh”QﬁﬂgfﬁﬁmFgF%ﬂ£§?$ng one or nore netric equations for
each ideptified criterion, each netric equation being defined, in part, by

the one or npre %de”t'fH%%u9§?QEQMnWP§ﬁEJQeﬁﬂ&ﬂagQEﬁh%t§ﬁs Ebﬁﬂm&wﬁ!ﬁﬁ an

35 out cone value ﬁhéﬂﬂno e re
identified asspipslatiantigmeetdataly@ agd NeOGOSY D BiENOKY RS lepiomnia IgE2nd e fgatiog4

allowing a HDE rwht:t@m@-l%ﬁx@é%pt: Reatds koS iddPviduliGis? bR lﬁﬁ‘tp'oﬂﬂ‘at@@@ﬁéjreﬁf&s thiegmup
measur ed val'ues of the one or nore nmetric equations he medi um of

clai m24, wReB#Fn the step (a) conprises the step of: 5 identifying the
plurality of assets and storing the identified assets into a database. 26.

The nmedi um im25 n the.s ntifyin rallt of
assets conp éses f”“wggm@“%ﬁ%“%?ﬂngfgaI?%ﬁ?éb gy dﬁ%mﬁ§ﬁ¥ﬁ%% T0PaT ity of
assets; 10 tefdiewskipdwivey theguidvditsof @fsets.he organlzatlon to identify the
plurality of assets; and manually identifying the plurality of assets. 27.
The nmedi um of claim 24, wherein the p Iuralltglof assets are defined:-to be -
one of a usak tyPesysem dfsleim Fophareir the porpyiprls e seniiseryhie lake it w5t fbiPk t ype

in addi i 0Nt if §ie 2Rkt @k WA SecbidRtieidnel e irDGahéraRetkfpel ype, wherein the
user type relates to an individual user and the user popul ation type

relates to a group of users. 28. The nedium of claim 27, further conprising
t he step of 22. estiabjsieahifaigingl0, Whadi the crenphiter igfurtan sdwifipurirbd Welenfitstrasepdefinal i t y
of assets.

1

%Q)e in one asset type with a second asset defined to be in the same asset type.

20 23, The system of claim 20, wherein the computer is further configured to identify one or more
inventoried assets that relate to the identified criterion based on the at least one established

relationship between the plurality of assets.

24. A computer readable medium including instructions being executed by one or more

25  computers, the instructions instructing the one or more computers for assessing and/or managing risks
for an organization, the instructions comprising implementation of the steps of:
{a) inventorying a plurality of assets of the organization, wherein each asset is defined to be one
of an electronic asset type and a location asset type, and wherein the electronic asset type includes
computers and networking equipment therefor and the location asset type includes physical locatic;ns

30  where the electronic asset types are placed,

{b) identifying at least one criterion defining a security objective of the organization;
(c} identifying one or more inventoried assets that relate to the identified criterion; and
(d) formulating one or more metric equations for each identified criterion, each metric equation

being defined, in part, by the one or more identified assets, wherein each metric equation yields an

35  outcome value when one or more measurements are made relating to the identified assets, thereby



29. The nedium of claim 28, wherein the step of establishing the at |east
one relationship further conprises the step of: linking a firsDadidlt2005
define to be in one asset type with a second asset defined to be in another
asset type. 25 30. The nedium of claim 28, wherein the step of establishing

the at least one relationship further conprises the step of .. ] Lnki a
first assetW8&#3#d>X o be in one asset t pe with a second aé%%vbéﬁépﬁgd to

be in the sane asset type. 30 31. The fedi um of claim 28, wherein the step
(c) further conprises the step of: identifying one or nore inventoried
assets that relate to the identified criterion based on the at |east one
est abl i shedllowingeijug GrEi5ssia ik rhe BEanisption Spspd Qp thg megaisgdvalues of the one or more

metric equations,

25. The medium of claim 24, wherein the step (2) comprises the step of:

5  identifying the plurality of assets and storing the identified assets into a database.

26. The medium of claim 25, wherein the step of identifying the plurality of assets comprises at
least one of: ’
electronically scanning the plurality of assets;
10 interviewing members of the organization to identify the plurality of assets; and

manually identifying the plurality of assets.

27. The medium of claim 24, wherein the plurality of assets are defined to be one of a user type, a
user population type, a data type and a network type in addition to the electronic type and the location

15  type, wherein the user type relates to an individual user and the user population type relates to a group

of users.

28. The medium of ¢claim 27, further comprising the step of:

establishing at least one relationship between the plurality of assets.

20
29. The medium of claim 28, wherein the step of establishing the at least one relationship further
comprises the step of:
linking a first asset define to be in one asset type with a second asset defined to be in another
asset type.
25
30. The medium of claim 28, wherein the step of establishing the at least one relationship further
comprises the step of: _
linking a first asset define to be in one asset type with a second asset defined to be in the same
asset type.
30
31. The medium of claim 28, wherein the step (c) further comprises the step of:

identifying one or more inventoried assets that relate to the identified criterion based on the at

least one established relationship between the plurality of assets.



