METHOD AND APPARATUS FOR SECURE TRANSFER OF PREVI QUSLY

BROADCASTED CONTENT FI ELD OF THE | NVENTI ON [ 0001] The
WEe@so920 nventi on relates to the secure transPer/usfoos/042191

content between devices over a network. Specifically,

the invention relates to a nethod and apparatus for
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t hat have been previously conceived or pursued.
Therefore, unless GIBEDVOBEHEINVBNEHONt he approaches
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claims in this application and are not admtted to be
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for later playback by changing electrical signals of the TV program into digital
information and storing the digital information in a memory device. When the user plays
back the recorded TV program, the DVR converts the digital information back to analog
signals and sends the signals to the TV set which displays the TV program for the viewer.
[0005] DVRs are becoming increasingly popular and widely used for recording
broadcasted TV programs. However, DVR users frequently forget to record or schedule
the recording of particular TV programs. Further, users may not realize the program was

broadcasted, or simply did not desire to record the show at the time. Because the DVR



user schedul ed for recording because of a conflict or

ot her reasons. Thus, a particular drawback to a
waeomspsdeonal DVR is the inability to pl aybackp€Dnsmng042191

that was not previously recorded by the DVR [0006]
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overvi ew of the conponents of a Digital Video Recorder
(DVR) according to one enbodi nent of the invention;

[0011] Fi gur eBREEF BESCRIPTIONIGRTHR DRAVSENGS | ng a
conmuni cation system for validating requests for
previ ously broadcasted content according to one
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od for initiating a "push" transfer of previously
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i.nvention 016]. Figure AB.is a_ bl ock
valify G eRbisstonprruitnsty Fendt R i JoLordnB B epbogiment of
th@fnvehtgot;ousl y broadcasted content according to one
enbodi nent of .the inventio Q17] Fi 5is a
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theinyektieti;agr am of a system on which enbodi nents of the

[Obfgje nt &J?grhrgglfs ? Sloklgﬁfaw}lﬁlgtraﬁng a user-interface presented to a user of a

DVR for requesting the transfer of previously broadcasted content according to one

embodiment of the invention;

[0014] Figure 3 is a block diagram illustrating a communication system for creation a
pool of DVRs according to one embodiment of the present invention;

[0015] Figure 4A is a block diagram illustrating a method for initiating a “push”
transfer of previously broadcasted content according to one embodiment of the invention;
[0016] Figure 4B is a block diagram illustration a method for initiating a “pull”
transfer of previously broadcasted content according to one embodiment of the invention;
[0017] Figure 5 is a block diagram illustrating portions of previously broadcasted

content for transfer according to one embodiment of the invention; and



DETAI LED DESCRI PTI ON [ 0019] A met hod and apparatus for
provi di ng secure transfer of previously broadcasted

W@ o0vbes920 s described. In the foll ow ng descriPCT/082005/042191
for the purposes of explanation, nunerous specific
details are set forth in order to provide a thorough
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. apparent, however, that the present invention may be
inyERfon IRPEPSIRMEIE B hese specific details. In other
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in block diagramformin order to avoid unnecessarily
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DVR users_are Qffered a neans by which they may
request afll r eREPFRALPEGIVERYSl y broadcast ed” content not
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user who w shes retrieve content that wds
previ ously br oddcasReandsting Prsviouslydirdadrasted fiosteaht ed

with a user i ng-?;f age; ﬁfon[aﬁﬂ%%%ér&gtiﬁgﬁle previ ously

br oadcast ed confent. ce e user ‘selects the
previ ously broaddcasCeszitingaTER Pobhe request is sent to

the service provider,..which validates .an ut hori z

the request. T%é1 s_eh}‘il Elgpﬁ'hmséj%t_ro é?YIB‘_éﬁ%?r?arﬁléaSteféomem
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determine if the user should be allowed to retrieve
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provi der authorizes the request by inspecting data

associated with the previously broadcasted content to
1.OTENERA® QVERVEEW evi ousl y broadcasted content is

allowed to be retrieved.
[0021]  The needs identified in the foregoing Background, and other needs and objects
that will become apparent for the following description, are achieved in the present
invention, which comprises, in one aspect, a method for secure transfer of previously
broadcasted content. DVR users are offered a means by which they may request and
receive previously broadcasted content not recorded or stored on the user’s DVR.
[0022] A DVR user who wishes to retrieve content that was previously broadcasted
but not recorded is presented with a user interface for requesting the previously
broadcasted content. Once the user selects the previously broadcasted content, the
request is sent to the service provider, which validates and authorizes the request. The
service provider validates the request by inspecting data associated with the user to

determine if the user should be allowed to retrieve the previously broadcasted content.



[0023] Once the service provider validates and

aut hori zes the request, the service provider
W0 d@ensfoees one or nore DVRs on a computer netmoOr/kKS100042191

currently have the previousty broadcasted content.

stored on their respective storage devices. The
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users. Thus, Content Provider 108 contr.ols.ac .e% t{;
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[OEfﬁVi A& o dOGnbdRRERNE ontent Provider 108 provides original broadcast

programming content to DVR users. Thus, Content Provider 108 controls access to any of

its program content and authorizes DVR transactions by communicating with the Service
Provider 106. Service Provider 106 communicates with Content Provider 108 to

authorize DVR transfers and determine program content restrictions.



Provider 108 or Content Server 109 through Internet

107 using any acceptabl e conmuni cati ons protocol.
wa\Ldoens®ee vel y, each DVR 101- 105 may be dir ect PGI/US2005/042191

connected to the Service Provider 106 by using an

internal tel ephone nodemto dial into an incom ng call
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10pGodrihaRedththd wgvxp@darta and the userys privasksEpetasied: DVR 101
era
“’Q?’g n | f Fg%h | g n a %g r&@gﬁnteg ]5@; to %%{Eﬂﬁglfé&%ggrélsc %télornyWIth
othé® DV R.t F@anaanmm\ﬁg 10emey usd Imtersetdidd|to astaibltsbw@nunmmcatlon
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coptrowritation psth thiprehgheieafescrypien e SNCBEEE ﬁxag&m@)pames do pot
r d sinul taneousl

in eﬁ%gg%ﬁﬂ&ig%s? |Sng%gﬁﬁvﬁgggf %g(gg(%‘s the incom ﬁ; gat a
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arﬁiﬂaﬁ%ﬁbleﬁsﬁn@#ﬂg’ﬁal @any@veer it ikfods digitali davesreamorao tiscepf a digital
t he ta stream convert the datz% stream i nt
¥

dagmetresg. SPYRal01 taprivesthapadeat sichels Trome ag prfgma, Siofib? gebig TV
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tuaingenorhlésitbityalldsl 4 plorality off signadd toshegnceﬂlqumné rwré%i or
nitor. For exanple, DVR 101 may utilize a
Slﬁugﬂeé’m% sual Interface port (DVI) for sending

[0083] t alResogingd Blotaled 6T Yeoords the Dbmbapda &4 by ElEng O digital
daaﬂlx] ?tgqﬁlln{] 1(;,1% gtdlge?st %nggtg{rg%g Ifgcaﬁtly,o sq grlnﬁeg {){/ g(t:oeragleGFM tthgtrlg Hgsrfgned to
retain segments of the digital data stream. A Signal Converter 154 retrieves segments of
the data stream, convert the data stream into an analog signal, and then modulate the
signal onto a RF carrier, via Output 152B, through which the signal is delivered to a
standard TV set. Output 152B may alternatively deliver a digital signal to a TV set or
video monitor. For example, DVR 101 may utilize a Digital Visual Interface port (DVI)
for sending digital signals to a TV via a DVI cable.



DVR 101 comuni cates with Network 105 via Ethernet,

W rel ess network, nodem or other conmunications
wG@r@agssoeh [ 0035] I n anot her enbodi nent, DVR 1PAT/US2005/042191

generally conmprises a pluraity of conponents

necessary to receive, record, store, transfer and
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of transfer. DVR 101 can also enc é)
compionérttaneadsiary i TgprAYS IereTth @t%élf%{% g‘?‘bé’&?’%%&i %%gatﬁ gjenals
ﬁo@%éﬁu@?ﬁt’y o,tgu Eése Euc%\ﬂgﬁffty basyROS sérbRe Pr@iided! ordaingnt server
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or Gt gt PR ol B P g4 g
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s1g11§1és wlrp@ncgymwpgmtoaé% stqrage» tan erl:;glpgagﬁé? t gqﬁal data
Capa ft P per leﬂitéﬁatﬁﬂ Q6 2 TV syidm Slidhethaicttay t b@ﬁponents

ng the functions of DVR 101. 3.
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QUESTI NG PREVI OUSLY BROADCASTED CONTENT
COITR?@@%OfIIﬁV%r@Fenbodl ment, assume the user of DVR 101
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it ShBgPa A QM VI L0 By SPEd oo s ise i pe
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I nterface of a user may view a |listing of

ﬁ:mgmgﬁlsfllm@lom]ﬁgg Htevi ously recorded. In one

enbodi nent, the DVR 101 can display a |list of shows

t he user request ed the DVR to record but the DVR di

3.0not An:@mmbmmomycpmﬂ TRANSFERQE FREIEI S @RQAE%STED

COUllﬁ for instance, the recording would have
Tct ed with another programthe DVR was schedul ed

to ggcor g TING PRERIOGUSLYaBROAIDC A TEDOQONTENhat

t he user m ght have b t b d
(0038 E or i cRBEIbAGTHE SSBIRe o Bty TV AR pighed Fgify program

corpcglptltfla‘ft Wi tpﬁex{?@lfsw ﬁﬂdhg(fasfﬁ &Lt DYR fRINdil it fedild. Ahus, the program

grans e of interest to a user.
couﬁsdmhm honddred pn @WR éQb andnsgm awdilableyforplaybaskor d a

N
prd@dms BRUPHR lh@gpmibuﬁlly&védwai. yIntnme athbadinenht, shoPVARI01 can
display a list of shows the user requested the DVR to record but the DVR did not record
for any particular reason. One such reason could be, for instance, the recording would
have conflicted with another program the DVR was scheduled to record. Further, DVR
101 can display programs that the user might have been interested in but did not record.
For instance DVR 101 may track the viewing habits of a particular user to identify similar
programs that might be of interest to a user. Additionally, a viewer might simply not
record a program but later decide the program should have been recorded. Regardless,

DVR 101 provides an interface for requesting any previously broadcasted program
through the user-interface of the DVR 101. For instance, DVR 101 may provide a



through the user-interface of the DVR 101 . For

i nstance, DVR 101 nay provide aprogram gui de of
w@e@eiosnesd y br oadcast ed program content for thRCTUBES2005/642191

user can thus select any programin the program gui de

and proceed to request the previously broadcasted

pro %‘?1@1 (ﬁ%‘?&e S YPre OGN, Bﬁ)‘Qdcagbéﬁ tp?@%rhﬁﬁ cohi@t BYhdw@gr.an user can thus
ronl program gui covers several weeks and
selethmyysegratmain th@pmgsim guide vt procerisio reriest the prev1ouSI§f
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line. When the user selects the particular multimedia content, DVR 101 causes screen
203 to be presented to the user. According to one embodiment, Screen 203 is a
confirmation screen which requests that a DVR user confirm the selection of previously

broadcasted content.
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32  VALIDATION AND AUTHORIZATION
[0046] When the Service Provider 106 receives the request, the Service Provider 106
processes the request by validating the user or DVR 101, authorizing the transfer of the
previously broadcasted program content, creating a pool of source DVRs and initiating a

transfer between the source DVRs and DVR 101.



[ 0046] When the Service Provider 106 receives the
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Subscription Type field 156 and Billing Information field 158 for N number of DVRs or

DVR users. The User ID field 152 corresponds to a unique user ID for each user of a
DVR. The user information may be a user name supplied to the Service Provider 106
when a DVR user registers and activates a DVR 101 with Service Provider 106. DVR
field 154 represents the particular DVR associated with each user ID in 152. The DVR
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I nst arice, sonme content providers may. not .
broadcasted content. Thus, after validating the request for previously broadcasted
content, Service Provider 106 may optionally determine from a content provider whether
the requested program content is authorized for transfer.
[0054] Referring to FIG. 1D, according to one optional embodiment, Database 140
contains data supplied from Content Provider 108. Table 160 represents the data supplied

from a plurality of Content Providers. Service Provider 106 may obtain the data from
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3.3  POOL SELECTION



in one en‘_oodi ment, Service Provider 106 can exam ne
the Fee field 168 of Table 160. Accordingly, the fee

WO orsfpsogr am X is listed as 2 credits. Wen t heCBEs2009@2191
Provider 106 determnes that a fee is required to

retrieve a program the Service Provider 106 nmay send

[00?94”93%)%}198 s dPVRe BRVidRdD6 ableRfint e 860 s atherizdMR rddive the
cei ves e nessage, DVR 101 causes, a screen t

conghnis phdthetthe gontentsie availablovir rasiore g SSEViegy Propider EQ@H‘@&F eds to

e au ernatively, Service Provider 106

fong@tpgﬁgef%egqq%ng%o“ zes the paynent for Program X b

[0060ET Y IRRgerBag abEgeS ]a@@orﬁmg thiok Bnn@odmem,rca@hB HQm] 05 stores
BI||Inger|dl T Ie15 %

pregppsrbreads a{ ﬁzl AL 88 graol\llrln & ampgypt of time, typically

becgl?steeé'aei'l PR hﬁhedﬂ%ﬁ‘ﬁ IS mdkh H‘élﬁa\xﬁi@ dnd eaydret weddléte old content to
content and that the cont ent

make wost for newivenisak icsiodisally e Dld%?éé 385 8y Sheply g it ofstored
conge‘@g,&sg’velf'g RS bidufd @%ne[ 0 Qgﬁteﬁeﬁ @%{/ doftd th ®e kioed, & Service

one e each R 102- 105 stores
Proidey il O@,sixlytc]h) sioeadcthﬂsmﬁdmtmn énDatehase 140. Whsn Sepdredagvider 106

f d
recge/tﬁ %545 ag] dtp,‘?eeé la?enpgl%?éfﬂgé {}reag%slﬁft 1 Q%cfr‘(]:gétley 91%%&%’ FOnPBYR 101,
Seﬁﬁ!e@r@vﬁbﬂl OBdteiBd DhabaseKe0ne detefmine méiccONRe m:nrrently have the

Peri odi cal | y, each DVR 102- 105 may supply a list of
cogenframailadniasitansigs wel | as the anount of time the

[OO%SEt € nAss'u.ﬁm YRGS e [1RaIFVRION @6quebie pR&ivistebidadaside Program

&tores the information in Databas 6)
X. \WierSeBeicy iPmymrd% desreivee Ehorreguast e %&e&‘/é@tﬁ ?ig bp retrieve

Ta g&{?@g}%"@ea 6&1/ ?Iﬁéllity noasieRsizedcR E&&ﬁﬁ'ﬁfﬁﬁﬁﬂé&\ﬁows

queri es Database 140
cadl&lo®f dbrigptiingdtoRYRsific UdmtenrttstQtedl aw thet dlmagmdﬂvm Of a

avail abl e for _tran Qr
copprpon RN, Fathimerabiss 0 oy S O g Ufiemn
reﬁfese};ﬁ %rtﬁle(‘cﬁ' 1&’én‘i’i‘ﬁ'efj§f thd Q&téﬁc 2idiBs sédoad Rzemlu:tﬁsﬁepmsmtmg the
qguer e at abase to retrieve Tables 310-3. 13. In

amonet eftboel quebﬂforeﬂ@mw%er@ ideteted irgmthe sigres |dt"?"]1§le nunber
[0@{2&: g\é\ﬁio%neﬁ%lgbo;dwrrﬁoﬁér@ﬁg ?’%j&hg? 108 deReRiHek that DVERNM02, 103 and

age device a correspondl ng DVR
10Ea1@he fkorbetiland s3idd BagraneX. Forther i @noghsr gmbedimsnp Service

prCSHTN BB A b B0 Sl g . s
scddulddr® Ueei%tetéaesh@ft . rhereena Sumtice Brod'aieeﬂ 66l 1rﬁnaim gelrmts DVRs

st orage devi ce. In_one.e di nent, Service
10@;&&@&%@%@1@%%@ VR Bgp! 1@9@8102 103 and 104

[05I @%te h ; ?ﬁg%%bgel@ﬂ:q PRERE& 0B R SR i ad kfoh Aledriteriafor filtering

Service Provider 106 determ nes
DVRatforaDVRrﬂngﬂ] Li3YBOQ,0BorHagameosas YR 102d6P @ery GompR Hfprmation

d ¢ |
aiispes o P el B FHAE, PRAY bl R Eshe) Gpin
DORKicl407,Qr Bartteidthi flwid B(m @M&a Pool SthiustfieBRNG6. In Bandw1dth field

304, a high bandwidth indicates that DVR can transfer program content at a higher than

average rate, a medium bandwidth indicates an average rate, and a low bandwidth
indicates a lower than average rate. In one embodiment; Service Provider 106 can favor
DVRs with higher bandwidth, such that any DVR with low bandwidth will be ejected
from the DVR pool. According to DVR Pool List 300, DVR 103 has a low bandwidth;
thus, in one embodiment, Service Provider 106 removes DVR 103 from the DVR Pool
list 300. Alternatively, Service Provider 106 can decide to leave DVR 103 on the DVR



[0063] Further, Service Provider 106 can specify

additional criteria for filtering DVRs for DVR Pool
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information identifying a Bandw dth associated with
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DVR pool to transfer one or more portions or sub-portions. For instance, Service
Provider 106 may instruct DVR 102 to transfer portion A, DVR 103 to transfer portion B,
and DVR 104 to transfer portion C and D. In other embodiments, the program content
can be divided into any number of portions which may be assigned to one or more DVRs.

Further, each DVR may be assigned a plurality of portions to send. For instance, if
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the failure of DVR 102. .. .
program content 500 to create a digital data stream. The digital data stream is then placed
in Storage Module 406 for storage and further playback.
[0072] Alternatively, DVR 101 can use the time stamps in the sub-portions to

assemble the digital data stream.
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of each DVR 102-104. Thus, using Communication Interface 404, DVR 101 initiates a
transfer with each DVR 102-104 via Internet 107 using the corresponding IP addresses.
Further, DVR 101 may indicate to each DVR 102-104 a portion of the program content
500 to transfer. Alternatively, when DVRs 102-104 receive the request from DVR 101,
DVRs 102-104 can communicate with Service Provider 106 to determine which DVRs
102-104 are assigned which program content portions and sub-portions. Once DVRs 102-
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memory 606 causes processor 604 to perform the process steps described herein. In
alternative embodiments, hard-wired circuitry may be used in place of or in combination
with software instructions to implement the invention. Thus, embodiments of the

invention are not limited to any specific combination of hardware circuitry and software.
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trackbal I, or cursor direction keys for comunicating

[0083 r ec I OtrrérII% 8%10 éﬁgé | %ﬁa@l@%% W@uﬁ@ et RBSs tPany medium

oce or co ng cursor movenent .Qn

that ghﬁlﬁip%ﬁes ﬁ%ﬁﬁovirdiiég date st calees a:mablylpe @mpayatmsmtavs@wﬁc fashion.
degrees of. freedomin tw a

In an gatbadigrsabiyep Q%P%tn% psige compu e{ Wgﬁ:’m WOS 1VVmﬁl\{)ﬂ‘lhssméev| 6reea§%ble

med?af’?& £k ‘Rﬂs f&r le@RgpleNindprbliang: métﬁﬁﬁ&]ls ﬂirpeoceﬂsoe 60% or dxscution.
at to the use of comput er s

Such mmhmnmaygakermam)é@mpqg@g @g§ ggnﬁeélrt& ?]on-volatlle media,
volzﬁg Cﬁ]% I&U tt?an(gﬂl?ssﬁ)gqﬁgﬁgeg@n—%lattﬁhernbdﬁ‘d @ilh AR, fob Eﬂ&ﬁple

are per conput er system 600 i
optic8sR @ﬁtﬁgﬁeﬁi@?lsks; sedissstaeg: dversitlond odside med}gﬂp%ludes dynamic
sequences of one or i nstr.
METRQYRS lffi‘ﬁ’ﬁ PP EETORY, gﬂg ﬁ r&sg%ﬁ%eﬁﬂrfa;mg@g&s?%da&ﬁﬁl tdbles, copper
wirdBhd B BRLYs, dfudih @ heaniadsithat comphisabuy @Rd élhh@snmésimm medla can

such as Storage deV|c 610. Ex cut on of t
alscotake thstforre of aeustioRi L 3@ VEh S 9“%%@ B Taicwave

and TP Ot Qgﬁxtne icRESAOTAN §ies n@édi’é?fh%ﬁ tfettap@bmes onitiothe

rnati ve enbodi nents, hard-
inseitious bagiedty ifzancbeth bandqieciekbyp PBysiGahmS e frads the

ith software,instructions to inplenent the invention.
mstﬂtﬁpgnsg% $ABWES of the invention are not limited to

[oos S inhbs faARME Aaichine-reddablemmicdia mcbidecfor pxa}mrzlﬁop floppy
twar e. [ 0080] The term "nachi ne-

iR i, Pt A1 TOSHRy P LA S TRaeeH  saHh, £6D-

es in

ROM oz}ﬁlycﬂt gﬁ A idaftm GRMERS @, PRsiaps ahy otipe physicih miedivan with

|
patmmessvw%nmgﬁ%ﬁ Rty SPLEBEBNE S8 mermory
ChlP (9r ﬁ cggse\slg dal’élﬁlo 5v]a$8(§§@s&b édmefglﬂéﬂeg | BGnk Bffel HEdiv@N from

or executi on. a nedi um may t ake
whigh Yy cdn@iutd, cah heddudi ng but not i m t ed to, non-volatile

[0(}8@,ﬂI \a,l oYé’t?c;qasl&é) L2 r‘?s andgabﬁ g]%x%a r}[gr{é 1H€5’1k/@d n ?arrgmg one or

mdig Qéhgkhé‘es d §K§or ﬁafehnﬁﬁlo&b@sr ‘@gﬁodaewr 664 mxewmt iHos example,
i ncl udes nam c nory, such

thesip@ructioan ey grg‘p@l beearEed o p mf@get %s gﬁmﬂ Ji?gbqqg gomf(uter The
rerggtﬁ%gfnge GE) ga@@%«}tﬂe@ﬁéﬁ&ﬁbh§ﬁto it@&}bﬂdﬂh@ﬁlehﬁ@y whd emdithat

ransm ssi on nedia can also take the
inst@ktionf ovac o ted¢phone ting igjhg a wmodeny A medemdogah gy gomputer system

enerated durin
86%‘??’&’8111?60‘5% %f}qulggl\é\@l\éqgl% gﬂ%g{ & élﬁ?grﬁ&i fl%ﬁ’smltter to convert
thegabteard ﬁ‘lﬁaer@ bighall iAansfreacd detdctbycanhecarm‘iha deta dagried in the
det ect ed by a physical nmechanism

infravaed signal ehd apnTeRyiaie FECHITNE20 PlEs t}lf%eég RS £ pug 02 caies

d
oI (et

1nﬂmctlonsh eThm@fﬂEltlpns m@l\’ﬁdﬁ)y HlaEDRGNPI‘Ya ¥R @pip Q%l{liy 598 |stored on
St?fg%% E‘%} WP (flﬁce%%g{ SoreRIRALS AREutiH Yy Hob&Eordtusi cal

[0083] Computer system 600 also includes a communication interface 618 coupled to

bus 602. Communication interface 618 provides a two-way data communication coupling
to a network link 620 that is connected to a local network 622. For example,
communication interface 618 may be an integrated services digital network (ISDN) card

or a modem to provide a data communication connection to a corresponding type of



patterns of holes, a RAM a PROM and EPROM a
FLASH EPROM any ot her nmenory chip or cartridge, a
w@206l0e39200ave as descri bed hereinafter, or anyPOL/lg2005/042191
medi um from whi ch a conmput @8 can read. [0082] Various
fornms of machi ne-readabl e nedia may be involved in
telelfh% Y89 AQ %80?1 1S ROMARGERRLGH i1IB€cRI6 18Ry be a local area
PrUct 1 ors 1o processor 604 for execution. For
netveotR (DARY) chideto mmdeua; date sempapicaipr FemeqtionstodgomRaibls AN
: etic t unication
Wirdgridier ot b i fabfiE, PSRl GE A
inteFBSE06 I8 s2fids SfN@cdihes dletsiicaliciéctromagueic & apticeskenals thatsarry

usi ng a nodem A podem | ocal ter system 600
d1g1@éﬁaqaég§@m§rqpﬁ§6@g}ga%gﬁuf ?%flé‘ﬁ%gﬁﬁ"?. ne and use an

[OO$4ﬂf r al\fel.evgoﬂ(rlﬁlmttﬁéally%r@ﬂﬂ&sﬁddta themaaicatiorotheough one or more
fra-red si

infra-red deg Iégcan rec%1 “
netwbrls ﬁaotaelcmtat desdcdsn Fonexquple, QT }n&i 0 mayprovide a Qonnection
throggg licg%&n 1?&2:#6 ﬁ%ta ?ﬁﬂgtﬁé@&@: drh§ astategui gﬁleﬁﬂéipe@&ad by an

car I es O maln nmenory from
Intent SericORBSRIRE (ISB)0,6263tISiP66263n an"d peoz»@@q@tdéga qopgmunication

|nstruct ons nst
sertits A LBt A M K Pl G GGl helplontaloh SpRbity
refe[fi—fetdhs bs BRlRerRr 6t dlocaxrtwbika22yd fntomes 628 b@b4ise electrical,

Conput er system 600 a).so.incl udes
clegtromagnetiaer enticehyigralgibat gy %‘uaéld@@ slfjrSaIBE[ s ]%%szlgnals through the

varsoR T HHA g% Ak Eﬁfdﬁ 8 ReRRk RhRGLO88d thrdvidr svadmetdtaion

comruni cation co Ing to a network |ink 620that |s
interfioa 68, adhitio cary ’dn@aﬂllgltaéﬂ&t@ i asbrommempales gypitem 60

co cation interfa t egrat ed
e%‘é’TT%J tgﬁa}%"rr Nl %\%&E’g%ﬁq}g%ﬁﬁf @Z? tllPHa nodem t o
[0085PV i ABorRp it & sﬁmaﬁaémmemgemﬂlrmm‘mﬂ@a including program
correspondlng type ofte not h
cods i, e sRsaR ExprbYock Ak prgen S Ma difaes p18. I the
Int&hé&%k N0 LKe e A0 g trhRsniE @ Yédqdiestad d@deafor an apphcatlon program
conmuni cat'i on connection to a corrpatl bl e, LAN. face%ﬁ

thrbughklatamest 628 sSPHE6 Iﬁpa@mﬁc@r&ﬁ l2d SARAEpHGation inter
[Oqsgglee ntrgtf;éég%d co%%'}mw kb @Bd bﬂ gﬁfc@ﬁ%ﬁ 664 8 i$ %ﬂ@&ﬁ’é’ﬂj and/or

rical’, “el’'ectronaghetic or optical
sto&!d@iﬁ%tcﬁfage”lﬁw&éﬁmyombtgermh-@da’tﬂe storaga fier 1etep pxasafen. nk this

vari ous types, of for tlon 084
mappes, eapPYeh AL Y | Ptk AR odbFh oufgﬁ%‘J‘ bFK ot wave.
[Od@! e nﬁxttl’i@ FdtSedif Ydaficata, anthedint@ss offthe 1113/)eanqni bave been
network |ink %20 may provi de a connection th
descoibad witbtreterence gzmgrgerguﬁ speeific dhat gagy vary f'erU g{péementatlon

to Iﬁés%n%% 5019 pgﬁ B% Bk a"ﬁﬁ kBl Sk 8 ﬁ{dl(ﬁ%r\ﬁf%aﬂsq}ié gfention, and is

turn rOVI des data connunlcatlon
intsededityethe tpplivagls to bethmnmtmnde theassk ef claizsghat issue from this

conmuni ¢ W, GO e
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coRBeifbnl A@yRleBfitiohs ékpressly%t fopthelgnet ifer tenmsxmnrta:md in such claims
si gnal s tyhat carr ital data he s
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carry the drgital data to and from ch}n;But er
sheyld tliemit B@Gcope @f such claim in any way. The specification and ngs are,

accordingly, to be regarded in an illustrative rather than a restrictive sense.




exenplary forns of carrier waves transporting the
i nformati on. [0085] Conputer system 600 can send
wore®sas®s0 and recei ve data, including programPodEs2005/042191
t hrough the network(s), netthork |ink 620 and
communi cation interface 618. In the Internet exanple,
a server 630 mght tgngRid a requested code for an
appl i cation programthrough Internet 628, |SP 626,
Whitde alaimet isor K 622 and communi cati on i nterface 618.
[0086] The received code may be executed by processor
604 as it is received, and/or stored in storage device
1. 6104 pRfihddt foeprovittiny Sdedtd transfet of pyeidusly Hraddeast content
execution. In this manner, conputer system 600 may
congtsHigh application code in the formof a carrier wave.
| O%Zéivi'ng G efAE SR8y, SREfcH fBcthia@hgite Miilediramndes (DVR) to
the TnveRtion have been described with reference to
numer ousreljeye ipfdvioushi bropdcasisd COMERE: vary from
i mpl enent ation 1o J [ . Thus, the sole and
echaE]g{;%g {hﬁg‘facug odrt%%lf&%g% ﬁl{ogﬂt@%e invention, and is
i Nt @neladniny tih ehcapphéstaintrevidwslp broaAeasted\centenbis, logased gjgone or
set of clal that issue fromthis application, in the
specificmPﬁg%WFﬁsmhich such cl aims issue, including
anycr? bof 86Vit&Bas@Non Mifyinheibh Régatding thexqmees sioye
set fort erein for terns contained in such clains
shafl¢viepsyanrdn t he meani ng of such terms as used in the
cl ains,,. L LMk el T pre@b@d)¢ bidadcasted content
feafrﬁr%aeu,ngg%\c}g%?éa}glggg@%ﬁ’r%ﬁﬁsg&t hat I?_s not?ex ressly
recited fiomeones ainmorsidevices inithe poal i dedegsdo de Qﬁ(@h
claimin any way. The specification and draw ngs are,
accordingly, to be regarded in an illustrative rather
2. t haha fe@sddrdfatihive 1 SehaeinCha\vasatthastep Surtencomrises: 1.

br oddeamETEIHREMOTIE R G 7 BABTVAEAJS el b leuety

provi der SiEhntdnt.0mya digital video recorder
(DVR) tobfcgatd?iaeseve previ ously broadcasted con

tent;
val idetetrningng thet the grayseusht brepdoasied gonients BVPHE?‘,P to'be transferred.
determining that the requested previously broadcasted
content is |ocated on one or nore devices; creating a
3. poolThefm@rad eRGlabadefhriher covbmisimes:i on regar di ng t he one

or nore deviges; and.initiatin at _.the i .
O o Etreriitas BeSheBasviyiht s S aBEt ey rom a e
content fjgpgmone or nore devices in the pool of

devices to the DVR 2. The nethod of Caim1, wherein

t he dedidtohgtthepaysneny fiom s OWISHAPFGO¥RS:  det er ni ni ng

that an owner of the DVR is authorized to retrieve the

previ ously . _ _
4. The method of Claim 1, wherein the initiating step includes sending a message to

one or more devices in the pool of devices to transfer at least a portion of the requested

previously broadcasted content to the DVR.

5. The method of Claim 4, wherein each device in the pool of devices encrypts its

assigned portion of the previously broadcasted content before transferring the assigned

portion to the DVR.

6. The method of Claim 1 further comprising:



broadcasted content; and determ ning that the
previ ously broadcasted content is permtted to be
wao e@essoer ed. 3. The nethod of O aim 2, furthePCT/US2005/042191

conprising: determning th&® the previously

broadcasted content requires paynent froma user; and

de Ethe Seesiod tevwﬂasl The
A e T

i ncl udesbrsmimdsste@cmtm,ssage to one or nore devices in

f d £ t
e R B et paiing

DVR 5. rE@@stmtﬂﬂadoxisﬁy Eﬂoadcmstféd mvitmeilia conicht; @8di ce in
t he pool of  devices encrypts its. assi ib\éaﬁrtl on of

t hestgingthe digipl W%é‘ﬁ‘@g&?‘ig Y%arﬁeéiﬁf”cﬁé‘?@‘l@ ansferring
the assigned portion to the DVR 6. The nethod of
Claim1l further conprising:receiving, at the DVR a

7. pl uFlad mbiglrmdbf plaimi lo mdersin thednitisbine s HrHeE GRS
br oadgast g SRRt %ggst t& ﬁ{%‘{ﬁi{qgstﬁﬁﬁng eV RIY réfuest at least a

por {61 &rea ata stream representing

the req up@heﬁl of)mevecpmsdegl nilimediasoeientfivm ore gF wore devices in
content; and the digital data streamon a
storage @@@Pei tg{e"{"%% DVR. 7. The nethod of Caim 1,
wherein the initiating step further conpri ses: sendi ng

a transfer request_to the DVR i tructma%e s}/ g b
3. 1 eqilie method|of 43I, SUeFIB MegF SIS TR TR A P RRE Y
devdé)enltnetﬂép&g%%ﬁﬂg QOr nore devices in the pool of

evices met hod of aim7, wherein the
transfer request includes a |listing of each device in

t he OO' fdﬁ%%g' Cefm\%léegelgh}? Ot 19T Hoad 1%141de§’\6}?er dtirfore

9. thel ﬁgleg} afy I'ncl udes one or nor e

DVIRCRERE] Sutkide dethefreduvetineDVESS lovgl ROks | oc aI
network. 10. The nmethod of Caim9, wherein the one or

nor e devi ces i ncludes one or nore content servers

10! oc\;\s}:})lg %&X&@dﬂrﬁaﬁﬁ 9 tﬁﬁeréﬁ‘lﬂ@&ﬁé onE¥Revized @eRIdes one or more

e nethod of Claim1, wherein the
contetaivers lovapd butsidnof theangrestrs D VEes kel f§wetke or nore
of the devices that are not already in a pool of
devices for inclusion in the pool of devices. 12. The

11met hod nefthéd 6 Gailn 1yWkereinrthe beatugsiep figthst eqmprigesher

::no g@%;frfgaqﬁ%rgﬁé {o‘ﬁ }hggﬁ&cas ﬁx‘é{ ste (111%%/ AfSady M‘Q%o&)&%@%c@s for

inclusion in the pool of devices.

12.  The method of Claim 1, wherein the creating step further comprises:

selecting one or more devices that exceed a minimum bandwidth threshold for

transfer of data across a network for inclusion in the pool of devices.

13. A system for providing secure transfer of previously broadcasted content,
comprising:
a digital video recorder (DVR);

a service provider;
a computer network coupled to the DVR and the service provider;

wherein the DVR communicates with the service provider to request previously

broadcasted content;



transfer of data across a network for inclusion in the
pool of devices. 13. A systemfor providing secure

wo ca@a®$e0 of previously broadcasted content, PCT/US2005/042191
conprising: a digital vide@lrecorder (DVR); a service
provi der; a conputer network coupled to the DVR and

the_ service provider; erei ; k 6&dcasted
wi PReEHLthE SeryiELTREeH %@“ront%%&}l égu ug%ﬁgfr:@\é/i ousll%ly‘?dr =
br oadcagipehtGrth eiiDVRer ei n t he servi ce provider

aut hori zes the request for preyviously, br =S

comherein e SHVIISPTRXIRET SRERALS 3 deKiEe D 8%5\/?05[1 3 pr C?/%’Igagorr HHote
gener at ﬁévi@esdc%‘ﬁicﬁﬁ 1§ AR coR RS hstwagk tehore toreudsed ces
coupl ed to the conputer nétwork that havg t he

r equest pebvirishi waadopsted eerteristared LERLBREY st or ed

| ocal | y: .and wher ej . sarulce lcFREvibiNly bfadsaseed

e A SO S A e

one or wBiitenidestihoas of mothdeview it thegewice pao} lREhPRR-14.

An apparatus for providing secure transfer of

previ ously broadcast content conprising: a nodule for
14. T €0&i Mipafhtusor BrovaliMg Seuft teatisfbe of p&viceslydypadcagipogtent

digital video recorder (DVR) to retrieve previously
comprigagcast ed content; a nodule for validating the

r e%%@&ul@fortrgﬁeiﬁﬁ%,\@t QQeM{RYré\8der, Ardtfdilierh ardigital video

determ ning that the requested previously broadcasted

cont ent recriadBXVAR) tonetsigee prevignsly bipagdeeasied contefiy | e

for creati.n 0ol .. of [ Base Laf or mati on

r ej‘aﬂ‘%‘?‘ﬂﬁ fqrﬁ"gﬂggtglgotpgﬁ%qg%&g@lﬁg es; gpr]][gﬂgél?mdul e for

i Nidhadile or Rtertiting drav iheaeqreste gaiviouslyt hreaddasted spnichkls
previously broadcasted content fromone or nore

devi ces 1P?ﬁt%41%n%f‘o?“8’f’fecfgvﬂr°8%s to the DVR 15. The

apPAL kS f&f crStRicR Pobl ok Badddenrinfbuhetiboregarding the one or
validating the request further conprises: a nodule for
detreomideiiegs;tandt an owner of the DVR is authorized to
retrie e ' i £B¥ thedjehidusl
mmgﬁg@f&@ﬁ%?ﬁ%ﬁﬁ%é’%eﬁgt hzﬁgﬁg\%ﬁl %/ br ?gdcast_}éd
cont ent breadvastei coment foorhene prmefesdeviggs in the pool of devices to the

DVR.

15.  The apparatus of Claim 14, wherein the module for validating the request further

comprises:
a module for determining that an owner of the DVR is authorized to retrieve the

previously broadcasted content; and

a module for determining that the previously broadcasted content is permitted to

be transferred.

16.  The apparatus of Claim 15, further comprising:
a module for determining that the previously broadcasted content requires
payment from a user; and

a module for deducting the payment from the owner’s account.



16. The apparatus of Caim 15, further conprising: a
nodul e for determ ning that the previously broadcasted
W@ Whe920 equi res paynment from a user; and a npCUUS20D8042191
deducting the paynent from2the owner's account.17. The
apparatus of O aim 14, wherein the nodule for
g NI ating, > 1 fhef ERAIiNHafndMeRAeEa iddule
17. onef rap%lr%g{s&gwagglslﬁw e {3185?6%“? de\}i ces é{ﬁ% transfer
for edndirpasiesagoiotdanoror ofore Hevicasdn dst gl pf depiiengde ranster at least a
broadcasted content tq th VR. 18 . T aratus of
POY@%?E;unﬁﬂggﬁeﬁlogélgﬁ’rﬁaégﬁggﬁ??&?% & Jg%o of devices
encrypts its assigned portion of the previously
br oadcast ed content before transferr.i th si.gned .
13. por Thesppesiisid CEUR 1 havhersie casliiliike e 15Pad af f{ops enorypts it
i i LS4 AGs1PoIsREisRd cBhteheBbréitfa@s eaing he assigned
ass%@éé Bgﬁlgﬁgfg{eipt?y 1%%8 }g}c))r t ?éc#rS}s gf t he requested
porfioed the$IYR.br oadcast ed content; a nodul e for conbining
the plurality of portions to create a digital data

streamrepresenting the requested previously
19.br oRHE asfaetuso Clhite td furdentenprisiaggd a modul e for

hoa DRledor TorRegpBARE DR GO PR o e Sl g

modul e f g ionkilibabddegstdiéddiat; conpri ses: a modul e for
sendi ng transfer request to the DVR i nstracti Pgaat he

DVRa trduteforeambiningdhe plugeliip pf POHOBY lordhels @ ledat drja stream
mul tinmedia ¢ ' i - and
of aeé)\rlelzsgrgﬁsn%r%igcﬁlﬁ@etggEre@fou@ﬁo%&%t@@ﬁuggné&iﬁcontent, an

pool paratus o ai m 20,

whep ehdiutefer tiodang flerdigied detstriearn londestoragd devigeray tyf DVR.
each device in the pool of devices. 22. The apparatus
of Claim 14, wherein the one or nore devices includes

200N€TQE a?%ﬁu@b/f@ahﬁ qa} wHerelit thé d@dofe fohmitixingdstihargomprises:
DVR s local network. 23. The apﬁabaﬁgs of Clg# ; "
whe ranoiulchier spding a wepsberdequesls thaPViEsryfimedpe hﬁﬁ{e 0 reques
cont ent I i : i R
%gl{eg\sg rai)ol'tgcﬁxa(;f_?cﬂ% f@ggéétgfmﬁftmﬁélﬁa SR Flon8n ore

s | ocal paratus of C aim 14,
wher ei n tdbecesid thepdodiof dewedsi ng further conprises: a
nodul e sel ecting one or nore of the devices that are
not already in a pool of devices for inclusion in the
21PO0ITHefapR¥ius 65C1a2h 20T Whemiipihe atnsfenfeq@shinvlutiés a listing of each
wherein the creating step further conprises:a nodul e
dewiee Btthepgolafdericehor e devi ces that exceed a nini num
bandw dth threshold for transfer of data across a
network for inclusion in the pool of devices, %6 An
22c onplilteepparetid ab Claimddh wirereit thyiong ObMeTIcVARSS &nc udes one or more

guences of . i r ' ) Lo ag, secure
])?ﬁ%ﬁ§?@§Ogﬁgﬁﬁgz%ﬂég%%gpg%ﬁﬁ$Fﬁ% |g content, which
I nstructions, when
23.  The apparatus of Claim 22, wherein the one or more devices includes one or more

content servers located outside of the requesting DVR’s local network.

24.  The apparatus of Claim 14, wherein the module for creating further comprises:
a module selecting one or more of the devices that are not already in a pool of

devices for inclusion in the pool of devices.

25.  The apparatus of Claim 14, wherein the creating step further comprises:



executed by one or nore processors, cause the one or

nore processors to carry out the steps of: receiving,
W@r00a/0s®ewi ce provider, a request froma digi teCT/USIIOD042191

recorder (DVR) to retrieve2previously broadcasted

content; validating the request at the service

provi der. rm. ni : teginpheMitaddwidth

br §442 usl? %%g%glﬁtrggﬁtop%g&{%%vé%éggh%%gglﬁg a_lgﬁmﬁr?gr e devi.ces;
threSict@farngnafepobatehcrdssd natworkafor thebrsianindhepeql @h devices.

regarding the one or nore devices; and initiating, at

the service provider, a transfer of the previously
26. br ogdeaap@er-feanie meliivamandn®onamrmoseeqwases of indfauctions for

ool of devices to the DVR 27. The co ef-r e
provigtheuerise ensprATE e B e TRt Ny cb P RERts whan
exeé%éé Fg Bral\élj ?{@ﬁé‘z@gée@&ﬁ,@aﬂg&h@ 8né BAnoR hroveedrs of cdrfyeout the

to retrieve the previously
steradadcast ed content; and determ ning that the

previ ousl y broadca | : tr8cdp&r (DVR) t
t r aNSTEERY 2 S5BVIC ré@@g%&%ﬁégtr%%ggl@%gg%a m of él(ai m) °
27, furtheieveprpridwiylrobdstedcontonts for: det ermini ng

that the previ ousTIe%{ Iilaroadcast ed. _content requires
payYRiidating thersausser MeseiVIERR9¢idhy t he payment from

t heg QUREHInS 1A TR HRuestd prdviBudtp bBRuatiesstadamdtdnt & lo@ttidum one or
of alm 26, wherein the initiating step includes

sendi ng monedsyaess; to one or nore devices in the pool

?fe q%gé‘{hg%g B(t)oq otfrd%l?{/s as@f opt RifSinafioR ‘i’ééa:’r(ﬁﬁ% eHe dn@r more

revi ous roadcasted content fo the DVR
30. ddHesscaiput er - r eadabl e medi um of C ai m 29, wherein

each .device jn the poaol, of Vi - '
assyhERE 6?41? SHVEP %f ety ae%i%bslgééﬁ); t%%‘? g%%’ Ig £ doasted sontent
bef or e t KRRSERS drimeretdBeicasisithnpeblpddeviorss tbdhe BYR.

DVR 31. The conputer-readabl e medi um of C aim 26
further conprising instructions for: receiving, at the

DVR | ' Aeh@heefiihs velidating step further
27'pr e\’/TPgﬁs‘}“y{‘%% g%%%@é?%g{%%g?g}]a?;h conbi ni ng the &SP

combrisesl i ty of portions to create a digital data stream

representi.ng.the requ [ . iousl
ol P RERER g S0 T 95 R R uah b RaRe AT reviously
st r eam omreudshtsdhgataevinde at the DVR 32. The

iC ﬁ@@é&%ﬁéﬁ@%@bﬁé @?c%ﬂclgfs@ lg)rfoa cazsa’ciecrln cgr(litbntvi@ sér‘la’ﬁiﬂe& R%e transferred.

28.  The computer-readable medium of Claim 27, further comprising instructions for:
determining that the previously broadcasted content requires payment from a user;
and

deducting the payment from the owner’s account.

29.  The computer-readable medium of Claim 26, wherein the initiating step includes
sending a message to one or more devices in the pool of devices to transfer at least a

portion of the requested previously broadcasted content to the DVR.

30.  The computer-readable medium of Claim 29, wherein each device in the pool of
devices encrypts its assigned portion of the previously broadcasted content before

transferring the assigned portion to the DVR.



conprises: sending a transfer request to the DVR
instructing the DVR to request at |east a portion of

W b@sosgeest ed mul timedia content from one or POF/ES2005/042191
devices in the pool of devi2¢es. 33. The
conmput er -r eadabl e nmedi um of Cl aim 32, wherein the
transfer request includes a listing of each device in

the pool of devices. 34. The conputer-readapl '
31. of TGk abmp@er-resiahle mreditne oﬁﬁ@imrzgp,fgﬂ]@ermpéiéglgﬁﬂgﬁ%ﬁg@ for:

one or ..nore.D l o I j
RSl B aEie [ o RErAy BhBGHER O ol RAEARY BN,
of O ai mddicastdiedontent;t he one or nore devices incl udes
one or nore content servers | ocat . ' :
o BT R PRI G of P51 e fPRE 2 gReitif ittt rbptEscnting the
g ?gg;iit ﬁgeiut%g%&?t&rgiﬁw broh@astell ﬁiﬂhﬂiralédia wbetert; and he
_ t rther conprises: selecti ne or no
of ‘stdrngdiew ligds] dAaalraameombHoREE dtg® Frits LgRl of
devices for inclusion in the pool of devices. 37. The
conmput er -r eadabl e nmedi um of C ai m 26, wherein the
32, CT eRidl dogpaitee peddablehneditmmfiGlaies26, sdlcedn thegnisisting ptepdyrgher
devi ces that exceed a mi ni mum bandwi dth threshold for
COMNTRAsf er of data across a network for inclusion in the

POQlenGih g d@MhERFrequest to the DVR instructing the DVR to request at least a

portion of the requested multimedia content from one or more devices in

the pool of devices.

33,  The computer-readable medium of Claim 32, wherein the transfer request includes

a listing of each device in the pool of devices.

34.  The computer-readable medium of Claim 26, wherein the one or more devices

includes one or more DVRs located outside of the requesting DVR’s local network.

35.  The computer-readable medium of Claim 34, wherein the one or more devices

includes one or more content servers located outside of the requesting DVR’s local

network.

36.  The computer-readable medium of Claim 26, wherein the creating step further

comprises:
selecting one or more of the devices that are not already in a pool of devices for

inclusion in the pool of devices.

37.  The computer-readable medium of Claim 26, wherein the creating step further

COmpIises:
selecting one or more devices that exceed a minimum bandwidth threshold for

transfer of data across a network for inclusion in the pool of devices.



