WO 01/ 48606 PCT/ US00/ 42716 THREAD SI GNALI NG | N MULTI - THREADED NETWORK
PROCESSOR BACKGROUND This invention relates to network packet processing.

Paral I el RigAfARSGIsNY 1s an efficient formof information prRGeswmhasef
concurrent events in a conputing process. Parallel processing demands

concurrent execution of many progranms in a conputer, in contrast to
sequential processing. In the context of a parallel processor, parallelism
i nvol ves doing nore than one thing at the sane tine. Unlike a serial
paradi gm where all tasks are perforned sequentially at a single station or
a pipelined nmachimeaansenarinask stuaraHReATEINREdORK PieesscRl | zed st ati ons,
with parallel processing, a plurality of stations are provided with each
capable of performng all tasks. That is, in general all or a plurality of
the stations work sinultaneously and independently on the sane or common

el ements of a problem Certain p%%&g$&5 £ suitable for solution by
appl yi ng parall el processing SuU cordlng to an aspect of the

present i nventi lt@mrg%efg@%ssmgeg PE oLk Pagket seLaghudes

receiving networ pac %s an era

plurality of F"‘EHEHEf@i%&Q ScéSs ngefé gﬁoggéféfgngfféPg B%Cgﬁkormaéion

processing of concurrent events in a computing process. Parallel
processing demande concurrent execution of many programs in a -
computer, in contrast to sequential processing. In the context
of a parallel processor, parallelism involves doing more than
one thing at the same time. Unlike a serial paradigm where all
tasks are performed sequentially at a single station or a
pipelined machine where tasks are performed at specialized
stations, with parallel processing, a plurality of stations are
provided with each capable of performing all tasks. That is, in
general all or a plurality of the stations work simultaneously
and independently on the same or common elements of a problem.
Certain problems are suitable for solution by applying parallel
processing.
SUMMARY

According to an aspect of the present invention, a
method for processing of network packets includes receiving
network packets and operating on the network packets with a

plurality of program threads to affect processing of the packets.

:—]_—



WD 01/ 48606 PCT/ US00/ 42716 BRI EF DESCRI PTION OF THE DRAWNGS FIG 1 is a
bl ock di agram of a communi cati on system enploying a hardware-based

mul tit hr eederd/4gé0ecessor. FIG 2 is a detail ed bl ock di agr @aamofsobhzrie

har dwar e- based nmultithreaded processor of FIG 1. FIG 3 is a block

di agram of a m croengi ne functional wunit enployed in the hardware-based
mul tithreaded processor of FIGS. 1 and 2. FIG 4 is a block diagramof a
menory controller for enhanced bandw dth operation used in the

har dwar e-based nultithreaded processor. FIG 5 is a block diagramof a
menory controller for Jlatency |limted operations used in the

har dwar e- based nultithreaded processor. FIG 6 is a block diagramof a

conmmuni cation bus i ntERIEEeDESCH TET PO CES SORE OPRENNGE depi cting hardware
used in programthread signaling. FIGS. 7A-7B area pictori al

representation amf|DwW s cdaslods ed thgtdm UoEes st anthAOcRE 06H agy L begad
signaling wwth a clear on read register. FIG 8 is a.flow chart of an
i nt er dnfyleAd rig MW ad Flva 8ENeBd -rultithreaded processor.

FIG. 2 is a detailed block diagram of the hardware-
based multithreaded processor of FIG. 1.

FIG. 3 is a block diagram of a microengine functional
unit employed in the hardware-based multithreaded processor of
FIGS. 1 and 2.

FIG. 4 is a block diagram of a memory controller for
enhanced bandwidth operation used in the hardware-based
multithreaded processor.

FIG. 5 is a block diagram of a memory controller for
latency limited operations used in the hardware-based
multithreaded processor.

FIG. 6 is a block diagram of a communication bus -
interface in the processor of FIG. 1 depicting hardware used in
program tﬁread signaling.

FIGS. 7A-7B are 'a pictorial representation and flow
chart useful in understanding program thread signaling'with a
clear on read register.

FIG. 8 is a flow chart of an inter-thread signaling

scheme.



WO 01/ 48606 PCT/ US00/ 42716 FIG 9 is a flow chart of a programthread
status reporting process. DESCRIPTION Architecture: Referring to FIG 1,
a conmuni watdiemesyst em 10 i ncl udes a parallel, hardware- lPaI@ms00/42716
mul tithreaded processor 12. The hardware-based nultithreaded processor 12
is coupled to a bus such as a Peripheral Conponent |nterconnect (PCl) bus
14, a nenory system 16 and a second bus 18. The system 10 is especially
useful for tasks that can be broken into parallel subtasks or functions.
Specifically hardware-based nmultithreaded processor 12 is useful for tasks
that are bandwidth oriented rather than |atency oriented. The
har dwar e- based nultithreaded processor 12 has mnmultiple mcroengi nes 22
each with multi pFEG. har tsaaeftowt chbiedopr agpanygtrhmeatdsethiattaansbe
simul taneously active and independently work on a task. The hardware-based
mul ti themadethgprocessss. 12 al so includes a central controller 20 that
assists in loading mcrocode control for other resources of-the
har dwar e- based nultithreaded probBSSRLPT208Nd perforns ot her general
pur pose conputer type functions such as handling protocols, exceptions,
extr a prmpordciwre packet processi ng where the m croengi nes pass the
packets off for nore detail ed processing such as in boundary.

Referring to FIG. 1, a communication system 10 includes

a parallel, hardware-based multithreaded processor 12. The
hardware-based multithreaded processor 12 is coupled to a bus
such as a Peripheral Component Interconnect (PCI) bus 14, a
memory system 16 and a second bus 18. The system 10 is
especially useful for tasks that can be broken into parallel
subtasks or functions. Specifically hardware-based multithreaded
processor 12 is useful for tasks that are bandwidth oriented
rather than latency oriented. The hardware-based multithreaded
processor 12 has multiple microengines 22 each with multiple
hardware controlled program threads that can be simultaneously
active and independently work on a task.

The hardware-based multithreaded processor 12 also
includes a central controller 20 that assists in loading
microcode control for other resources of the hardware-based
multithreaded processor 12 and performs other general purpose
computer type functions such as handling protocols,‘exceptions,
extra support for packet processing where the microengines pass

the packets off for more detailed processing such as in boundary.
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-3 WO 01/ 48606 PCT/ USO0/ 42716 conditions. In one enbodi nent, the
processor 20 is a Strong Arnm(r) (Armis a trademark of ARMLimted, United
Ki ngdom) WasmEdseosr chitecture. The general purpose m cropr ®asEn/4206 has an
operating system Through the operating systemthe processor 20 can cal
functions to operate on m croengi nes 22a-22f. The processor 20 can use any
supported operating systempreferably a real tinme operating system For
the core processor inplemented as a Strong Armarchitecture, operating
systens such as, Mcrosoft NT real-tinme, VXWrks and pCUS, a freeware
operating system avail able over the Internet, can be used. The

har dwar e- based nultithreaded processor 12 also includes a plurality of

m cr oeaghdesidfa- 22f InMbaeoenpbaemed2q- t22f peachs@RINLal 1A Plowrdrd y of
program counters in hardware and states associated with the program

count easw’ EfActizel Yorademork esp o ngiml ted) | tyi 0dd Selsg@bmpr BaEER
threads can be sinmultaneously active on each of the m croengi nes 22a-22f

whi | e apBhyteseuis. actual béné@éﬂ.a%hﬁﬁoéé aR¥repeotiedBor! BoORE LRI Ment,
there are six mcroengi nes 22a-22f, each having capabilities for

pr Ocesébéﬁaﬁﬂﬂ%agﬁéééﬂte PheBLaR thBr 8Rdsat1Rg 8% tEICLARNPHRLeS 2727 24

operate with shared resources including memory System 16 and bus .
i nt er f agasca#1 aflnc28ondheoNBEBEY t8Y Shef L8 okglhi HAeS 23,5¥RGNr ORglLs Dynanic

Random
processor 20 can use any supported operating system preferably a
real time operating system. For the core processor implemented
as a Strong Arm architecture, operating systems such as,
Microsoft NT real-time, VXWorks and uCUS, a freeware operating
system available over the Internet, can be used.

The hardware-based multithreaded processor 12 also
includes a plurality of microengines 22a-22f. Microengines 22a-
22f each maintain a plurality of program counters in hardware and
states associated with the program counters. Effectively, a
corresponding plurality of sets of program threads can be
simultaneously active on each of the microengines 22a-22f while
only one is actually operating at.any one time.

In one embodiment, there are six microengines 22a-22f,
each having capabilities for processing four hardware program
threads. The six microengines 22a-22f operate with shared
resources including memory system 16 and bus interfaces 24 and

28. The memory system 16 includes a Synchronous Dynamic Random

Access Memory (SDRAM) controller 26a and a Static Random Access
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Access Menory (SDRAM controller 26a and a Static Random Access 4 WO

01/ 48606 PCT/USOQO 42716 Menory (SRAM controller 26b. SDRAM nenory 16a and
SDRAM cowwral#8ers 26a are typically used for processing | aageuseokeares of
data, e.g., processing of network payl oads from network packets. The SRAM
controll er 26b and SRAM nenory 16b are used in a networking inplenentation
for low |l atency, fast access tasks, e.g., accessing |ook-up tables, nenory
for the core processor 20, and so forth. Hardware context swapping enabl es
ot her contexts with unique programcounters to execute in the sane

m croengi ne. Hardware context swapping al so synchroni zes conpl eti on of
tasks. For exanple, two programthreads could request the sane shared

r esourgenery. (SHMAM cdachobdherobsbhesgprapanaheriuneki anal spramt s, €.d.,
the FBUS interface 28, the SRAM controller 26a, and the SDRAM controll er

26b, whenttdeYer orphedee atypiluaitiedutagkfokr proeaesehgt e rdeCOQRGeRE of
program thread contexts reports back a flag signaling conpletion of an

oper atdata, Weg. | herdtagsisg 6€CREYRErRYphhEoAHS! BeBEi ReLwbif Baekeenrgi ne
can determ ne which programthread to turn on. As a network processor,

€. g., Phd osiEMm, céferdBrdrasep hagedraml t inkhbepdedbpreeessal 14 nterfaces
to network devices such as a nedia access controller device e.g., a
10/ 10GBas®drking implementation for low latency, fast access tasks,
e.g., accessing look-up tables, memory for the core processor 20,
and so forth.

Hardware context swapping enables other contexts with
unique program counters to execute in the same microengine.
Hardware context swapping also synchronizes completion of tasks.
For example, two program threads could request the same shared
resource e.g., SRAM. Each one of these separate functional
units, e.g., the FBUS interface 28, the SRAM controller 26a, and
the SDRAM controller 26b, when they complete a requested task
from one of the microengine program thread contexts reports back
a flag signaling completion of an operation. When the flag is
received by the microengine, the microengine can determine which
program thread to turn on.

As a network processor, e.g., a router, the hardware-
based multithreaded processor 12 interfaces to network devices
such as a medié access controller device e.g., a 10/100BaseT
Octal MAC 13a or a Gigabit Ethernet device 13b. In general, as é

network processor, the hardware-based multithreaded processor 12
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Cctal MAC 13a or a G gabit Ethernet device 13.b. In general, as a network
processor, the hardware-based nmultithreaded processor 12 -5 WD 01/48606
PCT/ USCO wd/ditissosan i nterface to any type of conmuni cati orpciensoca27s
interface that receives/sends |arge anounts of data. The network processor
can function as a router 10 in a networking application route network
packets anongst devices 13a, 13b in a parallel manner. Wth the

har dwar e- based nul tit hreaded processor 12, each network packet can be

i ndependent|y processed. The processor 12 includes a bus interface 28 that
coupl es the processor to the second bus 18. Bus interface 28 in one
enbodi nent coupl es the processor 12 to the so-called FBUS 18 (FIFO bus).
The FBUSni nhéertdaee28ad simyedpymrsidfl edmurdarttriain ideyiendt ntrerd@tbdayg t he
processor 12'to the FBUS 18. The FBUS 18 is a 64-bit w de FIFO bus, used
t 0 i nt ehbhaceeteiMedi/achctedarGentamlumers ¥AQatdevi (e rktBydrlo gRsSEE s 3

i ncludes a second interface e.g., a PCl bus interface 24 that couples

ot her syat éoncedspoasnts ridwaler a9 déy en rdterdR@inkd dpsl dtentfvn pfragessor 12.
The functional units are coupled to one or nore internal buses. The

i nt er naktRUsRS patketidalamong s dises @i3a5. 13016 ULl IEenthaiitkone for
wite). The hardware-based nultithreaded processor 12 also is constructed

such tRatht BaesUardwalrel-be seandiildtitsreh ddie grjcigsdr buseseddn td@work
processor 12
packet can be independently processed.
The processor 12 includes a bus interface 28 that
couples the processor to the second bus 18. Bus interface 28 in
one embodiment couples the processor 12 to the so-called FBUS 18
(FIFO bus). The FBUS interface 28 is responsible for controlling
and interfacing the processor 12 to the FBUS 18. The FBUS 18 is
a 64-bit wide FIFO bus, used to interface to Media Access
Controller (MAC) devices. The processor 12 includes a second
interface e.g., a PCI bus interface 24 that couples other system
components that reside on the PCI 14 bus to the processor 12.
The functional units are coupled to one or more
internal buses. The internal buses are dual, 32 bit buses (i.e.,
one bus for read and one for write). The hardware-based
multithreaded processor 12 also is constructed such that the sum -
of the bandwidths Qf the internal buses in the processor 12
exceed the bandwidth of external buses coupled to the processor

12. The processor 12 includes an internal core processor bus 32,

e.g., an ASB bus (Advanced System Bus) that couples the processor
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exceed the bandw dth of external buses coupled to the processor 12. The
processor 12 includes an internal core processor bus 32, e.g., an ASB bus
(AdvancedwoysisensBus) that couples the processor -6 WO 01/p¢8a@po/42716

PCT/ US00/ 42716 core 20 to the nenory controllers 26a, 26b and to an ASB
transl ator 30 descri bed bel ow. The ASB bus is asubset of the so called
AMBA bus that is used wth the Strong Arm processor core. The processor 12
al so includes a private bus 34 that couples the mnmicroengine units to SRAM
controller 26b, ASB translator 30 and FBUS interface 28. A nmenory bus 38
couples the nenory controller 26a, 26b to the bus interfaces 24 and 28 and
menory system 16 including fl ashrom 16¢c used for boot operations and so

forth od3af &4¢ 1119 {Re Fhlno? £y £8f rOi1Lhe 5b4) 0880l RS £8A.n24kp 1 NCI Udes an

arblter t hat exam nes eterglne t aval e progran1threads t?
: 2a-22

22#’2;%2%@%"9%‘ e esaebat e ibEs” HhRas %ﬁﬁtﬁ%oPP ”%éé%ggb%eéh%h%o

e iR T PRI 00 . ?Eﬁé%cﬂ%nﬁ%%‘% 228 58

requesys, Jhe que 515' Deg Eﬁci‘ﬁéég F{v MEORN ¥, T heLences fLrange
R. BUPt SEhERENSPY %883§

menor y references ' ze nenory em 16

s Tl qoded, inmms égqgﬁﬁl&sconemﬂ ' BgPeRdEnt LS Ec%esot 1%a

procesSor 1

FBUS interface 28. A memery bus 38 couples the memory controller
26a, 26b to the bus interfaces 24 and 28 and memory system 16
including flashrom 16c used for boot operations and so forth.

Referring to FIG. 2, each of the microengines 22a-22f
includes an arbiter that examines flags to determine the
available program threads to be operated upon. Any program
thread from any of the microengines 22a-22f can access the SDRAM
controller 26a, SDRAM controller 26b or FBUS interface 28. The
SDRAM controller 26a and SDRAM controller 26b each include a
plurality of queues to store outstanding memory reference
requests. The queues either maintain order of memory references

~or arrange memory references to optimize memory bandwidth.

If the memory subsystem 16 is flooded with memory
requests that are independent in nature, the processor 12 can
perform memory reference sorting. Memory reference sorting
reduces dead time or a bubble that occurs with accesses to SRAM.
Memory reference sorting allows the processor 12 to organize

references to memory such that long strings of reads can be
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perform nenory reference sorting. Menory reference sorting reduces dead
time or a bubble that occurs with accesses to SRAM Menory reference
sorting alWgowmstdae processor 12 to organi ze references tedmmanMzgsch that
| ong strings of reads can be -7 WO 01/48606 PCT/USOQ 42716 followed by

l ong strings of wites. Reference sorting hel ps maintain parallel hardware
context programthreads. Reference sorting allows hiding of pre- charges
from one SDRAM bank to another. If the nenory system 16b is organized into
an odd bank and an even bank, while the processor is operating on the odd
bank, the menmory controller 26b can start precharging the even bank.
Precharging is possible if nenory references alternate between odd and

even basksowdy by deohfgsteibgy 6eferenses to alternate accesses to opposite
banks, the processor 12 inproves SDRAM bandw dth. Additionally, other

optim zations capeberdfied. s&otinYanPl 8 HBLAEAUN ga_triamléat hapawyber e
operations that can be nerged, are nerged prior to nmenory access, open

page opbnteZathensrahet Bro)ds eXapt Pt AGnSLdLEE8Ee8g ame&@nﬁ@d@ﬁgeoﬁf pRIory
is not reopened, chaining which allows for speciral handling of contiguous

MeNor yehd &k eNESS SRE SBRAMSHANNY FECHAGEREE, CaR DR-eRBhBY¥6UsyibenFBES
interface 28 supports Transmt and Receive flags for each porY that a MAC
devi cei $UPRAHA Szed@! PRGo WA No@@ bank and an even bank, while the
processor is operating on the odd bank, the memory controller 26b
can start precharging the even bank. Precharging is possible if
memory references alternate between odd and even banks. By
ordering memory references to alternate accesses to opposite
banks, the processor 12 improves SDRAM bandwidth. Additionally,
other optimizations can be used. For example, merging
optimizations where operations that can be merged, are merged
prior to memory access, open page optimizations where by
examining addresses, an opened page of memory is not reopened,
chaining which allows for special handling of contiguous memory
‘references and refreshing mechanisms, can be employed.
The FBUS interface 28 supports Transmit and Receive
flags for each port that a MAC device supports, along with an
Interrupt flag indicating when service is warranted. The FBUS
interface 28 also includes a controller 28a that performs header
processing of incoming paékets from the FBUS 18. The controller

28a extracts the packet headers and performs a microprogrammable

source/destination/protocol hashed lookup (used for address
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Interrupt flag indicating when service is warranted. The FBUS interface 28
al so includes a controller 28a that perfornms header processing of incom ng
packets fweoild8e6sFBUS 18. The controller 28a extracts themagoelzfigaders
and perforns a m croprogrammabl e source/destination/protocol hashed | ookup
(used for address -8 WD 01/48606 PCT/US00/42716 snoothing) in SRAM |If

t he hash does not successfully resolve, the packet header is sent to the
processor core 20 for additional processing. The FBUS interface 28
supports the following internal data transactions: FBUS unit (Shared bus
SRAM) to/from m croengine. FBUS unit (via private bus) wites from SD AM
Un)rt. FBUS unit (via Muus) Reads to SDRAM The FBUS 18 is a standard

industéa{oaeﬁlﬁgﬁ iAckrdms arrdaha BYSnh Bols: n@ﬂ Biue. W18 pdx%'s%q%nd
control for address and read/wite control. The FBUS interface 28 provi des

t he abtﬂ:ét ack@ti ARYkel-aE g€ sappuRLS Ak %ée‘é b29 BrEehioeE N 4 'd'&H'&Ho?%gJT

out put O s 29a-29b. Fromthe FIFGs 29a- 29 t he m croengi nes
fetch ;gi%éeéé or SRAMARFS! Eﬁté%@%c%té Bt 208 KkO £ froma
recei FIFC)?ﬂbmhlcﬁ data has cone ron1agggv?ce on bugﬁ\ZL gﬁ irnt.o the FBUS

i”terffﬁ%eggalngtgaEﬂaﬁﬂgcgﬁoﬁS”t through menory controller 26a to SDRAM
menory i rect nenor access. Simlarly, the m croengi nes can

nove data fromthe SDRAM

FBUS unit (Shared bus SRAM) to/from microengine.
FBUS unit (via private bus) writes from SDRAM Unit.
FBUS unit (via Mbus) Reads to SDRAM.

The FBUS 18 is a standard industry bus and includes a
data bus, e.g., 64 bits wide and sideband control for addresg and
read/write control. The FBUS interface 28 provides the ability
to input large amounts of data using a series of input and output
FIFQ’s 29a-29b. From the FIFOs 29a-29b, the microengines 22a-22f
fetch data from or command the SDRAM controller 26a to move data
from a receive FIFO in which data has come from a device on bus
18, into the FRBUS interface 28. The data can be sent through
memory controller 26a to SDRAM memory 1l6a, via a direct memor?
access. Similarly, the microengines can move data from the SDRAM
26a to interface 28, out to FBUS 18, via the FBUS interface 28.

Data functions are distributed amongst the
microengines. éonnectivity to the SRAM 26a, SDRAM 26b and FBUS‘
28 is via command requests. A command request can be a memory

request or a FBUS request. For example, a command request can
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26a to interface 28, out to FBUS 18, via the FBUS interface 28. Data
functions are distributed anongst the mcroengines. Connectivity to the
SRAM 26a, weDRABE@6b and FBUS 28 is via conmand requests. PETCEswAzme r equest
can be a nmenory request or a FBUS request. For exanple, a command request
can -9 WD 01/48606 PCT/USOQ 42716 nove data froma register located in a
m croengi ne 22a to a shared resource, e.g., an SDRAM | ocati on, SRAM

| ocation, flash nenory or sonme MAC address. The comrands are sent out to
each of the functional units and the shared resources. However, the

shared resources do not need to maintain |ocal buffering of the data.

Rat her, the shared resources access distributed data |ocated inside of the
m cr oergienedat d hisorenahblesister oboghned iR2a-@2troenghave2bacab access to
data rather than arbitrating for access on a bus and risk contention for

t he bushar¥d hrédvinsrcé pad ige, 4NeSBRAM Bobatyche skRaMl 1beatwahti gakdr data
internal to the mcroengi nes 22a-22f. The core processor 20 al so can

acces sndriterys harr esbme Q8T S@GredHe COhE POARSAASI a2 Bafitaodkr €6t each of
communi cation to the SDRAM controller 26a to the bus interface 24 and to

SRAM  waantmeldieiob wh Bt Husnd2:hd OsHES€8SréBeudteEoengbiese22arddfl and
transfer registers |located at any of the m croengi nes 22a- 22f, the core
procesanirel) MsARScddedd Ks0eRbdeso 2RaiBhiMi Bocal buffering of the
data. Rather, the shared resources access distributed data
located inside of the microengines. This enables microengines
22a-22f, to have local access to data rather than arbitrating for
access on a bus and risk contention for the bus. With this
feature, there is a 0 cycle stall for waiting for data internal
to the microengines 22a-22f.
The core processor 20 also can access the shared
resources. The core processor 20 has a direct communication to
" the SDRAM controller 26a to the bus interface 24 and to SRAM
controller 26b via bus 32. To access the microengines 22a-22f
and transfer registers located at any of the microengines 22a-
22f, the core processor 20 access the microengines 22a-22f via
the ASB Translator 30 over bus 34. The ASB Translator 30
performs an address translation between FBUS microengine transfer
register locations and core processor addresses (i.e., ASB bus)
so that the core processor 20 can access registers belonging to

the microengines 22a-22c.

Although microengines 22 can use the register set to
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the ASB Transl ator 30 over bus 34. The ASB Translator 30 perforns an
address transl ati on between FBUS m croengine transfer register |ocations
and core woonesewsr addresses (i.e., ASB bus) so that the ravesoppouessor 20
can access registers belonging to the m croengi nes 22a-22c. Al though

m croengi nes 22 can use the register set to -10 WO 01/48606

PCT/ USOQ' 42716 exchange data. A scratchpad nenory 27 is also provided to
permt mcroengines to wite data out to the nmenory for other

m croengi nes to read. The scratchpad 27 is coupled to bus 34.

M croengi nes: Referring to FIG 3, an exenplary one of the m croengines
22a-22f, e.g., mcroengine 22f is shown. The m croengine includes a

cont r ctxcharge 7@awhi chh saranehpadphemenyatiions ahsbupesvadRAMtof phemd t
1,024 words of 32 bits. The RAM stores a mcroprogramthat is | oadabl e by
t he covecrgrmuibssert@Owribe dataoenyi ne RRE aesoriynfbudesheentrol ler 1 ogic
72. The controller logic includes an instruction decoder 73 and program
count enidREngimes 7Qar&@d. Theefsuratthpadprogiancoupiliatiecs ba- 32d are
mai nt ai ned in hardware. The m croengine 22f also includes context event
switching logic 74. Context event logic 74 receives nessages (e.g., SEQ ##
EVENT RESPONSE; FBI - EVENT- RESPONSE; SRAM _EVENT RESPONSE; SDRAM

_EVENMiRESRONSHes :

Referfing to FIG. 3, an exemplary one of the
microengines 22a-22f, e.g., microengine 22f is shown. The
microengine includes a control store 70 which, in one
implementation, includes a RAM of here 1,024 words of 32 bits.
The RAM stores a microprogram that is loadable by the core
processor 20. The microengine 22f also includes controller logic
72. The controller logic includes an instruction decoder 73 and
program counter (PC) units 72a-72d. The four micro program
counters 72a-72d are maintained in hardware. The microengine 22f
also includes context event switching logic 74. Context event
logic 74 receives messages (e.g., SEQ_# EVENT RESPONSE;

FBI_EVENT RESPONSE; SRAM _EVENT__RESPONSE; SDRAM _EVENT RESPONSE;
and ASB _EVENT RESPONSE) from each one of the shared resources,
e.g., SRAM 26a, SDRAM 26b, or processor core 20, control and
status registers, and so forth. These messages provide
information on whether a requested function has completed. Based
on whether or not a function requested by a program thread has

completed and signaled completion, the program thread needs to
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and ASB - EVENT- RESPONSE) from each one of the shared resources, e.g., SRAM
26a, SDRAM 26b, or processor core 20, control and status registers, and so
forth. Theweoimsawsages provide information on whether a ragquasoed2fisncti on
has conpl eted. Based on whether or not a function requested by a program
thread has conpleted and signal ed conpletion, the programthread needs to
-11 WO 01/ 48606 PCT/ US00/ 42716 wait for that conpletion signal, and if
the programthread is enabled to operate, then the programthread is

pl aced on an available programthread |list (not shown). The m croengi ne
22f can have a maximumof, e.g., 4 programthreads available. In addition
to event signals that are |local to an executing programthread, the

ni cr oepgineso22cpaAp! eympilgBabhngigahat esnthat ane ghebabm WhiBasi gral i ng
states, an executing programthread can broadcast a signal state to al

M cr oeaghbeed £23. op8¥aPe0JtaBht RheagrbirhhetRirekaengi pesceanochr anch on
these signaling states. These signaling states can be used to determ ne

avai | abihiixoDé prégeaMr eRrehaWiethernndtr 856WhFe | §hdURickBEngehY ©iFg. The
context event logic 74 has arbitration for the four- (4) programthreads..

Lechnl Sees boul 3 B USen TRtl adPng P ori iy Gocdi g of werohred Tai 1

queui ng. The m ciRedeidAf to event signals that are local to an
executing program thread, the microengines 22 employ signaling
states that are global. With signaling states, an executing
program thread éan broadcast a signal state to all microengines
22. Any program thread in the microengines can branch on theée
signaling states. These signaling states can be used to
determine availability of a resource or whether a resource is dué
for servicing.

The context event logic 74 has arbitration for the four

(4) program threads. In one embodiment, the arbitration is a
round robin mechanism. Other techniques could be used including
priority queuing or weighted fair queuing. The microengine 22f
also includes an execution box (EBOX) data path 76 that includes
an arithmetic logic unit 76a and general purpose register set
76b. The arithmetic logic unit 76a performs arithmetic and
logical functions as well as shift functions. The registers set
76b has a relatively large number of general purpose registers.

In this implementation there are 64 general purpose registers in

a first bank, Bank A and 64 in a second bank, Bank B. The
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al so includes an execution box (EBOX) data path 76 that includes an
arithnetic logic unit 76a and general purpose register set 76b. The
arithmetiwd Qageeunit 76a perforns arithmetic and | ogi calpdiunebia®nis as
wel | as shift functions. The registers set 76b has a relatively |large
nunber of general purpose registers. |In this inplenentation there are 64
general purpose registers in a first bank, Bank A and 64 in a second bank,
Bank B. The -12 WD 01/48606 PCT/USOQO 42716 general purpose registers are
wi ndowed so that they are relatively and absol utely addressable. The

m croengi ne 22f also includes a wite transfer register stack 78 and a
read transfer stack 80. These registers are also w ndowed so that they are

rel at ié/@ﬁé/r@ﬁ?@}%@ééltﬁég‘is@é'ﬂéeéﬁéb&ﬁmdcwré&e_s&_r@H&Eeﬁhé?95§éer_ stack 78 is
where wite ata to a resource is located. Simlarly, read register stack

80 isrd Dt {wiy st PMa1yha@ee£859ULCe. Subsequent to or concurrent
with data arrival, an event signal -fromthe respective shared resource

e.g., the SRAM(#%Erﬁ&éf&e@?ﬁmeSQRN%&@@tiﬁéiﬁﬁes2§bw9£t€0E§aHE?8§550r 20
will be provided to context” event arbiter 74 which wll then alert the

programdfuead dhaty the dajay féa@v@féxg&%%r?%tgéﬁ Been ﬁg%; ?ggg%kgg»%sfer

regi ster” banks 78 and 80 are connecte e execution

through @ 5088 &, A ded e SNEnd FPLEIPNL AL | Oy o f DE T G204 BRSERLLLEY Ster has

addressable. Write transfer register stack 78 is where write
data to a resource is located. Similarly, read register staék 80
is for return data from a shared resource. Subsequent to or

_ concurrent with data arrival, an event signal from fhe respective
shared resource e.g., the SRAM controller 26a, SDRAM controller
26b or core processor 20 will be provided to context event
arbiter 74 which will then alert the program thread that the data
is’available or has been sent. Both transfer register banks 78
and 80 are connected to the execution box (EBOX) 76 through a
data path. In one implementation, the read transfer register has
64 registers and the write transfer register has 64 registers.

Each microengine 22a-22f supports multi-threaded

execution of four contexts. One reason for this is to allow one
program thread to start executing just after another program
thread issues a memory reference and must wait until that
reference completes before doing more work. This behavior is
critical to maintaining efficient hardware execution of the

~microengines because memory latency is significant. Stated
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64 registers and the wite transfer register has 64 registers. Each
m croengi ne 22a-22f supports multi-threaded execution of four contexts.
One reasoWOrgr48¢éi s is to all ow one programthread to st RGT/EH08ERNP NG | ust
after another program thread issues a nenory reference and nust wait until
that reference conpletes before doing nore work. This behavior is
critical to maintaining efficient hardware execution of the m croengines
because nenory latency is significant. Stated -13 WD 01/ 48606
PCT/ US0O0/ 42716 differently, if only a single programthread execution was
supported, the mcroengines would sit idle for a significant nunber of
cycles waiting for references to return and thereby reduce overall
conputditfi feradnit hy pughporly Mil $irghe epdedraexebueéadnerébonsoanwakcr oengi nes
to hide nenory | atency by perform ng useful independent work across
sever augpadgredn e eatsrodngisyachowhd zat ¢ obdbhechiani snmsignéfsappki ed in
order to allow a programthread to i ssue an SRAM or SDRAM r ef erence, and
t hen subssguent | yyshew hwaht ey t fot hee fperanceésn toneethen &hdt theekbyence
conpl etes. One nmechanismis I mediate Synchronization. In imediate
synchrerdwas iorerd he compwengl cea 1 sshiesugheut ef emebee-tAndategedi atel y
swaps out of that context. The context wll be signaled when the
cor r espaneitighn ed EI @GN earg ot £d&@SgikPSeto hide memory latency by

performing useful independent work across several program

threads. Two synchronization mechanisms are supplied in order to

allow a program thread to issue an SRAM or SDRAM reference, and

then subsequently synchronize to the point in time when that

reference completes.

One mechanism is Immediate Synchronization. 1In

immediate synchronization, the microengine issues the reference

and immediately swaps out of that context. The context will be

signaled when the corresponding reference completes. Once

signaled, the context will be swapped back in for execution when

a context-swap event occurs and it is its turn to run. Thus,

from the point of view of a single context's instruction stream,

the microword after issuing the mem reference does not get

executed until the reference completes.

A second mechanism is Delayed Synchronization. In
delayed synchronization, the microengine issues the reference,

and continues to execute some other useful work independent of

the reference. Some time later it could become necessary to
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signal ed, the context will be swapped back in for execution when a

context-swap event occurs and it is its turn to run. Thus, fromthe point

of viem/oﬁmﬁnﬁh&gle context's instruction stream the nrq&qw&h@4gﬁger
t

i Ssui ng mem ref erence does not get executed until the erence
conpl etes. A second nmechanismis Delayed Synchronization. in del ayed

synchroni zati on, the m croengine issues the reference, and continues to

execut e sone ot her useful work independent of the reference. Sone tine

| ater it could become necessary to -14 WO 01/48606 PCT/ USOQ 42716

synchroni ze the programthread' s execution streamto the conpletion of the

i ssued reference before further work is performed. At this point a

SYDC SRALAGATLT OHD' Bl BHCCHEEa. LB BLEL ! LDEEARNER, QU 1L he current

progra bac I'n sone ater

en the reference has

conpl eé&@p%é’élo 081'5 PHE ?é%ﬁ% PQ&P&S{ESEE 8%8&@5&&“&%@% hecause the

refere ready conpl e sync ronrza

ron"i's” inpl emrented

22228ré§§%§%r%§r2”%?2%%?3'589%§f§?%§3crkgniQ?nﬁegﬁé%ﬁr BLRR Rt

threaqbrs tr| er ed eneraéeghmhen the corres ongh t.ransfer reaqi,

valid ?t |% lthe%l%a?%dou antaﬁrgﬁﬁ r ead ﬁﬁicﬁngeﬁ&ﬁﬁ

Mo agetar segleter AR GBS #gnaled,then g vahidde (o

continue executing the current program thread because the
reference has already completed. Delayed synchronization is
implemented using two different signaling schemes:

If the memory reference is associated with a transfer
register, the signal from which the program thread is triggered

is generated when the corresponding transfer register valid bit

ter
d%at a

is set or cleared. For example, an SRAM read which deposits data

into transfer register A would be signaled when the wvalid bit for

A is set. If the memory reference is associated with the
transfer FIFO or the receive FIFO, instead of a transfer

register, then the signal is generated when the reference

completes in the SDRAM controller 26a. Only one signal state per

context is held in the microengines scheduler, thus only one
outstanding signal can exist in this scheme.

Referring to FIG. 4, the SDRAM memory controller 26a
includes memory reference queues 90 where memory reference
requests arrive from the various microengines 22a-22f. The

memory controller 26a includes an arbiter 91 that selects the

-15 -



Ais set. If the nenory reference is associated with the transfer FIFO or
the receive FIFO, instead of a transfer register, then the signal is

gener at edwghAmnstdae reference conpletes in the SDRAM cont rpgdteood®ae Only
one signal state per context is held in the mcroengines schedul er, thus

only one outstanding signal can exist in this schene. Referring to FIG 4,
the SDRAM nenory controller 26a includes nenory reference queues 90 where
menory reference requests arrive fromthe various m croengi nes 22a-22f.
The nenory controller 26a includes an arbiter 91 that selects the -15 WO
01/ 48606 PCT/ USOQO 42716 next the m croengi ne reference requests to go to
any of the functioning units. Gven that one of the mcroengines is

provi diggr aneffiereengeasestretBicEeteq886€sr £6Ugst £¥i hhyCeRerhkhrough the
address and conmand queue 90, inside the SDRAM controller 26a. If the

ref er engect RSWESY Wascd. bi tiseh €Rhtednetbe taARt hikbz8dndENLRI s the
incomng reference request will be sorted into either the even bank queue

90a orptdie; Pty banke fiks8ce 9PBqub b | henaepBEY-EREET 8BGREBOWESY doge not
have a nenory optim zation bif set, the default will "be to go into an

order .y &Be SDRAA COBRQhE CEudbe 502 §RSPHECEHBNEBRANS Shared

a
anong the US interface 28, the core processor 20 and the PCl interface

24. The,RDRAM Lo ¢ ol | efr 26,8l 50r ORLALEI PSqAeStah8s a bit set called

the “optimized MEM bit” the incoming reference request will be
sorted into either the even bank queue 90a or the odd bank queue
90b. If the memory reference request does not have a memory
optimization bit set, the default will be to go into an order
queue 90c. The SDRAM controller 26 is a resource which is shared
among the FBUS interface 28, the core processor 20 and the PCI
interface 24. The SDRAM controller 26 also maintains a state
machine for performing READ-MODIFY-Write atomic operations. The
SDRAM controller 26 also performs byte alignment for requests of
déta from SDRAM.

The order queue 90c maintains the order of reference
requests from the microengines. With a series of odd and even
banks references it may be required that a signal is returned
only upon completion of a sequence of memory references to both
the odd and even banks. If the microengiﬁe 22f sorts the memory
references into odd bank and even bank references and one of the
banks, e.g., the even bank is drained of memory references before

the odd bank but the signal is asserted on the last even
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machi ne for perform ng READ- MODI FY-Wite atom c operations. The SDRAM
controller 26 also perforns byte alignnent for requests of data from
SDRAM  Theygoridigéosgqueue 90c nai ntai ns the order of referengger/i®guesss from
the mcroengines. Wth a series of odd and even banks references it may be
required that a signal is returned only upon conpletion of a sequence of
menory references to both the odd and even banks. If the m croengi ne 22f
sorts the nenory references into odd bank and even bank references and one
of the banks, e.g., the even bank is drained of menory references before
the odd bank but the signal is asserted on the |ast even -16 WO 01/ 48606
PCT/ USO0/ 42716 reference, the nenory controller 26a could conceivably

Si gnalre fiaddnddd, aHd GRARHEY NEoh A1 1de TRIEYuT 8Ub8EEe NodLEPNBEgHET. even
t hough the odd bank reference had not been serviced. This occurrence coul d

cause padohey @Qﬂlﬁé@ﬁfﬁ}e Thga ories RSy ;’%t?ué‘éf OMB3 acBhE1ee84| Nevka

have nmultiple nenory re ences outstandin which only i1ts | ast menory

ref er eneiiipadss (g Shanel rée £AIR ST QD ndd e, SRAM £0DEEQ! | ern2Ba al so
includes a high priority queue 90d. In the high priority.queue 90d, an

i ncomG e Ye dAIRL eegsd ronone- Oy fﬁ@gfmen%ﬁésoga@ ghéﬁgt brscto

the high priority queue and Is operated upon at a higher priority t
allows a microengine to have multiple memory references

outstanding of which only its last memory reference needs to
signal a completion.

The SDRAM controller 26a also includes a high priority
queue 90d. In the high priority queue 90d, an incoming memory
reference from one of the microengines goes directly to the high
priority queue and is operated upon at a higher priority than
other memory referenceé in the other queues. All of these
queues, the even bank gqueue 90a, thg odd bank queue 90b, the
order queue 920c and the high priority queue, are implemented in a
single RAM structure that is logically segmented into four
different windows, each window having its own head and tail
pointer. Since filling and draining operations are only a single
input and a single output, they can be placed into the same RAM
structure to increase density of RAM structures.

The SDRAM controller 26a also includes core bus
interface logic i.e., ASB bus 92. The ASB bus interface logic 92
interfaces the core processor 20 to the SDRAM controller 26a. If

there is incoming data from the core processor 20 via ASB
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other nmenory references in the other queues. Al of these queues, the even
bank queue 90a, the odd bank queue 90b, the order queue 90c and the high

priority eéesaser e i nplenented in a single RAM struct ur ediagoousie

| ogically segnented into four different w ndows, each w ndow having its
own head and tail pointer. Since filling and draining operations are only
a single input and a single output, they can be placed into the sane RAM
structure to increase density of RAM structures. The SDRAM control |l er 26a
al so includes core bus interface logic i.e., ASB bus 92. The ASB bus
interface logic 92 interfaces the core processor 20 to the SDRAM
controller 26a. if there is incomng data fromthe core processor 20 via

ASB - 1in¥€x-81£48606 PRe/ HRERY 42418 Labekhagard2 nkherdnhapcaR sty ed
into the MEM ASB devi ce 98 and subsequently renoved from MEM ASB devi ce 98

t hr oughn & heuSERANEnE Dy erbacse410-ba RBRANCERRRNY 1638 Ahtbewah 5%% I\sﬂﬁw

the same" queué structure can be provided for the reads. The

contro heirphde 2t $0 £HCEHARH ABmBRY 18297 hOrRBLbLdaLR fs'h%%t,hghe same -
m croengi nes and PCl bus. Additional queues incldde the PCl address queue

94 and,, AsB seadénitecqHeye S%%g}\rﬂ@ﬁ%d”@ifvgt 2hR i‘eﬁkﬂ%’@e’rp%f spwst& The

menory- requests are sent to Intertface 110 via multiplexer 106. The

mul ti plexero 1061 $6£0R1 58! § 81048 SDRAVLAT Bt 86 Bhi11 data from the

microengines and PCI bus.

Additional queues include the PCI address queue 94 and
ASB read/write queue 96 that maintain a number of fequests. The
memory requests are sent to SDRAM interface 110 via multiplexer
106. The multiplexer 106 is controlled by the SDRAM arbiter 91
which detects the fullness of each of the queues and the status
of the requests and from that decides priority based on a
programmable value stored in a priority service contfol register
100.

Referring to FIG. 5, the memory controller 26b for the
SRAM is shown. The memory controller 26b includes an address and
command queue 120. The memory céntroller 26b is optimized based
on the type of memory operation, i.e., a read or a write. The
address and command queue 120 includes a high priority queue
120a, a read queue 120b which is the predominant memory reference
function that an SRAM performs, and an order queue 120c which in
general will include all writes to SRAM and reads that are to be

non-optimized. Although not shown, the address and command
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whi ch detects the full ness of each of the queues and the status of the
requests and fromthat decides priority based on a progranmabl e val ue

stored i nw® Q4 ty service control register 100. Referricagudodstiies 5,
the menory controller 26b for the SRAMis shown. The nmenory controller 26b
i ncl udes an address and conmand queue 120. The nenory controller 26b is
optim zed based on the type of nenory operation, i.e., aread or a wite.
The address and conmand queue 120 includes a high priority queue . 120a,
a read queue 120b which is the predom nant nenory reference function that
an SRAM performns, and.an order queue 120c which in general will include
all wites to SRAM and reads that are to be non-optim zed. Although not

shown, gt bge addp essuandatesmend1nd8 WO,@1£48606uBCT/ USCD 42716 queue 120
could also.include a wite queue. The SRAM controller 26b al so incl udes

core bus interfagse ERAMCcbnerolNSB bus 4230 The1A8Bsbusr kntgkface |ogic
122 interfaces the core processor 20 to the SRAM controller 26b. The SRAM

cont r o] hesr 268 al §9i kNl Hdesagn sagi 1821277he RYE! bdat ancbheaENg ogic
m croengi nes and PCl bus. The menory requests are sent to SRAM i nt érface:

i = A A it S s o B
gqueues an
The SRAM controller 26b also includes an engine 127 to pull data
from the microengines and PCI bus.

The memory requests are sent to SRAM interface 140 via
multiplexer 126. The multiplexer 126 is controlled by the SRAM
arbiter 131 which detects the fullness of each of the gqueues and
the status of the requests and from that decides priority based
on a programmable value stored in a priority service control
register 130. Once control to the multiplexer 126 selects a
memory reference request, the memory reference request, is sent
to a decoder 138 where it isAdecoded and an address is generated.

The SRAM Unit maintains control of the Memory Mapped
off-chip SRAM and Expansion ROM. The SRAM controller 26b can
address, e.g., 16 MBytes, with, e.g., 8 MBytes mapped for SRAM
16b, and 8 MBytes reserved for special functions including: Boot
space via flashrom 16c; and Console port access for MAC devices
13a, 13b and access to associated (RMON) counters. The SRAM is
used for local look-up tables and queue management functions.

The SRAM controller 26b supports the following

transactions:
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the status of the requests and fromthat decides priority based on a
programabl e value stored in a priority service control register 130. Once
control tewdghasendl tiplexer 126 selects a nenory referencedmieestiiet he
menory reference request, is sent to a decoder 138 where it is decoded and
an address is generated. The SRAM Unit maintains control of the Menory
Mapped off-chip SRAM and Expansi on ROM The SRAM control |l er 26b can
address, e.g., 16 MBytes, with, e.g., 8 MBytes napped for SRAM 16b, and 8
MByt es reserved for special functions including: Boot space via flashrom
16¢c; and Consol e port access for MAC devices 13a, 13b and access to
associ ated (RMON) counters. The SRAMis wused for |ocal |ook-up tables and
gueue managenent functions. The SRAM control |l er 26b supports the follow ng
transactions: -19 WD 01/48606 PCT/US00/42716 M croengine requests (via
private busyidrebddins SRAMstLOr € (RR0e560E Kid) ardIBoh UMt o/ f rom SRAM  The
address and command queue. 120 al so includes a Read Lock Fail Queue 120d.
The Read LotWeFBYqIceer@ue 120d i §idsaP tys) hol dte/daam f@Ary ref erence
requests that fail because of a lock existing on a portion of nenory.
Referring to FIG 6, communi cation between the mcroengines 22 and the

FBUS i nterface Logic Bl is shown. The
Tge aég}egs ana command queue 120 also includes a Read

Lock Fail Queue 120d. The Read Lock Fail Queue 120d is used to
hold read memory reference requests that fail because of a lock
existing on a portion of memory.

Referring to FIG. 6, communication betweén the
microengines 22 and the FBUS interface Logic (FBI) is showﬁ. The
FBUS interface 28 in a network application can performs header
processing of incoming packets from the FBUS 18. A key function
which the FBUS interface performs is extraction of packet
headers, and a microprogrammable source/destination/protocol
hashed lookup in SRAM . If the hash does not successfully
resolve, the packet‘header is promoted to the core processor 28
for more sophisticated processing.

The FBI 28 contains a Transmit FIFO 182, a Receive FIFO
183, a HASH unit 188 and FBI control and status registers 189. |
These four units communicate with the microengines 22, via a
time-multiplexed access to the SRAM bus 38 which is connected to
the transfer registers 78, 80 in the microengines. That is, ail

communications to and from the microengines are via the transfer
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FBUS interface 28 in a network application can perforns header processing
of incom ng packets fromthe FBUS 18. A key function which the FBUS

i nterfaceweerfsEogs 1S extraction of packet headers, and acT/usoo/42716

m cropr ogr anmabl e source/ destination/ protocol hashed |ookup in SRAM. I[f

t he hash does not successfully resolve, the packet header is pronoted to
the core processor 28 for nore sophisticated processing. The FBI 28
contains a Transmt FIFO 182, a Receive FIFO 183, a HASH unit 188 and FB
control and status registers 189. These four units comrunicate with the

m croengi nes 22, via a tinme-multiplexed access to the SRAM bus 38 which is
connected to the transfer registers 78, 80 in the mcroengines. That is,

al |l Pé@gyéltt@@él'%ls £0. angnhtr paukhenpkergengbBesnan gaukaat bashr arsher - 20
WO 01/ 48606 PCT/ USOQO 42716 registers 78, 80. The FBUS interface 28

i ncl udgscRi REISHo Gt AEL ﬁEﬁthedQQQ EHEopHﬁB'BQaHéEér'Qéglhﬁ%r%réﬁéﬁff
registers during the ?IHE cycles which t NOT"usi ng the SRENIdata

bus (g te fhe bUs-BE: ARU-R PHE! sRARL @snﬁ@’@l aglag%ﬁerswwa data from

the transfer registers in the respective mcroengi ne. The Hashing unit

| nel Udgsa A R3E T &g By ﬁd1§8§%li8§pat%hegﬁggﬁguyabtEggt?etc gﬁgﬁagﬁaigss

FBI 28 ecelve an FB ash uest nit

ILgm theogalhd r@raﬂ@féPePgéfgtggs Nt et DEsKEYE: BLenl BLORGY 8D hashed,

The Hashing unit includes a pair of FIFO’'s 188a, 188b.
The hash unit determines that the FBI 28 received an FBI_hash
request. The 'hash unit 188 fetches hash keys from the calling
microengine 22. After the keys are fetched and hashed, the
indices are delivered back to the calling microengine 22. Up to
three hashes are performed under a single FBI_hash request. The
busses 34 and 38 are each unidirectional: SDRAM push/pull_data,
and Sbus_push/pull_data. Each of these busses require control
signals which will provide read/write controls to the appropriate
microengine 22 Transfer registers.

Generally, transfer registers require protectién from
the context controlling them to guarantee read correctness. In -
particular, if a write transfer register is being used by a
thread 1 to provide data to the SDRAM 16a, thread_l does not
overwrite this register until the signal back from SDRAM
controller 26a indicates that this fegister has been promoted and
may now be re-used. Every write does not require a signal back

from the destination indicating that the function has been
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i ndices are delivered back to the calling mcroengine 22. Up to three
hashes are perfornmed under a single FBlI _hash request. The busses 34 and 38
are each wigy digearti onal : SDRAM push/ pul | _data, and Sbus_puysi¥dauld7i6at a.
Each of these busses require control signals which will provide read/wite
controls to the appropriate mcroengine 22 Transfer registers. Generally,
transfer registers require protection from the context controlling themto
guarantee read correctness. In particular, if a wite transfer register is
being used by a thread -1 to provide data to the SDRAM 16a, thread -1 does
not overwite this register until the signal back from SDRAM controller
26a indicates that this register has been pronoted and may now be re-used.

Every dgde«dRes sidaiSdui £ et Re S| %%far@a@ﬁreia%m@sd%t £Aat 5QRei ndi cating
that the function has been -21 1/ 48606 PCT/ US00/ 42716 conpl eted,

becausgrfadd nRheram ¢ i €age ¥ { 1881 49 &b&%@tiltspm@@&uggeg,e ghet hat

destination with nultiple requests, the order of the conpletion iIs

guar and.eed- W4 hige thaho COMERd; Ly b hepkas n uires
t he signaling B%ck tC)%he proéggﬁgfﬂ?%%%%§ﬁgm%%éé, ?%@tﬁgaggggr ﬁ%? f ead

uses 1ahid RlPLy QI AUSNERaAE! Sk, AAGs A s GHET: LYeRECROPTRRHLS equest s

are broken into separate context t , SO that~or ng Is nmalntai ned

vi a C%}toeg?&tan?"@ﬂ@aﬂg: %%Ptj_?ntﬁésﬁrégﬂtﬁa&ﬁgead uses multiple

command queues (order and read), then these command requests are
broken into separate context tasks, so that ordering is
maintained via context swapping. The exception case indicated
at the beginning of this paragraph is relative to a certain class
of operations using an unsolicited PUSH to transfer registers
from the FBI for FBUS status information. In order to protect
read/write determinism on the transfer registers, the FBI
provides a special Push protect signal when these special FBI
push operations are set up.

Any microengine 22 that uses the FBI unsolicited push
technique must test the protection flag prior to accessing the
FBUS interface/microengine agreed upon transfer registers. If
the flag is not asserted, then the transfer registers may be
accegssed by the microengines 22. If the flag is asserted then
the context should wait N cycles prior to accessing the
registers. This count is determined a priori by the number of
transfer registers being pushed, plus a frontend protection

window. The microengine tests this flag then moves the data from
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at the beginning of this paragraph is relative to a certain class of
operations using an unsolicited PUSH to transfer registers fromthe FB

for FBUS @ioadiusedsnf ormation. In order to protect read/ w igcg/ebasiiisni sm on
the transfer registers, the FBI provides a special Push protect signal
when these special FBI push operations are set up. Any mcroengine 22 that
uses the FBI unsolicited push technique nust test the protection flag
prior to accessing the FBUS interface/ m croengi ne agreed upon transfer
registers. if the flag is not asserted, then the transfer registers my be
accessed by the mcroengines 22. If the flag is asserted then the context
should wait N cycles prior to accessing the registers. This count is

det er i drSad! & PhhsBY¥rt iae nyEbes 86 cbrapgsigr c6RALE§HBNS E?bf.ﬂgspU%Be@hem us
a frontend protection gOMI The m croengine tests this flag then noves

the dahasH rone e &&QlﬁégﬁeélfgéU§:@E¥14€Ké6m58§oéﬁ§§nér aBgfer registers to

GPR s in contiguous cycles, so the push engine doeS not collide with the
m croengi ne read. Thread signaling for packet processing Special techniques
such as inter-thread conmuni cations to comunicate status, a self destruct

regist#%régg)gibﬁgiiﬁﬁ p&ggéggkgprggggeg? %glf assign tasks and a
t hr ead-doné regi ster provi | program thread comruni cation
schene are Special techniques such as inter-thread communications
to communicate status, a self destruct register 210 to allow
program threads to self assign tasks and a thread done register
212 to provide a global program thread communication scheme are
used for packet processing. The destruct register 210 and a
thread done register 212 can be implemented as control and status
registers 189. They are showq in the FBUS interface 28 outside
of the block labeled CSR for clarity. Network functions are
implemented in the network processor using a plurality of program
threads e.g., contexts to process network packets. For example,
scheduler program threads could be executed in one of the
microprogram engines e.g., 22a whereas, processing program
threads could execute in the remaining engines e.g., 22b-22f.
The program threads (processing or scheduling program threads)
use inter-thread communications to communicate status.

Program threads are assigned specific tasks such as
receive and transmit scheduling, receive processing, and transmit

processing, etc. Task assignment and task completion are

communicated between program threads through the inter-thread
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used for packet processing. The destruct register 210 and a thread-done
regi ster 212 can be inplenented as control and status registers 189. They
are shownwigvii48eeFBUS i nterface 28 outside of, the bl ock dceahedogd2GSR f or
clarity. Network functions are inplemented in the network processor using
a plurality of program threads e.g., contexts to process network packets.
For exanple, scheduler programthreads could be executed in one of the

m croprogram engi nes e.g., 22a whereas, processing program threads could
execute in the remaining engines e.qg., 22b-22f. The programthreads
(processing or scheduling programthreads) use inter-thread comunications
to comuni cate status. Programthreads. are assigned specific tasks such as

rece'w&gﬂghiﬂ@n5£é§1§EB§QUbieH sﬁ@&f&Y§zQ&0£§§§'QHd @pdetransm t
processing, ettT. TasSk assignnent and task conpletion are conmuni cated

bet weel, Drogram L1 adset §r oughet Ber k nagétweeageg@te\_t\oz%/ 48806ne
PCT/ USO0/ 42716 S|gnaf|ng registers with specialized read and wite

char acherd I dSne Crdiaiot e 92b!-demhyeh 1681 akes 210:8Rdsbhenot hread- done

regi ster SRAM 1 b-and data stored in t I nternal scratchpad nenory

186 ( chéexq’]af[ eé&%egﬁé{ao rQB%aiéé’”%?Ié“CE)a§e9hit§:ﬁﬁ fQBR Bbérﬁlc%lkﬁgme

net wor processor es a general context communi cat1 on” Si

protocgl.d Al 4 oY anyn§oPl £xk1 Lo SCL 2

The network processor 10 includes a general context
communication signaling protocol that allows any context to set a
signal that any other context can detect. This allows
cooperating program threads to use a semaphore and thus
coordinate using micro-code controlled processing.

Processing of network packets can use multiple program
threads. Typically, for'hetwork processing there is a receive
scheduler, a transmit scheduler and processing program threads.

A scheduler (either receive or transmit) program thread
coordinates amounts of work to be done and sequence of work by
processing program threads. The scheduler program thread assigns
tasks to processing program threads and in some cases proceséing
program threads can assign tasks to other processing program
threads. For instance, a scheduler determines which ports need
service and assigns and coordinates tasks to processing program
threa@s to overcome inherent memory latency by processing
multiple program threads in parallel.

In some examples, with slow ports one processing
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signal that any other context can detect. This allows cooperating program
threads to use a semaphore and thus. coordinate using m cro-code

cont rol | edgprimg@ssi ng. Processing of network packets can uysa/Reblriake
program threads. Typically, for network processing there is a receive

schedul er, a transmt schedul er and processing programthreads. A
schedul er (either receive or transmt) programthread coordi nates anounts
of work to be done and sequence of work by processing programthreads. The
schedul er programthread assigns tasks to processing programthreads and
in sone cases processing programthreads can assign tasks to other
processi ng program threads. For instance, a schedul er determ nes which

ports pesshrad et Nie&dandyapergosmapdoeeskdhgabas at poks iba RFOGEHIJKE HOr 0gr am
threads to overcone inherent nenory |atency by processing nmultiple program

t hr eadsnd e paé@bhel prbBes8MBgey BB/, tWrERISLIWCRALES ORR RERGATRHILW of 24
WO 01/ 48606 PCT/USCE¥42716 programthread may perform processing on a

porti atm&fpacipaeket iAndomeS85688 PHACEEREANIRKOQLRAE thkead pr %%%%E‘aﬁoltée
remai nder of t he packet or in sone cases the schedul er uses the next

avai | gt &grdth Ogh AT Nr eRden VELBL EASHEELBOEL §. €. B4 gai @Al tROULE AL 64
byte packets are recei ved very fast, the schedul ef can assign M packets to
the nexjravsddiebte @f@gféeéibégader}hgaEEQQEﬁQ‘scheduler can assign M
packets to the next available program thread. The program
threads signal each other as to what part of a packet the program
thread has processed and its status.
A program thread can be assigned to process the first
64 bytes of a packet. When the program thread is finish, the
program thread has data to set signals to wake up the next
program thread has been assigned to process the next 64 bytes.
The program thread may write a register and an address of the
register in a pre-assigned memory location,'e.g., scratch
register. The program thread sets signals to wake up the next
program thread that has been assigned to work on the next bytes
of the packet.
Referring to FIGS. 7A-7B, the self-destruct register
210 allows one scheduler program thread S, (230 in FIG. 7B) to
request services from multiple program threads P,-P, that provide
the requested service. The first program thread, e.g., P; that

accesses (232 in FIG. 7B) the self destruct register 210 takes

the request. The “self-destruct register” 210 zeros, i.e.,
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t hreads signal each other as to what part of a packet the program thread
has processed and its status. A programthread can be assigned to process
the first (Nﬁé tes of a packet. When the program thread g&,fdopissls t he
progran1tﬁ}ea as data to set signals to wake up the next programthread
has been assigned to process the next 64 bytes. The programthread may
wite a register and an address of the register in a pre-assigned nenory
| ocation, e.g., scratch register. The programthread sets signals to wake
up the next programthread that has been assigned to work on the next
bytes of the packet. Referring to FIGS. 7A-7B, the self-destruct register
210 all ows one scheduler programthread S, (230 in FIG 7B) to request

servi cesedrompyitipl erorogspnmipbheBdsnfarBaat Bgt appevLeam theehgquest ed
service. The first programthread, e.g., Pi that accesses (232 in FIG 7B)

the S%tf_héjﬁs%fé@farﬁ eghst8fs ZéQpaEEesoft B@r’(&@!ﬁ%t thiR€re ?ﬁ'e%tdﬁitl'luﬁb

regi ster zeros, i.e., WD 01/ 48606 PCT/ USOQ 427 clears (234 in
FI G 7@n5¥@9nb@ f&séﬁ@édwlé‘hpéﬁgééﬁh{r@?é&uesg hegopr @&%ﬁ&?‘l@hrﬁads
capabl e of servicing that request wil I"onger be presented with an
actlveyy tcoﬁ@%x€xéﬁﬁ|PeqéesErQQEQEkCBQtSéklgﬁedrEBU%ﬁE §1E§%k be

assi gned the first context that is ready, by "witing to

Self'q§§ﬁ€é§% {89 SI8Tready, by writing to the self-destruct register
210. A context checks for an assignment by reading the “self-
destruct register” 210. If the value of the self destruct
register is 0, there is no new task presently available to assign
to the program thread. This could indicate that there are no new
tasks or that another program thread may have assigned itself to
the task and cleared the self destruct register 210. If the
value is non-zero, the contents of the self destruct register are
interpreted to determine the task, and the register is cleared
upon reading by the context. Thus, contexts reading this
register for assignment wait for the register to be written
subsequently with the next task instruction.

Referring to FIG. 8, for networking applications
typically different program contexts are used to perform specific
system tasks. Tasks include receive scheduling, receive
processing contexts, transmit arbiter, transmit scheduling,
transmit filling and processor core communications.

The receive scheduler initiates 242 a receive operation

of e.g., 64 or 128 bytes of input data by sending a command to
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210. A context checks for an assignnment-by reading the "sel f- destruct
register” 210. If the value of the self destruct register is O, there is
no new t aglo QAre&RNt 1y available to assign to the programpdiyeae27ibi s
could indicate that there are no new tasks or that another programthread
may have assigned itself to the task and cleared the self destruct
register 210. If the wvalue is non-zero, the contents of the self destruct
register are interpreted to determne the task, and the register is

cl eared wupon reading by the context. Thus, contexts reading this register
for assignnment wait for the register to be witten subsequently wth the
next task instruction. Referring to FIG 8, for networking applications

typi cathy dBtfenestfpeegranteant exesiFiesusedolre BebhOWRSPEE ekt o)t em
tasks. Tasks include receive scheduling, receive processing contexts,

transntheagftheandt tRASREbesGReGRIFONG] embh@NSHl skl kbi BOFFRE RHAGESHIQR COre
communi cations. The receive scheduler initiates 242 a receive operation of

e. 9., #4 p&1128sbyhesn@brbBaytndatankkxsendi B8 ace9riaadohee 26 WO
01/ 48606 PCT/USQOQO 42716 the FBlI interface 28 that specifies a port from

whi ch f@cg5§éaggtatHgsdgg@na@gtgﬁngecelve FIFO el ement to use to buffer

that data as well as the m croengine context to be notified once the

recei ve data hasthgepefgiGBedcheduler thread 244 sends a signal to the
specified microengine program thread that activates a specified
context. The context reads the FBI Receive Control register to
obtain the necessary receive information for processing (i.e.
port, Receive FIFO element location, byte count, start of packet,
end of packet, error status). If a start of packet is indicated
the receive scheduler program thread is responsible for
deterﬁining'where in SDRAM to store the data, (i.e., the output
queue to insert the packet) and writing the packet data into
SDRAM. If it is not the start of a packet, then the receive
program thread determines where the earlier data of this packet
was stored in order to continue processing 246 of the packet.
When the end of packet indication‘is received 248 (or after the
first 64 byte section if receive to transmit latency is
optimized) the receive program thread adds the packet to the
queue determined by processing the packet header.

The program threads also communicate with a shared

resource through a bit set and bit clear mechanism that provides

a bit vector. This mechanism allows setting and cleariné of
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The receive schedul er thread 244 sends a signal to the specified
m croengi ne programthread that activates a specified context. The context

reads thewiRiKekei ve Control register to obtain the nec dofiBhEl ve
information for processing (i.e. port,.Receive FIFO elenent location, byte
count, start of packet, end of packet, error status). If a start of packet
is indicated the receive scheduler programthread is responsible for
determ ning where in SDRAMto store the data, (i.e., the output queue to
insert the packet) and witing the packet data into SDRAM If it is not
the start of a packet, then the receive programthread determ nes where
the earlier data of this packet was stored in order to continue processing

246 Ofix{]%%%&ﬁ%ftbité/w‘%dtﬁ'&%@mﬁg PackeLl I fdhcatt ofyl §P&§9§EM§§! B4gs(or

after t Irst 64 byte section receive to transmt latency is

ter _ , .
ot or Fh P o Ch ot ren (R BBEKEl nEanert Therbor sRer hrosng SPE;

commg ke 18 MBS s oo oyohe iyl SELA Bikegien

o 21 gl YR SRLASS08, PEILLROO! 0, LoCL Qushotl 5,200 aggfor

vector. stonals Jhe. o0, O 0859 0 QL UL, WWEUES, VHeeReLSERLY R 00T am
state all queues.

The bit set and bit clear operations on the bit vector,
can occur in either scratchpad RAM or SRAM. If the scheduler is
communicating between program threads on the same microéngine 22,
the big vector can be stofed in the register set because each
context can read the other context’s registers. For example, an
empty or not empty status of each output queue is support by a
‘bit vector in internal scratchpad memory. When a receive program
thread enqueues a packet, the receive program thread uses the
scratch pad bit-set command to set a bit in the'queue status bit
vector to indicate the queue now has at least one entry. The
transmit arbiter scans 270 the queue bit vector for non empty
queues (e.g., bit, set) to determine packets that are ready to be
transmitted. When removing 272 a packet from a queue for
transmit if the queue empties 274, the transmit arbiter issues
276 a bit-clear command to the corresponding bit of the queue bit
vector.

Referring to FIG. 9, the thread done register is also
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enqueues a packet, the receive scheduler sets 250 a bit. The transmt
schedul er can exam ne the bit vector to determne the state all queues.
The bit Sﬁknﬁﬁgaﬁ't clear operations on the bit vector, QQﬁﬂﬁﬁﬁHQ“En
either scratc RAM or SRAM |f the scheduler is connunicatlng, et ween
progran1threads on the same mcroengine 22, the bit vector can be stored
in the register set because each context can read the other context's

regi sters. For exanple, an enpty or not enpty status of each output queue
is support by a bit vector in internal scratchpad nenory. Wen a receive
program thread enqueues a packet, the receive programthread uses the
scratch pad bit-set conmmand to set a bit in the queue status bit vector to
i ndi capg the ﬂ%?%s“%dhﬁ?,o%t r'eﬁﬁéﬂze NG HeREr %-it}h%ant AN 1] ter scans

270 the queue bit vector enpty queues bi txX set)

det er ”h??f@?&h@t é%&?&m%ﬁre%@y tgﬁgghg%g&am thed, 4u%’<£ﬁ‘“ ” 272 a

packet “froma qu transm t de enpties dsnlt
bit 7 t t

oy g e 8T6caehlcelear comupl.t o 15 e At
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€00 of its processing program threads. Upon completion of a receive
task, 282 a “receive” program thread writes 284 a completion code
into the “thread done” register. The receive program thread
becomes inactive 286 after writing the thread done register.
That receive program thread waits for another signal from the FBI
that indicates another receive task has been assigned. Program
threads 1-16 have 2 bit fields for “ﬁhréad_done_l", and program
threads 17-24 have 2 bit fields for “thread_done_Z". The 2 bit
field allows a program thread to communicate different levels of
task completion.

For example, the scheduler can use the two bit status

“"01” to indicate that data was moved to SDRAM, processing of
packet is still in progress and pointers were saved; bits 10 can
indicate that data was moved to SDRAM, processing of packet is
still in progress and pointers were not saved; and bits 11 can
indicates packet processing is completed. Thus, the states 296a
can be used by the receiver'scheduler program thread to assign
297a another thread to process a task when data becomes

available, whereas, states 296b can be used by the receive
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two bits to communicate its status to all other programthreads. Al so one
schedul er programthread can read 292 the status of all of its processing

progr am tWoeadssosUpon conpl etion of a receive task, 282 acmeneuyas
programthread wites 284 a conpletion code into the "thread-done"

regi ster. The receive programthread becones inactive 286 after witing
the thread-done register. That receive programthread waits for another
signal fromthe FBI that indicates another receive task has been assigned.
Program threads 1-16 have 2 bit fields for "thread-done-111, and program
threads 17-24 have 2 bit fields for "thread-done-211. The 2 bit field
allows a programthread to comunicate different |evels of task

conpl ekicprduiier exAEY gl e AShedul B HhAsR) e domt Ride Sgsl%é@ssiﬁé"
i ndi cate that data was noved to SDRAM processing of packet is stil

progr egsecand HROWRQr S v SIad . bits 10 can indicate that data was aned
to SDRAM processing of packet is still in progress and pointers were not

saved; and bits FheCakadddirktalgs-RAEIn RIOGERS infilh d =3y W EﬂeegfdJ Sbgt hﬁ
g

states 296a can be used by the receiver schedul er progranlthre to as

207a_agoLhet LBECAHRRIOEESE R AT IRR ks 168 B

wher eas, states 29CGb can be used by the recelve -
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processi ng
program thread. That is the status messages can change depending

on whether the convention is for receive, as above, transmit, and
so forth. 1In general, the status messages include “busy”, “not
busy”, “not busy but waiting.” The status message of “not busy,
but waiting” signals that the current program thread has
completed processing of a portion of a packet and is expected to
be assigned to perform a subsequent task on the packet when data
is made available. It can be used when the program thread is
expecting data from a port and has not saved context so it should
process the rest of that packet.

The scheduler program thread reads the “thread done”
register to determine the completion status of tasks it assigned
to other program threads. The “thread done” register is
implemented as a write one to clear register, allowing the

scheduler to clear just the fields it has recognized.

Other Embodiments

It is to be understood that while the invention has
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when the data is available. The exact interpretation of the nessage can be
fixed by a software convention determ ned between a schedul er program
thread angf@g&ssi Ng programthreads called by the schedygyygopfiPglam
thread. That 1s the status nmessages can change dependi ng on f%et er the
convention is for receive, as above, transmt, and so forth. In general,
t he status nessages include "busy", "not busy", "not busy but waiting."
The status nmessage of "not busy, but waiting" signals that the current
programthread has conpleted processing of a portion of a packet and is
expected to be assigned to performa subsequent task on the packet when
data is nmade available. It can be used when the programthread is
expectj d : a.po not. . sa t so it should process
b88n a%ﬁggﬁgghkép_E#Hgﬂggﬁgéal%at% %%g %%@%%ﬁeg Aels'cr A9 hr ead

the rest of pac er programthréad reads
d " j L l,eti t at f. t i i t
ot hor BSSeSETT hE SEELRLAG, HIBCRUUEASH 28 Mokl chiianshe R e
[ ' | owi h dul I ' h
el ast0F hhntheEhen o b nEr et arhanrs FELFE £5 BELGREE Hhh3a nat

e N e A ST L 5 0

modifications are within the scope of the following claims.
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thereof, the foregoing descriptionis intended to illustrate and not limt
the scope of the invention, which is defined by the scope of the appended
cl ai ns. ects, advantages, and nodifications are scope
of the fo Iomn%éﬂclalns -31 WD 01/48606 PCT/ US00/ 42716 1&%?@hpgfﬁﬁa
is: 1. A nethod for network packet processing conprises: receivVving netmork
packets; and operating on the network packets with a plurality of program
threads to affect processing of the packets. 2. The nethod of claim1l
wherein operating conprises: using at |east one programthread to inspect
a header portion of the packet. 3. The nethod of claim1l wherein operating
further conprises: signaling by the at | east one programthread that a
packet header has been processed. 4. The nethod of claim 1l wherein the
pl ur alihat afs prlegimead isir eads are schedul er programthreads to schedul e
task orders for processing and processing programthreads that process
packets inl.accdy desideodv fdir trastiweslsi gt assd ghniaty byohpei sesedul er
programthreads. 5. The method of claim1l-wherein each programthread
receiving network packets; and
operating on the network packets with a plurality of program

threads to affect processing of the packets.

2. The method of claim 1 wherein operating comprises:
using at least one program thread to inspect a header

portion of the packet.

3. The method of claim 1 wherein operating further
comprises:
signaling by the at least one program thread that a packet

header has been processed.

4. The method of claim 1 wherein the plurality of program
threads are scheduler program threads to schedule task orders for
processing and processing program threads that process packets in
accordance with task assignments assigned by the scheduler

program threads.

5. The method of claim 1 'wherein each program thread

writes a message to a register that indicates its current status.
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wites a nessage to a register that indicates its current status. -32 WO
01/ 48606 PCT/ US00/ 42716 6. The nethod of claimb5 wherein interpretation of
the nmessa@g dissfdexed by a software convention determ ned Basvie
schedul er programthread and processing programthreads called by the
schedul er programthread. 7. The nethod of claim5 wherein status nessages
i ncl ude busy, not busy, not busy but waiting. 8 The nmethod of claim5b
wherein a status nessage includes not busy, but waiting and wherein the
status of not busy, but waiting signals that the current programthread
has conpl eted processing of a portion of a packet and is expected to be
assigned to performa subsequent task on the packet when data is nade
avai l abl e to continue processing of the programthread. 9. The nethod of
claim5 wherein the register is a globally accessible register that can be
read fromor witten to by all current programthreads. 10. The nethod of
cl ai m 4 wheg ei n Brhewklteed ppHorbain hy edusre Trani istodmephcd Ba abhyn o0é thea
plurality of processing programthreads to handl e processing of a task.
-33 VWReHIHS606 PCRUSNY/ a25dbtwdde dhmverst houd dftetmimed Obabeeennat he
schedul er program

scheduler program thread and processing program threads called by

the scheduler program thread.

7. The method of claim 5 wherein status messages include

busy, not busy, not busy but waiting.

8. The method of claim 5 wherein a status message includes
not busy, but waiéing and wherein the status of not busy, but
waiting signals that the current program thread has completed
processing of a portion of a packet and is expected to be
assigned to perform a subsequent task on the packet when data is

made available to continue processing of the program thread.

9. The method of claim 5 wherein the register is a
globally accessible register that can be read from or written to

by all current program threads.

10. The method of claim 4 wherein scheduler program threads
can schedule any one of a plurality of processing program threads

to handle processing of a task.
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thread wites a register with an address corresponding to a |ocation of
data for the plurality of processing programthreads. 12. The nethod of

claim1l whanaikiea sel ected one of the plurality of procesgitagopa®gsam
threads that can handle the task reads the register to obtain the |ocation

of the data. 13. The nethod of claim 12 wherein the selected one of the
plurality of processing programthreads reads the register to obtain the

| ocation of the data and to assign itself to processing the task requested
by the schedul er programthread. 14. The nethod of claim 12 wherein the
selected one of the plurality of processing tasks reads the register to
obtain the location of the data, while the register is cleared by reading
the register by the programthread to assign itself to process the task.
15. The met hod of claim 13 wherein when another one of the plurality of
processi ng _programthreads assignable to the task attenpts to read the
regi ster aflitter ith@FeThesth f eareid 3¢ wheredpn \Whe 5ABBHE PCHUISDOI 2716
provided with a null value that indicates that there is no task currently
assi giaBred ¥ HHE 5o sl P Hrogitamnt MasHEssLeox pmandiglg Har dwar e- based
mul tithreaded processor for receiving network packets conprises: a general
pur podecptdeassdr data fvortdhismarlarrashigiveraf processing program threads.

12. The method of claim 11 wherein a selected one of the
plurality of processing program threads that can handle the task

reads the register to obtain the location of the data.

13. The method of claim 12 wherein the selected one of the
plurality of processing program threads reads the register to
obtain the location of the data and to assign itself to

processing the task requested by the scheduler program thread.

14. The method of claim 12 wherein the selected one of the
plurality‘of processing tasks reads the register to obtain the
location of the data, while the register is cleared by reading
the register by the program thread to assign itself to process

the task.

15. The method of claim 13 wherein when another one of the
plurality of processing program threads assignable to the task

attempts to read the register after it has been cleared, it is
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functions; and a plurality of m croengines that support nultiple program

t hreads, and operate on the network packets with a plurality of program

t hreads twafif«86ds processi ng of the packets. 17. The procaggagsodfizakai m 16
wherein one of the plurality of m croengi nes executes schedul er program

t hreads and remai ning ones of the m croengi nes execute processing program
threads. 18. The processor of claim 16 further conprising a global thread
status register wherein each programthread wites a nessage to the gl oba
status register that indicates its current status. 19. The processor of
claim 18 wherein interpretation of the mnmessage is fixed by a software
convention determ ned between a -35 WD 01/48606 PCT/USOQ 42716 schedul er

program thread and processing programthreads called by the schedul er

pr ogr &FeVHEcesd witd arpeill O@g‘é%%rt dirgligate s dhaterthegipprising: task ead
once register, wherein the schedul er programthread wites the read once
regi sCeEnRintA va seddmedsl & dra ddfomdiang ey nrseatamprilgfeatht a for the
plurality of processing programthreads and when a sel ected one of the
plurality of processing program threads reads the register to obtain the
| ocation of the data, assigns itself to processing the task requested by
t he schedul er

16. A parallel hardware-based multithreaded processor for
receiving network packets comprises:

a general purpose processor that coordinates system
functions; and

a plurality of microéngines that support multiple program
threads, and operate on the network packets with a plurality of

program threads to affect processing of the packets.

17. The processor of claim 16 wherein one of the plurality
of microengines executes scheduler program threads and remaining

ones of the microengines execute processing program threads.

18. The processor of claim 16 further comprising a global
thread status register wherein each program thread writes a
message to the global status register that indicates its current

status.

19. The processor of claim 18 wherein interpretation of the

message is fixed by a software convention determined between a
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programthread, while the register is cleared by reading the register by
the programthread. 21. The processor of claim20 wherein when another one

of the plwy@aldgtae of processing programthreads assi gnabl ediadobaz7ikask
attenpts to read the read once register after it has been cleared, it is

provided with a null value that indicates that there is no task currently
assi gnable to the processing program thread. 22. An apparatus conprising a
machi ne-r eadabl e storage nedi um having executable instructions for network
processing, the instructions enabling the apparatus to: -36 WD 01/48606
PCT/ USOO' 42716 recei ve network packets; and operate on the network packets
with a plurality of program threads to affect processing of the packets.
23. The apparatus of claim 22 wherein instructions to operate further
conpr iS§8§ LRGSR Fhipad fAnd REACHTE T Rfediamridaeeads | aabbed By
header portion of the packet. 24, The apparatus of claim 22 further

conpr it¥en§ Chsfitqic B a® WrRAaHe schedul er program threads to schedul e
task orders for processing and processing programthreads to process
packets in accordance with task assignnents assigned by

20. The processor of claim 16 further comprising:

a read once register, wherein the scheduler program thread
writes the read once register with an address corresponding to a
location of data for the plurality of processing program threads
and when a selected one of the plurality of processing program
threads reads the register to obtain the location of the data,
assigns itself to processing the task requested by thée scheduler
program thread, while the register is cleared by reading the

register by the program thread.

21. The processor of claim 20 wherein when another one of
the plurality of processing program threads assignable to the
task attempts to read the read once register after it has been
cleared, it is provided with a null value that indicates that
there is no task currently assignable to the processing program

thread.

22. An apparatus comprising a machine-readable storage
medium having executable instructions for network processing, the

instructions enabling the apparatus to:
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t he schedul er programthreads. 25. The apparatus of claim 22 wherein each
programthread wites a nessage to a register that indicates i Es current
status. R o1l@&capparatus of claim25 wherein the regi st gictigsoasghiobal |y
accessible register that can be read fromor witten to by all current
programthreads. 27. The apparatus of claim22 wherein the schedul er
program -37 WD 01/48606 PCT/ US00/ 42716 thread wites a register with an
address corresponding to a |location of data for the plurality of
processi ng programthreads and a selected one of the plurality of
processing programthreads that can handle the task reads the register to
obtain the location of the data, and clears the register after readi ng by
the programthread. 28. The apparatus of claim 27 wherein when another one
of the pl urefFetye o‘?e‘b"l’%]és%‘?%ge‘b?bg?%%thr eads assignable to the task
attenpts to read the register after it has been cleared, it is provided
with a nul IoR&TaLE tPratERR R eEk tPRekehereltl acPlerakityr pEnPF9gram

assignable to the processing programthread. -38
threads to affect processing of the packets.

23. The apparatus of claim 22 wherein instructions to
operate further comprise instructions to:
use at least one program thread to inspect a header portion

of the packet.

24. The apparatus of claim 22 further comprising
instructions to provide scheduler program threads to schedule
task orders for processing and processing program threads to
process packets in accordance with task assignments assigned: by

the scheduler program threads.

25. The apparatus of claim 22 wherein each program thread

writes a message to a register that indicates its current status.

26. The apparatus of claim 25 wherein the register is a
globally accessible register that can be read from or written to

by all current program threads.

27. The apparatus of claim 22 wherein the scheduler program
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thread writes a register with an address corresponding to a
location of data for the plurality of processing program threads
and a selected one of the plurality of processing program threads
that can handle the task reads the register to obtain the
location of the data, and clears the register after reading by
the program thread.

28. The apparatus of claim Zif;herein when another one of
the plurality of processing program threads assignable to the
task attempts to read the register after it has been cleared, it
is provided with a null value that indicates that there is no

task currently assignable to the processing program thread.
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