10

15

20

25

30

35

Title A Platform Technical Field The invention
concerns a platformfor integrating an enterprise.
Background of the Invention 10 A Service Oiented
Architecture (SOA) is a collection of services. These
services comunicate with each other. The
comruni cation can involve sinple data passing or it
could involve two or nore service coordi nati ng sone
aghbvity. Connecting the services to each other is
required. 15 A servi ceo‘{g g function that is well
defi ned, self-contai ned, BERY ot depend on the
context or state of other services. A service is the
e-m;qiﬁg,tﬁgg a connection and it therefore abstracts
out the underlying inplenmentations of the process. An
SOA defines how services are used to inplenent a
brigi inestonRbeeas 3. plaforniNot iney@ting @veatantrabl e code is a
service, the majority are not. A service will always
interact with a requestor and has certain attributes.
TBrekgroypd of thgdwventiofc| ude: a requestor nmust be able to
i nvoke a service renotely. This means that they
capnot ass t.h h [ ;
R QR At AR 2 RN S AP, fhose sevees
(dommusicatapite eadhpther. Jhe cetmgRigaipaERB)Nvolyp Simpls 43R RAssing
i(({}ﬁt%bmltn:v&]ﬁb R3SEMEreWehvlce b&)r&liltibt?@ eorh@ﬁcmmqt CamMegng ;:l'ess

i C in a nmessage sen romthe requestor); a
Sﬁ&e&i‘o%g{)tﬂ%s ®6'%% 0 describe and advertise itself
to potential requestors. The description nust be
SAfdriicd 188 tunkfondhdt AWl B8 HeBSbisindd) dsbsmardepaid on the

nvoke the . This. [ . d pr ot | at
R At ot o3 R e
| thigrbfereabbizdctsomut treyndealyipg impirentises o {heipmestedn HEs t he
S(E'?i?(ésg‘gag%@gic 58 ubdfo %rﬁény a Blisine8§ Mlob&s( Q0S)

provi by the service and the Service Level
Agreenment (SLA). It also defines the format(s) and
@ et pbXet)talsle pierid @ skriige, theenag@itware eot( Asedcavit alwaysy

RO Bih AedlelB) &hd Rk BB aiPRHbRECTRSR b @G Rie: The

requestor nust assune an asynchronous_interaction wth
the ageauesteranyspbe i lginyakea sesyiceypmately e g meansfiabthey
Ser ¥irfhot aeymethbehave arstared torputisy erahommot s

C-o ”‘?Hé‘rie ?sarmtols Qr'ed state information {for example, in a shared database). The
only information passed will be in the invocation process (typically in a
message sent from the requestor),

» a service must be able to describe and advertise itself to potential requestors.
The description must be sufficient to allow the requestor to dynamically invoke
the service. This implies a shared protocol at this level even though protocols
for service implementation may vary;

= The description defines the service and also the Quality of Service (QoS)
provided by the service and the Service Level Agreement (SLA). It also defines
the format(s) and protocol(s) supported by the service (a service may mandate
a single format and protocol}; and

s The requestor must assume an asynchronous interaction with the service to
provide a reliable service. The service may offer a real-time synchronous

communication.



10

15

20

25

30

35

The SOA defines how these attributes are inplenented.
The pl atform enabl es use of services and service
orientation. Wb services amanagenent tools help

busi nesses nanage their web services. However
existing tools suffer frommany problens. Cients
consum ng web services need to search via Universa
Description Discovery and Integration (UDDI) protoco
for the endpoint information. Once this is 10 known,

kb g B I

t bfesewiebs gerseivice oegntglion.nt changes. In this case, the
client nmust update its prograns in order to continue
to consune the servic This not only .inc e
A B T R T IR L
1Eovi¥elbdstingtells sdieviraeanrdrgbldtesse a si ngl e i nstance
runni ng on the server. This causes a bottleneck in
performance i f nunerous reqguests rr|v

r@kﬁqgspgnsam@g u%@gascgﬁweg%rtgl %E‘g \na ﬁ%lv%az I§ scvotl
Obxsawényraﬁa Intsgratiod {UDEN) wsatoooefobihs B&ipomsmhrmatles {nce ﬂtt?nér e

V\b'bow bFf‘ v?ll b%gg[héjq\}e ¥s fvﬂ:ereﬁlﬁp&ﬂ%et 'th@eava%h% §(ﬁ'{'l|¥ésca'he
Mabi uaranteed. If ser [ 3

¢ biedingoproessp WILEVE 8 Pf‘gﬂ'ﬂi’blféhet ‘fﬁe%%ﬁ“(}‘?ec%‘d{’% ﬁ\f‘aaqfésk" his
Enis8r & ichi&R milsi GftareiRdprbgrainsil enfento euplinusen \doussenthe t
' nveSt IgﬁlEt n&y %&&&Q&es %HQ rﬁ%ﬁ%ﬁﬁe c-EQt@ybdtnglgdjqﬁeJkge

server an er systens. There
|lwnmEEQWWJngle platformfor the enterprise to manage
aII t hese servers. Adninistrators not only have

ni ster, the e, server
ﬁ'ﬂ‘d‘f?ﬁ Lsg&vgewr{ haéig @hsm % gncgnﬁﬂm gﬁ We%ewgsgpg%gusea 0
Sal raotieech fin trledormanesnif uweuons aeerumtg arpyp e igse JQAUESISRE

u@d Lid Qérﬁyéod@ydth@ webakhRe MnfDiirst dthOfréttdeng tasis. As a
rse rm Cog%r Si ng: a service

r@@i"& ?‘Y"E')beeﬂgB‘Fge'@ﬂ'PéeﬁP°"§ﬁ Pcations to search for

regi stered web 35 services; a routing engine to route

t W%b}%%blcé SlafhRSis $ dg%ﬁ?aﬁfée@)(f thdSerédr istdlvn, B RED SatitoBrs

to e olnts according to at |east one configurable

r BiRPlery S‘N‘F%“‘e Eqyests

Enterprises which need to implement web services must invest in many systems
and servers. They include the UDDI registry, SOAP server and other systems.
There is not a single platform for the enterprise to manage all these servers.
Administrators not only have administer these servers but also ensure they can

communicate with each of them in order to operate.
Summary of the Invention

In a first preferred aspect, there is provided a platform for integrating an enterprise,
the platform comprising:

a service registry to enable client applications to search for registered web
services,

a routing engine to route the web services selected by the client

applications to end points according to at least one configurable routing rule; and
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a managenent engi ne to manage the web services after
t hey have been invoked: wherein the web services are
abstracted fromthe clientzapplications to enable
pl at f orm i ndependence and the at |east one
configurable routing rule is dynamcally
configurable. The configurable routing rule may be a
rule selected froma group consisting of: priority
based ¢ Lﬂﬁdﬁgferﬂeﬂt R (Satavbdecthe @dp kerfigsscaiive fiiey (Blef)een
st andards; [oad bal ancing conprising |oad, fastest

r &¢YSAse time, or round robin algorithms; 10
geogr aphéreialthpwelxiserivicss are abshipteslelmre tfeotfRtrrrglicalions to
Cgﬁgbféqﬁlatﬁfrrﬁ%heb%h&ga@aﬁg‘ét 1Bt SiRAERfigeMY RAtingfulais

nessage. e managenment engi ne may perform security,

v Bynarmisaiveontauble: access control, end point
transl ati on, data schema translation and | oad
b?keapo%h%gatﬁeor%uthla CUIVRLy Boa R WieRE fromRgropRBKIRE br:

engi ne Tray al so"handle security, recogg%g? au%ié_l%%s
A REPriRBATER GUEURR o prost SEITE rheye! digfgemsn SPRRY &

| BRARIRNEonATBIAG ilos), kst egspbresestime Cor Agemt sobireglgb@hms;
provi ded by the pl | .nf. 2 j {at O
F BT APl Sl Borfharkh Ak Sasbth} el o
peotbeadetcoatenieaf BoWS$aFE- sel ecting an opti mal web

service for a client application, the method

conprising: 25 checkin 1 C y r
o SR mangtiont ol 1. Bef GG Fers B Spru ELHE Ronk
s end/ poiatsiranalation, etar ssbema dransiation and doasnalanging Joryibe web

| QLR FaRihePEMCERGHe hiay SRbeGhdid Besuritppitordihg aell logs
service fromthe plurality of web services according

t 84§ B%antity of service instances depl oyed and
mai ntains a predeterm ned | evel of quality of 30

Sehy G;Igifcrmm dBB e 1B tofiHBIERET 284D WéEsehlies St ep  of
determ ning the geographical proximty of the client

application to the routing engine to increase the
pagérs manoe pravidet g thee blatiemvto ddegratg SVERecUrits titie dhenglipnt
fgé&@ﬁkngonprise the step of categorizing geographica
|l o 5

ations of web services in the service registry.
In a second aspect, there is provided a method for selecting an optimal web

service for a client application, the method comprising:
checking a service level agreement to obtain minimum service levels for a

plurality of web services; and
instructing a routing engine to use a load balancing process to select the

optimal web service from the plurality of web services according to the quantity of
service instances deployed and maintains a predetermined level of quality of

service.

The method may further comprise the step of determining the geographical
proximity of the client application to the routing engine to increase the performance

of the web service.

The method may further comprise the step of categorizing geographical locations

of web services in the service registry.
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Brief Description of the Drawi ngs An exanple of the

invention will now be described with reference to the
accompanyi ng drawi ngs, in ghich: Figure 1 is a high

| evel architecture diagramof the platform and Figure
2 is a nessage flow diagram of requests and responses
passing within the platform 10 Detail ed Description
of the Drawings Figure 1 and the follow ng di scussion
are intended to provide a brief, general description

of a suitable_conputjng environnment in which the
pPB%fé?ﬁsc'i'W\?Qrﬂfﬁlfﬁﬁjrﬁ’ﬁwggbe i npl enent ed. Al t hough not
required, the invention will be described in the 15

IRAELBInpIE OBt XL inRintGP FRH WG - X @BsthiBdd Qith Nfefdied itoNse
such as program nodul es, being executed by a personal
CBFFRMPEYING dEMEES| N Whicth ogr am nodul es i ncl ude

I Biglire NQSa high legy ansitectuheadiagtdre pishe Patfppormdt s, dat a
SELUCLUL séhg within the

" FBIE 2L Pt DB o bl b B Riec i Saaig v,
skieffam@d in the art will appreciate, the invention my
be practiced with other conputer system 20

cqonfj ati.ons, .Jnc i hand- hel d devi ces,
n‘ﬁf’tf’" FeguRign g}’@‘i 'Ié}rﬂrg)i&g'm cr opr ocessor - based or
progranmabl e consuner el ectronics, network PCs,

NEigire ?r_’thH ﬁlresfollcimigntgécﬂﬁﬁorﬂﬁrtﬁpﬂk@d@i, togelidehe biefk genedie

I nventl on. na SO ractl ce . | B ;
RFERPR G A e e RHEef i b e Pickbitihtlon may

r berivbmlerpentaie Sthaugh det resieised; e ingrdion jwifl Bel destribriy R Re

C QLREE ic&lﬂ&jtt @ Eorﬂﬁhém&geu’glblfé iﬂstr%&iodis,&tul'ch b tpehramo Mpdtibs) g
environnent, program nodul es e 10

| Being exegHigd (P ’SWPK}'p‘ét?rord;%éaEye\ﬂr%ggagﬁ %S?éjk ]Ieg? *r?rl%ndget 0
Fiogtites, Jprogeand, attacctersl Ocdmponénts. edatat strugtuzas, dhate PEFIM8e

| SarfhufY 4R or ihPEmer lpakiE @4 BodthcE QP fybSL A5 tidss EXilel Gethe
y 15, a routin a.30 nage

registr \ ( . engi ne 20 an

eﬂ’g Mileappeeciatg, dheg lé‘?’?ﬂt'e'g may Ies'?r?‘i?}'c‘i‘gwg'ﬁ SBFEEIHER ns?ﬁ B
appligeatongns inbliding  Isaedheld f deviceegi stulipendesseh SEF9MBes
%%g:rogpe-c{&gssropgés%@ Gor€ Erg%rlgﬁwrégle I pkGfert BRctRRs, B&WYIKCPSS,

0" ecte }‘/T the Cl1ent aptgl i cations 5‘9 toend
pEinipempPaleEo rainfigne Gormputerp.e2(kh he ke Bt MFIF AL P32t ng
I platiced e dWibited) gormplitieg eavienadymia wihee mykscmﬁfnegerrr@d.bv
Ther e ﬁ%sgﬁ%g&[cgs BN ANed grf?éUgh G ohuRicktRRg ndtRork. In a

ation by thne

conb e routing 35 engi ne 20. The .
RIBEReREPAMRS Y STRITINeRR RPFEE TARIGREPRYRE Qgateddn gl local
aftErembReyemdipiterafe@ivickivoked. This all ows the web
services 100 to be abstracted fromthe

Referring to Figure 1, a platform 10 for integrating an enterprise is provided. The
platform 10 comprises: a service registry 15, a routing engine 20 and a
management engine 25. The service registry 15 enables client applications 50 to
search for registered web services 100. The routing engine 20 routes the web
services 100 selected by the client applications 50 to end points according to at
least one configurable routing rule. The routing rules are dynamically configured.
There may be more than one routing rule used in combination by the routing
engine 20. The management engine 25 manages the web services 100 after they
have been invoked. This allows the web services 100 to be abstracted from the

client applications 50 and achieve platform independence.
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client applications 50 and achieve platform
i ndependence. The routing rules include: 1, priority
based queues to neet Servige Level Agreenent (SLA)
standards; | oad bal anci ng conprising | oad, fastest
response tine, or round robin algorithns;
geographical proximty to enhance perfornmance; and
content based routing based on header content of a
maslsage Th]? capabilities of the management engine 25
i nclude perfornjng security, version 10 control,
aZ'&ee@gt'“Qéﬂ?sr‘BT"meend poi nt %/r ansl ation, data schenm
t1 E) Smﬁlblﬁy baxed guriet atkebSéraine Levg! AotRement SWbkstandprgic e s
|Q%§}g9€ in§ MBhd) EradiBst 2B ForB@ NS Sor FRBdIIrobily
recorgl Ea au %%%s&an%l ca%thl ng. I§bThe pl atform 10 |g a
si n99"HMSt f or m whi ch enabl es regi stration, searching
apd gedgraghicaCiowarnyy to nheate seforianes ab®0 wi t hin the

ent er eﬁt?)%?er%z?’%ﬂgﬁgsfegﬁﬁ hie co‘?nfenpéf alniRsggegneral public.

Tﬁe or s vve service performance, | oad
baI anC| ng, error recovery and data transformtion,

&?ﬁMﬁt@@oﬁﬁ@ﬁhaﬁagﬁmﬁﬁ@ﬁmts mtldde geofatminpsecDay, aersion
g{:qgﬁalagéc%gé g?trrgls ? g&ﬁtstr:sr{sgﬁ?ﬂ %Eﬁ %ﬂerﬁ@ﬁr@néﬁ%r‘? and load

sbataneing for the vebi seatced 148. cB?eu mARRIEBER Spgine PRt ?‘%ﬂqh%'%

I §GHLIKG, recdingdudit fogs Bndlddcigny. des enterprises to
i mpl enent technology froma business standpoint.

Busi ness processes are exposed as web services 100 and
wilen petisinnts is P siogle piadierne whish enakleferegistrtiop $AAELEI RHY

a?ug%dggg%ff 6o sdlRedl ) ithidMhe JthePﬁilB@g#rﬁ)nyﬁ Ipaiteié Bgbyathe

e consuner
A R Y e O L g AR A
bemmeemrquramdecmgansmatphawe@ [service @CWb'P@sageme"t and
gf%rredgc %R0 nl.afﬁé}t inoa\ﬁes%qsférﬂﬁg Was fitd SandafsPPREA®

nsvemrs, PR A G R TTEBrS PreCENe SRS & pAludich®
SaigineC eThBeglatiim y10T b@dese giterpriges 116 imipleonant mm@ev vioge &
19|S)sir¥eg Qt%m%oﬁ? %@ﬂ@g ﬂrmegé&rhré Bhod&Ladiveb Sérabsbatad and

search cat orie
Syh&@qswﬂswoc‘gﬁﬁssg nogi! Ee \%teb gerrvr}g:e%c%o gr?a ulpgaﬁed t'I'ne platform

10 manages versioning and prevents the web service consumers from breaking

down.

The platform 10 responds quickly to changes in business processes. The platform
10 enables enterprise applications and software to interoperate and exchange
data. The platform 10 empowers staff to monitor and manage web services 100

easily.

1) Service Registry
The registry 15 allows web services 100 to be discovered through the use of

standard search categories. The platform 10 provides the selection of appropriate
web services 100 through its classification into various categories. Additionally, it
allows multiple implementations of a single interface with standard method calls as
defined by an enterprise’s data and/or service policies. By this aspect, the
implementations and endpoints of these implementations are abstracted away from
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web services 100 through its classification into
various categories. Additionally, it 35 all ows
multiple inplenentations of a single interface with
standard nmethod calls as defined by an enterprise's
data and/ or service policies. By this aspect, the

i npl enment ati ons and endpoi nts of these inplenentations
are abstracted away fromthe invoking client systens

apé |n@61§ﬂg‘ éh@ﬁt' é9§1'§m5and @mbdtlbﬁhgﬂarenmhegl anere ioesedsply-
cou proach n o
@?f? gefg cgnlalp%r, 3h¥|£8 la'ne ARG hRhAe E%@ﬁo‘(ﬂt& Bf these

Thése services can
ohesmv earclok digcovhes] @miewmﬁneaw Qb FUnT iR, iMRRYIng; ﬂﬁﬁP‘W PRY

fljeﬁa?ﬁlllg t {hteﬂe@é%meﬁﬁjf trakinteldride bgplitdtiensig\wabopgent thefe it he

enterprise ap n reis no
T PR OHE AP R RS RO SHAPEEEEE Change
for any reason. The registry 15 is a web- based

&?tﬁr %eirs L Dasad gus‘?’ne%@ S RAENSH @EhiitA 8pdcaibstions

istration | ows: 10a) search web service
Hwawf@@§§m8$m@W§lness partners and potenti al
pa’:)r tséhﬁétﬁweths)ed.uc&mmest afbhsinesa parthetsaind otentialeariapigy wi t h

CH gléfover ookl ?&gilslcg'lowgmlq mﬁtotﬁepev%@ s89lcad h60 ardpost

specifties a stan ard way for business and
serVﬁ@@éﬁﬂﬁ list themselves on the Internet and
di scover one another- The registry creates a platform

gﬂﬁ\}lr gg enden le%j a o{%ﬁ@ar& Gv%gn?%y\gﬁslﬁlegsoénd%‘éﬁ/%é o Ii@ﬁh&ﬁ&lves

overin usinesses, ‘and intedrating
bmrsnlrree;tmerseér mdcdﬁcqysfl abe taretheint Benwgisias cgafes a

oiF?@é'_F@Fde‘ﬂf‘ abpeh e@dridwork tf&tatieslcﬁbu@/ alebaddndcesodiady . ditoRoing i n

routing e f
SRHSPPRRES %ﬁ'lo'"%gra@%f ?us' &h p%sllrr e Il@grg%das\gﬁgga% et

ofperatibres regiBtry thatd b@ﬂ@blw\kﬂﬁbﬂser Vi ces 100 to be
configured dynamcally to adapt easily to business
changes. Wb services 100 may be routed according to
of the followng rules, in any conbi nation:
PTHeObiting ebgisezh marmges routngrms seb seicss 198 to difiipnt&hf BeiRENt

(M ot b ARdRRALR; THI@QQWQ%@Q&ME& 190 fd nfifirddadtamically
fastest response tine und158b|n al Qkkégﬁan o
gecgrr sRTIY A b‘}ﬁl“ﬁ?ﬁ GHPRYFS+ ‘&e'éﬁ%‘ﬁ?ﬁ? MY PO Ee " O
Catyt @atof baSeibwingutiles) gn brasedhbimtidne atisity kaspd évﬁueﬁio 'aeet
n§§r§t@t_g Eevelz:{ﬂc_i eé?ﬁle%t @m Qbr‘iﬂ%ﬂk! Io&chﬁaléir@ir\b |06}9pr%ﬁ\glldl=ﬂ R26ketts

nmana emsnt I’]_l% I’] 3{ %
S@pmnég tlmnggé%\qt robin algorithms; geographica prOX|m|ty 0 enhanc

performance; or content based routing based on header content of a message. in
one embodiment, the routing engine 20 is a core module in the management

engine 25.

3) Web _Service Management
The management engine 25 handles end point translation for web services 100,
load balancing of web services 100, performance monitoring, error handling and

recovery, policy and security enforcement.

Business processes are exposed as web services 100. When these web services
100 are written and tested, they are registered with the service registry 15. The

web services 100 are made available to ihe public, to a selected list of partners or
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The managenent engi ne 25 handl es end point translation
for web services 100, |oad bal ancing of web services
100, performance nonitorimg, error handling and
recovery, policy and security enforcenent. Business
processes are exposed as web services 100. Wen these
web services 100 are witten and tested, they are
registered with the service registry 15. The web
SREWES 6%y ﬂa@@sea;mmmnﬁed@may Icadit @pplioatiohe 5@ srsirdhghe tegistay

se el ecte | st of partner d s i
viPt Tleme ﬁ@’&?ﬁﬁf‘gr{yg's%qg 3 %appsﬂg% E%;L%Sé ggaﬁéstshe

r igjestt to waridus ﬁmr@ine\ﬁaﬁﬁgeg@mﬂ iedudingndos: &g st-ér befwpen doe

tNERE prffa¥l SRS onslitRr usage of services is subject to
Various |icensi ng arrangenents including QS, and SLA

bet ween the service provider and consuner. To use the
Vﬁbu&emh!lvmb &Dfie 100 thel dlientt qugties thesregi®y 12 gpPatthg chant

F&a ;&ei&% 8 est 1% %'v%tée%e%ot%er @ atas t10fopEcks reheve b
at f or m 10

o
achﬁ@gﬁ @f%‘%ﬁﬂe‘e?ﬂﬂ’ ttfeb @nd Heg of 3?1 ﬁ@ﬁ@%’k*éngﬁ%' ef”%cl“:ﬂe"ﬁg'u tR%S
ageRemasdd vh tifest harandiérenthe 1Bak eevion 10ACs esefsaiedrAified s,
trﬁ &re*éeSt bnd Eog&f r%tu?’r%g &e%fﬁ%ﬁ Cﬁﬁe%n@rﬁ%@ uﬂe@ thi€bed phimao

retur l'ient. ecldle trlote
uBeke tr Ser\él‘?ﬂﬂ%ﬁﬁ? PF’H‘”“T F\Q/@R@p{sht@e Jequgst a0 RO
%M rm 10 accepts the request and perforns the

lblifg 8 g %klple inst e@r ! %eﬁjls@wtcgsitﬁn%tﬁh Qhstdrde

eac I'nstance confor g 3
di ffcexfmnggmdnffmenewe&e@leqtﬁ@et’:?é%ttse%'lQFJPQ: “'i’btﬁ T
i's Lo ‘mg, . 15 approprl ate; if there are nultiple

A7 e 5, SR A0 S bt

Optl on ase on varl ous
| oadelbeté maoestgprmng:eﬁeotqmrvgﬂoqsﬂoaﬁwéiaec'%&%g%m“%sr pl e

V F &Rk a%f mhﬁ]ﬁe 8BNS 8f Mk 68md @Brvick Neo s imoapgipapriatat e
rvice %ected 20 d) it then queries its

ser\?P'b’Eeé?Qa‘Pﬁge itor to check the status of the

séyr \titiee dLefks its Fhivise statls uoitor theheplethe stafks ot the servich 400-

Se”ﬁ" \M% (]-l:BQs REBSantd s tﬁ@Eéﬂné‘@'idd)QJhbtﬁer PP esraité 0D,
AT FOOIRELS. 0 8L LT e SEA. 1

t he UBEQt'O”F"n a“c{ Yethey diift SR Fum crite

not twedventathatatie inimuesSitge is Bptsmhtante@@t message 'iséﬁ‘%t to the

enaQ@n@gna?)){ﬁg%h&tg,eﬁm,&at| on; 25 e) once the

service 100 is get er.n mee ;q%
r@q@i‘?fe@‘esﬂ'aﬁ*ﬂa'a?fdﬁ‘e 1S AL s detedmip e e neg ased
on tshPddras Uhé esgaedt Ss Gfentdramined based on the requirements of the

service 100;

f) the data that is sent on the request may need to be transformed to conform to
a different schema. This is provided by the system;

g) the WS-security and WS- policy requirements of the web service 100 are then
verified. If the request does not meet the criteria set by the service 100, an
error message is sent to the client and the program terminates;

h) if the service requires the request to be routed to a different service 100 or end
point, the routing engine 20 handles the routing;

i) after the request and the service 100 are subjected to the verification, the
request is forward to the actual web service 100. The response is collected

from that service 100 and subjected to verification;
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service 100; the data that is sent on the request may
need to be transfornmed to conformto a different
schema. This is provided by the system 30 g) the
WE-security and W5- policy requirenents of the web
service 100 are then verified. If the request does
not neet the criteria set by the service 100, an error
message is sent to the client and the program

t B Mhd1abRBse ik fheh RAuB&ItY telidnequi res the request to be
routed to a different service 100 or end point, the
routing engine 20 handles the routing; after the

r Bpugstiorand absiects dreviendce1100 framehe dlispieappliagtienoS B doing
x@[?', FLE ALLBRY oftthE serliBYES tarl e EiM@BAE Qelvize 180 tcbibe

service 100. The respopse.is.collected t hat
SBPYAGea 06T PP LREIFRDS DB I LATTGON 1S The
aesponse is then returned to the client. The platform

a gy 00 £ hor [
an PRl b AuGRH 9‘%*’&%%%;‘*?%@? o
Smpuilorsal he(PLAdl RS bEeT Peaiied T AR BVIEs 03 Blangdisg
MRMBEle Web gerdidsfiep.ent | ocation without breaking the
client's application 50. The platform 10 allows the
service provider and client to agree upon an SLA a
el plafosm 19 prchidesseyrPerA r B3t aRHEE PoHe TS Fi?@&? ﬂg
%&,\%g&ﬁ?d t@afaﬂbiht@kgaq)ircrwgigcsfctivmgr,ubetriophamcmhosaaueiticsesf 180

he a rm I ovi r I i
Fee. DR h ey palfce SBPR drab@mbin taital o
canyaieivicetre@ests ol he pisifbrie e Py ite wpgév%ﬁtﬁ'ﬁﬁe% v&ep giey
ShiatlSihbIE for Ws-ddetrity, VES-Hidk&Sing Shewslpalidyor m 10 noni tors
service status to enable snmooth term nation of any
service requests. The platform 10 is able to support
nBexigisa redeged exidting systemys and Serndices avai | abl e for
\r/fﬁea E%H(g]tnt ZOX ifiééﬁi[aﬁgdé %ﬁr?dlen Gatidn %‘éﬂ@-béﬂdﬁ_&r_ﬂ %chﬁi € an

-use : systens and services

remiain o b medR P RO e A AR g gl o
sef svistieg seficen 100 isgenbaaticdnThis isnathisvey by rlleyrhevding
S Gt GinBsbRIEE P G iét&cthém&wé@ﬁﬁcﬁm@%dgiml1_5rse1we1ey20

of " 'existing services 100 i s endeavoyred. Th LS

269 B8 BN LITBYRTHH, PERTEE G SPEI RS TAREBlER MEE S 00

t Bl Fregdagbe padsing vizelhe esrventre itdpectedetpi ertsorg thd they maeitall

t Fégﬁliren?eﬂ@. A& crftethdo ﬁ@%oﬁt‘ié%@fﬁ@ efidrpRie Ot hers using open

in ustry-acceﬂled standards. All nessages passing via

the server are inspected to ensure that they neet al
Existing systems and services in the enterprise are left in tact and the platform 10

serves as a main message bus for these systems and services 100 with industry-
accepted and open standard protocols. The service registry 15 allows all services
100 to be registered and categorized according to an enterprise's category scheme
or taxonomy. Searching these services 100 is facilitated with a rich graphical user
interface of the registry portal 15 or through a standard set of Application Program
Interface (AP1) calls. Accordingly, the platform 10 enables services 100 to be easily
discovered and once they are discovered, they are easily re-usable. Services are
developed with no single specific client application 50 implementation. The
following are to be abstracted from the invoking client application 50 to the extent
possible:
a) service implementations;
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requi rements and conformto the policies of the
enterprise. Existing systens and services in the
enterprise are left in tacé and the platform 10

serves as a nmamin nessage bus for these systens and
services 100 with industry- accepted and open standard
protocols. The service registry 15 allows all services
100 to be registered and categorized according to an

ent f PEdsEnts otAdse@eie SedranEatadbhspr t axonony. Sear ching
t hese service al_lléated with arich

100 is f
gr aﬁhi%’8|"‘”€|§’8658W'ﬁ%5e9?@3 €8 °the registry portal 15 or
t hr dugdntaprseaolgesd set of Application Program
Interface (APl) calls. Accordingly, the platform 10
enabl es services 100 to be e si_[Ié% di SCOV%Q@O‘ and. once
t Hieyelepndivestapat faicen aniRgRriss AROPYIL VER SENACE] JBY 5SS
SE e @acpt ar ervicdevietted eititudeé. t The rentesiring liscatdgp tocinveciram pent
appl. 1 g ' ' ichg are to
Pl B Bl el o Tom 50
to the extent possible: service inplenentations;

eTHEM BN 1@bctd Sreseensar abstactédplleneapbulstedmsssagy layer that
evol.vi ng.web A S; [ |
R e g e
aujetseging lanein ke enterpgsel (s reauiey ifi tp iPe3padls £f {AENPNING
a‘gfaeﬁ coastaﬁrh\éia\fcyeoéardoﬁmcmd alac_l thieletopkethe ﬁhﬁqrfemoe‘s pesighed fs

e to move fro - speci.fi
RhSo R T SR WL AL SRR e
19scetwt iscreased baser o te Qofdevels®e 884Aand encapsul at ed
nessage layer that 10 is able to integrate

het er ogeneous systepns. The platform 10 j - al
B 5y o PR BT 3 ol el e AT, |
besritcippats] the edrvitailapdri7othi mpssagind davec® arst the apmeltiey layeiat

?@{é%%élsgﬂég Ehle sfr{)b%:.fs_%ﬁ@ kR Tﬁleﬂi@rnﬁ) h@hiRRE ePvideSaydes aanpd

avai lability. availabilit f the. .
Ll P e DB b 1 e Byt binfudds iifizaiops
i that shasetleib peesbsenthtdugh Qe sermiged $0Gaend 1B ApplicatonTayenPng
tn%u';:&eg,‘Hgfag%aﬁijo%B(hait1 PH<BAR AL 8RS 160 BERYi Sblications 50.

I T
orI ent at as three_nmjor articipants: the service
Egypample, RESBRSGRnG Ty 5 ™8 Bhd PRECHEHITRE T Shee
| @y&izabion anihepreseasiaginag Undyerdefartmepitsesent s t he
platform 10 while the service layer 7 and the
application layer 5 are the participants. The ser&/Oi”(r:]e

| Beferring toj igure;gell resugsth pachiesrses e fRgted hayal e eip
P{®CR&S pRtférir a0i0Ranagss Sier véquest 41@0 respchsthef appiage aandon

! géégéiatgd functions.

The service registry 15 supports the use of taxonomies to group services 100. This
allows users to easily search and find web services 100. All web services 100
registered with the platform are registered within the service registry 15. The
service registry 15 aiso stores information on the Web Services Definition
Language (WSDL) interface, the data schema, the policies, the owners of the
service 100, and the number of instances of the services 100 that are available.

Applications 50 consuming these web services 100 do not directly bind to the web
services 100. They provide the service registry 15 with a binding key using what
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i ncl udes organi zations that consune these services 100
in their applications 50 For exanple, Organisation
A, B and C may be inplenented within a single

organi zati on and represent business units or
departnments. 25 Referring to Figure 2, all requests
and responses are directed through the platform 10.
The platform 10 nmanages the request and response of
RS $808e AYfibtry 2BSREdrines i thecdesiOsEsvicel Instasex 1ol ipevke. The

rgegl st r ng}%ﬁré‘ ord g%&}g—‘ﬁ f‘ﬁ&g? 5 &PBROQBVES ploRd&s A5 Ry

BrSGicE users to easily search
an@befmmdwmbersmwn@ﬁe@dq_@o renigve lvﬁé@cg%wh%@ff%@@ﬂ client
isks&sed with the platformare registered within the
s vice registry 15. The service registry 15 also
stores informati on on the Wb Servi ces Definition
LaBguags de¥Ebey how teesatisals signatire agd teacryrtion gadefshie SOAP

ﬁrﬁ#gégi}egsll LSRR Sec Prflt%r td%@cnbé@ rm-ﬁwqe étﬁ@h s@élﬁlltyt RRens,

UMDE I nstahces o he se k at are
avelidingnary SREETY (oKRSHEN 8 Y S °ﬂ‘§5€ﬁde SEPuRp et 1o
S@ésthgees 100 do not directly bind to the web services
100. They provide the service registry 15 with a

bi ndi ng key using what 10 the service re sgr 1
digestsrieriessplatiorm A aiscinstalied D AR PPUS ISR '%%Sﬂ‘gess'yrhe
enag BreORYREEURE iB1B tRiCAPlidayiorishEhes QiSvsecerity egdlse pipnd with

s8¢ 9&1%1@5 ?'%V%IS %ga@fga\?v%b ge%(u? 15 to nove their web

fbve i nstances wi thout
af f eptauttgntidatient Whigp pWﬁ@ggqn@yn Proyides\\g80 g @@mel trvmber of

g:z 8 re 'rahﬁr%t nhé%al%r{ PecHahiagd Thisgretitstere aiddreases ityrpd methods —
s to €Sy | 0 rixt

descri ‘E@g‘aﬁ‘S{RPTSS’ ordh tsi@ﬂc ullrp]fr%%!f‘%'%e 5 Vﬁﬁrﬁgﬁgd ?(r%g

bi nar ycestdicaies ang Kedlemss such as X 509 certificates and

gle;?fg(? tal LighRirs. Wen Eﬁﬁés@ﬂgésls slghedgie it Bedriplimpdasible to

or gani tf@pélrgﬁértt?eorlng%tggé lgggf%ge ngmn dgés{)r%t b@%ct the message
i nt 0 tikelf frompptdrcipatias seeTﬁgelta/\Blr%kfﬁJ Msing thﬁ)&'ﬂF%“’ﬁl @ﬁg
with t J%Sen?eg Shihe S@'A@’ths%%é KRwk @ldi M dighell @RirighE Siaveaanot

aut hentication. Wi le Ws-security provides an infinite
number SR0YSAPESt i on nechani sns. This architecture
addrcgsereyplidh. eeingetchoSsecurityssnenificativn dos Netfam Burpyides

Zﬁy | ngrng?; e hites uifgdkm eAdApRs1D Bo sy hetriE 8Rd Adymratries

encryptlon is supported.

The agents handle signing, encryption and decryption of messages. This frees
applications 50 from handling these functions at an application level. Based on the
policy requirements, WS-policy, of the service provider and the consumer,
message may be signed and/or encrypted using a private key that is known only to
the agents and the platform 10. For example, a policy requires applications 50 to
encrypt request messages and services to encrypt response messages, it is
handled by the agents located both at the service and consumer side. When a
request for a service is sent to the platform 10, it is intercepted by the consumer
side agents. These agents check the policy and discover that the request message
needs to be encrypted. The agent encrypts the message and forwards it to the
platform 10. The platform 10 forwards the request to the service 100, which is
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digital signature. Wen a nmessage is signed, it is
nearly inpossible to tanper with the nessage. Message
signi ng does not protect tihe nessage 2n itself from
external parties seeing its contents. Using the
signature, the receiver of the SOAP nessage knows
that the signed el enents have not changed en route.

c) encryption. Using the Ws-security specification,

X{%lnpin%wegtt@@] b¥ Qheg ratQéHtsd 686 thee BEVIYP bidONTIRESarVICE Sidel Sigergs
1 ONn 0 S
eHEPPIPS &ﬁsﬁage bsiyp S?deé m&?’{"?s S%é%% ? ocﬁﬁé’ﬂ%‘%‘gé 'lé gn ;2 ﬁ g,

encryption and decryption of nmessages. This frees

Z%%{'”F% tnlbégl%ﬁ 720 gfnt& %é&ggm si.ewtébek h@@mrd‘uymmb ipRAGMa0, thy
on t.
VIBvp &R preyide gruniape k%WF% 895t {‘}I ad 0"5%*5%*( qu’%ﬁ‘%ﬁ%& i
3gneRsaagiag Bayineatss govdkddm theglatieme 1 pt ed using a
p{lrste ki% that is known only to the agents and the
pl atf orm For exanpl e, ol [
aps pletirm o"rﬁ’semcqsose“’g%%c?’9‘6‘fer$?qlﬂg’ tr‘&g& %g%@aaﬁ data
S&h¥hg aﬁcutrfénte NMHeMMtfofe $( 055 ehaBiSOa glesymeint toi epsurh aeliced
bﬁgh ent %anOIQTlC %t % C!E “;h Fhe 3B SRENE G&ifiBd hnERESHEET

service |s sen
pihearfingr ¢nta1 end pmtgm@g T“Fﬁsé% sqaf% twp?qlfﬁatean'éﬂ}‘?ﬂ?'“%g’eé? de
ta\%%ﬁnt%ns Eh%S@enatglerat:a.oﬁrwaws tapglicptini 50 amtl seivisen e to
a st. message encrypted. Th
BB P R SN RRCeaee e P iaRas 11 Lo the
platform 10. The platforn110 f orwar ds the request to

t BEt-RPEYHCE S sle% an%h@heﬁt&prls’b SBERra aienin@ble &picatbrbyo thae
he

dfgg’:‘%;ﬁ?e?ﬂ%d rJrléS é\écléaq% eﬁch?ma EQ%EIS %all ' %ﬁst&ﬁ]gﬁg APEfiHa

e sendin service
1@4hsfoonatipn dere swinn gppliBationr &, p ghte ctaanﬁf@ﬁ@,at'am encgiyleealioys

%ﬂ)ﬁ%ssﬁ ¥iHzRse MattJ‘E&%QIhoééﬂ& FN &dsfgpenns ibQ)wdbdil eythe

ag{ggalt?a;)ti?apﬂi%%{mls%ﬁ?ﬂnucﬁgle eﬁeé@? s%rrréaglgrrl gxﬁes %F ncomm
u&a\teh iahy dutyaing i reessagesi d{teej chysotehalloph attwﬁpfmaiwl "1'F‘hé'a”°uS
ﬁ&sﬁ{gg %Q enforces service providers to submt WSDL
ata schema docunents. The platform 10
_uses t he WBDL docunent to ensure service 10
| ApihesiRiY dridicnigsing orbges, huthesieatioh, requestoamd respensgdaigres

chhde B A8 b %g l"mg&?@ﬁls{rﬁﬁn corid68 'Eh,ﬂg @8lAd Quﬁﬁ’ted by the

nmessage con eCI i catl on. g
C then AJBINSBRIOTaSARR LA VR, SEETBTRAF] TS0 o
aphLr pRkhaRE Fonhandesiess i ThessyiRO tleo aor edininitratorsnto
t Q&IEFateblue%E)rrt]segnsthegeogtﬁﬁtsig§. ?ﬁl@a&b‘iﬁ&g{‘%& p}0919é§ information on
whether services 100 maintained their minimum performance requirements as

specified in the SLA.

Access control is supported at two levels: the service level and data schema level.
Al the service level, administrators are permitted to use their administration
console to allow/disallow specific organizations from accessing their services 100.
At the data schema level, organizations may elect to share information depending
on the requesting organization. For example, if the request is from organization A,
then all information is shared. However, if the request is from organization B, only

partial information is shared. The administrator uses the administration console’s
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15 Certain | egacy systens and ot her enterprise
software are unable to conformto the fornmat
specified in the data schama. Rather than custom zi ng
the data transformation for every application 50, a
data transformati on nodule allows applications 50 to
handl e this at a central |ocation. A designer is
provided in the O ganisation Adm nistration Console

t QesfghBadospksif Nad ﬂnémtrh@ RuldsUbre s:[yﬁmcaum configugd 240 diat ravt

and "out goi n ssa
CPaHET DR TR D DRleF . S R EpRof Bus, seploymepy
| uyeietet AOd eAidteoartcy GRMELCHER SeRf) e P@@M@?ﬁ sepblpiogignizations

r s &pbdfel W §$h éua@ls cdoafie erodomdigerd anpt
%g '?I{Ed%:ag'ﬁtgﬁogjn cgnso "are @%55?‘ and audited by

t'ﬁ@’%'o%}f@t I8 APt RmTSAE té’tﬂ?ea(F%Lfe§t‘r§r "to view usage

data, the perfornmance statistics and other

'Er]: Of I%‘i’rjnolla Qfgwoteg‘%' \fers%:ﬁrMé&%§merﬁ%d§%55&%@b%ﬂdéﬂs|c@MVS
I strat rS to generate re rt &r%?gese

s s oA S 5 enig lent
V\&fﬁ &%ns%r Sérvies prdvifbrsrednrdpadif eldes:ttb enarblemllamtrapmcatlons 50

Atgé'léoglg Fglgl(r%)e r?erggn {oeaqgtﬂgrstraﬁ%)aréﬂf%t\fv? @gSIbrﬁ C]:f QQV9§ISé“VIC§O

I's 'su evel he serV|ce
| 6P bo-axiel, adminstsapranan sEficaly QoY HilS <6r Wegn |ugpa) the
aghiminidisdpEseare pernmtted to use their

adm ni stration console to allow disallow specific
organi zations from accessing their services 100. At

t Te adtiess recheraacd avdeleteneys eniiatierm JA SUPRAIS SPEWRD qtdhree

S!Qﬂflse réJ‘ftlﬁ’\%n?énhQrbaQﬁpQﬂdlb&@ c&%eoneaﬂ liee rdeadl adttinvole any
%anl zation, For ex

hing- ﬁﬂtq ﬁﬁil\rﬁys serped,In é?zﬁ 'tlmﬁ f IB rcﬁrgt{ ga%Hg Sctat%ré cB%%H‘to a
I—hnmalediatahaée tAlerageete o data ﬁIIGO’PﬁP@dgf&?W zfeﬁ FYralBdatahfss

fﬁFoEgﬁlhe' Wk of tﬁ?kér%l Wb ShAsd 00 THRcAtEEHY 84th &l @EhddSeS
e dmnistration co esl

et RN 1 SRS T EaT o AP iR
I @&kl |oma lsw teached duinriistretocr cap pWitch ardnpene eaelling model to
CUSHRM ZR] hQ Baminifiition dERbGYMENE . updat es and

mal n ena ce can occur in real time. Responses sent to
organi zations are verified against the rules
SPRCpidtiont 1aBhblds@n@atiesssto adart sedmierstiie businebs ehapgesrand

I nfo e%gtb Sikst B%&dlérﬁ? H%%u%r %y@ﬁﬂﬁ&%f&dﬁst%sﬁ@&%&bb@

organlza 1 on. 10 provides a vers
nensageKeing ronyplzed seangpereen FEieRFe Be platort 0 daeeea
NSRS bREhsBiityaind @biugprind fr srganisatiensttd Oerve trine wtue.
breaki ng existing client applications 50. Ser Vi ce
provi ders can specify rules to enable clie

alb pill iscanipeeaisted By Persets #Hoe infthe Aft H'I"i’é"W%‘fsdﬁ”?tB”%\ﬁ%ﬂ’?{e r
t FBRAR86IRMHdybe rhddeltivbie iRetionrzs shdwrdin Welspseficodnttediments

without departing from the scope or spirit of the invention as broadly described.
The present embodiments are, therefore, to be considered in all respects

illustrative and not restrictive.
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100 co-exist, admnistrators can specifically allow
this to happen using the admnistration console. To
address performance and | atency, the platform 10
supports caching at three 15 levels: real tine,
central cache and | ocal cache- Real tine does not

i nvol ve any caching. Data is always served in

real -tinme. In central cache, data is cached to a
cegeiglaimdat abase. All requests for data are served
fromthe central database through the use of the
central web services 100. In local cache, data is
caichedA pletformrfoyanéarating en entefiRrissutin PleHeM OBIPEF NG at ch
jobs. Qxgan éﬁgﬂﬁﬂ%néﬁ'@aleht@p&fca@nk% SRRATE redstérbeived
own | ocal cac Adm ni strators can switch from one
c¥HetYi%ig nodel to another using the adm nistration
consol 2.roifing igatf ©r mufkd then alob eseniaes esgliciedeby tthe &lRTPL
%}!ﬂgﬁ&é'té{ rer?1 o%éc@&%ﬁ %fb@ﬁ%n@@&ﬂg@r&lﬂé MRtRSulBUINESS

I'gns change. Iftln%ﬁ qh us to buE%n SSH
pr oces%é@"agéﬁ'&"trﬂnékr/’?&? Fignage M Vel PrYeRy FiEh gL RS oce
ainedred:ecture, the platform 10 fosters reusability,

extenspbi L) 'il'}é \?gbd Q’\r ?45"'5? rajbgﬂacfeg MrofH %rﬁllérﬁtdpﬂ%tndng to

deri ve rue reci at ed r%g erson

s&lable erlatiopn ﬂrﬁiep%vﬁt—‘nﬁtarﬁd*ﬁ th%ﬁhbeawn@aﬁonféﬁuraaws g1 'YF i

n@@bhiceigicbseraply be made to the invention as shown in
t he specific enbodi nents 30 without departing fromthe
scope or spirit of the invention as broadly described.

The prBseiatomnpedldinsrie slalt b, whers 18 GPriigurppje Fruting rule is

CORR S8R flomh Abloup @&i@%ﬂﬂigsof pdohtysiasétt fueeesaipdnard Bervice

restrict f
Irﬁc\’fglg I{&g&elfetﬁant a??[@«rE é%?rdg ‘o Ioa%i hé’:ll Qor g R%‘poad fastest
sespanee timeg s reupd t robip reigsritams| |9§¢&f aRﬁ‘p‘B! PE¥fity A 99'63”‘39

SERofrhbnk fandi 6Hieht B4R rolBky baReSEH aB&Tontantlobsl esGge.
engine to route the web services selected by the

client applications to end points according to at
Imast Tree pletfmini gesoaiivigetor daiti g whereia; the ianagere (RIS At

Eﬁs E&uﬂ@n dg8ioh rl:%nt\‘lﬁ bac%@ésv &S, &hbl &doint hRVsikRME diteen
|nvo d; 10 wherein mF services are abstracted

f $HATE H@‘Slﬂ“?'b‘ﬁld '%&;ﬂaiaegﬁ?q 8ﬁt§e P8P SENEBt e pl atform

i ndependence and the at |east one configurable routing
ryle ig, g%ﬁ’cﬂm S@oldhgCRNELAUA ajhErein the management engine

handles security, recording audit logs and caching.

5. The platform according to claim 1, wherein the platform defines a strategy

to implement adaptive web services.

6. The platform according to claim 1, further comprising agents to integrate

WS-security into the client applications.

7. A method for selecting an optimal web service for a client application, the

method comprising:
checking a service level agreement to obtain minimum service levels for a

plurality of web services; and
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2. The platformaccording to claim1, wherein the
configurable routing rule is 15 a rule selected from
a group consisting of: prilerity based queues to neet
Servi ce Level Agreenent (SLA) standards; | oad

bal anci ng conprising |oad, fastest response tine, or
round robin algorithmnms; geographical proximty to
enhance performance; and content based routing based
on hegiﬂﬁfucﬁ@fﬁ @0fingdngide i BRAYRad bs’ﬂﬁhc&.g pfdvessploaseledt the
accor g to c |

g et 7y P el o e st Spe REGHATE he SR
esudvnq:eomatanctelsaiwlomd BN, mdintaips %@h%’ﬁ’ﬁ"ﬁ'f*%@l"%lt‘?fcﬂ#‘aﬁh(?f

| gag.pal ancing for the web services. 4. The platform
according to claim1, wherein the managenent engi ne
handl es security, recording audit |ogs and caching. 5.
The pl aief evethodcaapdinggtot olamh af, nfuttherwbrapsising tthe step of
p&e@érﬁr\%rn? ﬁiggd g&ﬁ%lﬁca?wﬁmyof thed clid¥P |aBpRAton 8 aRé iryiRinge b

servic | at f orn1accord|ng to claim1,
f encingde '"E’éﬁﬁ?rti‘%ﬁ’eﬁfﬁ”‘?gj‘@%?féth‘Be ¥i¥Grate WS-security
into the client applications. 7. A nmethod for

gl ect JI’ 19 n?e%?p%c%'m[g"‘fob ciinh V'} CEIHF\& r c@nrﬁ'l%ih& Nhe step of

plication onpri sin hecki n
seatagotzing gepeiephicnl loeenT Oft‘“@b SHVIFH" erf'le'i’ﬂ?ﬁfes? | ce
|l evels for a plurality of web services, and 14
instructing a routing engine to use a Ioad bal anci ng
process to select the optiml web service fromthe
plurality of web services according to the quantity of
service instances depl oyed and nmai ntains a
predeterm ned | evel of quality service. 8. The method
according to claim?7, further conprising the step of
determ ning the geographical proximty of the client
application to the routing engine to increase the
performance of the web service. 10 9. The nethod
according to claim?7, further conprising the step
cat egori zi ng geographical |ocations of web services in
the service registry.



