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is one of several techmques for facilitating communications in which a large

number of system users are present. Other multiple access communication
system techniques, such as time division multiple access (TDMA), frequency
division multiple access (FDMA) and AM modulation schemes such as
amplitude companded single sideband (ACSSB) are known in the art. These
techniques have been standardized to facilitate interoperation between
equipment manufactured by different companies. Code division multiple
access communication systems have been standardized in the United States in
Telecommunications Industry Association TIA /EIA /1S-95-B, entitled “MOBILE
STATION-BASE STATION COMPATIBILITY STANDARD FOR DUAL-MODE
WIDEBAND SPREAD SPECTRUM CELLULAR SYSTEMS”, and referred to
herein as I5-95. In addition, a new standard for CDMA communication systems
has been proposed in the United States in Telecommunications Industry
Association (TIA), entitled “Upper Layer (Layer 3) Signaling Standard for
cdma2000 Spread Spectrum Systems, Release A — Addendum 1”7, dated
October 27, 2000, and referred to herein as “1x.” An additional standard for
providing high speed data services has been proposed in the TIA, entitled
“cdma2000 High Rate Packet Data Air Interface Specification,” dated October
27,2000, and referred to herein as “HDR.”

The International Telecommunications Union recently requested the
submission of proposed methods for providing high rate data and high-quality
speech services over wireless communication channels. A first of these
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In order to prevent connections from being | ost when noving from5PDSN to
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WO 02/7-407 5 PCT/USQOL/ ~(970 FIG 3 is a diagramof a wireless system
configuration using only HDR radi o access networks (RANs); FIG 4 is a

bl ock di agoaerti7a subscri ber station apparatus confi gure®Crivsatdeélance
wi th an enbodi nent of the present invention; 5 FIG 5 is a flowhart

showi ng an exenpl ary process used by an M5 when handi ng of f between a 1x
RAN and an HDR RAN capabl e of perform nglnternational Mbile Station
Identity (I MSI) authentication, in accordance with an enbodi ment of the
present i n\EENsandHIRR BANS. dethdhelﬁﬁDRaslhb]Mstgndmmmfﬁacyvphyaaneused
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de
enbodi meht d9Emang, ml&%@mmgemqsow r esgransogrp} @Bk RAckgisafAbPean

exenpl ary Pl@atconAsgﬂfe@él VATIGES BEREE atb t Heploy @deHéfEEWhlpfbet henpé® sfoat
i nventi on. ILED SCRI PT s used.in this

appl i cat | ofiE Qe ?fhvgelzypg%t%m%of Pﬁéiegﬁs%axd\db.m@msmwe%ﬁn Any
enbodi ment Ri%Nsmshqidﬁﬁerelmtty@eemf)k/\arelessrmmifmslt is not to be construed as
necessarily preferred or advantageous over other enbodi nents descri bed

herein. 25 FIG 1 depicts a network iguration in a systemusing only 1x
radi o abtess networks (RANs) 32, 349 fﬁwm?n exenpl ary enbodi nent, a

personal or |aptop corrputer (PC) 4 is connected to a wireless nobile

station (M5) 2 dat connection 12. The_ data _connection 12 between

the PC and the %ﬂg ﬁ%ﬁvemg@ ghﬁwgs%m‘é%}%\ necirggted jo ﬁf%tsear@&qsﬁm

2 r2 uni vgr sdangleff &fl a wsbﬂelﬁtahoﬁqmlﬂaweéhtwc?@tAdcgéyNeh?ﬁrlcka(wAN@ﬁtlﬁ@t I on

may be a wi connecti o rare

connect i on B5f ‘511%%3 otyPSﬁ (W ’lrg]r‘?s% ﬂ%ﬁa%EeSBl pm@o@mqr%g@egg%peﬁlﬁe%n

previ oud y eﬂablmaneMS td chaPdoffpetivear mhffercelt \)RANS withquar etusihg moatihfe VS

2 to enabl g | ngl e f] WL M5 2
nﬁﬁ u élaﬂﬁocaﬁoﬁp Eﬁﬁﬁgnfi‘alslors@ of n%?%bﬁ? dgl:e[' 8%%@% fLIOQJ?
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36 is connecte tg to PDSNZFI];FS gn connect ed 1& | P 1t\)let wor k 18.
Al so accesSYetier Foutins & iy R GPRIE OR dhachane ag and, based on
20 the determination, triggers a re-registration of its network address. A foreign
agent (FA) within a packet data serving node (PDSN) monitors network
address re-registrations in order to determine whether multiple RAN-PDSN (R-
P) connections are being created for the same MS. Based on this determination,
the PDSN terminates redundant R-P network connections resulting from
25 movement of the MS between different RANS.

BRIEF DESCRIPTION OF THE DRAWINGS

30 The features, objects, and advantages of the present invention will
become more apparent from the detailed description set forth below when
taken in conjunction with the drawings in which like reference characters
identify correspondingly throughout and wherein:

FIG. 1 is a diagram of a wireless system configuration using only 1x

35 radio access networks (RANSs);

FIG. 2 is an exemplary message flow diagram depicting assignment of
an IP address to an MS 2 in accordance with the mobile IP standard;



WO 02/-47-Q7 6 PCT/USQOL/-t&@70 (HA) 20, an authentication, authorization
and accounting (AAA) Server 22, anda correspondent node 24. Miltiple

addi ti onavoBRSNe7 HAs, AAA Servers, andcorrespondent node®Craisobessconnect ed
to the P Network 18 but are omittedfor sinplicity.5Wen the M5 2 initially
connects to a RAN, for exanple RANA 32, theMs 2 nust obtain an | P address
fromsonme entity that is connected withghe | Pnetwork 18. As discussed
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FIG. 2 is an exemplary message flow diagram depicting assignment of

an IP address to an MS 2 in accordance with the mobile IP standard. First, the

MS 2 originates a wireless link to a RAN connected to PDSN 14 and sends a

30 first message 202 through a RAN to the PDSN 14. If the MS 2 has an

international mobile station identity (IMSI), the MS 2 sends the IMSI in the first

message 202. The first message 202 may be one of several different types,

depending on the type of wireless interface supported by the RAN or the

connection state of the wireless link between the MS 2 and the RAN. For

35  example, the first message 202 may be an origination message if the MS 2 is not

connected to the RAN, or may be an agent solicitation message if the MS 2 is

already communicating over a wireless link with the RAN. Though the

numbering in the example shown indicates PDSN, 14, the first message 202
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UATI in the UATI Request allows the destination PDSN to determine whether
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When the MS 2 reenters the coverage area 10 of HDR RAN, 56 from 1x
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IMSI to the destination RAN at step 502. If the destination RAN is a 1x RAN,

30 the IMSI may be sent in the origination message for a “fake origination.” If the

destination RAN is an HDR RAN, the IMSI may be sent in a configuration
message while the new HDR session is being negotiated.

If the PDSN connected to the destination RAN does not have an R-P

session associated with the IMSI of the MS 2, the PDSN will establish a new PPP

35 session with the MS 2. At step 504, the MS 2 determines whether a new PPP

session has been established with the PDSN. The establishment of a new PPP

session by the PDSN could mean that the PDSN has no existing PPP state

associated with the IMSI of the MS 2. Alternatively, the establishment of a new
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With the HA 20 at step 506.
If, at step 504, the MS 2 determines that no new PPP session has been
established with the PDSN, then the MS 2 determines, at step 508, whether a
15 mobile IP re-registration occurred in the previous RAN type. As discussed
above, protocols used with the different wireless interfaces are designed to
manage movement of the MS 2 among different RANs of the same type. Thus,
when the MS 2 moves among RANSs of the same type, no routing ambiguity
results. When moving among 1x RANSs, the MS 2 sends information about the
20 previous RAN such as the PZID to allow the destination RAN to determine
whether a new PPP session should be established. When the MS 2 is moving
among HDR RANSs, the destination RAN determines whether a new PPP
session is needed by comparing the UATI received from the MS 2 in a UATI
update message.
25 However, when the MS 2 returns to a RAN having a different type of
wireless interface, the messages it sends to the destination RAN do not identify
a previous RAN of a different type. If the destination RAN is an HDR RAN, the
MS 2 cannot send a previous PZID value in a UATI update message. Likewise,
the MS 2 cannot send a UATI in a 1x origination. If the previous RAN and the
30 destination RAN are connected to different PDSNs, and the MS 2 re-registered
its mobile IP address with the HA 20 in the previous system, the HA 20 will still
send subsequent packets addressed to the MS 2 to the previous RAN’s PDSN.
In order to prevent such routing ambiguity, if the MS 2 performed a mobile IP
re-registration in the previous RAN type, it re-registers its mobile IP address at
35 step 506.
FIG. 6 is a flowchart showing an exemplary process used by the MS 2
when handing off between different RANs, when it is not known whether the
HDR RANSs are capable of performing IMSI authentication. Upon detecting a
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% () -1 2f zAdEPMated - With the destination RAN that are different from those for the
previous RAN, such as the PZID. Based on the information in the origination
message, the PDSN connected to the destination RAN may establish a new PPP
session. At step 620, the MS 2 determines whether the destination PDSN
established a new PPP session. If the destination PDSN did not establish a new
25 PPP session, the MS 2 continues normal operation and can send and receive
packet data through the destination RAN. Otherwise, the MS 2 receives an
agent advertisement at step 622 and compares the FA address to the FA address

previously used to register a mobile IP address with the HA 20. If the previous

FA address is different from the address of the destination FA, the MS 2 re-

30 registers its mobile IP address at step 624. Otherwise, the MS 2 continues

normal operation and can send and receive packet data through the destination
RAN.

If, at step 606, the MS 2 determines that the destination RAN is a 1x

RAN, then the MS 2 sends an origination message at step 610. This origination

35 message can be a “fake origination” containing a DRS field value of 0. In an

exemplary embodiment, when handing off to an HDR RAN, the MS 2 saves the

system identification values of the previous 1x RAN. The origination message

contains the MS’s 2 IMSI and may contain previous system identification values
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0(10% & () kit KA sHdfe a3PBSN, then the PDSN may be able to move the R-P
state associated with the MS 2 to the destination RAN without requiring a
mobile IP re-registration or establishment of a new PPP session. After sending
the Location Update message, the MS 2 continues to step 618 described above.
15 FIG. 7 (FIGS. 7a and 7b) is a flowchart of a handoff process for a
destination network including the destination PDSN and the destination RAN.
At step 704, the destination RAN receives identification information from the
incoming MS 2. The identification information may include an IMSI, a UAT], or
system identification information associated with the previous RAN such as
20 PZID, SID, or NID. As discussed above, the types of identification information
received from an incoming MS 2 may vary based on the wireless interfaces used
by the previous and destination RANs.
At step 706, the destination network searches for an existing PPP session
associated with the incoming MS 2. In an HDR network, this can include
25 searching for IMSIs, UATIs, or other information distributed among multiple
HDR RANs. In a 1x network, this can include searching for the IMSI of the MS
2 in a database within the destination PDSN. In either type of network, the
search may include authenticating the IMSI received from the MS 2. If the
destination network supports IMSI authentication, and the MS 2 cannot be
30 successfully authenticated, the network will either deny packet services to the
MS or, in the case of an HDR RAN, will assign a temporary IMSI to identify the
R-P session in the DESTINATION PDSN. Ultimately, at step 708, the
DESTINATION PDSN determines whether or not it has an existing R-P session
associated with the incoming MS 2.
35 If a session can be found, then at step 710 the destination network
determines whether an identified previous RAN is connected to the destination
PDSN. If so, then the destination PDSN redirects its R-P session to the
destination RAN at step 712, and packet data service to the MS 2 can continue
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and digital data. The local interface 812 can be any of a variety of cabled

interface types such an ethernet, serial, or universal serial bus (USB).

Alternatively, the local interface 812 may provide a wireless connection such as
an infrared or other optical connection or a radio connection such as Bluetooth
25 or IEEE 802.11. |
Instead of providing a connection to an external PC 4, the MS 2 may
provide direct access to the IP network 18. For example, the MS 2 may include
a web browser application using such protocols as the Wireless Application
Protocol (WAP). In such an incorporated application, the local interface 812
30 may take the form of a user interface including keypads, LCD displays, or
touch-sensitive displays such as pen input interfaces like those commonly used
on handheld personal digital assistant devices (PDAs), or any other input
interface appropriate for wireless packet data user applications.
In an exemplary embodiment, the local interface 812 provides
35 application data to a control processor 804. The control processor 804 may be a
general-purpose microprocessor, digital signal processor (DSP), programmable
logic device, application specific integrated circuit (ASIC), or any other device
capable of performing the functions described herein. The handset user input
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(LCD) pen input interface such as those commonly used on handheld personal
digital assistant devices (PDAs), or any other input interface appropriate for
wireless packet data user applications.

5 In addition, the control processor 804 is configured to perform the MS 2
processing described in conjunction with FIGS. 1-7, such as requesting IP
resources, managing PPP sessions, and other network protocol processes
associated with the various wireless interfaces. The control processor 804 may
be a single processor, or may include multiple separate processors such as a

10  microcontroller for managing user interface functions through the local

" interface 812 and a DSP for managing wireless interface protocols.

The MS 2 includes a memory 802 for storing the various types of data
and information needed during operation of the control processor 804. The
memory 802 may be a single device or may include multiple devices such as

15 non-volatile memory including flash memory, static or dynamic random access
memory (RAM), or erasable or non-erasable read-only memory (ROM). The
entire memory 802 or portions thereof may be incorporated into a single device
with the entire control processor 804 or portions thereof. The memory 802 may
contain such information as the executable code for the control processor 804,

20 the IMSI, the shared secret information used to register a mobile IP address, the
address of the HA 20, and the mobile IP address. Additionally, the memory 802
is configured to store temporary copies of packet data transmitted to and
received from the wireless network, and all the state variables necessary for
providing packet data services.

25 In an exemplary embodiment, data to be sent to the wireless network is
encoded, modulated, and interleaved in a modulator (MOD) 806, and amplified
and upconverted in a transmitter (TMTR) 808 before being transmitted through
a diplexer (DIP) 810 and an antenna 814. Data received from the wireless
network through the antenna 814 is gain-controlled and downconverted in a

. 30 receiver (RCVR) 816, deinterleaved, demodulated, and decoded in a
demodulator (DEMOD) 818 before being processed by the control processor
804. The modulator (MOD) 806, transmitter (TMTR) 808, receiver (RCVR) 816,
and demodulator (DEMOD) 818 are capable of operating using multiple types
of wireless interfaces, for example 1x and HDR. If necessary, the MS 2 includes

35 multiple modulators, transmitters, receivers, or demodulators as necessary for
compatibility with the multiple types of wireless interfaces, including 1x, HDR,
W-CDMA, and EDGE.
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CLAIMS

1. A method of performing a handoff of a mobile station between a first

2 radio access network of a first type and a second radio access network of a
second type, comprising:

4 determining, at the mobile station, whether changing from
communicating over the first radio access network to communicating over the

6 second radio access network will cause routing ambiguity for data sent to and
from the mobile station; and

8 triggering, at the mobile station, a re-registration of a network address of
the mobile station if changing from communicating over the first radio access

10 network to communicating over the second radio access network will cause

routing ambiguity for data sent to and from the mobile station.

2. In a packet data serving node of a communications network, a
2 method of compensating for a handoff of a mobile station between a radio
access network of a first type and a radio access network of a second type,
4 comprising:
determining, at the packet data serving node, whether multiple radio-
6 access-network-to-packet-data-serving-node (R-P) connections are being
created for the same mobile station; and
8 terminating, at the packet data serving node, redundant R-P connections
resulting from movement of the mobile station between a radio access network
10 of a first type and a radio access network of a second type.

3. The method of claim 2, further comprising monitoring, at the
2 packet data serving node, network address re-registrations of mobile stations.

4, A mobile station, comprising;:
2 a control processor; and
a memory coupled to the control processor and containing instructions
4 executable by the processor to determine whether handing off from a radio
access network of a first type to a radio access network of a second type will
6 cause routing ambiguity for data sent to and from the mobile station, and -
triggering a re-registration of a network address of the mobile station based on
8 the determination.

5. A mobile station, comprising:
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2 means for determining whether handing off communications from a
radio access network of a first type to a radio access network of a second type
4  will cause routing ambiguity for data sent to and from the mobile station; and
2means for triggering a re-registration of a network address of the mobile

6 station based on the determination.



