; z{e3ezZW: 6<6r T ARCHI TECTURE TO PROVI DE CLI ENT SESSI ON

FAI LOVER TECHNFE‘MMMﬁwm"mwi ments of the present invention relate
generally to cli ent-gg&(\)/oe.r conmputing technol ogy. Enbodi ments of the present
invention relate nore pa?ticul arly to a nethod and architecture to provide
client session failover. nr nrrrrnnrTwn In client-server conputing

envi ronnents, preserving the authenticated client session state in the
event of a server failure is an inportant task. This is especially the case
when the client is an application that is acting as an interface for a
human user. |If the segEefionaid® hRcAfrEcTdRE fQ fRYyIpEEr 'S active session,
the session would be oST and this would require the user to
re-authenticate to a standBil SIGN EAH?WEE server in the processor
farm This creates a bad user experience, and worse, the potential |oss of
user s ' Client session failover is conplex to inplenent, and
sonet i ammmm‘m mmu“ll ons that are designed to provide this fault-tol erant
behavi or ar_%g;tsg*ensel ves subject to failure

TECHNICAL FIELD

Embodiments of the present invention relate generally
to client-server computing technology. Embodiments of the
present invention relate more particularly to a method and

architecture to provide client session failover.

BACKGROUND

In client-server computing environments, preserving
the authenticated client session state in the event of a
server failure is an important task. This is especially
the case when the client is an application that is acting
as an interface for a human user. If the server were to
fail during the user’s active session, the session would be
lost and this would require the user to re-authenticate to
a standby server, or another server in the processor farm.
This creates a bad user experience, and worse, the
potential loss of user session data.

Client session failover is complex to implement, and
sometimes the solutions that are designed to provide this

fault-tolerant behavior are themselves subject to failure



1 because of their reliance on non fault-tol erant nmechani sns.
-Additionally, session preserving solutions can be overly burdensone on the
client, the server, or both devices because of requirenents for additional
net wor k communi cati ons, processing, and storage. Typically, the current
approach taken is for the server to have a dedicated process that is
responsi bl e for session managenent. This session nanager process is mde
redundant and distributed across the network. The context state of each
user is persisted in the session nanager and is then replicated either in
real -ti me paadte id¥ @héakSrdi0adnlte 6hhedn FSSE oo TBRAGEnEchatiGsd a

particul ar session nmanager server fail, then the other servers wll have
the user’ s.q8e656r1 154 ak8ss {ldie pReableMMgMsbilut hérss @i 8Bt oyt i on is that it
requi res an excessive amount of networking calls to replicate each user's
Sessi on agie8snidiee bAdURE I ien@$StRE JERNRGEr 6 Wth Kesutés in consunption
of limted bandw dth. Additionally, this type of solution does not scale
wel | eitheechoséd zmtrabhyratdmss roet yaiididganosieSqor®r vertically across
geographi es. Another current solution that is often enployed for this
probl em i golfién &R i0hse| psdRIsisAgg, GntbtstbicAge concerns the groupi ng of
several servers that all have the sane operating system relational

dat abases, andrapplalcgt i €S .cuzrent hago@aetptalgerofissebyetise i S consi der ed

| ogically as one. The software that manages the cluster is responsible for
di stri but isegvet i enthaveqaesddci canddkeepiasg thet sysstresposyfigly drirzed. I n the
event that a server fails, the other servers in the cluster have the client
st at e i nf ceraioromanagphécat i dhds seskironl abhagat acabases ,magie t hat
processing can continue as if there was no failure. Al though this type of
sol uti on iredsuddrabla@df disttidbutrtieacess spuhposetwddk.s Sbé utdardexits expensi ve
to depl oy because of the duplicate hardware and software resources that are
requi red. sGaheroft warbntseesis parpiesst \innghgoterdionsmardigernmngt ori ng t he
session information on the client and having this information conveyed to
t he serversappén c@pilonstetlirdinger hien neatelk ive | @ntatséntervalammeni cat i ons.
Since in this scenario, the server is stateless, server failover causing
the | oss thesethrmsesator managarss rfdtoudd fsparticddaeveessitdni s approach
does have its di sadvantages, since the client now nust possess the logic

f or managhagageie seayskofpiinf dhaat tlom . othisensebieerseydildnhavaattdei s st ored on
the client, the session state nust be transmtted to the server for each
request. @beehs sassiseryate.espbaserdbiemudeth yidtisagorhert copy of the
session state, changed or otherw se. This greatly increases the

communi casPbutrrerifefbiat Addirervhaes \an SKEREHHRRoyRESPHN i nf ormati on on
the client 3 requires nore conplex client processing to address

confi dent PAFYRXAIRTdCRht i PPLECAFR SREBSHBRE | ISGPFAPTE CIFRASS

the redundant session managers, and results in consumption
of limited bandwidth. Additionally, this type of solution
does not scale well either horizontally across networking
nodes, or vertically across geographies.

Another current solution that is often employed for
this problem is the use of clustering. Clustering concerns
the grouping of several servers that all have the same

operating system, relational databases, and applications.



I nsure a secure system Thus, the current approaches and/or technol ogies
.are limted to particular capabilities and/or suffer from various
constraints. 4 SUMVARY OF EMBODI MENTS OF THE | NVENTI ON At | east sone of
t he vari ous enbodi nents are now described. In one enbodi ment of the

i nvention, a nethod to provide client session failover, includes using a
security assertion to re-establish a session with a client to permt the
client to failover to a failover server. The nethod al so includes
establishing a trust relationship between a first server that issues the

security agserbiofhaRdothge fAllOVEr oSEIMRIeal DooNOLNGT agNbiodi Nt of the

invention, an apparatus to provide client session failover, includes: a
client; a el §brSRIMLHNGLHAMYRILhe PlMede18 Sashp18588F tion to the

client; and a failover server configured to reestablish a session with a
client basgdtYpPoR {L 3¢ | $341RSSE! Lh®Pkeeping the systems

synchronized. In the event that a server fails, the other

servers in the cluster have the client state information,

applications, and relational databases, so that processing

can continue as if there was no failure. Although this

type of solution is suitable for its intended purpose, this

solution is expensive to deploy because of the duplicate

hardware and software resources that are required.

Other current session preserving solutions rely on
storing the session information on the client and having
this information conveyed to the server applications during
the normal client/server communications. Since in this
scenario, the server is stateless, server failover causing
the loss of session information is not an issue. However,
this approach does have its disadvantages, since the client
now must possess the logic for managing the session
information. When the session state is stored on the
client, the session state must be transmitted to the server
for each request. Often, the server response includes yet
another copy of the session state, changed or otherwise.
This greatly increases the communication overhead.

Additionally, storing all session information on the client



Q her enbodi nents of the invention include, but are not linmted to, the
.various enbodi nents descri bed bel ow. These and other features of an

enbodi ment of the present invention will be readily apparent to persons of
ordinary skill in the art upon reading the entirety of this disclosure,

whi ch i ncludes the acconpanyi ng drawi ngs and clains. 5 BRI EF DESCRI PTI ON
OF THE DRAWNGS Figure 1 is a block diagramillustrating the interactions
that woul d take place before and after a server failover and how a client
session is preserved before and after the server failover. Figure 2 is a

bl ock di agegm Fdd yYpieabbpsh & WBLERL 10 L8LaRy I & AdkEyst rel ationship

bet ween servers. Figure.ggls.a bl ock diagramillustrating another nethod to
establishankidsiti-ghiali HNSNiRBEI Vet $BEVEESsion information to

insure a secure system.
Thus, the current approaches and/or technologies are
limited to particular capabilities and/or suffer from

various constraints.



6 DETAI LED DESCRI PTI ON OF PREFERRED EMBODI MENTS I n the description

. herein, nunmerous specific details are provided, such as exanpl es of
conponent s and/or methods, to provide a thorough understandi ng of

enbodi nents of the invention. One skilled in the relevant art wll
recogni ze, however, that an enbodi nent of the invention can be practiced

W t hout one or nore of the specific details, or with other apparatus,
systens, methods, conmponents, materials, parts, and/or the like. In other

i nstances, well-known structures, materials, or operations are not shown or

descr'bedsb@mﬁ@t@b|E&ﬁb@ﬂﬁhﬁsobﬁﬁHﬁ!&Qvﬁﬁﬂﬁﬁis of enbodi ments the
inventionT Figlre I 1S a prock diagramittustrating the interactions that

woul d take pl ageRgbor&mnd ratf &y i9ekVefbdRine¥ s apfithdiow a client
session is preserved before and after the server failover. In an

enbodi MeNfiesd i@ ey St &M M @ﬁ@édi&ghﬂ'bESEEQ SRRWEEDY, a8 $Rithbangs t hat are
stored on a ciient 15 to re-establish a session with a servers) in the

event of Bréwide QY€Ent F¥ss@¥ANPA LLovelr, t DEcLlde@Nlis1Rg NaSsRsit-abli shed a
session wth a server 20 and

assertion to re~establish a session with a client to permit

the client to failover to a failover server. The method
also includes establishing a trust relationship between a
first server that issues the security assertion and the
failover server.

In another embodiment of the invention, an apparatus
to provide client session failover, includes: a client; a
first server configqured to provide a security assertion to
the client; and a failover server configured to re-
establish a session with a client based upon the security
assertion.

Other embodiments of the invention include, but are
not limited to, the various embodiments described below.

These and other features of an embodiment of the
present invention will be readily apparent to persons of
ordinary skill in the art upon reading the entirety of this
disclosure, which includes the accompanying drawings and

claims.



the server 20 then fails, then the client can re-establish a session with

. anot her server (e.g., server 25) which has a trust relationship with the
server 20. 7 The client 15 and servers 20 and 25 include known conponents
(e.g., processors and software) to permt the client to conmunicate with
the server 20 and 25 and perform authentication and request/response
operations, and to permt the servers 20 and 25 to establish a trust

rel ationship 30. In an enbodi nent of the invention, a method to provide
client session failover includes the follow ng steps. Step (100) invol ves

t he aut hept}catdrQRRPEriNE o rERt DRy TiE@st he server application (or server)
20. AuthenTTTznﬁanﬂj;—requrreg—prror*ro the initial session establishment.
As known to t@q@gégkig%gg %&ﬁgpgiﬁ{ Bmayiﬂgﬁghggg%qgj s the process of

identifying an i'ndivi 0 is uUsing the client 15). Authentication is

usual 'y bgﬁ@@ka%ieﬂgswta%uﬁﬁdt%?\gggg,b uqengﬁglyfé&sw es that the

i ndi vidual 1s who or she clalns t says nothing about the access

rights of sthgd Bl Yboualan PRod! $L150AMNSL L 1dA058 SKiddilai 0 the art, a

session is a series of interactions between two comrunication end points

t hat occupeflifd RYat Rer SPaR0Le Ayt MRk goGONNection. Typically, one end point
requests a connection with another specified end point and if that end
point replies @mgheei NG d Q& LhScE UNREENOM 1118208y POihokiaks turns _
exchangi ng commands and data ("talKing to each ot%er"). The session begins
when the goriGihOR tSust re®atadldnihedelediPtsRroggds, and term nates when the
connection is ended. In response to a successful authentication, the server
application 2Gigakdr 5si Pt B1dck atidlgrsfRs sl NiktrakeRg adKbrhegecuri ty assertion,
as shown in step (200). The local session is typically the M hash of a
random y genryatede Studiarshi B whiHh Db gUSNSS BaBuden idesyeed, This token is
then used by the server 20 as an index into its session nanager on
subsequent calls by the client. The security assertion is typically based
upon the Security Assertion Markup Language (SAM.), which is an XM



based schema definitions and protocols for transmitting security
informati on. SAM. defines nmechani sns to exchange aut henti cati on,

aut hori zation and attri bute information, allow ng single sign-on
capabilities for Wb applications and services. Steps 300 and 400 depi ct
the normal standard request/response nodel of the client/server
application. The | ocal session token is comrunicated to the server 20 in
each request by the client 15 (step 300). The | ocal session token acts as
the session identifier for the client 15 and is used to nmaintain the

sessi on begwRerkrR pilstRMpT AN o BREMSHRED BMBOD ARl €, in a web browser
environnent, the 9 TOKen IS typicallTy a cooki e. The server 20 responds to

requests nade by theqebéLiftitn ht&ih, 400herdid peifal| ad@ihy the server
20, the client request will either tine-out or fail (step 500), at which

poi nt theagki gRdviliadM bhicH RN eRbHETEY Jf0 cBfpSHUHtEh aBlapESssi on Wi t h anot her
server by presenting its security assertion acquired in step (200). The
client 15methbddTeke® Bréefies! thorsudriiuna¥est SRR o@NEmbdtEneaeyrity
assertion is included in the request (step 600). (The client 15 wl|
typi cal | y obetin erteAtignr ednel tRil e liacahé orelefvahai hrowariiserver 25 that
the request 600 is sent to. Additionally, there can be nore than one
fail-over reesyeize), hbweeet hanhati &n derddidinyet &f tthat bAavendite ekhent 15 is
not sending a session token to a failover server. Instead, the client 15 is
sendi ng t be sesdtriicky asSeit 0OAel Or el equelsd dpectiiecf@edadver, server. The
security assertion permts the failover server 25 to detect that there is a
fail over sirtwith @thandapgratatiibe §pdtdeamser metetioty, 2bmpbmertds,att enpt to
establish a new | ocal session with the particular client 15. Fail over
server 25matétialali gatest enddeeuthd ylikeserIn arrthardiestadddssh a new | ocal
sessi on context based upon the security assertion contents (step 700). The
well-known structures, materials, or operations are not

shown or described in detail to avoid obscuring aspects of

embodiments the invention.

Figure 1 is a block diagram illustrating the
interactions that would take place before and after a
server failover and how a client session is preserved
before and after the server failover. In an embodiment,
the system 10 uses the trusted security assertions that are
stored on a client 15 to re-establish a session with a
server(s) in the event of a fail-over. For example, if the
client 15 has established a session with a server 20 and
the server 20 then fails, then the client can re-establish
a session with another server (e.g., server 25) which has a

trust relationship with the server 20.



100 failover server 25 will validate the security assertion by typically
| ooking at the contents of the security assertion. The security assertions
would mnimally, verify the authenticated identity of the user by including
such paranmeters as a nane identifier, nethod of authentication, validity
period, and signature of the user. A nanme identifier identifies the
particul ar user of the client 15, and a user signature is the digital
signature of the user of client 15. A nethod of authentication indicates
how an aut hentication was nade (e.g., by use of a user nane and password,
and/or the |ik@e cAi¥atirh hapseivdkd ndi gak e howihasoddat a security
assertion is valid. A security assertion created by a server typically
expires atb@poren@isVed.d Mprdeekoslrd &nddsof2wd¥Yr $o PEMMIAANHeOr ONe week) .
Additionally, the security assertions could contain session context
i nformati eniée: Go, cohRPpidideCaith it Beriér t4® ahar pb odnd peeEbahi zed obj ect
or binary encoding. The security assertions would be obtained by the client
15 upon sesthdertieatabh i ferbuase/ idwanspdatattishsy &id hker a push or pul |
mechani snms on tine-based intervals or as the session information changes.
In step (BEMit the servwefs 29 arRAAES aor espapsist @ thesel i ent 15, where the
response includes a new | ocal session 11 token for use in future
comruni cakebaisionishhipt bt server 25. In addition, in step (800) the server
25 will include in the response to the client 15 a new security assertion
40 for use by Irhencekrnesdinkmti nfttiee ewmenhtbord utaumethad | topepvsde uati on. I n
Figure 1, although the client 15 is shown to failover to the server 25, the
client magléérso skaslion ofailypverhenclieiesethé hixilllowsing $trerst. r 8kepi onship 30
with the server 20. As nentioned above, an enbodi nent of the invention
relies on(i6@ pmyodstsbilieslamehenoicaribnust thel aflienshiPp t80thet ween servers
in the failover environnment. In one exanple, this would anmount to the
shari ng obekess pyprlafatimt i(om fervalilgi2fal | Jutdieghiingtidre i@sserti ons. The
trust relationship 30 permts the failover server to consune a security
asserti onreq@atregaprperevioudleyinkeledebyion sababdishmarnte t Aast rel ati onship
30. Various known nethods can be used to create the trust relationship 30)
For exanpkeovwrFitguthoPe shuvded hmttisd ars. extisintdgabien uist thel ati onship 30
bet ween servers 20 and 25 by use of out-of-band comunication (i.e.,
requests PreeRsE2of id¢enteifvdpng am)indiyadpal | other isenydrg Mher ecei ves a client
request 900 fromthe client 15 after the server 20 fails (see also step 600
i n Fi gur eclientTi) ¢l i Mitheangdgesiomds wekallndagge ansedseirngmasserti on 905
whi ch includes an Internet Protocol (IP) address 910 of server 20. The

and password, and merely insures that the individual is who

he or she claims to be, but says nothing about the access
rights of the individual. As also known to those skilled
in the art, a session is a series of interactions between
two communication end points that occur during the span of
a single connection. Typically, one end point requests a
connection with another specified end point and if that end
point replies agreeing to the connection, the end points
take turns exchanging commands and data ("talking to each

other"). The session begins when the connection is



server 25 can recognize if the I P address 910 of server 20 is recogni zable
based upon a witten agreenent between server 20 and 25. Witten agreenents
are typically used when the server 20 and 25 are hosted and owned by
separate organi zations. The witten agreenent anounts to a busi ness
contract between two or nore entities that they will trust security
assertions shared anong themif they contain specific agreed to information
(e.qg., IP address or originating server, or shared secret key). Figure 3
snows another nethod to establish a trust relationship 30 between servers
20 and 25chyapsesnel BKIpd@HRlnas K&y ddihiAgt&4IGiHEnE L he ASorHARWAHO those
skilled in the art, PKI enables users of a basically unsecured public
network, sdcbn@sgthe Internet, to securely and privately exchange data and
noney through the use of a public and a private cryptographic key pair that

i s obtained anth sRapefsé WOUIRuacESdshiedu b MOrdaleY on Thend e r key
infrastructure provides for a digital certificate that can identify an 13

i ndi vi duabkpplicHti®hgdani Zedurs 86¢h di Nechor Ye SEI0H €8%eh Nald @an store and,
when necessary, revoke the certificates. The server 20 can sign a security
asserti ons8b@riy useecotich dia@l bRbwHIiGNAtYpe(BHH.. ThRefBddaaver server 25
receives a client request 960 fromthe client 15 after the server 20 fails
(see al sosssefprbQ8 kpphtgure thy. MOhaachi enta remqidest y 9éharatledi ncl ude the
security assertion 950 and the digital signature 955 which can be vali dated
(96S) by nhebémiinowhtcheinigjuedbss @Gdiebestihaddde nehbhedsokem e@st ablish a
trust relationship 30 betweens servers may be used. To avoid the increase

i N comunitbet i wredober hieadsermrre2 el mANEnAéx it o A¥eNdeioanpl oys a hybrid
approach to sessioning by using traditional server-based session nanagenent
t echni quesafagergon khbpSpssitonalbdurdynghaoehdntr.unti me operati on, and then
using the client stored security assertions when comuni cating with the new
(failover) sertter secnritie assentiof faitlvpvesllylhaskdi hpaertheerver (e. g.,
server 25) can ascertain the previous session information fromthe security
asserti onSaqerigneadseeat imwMagkvprLiygsedes ¢3aNIlon Woich hiss @ni &ML~ 14

Enbodi nents of the invention achieve various advantages. First, enbodi nents
of the inbesd @arhgpandefirdduiione aad arasecsimchorotiransmniditingr har dwar e
clustering techniques on the servers. Second, because of the hybrid

appr oach eecenigadilpdarsatofont.he SAMly edetfiioas méwhandsmante siabanghannel s) i s
not overl oaded with session context information for every client request or
server respoheticihien, dutherbodtimmesdoptthidutevénféortioaeurity i s based
upon the trust relationship established between the failover servers, and
thus the eli@hingdeesghetsimednt carrddiliiiiesn tumplebxapphiratirasor encryption
processing of the session information. Fourth, enbodi nents of the invention
scal e wel PP$otgFVWEREi cal |y and horizontally. A client can failover to any
server that has a pre-established trust relationship with the server that

i ssued the security assertion. The various engines or nodul es discussed
herein may be, for exanple, software, commands, data files, prograns, code,
nodul es, inst rikePPoAR0 #Hd ¥RA feRrict ZhE Reymal s&apAefdide suitable

mechani snms. Reference throughout this_specification to "one enbodi nent",
"an enbodFﬁ%ﬁﬁsﬁ/rﬁﬁp°%ﬁ%qﬂﬁﬂﬁﬁiEféﬁﬁb&#ﬁ§ﬁ¥ﬁsgﬁyer application.

The local session token is communicated to the server 20 in
each request by the client 15 (step 300). The local

session token acts as the session identifier for the client
15 and is used to maintain the session between a client and

a server. As an example, in a web browser environment, the



ox uxer ax featuzer stxuct ~t the enmbd~nent a cul wh i on neans tht a
part scxl bed in connects nt o~ the present ne chaxactexistxc de | east one
enbodynme the phrases "1n o is included ~n at he appearances o~ "in a
spe~~~c ion thus r t rr ox cif.iCat ~n~entyon. r, "in an E~d~nent thxughut
this spe odi nent~ en¥Y~odi ment r ous Places a sanme enb odinentrr In ~ax~ 11
re~exx~ng to th xuctuxesr ox enls nt necesSax~lY a (cul ax ~eatuxesr st
stabl e mannez in axe axt~ anY su ~uxt-~e, ~nmorer the p be Conbi ned xn maY cs
chaxactexi sti odinments. one ox nxe enb tons o~ the abo ~e~ ht of s and

nmodi gi ca Qgrep! & It@;ghbgl haercoom at itgR ge ANk Rt Iil@g%oﬁd‘seﬂ% | east sone of

the ~nent at described e , SG osuxe. ~, uxthexr ent xon may be ytal the
. ~oxegi ng rdquéstl mRak f:ytthf‘e enexat zrzux(@%epdqocg xa Conpnents o~ an a
progranned ~ integ ted enmented bY using | =cat | on speCifis leld progza~ able

i mPl using app Cesr ox conputexr bY fable | ogic dew o~ interconnected
vitsr prgra a network be w xedr cixc xaYsr ox by using Connections nmaY gate

ax nts and cl xetielyS aarhi ke betk®ReRR bYo e candnt hectfuesel essr ne ox

nore at b a PxeC~ated th , o s Can also a ~t wl| also be p a

dxawi Ngs~gWiX€sither time-out or fail (step 500), at which point the
client 15 will then attempt to establish a session with
another server by presenting its security assertion
acquired in step (200). The client 15 will make a request
to a failover server and the security assertion is included
in the request (step 600). (The client 15 will typically
be pre-configured with the location of fail-over server 25
that the request 600 is sent to. Additionally, there can
be more than one fail-over server.) Since there is a
failover situation, the client 15 is not sending a session
token to a failover server. Instead, the client 15 is
sending the security assertion in the request to the
failover server. The security assertion permits the
failover server 25 to detect that there is a failover
situation and that the failover server 25 should attempt to
establish a new local session with the particular client
15.

Failover server 25 will validate the security

assertion and establish a new local session context based

upon the security assertion contents (step 700). The

10



nts depicted 1n th el ene i npl enented in a nore separated or integrated
manner, or even renpbved or rendered as inoperable in certain cases, as is
useful in accordance with a particular application. It is also within the
scope of an enbodi nent of the present invention to inplenment a program or
code that can be stored in a machi ne-readable nediumto permt a conputer
to performany of the nmethods descri bed above. Additionally, the signal
arrows in the draw ngs/Figures are considered as exenplary and are not
limting, unless otherw se specifically noted. Furthernore, the term"or"

as used i ealilboefish@3UBE SL1196ACE@Ad Y thit sodes dyo aBB8R: {ANGyor " unl ess
ot herwi se indicated. Conbinations of conponents or steps wll "al so be

consi der ed @3 chei NA AR KY. a elee cbRESAMPOIRTY¥hé Ssdqgegen as rendering the
ability to separate or conbine is unclear. As used in the description

herei n andskBEeUGhOUlrnbhge &h@ityB abBatt fdlsl Q¥L1d Aninimd@Niy, aRdigyhe” incl udes
plural references unless the context clearly dictates otherw se. Al so, as

used in t hdedesehddiiicaRefel @it idpdot HRUGREUt LY hthQhaiAg ddwd fol low, the

meani ng of "in" includes "in" and
parameters as a name identifier, method of authentication,
validity period, and signature of the user. A name
identifier identifies the particular user of the client 15,
and a user signature is the digital signature of the user
of client 15. A method of authentication indicates how an
authentication was made (e.g., by use of a user name and
password, and/or the like). A validity period indicates
how long that a security assertion is wvalid. A security
assertion created by a server typically expires after a
given time period (e.g., 2 hours, one day, or one week).

Additionally, the security assertions could contain

session context information (e.g., shopping cart items) in
the form of a serialized object or binary encoding. The
security assertions would be obtained by the client 15 upon
session establishment and then updated using either a push

or pull mechanisms on time-based intervals or as the

session information changes.

In step (B800), the server 25 sends a response to the

client 15, where the response includes a new local session

11



"on" unless the context clearly dictates otherw se. 17 It is also noted
that the various functions, variables, or other paraneters shown in the
drawi ngs and di scussed in the text have been given particul ar names for

pur poses of identification. However, the function nanes, variable names, or
ot her paraneter names are only provided as sone possible exanples to
identify the functions, variables, or other paraneters. Qher function
nanes, variable nanes, or paraneter nanmes nay be used to identify the
functions, variables, or paraneters shown in the draw ngs and di scussed in

the text. t¥¥dd &dchesor a5 eu-BVEMi chasoean tdesgsd hed-Jaeresn with
reference to particular enbodi nents thereof, a latitude of nodification,

various changesitabd, SUDSdepUt(BONS el skbv@ndad wii D1 t e fkegai ng
di sclosures, and it will be appreciated that in sonme instances sone

features ohe thepbR¥entsd Ahench ke 19MRl A¥RAsaMiioyt a fs&HiESRENdI Ng use of
ot her features wi thout departing fromthe scope and spirit of the invention

as set fofsh.usEhepetns es1i@aRy150M friheabi@ons d8%thee nBda -eeadapt a
particular situation or nmaterial to the essential scope and spirit of the

present isiamdioen. It is intended that the invention not be limted to the
particul ar enbodi nent disclosed as the 18 best node contenpl ated for
carrying out this invention, but that the invention will include all
enbodi ments and equivalents falling within the scope of the appended
clains. 19 ChoAFMBuIHAT, SthbddHVERel Slient 15 is shown to

failover to the server 25, the client may also fail to any

other server that has a trust relationship 30 with the

server 20.

As mentioned above, an embodiment of the invention
relies on the pre-establishment of a trust relationship 30
between servers in the failover environment. In one
example, this would amount to the sharing of keying
information for digitally signing the assertions. The
trust relationship 30 permits the failover server to
consume a security assertion that was previously created by

a server in the trust relationship 30.

Various known methods can be used to create the trust
relationship 30. For example, Figure 2 shows a method to
establish a trust relationship 30 between servers 20 and 25

by use of out-of-band communication (i.e., requests from

12



1. R nethod to provide client session failover, the method conpri sing:
using a security assertion to re-establish a session with a client to
permt the client to failover to a failover server. 2. The nmethod of claim
1, further conprising: establishing a trust relationship between a first
server that issues the security assertion and the fail over server. 3. The
met hod of claim1, wherein the client perforns failover to the fail over
server in response to a failure of a first server that issues the security
assertion. 4. The nethod of claim11, further conprising: validating the

security ggsesfipn BEf Or eryee rgsi R SRroesessiQRWED 4 R sehitent to permit

the client to failover to a failover server. 20
request 900 from the client 15 after the server 20 fails
(see also step 600 in Figure 1). The client request 900
will include a security assertion 905 which includes an
Internet Protocol (IP) address 910 of server 20. The
server 25 can recognize if the IP address 910 of server 20
is recognizable based upon a written agreement between
server 20 and 25. Written agreements are typically used
when the server 20 and 25 are hosted and owned by separate
organizations. The written agreement amounts to a business
contract between two or more entities that they will trust
security assertions shared among them if they contain

specific agreed to information (e.g., IP address or

originating server, or shared secret key).

Figure 3 shows another method to establish a trust
relationship 30 between servers 20 and 25 by use of PKI
(public key infrastructure). As known to those skilled in
the art, PKI enables users of a basically unsecured public
network, such as the Internet, to securely and privately
exchange data and money through the use of a public and a
private cryptographic key pair that is obtained and shared
through a trusted authority. The public key infrastructure

provides for a digital certificate that can identify an

13



5. "An apparatus to provide client session failover, the apparatus
conprising: a client; a first server configured to provide a security
assertion to the client; and a failover server configured to re-establish a
session with a client based upon the security assertion. 6. The apparatus
of claimb5, wherein the first server and the failover server have a trust
rel ati onship. 7. The apparatus of claimb5, wherein the client perforns
failover to the failover server in response to a failure of the first
server that issues the security assertion. 8. The apparatus of claimb5,

wher ei n t hgaf@idRvebr S8t \Wgakaki dalfanting: S&aWyt ¥e AeSaId k@Rt bef ore
re-establish a session with the client to permt the client to failover to

a failovecagestife afld, ARt RREet SaMBT FeboRe fiald QuetiSRIMRs .10 re-establish
a client session, the nmethod conprising: issuing, by a first server, a
security asserijeOBekPef 20 can sign a security assertion 950 by use

of a digital signature 955. The failover server 25

receives a client request 960 from the client 15 after the

server 20 fails (see also step 600 in Figure 1). The

client request 960 will include the security assertion 950

and the digital signature 955 which can be validated (965)

by the failover server 25.

Other suitable methods to establish a trust

relationship 30 betweens servers may be used.

To avoid the increase in communication overhead, an
embodiment of the invention employs a hybrid approach to
sessioning by using traditional server-based session
management techniques (e.g., HttpSession) during normal
runtime operation, and then using the client stored
security assertions when communicating with the new
(failover) servers in the event of failover. The failover
server (e.g., server 25) can ascertain the previous session
information from the security assertion and create a new

server-based session for the client.

14



client and establishing a session with client; and 21  validating the
security assertion to re-establish a session with the client to permt the
client to failover. 10. A nethod to permt a client to failover to another
server, the nethod conprising: receiving a security assertion and
establishing a session with a server; and in response to a failure by the
server, sending a request including the security assertion to a second
server to re-establish the session with the second server. 22 .A; .AN.A
A (I.ANL.An Y. A s. A LA LA s. A3s. AuL. ANs. Aa" . A. AL. A(s. ANf| . Aas. AL(

A L.A (945<= “ﬁmﬂod&QQLKéBE?Q%e invention achieve variou
zupkfa\vqca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]ca]caU]ca]ca]ca

1 ca] ca] cahgalctResRa Bl £s@ Wh€s8iments of the invention do not
require database synchronization, or hardware clustering
techniques on the servers. Second, because of the hybrid
approach of embodiments of the invention, the communication
channel (s) is not overloaded with session context
information for every client request or server response.
Third, in embodiments of the invention, security is based
upon the trust relationship established between the
failover servers, and thus the client does not need to deal
with complex signature or encryption processing of the
session information. Fourth, embodiments of the invention
scale well both vertically and horizontally. A client can
failover to any server that has a pre-established trust
relationship with the server that issued the security

assertion.

The various engines or modules discussed herein may
be, for example, software, commands, data files, programs,
code, modules, instructions, or the 1like, and may also

include suitable mechanisms.

Reference throughout this specification to “one

embodiment”, “an embodiment”, or “a specific embodiment”
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dEmbC! 9- 10%& () - F10%& ()-S: 10%& () - 10%& ()-1 :10%& ()-yl0%& () -
BSUdEMbC! s& 109%&' () - 10%& () -s- 10%& () - 10%& ()- 10%& ()-,

10%& () - LAEMDC! y2 109%8&' () - s010%& () - . &10%&' () -, 10%& ()-s*10%& () - (10%
b& ()-SbCls' 10%& ()- 10%& ()-m0%& ()-10%& ()- 10b 10b
10b9s10%é& () - EdJE:/ 10b

1009 109%&' () - 310%& () - @0%& ()-L10%& ()- Y10%& ()-f10%& ()-WKY:/ 10b
3810908 ()imp@AXUR (h- b AOUOGebh 2 Yod QUL £ I o HEQERL Y 2 S TAYER! () - 10D
rd:/ 10b 10968 () - 109& ()- 1096& ()-10@@%f()-

S10%0& () <%tAYEBndvea Br- fndered as inoperable in certain cases, as

is useful in accordance with a particular application.

It is also within the scope of an embodiment of the
present invention to implement a program or code that can
be stored in a machine-readable medium to permit a computer

to perform any of the methods described above.

Additionally, the signal arrows in the
drawings/Figures are considered as exemplary and are not
limiting, unless otherwise specifically noted.

Furthermore, the term “or” as used in this disclosure is
generally intended to mean “and/or” unless otherwise
indicated. Combinations of components or steps will also
be considered as being noted, where terminology is foreseen

as rendering the ability to separate or combine is unclear.

As used in the description herein and throughout the
claims that follow, “a”, “an”, and “the” includes plural
references unless the context clearly dictates otherwise.
Also, as used in the description herein and throughout the

r”

claims that follow, the meaning of “in” includes “in” and

“on” unless the context clearly dictates otherwise.
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It is also noted that the various functions,

variables, or other parameters shown in the drawings and

discussed in the text have been given particular names for

purposes of identification. However, the function names,

variable names, or other parameter names are only provided

as some possible examples to identify the functions,

variables, or other parameters. Other function names,

variable names, or parameter names may be used to identify

the functions, variables, or parameters shown in the

drawings and discussed in the text.

While the present invention has been described herein
with reference to particular embodiments thereof, a
latitude of modification, various changes and substitutions
are intended in the foregoing disclosures, and it will be
appreciated that in some instances some features of the
invention will be employed without a corresponding use of
other features without departing from the scope and spirit
of the invention as set forth. Therefore, many
modifications may be made to adapt a particular situation
or material to the essential scope and spirit of the
present invention. It is intended that the invention not

be limited to the particular embodiment disclosed as the
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best mode contemplated for carrying out this invention, but
that the invention will include all embodiments and
equivalents falling within the scope of the appended

claims.
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1. A method to provide client session failover, the
method comprising:

using a security assertion to re-establish a session
with a client to permit the client to failover to a

failover server.

2. The method of claim 1, further comprising:
establishing a trust relationship between a first
server that issues the security assertion and the failover

server.

3. The method of claim 1, wherein the client performs
failover to the failover server in response to a failure of

a first server that issues the security assertion.

4, The method of claim 1, further comprising:
validating the security assertion before re-
establish a session with the client to permit the client to

failover to a failover server.
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a client;

a first server configured to provide a security

assertion to the client; and
a failover server configured to re-establish a session

with a client based upon the security assertion.

6. The apparatus of claim 5, wherein the first server and

the failover server have a trust relationship.

7. The apparatus of claim 5, wherein the client performs
failover to the failover server in response to a failure of

the first server that issues the security assertion.

8. The apparatus of claim 5, wherein the failover server
validates the security assertion before re-establish a
session with the client to permit the client to failover to

a failover server.

9. A method to permit a failover server to re-establish a
client session, the method comprising:
issuing, by a first server, a security assertion to a

client and establishing a session with client; and
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session with a server; and
in response to a failure by the server, sending a
request including the security assertion to a second server

to re-establish the session with the second server.
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