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The present invention relates to a knowl prodrug useful in Antibody \
Directed Enzyme Prodrug Therapy (ADEPT) in a new highly purihfledfford
and a new salt of the 5 prodr | conpositions thereof and¥%
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The present invention relates to a data communications system, and in
particular to the control of access by users to copies of digitally encoded data. it
5 is applicable, for example, to the control of data muiticast on the internet.
Multicasting routing techniques have been developed to aliow multiple
copies of a data item to be distributed efficiently to a large number of end users.
However, for such techniques to be exploited commercially, it necessary to control
selectively access by users to the data. For example, in an application in which
10 selected stock market prices are multicast via the internet to subscribers, it is
necessary to ensure that the data is accessed only by users who have paid the
relevant subscription. This might be achieved by encrypting the data and only
releasing the relevant key to the user in return for the subscription payment.
However, whenever one user’s subscription expires, after a fixed length of time or
15 after a predetermined quantity of data has been received, it would be necessary to
change the key for all the users, in order to exclude the one user. In such a
situation, the traffic associated with key distribution becomes a significant
operating overhead, and may even exceed the traffic for the data itself.
According to a first aspect of the present invention, there is provided a
20 method of distributing digitially eﬁcoded data, comprising
dividing said data into a multiplicity of frames,
encrypting said frames,
distributing multiple copies of the said data frames to a multiplicity of
users,
25 communicating a seed value for key generation to respective secure
modules located at each of the multiplicity of users,
decoding the data frames at respective users using keys derived from the
seed value communicated to the secure module,
passing a control message to the secure module at a selected one or more
30 of the muitiplicity of users,
at the or each selected user, in response to the said control message,
controlling the availability of keys generated from the said seed value, thereby

selectively controlling access by the users to the said data.
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becone posscdise byyuseheto dawpwitout imposing heavy communication overheads. This

is achieved by dividing the data item into frames, individually encrypting the

frames with a series of keys, and using a controlled secure module at the customer

location to generate the corresponding series of keys required to decrypt the

10 received data. The secure module is controlled to limlt the availability of the keys.
For exampie, an intial set-up message to the secure module may instruct it only to
generate a limited number of keys, say one hundred. If the u;s_er subsequently pays
to extend their subscription, then a further control message may be sent to the
secure module to allow the generation of further keys from the existing seed value

15 The invention includes, but is not limited to, data communications systems
in which the frames or “ADU’s" are communicated over, e.g., a federated public
data network such as the Internet. It also encompasses systems in which the step
of communicating ADU’s is carried out, e.g., by physically distributing a data
carrier such as a CD-ROM containing the ADU’s. The data on the distribution

20 medium may be separated into frames each with a sequence number and each
encrypted with a different key. During reading of data from the data carrier the
securme module would generate keys, and this may be done off-line. An on-line
connection may still be required, e.g. in order to request a receipt and for
transmission of a response to such a request.

25 Although the invention is suitable for use in a multicast data
communications network, it is also applicable in a wide range of other contexts,
wherever it is necessary control access to a widely distributed data items.
Possible applications include multicast audio/video streams for Video-on-Demand,
network radio or surveillance; controlling access to the contents of CD ROMS or

30 other storage media carrying software or muitimedia data; controlling access to a
set of vouchers giving access to other services; a multicast stream of messages
such as stock prices, communications network prices, electricity prices, network
management messages, news items, portfolio information, team briefings,

standards documents, academic papers, magazines, product reviews, black lists,
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Preferably a control field is distributed to each of the multiplicity of users,
10 and the secure module is arranged to enable decryption of a respective frame only
when the said control field has been passed to the secure module. Preferably the
said control message for modifying the avallablllty of keys is communicated to the
secure module in the said control field.
These preferred features of the invention, make it more difficult for the
15 user to circumvent the control exercised through the key generation system. By
passing a control control field to the secure module with each frame, and only
allowing decryption when the control field is received they protect against
interruption of the control channel to the secure module.
Prefera.bly, each data frame includes a frame identity field, and each key
20 generated by the secure module is specific to one frame identified by the said field.
As is further discussed below, the security of the system is further
enhanced by including a frame identity field, and making the process of decryption
dependent on the frame identity. |
The method may include generating and storing a receipt for each frame
25 decrypted by the user. The use of receipts generated in this manner is described
and claimed in the present applicant’s co-pending British Patent Application
number 8726934.4, filed 19.12.97, Agent’s reference A25546. The contents of
that earlier application are incorporated herein by reference.
The user may receive and process the data frames using an appropriate
30 terminal such as a personal computer or any other appropriate device, such as, for
example, a Java-enabled mobile cellular telephone. The secure module provides a
region in the customer terminal which is effectively under the control of the data
provider, and which is not readily accessible to the customer. The secure module

may simply be a software module which executes a cryptographic algorithm. This
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might be implemented, for example, as a Java program distributed by the operator
of the remote data source as part of the process of setting up a session. To
provide still higher levels of security, it is preferred that the secure module should
include a dedicated processor and store located, optionally but not necessarily,

5 within a physically secure housing. Examples of such secure modules include
smartcard structures, and cryptographic PC cards.

When the secure module has only a relatively low processing power, as
may be the case, for example, when it is a smartcard, then preferably that module
is required simply to output the different respective keys. Other processes running

10 in the main part of the customer terminal are then responsible for decrypting the
data frames. Alternatively, when the secure module has more processing power,
as when, for example, a cryptographic co-processor card is used, then preferably
the encrypted data frames are passed .to the secure module and the module
generates the respective keys, decrypts the frames, and passes the decrypted

15 frames out, for example, to an application program running on the customer
terminal.

Preferably the control message is distributed with a data frame to the
multiplicity of users, a user identity field identifying a selegted user or group of
users is included in the control message, and the control message is acted on only

20 by the user or group of users identified by the said user identity field. The contro!
message may include a stop flag and a contact sender flag. For example, the
contact sender flag might be used to initiate a remote procedure call from the
customer terminal to the data source, allowing a new key generation policy to be
communicated to the términal.

25 The method may include applying digital watermarks, that is different
characteristic variations to data decrypted at different respective customer
terminals. This serves to make possible the detection of fraud by coliusion, for
example by one customer forwarding key values or decrypted data to another
customer.

30 According to a second aspect of the present invention, there is provided a
data communications system comprising

a} a remote data source arranged to output a plurality of frames;

b} encryption means for encrypting the plurality of frames with different
respective keys;
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means comprising:
an interface for receiving control messages; and
10 control means responsive to the said control messages and arranged to
control the availabiitiy to the user of keys generated from the seed value;
and
g) decryption means connected to the key generator and arranged to
decrypt the data frames received at the customer terminal from the
15 communications channel.

According to another aspect of the present invention, there is provided a
method of distributing digitially encoded data, comprising

a) dividing said data into a'multiplicity of frames,

b) encrypting said frames,

20 ¢} marking frames with a frame type field

d) communicating said data frames to a user

d) communicating a seed value for key generation to the user

€) decoding the data frames at the users using keys derived from the seed
value |

25 f} generating and storing receipts for said data frames, said frames
including frame type data from the frame type field.

The invention also encompasses customer terminals and data servers
adapted to implement the invention in any of its aspects. It also encompasses
methods and systems in which data is sourced from a plurality of different data

30 sources.
Systems embodying the present invention will now be described in further

detail, by way of example only, with reference to the accompanying drawings in
which:
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reconstitu |y before use as an ADEPT conponent_preferably with
a sterile f}fﬁﬁi’%ﬁ 15 According to anot her aspec‘f FB’W@ﬁ?r esent
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presence of H tigure 4 is a flow diagram showing in further detail the verification phase;

Figure 5 is a flow diagram showing in further detail the initialisation phase;

Figure 6 is a flow diagram showing in further detail the received/decrypt

10 phase;
Figure 7 is a flow diagram showing in further detail the receipt phase;
Figure 8 shows the software architecture of the customer terminal;
Figure 9 shows the software architecture of t'he data server;
Figures 10a and 10b shows the structure of a data frame;

15 Figure 11 shows message flows in the data communications system;

Figure 12 shows the network of an alternative embodiment

As shown in Figure 1, a data communications system includes a data

server 1 (“sender’s machine”) connected to a number of customer terminals 2 via
20 a data communications network 3. Although for ease of illustration only a few

customer terminals are shown, in practice the data server 1 may communicate

simultaneously with many terminals. in the present example, the data

communications network 3 is the public Internet. The sub-networks and the

associated routers connecting the data server to the customer terminals support IP
25 ({Internet Protocol) multicasting.

In the present example, the data server 1 is a video server. The data
server reads a video data stream from a mass storage device and compresses the
data using an appropriate compression algorithm such as MPEG 2. An encryption
module in the data server 1 then divides the compressed video data stream into

30 frames. For example each frame may comprise data corresponding to one minute
of the video signal. An encryption algorithm, such as that described in further
detail below, then encrypts the frames of data. A common encryption algorithm is
used for all of the frames in one session. However, a sequence of keys is used,

with a different key for each successive frame.
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For example, in the case of video-on-demand, the user might select program

material, in response to which the server identifies the number of keys required to

decrpt all the frames in the programme, and the cost of the programme. In return

for payment from the user, the server sends the seed value for the key, together

10 with a control instruction for the secure module to generate the required number,

e.g. one hundred, of the kéys. The keys may be passed out to the main processor

of the customer terminal to allow the data to be decrypted. Alternatively, the

secure module itself may carry out the step of decryption. In either case, the

secure module stores a record of the keys generated. This record may comprise,

15 for example, a count of the total humber of keys issued in the course of a session,
together with a session ID and a record of the time of the session.

During the course of the session, control signals may be sent to modify

the access rights of the customer. For example, the user might choose to quit a

program at an early stage and to gain a refund. This is effected by transmitting

20 from the data server a data frame which contains, in addition to the data itself, a

control message including the identity of the particular customer or group of

customers whose access rights are to be modified. The control message may

include a simple “stop” flag which, when set causes the secure module to cease

releasing keys. Possible formats for the communication of contro! signals are

25 discussed in further detail below with respect to Figures 10A and 10B. Conversely,

the user might choose to view additional programme material, in which case a

control message may be sent to the secure module to increase the number of keys

to be generated e.g. from 100 to 200. Other changes in status are also possible.

The frames may include a meta-data field which may be used to distinguish, for

30 example, between different classes of subscriber. For example, subscribers might

be divided into gold, silver and bronze classes, with gold users having access to

data frames having meta-data values m1, m2 or m3, silver users having access to

m1 or m2, and bronze users having access to m1 only. In return for payment

during the course of a session, the user might upgrade their subscription e.g. from
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data values. The change is effected by the data server transmitting a control
message to the secure module mandating key generation for m2 frames in addition

5 tom1 frames. '

Each data frame or ADU may be sent with a frame type that allows the
frames to be receipted or controlled in different ways. For example, a user may
pay to watch an hour’s worth of a video stream, but with adverts and credits not
counting within that hour. Each frame in this case includes a type, that may be

10 signed or encrypted, with another key sequence, that identifies the frame as
relating to chargeable or non-chargeable data. An advertiser may pay for the
network transmission cost of, e.g. adverts, on condition that the user returns their -
receipt. This mechanism may also be uéed in systems of the type where a user is
paid to receive advertisements. '

15 Prior to commencing a session, a customer terminal 3 may bhave
contracted with the operator of the data network 2 for a quality of service (QoS)
which requires a specified minimum number of frames to be delivered "per unit
time. If subsequently, congestion in the network 2 causes the rate of frame
delivery to fall below that specified in the contract, then the customer terminal 3

20 request from the data server 1 a refund of charges for the session. To validate
this request, the data server 1 requests from the secure module 4 a “receipt”.
This receipt includes the data recorded in the data store and so provides a tamper-
proof indication of the number of frames decrypted and made available to the -
customer in the course of a specified session.

25 Figure 2 shows the principal functional components of the customer
terminal relevant to the present invention. A network interface 22 communicates
data frames to and from the data network. The data frames pass from the
interface 22 to a secure module 23. The Secure module 23 has sub modules
comprising a decryption module D a key generation module K and a secure store S.

30 The key generation module passes a series of keys to the decryption module which
decrypts a series of data frames received from the interface 22 and passes these
to an application layer module 24. This carries out further processing and passes
the resulting data to an output device, which in this example is a video display unit

VDU 25. In a preferred implementation, the interface 22 may be embodied in
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Alternatively, the secure module may be embodied by a PCl cryptographic co-
processor card such as that available commercially from {BM.

Figure 8 illustrates a software architecture for the customer terminal. The
application layer on the terminal is supported by a decrypting data channel which
in turn overlies a data channel layer connected e.g. to a network. The decrypting
data channel has associated with a decrypter moduie. This decrypter module calls
resources in a secure module {shown within dashed box} comprising a receipting
key generator a key generator, and a receipt store. It will be understood that this
architecture is given by way of example only, and alternatives are possible within
the scope of the invention., For example, the receipt store may be outside the
secure module.

Figure 9 shows a corresponding architecture for a data server. This
comprises the sender, the encrypting data channel, the encrypter and the key
generator, _ |

Figure 3 shows the main phases in the operation of the system described
above. In phase P1, the server verifies that the secure module in the customer
terminal is trustworthy and has a recognised identity. In phase P2 the secure
module is initialised to decode data for a particular session. In phase P3 the data
is transmitted and decryption carried out . During this phase a control message
may be sent to the control module, for example to modify the number of frames
which the user is allowed access to. In stage P4, which is optional, a receipt is
generated. These phases will now be described in further detail.

When the secure module is, for example, a smartcard, then that smartcard
is issued by the manufacturer with a unique public/private key pair. This key pair
may be certified by a trusted third party. In phase P1, the server carries out steps
to confirm that the smartcard does indeed come from a trusted supplier. The steps
of phase P1 are shown in figure 4. In step S1 the server generates a random
string. In step S2, the server sends the random string via the data network to the

customer terminal. In step S3, the random data string is passed to the secure
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5 communications network to the server In step S7 the server verifies the signed
random string.

As shown in Figure 5, to set up the secure module to decode data in a
particular session, the server first g_enerétes {sB1) a seed value for use with an
appropriate pseudo-random or chaotic function to generate a series of keys. It also

10 generates a session key {s52). The server encrypts the seed value and a maximum
number of keys to be generated using the secure module’s public key (s3). It then
transmits the encrypted seed value and ma_ﬁ(imum number of keys to be generated
and the sessio.n key, to the customer terminal-(554). The client apblication passes
the seed value and session key on to the secure module (s55). The secure

15 module sets a packet counter to zero (s56) and initialises a sequence generator
with the seed value {s57). The customer terminal is then ready to receive and
decrypt data frames.

The server subsequently sends a series of frames to the client. Each
frame has a frame number (also termed herein the packet number). Each frame

20 might also have a session key transmitted with it. The sequence of steps for the
nth frame is illustrated in Figure 6. In step s61 the server sends the encrypted nth
frame to the client. The client requests the key x for frame n from the secure
module {s62). The secure module records the request (s63). The smartcard then
returns the key x to the client {s64). The client deciphers the frame using x {s65).

25 The client tests to determfne with the frame is the last of a session (s66). If not
then the steps are iterated for the n+ 1th and subsequent frames.

In setting up the session, the customer has previously negotiated an
agreement with the service provider as to the QoS level for the session. For an
application such as video on demand this level may be stringent: for exampie the

30 customer may require that no application-level frame is lost in transmission. |If
then this QoS level is not met, then the customer requests a refund from the
service provider. The request for refund might specify, for example, that there
was frame loss at a specified time into the video transmission. In processing such

a request, the server requires a receipt from the customer. As shown in Figure 7,
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in step s71 the client requests a receipt for a specified session s from the secure
module. The secure module reads the data which it recorded for that session and

generates a receipt containing that data (s72). The secure module signs the

receipt with the secure module’s private key {s73). The secure module returns the

signed receipt to the client (s74). The client in turn transmits the signed receipt to
the server (s75). The server checks the signature on the receipt using the public
key of the secure module {s76). The public key may be read from a database
stored at the server, Having verified the signature, the server can then check the
customers claim for a refund using the data contained in the receipt. This data
may show, for example, a discrepancy between the number of frames decrypted in
a session and the number transmitted by the server, thereby substantiating the
customer’s claim that a frame was lost.
Using the following notation,

signik.d) - d signed with key k (i.e. d and the signature of d with k)

encalk,d) - d encrypted asymmetrically with key k

encs(k,d) - d encrypted symmetrically with key k

the steps described above may be summarised as follows:

1. Confirming the Secure Space {D
The object here is 'to confirm that the secure space is one that the sender can
trust.
1.Sender generates a random string r (a nonce)
2.Sender sends r to receiver
3.Receiver sends r to secure space
. 4.Secure space signs r with private key s to produce
sign(s,r)
5.Secure space returns signis,r) and public key p
signed by TTP with its private key t (producing
sign(t,p)) to receiver
6.Client returns [sign(s,r), signi{t,p)ito sender
7.Sender checks sign{t,p) with TTP (either by
invoking TTP server or using cached TTP public
key)

8.Sender checks sign(s,r} with p



Found C 26.9% H 3.1% N 3.8% | 52.7% Theory: C 26.7% H 3.0% N

3.9% | S2uhn3242 PCT/GB98/03753
N-(4-[ N, N-Dbi s?Z-f odoet hyl ) am no] - phenoxycar bonyl ) -L-gl utam c ac? d di-

tertiarybutyl ester (Figure 1, conpound2) was prepared as set out bel ow
a) Preparation of N-(4-nitro-phenoxycarbonyl)-L-glutamc acid ’
(compound 1 in Figure 1) L-G@utamc acid (Figure 1,
conmpound b; 73.6 g) was suspended in 10 dichloronethane (750 m) under an

at nospher e20$etfing i B KeWi térh 36k . N, N-Di i sopropyl et hyl am ne (193.9
g) was added in one portion, chlorotrinethyl silane (135.8 g) added
over 20 niRgeedingPatast i nt ai ni ng the reaction mxture at or bel ow refl ux

(see Note The sender needs to set up the keying system so that it can generate a s&guence
5 of numbers for decoding each packet. This sequence will be some

chaotic/pseudo-random sequence.

1.Sender generates a seed value v
2.Sender generates a session key k
10 3.5ender encrypts v using secure space's public key
p producing encalp,v). _
4.,Sender sends [k,enca(p,v)] to client
5.Client sends [k,encalp,v)] to card
6.Keying system sets packet counter to zero
15 7.Keying system decyphers encalp,v) using secret
key s

8.Keying system initializes sequence generator with v

The session information may comprise:

20 Sent in plain:

Session Key
Sent encrypted:
Seed value
25 Sequence generator type
Receipt type (for non-repudiation)
Maximum number of keys to generate (for

multicast key management) .

30 In this scenario there are a limited number of sequence generators and receipts
that can be used as it is identifiers that are being sent over as part of the session
information. Alternatively a secure class loader may be implemented that allows

new sequence generators and receipts to be uploaded into the encryption system.



1). After conplete addition the reaction mxture was refluxed for 1.5 hours

t hen cool 9»90t99/3§z[1§”] C to give L-glutamc acid bis-tr igat,@ygsﬁ,hggl (TVB)

ester. 15 In a clean, dry 3L reactor under an atnosphere of
ni trogen, p-nitrophenyl chloroformpge (Figure 1, conpound a; 100.8 @)
was di ssol ved in dichloronethane (375 m) and the sol ution was cool ed

to -3C. The previously fornmed solution of L-glutamc acid bis-TM
ester was tARNYIAERACEHRSr SaSSIan SARESISTAPFRAN AMegdmERt-TheSEa DA PBY| O

10[err] C ; bt Iy L Lir .

m nut es thr?&\%%o? ggrt?lgoimg%ﬁte%o e?rd]n%mhﬁhggtemgglﬁyiefgn oP‘é d‘h"h%g"{lféf’“a\is
prepared fpeimangiedbyupseting Yhexsrbsivorioform@tion 1e48. n1 ). The

di chl orone | O r .15 m nut i.nt ai ni.ng. the .
Cerper at ur Y Spcreasihd the a3 B AR 438 o e il % RERELr o
was stirg edctite.20[err] C for 30 m nutes then allowed to settle for 30

m nutes; this gave three layers. The bottom | ayer was run off and
di scarded and product was extracted twice with nethyl isobutyl ketone

(M BK; 1008, RkeeiviBg and Decyphering Data

The sender sends a sequence of frames to the receiver, each with a frame number

10 and a session key.

1.Sender encrypts frame fn,k with frame key xn,k to
produce encs(xn,k,fn k) for frame n within session
k
15 2.8ender sends encsixn,k,fn,k) to receiver
3.Receiver requests key xn,k for frame n in session k
from keying system. '
4.Keying system records request with receipt object
(for non-repudiation) '
20 5.Keying system returns key xn,k to receiver
6.Receiver decyphers encsixn,k,fn,k) usin_g xn,k to
obtain fnk.
s
4. Generating a Receipt {for Non-repudiation)
25
1.Receiver requests receipt for session key s from
keying system
2.Keying system generates receipt for session key k,
ck.
30 3.Keying system signs ck with private key s giving
sign{s,ck)
4.Keying system returns sign(s,ck) to receiver
5.Receiver sends signis,ck) to sender

6.8ender checks sign(s,ck) against public key p of



25 m). The two organic | ayers were conbi ned, washed with saturated NaC
(250 m) and sol vent renoved under reduced pressure (bath tenp.
40[err] C) WO Y9i332a white solid. The product was di ss®CTazBIBA3ES hy |
acetate (600 m) at 40[err]C then hexane (600 nm) was added, the m xture
cooled to 20[err]Cwith stirring, stirréd over ni ght then isol ated by

filtration. The desired product 126 g (77% yield) was washed wi.th 1:1
ethyl acet at Qb3 a9stckRHoih ko b38a 87i+RE cimSO[er ] C to 30 constant
strength. dition of the

chl orot ri met r\‘}ﬂtébﬁﬁe%‘éﬂ]ses t he terrperature to rise from13 Cto
40[ err] C i 8e 2P dfifas 5 RRBS LAY

5 The sequence used for generating the keys in the above examples may be
distributed to customers terminals using HTTP (hypertext transfer protocol} as
Java code. A suitable chaotic function is:

Xna1 = 40X, (1-X,)
When r=1 this function takes and generates numbers in the range O to 1. A
10 chaotic function such as this has the property that any errors in the value of x,
grow exponentially as the function is iterated. In use, the secure module uses a
higher accuracy internally than the accuracy of the key values exposed to the
client. For example the secure module may use 128-bit numbers internally and
then only return to the client the most significant 32 bits. In generating the key
15 values, the chaotic function is iterated until the error in the value returned to the
client grows bigger than the range. This then prevents the user guessing the

sequence from the values returned by the secure module.

As an alternative or additional security measure, a different function may
be used for each session. This serves to further reduce the possibility of the

20 customer predicting key values,

Figure 10A shows the format of a frame transmitted in a first

implementation of the system described above. The frame format is as follows:
1.Signature of Hash (2)
2Hashof 3,4, 5, 6
25 3.Key ID
4.Stop flag (y/n) (encrypted)
5.Contact sender flag (y/n) (eﬁcrypted)
6.Card IDs (encrypted)
7.Frame data

30 The frame is received at the network interface of a customer terminal and fields 1

to 6 are passed to the secure module. These comprise an encrypted block
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PCT/ GB95/ 0 -b -

Char act eri sa ;;9(/)3n2%f corrpound NVR (DVMsCd[err]) [err] 8. ﬁng(qu?ﬂf? 8. 25
(d, 2H); 7.4 (d, 2H); 4.07 (m 1H); 2.3ps(m 2H); 2.05 (m1lH); 1.85
(m 1H). b) Prepar ation of .

N-(4-nitro heno carbonfyg glutamc acid di-tertiarybutyl ester 5
(Corrpound tﬁm,q ﬁqrgrq) elds as weII as a key identijy. ghisdbleck fis decrypted wjthinFi gur e

1, conpounghelsetlrd nibdues i1f B 854 1b%sanbOok the sec r?%«ﬂfle W%eaogékqeg

| sobutyl ketone (24 litres) added. The resulting urr
50[err]C the secure module checks fields 4. and 5., the stop ﬂag and contact sender flag. If

the stop fiag is set then no more keys are passed out, If the contact sender flag is
5 set then the card does a remote procedure call to the sender (or the sender's
representative) and gets a new key generation policy. The secure module then,
unless instructed otherwise by the control fields, passes a key out for use in
decrypting the frame data contained in field 7. The total length of the control
fields passed to the secure module, and in particular the number of Card ID’s (field
10 6), may be variable, in which case, in addition to the fields shown, a further,
unencrypted field is included before the control fields to indicate the total length of
the control message. If the secure moduie does not receive a control field then it
ceases to release keys. In this way neither accidental loss of a control message,

nor intentional removal of such a message, can result in the customer gaining
15 unauthorised access to data.

Figure 10B shows the format of a frame transmitted in a second

implementation of the system described above. The frame format is as follows:
1.8ignature of Hash (2) {signed with sender’'s public key)
2.Hashof 3, 4, and 5
20 3.Key ID
4.Control message (encrypted)
5.Card ID(s) {encrypted)

6.Frame data

The stack passes fields 1, 2, 3, 4 and 5 into the secure module to receive the key
25 for 6. The use of this frame format.re!ies upon a probablistic approach to
controlling access. Every time a frame is sent it contains an encrypted control
message and card ID which must be passed into the secure space along with the
key ID to obtain the key. The control message may be a code representing the
command "pass out no more keys". If the card receives this and the card |D(s)
30 relate to it, it executes the command. If several users need to be excluded from a

session, then their card |Ds are rotated through different packets. In these



to effect dissolution and afterwards the solution was cooled to O-5[err]C
and concentrated sul phuric acid (700m ) added over 10 m nutes at
0- 5[ er.r] C. WOp9/33242 | sobutyl ene was condensed into a PGTIGRIBEI?SI

premar ked enpty vessel at -25[err]Cto -30[err]C and using a stream of
Argon, isobutylene was transferred to th reaction nixture over 18

mnutes at O0-5[err]C. The m xture was warned to 18-20[err] C over 2 hours
and then | ekamblessthercard 1D chastitlfesnBer usét iddSityCietd ™ deferred to in the claims )
Sodi um bi C%Ponate solution (2332 g in 27.1 litres of water) was cooled to
O-5[err]C Wrsing an ice water bath and the reaction nmixture added to it
over 20 mnutes. The m xture was stirred and warned to 18-20[err] C and
then left to staftB¥® hehews YeparessIwsniipwstineolveh it Spiting. up a segsien.

organi ¢ ph e meshs of
0. 36M *’Sﬁiﬁéﬁé’%%?ﬁ?ﬁ%@ﬁ“ 6bR A SN tinePfor bdete, 01

di ssol vi fig ferexgmple, to drasmasi Qﬁﬂdtﬂqyd'rfmgmﬁs@agehmphd@plf@lmednbﬁ @Her i tres
of water). transactions (not shown) in the course of which the customer pays for the

requested data, for example using a credit card number. Subsequently the sender
transmits a set-up message , message 2 , to a secure module proxy on the
customer machine. The control field from this set-up message is passed on to the
10 secure module itself (message 3). The field may specify, for example, the number
of keys to be generated and for which frame numbers. It may also contain the
seed value for key generation. An acknowledgement is then returned from the
secure module to the proxy (message 4) from the proxy to the sender {message 5)
and from the sender back to the application which generated the initial request
15 (message 6). The interface between the sender and the proxy, indicated by the
dashed ellipse, might be implemented, for example, using Java RMI (remote

method invocation) or, as in this case, a CORBA interface.

To ehhance the security of the system by reducing the possibility of key

values being predicted by the user, data frameé may be encrypted using two key

20 sequences instead of one. The first is for the frame encryption key as described
previously. The second sequence is for a frame identification key. Each packet
within a frame would contain at least a frame sequence number n , which may be
incremented from zero and a frame identification key i, which is generated from

the second sequence, and the data that is encrypted with a key e, generated from

25 the first sequence. To decrypt the data requires the key e, from the decryption
system. It identifies the key by supplying n and proves that it has a frame that
was encrypted with that key by.supplyin i,. To To break the sequence the
attacker can only use a limited number of keys unless he/she can break the
identification sequence from the same limited number of keys. Additional

30 protection could be provided by making the sequence generator refuse to provide

more keys if the application provides an incorrect frame identification key and,

optionally, refusing to allow the application to re-initiallize the session.



20 The organic phase is separated and then reduced on the rotary 4

evapor at or wW@od/f3yE an anber coloured oil (2334 g) conbpgirjigigniras
required pr.oduct. NVR (DMsQd[err]): [err] 7.33 (d, 2H); 8.24 (d, 2H);
5.90 (d, 1H) 4.32 (m 1H); 2.0-2.4 (m12H); 1.50 (s, 9H); 1.46 (s,
9H) . Preparation of N-(4-am no- phenoxycar bonyl) L-gl utam c-

d di-t t t Fi
To a su tz[ﬂ y PR 42 e, a0 CUREREn W el et on
car bon (2oeo@rceé e esmwiinicates deds, tof thel élw&dnélyteﬁnﬁﬁlsu't Aﬂﬁod&h Gormessener 2
(1.0 ko) acetate (5L), The agit at ensi on was cool ed

to 15[err] @”F“%W“h%’%‘@%ﬁéﬁae@%ﬁqsrﬂjeéhg‘f’" JhPra °t'°et gy includgrreamp . 1
bar) of hygHdgeBurcd8i Whatd hfiitigldSolrEdP 8FergaHeRatity éa'ia 2’6 j %s%lé’"'t& bsgfﬁﬁer nal

30 cooling (note 1). When hydrogen uptaké ceaséed th e ca yst was tered
of f and 5\/a§hfélt'% oM a per-sounsehasisl with eaeh receivesentering intarthe sstumbphase with

filtrates wage UERBCHoWebdt, ForsBidd Ao ot Qurdds, this becomes unscalable and
time-consuming. Instead, in a preferred implementation, a sequence id of any ADU
arriving at any receiver consists of two parts, the sender id and the per-sender
sequenceid. The sender id may be its IP address and port number, in which case

10 these would already be in the header of each packet. The sender id acts as an offset
to the primary seed to produce a secondary seed (e.g. by XORing it with the seed).
Thus each smart card operates as many key sequences as it hears senders, each
sequence effectively seeded from the same prfmary seed, but then offset to a
secondary seed before starting each sequence in a similar way to the pseudo-random

15 or chaotic seqences described below. '

Whenever an ADU arrives, the sender id is examined to look-up the correct
sequence, then the sequence id allows the correct key to be generated. This allows
each receiver to only pass through the set up once for all senders in a multi-sender
session.

20 The session initiator generates the primafy seed and passes it to each sender
using regular cryptograpic privacy (e.g. under the public key of each sender). Each
sender offsets the primary seed with their own id to produce their secondary seed,
which they would use to start the key seqtjence for ADUs they sent.

Any sender may take any receiver through the setup phase by passing it the

25 primary seed, assuming there is some way for any sender to establish who was an
authorised receiver (e.g. a list supplied and signed by the session initiator, or a token
the initiator gave to each receiver in return for payment, which each receiver had to
reveal to any sender).

The examples described above may be used in the context of a community of

30 interest network (COIN) or a virtual private network (VPN). In this case each source of
information would split its data into ADUs and transmit each ADU encrypted with
different keys across the COIN. The same ADU would always be transmitted with
under the same key no matter how many times it was transmitted to different parties



sodi um hydroxide (0.1 14L; specific gravity 1.59/m, 46-48% w v) nade up to

i 69
PCT/ GBoS! oYeLpass? o sereot PCTIGBIBIRTSS
then water (2x2L). The organic |layer (aggroximately 7L) was evapor at ed
under reduced pressure at 3545[errFC until the vol unme was
approxi mately 21. The agitated solution was heated to 50-55[err]C

t hen EssocNERinghe N Sopeses pf infirmationnight beudirect, suhwasrthe pardies invblved irom

Exxon the COIN or indirect such as Web servers or caches commonly accessible to all
parties within the COIN. In the indirect case, the information would be sent to the Web
server or cache with its sequence number in the clear but data encrypted. It would be

5 stored in the same encrypted form as it had been first transmitted. Only when the final
recipient accessed the Web server or cache would their smart card generate the key
for decryption and record receipt of the information. The watermarking techniques
described previously could be used if tracing of who was passing on decrypted data
was required,

10

Table 1 below list Java code for implementing a chaotic function. It

returns the next number in a sequence, or the nth number in a sequence.

The key values need not necessarily be generated by a sequence. Instead

other functions of the form k=f(seed, frame i.d.), where k is a key value, may be

15 used. For example, the binary values of the frame identity might be used to select
which of a pair of functions is used to operate on the seed value. Preferably a pair

of computationally symmetric functions are used. For examplé , right or left-
shifted XOR (exclusive OR} operations might be selected depending on whether a
binary value is 1 or 0. If we fabel these functions A and B respectively, then, e.g.,

20 frame number six , i.e. 110, has a key generated by successive operations AAB on

the seed value.

** Class to implement a chaotic sequence */

25 public class SecureSequence {

protected int segNum;
30

protected double currNum;



Chem cal Ltd, PO Box 122, 4600 Par kway, Fareham Hanpshire P0O15 7AP, UK;
note an SyabdRpeative solvent such as hexane coul d be use il st
mai ntai ni ng the tenperature at 50-55[err] C. The m xt u?é@e’r’v&\%g?/gsgo ed to
+5[err]C and filtered. The isolated solggd was washed tw ce wth a

m xture of n-butyl acetate (250 m) and Essochem Sol vent 30[err] (750 m),
pul l ed dry

Jax Claélq__ dri gd at %%}omte erature under vacuumto give 0.54 kg
of the desiréd product 2 SScurejgugngegoiect from a ngy skedr dfenation is
exot herm c. NVR of product (DVsQd[err]) [err]: 7.80 (d,1H), 6.45-6.75
(m4H), 4.95,(R$; ﬁg H, 1.7-2.0 (m2H), 1.4
(18H) pybPic Hecus sgggéﬁ”&e”pdbuble ceAndd] ¢

5 segNum = Q; S

this.currNum = currNum;

}
10
16 /** Return the next number in the sequence */
public int next () {
++segNum;
20

for (int 1 = 0; i < 20; ++i) // 20 iterations is a guess,
could use less :

25

currNum = 4 * currNum * (1 - currNum);

30 // return the most significant 32 bits of a 64 bit number

return (int) {(double)Integer.MAX VALUE * currNum);
35



15 d) Preparation of

N-(4-[ N, N-bi s(2-hydroxyet hyl ) am no] - phenoxycar bonyl ) - L- glutamc acid
di -terti arwousgsaester (Conpound 4 in Figure 1) PCT/GB98/0¥e
product fromstep c¢c) (Compound 3, 60 g) was dissolved in acetic acid (430
mM) and water (430 ml) added to give a 49 oudy sol ution. The agitated
solution was treated with ethylene oxide gas (78 g), over several
hours whil st nmaintaining the tenperature below 20 30C A solid CJerr]
condenser was, u ed to trap arplry excess gas. The m xture was allowed to

stir for a}i&gnee DhEBT CHIFER Es SRPITEFS GPPRST S tBE 13 @UBReEheck by
thin | ayer chr omat.ography. The m xture was then evaporated to dryness
under reduced pressure using a "cold finger" Buchi Rotovapor. The
resulting oil was dissolved in ethyl acetate (600 ni), washed with a
sol ution of sodi um hydrogen carbonate (25 g) in water (350 m ). The
separ at ed

public int sequenceNumber() {

return segNum;
10

15 /** Return the number in the sequence at the requested
position in

the sequence */

20

public int next(int segNum) ({

25 // if the number is too small return zero (should really be
an exception)

if (segNum <= this.segNum) return 0;
30

// iterate through the sequence to get to the right number

35 while (this.segNum != segNum)



25 organic |layer was washed twice with water (250 ml), dried over

magnesi um 39333842 fi | t er ed, t hen evaporated under redpecgpIsesssre to
an oil (77 g) containing the required product (50% strength

appr oxi mat el y) . The r2fuired product was crystallised as
foll ows. The product (57 g @82% strength) was dissolved at 40C in

ethyl acetate (3% wh)lubleekicQgl ed to 22C 30 and carbon Darko KB (5.7 g;
avai l abl e fror‘Q Ig%rrint Ug§< Ltd. Cydesm |l Place, Canbuslang

| ndustr. al -Estaete, d’a ‘d%w &32 8RF) added. The m xture was stirred for 90
m nut es, then filtered through celite, washing the cake with ethyl
acetate (57 yd). The resulting solution was

5

10
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PCT/ GB95/ 0
heated to
45 m nut es.

sel f

cool

, seeding at 35[err]C then stirring ove
was chilled to 15[err]C for 1 hour then filtered and V\BH
hexane fraction/ethyl acetate (45 rﬂ)Cﬂ-NMShexane fra

-7-
egrlgfa]zg and hexane fraction (570 nl) added at 45P‘§Bf§?3ﬂ3830ver

Once addi tion was conpbgte the sol utren—was—attowed 10

A

dryi ng at 50[err]C. 5 Wight of product 35.7 g (76% yi el d) Mel ti ng
= 91-93[err] C. NNR(DIVBOd[err]) [err]: 6.85 (d, 2H); 6.6 (d,
4 65 (Im Axppthod of distributing digitially encoded data, comprising

poi nt

2H) ;

5

10

15

20

25

30

a} dividing said data into a multiplicity of frames, -

b) encrypting said frames,

¢} distributing multiple copies of the said data frames to a multiplicity of
users,

d) communicating a seed value for key generation to respective secure
modules located at each of the multiplicity of users,

e) decoding the data frames at respective users using keys derived from
the seed value communicated to the secure module,

f} passing a control message to the secure module at a selected one or
more of the multiplicity of users,

g) at the or each selected user, in response to the said control message,
controlling the availability of keys generated from the said seed value, thereby

controlling access by the users to the said data.

2. A method according to claim 1, in which a control field is distributed to each of
the multiplicity of users, and the secure module is arranged to enable decryption of

a respective frame only when the said control field has been passed to the secure
module.

3. A method according to claim 2, in which the said control message for

modifying the availability of keys is communicated to the secure module in the said
control field.

4. A method according to any one of the preceding claims, in which each data
frame includes a frame identity field, and each key generated by the secure module

is specific to one frame identified by thé said field.

5. A method according to any one of the preceding claims, in which the step of
distributing multiple copies of the said data comprises multicasting packets of data

via a communications network to the plurality of users.



e) Preparation of

N- (4-[ N, N-WwiosgeRAszqadoet hyl ) am no] phenoxycar bonyl) - L- gl ut am pcT/GB98/637531
di-tertiarybutyl ester (Conmpound 5 in Figure 1) 10

Tri phenyl phosphi ne (32.6 g) was di ssol & in dichl oromethane (200 m) under
nitrogen, imdazole (8.4 g) added and when conplete solution is obtained -

bort1 ons i o ae aEfbring o hyZbft ot ine, sPcedb it H Wch B Fonrg
addi ti on waessagei$ distitued withc data frame to eha/\mltﬁihbwveﬂuias VELBer ideh@9M

t t h | ut f prodyct f t
i ohi or omd i Ben s syt aeh oS oui & St g ed rdeacanbobel ow

26[ err] C anesdabe, ameme eontfarhedsage ¢ tacfe@ & bhlé by theOYsdr by Gpbup! BF 'uhers
reactiop was conplete. After coollng to 5[err] 10% pot assi um i odi de

sol ution fdent ‘f(ePZWFhe)s yses ddprtitydieldst keepi ng the tenperature bel ow

10[err]C. After settling for approx 10 m nutes the | ower organic |ayer
was separated off. The solvent was renoved by evaporation and the oily
resi due di%bsd wmathod ageordingatocamt eng o0 aheriprecegingl daimsaire wiIEH thd rommsl added

to message includes a stop flag, and in response to the stop flag the generation of
keys at the or each selected user is stopped.

10
8. A method according to am) one of the preceding claims, including returning a

response signal from the secure module to the source of the control message.

9. A method according to claim 8, in which the control message includes a
16 contact sender flag, and the step of returning a response signal from the secure

module is carried out when the contact sender flag is set.

10. A method according to claim 8 or 9, including transmitting a further control

message to the user on receipt of the said response signal.

20
11. A method of operating a customer terminal in a data communications system,
the method comprising:
a) receiving at the customer terminal a multiplicity of encrypted data
frames
25 b) receiving at the customer terminal a seed value for key generation
c) passing the said seed value for key generation to a secure module
located at the customer terminal
d) generating in the secure module using the seed value keys for the
decryption of data frames;
30 e) decrypting the data frames using the said keys;
f) passing to the said secure module a control message received from a
source remote from the customer terminal; -
P

L

*



20 the mxture slowy to precipitate the tri pheny: pgosphi pel oxXi dg a][\]g 4
cafter stirgi at | east 10 m nutes the solid was filtered o an
washed” wi tw({]%.’if?bcycl ohexane/ et hyl acetate (60 m). THEPIBIBe was _
evaporated and the residue triturated iP4t ert-butyl -nethyl ether

(MIBE) (200 ml). This suspension was filtered through a silica colum (100
g) washing with . MIBE (2 x 100 m ). The conbined organics were
evaporated to gi 8 i espiwse rtedther saih contiel mefdage carintrallingsthe civiail§ifity Oofg) -

37 (1, aHYy B e, sind the Shltschucily afdferdhy chirollg scassia(tre of

EXAMPLE 2 -usPiHaRIMeGHSTdrid tefsolvaCtal ddtelReceived at the customer terminal.

5 12. A data communications system comprising
a) a remote data source arranged to output a plurality of frames;
b) encryption means for encrypting the plurality of frames with different
respective keys;
c) a communications channel arranged to distribute multiple copies of the
10 encrypted data frames ;
d) a multiplicity of customer terminals' arranged to receive from the
communications channel respective copies of the encrypted data frames:
e) é key generator located at a custo'mer terminal and programmed to
generate from a seed value keys for use in decrypting data frames: _
15 f} key control means connected to the key generator, the key control
means comprising:
an interface for receiving control messages; and
control means responsive to the said control messages and arranged to
control the availabiltiy to the user of keys generated from the seed value;
20 and '
g) decryption means connected to the key generator and arranged to

decrypt the data frames received at the customer terminal from the

communications channel.

25 13. A data communications system according to claim 12, in which the

communications channel is a packet-switched data network.

14. A customer terminal for use in a method according to any one of claims 1 to

11, the customer terminal comprising:
30 a) a data interface for connection to a data communications channel;

b) a key generator programmed to generate from a seed value keys for use

in decrypting data frames:

c) key control means connected to the key generator, the key control

\

L
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means comprising:



30 3 x 20m type 1 glass vials each containing 610ng of prodrug

and t hree WQIB3242, each containing 1 m of 2.15%V v poticBasABrsE ogen
carbonate, for final dosage form preparation. Needles (3 x 18G and

hydr ophobic filters for venting the viak8® and 3 x single use VO
96/ 20169

PCT/ GB95/ 02997 : : . . 8
ani terface for recelvma control gwleaﬁalges,

sterile 0.22micron filters for aqdeous s onsa'hdre al so included. All
materi al s nmust beostrar e@ans responsive to the said control messages and arranged to
control the availabiltly to the user of keys generated from the seed value;

and
5 d} decryption means connected to the data interface and to the key

generator and arranged to decrypt data frames received via the data interface.

15. A data server for use in method according to any one of claims 1 to 10, the
data server comprising:
10 a) a data interface for connection to a data communications channel:
b) means for outputting encrypted data frames via the data interface onto
the communications channel for receipt by a multiplicity of customer terminals;
¢) means for outputting control mesages onto a data communications
channel for controlling the operation of key generators at customer terminals.
15
16. A method according to any one of claims 1 to 11, including generating keys
from the seed value by iterated operations on the seed value by selected ones of a

plurality of predetermined functions. -

20 17. A method of decrypting data frames characterised by generating a decryption
key from a seed value by iterated operations on a seed value by selected ones of

a plurality of predetermined functions.

18. A method according to claim 16 or 17, in which the selection of the said

25 predetermined functions is determined by the value of a frame identity number.

19. A method according to any one of claims 16 to 18, in which the

predetermined functions are computationally symmetric.

30

20. A method according to claim 19 in which the said functions are left-shifted

T




in a fridge (2 - 8 degQ). These operations are preferably
to be perf er sterile conditions. No nore than 1 hour_ prior
to dosing,%ﬁgwg? of prodrug is vented with a needl e and PgT’G}W?fP‘HS%obi c
filter. Sterile 2.15% v sodi um hydrogejg carbonate (10nl) is then added
directly " through the bung via a syringe and needle. Wth the vent

still in place the vial is swirled gently to obtain a clear solution
(this will2he AoRgthad aecording tpaow)oneTht claimei'r tad 1doanel 6/tan20,i iscluding

wi t hdrawn | ; | | el filter. The filter is
t hen repl aEQ@Q’Eg ogﬁg'%ggtg R%éééeﬂgﬁc b%iag%gpégr?é{eadﬁéeérg%tﬁdta%éﬁ@ifw [GEPLFIVE kept
cool pri or cugtomgniterminalat i on. Each remaining vial is 10 prepared in an

i dentical manner at intervals of one hour to allow for exanple three
separate doses to be given 1 hour apart. Note this is used in

conbi nats o22wiAt inethosllort sifaten ABEITding to anyadiid HPthe-RB&aHIRy SigiMs Fligdisg/ah as
anti body A5F7-. car b%ﬁé%)t i dase G2 as described in i nternati onal
pat ent appPiUEality Gh' 352 38rcahFack YIRBHRY 9 ragpsctive plurality of frames.

23. A method or system according to claim 22, in which the customer terminal
receives a primary seed value common to different respective data streams from
10 the plurality of data sources, and derives from the common primary key a plurality

of different respective secondary seed values for decrypting frames from different
respective data sources.

24. A method or system according to claim 23, in which data received from
15 different data sources includes different respective source identity values, and the
respective secondary seed value is generated from the primary seed value by

modifying the primary seed value with the source identity value.

25. A method according to any one of claims 1 to 11 and 16 to 21, in which

20 each data frame includes a frame type field.

26. A method according to claim 25, including storing a receipt including data
from the frame type field.

25 27. A method of distributing digitially encoded data, comprising
a) dividing said data into a multiplicity of frames,
b) encrypting said frames,
¢) marking frames with a frame type field
d} communicating said data frames to a user
30 d) communicating a seed value for key generation to the user
e) decoding the data frames at the users using keys derived from the seed
value
f) generating and storing receipts for said data frames, said frames

including frame type data from the frame type field. —_—
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15 EXAMPLE 3 - Anti-Tumour Activity The anti -t unour
activity ofwayesyden iodide salt of N-(4-[N N PCT/GB98/03753

bi s(2-i odoet hyl ) am no] phenoxycar bonyl )-L-glutam c acid (prodrug) has been
denonstrated in the followi ng nod&?. LoVo tunour cells (10[err])
(ECACC No: 87060101) are injected subcut aneously on the flank of
athym ¢ nude m ce. Wien the tunour xenografts are 4-5 mmin 20 dianeter
F( ab')[err%ASB? CP& conjugate (as described in international patent

appl i cati o A method) 2060 dingd to)clpiat €27, Furdids, S&anmﬁ aé’éﬁ\ﬁl'uﬁfcﬁft ng

t d 500U ty/ kg F |
?nt Zr vgfe( %c r% t'?gé g‘ﬁ“‘év&ﬁ'ﬁé 2 gz??fdﬁ’f'@ ?’8"? \élﬁeafsf" ghﬂré €%0g£ment for and

cl ear fronrdgeipcbfatada ndnrspecifiedtyes, prodrug (3 X 70 no/kg) is administered

i.p. as bol us doses, hourly, over a two hour period. This
.conbi natTon of conjugate and prodrug

-
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25 causes the tunour to regress and gives tunmour growth del ays of >30
days. Only mnor effects on body wei ght and peripheral white bl ood
cel | -‘courygoasgspeen with this conbination of conju odr ug.
Conj ugat e %og/es rangi ng from 0. 25- 101/@/ kg in combinati ongeméﬁﬁm£§3 '
prodrug (3 X 50-90 ny/kg) have given'significant anti-tunmour activity in_
this nodel. Using 3 doses of prodrug over 2hr gives better
anti-tunmour activity than a single dose. 30 Based on this
anti-tunmour data a clinical dose of conjugate would be in range

0.025=1.0 ng/ kg, and nore preferably 0.5-1.0 ng/kg. Prodrug woul d be

adm nst ered once the conjugate had localised to the tunmour and
clearg@d from bl ood and normal tissues (conjugate level in plasma < 1
[err]@/ m ). Based on clinical data with the F(ab')2A5B7- CPQ2
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conj ugat e (Bagshawe, Cinical Pharnmacokinetic Concepts 27, 368, 1994) this
is likely to be after 48-96 hr f®ff12ow ng conjugate adm nistration. The
dose of prodrug woul d be adm ni stered iv as 3 bolus doses, hourly,

over a two hour period. Based on the nouse xenograft data anti -t unour
activity in patients would be expected with a total dose of 15-150 ng/kg. 5
However, standard dose escal ati on studies of prodrug would be used to

define the optinal t her apeuti c dose.
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EXAMPLE 4 - X- RAY PONDER DI FFRACTI ON X-ray powder
diffractio &@5{532\4\@5 performed on a Sienens D5000[err] 10 Diffractoneter.
Appr oxi mat el'y "1 gram of sanple (hydrogen iodide salt of N (BCT/RBR§/03753

bi s(2-i odoet hyl ) am no] phenoxycar bonyl )5‘ h%gl utamic acid in crystalline fornm
(sanpl e shoul d be in a finely gr d physical formusing a pestle and
nortar, if necessary, whilst ensuring a m ni mum of work perfornmed) was
carefully front | oaded into a standard Si enens nount and | evelled with -
the aid.of a standard gl ass m croscope slide. The sanple was spun at 30 rpm
(this 15 inproves counting statistics) and irradiated with X-rays
generated by: a 'copper long-fine focus tube' operated at 40 kV and 40
mA, wavel ength of X-rays - 1.5406 A (Angstrons). The collimated X-ray
source was passed through an 'Automatic Variable Divergence Slit' set "at

— X
Z
)
S % m & -
> 1 = > =
= = S|k H
> > i ~
Z =)
o a A a

Figure 3
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V20 for constant area illum nation over the entire Theta-Theta scan range
and the refwesbssksz radi ation passed through a 2 nm anti sgattgsesbdst and
a 0.2 mmdetector slit. Each sanple was 20 exposed for 4 seconds pér 0. 02
degrees 2-theta increnent over the radgé22 degrees to 45 degr ees
2-theta (continuous scan). Each sanple run, therefore, takes 2 hours 23

m nut es and 20 seconds. The instrunent is equipped with a
Scintillation Counter as detector. Control and data capture is by
means of a Dell 325P[err] personal conputer running with dedicated Diffrac
AT[err] (Socabim software. Figure 3 shows a diffraction spectrum of

hydr ogen i odi de salt of 25

N-(4-[ N, N-bi s(2-i odoet hyl ) am no] phenoxycar bonyl )-L-glutamc acid in
crystalline form

" a e A n b e
- > >
2 & = ] ~
] o3 3 ot St
& &) & Q 0m
g%“‘" wf——-&éc’%é%—»é —»
Z & % 2 e A led &
S % 2 a1 @ |7 -
Z 6 5
W 5]

Figure 4
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CLAI VS WO 9933242 The conpound PCT/GBI8/03753
N- (4- [N, N-bi s(2-i odoet hyl ) ani no] phend&iéar bonyl )-L-glutamic 5 acid in
substantially pure form 2. The conpound

N-(4-[ N, N-bi s(2-1odoet hyl)am no] phenoxycar bonyl )-L-gl utam c
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Figure S
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acid at least 95%pure in relation to reaction contam nants carried over

f r om synt hesx /30142t he conpound. 3. A hydregeosesadrsie sal t
of N-(4-[N, N-bi s(2-iodoethyl)am no]ph yycar bonyl)- 10 -L-glutam c acid.
4, A hydrogen iodide salt according to claim3 in substantially
pure form 5. A hydrogen iodide salt according to any one of.
claims 3-4 in crystalline form 6. A hydrogen i odide salt
according to claim5 in which the crystalline formhas a mel ti ng point
of 142-145[err]C 15 7. A hydrogen iodide salt according to any one
of claims 5-6 in which the crystalline formhas an X-ray powder
diffraction spectrum substantially as shown in Figure 3. 8 A

phar maceuti cal conposition conprising N (4-{N, N-
bi s(2-i odoet hyl ) am no] phenoxycar bonyl )-L-glutam c acid in substantially
pure formand a

n —entl
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Figure 6
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pharmaceutical ly acceptabl e excipient. 20 9 A pharmaceuti ca

conposi ti oRy gdng to claim8 in dry form 10 A _
pharnaceuticg Qg%nposition according to claim9 in which thBCEEB¥PER is a

buffer. 11 A pharnmaceuti ca nposition according to claim110 in
whi ch the buffer is sodi um bi carbonate. 25 12 A two conponent.
phar maceuti cal conposition conprising a first conponent which is a
pharmaceutical conposition as defined in any one of clains 9-11 and a
second - conponent which is a sterile diluent for reconstitution of the
first conponent. 13 A process of making a hydrogen iodide salt
of N-(4-[N N bi s(2-i odoet hyl ) am no] phenoxycar bonyl )-L-glutam c acid

in which the process conprises 30 deprotecting a conpound of Formula 1

I~ vy O
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Figure 7
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5 wherein Prl and Pr2 represent protecting groups in the presence

of H to p%%cgéégz‘% hydr ogen | odi de salt of _
"N (4-[N, N-BIrst2-1%6doet hyl ) ami no] phenoxycar bonyl ) - L- gl ut ani FHEGRIBIF3 14
A process according to claim13 in whjmgh Prl and Pr2 are tertiarybutyl

ester gr oups. 15 A process according to claim 13 in which
the deprotection takes place in 2 stages

o S
O > O
o
5 x 2
c QO
i o
b
o
O
<
o — m
@ S O o 2 Z
T -~ <+ S g -
S SEE—{&5
) G0 = 6
Lﬁ O

Figure 9
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wherein Prl and Pr2 are firstly tertiarybutyl ester groups which are

repl aced bWCs¥E4#Ha protecting groups which are trinet hgtecRys/esOUPS
before renoving the second protecting 15 groups in the presence of H to
produce a hydrogen iodide salt of N (4/[& N

bi s(2-i odoet hyl ) am no] phenoxycar bonyl )-L-glutam c acid 16 A .
process according to claim13 in which Prl and Pr2 are trinethylsilyl
protecting groups. 20
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Figure 10A

Figure 10B
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