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[DESCRIPTION] 

[Invention Title] 

METHOD OF BLOCKING ACCESS OF THREATENING USER AND 

PROGRAM SECURITY APPLICATION METHOD 

[Technical Field] 5 

The present invention relates to a method of blocking access of a threatening 

user and a program security application method, and more particularly, to a method 

of blocking access of a threatening user which fundamentally blocks access of the 

threatening user and allows an administrator to make a setting for blocking and a 

program security application method for increasing a processing rate by extracting a 10 

class without a program decompiling and compiling process. 

[Background Art] 

With the development of the electronic field, various devices are recently 

becoming electronic and being digitized, and hardware devices operated by software 

programs are gradually increasing accordingly. 15 

A representative one of the hardware devices is a computer.  On a computer, 

an operating system is installed, and various applications are installed and run as 

separate programs.  Such a computer encompasses not only a personal computer, 

such as a desktop computer, but also a communication terminal such as a smart 

phone. 20 

However, as applications programmed by software are widely used like this, 

program hacking is becoming a major problem. 

In general, hacking refers to all actions of illegally accessing a vulnerable 

security network of a computer network and having a detrimental effect on an 

operation of an information system or a specific terminal.  As a result, hacking 25 
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refers to causing an application to operate in a way that the developer did not intend 

by manipulating the program code at the hacker’s will. 

An example of such program hacking is illegally copying program code so as 

to distribute the application to a large number of unauthenticated people or 

manipulating program code to perform a function wanted by an application hacker. 5 

Such program hacking violates developers’ copyrights or has strong harmful 

effects on overall systems on which applications are run, and thus program hacking 

is emerging as an important problem which can never be ignored or overlooked. 

Accordingly, security experts are developing security solutions for preventing 

program hacking.  Various security solutions are under development, such as 10 

accessing an authentication server to perform a user authentication procedure or 

verifying the integrity of program code. 

Program developers add such security solutions to programs so as to protect 

the program code of applications against hacking. 

However, with the technological development of security solution programs, 15 

hacking technology for attempting access through the above security is becoming 

intelligent and advanced.  Accordingly, there is a need for a technology to 

effectively block hacking threatening users. 

Also, companies which provide the above security solution programs 

according to the conventional art generally provide information of a list of 20 

threatening users (i.e., hackers).  Accordingly, it is difficult for an administrator 

who receives the security solution program to apply a threatening user list stored in 

the administrator in a customized manner. 
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Further, according to the conventional method of applying a security solution 

to a program for this, a developer adds security solution code in person in the middle 

of program code during a program development step. 

However, according to the conventional method, a problem of compatibility 

occurs between program code and security solution code, and various errors occur in 5 

a process of adding security solution code to program code.  Moreover, in the case 

of updating a program, it is necessary to recheck both updated program code and 

security solution code, which is troublesome. 

<Related Art Documents> 

(Patent Literature 1) Korean Patent Publication No. 10-1583545 (Jan 4, 2016) 10 

(Patent Literature 2) Korean Patent Publication No. 10-1420383 (Jul 10, 2014) 

[Disclosure] 

[Technical Problem] 

The present invention is directed to providing a method of blocking access of 

a threatening user in which a server unit determines whether a user is a target whose 15 

access is to be blocked on the basis of access information collected from a user 

terminal and transmits a normal execution code or a blocking message to the user 

terminal. 

The present invention is also directed to providing a method of blocking 

access of a threatening user in which an administrator sets a detection count in 20 

consideration of the number of threat detections counted by a server unit. 

The present invention is also directed to providing a program security 

application method in which a server unit extracts app information from a file 

uploaded from a user terminal, executes a driving code extracted from the extracted 
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app information in combination with a security execution code, and then tests the 

driving code to execute the original source code. 

The technical objects of the present invention are not limited to those 

described above, and other technical objects which have not been described above 

may be clearly understood by those of ordinary skill in the art from the following 5 

descriptions. 

[Technical Solution] 

One aspect of the present invention provides a method of blocking access of a 

threatening user, the method including (a) executing an application on a user terminal, 

(b) collecting, by the user terminal, access information and transmitting the access 10 

information to a server unit, (c) determining, by the server unit, whether a user is a 

target whose access is to be blocked on the basis of the access information, (d) 

transmitting, by the server unit, a normal execution code or a blocking message to 

the user terminal according to a result of the determination, and (e) executing the 

user terminal according to the normal execution code or the blocking message. 15 

Step (b) may include (b1) collecting the access information including 

information on the user terminal or information on a user who possesses the user 

terminal and (b2) transmitting the access information to the server unit. 

Step (c) may include (c1) storing, by the server unit, the access information 

transmitted from the user terminal and (c2) determining, by the server unit, whether 20 

the user is a target whose access is to be blocked on the basis of the access 

information. 

When it is determined in step (c2) that the user is the target whose access is to 

be blocked, (d) may be performed to transmit the blocking message. 
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When it is determined in step (c2) that the user is not the target whose access 

is to be blocked, step (c) may further include (c3) detecting, by the server unit, 

hacking threats, (c4) counting hacking threat detections, and (c5) determining 

whether the threat detection count is included in a preset access block value, and an 

administrator may set the preset access block value according to the threat detection 5 

count. 

When the server unit detects no hacking threat in step (c5), step (d) may be 

performed to transmit the normal execution code. 

When it is determined in step (c5) that the threat detection count is included 

in the preset access block value, step (d) may be performed to transmit the blocking 10 

message. 

When it is determined in step (c5) that the threat detection count is not 

included in the preset access block value, step (d) may be performed to transmit the 

blocking message. 

Step (d) may include (d1) transmitting, by the server unit, the blocking 15 

message to the user terminal and (d2) transmitting, by the server unit, the normal 

execution code to the user terminal. 

Step (e) may include (e1) receiving, by the user terminal, the blocking 

message or the normal execution code from the server unit and (e2) determining 

whether the user terminal has received the normal execution code. 20 

When it is determined in step (e2) that the user terminal has received the 

normal execution code, step (e) may further include (e3) allowing access of the user 

terminal. 
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When it is determined in step (e2) that the user terminal has not received the 

normal execution code, step (e) may further include (e4) outputting a threat detection 

message. 

Another aspect of the present invention provides a program security 

application method including (A) uploading, by a user terminal, a file to a server unit, 5 

(B) extracting, by the server unit, app information on the basis of the file, (C) 

analyzing code in the app information to separate the code into an original source 

code and a driving code, (D) combining, by the server unit, a security execution code, 

which replaces the original source code, with the driving code, (E) executing, by a 

user client, the security execution code, and (F) executing, by the user client, the 10 

original source code. 

Step (C) may include (C1) extracting, by the server unit, the code from the 

app information, (C2) analyzing, by the server unit, the code, and (C3) separating, by 

the server unit, the code into the original source code and the driving code. 

Step (D) may include (D1) replacing, by the server unit, the original source 15 

code with the security execution code and (D2) combining, by the server unit, the 

original source code and the security execution code. 

In step (D), the original source code replaced with the security execution code 

may be subjected to security processing through obfuscation and encryption. 

The program security application method may further include, between steps 20 

(E) and (F), testing the user terminal after the security execution code is executed and 

decrypting the original source code or the security execution code. 

In step (C), the original source code may be a code developed by a user, and 

the driving code may be a code which is not developed by the user. 
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In step (B), the app information may include at least one of package name 

information of an app, application information, activity information, service 

information, and listener information. 

[Advantageous Effects] 

According to the above-described configuration of the present invention, a 5 

server unit determines whether a user is a target whose access is to be blocked on the 

basis of access information collected from a user terminal and transmits a normal 

execution code or a blocking message to the user terminal.  Accordingly, it is 

possible to fundamentally block access of a threatening user. 

Also, according to the above-described configuration of the present invention, 10 

an administrator sets a detection count in consideration of the number of threat 

detections counted by a server unit.  Accordingly, the administrator can actively 

participate in blocking a threatening user. 

According to the above-described configuration of the present invention, a 

server unit separates an original source code and a driving code from app information 15 

and then executes the driving code in combination with a security execution code.  

Accordingly, a processing rate can be increased as compared to the conventional art. 

Effects of the present invention are not limited to those described above and 

should be understood as including all effects which may be inferred from the 

configurations disclosed in the detailed description or claims of the present invention. 20 

[Description of Drawings] 

FIG. 1 is a flowchart illustrating a method of blocking access of a threatening 

user according to an embodiment of the present invention. 

FIG. 2 is a flowchart illustrating detailed steps of the method of blocking 

access of a threatening user according to the embodiment of the present invention. 25 
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FIG. 3 is an exemplary view illustrating a setting window for automatic 

blocking in the method of blocking access of a threatening user according to the 

embodiment of the present invention. 

FIG. 4 is an exemplary view illustrating a setting window for manual 

blocking in the method of blocking access of a threatening user according to the 5 

embodiment of the present invention. 

FIG. 5 is a flowchart illustrating a program security application method 

according to an embodiment of the present invention. 

FIG. 6 is a view of an app being executed on a user terminal in the program 

security application method according to the embodiment of the present invention. 10 

FIG. 7 is an exemplary view illustrating a process in which a user terminal 

uploads a file to a server unit in the program security application method according 

to the embodiment of the present invention. 

FIG. 8 is a view illustrating a process for protecting a code and an app in the 

program security application method according to the embodiment of the present 15 

invention. 

FIG. 9 is a view illustrating a result of applying the program security 

application method according to the embodiment of the present invention to protect a 

code and an app. 

[Best Mode of the Invention] 20 

The present invention provides a method of blocking access of a threatening 

user, the method including (a) executing an application on a user terminal, (b) 

collecting, by the user terminal, access information and transmitting the access 

information to a server unit, (c) determining, by the server unit, whether a user is a 

target whose access is to be blocked on the basis of the access information, (d) 25 
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transmitting, by the server unit, a normal execution code or a blocking message to 

the user terminal according to a result of the determination, and (e) executing the 

user terminal according to the normal execution code or the blocking message. 

[Modes of the Invention] 

Hereinafter, the present invention will be described with reference to the 5 

accompanying drawings.  However, the present invention can be implemented in 

various different forms and is not limited to the embodiments described herein.  In 

the drawings, parts unrelated to the description are omitted to clearly describe the 

present invention.  Throughout the specification, like reference numerals refer to 

like parts. 10 

Throughout the specification, when a part is referred to as “connected to 

(coupled to, in contact with, or combined with)” another part, this includes not only a 

case in which the parts are “directly connected to each other” but also a case in 

which the parts are “indirectly connected to each other” with another member 

therebetween.  Also, when a part is referred to as “including” an element, unless 15 

specifically stated otherwise, this does not mean that other elements are excluded and 

means that other elements may be further included. 

Terms used in the present specification are used to describe only specific 

embodiments and are not intended to limit the present invention.  Singular forms 

are intended to include plural forms unless the context clearly indicates otherwise.  20 

It will be further understood that the terms “include,” “have,” and the like used 

herein specify the presence of features, numerals, steps, operations, elements, parts, 

or combinations thereof stated herein but do not preclude the probability of the 

presence or addition of one or more other features, numerals, steps, operations, 

elements, parts, or combinations thereof. 25 
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Hereinafter, embodiments of the present invention will be described in detail 

with reference to the accompanying drawings. 

FIG. 1 is a flowchart illustrating a method of blocking access of a threatening 

user according to an embodiment of the present invention.  FIG. 2 is a flowchart 

illustrating detailed steps of the method of blocking access of a threatening user 5 

according to the embodiment of the present invention. 

The method of blocking access of a threatening user according to the 

embodiment of the present invention includes a step (a) in which an application is 

executed on a user terminal (S100), a step (b) in which the user terminal collects 

access information and transmits the access information to a server unit (S200), a 10 

step (c) in which the server unit determines whether a user is a target whose access is 

to be blocked (S300), a step (d) in which the server unit transmits a normal execution 

code or a blocking message to the user terminal according to a result of the 

determination, and a step (e) in which the user terminal is executed according to the 

normal execution code or the blocking message (S500). 15 

Here, the access information is a unique value which is given to uniquely 

identify a user who uses a device or a service and may include at least one of 

information on a user terminal and information on a user who possesses the user 

terminal. 

Access information including an identification value used for identifying each 20 

device may be derived from one of media access control (MAC), such as a service 

identity (ID) in the device or of a user, a hardware ID, a device ID, an advertisement 

ID, a chain, and a user identification code used in an app system (e.g., a game ID) or 

a combination of a plurality thereof. 
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Subsequently, the step (b) includes a step (b1) of collecting access 

information including information on the user terminal or a user who possesses the 

user terminal and a step (b2) of transmitting the access information to the server unit. 

Subsequently, the step (c) includes a step (c1) in which the server unit stores 

the access information transmitted from the user terminal and a step (c2) in which the 5 

server unit determines whether the user is a target whose access is to be blocked on 

the basis of the access information. 

When it is determined in the step (c2) that the user is a target whose access is 

to be blocked, the step (d) is performed to transmit the blocking message so that the 

user terminal may not access a corresponding website. 10 

FIG. 3 is an exemplary view illustrating a setting window for automatic 

blocking in the method of blocking access of a threatening user according to the 

embodiment of the present invention. 

A program provided for the method of blocking access of a threatening user 

according to the present invention may be installed in an administrator (e.g., a 15 

website, such as Naver, Daum, or Google) in advance and may block an attempt to 

access the website when the target whose access is to be blocked makes the attempt. 

On the contrary, when it is determined in the step (c2) that the user is not a 

target whose access is to be blocked, the step (c) further includes a step (c3) in which 

the server unit detects hacking threats, a step (c4) of counting hacking threat 20 

detections, and a step (c5) of determining whether the threat detection count is 

included in a preset access block value. 

Here, the administrator may set the preset access block value according to the 

threat detection count.  Specifically, after a threatening user list is internally made 
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as a database, the administrator may set the preset access block value in 

consideration of the threat detection count provided by the server unit. 

For example, after a threat detection count is received from the server unit, 

the administrator may examine the threat detection count and set the preset access 

block value to block three or more instances of access.  The preset access block 5 

value can be set as a detection count or a range of detection counts. 

In other words, according to a security program provided by the present 

invention, the server unit does not provide threatening user information, and the 

administrator receives information on a threat detection count and then arbitrarily 

sets a preset access block value in consideration of threatening user information 10 

managed in the administrator and transmits the preset access block value to the 

server unit. 

To exclude or block the threatening user’s access, the administrator may use 

automatic blocking.  Specifically, the administrator may set blocking through an 

automatic blocking window so that the threatening user cannot access the website 15 

during an arbitrary time period when any threat is detected.  The number of days 

during which access of the threatening user is blocked is determined according to the 

setting. 

FIG. 4 is an exemplary view illustrating a setting window for manual 

blocking in the method of blocking access of a threatening user according to the 20 

embodiment of the present invention. 

Subsequently, the manual blocking shown in FIG. 4 supports the 

administrator so that the administrator may input a unique identification value of the 

user terminal to a system and input a desired block period. 
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When the server unit detects no hacking threat in the step (c5), the step (d) is 

performed to transmit the normal execution code. 

On the other hand, when it is determined in the step (c5) that the threat 

detection count is included in the preset access block value, the step (d) is performed 

to transmit the blocking message. 5 

Meanwhile, when it is determined in the step (c5) that the threat detection 

count is not included in the preset access block value, the step (d) is performed to 

transmit the blocking message. 

Subsequently, the step (d) includes a step (d1) in which the server unit 

transmits the blocking message to the user terminal and a step (d2) in which the 10 

server unit transmits the normal execution code to the user terminal. 

Subsequently, the step (e) includes a step (e1) in which the user terminal 

receives the blocking message or the normal execution code from the server unit and 

a step (e2) of determining whether the user terminal has received the normal 

execution code. 15 

When it is determined in the step (e2) that the user terminal has received the 

normal execution code, the step (e) may further include a step (e3) of allowing access 

of the user terminal. 

When it is determined in the step (e2) that the user terminal has not received 

the normal execution code, the step (e) may further include a step (e4) of outputting a 20 

threat detection message.  Accordingly, the user’s access to the administrator is 

blocked. 

FIG. 5 is a flowchart illustrating a program security application method 

according to an embodiment of the present invention. 
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The program security application method according to the embodiment of the 

present invention includes a step (A) in which a user terminal uploads a file to a 

server unit (S1000), a step (B) in which the server unit extracts app information on 

the basis of the file (S2000), a step (C) of analyzing code in the app information to 

separate the code into an original source code and a driving code (S3000), a step (D) 5 

in which the server unit combines a security execution code, which replaces the 

original source code, with the driving code (S4000), a step (E) in which a user client 

executes the security execution code (S5000), and a step (F) in which the user client 

executes the original source code (S6000). 

Here, the original source code may be a class.  As an example, one driving 10 

code is described in the present invention, but the original source code may include a 

plurality of codes which perform different functions other than the driving code. 

According to the conventional art, after all of an original source code, a 

driving code, and a plurality of codes are decompiled, a security code is applied to 

each of the codes, and then the codes are compiled back, which shows a considerably 15 

slow processing rate.  On the contrary, according to the present invention, after an 

original code and a driving code are separated, a security execution code is only 

applied to the driving code, and decompiling is not performed, which shows a 

considerably high processing rate. 

Also, since the security execution code includes a function of extracting 20 

identification information for identifying a mobile device, it is possible to block 

access of a threatening user. 

In addition, the user client may be a mobile app system. 

FIG. 6 is a view of an app being executed on a user terminal in the program 

security application method according to the embodiment of the present invention.  25 
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FIG. 7 is an exemplary view illustrating a process in which a user terminal uploads a 

file to a server unit in the program security application method according to the 

embodiment of the present invention. 

In the step (A), the file is uploaded to the server unit.  Here, the file may 

include access information, which may include at least one of information on the 5 

user terminal and information on a user who possesses the user terminal. 

An app for applying security is executed on the user terminal as shown in 

FIG. 6, and the file is uploaded through a screen of the server unit shown in FIG. 7. 

Access information including an identification value used for identifying each 

device may be derived from one of MAC, such as a service ID in the device or of a 10 

user, a hardware ID, a device ID, an advertisement ID, a chain, and a user 

identification code used in an app system (e.g., a game ID) or a combination of a 

plurality thereof. 

In the step (B), the app information includes at least one of package name 

information of an app, application information, activity information, service 15 

information, and listener information. 

The activity information is a component of a program and is a source code for 

implementing a unit service in which the program is provided. 

Specifically, an activity is a source code configured to generate and control a 

screen output to the user.  For example, an activity is a source code which is written 20 

to generate and control a user input screen, a game information output screen, and 

the like. 

A listener is a network administrator for connecting the client to the server 

unit, and such a listener is executed to allow access of clients. 
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Specifically, a plurality of listeners may be configured and executed as 

necessary, and each listener may register a service list dynamically or manually. 

A listener which uses a basic port also registers information on a dispatcher 

which is being executed from a process monitor (PMON).  However, a service of a 

listener which does not use the basic port (another listener which changes a local 5 

listener setting) is not dynamically registered. 

The service information is information on a program or routine which 

supports another program in a computer, particularly at a low level close to hardware. 

FIG. 8 is a view illustrating a process for protecting a code and an app in the 

program security application method according to the embodiment of the present 10 

invention. 

The step (C) includes a step (C1) in which the server unit extracts the code 

from the app information, a step (C2) in which the server unit analyzes the code, and 

a step (C3) in which the server unit separates the code into the original source code 

and the driving code. 15 

In the step (C), the original source code is a code developed by the user, and 

the driving code is a code not developed by the user. 

As shown in FIG. 8, in the step (C1), a process for protecting a code and an 

app may be performed, and the original source code, the driving code, and various 

other codes may be extracted through the above process. 20 

In the step (C1), the code may include the original source code and the 

driving code described above.  In addition, in the step (C1), the code is extracted 

from any one of the package name information of the app, the application 

information, the activity information, the service information, and the listener 

information.  There may be various codes according to functions. 25 
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In the step (C2), the server unit analyzes the code extracted in the step (C1). 

In the step (C3), the server unit separates the code into the original source 

code and the driving code. 

According to the present invention, through the step (C), it is possible to 

solve the problem of the conventional art in which a processing rate is lowered 5 

because a program is decompiled to generate a program code, a security code is 

combined with the program code, and the program code is compiled back. 

In other words, according to the present invention, classes are separated 

without a process of decompiling and compiling a program.  Accordingly, the 

present invention has a considerably higher processing rate than the conventional art. 10 

Subsequently, the step (D) includes a step (D1) in which the server unit 

replaces the original source code with the security execution code and a step (D2) in 

which the server unit combines the original source code and the security execution 

code. 

Specifically, the security execution code may be placed at a position where 15 

the original source code has been, and the original source code replaced by the 

security execution code may be subjected to security processing through obfuscation 

and encryption and stored at a specific position. 

FIG. 9 is a view illustrating a result of applying the program security 

application method according to the embodiment of the present invention to protect a 20 

code and an app. 

The step (E) (S5000) is a step in which the server unit executes the security 

execution code.  Before executing the original source code, the server unit first 

checks the safety of the user terminal. 

A resultant screen of the step (E) is shown in FIG. 9. 25 
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To this end, between the step (E) and the step (F), the present invention may 

include a step of checking the user terminal and a step of decrypting the original 

source code or the security execution code after the security execution code is 

executed. 

After the security source code is executed, the user terminal is checked, and 5 

when the check result is determined that the user terminal is safe, the security source 

code is converted into the original source code through decryption and other tasks. 

Meanwhile, after the security source code is executed, the user terminal is 

checked, and when the check result is determined that the user terminal is unsafe, the 

process may be terminated or return to the step (S2000). 10 

Finally, in the step (F), after the user terminal is determined to be safe, the 

server unit executes the original source code. 

According to the above description of the present invention, as an application 

protector which prevents the leakage of a company’s core technology and safely 

protects intellectual property rights against hacking and illegal tampering, the present 15 

invention can be applied to all applications running on mobile devices (Android and 

iOS).  In this way, the present invention blocks any hacking which threatens mobile 

applications and blocks all situations of suffering from financial damage and protects 

major assets of applications. 

The present invention is a fusion of an application threat detection technology, 20 

an application protector technology, and an anti-hacking solution technology.  

These technologies are not simply added together but are organically combined 

without overlap and collision therebetween so that individual functions cover each 

other’s vulnerabilities and perform efficient operations.  Also, the present invention 
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can be used from payment to security application at a time in a software as a service 

(SaaS) manner. 

In terms of application method, the user’s convenience is maximized by the 

SaaS manner without additional work of the developer.  By simply uploading a file, 

it is possible to block all hacking actions, such as source code protection, memory 5 

tampering, and real-time debugging, and provide all security functions required for 

mobile applications such as game engine protection, virtual machine detection, 

repackaging prevention, and tampering prevention functions. 

The above description of the present invention is illustrative, and those of 

ordinary skill in the art will appreciate that the present invention can be easily 10 

modified in other specific forms without changing the technical spirit or essential 

characteristics thereof.  Therefore, it should be understood that the embodiments 

described above are exemplary in all aspects and not restrictive.  For example, each 

element described as a single type can be implemented in a distributed manner, and 

similarly, elements described to be in a distributed manner can be implemented in a 15 

combined form. 

It should be construed that the scope of the present invention is represented 

by the following claims, and all changes or modifications derived from the meaning 

and scope of the claims and equivalents thereof fall within the scope of the present 

invention. 20 
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[CLAIMS] 

[Claim 1] 

A method of blocking access of a threatening user, the method comprising: 

(a) executing an application on a user terminal; 

(b) collecting, by the user terminal, access information and transmitting the 5 

access information to a server unit; 

(c) determining, by the server unit, whether a user is a target whose access is 

to be blocked on the basis of the access information; 

(d) transmitting, by the server unit, a normal execution code or a blocking 

message to the user terminal according to a result of the determination; and 10 

(e) executing the user terminal according to the normal execution code or the 

blocking message. 

[Claim 2] 

The method of claim 1, wherein step (b) comprises: 

(b1) collecting the access information including information on the user 15 

terminal or information on a user who possesses the user terminal; and 

(b2) transmitting the access information to the server unit. 

[Claim 3] 

The method of claim 1, wherein step (c) comprises: 

(c1) storing, by the server unit, the access information transmitted from the 20 

user terminal; and 

(c2) determining, by the server unit, whether the user is a target whose access 

is to be blocked on the basis of the access information. 

[Claim 4] 
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The method of claim 3, wherein, when it is determined in step (c2) that the 

user is the target whose access is to be blocked, (d) is performed to transmit the 

blocking message. 

[Claim 5] 

The method of claim 3, wherein, when it is determined in step (c2) that the 5 

user is not the target whose access is to be blocked, step (c) further comprises: 

(c3) detecting, by the server unit, hacking threats; 

(c4) counting hacking threat detections; and 

(c5) determining whether a threat detection count is included in a preset 

access block value, and 10 

an administrator sets the preset access block value according to the threat 

detection count. 

[Claim 6] 

The method of claim 5, wherein, when the server unit detects no hacking 

threat in step (c5), step (d) is performed to transmit the normal execution code. 15 

[Claim 7] 

The method of claim 5, wherein, when it is determined in step (c5) that the 

threat detection count is included in the preset access block value, step (d) is 

performed to transmit the blocking message. 

[Claim 8] 20 

The method of claim 5, wherein, when it is determined in step (c5) that the 

threat detection count is not included in the preset access block value, step (d) is 

performed to transmit the blocking message. 

[Claim 9] 
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The method of claim 1, wherein step (d) comprises: 

(d1) transmitting, by the server unit, the blocking message to the user 

terminal; and 

(d2) transmitting, by the server unit, the normal execution code to the user 

terminal. 5 

[Claim 10] 

The method of claim 9, wherein step (e) comprises: 

(e1) receiving, by the user terminal, the blocking message or the normal 

execution code from the server unit; and 

(e2) determining whether the user terminal has received the normal execution 10 

code. 

[Claim 11] 

The method of claim 10, wherein, when it is determined in step (e2) that the 

user terminal has received the normal execution code, step (e) further comprises (e3) 

allowing access of the user terminal. 15 

[Claim 12] 

The method of claim 10, wherein, when it is determined in step (e2) that the 

user terminal has not received the normal execution code, step (e) further comprises 

(e4) outputting a threat detection message. 

[Claim 13] 20 

A program security application method comprising: 

(A) uploading, by a user terminal, a file to a server unit; 

(B) extracting, by the server unit, app information on the basis of the file; 

(C) analyzing code in the app information to separate the code into an 

original source code and a driving code; 25 



23 

(D) combining, by the server unit, a security execution code, which replaces 

the original source code, with the driving code; 

(E) executing, by a user client, the security execution code; and 

(F) executing, by the user client, the original source code. 

[Claim 14] 5 

The program security application method of claim 13, wherein step (C) 

comprises: 

(C1) extracting, by the server unit, the code from the app information; 

(C2) analyzing, by the server unit, the code; and 

(C3) separating, by the server unit, the code into the original source code and 10 

the driving code. 

[Claim 15] 

The program security application method of claim 13, wherein step (D) 

comprises: 

(D1) replacing, by the server unit, the original source code with the security 15 

execution code; and 

(D2) combining, by the server unit, the original source code and the security 

execution code. 

[Claim 16] 

The program security application method of claim 15, wherein, in step (D), 20 

the original source code replaced with the security execution code is subjected to 

security processing through obfuscation and encryption. 

[Claim 17] 

The program security application method of claim 13, further comprising, 

between steps (E) and (F): 25 
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testing the user terminal after the security execution code is executed; and 

decrypting the security execution code. 

[Claim 18] 

The program security application method of claim 13, wherein, in step (C), 

the original source code is a code developed by a user, and 5 

the driving code is a code which is not developed by the user. 

[Claim 19] 

The program security application method of claim 13, wherein, in step (B), 

the app information includes at least one of package name information of an app, 

application information, activity information, service information, and listener 10 

information. 


