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FIG. 3

300

306B

Transmit the Second Encrypted Proof 
to the First System.

308B

304B
Generate a Second Encrypted Proof 

Using a Key Corresponding to the First 
System.

302B
Receive Transaction Parameters From 

the Second System Indicating a 
Transaction Between the First System 

and the Second System.

Receive a Confirmation Message from 
the First System.

310

Perform Atomic Swap.

312

306A

Transmit the First Encrypted Proof to 
the Second System.

308A

304A
Generate a First Encrypted Proof 
Using a Key Corresponding to the 

Second System.

302A Receive Transaction Parameters From 
a First System Indicating a 

Transaction Between the First System 
and a Second System.

Receive a Confirmation Message from 
the Second System.

Commit Transaction to a Blockchain.
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FIG. 4

400

406

Encrypt the Zero-Knowledge Proof.

408

404
Generate a Zero-Knowledge Proof Indicating 

Possession of the Asset.

402
Receive a Command Identifying a Desired 

Transaction Requiring an Asset.

Transmit the Encrypted Zero-Knowledge 
Proof to the Other System Participating in the 

Transaction.

410
Receive, from the Other System, an Encrypted 

Zero-Knowledge Proof Generated by the 
Other System.

412

Decrypt the Encrypted Zero-Knowledge Proof 
Received from the Other System.

414

Verify the Zero-Knowledge Proof Generated 
by the Other System.

416

Commit the Transaction on a Blockchain.
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