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CASEI N DERI VED PEPTI DES AND THERAPEUTI C USES THEREOF
FI ELD OF THE | NVENTI ON: The present invention rel ates

woaodsiosésagi cal |y active peptides that are deri vemf2008w00264

or are simlar to sequences of the aSl-, aS2-, b- or
/c-casein fractions ofm| K casein. These peptides are
capaph IR DEVHOE SECUREEY AIPPARIA DUBAND VEBHOM i C
activities, including but not limted to stimulating
and enhanci ng i rmune response, protecting against
f [ [P esterol |evels,
b Uk GROUED Gt 28 ﬁ%ﬁhln o ved

p e The gaserdtigvention tedatbCioarilueadeties meﬂtytapparamanchnﬁthods
prevent i nmune pat hol ogi es, di abete

and, fryere RaRismISiye P IOk CECIUHER Pé@%rgv Siftarp defaprategign of data

and Y¢de&d {h@}eﬂ; ?x‘fhl&ﬁlﬁ??&?%nd BARKERANG Gnfi Eﬁﬁtl&Mﬁth\éellular
i oact i ve nol ecuf esfrom nutrients: In addition to

telephohy ideviomal val ue of many foods, certain fractlons and

product s, of _di five path ossess the . ability t
it SheHEE PR GeY Mhocdfblat REiosS Thevgh gy stols® of
cunrerﬁXcie"vii‘,@!lJ it s tduRBAly p6RIIS kd wAAt ensitite ﬁl{fﬁﬁﬁﬂknlﬁbrﬁ hedel Tular
active formin the whole nutrinent, such as th

devmmmwi) et Mirites iti intona nerscelular feviem (estnagon thﬁfs making the
st.ro I
acs DTS HERTL B oS URESHE, 808 g pELmgE b
Thissabkp tiRddestihdtion desiceite mﬁakambhg wl/lﬁeh amrttﬂerablﬁed & thasedirce
in an active forn1dur|ng dlgesthf or f roce S|ng

devipgr Susth SENsEIVRnIPRAAIOR WY ViBCIYdS (derice iR 55
net\%kj&éﬁl?goagi]d@%% o%t, mgﬁ‘ﬁ sodnclfify ?ér%nal M@ﬁlsuch as the

oglca activity in mlk proteins:
userM;bdrscmahﬂemphmed)mkde variety of proteins that

hute to it's iti So r ot ei ns
udrplalig b e SRRt 150450, PARYTeade, coby Sensitive
mfo%ﬁt?(ﬁﬁﬁ@ﬂnrh sORSd @Evaed toha dBRRBAGOHEVie, NG enablmg an end-user
al pha-antitrypsin assist in di estion and utilization

devigt upgiiaile withputéhle knevrlpdgetof thapaiar preytidarn ikesyigert igpos sible

to gengu Qiggltcg I%g lullrlﬁn ?‘10 epnl%' §& 1? 'ulp a J)tﬁ%to it p aktgﬂi %t:%r(;ﬂepatmg

sya&mgﬁﬁb@arWﬁﬁ@auﬁ&ﬂ@s&ﬂﬁﬂﬁ@ﬁﬁdulatory and: ant|n1crob|a
activity. Casein, the_ predoninant m| EO protein,
beeh cellen daviseaaomipinsethe foblovne WBHpssBEPHAtio fers ¢ iat allow
ing to their
a“-‘fi’?‘@fé"t“‘ragg 1(r>e2ttol‘t%13rr% iffed uﬁ&?%fyd H pp, et al. (1952),
Dal Iy SdSN: 3531@(:1@}110 $emiﬂmeaba1 i\ ugiquie friumber aumﬂmdlhm the

the a i d sequences of each of the subgroups
“W%Eﬁphﬁcﬁﬁ@“ BeVICEN. Engel et al (1984), J. Dairy
SC'Z 67 NGREYhe delulddQetREsSEhAE MHindRedupplied B thaas€lliilar

proteins are subjected to proteolytic cleavage by acid
pro‘pdcn;eases such as chynosin (renni n) trypsi n and

cl ng [ t er ept Si
cur I|ngggﬁgycalcﬁﬁﬂﬁgéﬁﬁgl%ra i“on gﬁggﬁgafes ta.n}'nawm
TecRh&Ibgies Idd. 39BRNISse, Balifowis, USALforWatcllulat devicp and dellular

dempnst rat ed casei n-rel at ed bacter | oc:| géfl acti_lw ty
providey, separaiely, sepplied Pythg pamfactrs @ad gsed £on Juthenticaing fhe
Loperties against
1derﬁntg§g%§elgﬁ§§ﬁn§ﬁ% rae‘%éugia(P kﬁll . 42863 describes a .
caski n- MH) v esin fdgitifide coaatedi lsy ity celful & 3nedwdriroinacimolgnation

nus, of _ casei n, possessin ti bacterial. .
with agqips) imarRaHoR i 1 CalBE PR esacer N B jdentify
the Eélﬁﬂ%ébl&%ﬂeﬂ%@aﬁ [ORRiREmadgasei n peptic hydrolyzate

havi ng emul sifying properties, suggesting that this

m ght be sonehow useful to the food industry (Shim zu,
et al. J of Food Science, 1984;49: 1117-20). The
aut hors investigated the am no acid conposition of the
fragnent, it's in-vitro emulsifying activity, and
noted that it resenbled a 23 am no acid | ong
N-tern1na| fragnent of S 1, concludlng t hat the

o . - L T L 1 " o Y
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and bl ood of humans after ingestion ofyoghurt and mlKk.
The authors reported the presence of fragnents of

woizoEmse31e /. - casei n (casei nogl ycopepti de) andPa@miL2005/000264

N-term nal fragment of c¢S-1 casein having
antibacterial activity, imthe blood follow ng
di g93id FPur HOYMERIC kAR akchd hﬂl}‘ erdparieadss MeirdghRfRemely

peptides, unaltered, into the asma suggests_a conmon,
sensitivensPmaytarp getmalyy jasated fie ﬂl&j@ﬁi@lm alevigh tWigh thengperating

it eptide fragnments was denonstrat ed.
Sy“ﬁ‘ﬁh‘b teé%’d”&%ﬁﬂ’lpgegh describe a brief (30 ninutes)
chynosi n di gest of whole, acid-precipitated bovine and

human casein, to yield a fraction enriched in an o -1
caiEﬂdDN@ﬂéﬁﬂﬂnal peptide (Lahov and Regel son, Fd Chem

teac i ngs o%ﬁw]dé]m%w%tﬁ{g%gea%%ﬂ%w tlc1 E&Eg Bt fovice to

chargrt seitingKahd/oakedeptsadonahandIheia disyserisli intedfags sthivia sart bensed
preci pitated with TCA, a d characteri

to readrand; Wiil§ dF‘g fioms; Sottied %ﬁﬁY‘Pe é‘bbﬁ‘ﬁﬁ gﬂiﬁ %F%‘PE&HP writing

of daBY ﬁact?oMTh@s@uMQ{ﬁ HigRgbth A}tyt GhéF Aallabie InteAB&) n the
peptide fragment, simlar to the anti-bacteri al

celltilas dendoal i There aneﬁsmdhtmynddatemw coman@miafog loyusélng the device to

of t
entas dpareds s F506 Siremele RayPad e, oy PludeBa in order o

ent? OMI d8E DM cbﬂ@aﬂ(ﬁ&%hﬁﬁmﬁeis%?}hbﬂgr @fiqu foi edch rodnufacturer.
peptides reported in detailed studies of chynpsin

di gest of casein enploying sensitive anal yti cal

te ' exanple, Carles et al, FEBS Lett.

19 ? LY ﬁle\ﬁ eney et al, J Dairy Res , 1993;

60:UdHg dzﬁa nacid 1tﬁsqmss1blb taklont 2 cilluBe pévicd?r Bhe &a/sqes may be

1989; 34: 166- 76 n addition, other physiologically
clongdusipg B (9% RPE%W‘@G eBE"CG?)‘F $'d and growt h

facgor-| LYK SRd N ORPRESnfa8bn GRAR! £

or its eérglla%/ [ \E/é i'tts, %D§€ WQQ%Mabl 3 ]. oma
soutd&ﬂiﬁVn@eamijwlnah'glﬂ@rmnﬁmadesﬁnhmmd&w been observed in

ifun, DeARainesbe ArREG o B MRS e A1 oty pouree
devicé'TRA %ngg théfR |1ﬁt§) %rcﬁgtirﬁﬂmfl QéVieWiaRg tﬁeﬁ‘?@(%dé@t'ﬁ{g Ly $§D @ipdate”

peptide dérived fromthe Ctepninus of b casein.
opefAdioarftonNgs. ceBulﬁf)ﬁl;omﬁr toG eS8y asﬂhda&%D 5131;137 968, aI to

I
IS gt L0065, KOG SPLPSLLRLLR, 00 U o o,

devite ahe%uﬂ Nhém lihtd 4 dstiatish abvikQr nrul a, for tr eating
respi ratory syncytial virus, otitis nedia,

i nfThﬁeAzIéEﬁn&SIai lﬁ@i aneh NEBYiinfosmation fieldsere. allB@adabée from the
1 ﬁﬁﬁ n was te qFt found to |l ack significant
celipt BYIE’?)SHQOB‘EW‘%O{?“O ®¥ading the authors to concl ude
thah silyle eélfifthrddvidetahWEbdlontd fo MaBiplt ddsengtin devices, all of
bioactivity conpared to bovine /3-casein".US. Pat ent s
whlsh vl cemgquendyEeagategalis bidledin trorigmal deviseeach t he
r§ 4B LR ﬁ?fteéhnghﬁ{ | G G HONAL §§g FRSB BSN
and C-casel n-derive yconacropeptl rom
infarmatien ficldk ahdto Wﬁ&/ﬂhﬁhloﬁl’a 1w devidee Ona Ipomﬂdhtvyl gomhprises using
infections in vityo and in vivo in rats. U S Patent
a swﬁléi%é $75IR PRIsHR, cogpecdnthe SR el dggige gf @ personal
con?ﬂ dg\‘/?d QPM%%HI Brag aﬁ@%ﬁit@ﬂﬁ@éjﬁélﬁs ﬁ%ﬁﬁh@ degied 's@ﬁ@ratmg
or neu zation of bacterial endotoxins, such
qmumncholera toxin. Simlarly, US. Patent Nos.
5,712,250 to Mukerji, et al, and 5,968,901 to
Ander sson, et al, teach the use of hunman /c-casein,
but not bovine /c-casein, for the prevention of
bacterial and H. influenza infection. However, these
casein conpositions taught in the prior art are
relatively crude, even follow ng gross fractionation,
and none of these studies have deternined the specific
sequences. |n these caseln peptldes mhlch confer thelr

o g, ~~ R
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peri pheral blood stemcell transplantation (ASCT) or

al | ogenei ¢ bone marrow transplantation (BMI), patients
wanresaseidgh ri sk due to pancytopeni a. G anul oegTAR®NG/@0264

may | ead to devel opnment of serious, occasionally fatal

i nfectious conplications fsom comon bacterial, viral,

f ungpd cé‘l‘l\ﬁalpéé\ﬁ@dstﬂl%' e aiided ntb &0l PaIRAtypEE RORks without

transpl ant period. Simlarly, thronbocytopenia .
protectigudn trhjcl te imformatipnis sedpblg viccthg opespting gystem, and devices

-.nccasignally. .in i I o .
Wi RS Trolbr il 11 st 87 R (B SRUGRRERE R sring
(wieeh Sfmdﬁﬁts aarighe bﬁﬂa?ﬁ ottatsy a{:ﬁnllting thi:s habswrond i posemably very

..o ications are frequent]ly | et . The ris t
iR IV G s i Iy 489 FSNS (B3, SSRABNONE fefls are
acc@%&ﬁ@ FdrldV sarf“B@SIlééc? Sr a&}ﬁggﬁ?si“h@f aSSHdrd 65 Yeu¥ntly manufacturer

adm ni stration of reconbl nant hHuman cyt oki nes™ t hat can
speeifitanné thereoresifi trokénoonasf aljrdemicen ayadedy tharsaineumanifycturer
b ranulloc tle colony stinmulation factor (G CSF) and
¢ F?n@l’%%%/}{ ' macrophage col ony stinulating factor
( OrhSEhoveld8sifHed I8AhSdsNOL rddinp Qe WrittigPiafstindgon fields from
(approxi mat el y $200- 400/ day/patient) and infrequently
thelguises Hkewise phable rading and wijting the device v jopgrating systansSome
f.ever [ A . .
Vi e Mo oo BT A M acksifRI6 e BPating gystom
withbutt keowingethef frotBompyssarduand et ftels possibkd e Dbtdimtthe
may be intrinsically released by these hematopoietic
Pas§WeUk h factors. Moreover, the use of these
henmat opoi etic growmh factors may be prohibitive in
patients with tunor cells bearing G CSF or Gwvt CSF
r ecElptking aselbiaradevics: acut e and chroni ¢ nyel oid
| eukemias.and in el odysplastic syndronmes. Wereas
i bRt s my B cafbebir il Sorenarel FRdk of
pangyt opgRbRed dthbASThsREHAS VRIS R WikiRe URSdA read and data
hemat opoi etic cytokines, no progress has been made in
writeh &anctiens arsriiot protecied b depasepends he rerating; sygten egntaips &wo
t . iall ' ti
srfPECRISHAHE R RIREELE Y s AR opABpk fcim and
ondTBRYy fobneidingvidd wWeiting Sopedlies oporktiRgneystem’s memory. These
t hr onboct yopeni c patients, nay nevtﬁé_ recover . l\/algiy ..
corgendniag Rsrused disedtly byrahacker tiread the infpispatiop ibihg device is the
SOUQ‘%&M&GS oPRORIR Rl AkShition §She Hﬁ\ﬂ&e Rk LRARSion device.
t hr onboc¢yt openia may be 1 npossible to overcone, even
t r aBsi enfDeyicesl edthi passwordenAi petegtion fpassooeditis pheoded ento the
t.rgnsfusjons froma_single donor. Resistance to ..
devif<lt spaating aiagh v et &in P BRI STog i BINEE gpeeting syptom
filCONBRALIE HiSBe HtedBALY B Aok tHeRUBRS Pm_ide@ly\bxdsy reading the
Currently, several néw reconbi nant cytokines such as
data gwemthierdgmicehunan i nterl eukin-3 (rhlL3) and

recombi nant,  human i pterleukin-6. (rhlL&)... i

oSG BRI T et BieChesFVELRY 1 b ik, Ay based
collRGREALMOC ¥ potdce BeScellnthr etice] Erhel REANSbAStaHlyBUsed” refers

Unfortunately, prelimnary clinical trials showed that
typagallotag BassHords whiehr ptiel_differspt dion Hitferepl maspigeturers, different

: it Wil S y, . i .
deGEERELL! Uil A BfBELS AR5l DATE 30306 B0 ions
etct Howdver y sinplepiasswozéd aps & ts nemampo indpridisl davices.
clinical Bope Marrow Transpl ant centers tgoday, for,...
whi & Thonated i49ta theo Psseord  (RFmIphesy & Bellna? ‘any” additional
coﬁxﬁe&%algmeg, Ecah el fEBd& WoHP RS 6&9&2{%}@%@1&‘? @hakPfile, 3 the

I't would be highly advantageous to have a safe€,

i nexpensive, rapidly effective and wel |l -defined

stinmul ator of hematopoiesis, and specifically

megakar yocyt opoi esi s, devoid of the above |imtations.
Thr onmbopoi etin (TPO in regul ation of henatopoiesis
and platelet function: TPO appears to be the nmjor
regul ator of platelet production in vivo, although
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conbination with other early acting cytokines, can (i)

pronote viability and suppress apoptosis in progenitor
woebds®g6318i ) regul ate hemat opoi etic stem cel | PCT/IL2005/000264

production and function; (iii) trigger cell division

of dormant multipotent celks; (iv) induce nultilineage
bin ffil%r B 1@ He0QjsBitFitddY Yo %ﬂhﬁﬁc BelfuarnBiovierPfwho use cellular

| 1 neage col oni es contalnlng gr anul ocyt es,

telephgnela rfoy tths givenonoptiacierst. Ahe paegyedy 9@(:&;111%@8 (SReare as the

%L{- l\/%% Mor eover, TPO stinul ates the production of
weakSHPTPYIHtY ed progenitors for granul ocyt e/ monocyt e,

e gAkEthvO exeiioda i t@ rabtdii ahel mebiten itelephoas dmaidgeinent @8 PST

adhesion of primtive human bone nmarrqw _and

PrOE@gaW&F%@WsP@ te praggam dhe celfdaredgviessa 4 ¥ Isp2 |gﬁ%‘§l§ntem for

B R0 BB UL 00 6 g ot

mamrqih ithe cdlulmndmcb basevi Viee SPapregmm nfaysthembeeddalyzad;dthus
commi tted ursor cells for autol ogous and

obtainngfhe Bss P nspl antation [von dem Borne, A E. G Kr.
et §loh Qﬂ-ga%ﬁ%rsfghfsoﬁ@s@i%% ghé Mo tht' Mct’ Haf thd FFSTatp%g%m is a
di sorders and as a new drug in clinical nedicine. In

stariBildnieipgogra@ i n. Hemat ol . June 11(2), 427-45]. In

S?gﬁ%ﬁmggﬁ)}% f o(i'trﬁ? a{ng}) eﬁ?p%% 3@?%{1 is ahfogatPo%t 2Which

senSifide IRfdkthatoRsis ptoddds iiceessiblacs rbatlifg and writing via the operating
matri xi nteractions. Al though it does not itself cause

systsiny p& kexpagd ggeesy aTheé?forermﬁr tiflentifigationip the, dafa @gtwork can
f
e BORRERSH SRR PR d Baspdotere o
et cln ad@heﬁi,séleanspﬂ:rqmmgdmteno nam et ﬂepland&bmtheuiBﬁ hacker belng
i ncreases platelet. att

ment .to colla nd
reqype it hasenySmoRiedes @ a‘éf‘dprare&tlgv QPSS%}&? %ﬁﬁia&ﬁplaﬁ%m can
be ﬁéegloto%ﬂnﬂyé Qﬁ}eﬁed? Q@feg&ﬁ‘dlsvﬁlﬁér&ﬁ inton@le ﬁb@gze%ﬁorﬁof Bl pefiting
primng oxygen netabolite production, lik
systemnathus lgavamg ithe dedbe aulngedbén sath @n jold varsien @ﬁlt & operating
S\F;;l?gest TPO s val ue in understanding and treating a
iety of hematol ogical conditions. In patients with

| di gRatrBpiGcehRingJfi the &ﬂ)@fﬁhﬂ% (séem edrevRbEsE TRAA teRdie the
persi st even in remssion follow ng i Mmunosupressive

langpagegfithe ppripting systern Whekaceldrrdevices stlen ineng Gayntry and
l. her fornms of aplastic thronbocytopenia
SOISIEX&TH{?QCBH? in conditions of increased platel et
desMsuaédtioned Abcp&[ Bpidaily, cteﬂielar dacméwlﬂaviem ﬂmtstwd setPread
(i)roductlon |srd)nsuff|c:| ent ses of de truc
an

WFR RS EYRtiopE {Pae sei s fer u ing ¢ &Pe{?ﬂpg Syt ﬁeﬁf?tas for
cofd] ?ﬁlhﬂ:gtlﬁé’%ltﬁ %ﬁﬁhétfon falds RHiRA thObpiamlslsysibiny €

t hrombocyt openi a. Thrombopoi etic agents are of great
cl i i fisther poist &sit is monthneévseﬂlat wrhensending an éMSrmqssagﬁ, the

serfffte g0tk S e ardB B yidEay ter SRR RIdp g and

' thlﬁléts%Kd&%% smféayﬁ»t&obon@bhe 8¢ mttﬁt@ e%esrommbbeivaot ent
a

have been deened unaccep l e for clinical use.
TPOGlening @l@fwarb & gveilelzle fionifbe HMOWING cXPRRIRIYROUTSES:

ch ?T;[Elg %P&E Lo 3?%98%@%? é%ag E %)fﬁ{]%m sy V\é 1 %‘ﬁkt net;

e nalithie NV taelcaloih g fﬂg@dﬂimhimﬂé ﬁ@nd@ﬁamﬁonahs on s a n d

clinical trials. Thus S pote C t ons
e dip TR AR CRIMAER P ATR, £t VBbASh AN 31 Phogram 55
aV&lHl%fg)ftl‘{;lﬁq:bRa]}[ ARy, bone rmr row and stem cel |

transplantation hemat ol ogi cal di sease (AA,
nyel odyspl asi a, congenltal and acquired
t hronbocyt openi a), liver diseases, transfusion

(expansi on, harvest, nobilization and storage of
pl atel ets) and surgery (including liver
transplantation). O particular interest is the
pot ent i aI use of TPQO EPO’G—CSF cockt a|I for

~ NN~ ——— g =



avai |l abl e stimulator of thronbopoiesis and

gr anul ocyt opoi esi s capabl e of augnenting TPO and G CSF
waaebisxseil3 SARS:. The worl dwi de out break of sevece®TEmoi/@0264

respiratory syndrone (SARS), and reported SARS-rel ated

deaths in nore than 25 courdries in the spring of 2003

hav . [ i '

e TSR ROy Dol JHFRER LI bt forums.

Sci dheex [y dabes b Migel@ 08pgnifad deedt efonf aGARS-woMd be highly

i nfection has beepn docunmented .in SARS. patients
AT P Ret FETHIE SSAPSGTA YIB! T A DG fo the data
mddBi£8dvR5H biNthé 8BV I#hiRftibong PECI NENS, and

conval escent - phase serum from SARS pati ents contains
anti-SARS antibodies. Presently, no therapies have

bee%ﬁm%em ion or treatnent of
SAR - - bsence of _effe_ct ive
vac qdaesliny tolsnéedsspedthes thel pflpit iARtio fhele it prdvidedad e¢lkular

to reach devastating proportions, sim|lar to epidenics
cogmug{gaipn jdgyise hpving Al awssse@ods faraalloying seading peg yriting of

t ' i af | ' e 0f 1918 . .
e e ol o8 ol oIRGB S Uil Sufil Boviog, boine
comfiyredevdthtan agtéss cesttictor tdwestkiet/udecfcaidt acotdsimaeyde in accordance

?‘rr‘)ﬁl em cs.i s the, bl ockage of transmi ssion of
wi IGegHIqueGEurIty SR t i on to much needed public

healpi&reiBRS WL doviddhigley flcpRiyRRIing is UBhPASY Sifkically on said
prevention and/or treatnent 0f SARS is of forenost
deviaport ance. The a, K-,and b-fractions of casein: The
aSl fraction of casein can jbe obtained frommlKk
or of ST o8 altEa el 6 6o ey Spidodshonrly redihg sya spware
seting Paynes (1963), Biochim, Biophys. Acta, 78:492; M
P. Thonpson and C. A Kiddy (1964), J. Dairy . .
ScL m7aoembodiment, \ggid| dpvicetumque (seoBdy Sgﬁng. isg@c  coding

0. Bi X ] t. | ete am no acid

cosg%uet}@eﬁgg at? geea é%ldaPﬁg&eilgkﬁrug gﬁc%asei n was determ ned

by Add@ionsHy or elterabtivadly, shitiddeljce(unifue sé¢curBi Gettiwmis a dynamic

23:4]1). The genonic and codi ng sequences of bovine aS|
PagsveLti on of casein have al so been cloned and sequenced

enpippyieRgly, BeUTRLRR WasiNdiSs Bﬂé-ﬂﬂﬁ%aﬁﬁrm&o czan, et

al . (1991), Nucl. Acids Res. 19(20): 5591; MKni ght,

R ARreferablyakhe dev&89iniquk sebariity\setBing is Fonspuéi4d T8ing at least one

Prot eol vt i | eay and identifjcation of N-term nal
doyied eaiedeis S Arg A Ppa o B Herer o has been
doc g attitulad embodiMRing bEthe aBbvelksaid (dPiéE unidab secudity setting is
Bi ochem 16:439; P. L. H MSweeney et al. (1993), J.
copdiueiedmsing twealewig ppecific ¢z iteppand, néegn datestentst i on
and . thi r ks [
7ol FOPRBIE 158 bick Uohch SRY iRy FEEHRRL BLPURRER over a
serfesMf dagtacadss nfoll® 9PyraBomchi m e, 80(2):2155-65]. Mei sel,
H. and. Bockel ppnn,. W [,(1999), . Antoni e, Van . .
Lecdieiamblk, s dsipe 19i9EtS6CHEY eHingo incdreessiblfudnbeyia 2
ety i : LJji ns and casonorphins in
prégfgtpﬁ [ deg%ﬁ%@gﬁ%ggﬁgi&&dgﬂ c acid bacteria digests of
a adeforablys eaid predetaringmsl. co@impucation pratocol toaipeises a specified
t he an{i -aragr.e ati rell?]éq?nd t hronmbol ytic activity
SCHEREN St FPRBYEON B H nal portions of the a- and
k- c ¥p&feibly;, a4t E?é&t&ﬁifﬁ@%ﬁﬁnurﬁeati%h tocd]l dprises a sll)eciﬁed
Bi ochem Mol. Biol. Int. 42(1) 77-84;, Fiat AM et al.
stractyedf commupigatipn gagkets76( 1) : 301- 310] . The codi ng
sequences for bovine S2-, b- and -casein have al so
been cl oned (G oenen et al, Gene 1993; 123:187-93,
Stewart, et al, MIl. Biol Evol. 1987:4:231-41, and -
Stewart, et al, Nucl Acids Res 1984; 12: 3895-907). The
0S2- casei n codi ng sequence has nunerous Al u-1like
retroposon sequences, and, although the gene is
organi zed simlarly to the oSl -casein gene, sequence
analysis indicates that it is nore closely related to

S o e




1988; 178: 395-401) indicates that it is evolutionarily
unrel ated to the cal ciunsensitive casein gene famly.
wonoasheeysit, /c-casein is split into an i nsol ubBC®1L2005/000264
pepti de (para-kappa casein) and a sol uble hydrophilic
gl ycopepti de (casei nomacrogeptide), which has been
sh QideGn@Fbd ¥EpHyRicEl dsbSdiftnYw Ml a iR R m f i
pr Zi:/ﬂe%n(%ei %)n o%pfr)}eoﬁpatyglcﬁlygerslensi ti viat; tgﬁdl)éﬁgestoéglanagmg
saidprede¢msnedcrommnmicitidn patogbl. gast ri ¢ bact eri al
pat hoge (Mal koski , et al, Antimcrob, Agent .
Cndrgins: ok dsmbagindtun b sREHERLIHE AT faige cotiuar
confIREHORIh e VL BN kAl dat0acdelsy MoRE Wb SREssBIE bF Bh@Owhdh it is
the N-termnal aSl- casein, the o2-casein, b- casein
satigfiedl that seidedexicgmiquesetHiy sethiag sepiiflces, but no
menf i on.. made of e .
ARG 35 AR B AR5l AR BB SRATRE niced
cellalaP @6m@funidation e itathaving 4 Gaterbedss enddenfat aflowagi vading and
.g&fvent viral infection qr, npdul ate the devglqpnen of .
writig of ¢t i clange aswags o gaidceluat commERcaiipp device, said device
beix%gécg]g%%‘%ﬂl t{?yreg’tglq{ gx'tﬁﬁg)ﬁ/lté b5d AR 4R AGR: @ an LRive connection

nown ar provi di ng peptides, and
inveloigi aymtdaemihébseenfe seorert he treat nent of human

di sease,. .whi ¢ eptides are deri. fromthe N . .
e r BRI ot BHGrcansrotpags Mpnibstle JIER devips Vnigugsgeurity
settiifpd / c-casein, alone or in conbination, and posses no
detectable toxicity and a high therapeutic efficacy in
a bProfadablyr said yevice paidve| ssguatl settingi is 4t ¢asting configwtinofor
THE .| NTI ON. Accqr.ding to one aspect of the present
d“?ﬁ?ﬂﬁ?ﬁ%%‘?ﬁng&Pﬁﬁ%¥%vided a method of preventing or
t 1 eprefdRgblkaglidSiicoGuedecirith 8etting iksa dyRads passivord.
condition, the nethod effected by adm nistering,to a
s ubjnearenBpdiragnt. sad Fpprmis PRSRIORD S A GG PESFEEE | ve
amogn . [ j r S i R;
or i, A GHBRR, 8 AEice L PRy st dh R EaRE viine a
leastonpdefiee spedifiendatalitereand atleadtloee ramdemt datmiteiescr i bed

bel gw.t aut oi. Mmune .or i nfectious .di sease, qr_ . .
Contiefarays BICAPEs Wides sPRRescH S BEmace sipegoevice
spe&iﬂc@iatadi'téﬁsaéﬂt\@ ¥hdéh dhdfiRadsi on, ADDS, and infection
by HFV. According to another aspect of the present
i nvBrefdrably: $aid devise pnigue decirisy pesting s Gimaprieallyrrhangpdopver a
m;regé%ngcasglo d disga%e or condition, the nethod
SerSP PLEYRA°DT° HARF APLFEPhg to a subject in need thereof .
a tperapey! isedl ldgvieé fatidue’ Se@mdy ety & pe@ssidR only via a
derived froma-, b- or -casein or conbination thereof.
predetennigpd gompunisatioprofecgl.ur es in preferred enbodi nents
of LD ent . ' : .
O L e S A R K R A
sequbticerdieoinnpdition ppelety't openi a, granul ocytopeni a, an

erythrqpaqietin treatabJe condition, and .
i Sl QEGr e be PasHi ) 18 ASTAED Sth AHESF BroggR orangpeine
sai%??&?%&nﬁ%&%ﬁﬁlgﬁﬁxiéaﬁﬁn BfRS&IL invention there is

ed a nethod of nbdul ating blood cell formation,
t hePreferhbly, efdidctclidntbypragrainmi ist esonfiguted 40 s§bj esaid | pellular

need. t hereof. a. therapeuti cal | ff.ect.jve of . .
corRicaRo oL A achits god? o it raf el e Raidsyice
unﬁﬁ@g&ﬁﬁﬁyﬁwm@gﬁkaﬁeap further features in preferred

enbodi nents of the invention described bel ow the

nodul ati ng bl ood cell formation is selected fromthe
group consi sting of inducing hematopoi esis, inducing
henmat opoi etic stemcells proliferation, inducing
hemat opoi etic stemcells proliferation and

di fferentiation, inducing nmegakaryocytopoi esis,

i nduci ng erythropoi esis, inducing |eukocytopoiesis,

i nduci ng t hronbocyt opoi esi s, inducing plasna cel

proliferation, inducing dendritic cell proliferation

and i nduci ng macrophage proliferation. According to

oy o, e




Accordi ng to another aspect of the present invention
there is provided a nethod of preventing or treating a
wor@mséile di sease or condition, the nethod efPetiemodgoo264
adm nistering to a subject in need thereof a
therapeutically effective amunt of a peptide derived

fr . ) , . : )
AP a e protgp R B OMEAQTR) Ok AGEY ERhe spid prorocol
thatofaitl heonnestamt iso actilees cmid bed diseblovsatch dataeterioss moddi whers said
or condition is selected fromthe groupconsisting of
COnREEHGRH IS PIAYVEI ucosuri a, hyper gl yceni a,
hy p&Eddrdin@RF1aathird ASp Y BEIRRERAL BKOhtE MercAs pRIvided: dedver
anot her aspect of t'he present invention there is .
for prupppring  datere condtiusdtionr eperationsg abcellvlentdopgnubeation; dedces

associated.w th el ' . of .
corf R B PHEGRE A FlorE RS G g ttotgen of vmimue e
dat®fegprlih®baid abllilhoeshsugioutic devidea asd nade atéaas filneGaiality for

_or allogeneic bone marrow transpl ant.atj on M), the
using: 831 U seewe dBip taEeneiats dVissFPee s déﬁ’b‘}‘é‘g e‘?tw Rugands

reqhﬁ&{ §t§fm JBRE g@@%dn?&'tibﬂ detit&S fd YEA BN intBldaBh mode at said
peptide derive roma-, b- or /c-casel ndr conbination
cellulee conimundeationdieniged.0 yet anot her aspect of the

T SR TR R -
factpe delids uikqRoskoafifyesdigsl MayasiTa ol Ediigufation for data

subject in need thereof a therapeutically effective
moderoufny, dofa reagpepdite wvrile istruetidnsom a-, b- or -casein or

conmbj nat i.on _t.hereof ... Accor di / ures in

pre é? ?%‘8"%%‘8&? %ﬁ{lg Soe?t ?'%%lgﬁgg%/%ﬁ%%@g’esssc r ?‘%’ed bel ow

t heThé apshngielpassiordmagtiengodeahepasswosdl ect ed fromthe

group consi sting of thronbopoietin, erythropojetin and

gr ahbe sleyice wifleh yearitinsPling ngay fet WS{fe&t Ring at least one
de\ﬁgé: egfﬂ&QiaEaﬁltectﬁ 'aMl el 'Bgé aﬁﬁeﬁl‘:& té)i‘terfl.he pres e.”t

invention there 1s provided a nethod of enhancing

col Briferabiyptheodevilenatiqet f¥cooty sttary is eohsrictedausing two device

| pabl ated recipient,. the nethod effected by
SPQ@A%%B“&%%‘LBY"%P‘G‘?‘W HoiEod bl ood St em cel s with
a thee ﬁ@@ig& fRfub e &ir{t9 bk nB OB dyiniRAR dhd@gddesviey @deries

fromQ-,b- or -casein or conbination thereof prior to
of dasm atade epemationsipl ant i ng t he donat ed bl ood stemcells

in e recipient. cording tq fur r ' .

pr ebﬂ? f%&lcs ﬁgﬁ%ﬁﬁéﬁasmﬁe f %@' ??1'\‘/' & ﬁi%':&l glﬁla}{jge:%%egszbc}é %g}yowa 2
prédBRrifiRiel @dminiinideion pesteEdlsi Nng treating the donated

bl ood cells with a blood cell stinmulating factor, the,

bl odhe c pradetermingracomgunication RSS! @AY r RRIRE §r Rgrified

| S : ietin, erythropoietin and

Se(g‘?{gﬁéuﬁd&%g@%ﬁtor? sgi&?ful ating factor (G CSF) prior to

i MpITaet pregetehaineldoedmsduminacien | prototol hmay comprise a specified

reci pient. According to yet another aspect of the
strygtureaf CommEGation PRSI s provi ded a nethod of

enhagieisel ef Rl B REARA i hssdeRAbE & ithl LOGkns bRIFr£f fdSmbihging

a nyel oabl ated recipient, the nethod effected by
saitl pecitetanginddeodunuicatios woidcelt em cel s with a

therapeutjcal ly. effective amaunt .of peptid rived . .

£ £ orefetably? g et pint - ORRgHse T sRERId RRpHEFoPligication
detite D! A HAE hé® daBRLEER PSR Ghesaidealeviveispedifie data mode

reci pient. According to further features hi preferred
engyrbgngsrosregt. t he i nvention descri bed bel ow t he

nmet hod further conprising treating the donor with a

bl ood cell stinmulating factor, the bl ood cel

stinmulating factor selected fromthe group consisting

of thronbopoi etin, erythropoietin and granul ocyte

colony stinulating factor (G CSF) prior to donation

and inplanting the blood stemcells hi the recipient.

According to still another aspect of the present

invention there is provided a nmethod of enhanci ng

o o - . - o

-
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According to further features hi preferred enbodi nents

of the invention described bel ow the nmethod further
woanproseilsg treating the blood stemcell s w t hpaThimosi000264

cell stinmulating factor, the blood cell stinmulating

factor selected fromthe grup consisting of

t hr opoi etin, er I ' ' d_qranul te .
L R
detik® aldisidessidldata Modé When @cippeanthat Acondtkiog with said server is

anot her aspect of the present invention there is
nohgyPded a method for preventing or treating a

condi Liog o A o . i
ot ASSCRRRETS ARALAC b0 IR Pslll BSLIKR BRRINs plodfied o
metiet ebfestricting mapss tto aaktonfeufaoni medaobeath @k of a plurality of
tide derived froma-, bh- or -casein or conbination
Ceﬁ‘ﬁgtr‘é)&m“‘ﬂ&%tbq‘b‘?‘?’écefﬁ%f H}e?tf%fcqfr@’éis_ﬁ’rges hi preferred
enbodidEpiadviet ddp8ndeny SifokRRisie SE héte df _k%@id()?\lulrdlﬁy ARSI1ular
infective agent is a coronavirus. According to further
comgamigagion idavigessf er r ed enbodi ments of the invention
descri bed.bel ow t he coronayi I S SARS- di .
o Shaenand Hedlie, OGRS "B Rph Mo AR SRVIopoRHahE s Olbriey
setfih ey foil eaidplumatityost deoicefragdent i ng or treating a
bacterial  di sease or.  condition, the nethod effected by,
admicanBgwing geid oplaralighjof cdevicss uegh thater dgspegiive device uhique
seh il REHE | RlhiYodtblsBpbdr Said FRURfeRbiich ABRLT de derived
roma-,-b- or 7o CateI nor - conbi Rat i on t her eof .
Ac c Prelfierudlyt, ohd dievidradepbrddnt irfermatioprsedédsrsaildiesivoaulique seairity
of the invention described below the peptide is a
Se‘ft’lnggms_nt derived fromby fragmentation of a Sl casein.
ACC qirbiePib1y, Ahy Bhiqul ARt fs@tﬁhg e cbéﬁng lc8hREr8Gon for data read
enmbodi ment’s of the invention described bel ow the
or defatvirite injrictiens ¢frsaifl confighration maggsei n or comnbi nati on
thergof s a synthetic peptide According, to still
tur Ciigen P RnE PSP A CnBEGPRENPR of The
| NV eTHel MafRSHAsWER B8y bvva bhe tipefasaeorder i ved from a-,
b- or /c-casein or conbination thereof has a_sequence
as Jueferably.saidrdeyjre wprquseseryiEy etting 1s eppstrpgied peing gt Jegst one
: dr.es, | Srhadi; ts of the
de?ié\%éﬁ{tﬁ%%&%%?%ﬁ %{ggl t E%a?ﬂ;c\%{etrrﬁgdco | ﬁ%ﬁ{)i on of peptides
der iRrefdrdbiyrsail device wnriquecsecanstyi setingdo nimstrattied msingéwe device
is.a mxture qf pegrtéiﬂ)dea:H According to yet further
SPPIfle driadtems A EVR TP RABB Y MENt s of the invention
des g REMHIPaLANIEIG G SautiBNsindBRIyngRfcal§chi®Rd over a
froma-, b- or Kcasein'is a chHinmeric peptide
sedemngfrdagd mgdeopdratisits. t wo pepti des derived froma-, b-
or /g-caseinin val ent .l.i nkage, . According .to_stildl
F ur tAGPTRBREY P S0 e of S REBHSER IR bEgp Projided a collular
cohfigfiédtiRA dewies | hpableebpWohtiBuibitivar wathpant é&xdemal source for

conprises a first Sl casein peptjde having a sequence .
copfgwation eft39id gelbar spmemnicapondsvice. sad (gllglag gompnunication

{ nk seco j iLdeshaving..a seq S
el Bompftsfhe 36 DO RRRN YRk el il SR UERE g i
coAtmatichtion ih acdardirive witheademisuniquepeetdtyrsedingnbodi nent s

of the_invention described bel ow the nethaqod fyrthe )

corrpl’rrp’éer%éyaasarﬁ HeVageHinNP $ESUEHESCERg; 18 CPMPHS stcally on said
dehgreof an effective amount of a blood cell

stinmulating factor, the bloodcell stimulating factor

sel esltgdativabynsaldadeyicenpiqensiwity sejting istasodimropsdtang. n,

eryt hropoi eti n and granul ocyte col ony stinul ati ng

factor (G CSF). According to further features in

preferred enbodi nents of the invention described bel ow

the nmethod further conprising adm nistering to the

subject in need thereof an effective anount of

eryt hropoi etin, thronbopoietin or granul ocyte col ony

stimulating factor (G CSF). According to one aspect of

the present invention there is provided a

oy o " .
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casein and a pharmaceutically acceptable carrier.
According to further features in preferred enbodi nents
wofhodshesiiavent i on descri bed bel ow t he aut oi NTTURETAL.2005/000264
i nfecti ous disease or condition is selected fromthe
group consisting of a viralgdisease, a vira
i nf |on | corm
an oﬁ%‘e i zﬁl’tshr‘)3 EVX{@ dfe?ip %d "ﬁ{ %gfelrrl |€%éeﬂexgg tHere us@@ hbfRin have
the Wa@iél Ahednifg ROl maiersmrmw i onle ot éxﬁfna@f ekziﬁnml thg art to
or treating a bl ood glsease or qufltlon
whichdhisdreantion belangap J&p materialy mpsth Sngnd @sanaﬂesaarprved herein
are §fRHEHYE Bhiy AdRRP hilificdSS b ﬁﬂmﬁr@ - or /c-casein
or conbr nation thereo naceutlcally
acc ipplehientatian rafahe nfstbat dindh gystte:mfuf rthé @restmainued®N| involves

referred enbodi nent.s aof t [ nvention described be
per st (o eorop SUAE SSGHA sareiEd okt PEotes BeRElSt FgmEHaIs or o
corBbiatiort Hesdot! INIBrdhverd, REEITARE b WRAMI FastiRARANLOR AAH dquipment

granul ocytopeni a, an erythropoietin treatable
of prsfatiad; ambodiments of fheomsthediaat isistemeafithe Preserts nervanlgm several

sel%cgﬁcha& ﬁ%g{)‘u Stg%lrnaglﬁr%leotréx b§ft fxegﬁlg?% ngbi ﬁ\?ﬁ (;r% %ﬁf@{)&atmg

sysEHn@ 9€hhy fiM@aid 6 d‘diﬁlilﬁatidh thereuf, desk e‘a;aﬁip&f aRbadivarakelected
nF03|t|on for npdul ati ng bl god cel| formation, the
stelpma e dnventen cenldnbe rmp@ﬁlee@#paﬁ 3ichlp, 0Ra AUty software,
sel8d SEpS e 13 %Eﬁﬁ(ﬂf" g&ial Uéa q [HBnsd ada ?ll'ilre(lrty RSHikvare
oF conbinatron t hereof  and armaceuti ca
instractbptsaising easouteelr byAacxmnq:utﬁg usmg‘ amt hatabfeerapemte@ gystem. In

refer ed enbodi nent s  of e invention descri
an3h SRS QLD PN SYFB o o P b g b described

as f)élﬁ@"p&ﬁﬁm@é@%pa QRRYreédsfd, fichial U&)'Iﬂiﬂltlﬁg PRPRAIfeSéx&cuting a

I nduci ng hendt opoi etic stemcells proliferation,
plurality off imgtrhetensopoi eti ¢ stemcells proliferation and

di fferentiation, inducing nmegakaryocytopoiesis,

I nduci ng erythropoi esis, inducing |eukocytopoiesis,

I NdBRIBY DESORTTOVIN DF BISE S)RAWIurﬂsng

gr anul ocyt opoi esi s, i nducing plasm c

pr olTihe dpantign is hergin dergribech g’m W% Oféeramrﬁ? gnkys withirefgrence to
the i RplBa I ErREES A AoBRL SLRKAL) A AR Ts M detal, i
is wmédﬁ ¢ht ahe partivataes shewh awbpasity iob exdopleeanidafori pugposes of

er| raI stem cell nohili.zation, har naceut
1111}%3% @etgﬁlo&x&%@q gqeﬁ:-ére% 113%1#? gtthierpg 13}4@%08 only, and
arel ?r%ﬁé}f@&}'iﬂ @h’él J:ebﬁs@foff oV ARRHTE b@flex%dpt%p&d fhe HedtiveeRll and

om a- - k-casei n or conbi nati on thereof and a
readfizr medsestood aielsynmameptf atbe eprizoiples randAe@meplliuﬂlg agpects of the

. _anot her_agpect of, the ent .

i ERBOT el DG he bl o, Rt B el 57 shoR kel Bpaity of the

invRhitibli 8Rtrhétg detaTE tRROls! fecdisafasa » fuklandntal Qtﬁdel’sﬁaﬁdmg of the
phar maceuti cal, conposition conprising, as an activ

invientjpdhe descriptipe taken avithothe eawings making a@parsrat fpéh%SSSSZérlhd in

r
Sl BTN R AGhe AN Ay PESRISTL e,
preﬂﬁﬂkﬁﬁa@ﬂﬁ@dinents of the |nvent|on descrlbed bel ow

t he tabol i c di or condi tion js selected, from

t he FJPodp containlified gliesony homing poe{olar frielign Javing a frecly
ac:{?é?rﬁfcg&a)fé: Ot For (Fb\(@ fldde RECRItRany¥RE who knows the data mode access

yper chol esterol ema. According to yet another aspect
codd; the present invention there is provided a

phar maceuti cal conposition for preventing or treating

condi tions associated with nyel oabl ati ve doses of

chenor adi ot her apy supported by aut ol ogous bone narrow

or peripheral blood stemcell transplantation (ASCT)

or allogeneic bone marrow transplantation (BM), the

phar maceuti cal composition conprising, as an active

ingredient, a peptide derived froma-, b- or -casein

or conblnatlon thereof and a pharnaceutlcally

T o o nN a o, . oy
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a pharmaceutically acceptable carrier. According to
further features of preferred enbodinents in the
wonvesrseas descri bed bel ow, the bl ood cell sti RrOTALINE000264
factor is selected fromthe group consisting of
t hronbopoi etin, erythropoiefi n and granul ocyte col ony
sti gjhad | '199 sfl Bﬁﬁéd Wfagtadh )shoWied Girdl préRrred QHBSﬂlment of the
aspect of resent “invention there is provided a
prephm mcamn,cai vdunlpo&melluhrft@hpbmmn&m@gnm% nhrgugh on data
of donated bl ood ste el oabl at ed
corg il Bif P BRI SALAH T04P BT S o compr i si ng.
as @pti veis AWiRPliasd SdiagaRe Mdvwiag dBE | ARt 698 aspec- of the
or /c-casein or conbination thereof and a
ﬂnb%ﬁﬁ#ﬁtéﬁFK%élly acceptabl e carrier. According to yet

ano e S
o oL i Pl oS5 AR BOBL Pl Ui or e ctn
ser¢é&l @speZﬁbf Qhe Qa‘mlhid&ﬁéhtSbE FIGER] $n iwhish e lsombt & @cbwded in
%gﬁlpl t he pharmaceuti cal conposition conprising
stagdalong 0F@amgredlents a peptide derived froma-, b-
or FE@S§idh 9 Pﬁ@@ nRat ﬂxQ%}amﬁ[l&PJtm R%r8cedure for commumcatmg
phar maceut | calfly acceptable carrie According t
bet:wteen Ia célnntt dnelra sgpercior ehteting apd esisg tlatiarmedet dt @rpatthmiae ceBular
ition for treatin

o R TG < PN O DT G B g RyrR o o GULis

an GROShBHArDer e cRetol mrune di sease or condition, viral
di sease, viral infection, henat ol ogi cal dlsease

henEiG! 6 %atlmrdié”feddlcéﬁ diageam illstatingy varprtionof the procedure of
Flcgas"%eg&ﬁ ?&‘éb&&%ﬁ%&ﬁh@se&&”e” | pi demi a,
ypercho roI ucosuria, hyperglycemn a,
dl albeGes, isA Bmplified- ﬂowhﬁlhﬂellﬂugﬁalﬁnlgl a dirsad grycsdure for secure
endrite_cell deficiencies age d |enc
tfaﬁ%ﬁ&f’%% lignticonngeipn &1 yse ayithihg ew§> HW&“& ate ﬁ{ﬂf b s'% | et
t i s
o o T ety aPUERlRc Tlow TG TUNAE Y IrUSPOERI for secure
tracking efra dligdcdanertion ol usevgtf the embhdimxinh ef BiSy: 6or
radi ati on therapy, human i mmune system di sorders
resulting fromtreatnent of diseases ofinmmune
def ipRRMEPTRON ORAtEE PREFERRIT EMISODINENTS
phar maceutical conposition conprising, as an active
i ngridgirsegent qmb@cbmeat,s champtisech metbad and apparaius for. prateetion of
[ on nd h
the c[at g}maﬁ Eg&%eﬁerlﬁlga? glggho% eglc@ ?’rr%%o wet!rh% ?%pec?de is pf(ﬁected
by pr;ﬁsm@rdg B picferablythe 9a3s$10[3d vdedtod spegifiar mme duthet preferred
conp05|t|on for treating or preventing an indication
embadimang the Rassword & dupamisnand ddeallyots” Aepiiime gpassiyord. An
[ r :
B L R 13 ikt DI RAD fram i
is aledadyi tendaesas ﬂmou’ediptangkevnbefnom empnécessa diﬁtramtqpasi;mﬂdc In an

stem cel |, di sorders includin t el et h te,
altSpalye bor i RectPapd e dpabrgons anifiR B rfode entry
insGaBEbls 28 assigiRMKBTbent QUL ! AQAR thiBi§ b%ﬁ’@ﬂy&ﬁhb 6n such a way

syndrone, non-nyel oid nalignancies, ﬁggastlc anem a
thaarthe b@ﬂd@s reae rdi teng lfm‘ |d¢ff@mty devihes. phagaimqueferably it is done

dytga tll ? r"c"lgl a%rte a gﬁa- 'Ctel (\:/o%[fl 1§gr vegh {1 etﬁxgggvme

mmksdmaﬁ@ﬂeaseln or combi nati on thereof and a
pharmaceutically acceptable carrier. According to one
aspect of the present invention there is provided a
purified peptide having an am no acid sequence
selected fromthe group consisting of SEQ | D NGs:
1-33. According to anot her aspect of the present
invention there is provided a pharnmaceutica
conposition conprising a purified peptide having an
am no acid sequence selected fromthe group consisting
of SEQ I'D NGs: 1-33 and a pharmaceutically acceptable
carrler According to anot her aspect of the present

o, .
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conprising at |east two peptides derived froma-, b-
or /c-casein in covalent |inkage and a

wohersraeasiti cal | y acceptabl e carrier. Accordi ngCTAL2005/000264
further features in preferred enbodi nents of the
i nvention described bel ow, itthe chineric peptide
CONRAdRIOASIR §r BRéEmAShdly C@iei Mofe Eirbt@@cﬂﬁlV lid) Qj)r@wded by only
sequence as set forth |n one of S %W

allogigngeersh yo therdataimode aperationtiwbisi & Wm@nhawm@bbe to a

23 86l f n and
pre S TERRReRE} of Ahbnhst Yol ot el Mrunedpi
pr esdditionaNlg ndri @erhitivety | datpravdd qﬂotactﬁﬂiﬂﬁsrqﬁeﬂﬂe@ dy only
nposi tjon conprising a blood cell stimulating
charl@es dhe datg mode dsypadesqdesandion imstrugionaset Hat @érr@ﬁ ggique for

awﬁﬁ@ﬂ%éhe group consi sting of thronbopoietin,
erythropoi etin and granul ocyte col ony stinmul ating

f acAdditioGaHFpr altalma:tnlle’[y dedid nwxde\pirdthctmnpis prdvnckid hysditabliag the

havi,ng an anr c d seguence sel ecte m t he gr
e aF St kT S Ao Ras T 5 Ao ety pIoupih time

the SSIGR4Y abi€e HMigafd to%%ééift @bﬂl%ah@s gt il ﬂosﬁﬁettﬂﬁrsuer% R8fghal be
of the present invention there is provid

proyifed it physied] islerfpessor viethe mllqumemnkmg verr any ether wigeless
ey 0 RO B SR T e, Vs
actA vroférgsde dmeadlmeat mﬁibﬁrds@ ®@eicieg the ditadacceds- mote entry,
-casei n or conbination thereof and a pharnmaceutically
proteeiang,thayread @nd wrie inshiwetions wigh ta@aﬁsmrﬁ apd changipgthejrpad and

wer ﬁgtﬁid't%ﬂ g’g%%ﬁ‘%ﬁl% asgvao{dgem'sw&fgnk A BERS”: ¥M8%9Wach

SAR tive agent 1s coronavi r us. ccor
dmmn still further features in preferred enbodi nent s of
invention,descri bed ﬁuﬁM/the coronavi rus
?

SARSEHNE ABCHE R 0. SRS BN b PSDTON B, PE eopructed

frorh BKE Bl infdte W BlcCuriGuelinforh&en feRRIIIIBEL 81 bdch@ellular device, such
onposition for preventing or treating a bacterial

as thmAé@y, deseties vitheeneesanerie clanamisalip shanging eraapridng prigndomly
cha@éngﬁa@ag tﬁ%gr IIIE% %Igfﬁgn {i gnm%to i enég\%gd rtﬁé/ ggluflz{r devie's leque

infopinaticm Gettisiaeahdey tagetietvit Bveather ﬁﬁdorﬂ@t@ﬁiédl ng to
further features in preferred enbodi nents of the

i nVBRt futhey sbpdipent peihwressat aprtiore aServer 1 pagdest for each

t
o At BE Dol LT R0 oy GRARM Bhpanic
pas§veatsirfes each pf tHeedavinds eagicwiadewith thdt dellelar pyeviddroThe server

pro VSR Pt SR ForgBrpde it cymetoid thus the clfutar

devRe Rk ity At sl 'eﬁﬁr tdﬁtasltnbhla Widnt DebndRabhl i€ ?rés@nt to the iven

preferred enbodi nents of the invention described
servehe Thispis iadecpthible for deditimateanse, S@ncecdata wadeisondy ndrrdsd ﬁpr 1n1t1a1

duence a set t
senfft ST g SinkC hpd Rl sedlpBRL sthieS R % s i aramprgicer
carrids dufle Illé@ﬁﬁkt&%edﬁ%%ﬂ%oﬁﬁh difficu@{Tiih paRicuRA bn if an
pepti des derived froma-, b- c-caseinis a mxture

ﬂle%rlmﬁ@ptlredéganaae%tsr @Pﬂgthedoarswwdefpr f @iaurdeyicen all he gains is a
e
sin, {18&;2%%‘0 ﬁ“rl]lgg;?&qh [fkt lzrbe%B rgﬁzd g?‘é dd ?ﬂ) @r@%ﬁﬁh@%@at@ 8{" Y art
where asigigle passwvoahgives accegpetptal ey togpinimsber@f devicgast t wo
pepti des derived froma-, b- or Kcasein in coval ent
| i nkage. According to yet further features in
preferred enbodi nents of the invention described bel ow
the chinmeric peptide conprises a first od | casein
pepti de having a sequence as set forth in one of SEQ
ID NOs: 1-25 covalently linked to a second casein
pepti de having a sequence as set forth in any of SEQ
I D Nos: 1-33 and 434-4000. According to still further
features in preferred enbodi nents of the invention
descrrbed beIomrthe pharnaceutrcal conposition further

o o,
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erythropoi etin and granul ocyte col ony stinulating

factor (G CSF). According to further features in
wonrefs@msédas enbodi nents of the invention descri bet/h®»h&000264

t he pharnmaceuti cal conposition further conprising, as

an active ingredient t hrompopoi etin, erythropoietin

or 0 I

Accap SEERR R bW BN RIRL el Fhgording to the
preseny emventtiont heayebée sbettemandmdtoadnwtthoxéfanénce to the drawings and

| ow-t enper ature processing of casein proteolytic
aCCHWBY'gsB SeCTIRHRE- et hod ef fected by obt ai ni ng a casein

Pr oBRAIrY bk plathitl &!1YAAbEe &ABRLIhRhDSS BE ARAtYE irfdetail, it is to be

enzymes, cooling the casein proteolytic, hydr ol ysate so
undgrstoed jthetc thev aventiore ip mok elcngt@d dn ity yapelscatlam j tosthten@etaﬂs of

oS st B FRBRCH, 91 S0 HAPNETS 80R S

desbﬁﬁﬁ@ﬂt yé?railﬁlsﬁﬁieﬂeﬁi it drd@ingh) t IMAkeinvembrf Ug tdapable of other
aC| dlfé;l ng the filtrate so as to precipitate protejns
o1 oinbaing pragticedigrrafried Oyh imVaARRYsakeysc ot lsecitiingp be

un&egﬁgﬁt B 2 Plscotiy 3k QEnlORoA CrBIpl PR RESL P b Bprpose
of @smﬂp@ryﬁncbstmuklymﬂap regaddmbt;stlﬁmtmg the pH of the

pre itate.to pH 7-9, re essi ng the casein

pr o%@%tewd oy ¥amads; tq | dike 5 Bhigh fliistiates. 3 sfepgard gmobile
corRMBh@fioR WGt 10f DBEP10SREY Worl St &5 b&eBmbBile telephony

provi ded a casein protein hydrol ysate processed at | ow

standange suohias€G3e CDNLAG TDM A h bx,BRYERB000, CRRS amd thedike. Each

of QRSP b UL ALY BT abeREL B S RPLLENS e
air@&adsl 100prbeend Revdsddppiag aﬁﬁlcthé dikeg ]!nCthﬁtidrﬂ tof dbiirh@dication over
features in preferred enbodi nents of the invention

the RIFERChC BASIR oapaRicaipn dryvigeH Ghassy dpfa dnpu igrwiieh allows
h

S RS BRI N0 o SPUISATRTEL 1 po v

progdninmledn ’Idnfe mﬁumr tleviad ataly 1086t \b/e\p)‘o@ramdwdm cpmxddeng Wwith an

et further features in rred e OdJ 0
P EHT 40 ARt ! TFRhoRE RS 1 ol they b, 10y make
paribullaf 38tvidel! ¥aildthe P RS G5r dﬂav%ntép%lgr&ﬁ%ﬁsﬁgﬁlzdey the cellular

addresses the shortcom ngs of the presently Known
demmtﬂmrglﬂ’mhfmgleby pr ovi di ng peptides for the treat rrent

easg Ldes are depived.fro he
N ¢ SR Ey B e e R 1B o” Wy BE R i SRl e i
curﬁdﬂt@ly' Béingi ddnnédt€ €o WgitimaOrprdiahindiin@ RileR0diRE® M or to an
detectable toxicity and hlgh t her

apeutic effi caci/
impyfeefs msmammmc &@ssedweritw drickground, the
1mﬂh%¥e%"snrd?§r5ﬁn g cm{nt“ﬁx %];el?)f@ J{,’f dw%t(ﬂ ma fmt:roduce
eren 0 the” acconpa yi'ng draw ngs. specific

older{ersams eofrthevoperatihg sgstami hging rkndezhavd:a,lmbstses ehat the imposter
stressed hat the particul ars shown are

may, SuRsadently SXRIpt oF CHTE Ut of range R qther W@cwp@aascetw gfmes.

Thé BARACAKIEL T SIRLOLTBRLSIAS nldd8 iR LRREN bé R%;)? hﬁﬁled and in
only, and are presented in the cause of pro

that dathehdde\edigofithe b@vtetaetmmss anggwpighllyapaobsibdadi | y

der stood d th d
Conduptbar SHEREEY I 0 peeioRGaneIoaRoR IR gf e ety fode

is kel oWwsvarBdificd duts hode 54 fidedbd fa inBRL ﬁm‘o'gﬁanﬂhldg"tﬁ’ the device,

invention in nore detail than is necessary fo
theppsawnidst tand i dersst forarlh @f dhe dreicesnobatgivm rrtamfacturer or for

o E B PSP Lot OF UL SROIE e SRBRLFH s

i nvention may be enbodied in practice. In the

draw ngs: FIG 1 depicts the stinulation of Natura
Killer (NK) cell activity in cultured nurine bone
marrow cel ls by peptides derived from natural casein.
Lysis of 35S | abel ed YAC target cells by cultured
nurlne bone HHYYOMICE||S |ncubated |n the presence or

o o - Y AN~ - .

-q




activity in cultured human Peripheral Blood Stem Cel |l s
(PBSC) by peptides derived fromnatural casein. Lysis
woRo0BH58631abel ed K562 target cells by cul tured RAWA2005/000264
PBSC from Granul ocyte Col ony Stimnul ating Factor
(G CSF) treated donors incybated without (0 ng) or
shax‘@'dtblz:txkrgéi{ Q\Qﬁéaﬂgs 8? RfiffohE dF 'd@flées( and RO {0 P GiktriBhd d%%ongst
peptides derrved fromnatural clseinis expresse§ as
all dfhthef cellatar proviflers 0t(Guly romdi vosedkhessi dtyoneqgireviden of ooenstdvessful

K562 cells into th ulture supern nt (% Rel ease,S).
stepIpl i @roek ReBBAR RGeS FIegHY ol o Ay P hedp fesame
pasgwé}@z{rggoﬁ?{&ip@fi ent, incubated at different effecto

ra

target cel tios (100:1 and 50:1). Figure 2b o
r epRefsemmcs ifomc madetty Big. B oddcls shpwes telbvarnenmmimication

an ffected donors..incubated at a 100:1 eff.ect
dovieg g rormred s ol 3P f eodmbrlik fonsEfifon oga it
prefeglell érabodimeht $0Qhd ,fpr@tieamﬁ@ﬁmprmﬁeé 20nisefrf @gthOmode for

target cell ratio of 50:1. FIGs. 3a-3c¢c depict the
allogtingnipaging andwiging of datartp shapge thet seftings ignd) generalyio allow

- . ce . i . .
rep St BOARH ol bl RERE M S m, changing of
the telephoretmutidier and dienlikd\KThndevice 20 s @mdigifedrtatrestrictiuse of the
cul tured PBSC frqom G anul ocyt.e CoLon%qlSt i.rm%ﬁ%‘i N9.; "
datg-mogls in preesdange ddificr WHART BBl Shne Relonging e device. Thus
the BRRAhI&Sc AR Beshel LAMsH Al ceGARRIC bt )é&fiﬁ%%gﬁoﬁaed. In
the percentage (% of cells binding the anti - IFITC
thisf wapo itds oedongen ppssible éd lobtaint & bingle paSHWord, andrtherhley eompromise
1 CD56/ FiPF]’E fduarescent anti-NK cell antibody MOC-1 (DAKO
a lapgenymber of eVIceSs i ol s are FI TC and RPE- conj ugat ed

ant Wi éhel AEwicRM0 iRy a nfid ddUhhagsmeRNiSET)othdrkiRe referred to
percentage of cul tured human PBSC bi ndi ng_ fl uorescent

hergip tashtl §CaEEs BTt el paHEmBmationapnables) ey be provided, sither as
. bat | on i i v .

harb DR s blishe: ARE0HR Alliol bl LociBfkaly o Hufinat

the daprmsédantan diig spesessfnlipde eoferainpon @drehtmseroffBSE@svice unique
bi.ndi ng fl u(ﬁr escent ,anti-CD3 (T cell) antibody,

SeCHIHY) S5¥HH 1 21 QL AIRETYESe: neubati on wi t h (peptides) or
Wi URRY el B iniQle) sckiBity BetdBE Mhy RERink A8SbhbNCEe bl fHfsical
natural casein. Figure 3c represents the percentage of

setting. t aehl coomaumiCESAsddyicedinay e sesreitle ansergatdf-jomgers Tor like

cell) antibody,and, cell s bindi ng both nd. CD56 (T
swiihae AR S0 PR oyt i oS TSg 95 ady J8sEunth Pasher
embddithehPBBsEEHAS InaY bewhad¥intsoftéard.rol ) 100 ng per m

peptides derived fromnatural casein. FIG 4 depicts

t helrsenegmbadimante thenjvigeamiqye|seeirity sptfing & not g facta pgssword

L.[1,C | 0 I .
o e Suf Mk AP BBl BRI loBORr W Baliohofe bl ol write
instpfictidm®, hmbeHeadhtKndetentiyedontbnds Byicle uéllularedevivenivas different

PBSC (from a brgasé cancer patient) inc ba&e%. \ﬁiéghout
codep) foggthe grrigps ¥ead gad aqup ptughens Rt dita mede i ghichabere mpy be

sevB&l. Thus aglfeg?é?clargﬁ?ﬂg‘:d%?ﬁé\qgé 24 ﬁstVIr%% ho@MuERSSE & bR, what

expresse raction of tota a |0act|V|ty
the reddearsiearifer comrndrel ¢sIBL arselot thei given davécecaniditherefore fails to carry

supernat ant (% Rel ease Peptides represent Nt ers nal
o GEERBREREG D RERAT W dsroinaiser RS 5dHssdy iPtiton, o
wilBbsledpldided BRarehtel adigill 88w Addsthus&dne ﬁ)gradﬁ tiefdeliee. N
termnus portion of aSl casein (see %a le 3 below for
sequences of synthetic peptides). FIGs. 5a-5c depict
the stinmulation of proliferation of cultured human
cells of diverse origin by peptides derived from
natural casein. Proliferation of the cultured human
cells after 14-21 days incubation wi th increasing
concentrations of the peptides derived fromnatura
casein is expressed as theanount of [3H]-thym dine
i ncorporated into each sanple. Figure 5a represents
the incorporation of [abel into tw sanples (PBSC 1,

s o ] - " - [ .




BM 1, triangles, and BM 2, -open squares-) or healthy

volunteers (BM normal, dianonds). Figure 5c represents
wonewrogemat i on of [3H] -t hym di ne i nto cul t ur edPOuME2005/000264

Cord Blood cells after 14 days incubation with or

wi thout (ctrl) 50- 1000 ng jpger m peptides derived

fro l;

f mmsaeig,% AnboaRaLA: t?Qeétﬁng 1§??)g§s%+dr§ YRE %a%%lﬂa S ufiue to
thegydizidesl) device GWishewiothe passTaind ﬂled@a otoda ganrve be entered and no

roliferation. f bl ood cell progenitors from human
TP I B RPEHYCcord bl ood in response to incubation

W t th BRGthérdembe@irhaRdie! QEvibRturile SRRAL setlilf is a dynamic
relative cell nunber x 104 per , reflectingthe

paspwerd: fihehisitosayit s nagswerdowhich is cengerbatargilaeihigryals. Thus
| I a S e e es section

eve?x%' P‘lte ?siv&o?h fgrE? %1\%% cir:e&oc\% g P‘t())%l er(la h?ﬁé ljin? g I;%mams valid

for @BimmiecdMaiouan)f thnd, 4RsroviBtioad dekivacossesal bd)ctdrhlhenﬁﬁar d

Bl o |ncubat ed for 13 (Cord Blood) or 14 (Bone
%fg@ﬁﬂ‘? e’&ﬁs %&@@gmagmwdﬂszaaeﬁw éasﬂvmﬂ that

n
o S A, S ST o
is digo@ded asdh emwwasmbﬁl dewpedad fog ab substduent emifles imto data anode.

I ncubati on etic ptldes erlve
he FHOERIORE Wirbotply A, bnrHBEr PIVIOB Bi° UGaRERIFARY: & the
corfE¥hd efdodin é' AdBscABEY BBHH. | trhes esdl ﬁexﬁgé theheW dfhamically
count) in U- GEMM col oni es from nmuri ne bone marrow
chaggingetrinproand epdes, awd|dven gmedine Gosundnd edtiss.nabr aspasiidudarly

e ST 1 TR 5, 5085 o

writguntibat ed wi th hematopoietic factors, and 25 g or nore
of nt heti ccf)e pti des derived from:asel n, for 14 days.

TheSgHeral ieshads 4T pruding dysamicend ape-ime psserdser deseribed
bellgjiv &B@Q@ﬂgg&fé&(&%d{ ehg tﬁlgﬂit cﬁ%rfﬁfoér'a h% bev?ilyg]k W aF L)t\}b&l)y ?@s§rb1ht1es
bl oblcbm:@lrrlboden@m,s thetdetvicemniquersgalritgisbtting ik, constmactednsingone

or {5afit S8 YhEFs Shirie Gl R Biveh 2borsh Brbeckisiad and one or
mo‘fn@%&&ﬁrﬂaté RemBUNPREt Rfth¥lelRe RbeQHC ‘-iéln{ or Gt’ém%% \9&[ as the

, as counted in a haenocytoneter). The mce
rangde ilgroerjjemsaney Fetexamplé be hedd fprspahelater @rpasawprd generator or

COIﬁ%QI% ngde g%tﬁepa%? g?{lé\?mwﬁ%erf%gg’c? eglﬁagfnm%? gge} ne ér?volvesp Iilashmg

mnadm nAsnaelahg GimotionlisBefe becadisé meecsﬁe-\psﬁptdykeﬁy @eltha/ﬁdcuon
from natural casein (peptides: squares) or

enablesiths wabile,devee t@ pPuheRitgsimihes nassrerharithoyt arh@mﬂsyos&nbke ina
Jad!
reali 3% Fomeriofan LaleRkGier 1 b L pBRafa QLA b sced
datar anspl anted mice in response to treatnent with
pepii des rived fromnajural, casein. Platelet (PLT)

couft &ShesiiicdmpimeRiation, e Aevre PRIdBABHETERCting fcf@nﬁaacted
usﬂi% W@&vﬁ'&l&ﬁ&ﬁﬁc HAtLitIREIRON ARG or cH{MRidD &:Ra {t8ns 7
per group) received lethal i1rradiation and
syn@@ngltbe baee reanbadimentan g daviae iumiquel 6@uttsl kettipgroan be

d d ad trat f1
SRy BT gn Ao b GO Sr B ur ol cacein

( Pehtd preferred icibo@isntost thePrepéiit ih@Gkigh oME dBHEEAniyeE seburity
al bumn (control, squares). FIGs. 10a- 100 depict the

settingscAte Aymamicane rRliengaranifiak & shclFiaTesef ig a0k guificient for
pepti des derived fromnatural casein in cultured human
Tl ynphocyte cells, as recorded by fl uorescent
m croscopy. Sup-Ti cells were incubated with 100 ny
per m FI TC conjugated peptides derived fromnatura
casein as described in the Exanpl es section that
follows. At the indicated tinmes, the cells were washed
of free label, fixed in formalin and prepared for
V|emnng and recordlng by Laser Scannlng Confoca

o o o AN o R o o
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20

casein. Sup-Ti cells (5000 per well) were incubated

W th increasing concentrations (50 - 1000 ng per m)
woho@@géitsles derived from natural casein, counPewIL1005/000264

their wells at the indicated tinmes post culture and

pul sed with [ H - thym dinesfor 18 hours.
repidgPnhih g %h%tér@iﬁfb bS aﬁl@ Qo Bﬁ{ah{)th@fse&{i&sa (.lstt lgaeze a

3|ncorporat|ono [ H-thymdine into-cel scu
hvmomeqé@pttci) descudiy sermer 3G thhémuwa lor gerseates (hbrsetplngg at e

di vi ded_b rporation into cel

cuI Srgig}' vﬁe’fvl%u?6 %BPI?‘HFE gar ﬁ?@ﬁ g‘fﬁl nQP‘?IF‘fé‘Pnscé’éeF?\uular
con{rioit4tion) devEd&ZOl%hﬁm‘éﬁnrﬂact-Ea@nﬁ)tQ?pViﬁt h %tw&lm, kﬁ)f leRmple

of HV-1 infection of CEMIynphocytes by peptid
throyghiitsedata sammepiion 22 and a@@pgranmang cempytendre étlteneiltlvely, the

I h

devSTpEbE Coterbaiy p plieth, RFRIRELE LMy PEES hlinErtaces
or gyeotheuplagsid] tierfaed. v &nwkdtioni via ke segat avswiik midy 8RS be

%E@ ® 1000 er m ) .of lﬁ)ﬁ?ptl des, derjved from natural
POSUBEe 19F P ﬁ%&&%t AeTuer gifle 1 the systematey thegcellular
prohawssgmbﬁfo%fg &ofﬁaﬁapgterﬁ%i ﬁbtwby( virus, as described

0

he Exanples sectlon that l1ows. On day 15 post
i nfE@t $eover p@@ﬁer@lmompumm database afeiriqueiditerds the (ihdlwdual

for SEyer of Hl V- nfecti on
devE R G142 SBHEL ' bedombingssord o o tncodigs oping thar
unidueatatd &1d A& raf@sthIdata, %Etrébﬁlﬁ&g\’}fhrsﬁv&ﬁs i5MicEiBhd Stc which it
contacted with H V-1 virus without pretreatnment wt th

gengjaiss | cquslityigrdayiee snesiiondata medecensisi mstraeiiong| ¢F: re@End write

u i0ons t hout
inst A, Sich SrB el ol W botEs COLMGREh, BrbiER: and permit
entry amtb Aeta nwdehut the/edllutarrcommurliéatiod Jesizosys a Tabl e

de'cti aighlbl f HI V- |nfect|on of CEM
il fes dByics g Fo b cospeed inmieheiay a8 te eofflethe cellula
prov1&&&ﬂhd"bm@§i*4k&%elv§ce"¥€ rc‘énﬁxﬂgﬁ@i% %o%ﬁ therdaYs fnos bPfie device
ate ari ous

whi ch had been preincub wth v
to cegpicatitpregrrpnsing 10 &odiguptioerwhild pofvestimg letriyone else from

| derjved f I P, 3P d 4P
conERIGHRE i b BOVE A e doBRee pept i des) . as
deds thdygeferiad dithodiasmt B BBLinbad st thﬁ§ pfdi’édté&"@lth %g)ags%’ord

7 post infection, cells were counted for cel ers
or papRvosdss éb%aasrsa\foréSeb@mgtq;ff@feanoy-qach ripdividueh ceiwaredm In

alteﬁ%@%@%ﬂ?ﬁéﬁ%ﬁ &gesilaﬂg ?81'}1 nh unijcahcsm %(fr%naﬁ@s?gr gviep gncoded.

corit dlod pabswotch embddiment,rths passihed sequred EaainiBRAtM With the
d ié%nthetlc tides derlved fromSl -casein, and U F:
SVIEE WA &Y Wtertce Andqfon ey qt%j@}ﬂdp&neraé@ﬁdm@huémg dipgnostie and
n¥HH I
morRhg ShirE APl AR (R FoGiRe Bofiniteh Hbhrams e,
The gleige) ﬁtdefmltbyoqb@pmlil teso dheiti foed phssword abfura entefifg dataqhode.

i.n .fenmnl e Non ese abetic
Al GfBEsardtbRb e Gelah iy Jouid R PBISSTaLe P idq4nd then only
the 6pdrativas A clpEwWRAhe %ﬁﬁﬁfeﬂ%ﬁsxﬁ&dfa?@maﬁe NWAAHIE ©That is to

receiving a once (triangle or twice (squares) weekly
say, jifj et qrelpdineniod ifgposeiplei tsbegro@eiel diéfdreint passverdy ﬁir different

SRR, U5 b L A s

requgk udiffetent pasmcbraslos eguesstilvylydinetbasifil Cﬁorﬁ5nsd 8PiaClagdrNhore
reduct i %n by synthetic pepti des derrved from Sl casein

SeCUBTPHPR™ nduced hyper chol esterol / hyperl i pidenia in
femal e C57B1/6 mce. Total cholesterol (TC, High
Density (HDL) and Low Density Lipoproteins (LDL) were
assayed in pool ed blood of two (2) mce per sanple
from hyperchol esterol / hyperlipidem c mce receiving
(I P) casein-derived peptides B, C, 2a or 3P, or no
treatment (control). "Normal" sanpl es represent
control mce not fed the atherogenic diet. FIG 16
shovvs a Tabl e dep| ct| ng the sti rrul atl on of

o o o oy

e o o s - -
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before (n) and after (n + ...) intranuscul ar

injections with peptides derived fromnatural casein.
woabismses1l relates to G T.; patient 2 rel ates POTHE.2603/000264

patient 3 relates to E.S.; patient 4 relates to J.R

and patient 5 relates to DIM FIG 17 depicts the

st i Fed earistmetion pletht ipdessosd rorvResvierasninatplambd GR $Rlaler Aotail
hergih{;ﬁ(r)rbocyt opoiesis in a platelet-resistant patient

WPHReut e Myel oid Leukemia (M 1). Thronbocyte

I eCRhé bdinhAd e Vadi ng.ﬁﬁ 40 platel et

content of peri phglrn gféﬁ{?l%ggxg@?tgﬁ X d%g%@%gzgthﬁwﬁ?assworﬁs are
profesiedt byd changings thei dodel ranbers dor theerdaddinciaé et niael ¥adr$ mode

. 1 ow ng. iptramuscul ar. injection described in the
‘“S‘Egéé‘ﬁ%%{mes‘%s sl ARy i |H_4§\%ﬁ’§e i ‘ﬂ%‘%@%@l}%eé@‘ﬂe@sby adding
passiesrdy edthk roperafiag ¥ysém 6@ SR ththey pfotect h8RHES WithNEpassword or

stinulation by peptides derived fromnatural casein o
pas?"ﬁ?rgu tahsdiabeve in a platel et-resistant patient

Wi t . [ e ] M Thr ombocyt e .

r ec%bgéﬁﬁeﬁtl%wolﬁdv’\jva@adgx #r( :@édg ag’%icﬁle SAREhJE EFFARTafiefpil; the

configwation oDFigp2r iSehier 26 cbinppided Pldtabase BCarides sdfvdr program 32,
ed .above at the indicated intervals

The; %#Pil%iﬁﬁvﬁ% g’? rslfg\r | by s iaied ivifh e eliegepmerte 6. nBothethe
servieX @i St detel Qx@tasio‘autgwgfh%\{ gr}rgxq gg%rigeerpsl (%eg@?aé network

derived from natural caseln. WS a
38-depi cting the synergistic effect of incubation with

' tid i ved f Sl -, aS2-,.b-
PSS STl Bt P e dats
30 lgeatediinog yécRreanetwBE) AEYdheis CReRMNbL QRITREIB Rl cgﬁljér vider.

col oni f@ from muri ne bone marrow progenitor c
Thugse e cellylar pravifies has raceese teonenatbeopililaropronides’sgdatatrase and
fed ma |l.s prepared simlarly to
con A AR PO Afesnr ok B csToP JPRRRes Gupditient diegpwral
databangun@lt e amfu?l_iny btieratamqn?mtt)msfb?gagg%tﬁefé&giig?rﬁlhﬁoﬂeeded
and col on mul atin act or , an ng or
at wﬁgf%e tgfgegéxﬁquté? Pﬁss}y@fﬁg wash aeveresed pggincasei n (J),
r e eB&isbRGr drd i - - [ EQ | D.
o S5yseAdr B AT Ry AensBly GilbI GRSl roPiger 10
mangges Bie ey iSEOvhen tisy a8y physavallydcotayced iongiclewtuadd ¥f BE sbdtre

i on. Th tinmul ati f | formati CF
systil" LA ¥ oM 20 ohgrties apope vic 6l BAToSmRArs
comfiter phdtieddANGort HNothe deRR:cSY DaleHiativt, 3@%&@%&%‘3@1@, 4he

,n%el ocyte fornmation in cultures expose
devigg, magibeironnested via aBluethethi, RIp epriedtion, dBOM, d#SB; ERinterfaces

j : 0 .abl e depi cting the
< S migSE Rl Yo R T BRGRLT SR openay bo made
availablet bylesnuieting effle fsept Qide- of She, sybtenPlio /the CRARIR RBvider’s
henmat opoi etic factor stimulation of granul ocyte and

PTOVIIOIRS, rem%‘EﬂgB‘i‘i“y’mfll?F‘Yﬁk?-on in CFU-GM col onies from
huBBRebRRE R B qg\%ﬂgégggg :pérg(/id‘é& led §¥qlqp§§,: | ﬁrﬁﬁeﬁfag% ﬁgt%vre%g the

in the macroscopi gr own
databpge rvehiche epmtaing rth anfermationi hesded toocdoh@uichteGEMY the cellular

.CO i eS. previ ous descri bed. Cells were incubated
dewgvﬁ%tnﬁqh% _‘%‘)B’Eﬂ%ﬁég‘f actors cytokine (I1L-3) and col ony
St Thedeaerpgodradippérelably cohitaind i afgortims Bgééﬂétrdﬁ% gf)mmunicate

) s}\{nt hetic peptides derived from casel n:
with $he gelhudaredeyicq gng thaelient pisgranppretirabl@lactsamed rertGEGuteMace

- L, T nting am no acids 193-208
fortkomgep%géggﬁir?%‘%%%?M’.tﬁggﬁfaposure of the human bone
marrow progenitor cells to peptides derived from
casein was for 14 days. Stinulation of col ony
formation (CFU) is expressed as the nunber of nyel oid
per colonies in 105 plated MNCs. Note the synergistic
increase (> 50%with 100 ng/ M of peptide J, and > 30%
with 300 ng/ Ml of synthetic b- casein) in nyelocyte
formation in cultures exposed to GCSF, IL-3 and the
synthetic peptides derived fromj8-casein and an N

1 o~ ~ A s o o T 1 s
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synthetic peptides derived from casein representing
am no acids 1-22 of -Sl casein (J) (SEQID NG 21), for
wa4odages13 St i mul ati on of negakaryocyt e formati 8aTiIE2005/000264
expressed as the percent of negakaryocytes
(differential count). Notelxhe dramatic effect of the
syninhet émbqiipbnids alfFithteindayB® Rleated Ba cHEntgg'@éﬁhp3@ Dather
h Ear%lé éE VK) rregakar’imct:yte formati on.
AR Ihiie SHYRT BHOBHE f A<Claant pragram 36118\prcfembily1 pabaf abicnd ddvice

whiaﬁﬂ{étgaﬁmqg{éa\t%% t @Sl -, S2-, b- or /c-casein on

onl es from muri ne bone narrow

t he
pr o@gﬂ'natmel}c e dlenﬂpﬂogmml\ﬁf@ el drithin HREnGBE RSFRHET In
rom nmurine bone marrow cells prepared

|
this P t ‘%P%Elg%‘{é‘?ed&{llnﬁﬁWI% dhe welylap os\dagu gitwork 38 and an
integies Q‘llbﬁeﬁl p&id e (Yéﬁ]hgctioﬂ%bﬂ'i s\%ﬁr? gﬂgﬁﬁgzﬂpo?f( (?%H{: iénge)rnal

factors, and 25 ng/m of synthetic casein
pargmagtess jobt leﬁ&neor synthetic -casein (106-127) (SEQ ID

NO1430 f both h b + K
For™% by Re e I ANPE 5R <oPStdiid P 1 Srsdioimodd. Such a

stanellone swdd iSsholwhein Rigrerpefs (ElirGaMM s ANinGS e a6 are given the
Samﬁ{r{%@redto controls. Note the significant efg o%l
0

TERRS QYperAlst and Bre aeld T%fﬁffﬁﬁ etoi again asxeept p&apmccﬂ;sm'y for
undBafY EORROAY ABERAE: LD APFERR g b aobile Sevice i

COHn@tﬂdl dlmctlyjmo tifel s(e‘curﬂ?se&feﬁV\Suah bairenganeftithHPbé Bepropriate in
i ul ation of atel et reconstitution in

Ce”?%i}ecf‘S‘é‘BF%‘i'C&a S“‘%‘dﬁén thsr GasRok # seidyprprostdeninca veny small country

h t
aviélgglgﬁ ﬁ%?l ge%ei"\ﬁ@e)aée'é{?se% é)r‘l’ifb{ﬂ'é %gg?g Efngll_@cgaﬂ;é égtﬁ‘%(% Brovider.

12 Bonugmiration Netwap) the ahdltsapdtthetsemfeanﬁly eagRtypted, so as to
| D,.NO 2 representing.am no acids

preveREBH L ropiierd R ferding sgfotid, FHoanslig BLU It i, armperthe
celhdhr proeider’ einserfad n&%ﬂaagmgﬂaﬁlffe@%r&g%mked in a Coulter

Co nter). The mce (n = per group) received
1 o3¢ Pagferred gmbadinasnt dhel cnyy gletre pperhidors available without a

passWo?J‘Sa?é Eb'ﬂ%@ ih @?%ﬁn&%n Yid etéta e ug% &Ew%s drevRadsy for

| ow ng d , and 1 ntravenous
exarpldp chaginy the phafe wyphicheies,deadiagend sendiyg SN@S' &nd the like.
ors hetl eptide J (SEQ I D NO 2)

- cEREicl R Elbnrouted S o ebpacbeae teasbits decetny DM
D s
o prey dhrorered SRR LB s G508 T e Vst Bed

hereipbplomfos fe@essward25% enhancenent) of the synt het i ¢
J on platelet

/3 £ eln nd S et.i,c peptid
] eéoﬁéﬁiﬁ@"‘}”“%’n & Pr étn ng\{ld% PE3SWods ¢ qgmmand codes is
explaiaai cts the stimulation of per.ipheral white blood cell

nstituti on i n nmyel oabl at ed, bone marrow .
&ﬁ’é’ fen sprdderingepaspweorss pdnes read tmstatcuem wiitehinstructions,

r case
DM %%“8‘%?‘2 Ofheh SEUE Eorbln BT 78 a0 Yo tAP b PG i pelues
maybpeonsuﬂuptedasﬁﬂmmsed in a haenocytoneter). The mce (n
,E gm ‘ﬁ%} recei ved sub-lethal irradiation and
sy ﬁ%‘i‘s Ty PHWORG &R SpPEen fandoph velm,owhetébt superic,
alphdBeH§ el epeus
i i I;I%Pg{nlgg%gg bhgmﬂa-g ﬁféyrraé@lg% {én{lé % g oty areas in
the deﬂé@ﬁ@H@‘QtlmEWSmadoﬁdeswmaﬂtﬁ‘remS casein prepared from
gef e%An at.ion 3 and K 106-169), synthetic
pepti des é’roln\}g PF% ané ug| sengeated, fogEdhe eontents of jthe NUM
fieldb- casein (193-208, SEQ ID NO 28), or 1 ng per
reci pi ent human serum al bumi n (CONTROL) one day | ater.
Not e the dramatic enhancenent of white bl ood cell
reconstitution by peptides derived fromaSl-, b- or
-casein at days 5 and 7 post-reconstitution. FIG 25
depicts the stimulation of peripheral white bl ood cell
reconstitution in nyel oabl ated, bone marrow
transpl anted mce |n ‘response to treatrrent W|th a

N g,
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b- casein] or saline (Saline) one day |later. Note the
dramati c enhancenent of white bl ood cell
woeosnséiisuti on by the conbi nati on of pepti desPdeai20esi000264
fromSl- and /3-caseinat days 10 and 12
post-reconstitution. FlGs.186a- 26i are tables
depTiet engtraci@pias ik at valge %a{dréﬁadolfroﬁhﬂh@?({o‘n?en@segf RSN
f 1éorrprl sing am no acid sequences of the N-term nal
equence of aSIcaseln (SEQ ID NGO 25) and

EI\/BCDI |vENT ;?jr\ﬁegs e%t§a “e eng%ﬁ%"s%l 5€FB‘?T‘§|FE‘85 RE E*P%Rg%‘(

leéﬁtlve peptldes that are derlved fron1or are S|n1lar
gquences. of the od |-, 0S or -casei
{1 o SRS TRy dige g Yelle, 8?&95%#6@. 9 B8 raoatastngt $mESD
fieldnd nethods of utilizing sane in, for exanple,
stinulati ng and enhanci ng i nune response, protecting
géﬁmsqoneﬁrm@onu maruss oprodvst ki finogoms of tine céhstbrts tofrodle or
J.ng hemat opoi esis. The
1nm£%¥2kﬁbg§$ﬂl§} peﬁ?@des are non-toxic and can be used
t o NUkkficldand prevent, for exanple, inmune pathol ogies,
hy&gﬁfpolesterolenla hemat ol ogi cal di sorders and
[ 1gldat ed di seases. The princi pl es and operation
of A REHegent invention may be better understood with
reference to the draw ngs and acconpanyi ng
deé@[lﬁﬂdundm Bef ore expl ai ning at |east one

nt .of the.inve eta|I it is to be
u n 3@?% N raflﬂ%mlvﬁ{;'@ﬁt?ﬂ’ﬁﬁa‘? A §plues play e memprysareas in
the &qvidle? S:@drﬁﬁlgts‘f}s&ﬁeor%lughdtéd B&aks %9 bifdrd.n the follow ng

description of exenpli e Exanpl es.
Thdibg gerstiugtion may fprtlisr usod Va:ludwga:nmranbd dromean slgorithed which is

. [ ed o i.n_vari ous . Also,
tim 3800 Wl Rl SRR Ot B FacH Gy ainute o time
intetvel, ni?nﬂhe:rg%rﬁﬂﬁxh oy altefiefi® YariabiohOmal NRerPYE RASSIRE into the
ﬁzfcr |on and should not be regarded as l[imting. As
resu Bifor exapple eneprmare af thedollowagides
sulghantial ly inhibiting, slowi ng or reversing the
p;g%fession of a disease, and/or substantially
plbergeireqponsd fivrn dhe dovietolegpadl. a di sease. As used
heé@@ﬁ’ hge term "preventing"” i1ncludes substantially
€. t he appearance of clinical synptons of a
d|ESN3ﬁﬂdAs used herein the term "peptide" includes
natlve eptldes (ei ther degradati on products,
REYifgdddll y synt hesi zed peptides or reconbi nant

%Rqﬁﬁa and peptido-mnetics (typically,
syn I Cally synthesized peptides), such as peptoids

a nd rardém eplueiod Saﬂd@hpbalﬁése(me Pirhdtsin AR %y W@fn@ﬂxoﬂa)ﬁeas
for exanp nodi fi cati ons rendering’t

in the A5\l Gporaies Hiehn o dasieneien fokishom. _Such
mogdiskb b O8Svdrs! ude, but are not limted to,
cyclization, term nus nodification, Ctermnus
mo@hg abmzeid@snribpépalludes Hmﬂdamdbéigﬁafed%(}i ncl udi ng,

%hnot |irrlib{l§dh CH2-NH, CH2-S, CH2- S=0, O=C- NH,
chagged gyqry timecthe devieriepnngeied o e system so
that mqa-ﬁme@hgmr@%nﬁ&m% RodPfiiscat i on. Methods for

e aring peptido-m netic conpounds are well known in
Qapﬁssmﬁi aﬁ élesgucfefabéyj reduired eaomlee to imake changes in the

a a
“”“@‘7' BN Bt R o S cbd g0 gfudc, disahiihg ghe write
instriations pohigh eendble PLRIIRIC hedopblating! s¥st8B! dibifle the rtead
herein. Further detail Tn this respect are provg ed
her ei nunder. Thus, a peptide according to the present
i nvention can be a cyclic peptide. Cyclization can be
obt ai ned, for exanple, through am de bond formati on,
e.g., by incorporating GQu, Asp, Lys, On, di-amno
butyric (Dab) acid, di-am nopropionic (Dap) acid at
varlous p03|t|ons |n the chaln ( CO-NH or -NH-CO

o, . o o -
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can be obtained via formati on of an interaction bond

of the formula -(-CH2 -)n - S CH -C, wherein n =1 or

wa 20088eh3i s possi bl e, for exanple, through PCT/IL2005/000264

i ncorporation of Cys or honoCys and reaction of its

free SH group with, e.g.,jdronoacetylated Lys, On,

Dab. ar,.Dap. Pept ide 5 L BoRindeBe BERWoAE
°°m‘??ﬁ’g‘fisb"éh‘g€ By ’i‘%“'%é‘%’, °‘%g¥$§igﬁp%%mﬁf/aﬂ%et ny at SRR o or
passﬁroﬁ@ %hs mnl )th% ep%rﬂin(éowcoswm’s bRy HilS BBt IJRE' themn, after the

et onet hy| ene bonds (.- -), A-aza honds . .
opergting fyrfery haschaen Wiitsndpto thec:%‘"ﬁffy C%"@}g, 3’8.‘3?2110%‘? Fihich an
SR peiibinded, MY PRAY ESHAY BB EhE Wodfmands so that

OWW@&%?‘?%?) . Thi oam de bonds (-c%- REL) o
they cirelliffetenn der ¢ach Gleviie, nd rleckingaof the permegnds et they p new

eptide derivatives (-NR)- - CO rei ' :
oper? 'SP Y ?jeacsef?g‘?i:l,(o"#at <A ?ypebs%vé’gﬁt% é‘g %ene lr:\;t hlzowded'
Provt@cﬁﬁg 8P thR pasBwol M esPupgRslingd 6Btht Gperatidg spsiemrmay bamyfodlows:

he bonds al ong the peptide chain and even at several
( 2TBy systerp heovidesd PRssHOId-Nat ur al aromati ¢ ani no aci ds,

Tr r..a ktuted for synthetic

noﬁhﬁg UF%s C%gglggr ?ﬁ% tggp%sggﬁarlfapht hyl el ani ne (Nol),

ri ppcogitéy; ltiad édicdacdepttd vavs opdrabing systethogenat ed

derivatives of Phe or o-pethyl-Tyr. Tables 1-2 bel ow

| i &¢neyy passward{(sr the apmg Oﬁ%ﬁ?ﬁﬁ 15, Bt P dhe %@r’é‘bﬁ- e 1)

angyL,n08; ' b ficgsht@MinjOnd®i dpgiadabltil th

2) TrQOfi SRR B RubRlquRly Ll d I Onek Ubpadap uadl the
passiiofdild Heekr®@eAiDa@MCKGROUND OF THE | NVENTI ON The

present invention relates to.cellul ar V] j itV

Boiareend Hed SR TNAR S Bloo R (et gk s oo
foll&¥gl usively to a security systemfor protection of

data and access thereto, including read and wite

ac Jbesystomowitsifoia salidppsawemn oF 4 camgangd, g 2 y@g &pifs 39 that

devigce. A.secur] v, -t ' 4N I i
the GEYPEE SRR adhDEpaRiik YoBH Tl B8 Ho Lperaing
systbi® i§ HoW @vtittey buowith bh ended flngad sensitive information

froma cellul ar device (t%f(ﬁrce and wite it i

into a
nevh GV RASEVOEPT dhe paRS OIchRRTOYATY MY ThER By o nto the
' ' ' ki ' rce device with
devitEahl ARk bR Rk HERER retdort Db 8 Ce” L he
dedhianfatthansedantyareasurenitkie possible, tovdengigurer the tsyatgm such that

bi] | o .the spource.device., Such. sensii | :
oncg {he, Egﬁ‘i Yate ﬁﬁs\/&’reﬂc‘f'ﬂg@ H’iﬂ’/ i ee%fémﬁs rvrlraatﬂilleogrﬁ}%g%%hthgs()pteﬁaémg
systeRi AV datd AfNubleud wirltiRigde tieTESNI ihformytian sield. ncl ude
personal information such as the user's per scg;g{ey
it

t el Bk b elee mEx bE setttp Bg onle Waikeabls andRat 267
is.al.so sihle to p |t ' ' :
sodf i& PaBTRED; Gubft, SR ProREEh' pikSbl A Fkiegt pfipfive 2
pas@fordd, USRIssiBRY ioCadd1p paasiorditd thote ddvicdsnelinick digenathave a
the cellular provider. Likewi_se it js.possible to
passverd) The progyverd is prefmably YRIdUe OLSRFASENICS t i n anot her
count %Wuﬁﬁ&%ﬁcﬁﬁ?ﬁi@a&ﬂg 5135 InBEk iBWSToSTo RIS sBpABte fdsiwds for
into the stolendevice. A gel ['ul ar ‘devi ce contains the
different opéraonsni Theesepmbter praswands itnayrbe tpvavided pomerdnpf a longer,
articular device to be identified uniquely: :
MoK GEYR PASTV Y, rf\g mﬁb‘ﬁ%@ theygap e pm ﬁtﬁg'e lfféﬂeﬁl %P?e?gﬁds'
t hea panuiiafddiaibe, ah dnBRfeRd bmbadirtets,aeis possiflévio Jiamge the
cel lular device's phone nunber, supplied by the, )
opecatitig dysterps toail ded wrigs instrpgtions Kor theripfosmation figlds into different
Cenerated, by Synacom Technol ogi es Inc. of San Jose,
California, USA, for each cellular device and cellul ar
provi der separately, supplied by the manufacturer and
used for authenticating the identity of a cellular
device by the cellular provider. 4. SSD. An identifier
created by the cellular network in.conmbination with
additional information fromthe cellular provider's
dat abase and used to identify the cellular device when

o o I ——r e

..
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system | ocated on the chipset. DM (Data Mode The DMis
a node in which the device allows any access to the
wdevismsstl® change settings and/ or accepts comMmBAUAL2005/@00264
its serial interface, which can be used to read and
wite information. Settingehe device to DM enabl es
| icbd. g 9F ‘ééﬁ&@M:h B/thd Beri d
vl DTS A", PR SN AP o B comr
whick ptaviests tlbeoellolar dFhier fomxeladating wihﬂramrﬁaie Madter(PM).
co ng.f.or .causing the devjce to at a .,nod
o O Raditical SR Tetstie NS ol Mo F e e oe
chahgmgrtﬁeeA-KEYeaﬂH@IR@@TJm fiMsCcadanaaevios’s Q@pj}sﬁm s diScussed

typrcally unt(ge for each manufacturer. mg}
aboye, the DAREGEQ) ﬁelwgymgalb/anoatwdbeumfoma@@sm the BN field.

el l,ul,ar de
u Slolﬂrﬁferrﬁé &bOfiﬁnerg Féjf %I‘-gpfi%h ql%yéncﬁ% Clge%%rﬁ] ean§ c&%ﬁ?rﬁaatmn
with Nle Aetiby's o‘fa‘éﬁtmgf‘dystaﬁﬂviﬂlﬁﬂy Gf thii‘elvme 1f1teeﬂadés,,f whether the
source devi ce and witi n% theminto a desti g&tl on

Keypad 8dJSB e g0 moriasRER PEISNRARY UMY IRfesRraiplses a live
cong&& diSis | é?sghtatoszpk'gcﬁ?e SevirGR RABJiveEd LhAR. t'hfe“i&é‘&&uéctlon is
stlna Ion device, and then requesting a "SSD update”
prefipabigtvienfied vanthe hebovetbsctihed pinglé demultple e;mesvmrda or via the

valid SSD fi .. eadi t he .
fact ﬁ%f?lﬁﬁ?mﬁﬁwfs @qva%e 1 agfen 806%53 L Qwéﬁ&‘ MPF§ infguctions.
t heghé Rfa9 &F ﬂ%&ktlﬂgatdbﬁnme&y hefa Jhetidrelfa¥swsd0s BWek data
andNUM i hnformation fields are all readable fromthe
corgbhightion, tha iscM pmDaiadMogsy vith Bieoddyige’s gpesating system unless
cel.l ul ar .devi ce b d I t
o SEI) BBl 65 IR kAP B B 8L g
abd¥e| bedl gbieritbe 0l ginilat ndaﬁ&dcb&x th'E1 géleeraﬁcﬁl efvter passwords and
t echni ques to_ read the A-KEY, SSD anc{bt he . .
commﬁwwplaaw draberISo 4HR 16 SR 1R SRFLOC ) ARl time-
dep(gﬂg stebd Yrofif @ﬁl%%gecr ﬂd%‘nﬁﬁ’ tﬁ F6Yices HRN 2P afh priRdes
?e t0 Connect the Source cellufar device to a
thepsesinnafurcwith deecoremeticadedo anpble gh@ device’s &tk Modewfhg device

i el PP e e Sy S R AT PR E e ST B sy the
moBgY! 'tél@p?loi% Wﬁkﬁedﬂﬁi@ﬁ ﬁfet 1'1@(‘9 kel.N THY £kt 1R ié PfPéaBlyi MRrypted

is readable via the operating system and devices w th
angpassebiodthp mebde telephonTFistecamisalb @s idatasoghadtib tmqt pgpilable to
thehexadem mal digit string (which anounts to eight

ary octets). Cracking this password is presunably

ver Jf e Béviedlistnot Yhgiecicl@o Hasssrind withik Aqessondbie tinfeNfter the

A-KEY,  SSD and NUM fields are accessi ble and can be
currenidrepis gRYqnquE AN alpFanaysheswaiten fosthe replphdajabase.

manyf

ol 1 A R s oA BIERANE (he I SRR Gut feld
when [seediad be SMS. Hﬂlea&xnnmtsi of ¢thd NebiVinfitldanisy berused daii thg caller

d witi i nforpatio ie romthe Vi ces
by vae, Bl BRs SRR P Rgetn e AMS PSS ey g false source
nuRBekat i ng system Sone devi ces have a protection

password but it is still possible to read the .
operfqarnlgiysysaogmdmwdmuh nowsent embogimsnisceaddndevice arrives

fro Egé%vvor dlfac ngrk%tﬁfé 1%1& T [ﬁ 0 g’rldlgl e Wl&?a}: $1f eren@ ?%%S%)é%‘ For

exdfple ke AEKEQ'Qfah Zlfédlsb@.t The MS\Q@:ﬂefsaéenk ke cellulaB@V(b\ﬁ&ér who
wi t hout passwords: In devices where the data read an

bowiht thordevise ralprg Miths ther BSNotang SrKEed Bt ds pddiinspl fo the
pag\ﬁfaﬁ%{@ PRAAL L ' fhgd gltseﬁ% Wée‘ﬁhﬁ? 8¥Wd§1‘9&§5{ﬁ§¥ Ex%?rgth%rlﬁvwes It

€ conmman one set r upgradi ng
operating system and one set for reading and witing
fromthe operating systenis nenory. These commands can
be used directly by a hacker to read the information
if the device is the source device, or to wite the
information if the device is the destination device.
2 DeV|ces mnth passmords A protectlon passmord |s

o o o .
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fOHBYV

faciliganfregly bug whelesale sepying b the |
opeg;ﬁ {n‘éﬂfat ng@,ogl&%gﬁg pfo‘é%%% sets of read and wite

data fromthe device. It is possible to alter the
password or to use additional constantly based,

woawstoséIreasures to protect the cellul ar devi ceCT/Thm05/000264
term"constantly based" refers typically to passwords
which are different for difif erent manufacturers,

is aldb E)Bs?s'itﬁé‘ FordRY hiafufIPRRlrSo ggﬁefrit@ b @8lar8 bhdthAsrdBF Y k&l Falues

ferent oper at i ng systens and versions etc. However

andathgn rigl Bacp assivtirad segolpvaloss to thevelders prandider ol repeats the

is noted that the passwords thensel ves, as

calcwgq\ﬁ‘onggocgﬁil addi tional counterneasures, can be decoded

f r amidr eb@ReseRtilityOproreduess srebdafrdddy oiit] ien #@ind ohilyediron&éypad
file has to be distributed to all the cellular

codpy ot @ay e lgfiondkedevdtd ajtar t el ephones from the given

MR ABEUERI tq EifnaRARS KA GRs B e NUN My, SaRUr e as the

provi i's to Gbtain the
nokd lk@ph@ba&horcham@g&nﬁrrho@rtoW(Datag\dmde)t\hl chis

o1 HOs BB i B SERYER SO BY S e Y gl SRR os

deséﬁ‘t?ed%%@@ 11'1 ﬁsﬂé&?opﬁtg\.é\@r 5 aﬁ@ﬂr RhRIpRs R daBh %oh'ﬂerbohﬁﬁumcatlon

l'ul'ar device base. PST program may t

Wlﬂarﬂm gelladar detigs solshati thi ngllulhepmsbmmndéle 8loph, egn perform the

ana ah]s i,S possible due to the fact that the PST
H’&Tyﬁ P*% a standal one program The DI RECTORY field

of Whaad@p of thetcailgiphanigce’ y\bipedtingSystemocat i on i n whi ch
sensitive information is stored, 1s accessible for
rea‘éﬁ%ﬁ'@m@ﬁbewl\(ﬁfﬁ@ Vi a the operating systemor keypad

et AR RS Aol s Bl Myl Rl pent

modisicatico efsfr&cas:trydew ce. | n add| tion, the operating

sys em c ced wiIhout a hacker bei ng required

%ﬁﬁ&é&ﬁe é 1Sot9’P’t°ﬁ]Ey HPRYURF R Rasswor d. Such
a r}@é&i Rbritg oll@lad 28 Jrle nff&%‘ﬁ%n #psnew saf eguards
inserted into the new version of the operating system

t h&eddemndgvmm e phome bﬁwlkner able with an ol d version
eI%%at%m% %@3\%1{&21% %gﬁttii}nl 8866 én H}g%%%:lerre %e S(iaEe such as saved

SMS&H@&!@@ Rbns, hmgap@isadid. NG1eai§ tRubb@ibeR ve@ill tisli to use these

device is stolen in one countr§ and sold i n anot her

cpfiEs addrgsy bok)ang) the like may be

ructrons e set or upgrading the operating
sysTleendam @hoale retettiomsfehturescdesenibed datdim grafietdbly ensure that the

cellj'uE{ro rratlon fields within the o ratln’?v%stem

xee sl Aceqpky changgs A TR & copRRfistyto the

che%f‘ s1§é/§fmﬂfl‘éc 2&91% ofttﬁheceiﬁlmg)"roﬁdémﬂﬂ)eod&'gﬂ@ﬁe AN, f‘%fé}ably no

may be f manual |y by the user and

mﬁtrhmsom is mtieablamdappeentigurtive isbrpame eus be writtdnewithout a

corpiont e St Ny Leasmsir ol LB gl Heafihe cetttar

pro‘?id@f‘b Bgté«‘rﬁ Oﬂft@ﬂhﬂl‘&l?ﬂ@ dhaRE® ek @Adbt come from the system, but can

cdmasof t war e@ikr . net: The t ool cl oni ng rogramls

onlx\hgi acsepted rwlalst dha eeliulart devigesis comaetRIN Ilylgr provider’s
D f .,
s 1t A0 M o s RIS, U B PG A deyices

intafases aécapt thbkeypfadom certain forunms. There is thus a

i del d need f
B Bt a0 Do b RBDCoroplec apitafhe AN e N dBbL ALY X and SSD

ﬁeltﬁ% st&m 'w‘i‘ulthHe 34HE$ind Qne{bﬁ%@mtd"ﬁéj 8hha é!pwaexg n€ded by

e above limtations.
According to one aspect of the present |nvent|on t here
I's provided a cellular communi cati on device having an
access node for allowing reading and witing of data
to change settings on said cellular comunication
devi ce, said device being configured with an access
restrlctor to restrlct use of sald access nDde |n

o o - o o 4 .
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Additionally or alternatively, the device unique
security setting is a software setting. In an
wenhsdseant , sai d device uni que security setti RQTiIIE2085/000264
codi ng configuration for data read or data wite
i nstructions. Additionallyor alternatively, said

. . ue sec SefL

simfy Bt 3 RrSCaabsha i Moy KEUE £roBBSRIPbS those

whoasaltorwtbd 1Br &F 60, ahhy prefdrablg eedhoieiamsi afutbe selularr tpyovider who
setting is constructed, using at | east one device

purchigeed the devige Homy e Apac Yeast one random data item
! ”.f@etm{ﬂeg 'Ed“F’fg/. £OROIERBN brotarh B2 BREMELly SRS 8ftabase
uni que security setting IS constructed uSing two

engihevwitieh spetisi the difbrmationmeedrid gengratedthel passyeerd on pasgwords

Preferably, sai devi ce uni SECUL | seft i .
and g ama st o SRiefioieion 68 o1 Q1B TeYFL phedSkimMioh Tonained
is o8O BF Alok®HBthe ?61%;@1_&% Hels: BSININUSK, LK AN\ SRI® agdawiiddny values,

setting is accessible only via a predetermn ned
accerdinginitbatype af piotactienrhoseRef er abl y, sai d predet er ni ned

COMU AL nfbrn%taﬁ&gln gBE’théiﬁééi aqa%% jd.ed sequence
of communica i1 on pac erL " Preferab y, said
pr exied of all nkel data basningpholdreefinlar devite swthgrticationanformation,
specified structure gf (of0) ' agion gac ets}ggs. ¢
such @y ESH!, Aot &K Yp RS A OGY ArSS00i BT IHA HRPRT STE (dPERE curren
sigr&ﬁiﬁg ro?éTaftigﬁs @gﬁﬂ/’i({@th% ahobiRr §Asdeetith HeRbve QUMY CRaE it next
protocol. Preferably, said client programis
time diref $ygteneth to@osmnurgertel withtheibeltulay i daei smamay @pply to

into j.d data access de [ acces
any P Hlg 8 B el Frta el dBSRT Blal 4 R R [o 6L sent
durfi@t4 cifert OpeRKibEC ITheAlEDaSH My talsochdl® @ aletticksipattifadfurer and
thﬁﬁﬁgesenp invention there is provided a cellul ar .
modg) t ecminypicatien date Wathithgydeviepa pglesice epIratiggsysigm version,
| 1 ow [ ' nd witing of data to change
andgae?agls‘ﬁglgl Ogg)gggé‘{}’gdsgel | ul ar communi cati on device, said
devi&entlei thg datbidieguaptolda clésit idantifieationytable. 0 Thaitable may

data_access de to_an active, conpnecti on i nvo
typi5pLBEO G e elovBe PETBEf s SiTeTLrdsesh a saieqt SIAR ddress,
and°® Bt ti&é?l@iﬁ'c&jdrpﬁfi%#.f ITROiStadsd i dﬁyd BS1dWaéBe manufacturer

security setting. ef erably, sai'd device unique

tablee CTid tableseay holg the manufadiurey nemet peri manyfadterer gumker, thus

read .of data.wite jnstructjons. Preferably, [

varigr Attrary PRy b ?FS’&?‘i by, Blei SYSIEI S 4 ‘\é‘ab@%&%‘?rd .
I N ¢he AROMAE R alsS ROl adieRRBINGodRRESHID I The SrodeDtable inaP hold
password. I n an enbodi nent, said device uni que

dats sedlrasttie menufaptyrar aumbers oy deserbed ahowg and the modebpmme.
devige I.f] ajdte t
g
systein CSUOBt 4su@t @sbrufdqnestingoa deMi eaalsingc cbdec addt aot tsebsequently
and  two randon1%ata items. Preferably, said device
congyspifiecths deviee 1€ 8¥¥i¢ ™Ry i s dynanmical Iy changed over a
Sery eg €5ssf’3ﬁ§ a2 GRBRRNAPHFrBREPALhAN Be BpES RIADLY operations
sai evice unique security setting is accessible only
carvied oat qur diffetent dévies, whemthey bastel bean perforored|and by whom.

Preferably, said.predetermned .co nication protocol

compir dasttle Bt B SaBoBedRurtby BOPRLMAE (SR BRRR tet or
eadhaddiRles thelQRIeABY it§ RedtPinifdtthalb®)Vinae Be ikipRiBSiel ditalRRe and the

with a client programfor nmanagi ng said predetermned
requiradrinfounationrmay then ds|providest wherbnseded giter thiejrgayesting party is

programis configured to set said cellular

comuni cation device into said data access node when

it is satisfied that said device unique security

setting is correct. The client program may be

configured to check regularly using said protocol that

said connection is active, and to disable said data

access node when said connection is not active.
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According to a third aspect of the present invention
there is provided a server for supporting data
woanfsiogesiat i on operations at cellul ar communi cRCTAM005/000264
devi ces connecting renotely via a network, the server
conprising a dat abase of ugi que secure data regarding
r‘ -
prof Gl i « PO EBbAARGHE e EeTRRolIRE] FEF RS dovice
lmsgaﬁﬁkﬂhaxdfwnhquﬂﬁmlfIC data node entry connands

uired at said cellular co ni cation deV|ce
pe&ﬁ]ﬂ@e dafa g@pqerﬁngyd%%qugaés g(}nﬂg Jnively st ig Gach devwe the

1nstgﬁtﬁgh' géggﬁﬁf gﬁbéxgv\é' S\ &8 infOHRItRING oy bel Bt U H&L@a_‘?_a%ﬁw faid can

ice uni que security setting
be pi‘ewdeé wihei dieedevigstirastbeers eoxmentgdrtay egystene onld r@ntlﬁed by the

o IF LSS O S PG B BDBR R o

beeBYni¥Rted 6 HRAF tEmPasswor d. The dynami ¢ password nay be
a one-tinme password. The device unique security

setAs wyll rmyur@@rs&qs»ﬁlsfrmc@@ bgue rganster |of passvenrd ipfoppagion is
use%ﬁlg ]Eﬂréfexg?c‘fl %ﬁm@ﬂﬂﬂn%msaﬂe(éw@én hiRa&tenP8q RN Q%Idﬁxg@rlaéﬂse MSuch

evi ce uni que security setti
tranSfen Sik rprefeﬁxﬂlw phu g)ftzm)edn&ypteé copamificatiod asteeaint prosocanid The

ot oo Sele e THESPVee LB TSP LY anon
profidbR TRESr ?11’3&3;1 %teﬁﬂéksdatg BQCIQ:?SV lag & tﬁep @5t fjaCk A iR oi® Preferred

entry co be accCessible only via a
enmmdmnauenn&meaodunmmmmﬁagwgnbﬁpwnmcﬁﬂe1The

predet er mi ned commruni cati on protocol nay conprise a

speci fi ed sequence of comruni cati on packets. The

PReHREE[AsE oS Bteal IFaa ofeft PT@le MBYDSs@NMPri se a

Specifigg, Str uotgire of cqnmuni CaleRLRACK&EPpackftSength

>§| Ver—1 lﬁy be—i %dl ed—i dSSOCI leRﬁbtW ﬁacﬁe J§nt
06+ £ ar H
Oyl Tt CUCL ICU UIII ol
[P ot ocol |, Vasialed bl Y, é‘lél?’l ent | B3 ran iz ( llfufgda of
o _set daid cellular anm_gafl n—deviic ngth b _sai

dat Bable 4 &retpecd Paeket strucyresf i ed t hat sai d devi ce

specific data node entry setting is correct. The client
program may be configured to set said cellular
conOuaiofahé packdevpes definetl dmalheeptiod! datie spaepackety whose

appears that a conpecti with sa d server ot .
26 FABORBLSIE LD 2 FObF SHcBth ngpriold it Qifable. A
syn'c g)\éaEHt 08t fx‘@ﬁl%é iR QY ihE 8ever &eﬁl@ Qé}vélf to RS El'ién@ f)erGdlcally,

cess to a recon |gurat| on node of each one of
saypéweral500ms off & e packet dnmonresatvied (widhdn i anether tphEOd say 10

secpisofradoneeorh Rl it B e Y bAE B AR Mhcompess

comruni cati on devices, using said device dependent
information to create device uni que security settings
for said plurality of devices, and configuring said
plurality of devices such that a respective device

uni que security setting is required to support said
reconfiguration node. Preferably, the device dependent
i nformati on seeds said device unique security setting.
Preferably, the unique security setting is a coding
configuration for data read or data wite instructions
of said configuration node. The uni que security
setting may be a dynam c password. The dynam c
password nay be a one-tine password. Preferably, said
devi ce unique security setting is constructed using at
| east one device specific data itemand at | east one
random data item Preferably, said device unique
security setting is constructed using two device
specific data itens and two random data itens.
Preferably, said device unique security setting is
dynam cal | y changed over a



5

10

15

series of data node operations.
aspect of the present

According to a fifth
invention there is provided a

woebdswiseti3 conmruni cat i on devi ce capabl e of comBaTaABEIDHN0264

w th an external
cel lul ar comuni cation devihge,

source for configuration of said
said cellul ar

comruni cati on device conprising a configuration
enabl er for enabling or disabling said communication

in
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sinmplified diagram showi ng a cellul ar tel ephone having
a freely accessible data port for data node access to
any dnehejsontiavetien 1off dheiprafospb dee serversmay. srpkem dgta gequesy In

mfhgg

e

A0

Ra{n%t inﬁ{rﬁ%ﬁ% %j be written to the
entl1on, 1N ich a

inGgfatelbfthe telpmtienize] Thedun fielddsl stiutarad bs shosiaitia Table 5.
connection to a reprograming device and to a secure

ser

ver:

FIG 3 is a sinplified diagram show ng the

client server aspects of the enbodinent of FIG 2;
FIG 4 is a sinplified di agram show ng anot her
configuration of the client server aspect of the

enbodi nent of FIG 2,

in which the server is provided

in standalone format; FIG 5 is a sinplified flow

o, o,

Y

g,
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FIG 5, wherein the GU
FIG 7 is a sinplified flow chart

is associated with the server;
illustrating a

wohowsadesas ocedure for secure tracking of a cli ear/1L2005/000264

connecti on

for

use with the enbodi nent of FIG 5;

and

FIG 8 is a sinplified flow chart showi ng a thread
procedure for secure tracking of a client connection

for use with the enbodi nent of FIG 6. DESCRIPTI ON OF

THE NRIREHr RREEN JVBOBEVENES [Thred gutets ¢ Mype b odiatent s

corfpri se al pet hod|gnd appar pt us f ol Namstee ¢ ol padket RAgth
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uni que and preferably dynam c passwords for each of
in Téhde 8evi ces registered with that cellular provider.
The server provides the passwords in rea

node i s entered,

tinme as data

and thus the cellular device is only

able to enter data node when a connection is present

to the given server

This is acceptable for legitimate

use, since data node is only needed for initial setup,
| ater upgrading and ot her technical services which
only the cellular provider carries out. Illegitimte
use however becones very difficult. In particular,

even |f an |IIeg|t|nate user nanages to crack the

I Y
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construction and the arrangenent of the conponents set
forth in the follow ng description or illustrated in
woheosdsesaB ngs. The invention i s capabl e of ot hecT/1L2005/000264
enbodi nents or of being practiced or carried out in
various ways. Also, it i6to0 be understood that the

p*m@%, §aﬁ'&39e't “%d]e tweﬂlﬁl«fre ﬁais ror the

l
pu tescH ot STou gt B ggal ded—as
41 <)
| ibA-ting—Referepte—ts nel'..wel iﬁ?m Loy €h
illzuqtrr-n“ a_standard mnhjél '

stlandar ds| such as GSM

Dedi ce 10| Zmy wof# with dny of t he Nembere N&@ﬁh@h‘fhldenﬁﬁes

, TDMA] | x, CDOvomeced celas device
and the |jke. Eagh of thgse stand&rds provnﬂe@&anhnghdnmdd

| ersdlle @ Tliphtadesificatiod @foraatioh packet -ostreuae of the data field
ai rwaves to prevent eavesdropping and the like. In
addi ti on to comruni cati on over the airwaves, the
mmi;,w PIERY T Rt Ysd2SuRndRicatidd) Prhe Hta field
mhlch (ﬁﬁ tﬁe ce% ul ar dSV|ge to be cobnecte% to a
contammmmtemetmeshmkmmiabbrﬁ device 14 to be pr ogr. armed

a.-caolln oo cod 4t A hao
\¥ ]

o S | Lt S o LT TR e

i tld tel ephdne nupfler is apH the Iilk NPHXBEY eke
parXicul at2servi ¢8s availjgble to tih¥umber | 8nd to

r 4@ ogr an| add upgdade thel el | ul af Seinigce| Wset mgnd, ngll
[ilffetime.{Unfortuynately, [cellul ar jdevi ce [Grinhsmtedo way

lggiti rmt e reprogranm ng client dqvice 14| (Qhmitaedn

off know nf3phet heéngit s fcgrrentl a\/miﬂgg C PARGOEE Gutlo

i tsl:bll_fln AT EPT O r6§rrm g 'U ent Bhfary©| Cfient IP address

dlgﬁ%ﬁ?gpﬁ?ﬁﬁkgﬁﬁyﬁ#w#ﬁu ”éBﬁhFSOFQ ﬁfh%ut cloni ng, or

may i ntroduce ol der versions of the operati ng system

havi ng known weaknesses_that the |rrposter

s qu‘elqg eprsideredihp spmmpiication profpol a2 Pbﬁgepr%ra@t ipgsed at the
moblﬁ ?\ggé‘r{g;?ﬂse(f‘ﬁ% éﬁ{éro%camd o%;:?% thE h%%ﬁ{a}fégﬁgég%dﬁ%e f data
modé@acthé devibat dat a node aII of the above activities are

typi cal | ossi bl e. as dj scyss [
ba %PB&%@%&&WW% ratdosase it 15 Bﬁﬁﬁa‘@“? Qut may

be 1055RUdN JdoWRY @ v1ci’w‘ﬂgﬁ &%&tﬁ%ﬂ%ﬁaﬁll?%%@er&% td“t!hb icilular

progranmm ng o evi ce, the’ passwords tend be
devieetia hd?OM, [USH ot Ikld@facce§ooﬁxmpd¢\ﬂén chieniunay b@l ﬂ@ﬂtedron a

for certai r for artlcu .bat
compytrened Gk epGleE ifbvinorer ARrop Bl el Meshofies
anotidr &thbddiRBst tHe REMIiGAS acRATy hiw&lld@dsbﬂldi cHérti prap@eh to the
anongst all of the cellular providers. Only one
cellujpraleriiss andtit eprmegls oia alsegulasrwistlesss gernestipn fto e wryr. This
lattergé ! gdé réltelgthl Egﬁ%ﬁ\@ﬂg s&ka'b?ecfog}sfeél\l}\g% Qf‘abtl&ig%alﬁllt%) fygg Sevwes
ReTh¢ eliest p@gﬁﬁv\drﬂlﬁ?dl@ ctdmnEcttg to Zhe wbrveh psdsgm when executed,

cel l ul ar communi cation device 20 connected for
prefasphly yin thg paeteet! deiRediabo¥s upgr adi ng configuration of a

fi

e PRI Gk SHnERn, Sim PREYEES Nont SERAGRY 10 and
fromvthe sénver mrogchant so thet bdth igpesetive asd tliEieniglencam thag dreegoanéagion is

. Eo al I ow reprogranmm ng including replacing or updating

still iye-t he operating system changing of the tel ephone

nunber and the like. The device 20 is configured to

restrict use of the data node in accordance with a

uni qgue security setting belonging to the device. Thus

t he data node cannot be used unl ess the device unique

security setting is provided. In this way it is no

| onger possible to obtain a single password and

t hereby conprom se a | arge nunber of devices. Wthin

the device 20 itself, a nbde managenent unit 22,

otherwi se referred to herein as an access restrictor

or conflguratlon enabler ~may be provi ded, either as

o Y
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as such, but rather is an encoding configuration for
the data node read and wite instructions, and the

wdav@/osede entry command. Each cel | ul ar devi cePO@asgL2005/000264

different codes for the various read and wite
instructions of data node xf which there may be
Y : SRlected
Pot ercisne 1 ipral B ARG, BR o L RelRt HEfar o Hiplcote
intecfacanfolidwirgtesve reguestr Slgtfad’s gldv[ﬁnvniezv tedwrnalath tb ke sefincar evhen

fails to ca ry out ramm ng. An authorized device
datahsgemet 2ya4a lﬁlffé’nhg’@é%@go‘?? information, as will be

expfiR é}%%ubzﬂ WBELREEFacH UL aPlleQMean 9rdgﬁh‘§ pfedétably prompts

reprogra devi ce. | n anot her enbodi ment "t he séetting
the userafop agswonaine Theé ppsyonb r/hlfterrsthg msquleaSttmed@e information, a

o B S 04 S W SRR A5, B PR

pacRétOk heéelwab@ﬁh raant‘Ahtlhentdﬁwdc efldgh |n6U®e$zﬁiblﬁ§ iaey aB@Wéd agthe

is a oll%nam c password. That is to say it is a password
cellyjar telephenehanged at regul ar intervals. Thus even if

th g o) | b

B B K BB SADTLIER bl 0 o
of thé dlient éGiaphicvifivee Inteifgcellahié otheras peovide ibes pamwﬁhcrsemck so

a.preferred enbodi nent am c password is a
thatdh%glt“?“ttréccﬁé%e§\‘/&ﬁ’1%?n CtOHE?Ct?‘gtottg %‘Z"rt he password is used

o n |yl ?uﬁc@ioﬁé" BP fhed@UR iMBRAR- seQ@ﬁﬁg bh ntft@ﬁa&e@f‘ coiEReting to

I'scarded and a new passvvor i s needed for any
the mdlslecdsveme dius,i sxh janfuoctitat mayrbd empiﬁm@nm lm:mﬂnm pflialog

N L S

Cofl2MC&83, @dmd1aygB.dynam cal | y changi ng corrmand codes and
even one-tinme conmand codes. In a particularly

pr eAefrlmé@netmsel@p% feviehyPe SRAYaFRIBPIHE OPPRNgG éd’(‘ale& heg aghich

allo@&ts ﬁ'lr tX s%ie@g ltﬁ cgmgaro ﬁe\}%é tt ACHH QN 1w PTEE hdkes glay be
provi (j‘3 nam¢c a (fone tine passwor

proafded dﬁﬁdfst b@dmlayz IcGMamr’tﬂe pensfotirakiahies dnd thetright fistelod may

of cryptography w || know of other possibilities. In .
confis o FRARE el g8 et o B e bY T s
ceugg‘@?dv%gred using one or nore of the device specific

Itens given above in the background and one or
rmrBeﬁomnimnwimgathq: cadivdar dewige ta ﬁletCIhentdél@lC@]éulelp&Ymelhés to be

chapil 538D Dot 8680 T i Rt SR i b iR i Bhode,

corSIB BRIt AR isOfeq@RBABNith G Sergenas Qfe@dnbeﬂ rhb@v@ r eflarsr ﬁé client
enbodi ment seedi ng i nvol ves a hashi ng functlon

progesshimey fsendta slata packesfiol theeservee wsweg he-mxpfpcol  described
horBpRSet dn 88 afidifarVaobloAn G A Eutal BeBPls frsiBhdifed tohe
ent ica assmor |ng possible I'n
sys&m’ el thei a dathmmlefanmy&ns‘tmtnamseamete dlli@@ﬂiatar tlevice.
reproduce t password wi t seed. dat a.
spedhs i éelpﬁpqﬁéf%@n&ya?. Hﬁlyfﬁl %Ge“iﬁ%eeduﬂ‘?t&uaé‘ ??*98 been
sele%%cf Wikl Re ﬁ%%&&g% Bhtetbd théh 411Br Qr?/ 6ﬁﬁe §ﬁ&§t’1§ﬂs ‘hsﬁ:ﬁtb%low
tens and two random or changing d Using t
maa beseedadtivoughthe GUlhdhd epem&omﬂmawe'mﬂu mcﬂlyies ettin g
can_be 1ol nam cal,l y changed over a series of data node
opeld a?wg‘é?eeferred enbodi ment of the present
| NVERLiadihg thOExiSiR EiddUpetating SFstdrht Y settings are
dynam c and change rapidly. In such a case it is not
suf Ppdatingtthe &-KEJr ogr ammi ng conputer 24 to be able to
obt 'Iﬂgﬁl' Rat her it must have a live
conﬁéc é gcg security server 26 which knows or
generates the settings. Security server 26 supports
data configuration operations at cellular
comruni cati on device 20 which connects renotely via a
network, for exanple through its data connection 22
and reprogramm ng conputer 24. Alternatively, the
deV| ce may be connect ed VI a a Bl uet ooth RF

. Y
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entry into data node at the cellular communication
devices. The cellul ar device has to be secured in such

wa 208683t 0 enabl e the cel lul ar provider who BOUg1005/000264

the device to communi cate through the data node of the
device to carry out prograggmn ng and configuration

whi ev. i E]ﬁ . comruni cating with
t heﬂeggg{gcaeper{bﬁg ?)’galgyrtg {%é) a g&gr&t;géeﬁ%mn the preferred
enbweiting ntsavédpheirtookude doanddiedsdgvicet The editing tanphwnebook
password. or. passwords, the passwords hei

1

ng different
f orop&qR Flayils, prfy aelevant when thege 15, .On?bpogﬂ? Mﬁ%ﬁlﬁ'@us the

errtl%gi' H%ggsot {8t ' [ ds are

t he lgl ve gndg%lge .lﬁllt%g?he p%%g\kggg&g%%i ment, the
pasBwooperstiansr mene osppefermblyi disabled,hthathées preverded \fiom daing
i pterface.and. for .any data npde oper.ati i.ncl udi

selegiet st A antartace sy dsv R g e ind Mqdel v peshirietied.
W i AfidiGetbRtidg oROf theABbRJopRalvnE Cd dita PAckef R PRefBiably stheto
device's default node will be to wait for a password

the jserver ndigeting ithgy seryice splseted. Ap|ongembedigirat of idependigeon the
erab 4 | rd j i ded
opeffiBh R vor SR TS Uit (n oBEIRIET B bhoP R BRCHRAR mopely
not¢gzahsivhe dpaatbonrtegdealavaldcabl e. That is to say, in one
emhodi pent it is_possible to provide, different
T clegiengpf e b I_ﬁ%@s@ew&b@ﬁ@ﬂ%ﬁsv U8 theeipayes, as
an %g?l_icbd%oﬂe(&}h%d gﬁ@vih&atrexﬂb{ef AEN(sdchads BRIP WASIENET, PHP,
actions requiré different passwords or successively
JavaSweipabi swghpaasé tha dolbfwiag heaygeply: nore secure
passwo The.canstruction of the ssword _or pass
P2 T ARlicEROR e o tutend W RRT TG auerph Vi 1CHTIP
sockQrpade&pipesli ng enbodi nent, cellular devices w thout
passwords are protected by changi ng the code nunbers.
f orThendiong pepgraip imay bendl serkehseavar rwhileghe serier pragtapoinifiates
the’é\?mﬂlﬂn@aﬁgﬁ.nat ive, it is possible to modify such
evi ces by ‘addi ng passwords to the operating system so
t haExdepesorphetabotve tie pdivd, @petatidin initheasamwowhether the GUI is
%z;\ SV\grgﬁﬁ as descri bed above. Reference is now made to
loc @@t_t © GHAAE AT AHBGECTVH- great er detail the configuration
Of Khtér i dS¥be Hpc ol BERY (Si6Sied B! HRAS proiaydhdds data

server program 32Z. e nobil e device s preferably
packets vienidetd inwredeivad oid thatseloctod irdent®6, reBadless hEwharoperation,

.._and .the nobi].e devices are assocjat.ed. W th.a given

i 3 AR S ol R RS enBng seld B
PasERingSnow € SRNIRAG SantPiheDRrea peskrari dnfidl fodthe database
dat abase 30 | ocated in a secure network, which is

andgeads and prifeyinfermation fiegrthe database apd freglicalarogramgs, no
cel Loer -aC .
or ooy e Els i Haa S RSrR"E Sooh SrAMh Blockfiet Wik the quI s

an integtd @attne-thé sherpassgaimnd Atlotintaritigt )ehe satergirogram waits
dat abase y not actually st g\r e any passwords b(tj,t

for popmestionsigom cignt Riogt st F‘_ W é‘éﬁé&n%ﬂcu?%ffﬁ TteF‘fﬁée_ § creates a

nevd GREARE Roling, ﬁ@gesfw, Maits M3k Ghevd ¢ %&Lonlﬂ §ﬁge Qg,a&@ateﬁa new
client=server program system preferably enables the

worket thodadrfopthevincteming commectige, stdge Sdemi cetsrnatie stagch s Aatheead

. physically connecied . to lient side.of the secur
is of fHeatitn SO FeCtuh ol s F 4dh aedfrs R gkchangea
in tROEFR:CY brilePadEHHIP WhABTRE cSnrfeofidt s QlitdNalthéhtidaba port
of the device. ter natlve‘gﬁ(,has menti oned above, the
18

devReferengg ispwvc made tor Bg. ehayest went frappers when the GUI is
! -
rot BB B L ol b 16 e D e e

network 38 nmay be nade avail able by ‘connecting the
server side of the systemto the cellular provider's
provi sioni ng or managenent networks. Server program 32
is preferably provided to supply an interface between
t he dat abase which contains the information needed to
communi cate with the cellular device and the client

o~ o~ — o Y T T e .
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Alternatively, the client program may be held wthin
the nobile device 37. In this case the nobile device

woans@stda3vi a the cellul ar or data network 38 aad/1BE2005/000264

internal client supports the connection to allow
secure nodification of thed nternal paranmeters of the
pipé GkRREOB@ge FDEWRRS HR'a 7P E&eERh, 6hf o388k h&8w RSrker thread
constructed in a standal one node. Such a standal one
for thedacaqrsing lsommection,fidgnd 4etuipa te staghéd. are the sanme as in

Fi re.given th a referen rals and are
ot e rBbE PO LT ool SRR BeBURS B broceltes for

the tmel Ut casebl MRIgthi alflows et iBORLAINGRRY thrdaQ pré&dure for the case
st.andal gne node the nobil e device is connected

in which the (FUlqis ianeintegeal partfithe clies rpgram. al thig esserthe seryer
i W i j an uch _as in th

proBnPWAIOT Bk S e HRUTRLETI58 SHET BTy A

packetvin gTharsif the sliery IR adédweyd mel MRAT afe awherititatchat Sage aQfata

pacfy P Wit IR HED B ch Py S OB B Berogomis Mg are
not RLG¥EIatAAHESH %.élgt@ %Fu?(et #3)Witﬁ%a‘iie?&teﬁe Rk tahif ?’l thread ends.

i nformati on whi Is traversing the ce Ui ar
pr ovubgequestly rthe rsewver rveitaofok datd pgcleni #% dif the ageamBme | and
e d_e di,ment the only data, operations
N O R R
| nfDHeRirvethyh avaith orc Qlbksetuant QUL FonkKAXPARE: pfodfam, and
exanpl e changi ng the phone book entries, readihg and

ternaigafgs g thyord on gerket disconpect. Devices are typically

pr id A t Vi Ce ) Q

PEMLOT s B a0l 8 R G0A G e
integtal part df thaslicmtgooghead her ei nbel ow for the passwords.

In the foll.ow ng, the productjon of individual

passtiortds” gf“tf%‘i%ﬁﬁﬁ g‘ec‘g’&%lupl %‘idéfi@ﬁ’l PhBRme gebpassyord from a
packB2| HeRdn"\PaiRoRs Wétg phalies ﬁ“’h’e%g cbisdhhidle &E%d \%éc LI? the

i nstructions, DM code or other device confan
userpame gng passvond e arthendidated, thaghsead westinmey, dtherwise it exits.

o SO o, B BT S T B
contihyel adthemiiscCit kit Mhe 4rR€ then WRits: AR UQR pasketeS. MPhelRSent IP

menory areas in the device's I{)ﬁger ating systemor
addggss; a@cﬁywa ar¢ aythenticated thesnis sendstracket ddywitls en §Authienticated”
flag9§ of ; e NUM T el d. The
B RSERET AT g g3 Lk b s
corftherdesven fthérhevalfSKorf 4 disdonnBbieot cheshankel pips oFtiie W6&ked or

val u enerated fromthe contents of the A-KEY field.
sockeh g ek TR SRR i S Paioes. o sndeeingies et hesad on
the SCURbESN Balds 4 Afin & URbshnedineAS RRSLL l‘lpfls' sl dBA¥edtSE cent

product or a function of the contents of one or nore
requgstst laee fapeesvddagaliewing forelddt: bl fopetationESHh f thel dnobile

-KEY field SSD fiel nd a random val ue or random
confifiichiioh Siitee. AR ffdfioe B8 e Be PTRERISIE TaiuEsdo repefag the
nexgdeiekee' s operating systemor designated fields a s

before. The construction may further use a val ue
gehBedhe pristenemolz eppnpetion tiei tpesi of nerindicdegseagteate sent,
.t ferent r..ev second
rea e URY POt e s BT i b frar YIS whOE e Syme packets
descaibte rahatd ue tabdey Dabdeqrireferplyt ban b eeduldr’ @ebpeas fiodd thel Rever

resul t. based upon faqr .exanple one or nore of the
Pfogwit%iheﬁgfmﬁ?fﬁ&aﬂt&vQW@n‘@é@r esponse fromthe device's
keypad. NUM field, ESN field, -
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A-KEY field, SSD field, A random value or random
val ues (The random val ues nay be nenory areas in the

wdevismséda3oper ati ng system or desi gnated fi el dBLT/1E2005/600264

seed val ue or values. The above described value is
herei nafter designated ALGg . The val ue can be changed
ev qu%th%hﬂ(?ret\pﬁendae(\!élfﬁ?ar' vice rl]g]&ﬁltnggte& % ﬂ%%li@ﬁ(t?frﬁ??aﬁn? a data
that a one-tine password, conmmand or code resulTs .
pacKdtas gems stvepgular intetvadntoprefent thelcgllnlerdéviedrom eritohgDNdData
ke .changes in the cellular device's operating
Mog%ﬂ“ B 185 8RSchanges i ncl ude disabling the wite

| NS drEehiOnss MRS HbRRBab IR sRetadivhthihe, BOaIRbiteusing the
system disabling the readcommands whi ch can access

data imode pdrthe iceldplarytslephopy dgriaenand eviuch mpyt brepistestadonsdng the

passwords fjelds from.the erat.i S: inar.
prefR BBl f AT Fodr S Sfu B TR B MR yed o
the B&98: With tHednhdtted deRieteNSNe A oty W@intitart o€ eavhidTakk sdivices
. which an operating system upgrade is perforned,
listgdatioyeisnpveprarigetg t he conmands so that they are

di fferent for each device, and | ocking of the commands

so that a new operating system may be accepted only

af tReviee initidizatieh:nas been provi ded. Providing of the

passwar d .and..upgradi ng..of the operati tem may be.

asslsﬁ‘fl?f‘ov}gl?la#ﬁ@ggyg&caﬁw oo thes Pretaelaidians Ghprises
wriBh€ 8§ BE% EUN {ofthe ehibdsBEreRding Wy A-KEY ik @R Bfhbabd) @enerating

devi ce accepts a new operafing system A new password

a n¢w password farsheodeyigafsemer fgnction efranetasmomatod thedUYS\HS A-

erating system subsequent r.ej£C .
KBy GG drn RS A R AR S o RE LR F Seine e
pasS@6dnih et ditef OSetfingahs F)Eﬁsdvoﬁi@ otk €xd sendingathic ngppropriate
systemupgrade is as follows: The systemwaits for a
conyinidy 1p 433 waeketsovhigh.cbhsratmttemin tefiptgragesto gdhichsGe calhglar
devid¥eis QBRARLdAN BreSHEd ﬁ‘)n&f?&fgg)tﬁs 8 NaRE AL s eSiheh SBits for
version. & new operating systemis now witten but
the awppriopdate wespensef frany theAcellelar dewsaay e¢ived fibm thankend lpdogram,

assywnr.d) .may then be witten into th evige, th
i g Bl e e i G lebine: Eell chFSh pfeBaces, the
Ope@at{,%rsg,glgﬁl_securi ty nmeasure, it is possible to
confliQure the system such that once the ESN val ue has
been witten into the device via the system the
operatin stem prevents any subsequentwiting to the
ESI\psﬁﬂ‘p(g?‘h‘g‘%[i on field. The A-KEY val ue nay be set to
be Upgmdingi tiRaperatiig Byteni cactoRlieg td the pessilp! @rdforred
change the protection password in devices which have a
embpdimgnis ccompaises Fettigyéng | deviaepassion, 3ad Jewlacing the ppating

syofiif bl Uy Wi Eoted BofiRt, RENEGifg GGy JRERPARTMRH sbiting
the appropiriate corasande in tdataspaokets ithlich, twheprwnifteteinse (e iateeface to
sswords for different operations. The separate

whiE DRl Slaf Ve i BURHE UCHnRE SPGTRLgE| SRGE: Chgpe The

sysREE e whRRSROMMJappPbihid fsh¥leVirothNRY cBifflald&ice as received
conpletely different passwords. As nentioned above, in

fromrthe olfient progeambodi nents, it is possible to change the
operating systemis read and wite instructions for the
information fields into differentvalues for different
deVAQQEYdHanE& further possible to change the periodic
command whi c revents the cellul ar device from

r ebebanging the &nKeyn atdingshe A-BR)Y. omthe sgamactedrfigvice using the

proffHl ¢l iR U e e B, MK BRI B B30 packes
via the device's keypad. As discussed above, the
DI RECTORY field typically contains the information in
the NUMfield. Preferred enbodi nents of the present
i nvention prevent any conmuni cation with the device's
operating systemvia any of the device interfaces,,
whet her the Keypad, a USB port, a Comport, an IR

o o o o o,
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fact that the connecting device knows the current
codes for the data node instructions. One way of

wonreis@®séiling data node via a one-tine password PETAD2005/000264

| ock data comrunication, that is DM or Data Mdde, with
the device's operating sysitemunless a key is entered

whichWien! WatdEMIFBe intBadeay whiclihb ceman dvie i§ e6ithetield, FFect
as expl ai ned above, and generated in a simlar net "hod

a change iriée geKENafi¢ldn The semver thew wiais & thaepnsenrinshtesponse from
ove t hat fferent for each
the c é@il@eeoanggp CSIVB?%r%mE?dw%é)ﬁé%rg}elnt The system
pronpts the user to enter the device's ESN and then
provi des the user in return with the correct code to
chafgetevi ce' s Data Mode. The device is t hen

aI ter gh@%ﬁﬂﬂl\ﬁ!ﬁe élsesvggh%he ITDEI n‘g@ﬂg Cg gne ISl g%ﬁae%ll
compwist$ s¢rduingnapprofreye cdinmandx in KHaty paskqts twﬂlmhabsﬂym written Anto

. ted assed fo.the nobi tel ephgne .
the iEiRGRGE o hiah Ky ioiat dsVics f imeeled; &GRS infbe YEIM
field! MeUsher tHeh Wi fBEMICHPESHrdgS re@%ﬂﬁ@ Gt tHeCcelliRr A¥Ht&Ms
within a reasonable tine after t current key is
receiged,/ Bomdhe clignt plogram-may be written to the central
dat abase. A further security neasure conprises
di sabling the caller nunber input field when sending
arRé&photiecboolnt ents of the NUMfiel d may be used for

the caller nmber val ue, S preventing sender
SMReadig: é‘@eeé#lf)?% fhogki ol 2 ﬁF@Ea"s dgyise asgradanss to e P present

embddi nﬁl@%ﬁ ﬁgfé/rablbrboﬂ%ﬁgésds%ﬁ& r ic %)é;r&?ﬂa% SoiffAhnds in data packets

nts evi ce rom t he manufacturer
which} whine voittdnuingy thgr oterfiere doowkidh the tdellaladidefiee amtconnected,

A d F | t A; KEY d
rotuf JBE VPTG HRECR B cckaits LIPHPG POk ot AuRE ™ SIRGFE 1oy
formbf) ETHENéeE t}@h%s%ﬁ thetapproprble radpandy K&X thd cdlluddr dedic e as

addi tional to the password. Thesée are delivered to the
receiyed fromghe glien |pmar§e gathetnbloge bpdpinferamagieniicimsa valid; forrnat,
e
it ma? Reh Bc? géda}agletgc\l/\o n?é(;j c?re @ % été gor f%agl?%g&nlﬁf sﬁm@g dn table
10baewd t he seed values to the ceIIuIar provi der who
repeats the cal cul ation process. If the above security
procedures are carried out, then the only tw keypad
be left in the device are: a keypad
§gﬁr%ﬂaigﬁgékthe contents of the NUMfield, and a
ke’j?hxadewm&as bolycipphicpbleldia piens bookl bat beelﬁl\t‘eécbamhnd‘eﬂsi &p.be
Subse ntI th client-server soft st e i,th
witigh SemavIctg: A fisoPhage bpok HhRscoER [t copagiedfevice’s
propFibtasy format Mes 1t41s SPRIERed. NEnER R € ORI Rirfk@h iRB the
with the cellul ar device so that t cel l ul ar )
next pleyidedley serdia e apmerlat@awmnmdwm tirfe paskets\iivhigh, when

erttgr(l: Ell%tg rr%ﬁe &#819 dt' n\?ﬁlgﬂ m%eﬁlﬁlflrl Helzv%%e %Sé’o'rrl]ég({tgd Oa%?elzg%( prt]:gone

bookfdlﬁhgt‘,s. i ncl ud| ng initial setting and subsequent

wdificati ry. Setting the ESN field Thls
Fiel ganpq,m cally a J@ﬁ?ﬁ%actl an. Readftﬁjlbﬁﬁﬂ%?tl ng

Phonsgiumblenr net wor k| $trifigr mat i on fi el ds.| Neadi ng and

Namer i ting the phoneStiiagk Readi ng and WwNa&i ng additional

Cell wg@ber Nf or mat i on| MgmBed ar ge scal e sUqlp as saved SNV

DefAURTEAERS, | CONS, [ Bhdlgad ONES e1C. U aaysy the

Addi ilé aﬁql foﬁﬁghd@pw d 1% 1 0 use 1 nese f a@él rties freet y

t IIC CIILI '€ auw coO UUUK dllu
thed? EQ E@ ‘%8?%E J‘éflons that one would wish to
protect. The data node protection features described
herein preferably ensure that the cellular device only
accepts changes or return information when connected
to the client side of the system of the cellular
provi der who bought trie device. Preferably no
|nfornat|on |s retrlevable and no conflguratlon

T - . 1. . . "
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system In one enbodi nent, the securing of the device
may affect all the device's interfaces except the
weeypades1BPr ef erred enbodi nents enabl e keepi ng PO®TESN/000264
NUM A-KEY and SSD fields secure whilst at the sane
tine enabling themto be changed when needed bysinply

b Dbt B Er RN RE of (R GHGAT SRl Rt Rellular
conmmﬁmtxablc;evtoes; heelloleanetwérks,ectwetk pradecopy emd dgstembovill be
th d from.th .
de‘f@”r 5 The saipe S HHpdPrms g b SR TR DY G i e e e
r@a{d@@@&ﬁcﬁﬁsmgumcﬁwe@MMg@ﬁa bh6rii nformation need to

generate the(fassmor or passwords and read and wite
i ndt rmmw@e that cergain ferurse lof theainvertiang svhicthare, for clarity,

s P o S S g RG  , 58 hANIAE

conbirbiodiing singlé Bﬁabb&iﬂﬁmﬁf Cphedrety, i vanioad Geures o ¢he invention,
followng infaormati on may be retaiped in database 3
whigh prey fesebreyify, drserigad an Bis<contey oha Fielesmbpdimepte mayealso be

RAs ESN, current
pmﬁ%ép:%,%a@ gpﬁedmp&?{(@é M{w&grtn%lﬂglhg nunber sent during
curAlgimtughi thaainvertiomp des theem sles@ibed oin denjuhethm twithe specific

- KEY f or e next m..
emtfodipa sttt i A euidit frah e o ations S kgRtions
will'B¥/a @a&wmt tﬁos%"'élql%d"ﬁrthé he@! cht:&atngtrya it ﬁqn@ﬁmdembrace all

remotely, nanely that a next K can be sent durlna
suck ahteraativasp mOétﬁQahonSTh@d ariatisns dhatefpll avighin Hbe @piait dadi wead
Scopg, 8%' | Ct ure%ﬁedag ﬁggelol%lle abﬁg'attlo E%%t% %IP% 3%%6%@ ﬁgl%attllans
mernﬁ)‘ﬁsd\m du@ EpelRErEation Gge hei;emclﬁéﬂrpoﬁfbﬁ idaheab aﬁﬁren}aby hefetknce
aclient identification table, The taple qﬁ% %?lcallg
PPIsE or

intor,the Fpegitication) vihs Famsrextanhas dneach rpdividypl 1p paten

. 11N ted
A, 0 PSS o
hereinryf médrer[oer Inadddition] heétaticr loe lalmlyiﬁhatimh ofheny reference in this

uf act nane, and a ufact rer nunber, thus.
applicHiop eI ng b PR HER B Py S BB LS ERIeTgYes fivailable as
pmﬁ)éﬁtt@met eRAcHAvERMN acturer. The database may al so
hol d a device nodel table. The nodel table may hold
data such as the manufacturer nunber, as described
above, and the nodel nane. The dat abase nay al so store
alerts or abnormal operations detected in the system
such as a user requesting a DM enabling code and not
subsequent|ly connecting the device to the system It
is possible that additional information nay be kept,
such as operations carried out on different devices,
when t hey have been perfornmed and by whom It is
possible that if the data node entry keypad code is to
be uni quely set for each device, the code (or its seed
information) may be kept in the database and the
requi red informati on may then be provi ded when needed
after the requesting party isproperly identified. In a
preferred enbodi nent, the code is replaced after the
devi ce has been connected to the system If the data
node entry instruction is to be uniquely set for each
device, the instruction (or correspondi ng seed
information) may be kept in the database and can be
provi ded when the device has been connected to the
systemand identified by the user. In a preferred
enbodi ment, the instruction may be replaced after the
devi ce has been connected to the system As wll be
understood fromthe above, transfer of password
information is used in preferred enbodi nents between
the client and the server prograns. Such transfer is
preferably part of an encrypted comuni cation stream
protocol The protocol _may for exanple be |nplenented
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say every 500nms. If a sync packet is not received
Wi t hi n anot her period, say 10 seconds, then the side
wohbashvseiisl not recei ve the sync packet may PCT/IL2005/000264
di sconnect. Tabl e 2 Sync Packet Structure In the
protocol, a client, that is the nobile device, makes a
rGQ“§§&TE§CUAH%HDI§ al  ow data node. The structure of
the Cient connect request data is that given above in
tabl.e 1.ATebuldatemfiusicdtions deticabavimg dn ascesh mmtde fedl dlowing
Zn . Jable 3:. Structure of.the dat
reaiihe and Vaie D doinct Ghtie® sBiinst o0 pr sl it SomBubiti dovice
said GENIES being BnfiLlrd@ fwiO M @6desR edsAQMbrERORstrioN s of sdid access
sent e server to the client. The data field is
modg i peeeiidanceaitsmdayics wnigumhicsudty seing. 4 Structure of
the data field in the server acknow edge packet In the
continuation of the protocol the server nay nmake a
data reqUkestellular commasicatidredeldtaof ictlisl prehae@biayd device
.contains information to, be ittep, to.the e of the
unigyq Jeguty SeEESEComITeR RhEa 198 Al dVihet ur ed as Shown
in Table 5. Table 5 server data request - structure of
the data field In response to the server data request
is & cli€h cehta ¢camnynicatim1 destice Of eladmi b wheram shdwdavice
.in table 6 and m n information read fromthe
unigyg seGAly seiige s %“@‘Yaé q‘bﬂga reply, structure of the
data field In the protocol, the cIient is able to
request a service, such as glven operation node. A
ditnt sEheceltul ?re@ﬂmumsm SHes o’éc al.f whergin said device

umﬁ%% &gé#ftf ds 1&?’1{% hso W cl) n? é&g%ﬁu;rﬁ’?’ rfoé‘ %ﬂae&tad Sgll’ € write

ture o rotoco
inst@hdtions. t he client device to provide |dent|f|cat|on
information self to identify itself to the server. The
data field may be structured as shown e 8. Table 8
dignt i ’flﬁ@tclf*ﬁdl&aédﬂ%uhi@gt‘?& t}i&{‘o t1 w rEfﬁcgaliH Hevice
of the data field The protoco pre era
uniqid seatritysetting it hdydandapasswordhe data fi eI d s the
structure shown in table 9. Table 9 dient user
aut henti cation-structure of "data field Having
cong.i derege tdIRIlAUTRMMIGSH0AHeRIRITCPim & Whér€ittsaid dynamic
pro%dantls used at the device to operate the protoco
pasgwerdds e apertiniedapsifdfnat i on needed to run data t the
device. The Cient programis generally not | ocated
wthin the nobile device but may ted on anot her device
whi Z.h coTihe célfularpdysinagichtyorodevdtd of Wlail, 1,t @hérbia Sald dev1ce
cellular via g COM USB or IR interface. For, exanp
unigygssecprity Rettipg s cangigeted dgmgpt deast Oltf‘sé?}’l‘lif‘ysﬁeﬁléicéjéﬁ lufrna fmd
ml&kpg&gﬁﬁd&ﬁ@a&qgﬁpgra0|ntng cellular tel ephones. In
enbodi nent the technician actually downl oads the
client prograntto the device and it connects V|a a
regul ar el S connection bo .t he s

bod$ nent i} g maIpRigation fayifs of singgf YYP%fF‘“e??é‘BldS‘é‘ce

uni@@d HdcaAtyt yd@t@n%ﬁ%dﬁ@ﬁucté—&‘ Bsifip tRDdeRIc Wpaditit Hatd Ahy and two
connects to the s-erver program when executed, |y via

randofa dptadtesisol defi ned above. During the course of the
connection, Sync packets are sent periodically to and
e server program so that both the server and client
knogv t hathd belltanagemi@iBatich Gevibee of lclamt 1,pwheeanalie ddvce
.and wites data to the cel|ular device via the
unigRy seCUEly setting dn dpnamicalbichangsd over arwHge of dafagpeerss mode
opeidifbnpr Ovi des return data to the server when data
econes available fromthe interface. The graphica
user interface (GQUJI) at the client program preferably
pronpts the user for a user nanme and -password. After
the user has typed the information, a data packet is
sent to the server and the client waits for
aut hentication. Until a data packet is received with
an "Aut henti cated" fl ag, _ho operatlons are allomed at




Typi cal functions of the GU include selecting an
interface for connecting to the nobile device. Thus,
weuals/acS1snct i on may be i npl enment ed by openi ngraTaLab®e0264
box which allows the user to select the connected
interface froma list box:zssay Coml, ConR, ConB8, Con4,
USB. A function to select a device type may conpri se
openi ng a di al og box which allows the user to sel ect
t helOcel |'THeacelhhdnr | commypeatiohhdesricet wb claimatl, bohezsinnaaid HBevice
.provi ded, one |ist box,jay contain the mapufacturer, .
UL SECUERY SEHBEr iy AecLE BBty R % BrRdsieRmied  FUpRyaigation
prof®Bsie! s for the selected manufacturer, as held by the
specific cellular provider. Before connecting the
cellular device to the client, the cellular device has

to e changed,into DM (Data Mgde). | rder.to permt .
Such o cHngEuRF st Bianieie onl'; SHFEGH T oG fpeia
preddi@miRidv edonRbusiesivn bedtcabDVeompfides tahespetified! sBqREEAMf
may send a data packet to the server, using the
CONPRECAION PAEkets i bed herei nabove. In an alternative

enbodi ment the cellular device is first connected to
the system and then a data node entry instruction is
sent2.t o Thee ceBtlati| comidenication eeict Sef eclhind eld, c evhienepe "said

then be disabled until_ an interface has. heen

prodiTERRe COBHRICHIO N 2PT91968 ke SPPESFS o o doRERRIFa) Jrugiare  of
condhi®iiohpacieper ations |isted bel ow may be sel ected
through the GUI. The operations may typically include:
Initializing a new device. Upgradi ng the existing
devj.ce eratjng system Updating t-he A-KEY, Setti .
{hel Hevi e SRR e ARV B0 9 TP BIni T LERpely fpsica
assét@ationewithVai dlieRe pebeBa Gor ﬁﬁﬁﬁ@ng Qeld pred@eGEnRaE eb@thunication

device. The witing a phonebook option clearly is only
profogplevant when there is a phonebook to wite and thus
the option may be disabled until a phone book has been
read. The operations nmenu is preferably disabl ed, that
I S Pk eventeecklfularnodnahng cadneddveck, oitlairh 180 whekein fsaideclient

and a deyi ce. manuf acturer and nodel. have been .

Progiais caBiEviFd b S apid celilar ERRTBRICE R SiRReinBpIG Htp eSS
mode f2heceRARK ST ddts wheR ik ARs¥ied SRt shifl debRe 981q\i€ security setting
I ndicating the service selected. In one enbodi nent” or

is comgéndi ng on the operation, the server has to permit
the operation. In other cases the server nmerely notes
that the operation has taken place. The GU el enent of
thelxl i eAt celRyari orMenieARA]IIBRIAE HaOFigda ddta t42esZCMVEE ,for
as an application which provides renmote GUJI (such as
allowipe wefingEfnd pppting o 0h Se#te pt9 . change usditingsc £3e seide cellular
.0\ YRR . i cation: . .
congiGHoATRE, 308 dviod 81 LorBACR feel By o sad cata
acces Gkele to hin nativectoph@e®dn iMfvdviag apiddepimiped secmy si®era
socket server while the server programinitiates the
comuni cation. Except for the above two points,
Opef@at i 08 defulbP SorfARiIcHAGt B&Ficd B&ofdihe 163 claff 356 Hn&kin said
the client or at the server. After the device type has
actiye eonnseti@ris edkntifinbleotid 2d¢vigry wiiguadscyritysatingdat a
packets when data is received via the sel ected
interface, regardless of what operation, if any, it is
rungy,ng. The cdlRil Rlohahdlicdtidh deveSET ol 16, WHERIN §avd UBEce
cellular device. Mwing now to the server, and the ‘
uniguer equrily cgHig éomneedisg t eondiguratian afod s datanead eerd datanwrite
hm%&ﬁ%ﬁ? information fromthe database and the client
prograns. Reference is now made to Fig. 5, which shows
the procedure when the GU is an integral part of the
client program As shown in Fig. 5, the server program
waits for connections fromclient prograns, and when a
connection is received it creates a new |istening
socket, stage 50, waits for a new connection, stage
52, creates a new worker thread for the incom ng
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in the correct order and only whilst the connection is
sui tably authenticated. Reference is now nade to Fig.
w0 20088613 shows what happens when the GU i s nBCTAM005/000264
integral part of the client program In Fig. 6 the
server creates a new nanedpspe |istener, stage 60,
waits for a new connection, 62, creates a new worker
thread for the incom ng connection, 64 and returns to
stad® 60 Threelylaneemmyniggijpmdeiics of Flais 167 whereis saii deice
| oy : for the two GUl cases.
umglﬁég?éclinf@s%}ﬁdglg%‘ﬁgﬁ%@?%ﬁ%&ﬁ;ﬁr ating the thread
procedure for the case in which the GJU is an integra
part . of &ge ckient rogram Jn this case the server )
pr og? am ha? cellylg, comypteation fevice gclaimd $: Whersi said dynamic
paséi¥BrSi8 a\RE-1 1 pads/Gfd. @ data packet #2. Then if the
client I P address and MAC are authenticated it sends a
dat a packet #3 with "Authenticated" flag.

Al t gk nat ivel 1 f the I.P address apd MAC are not . .
aut z%nt i @é‘? g%l’l\{lﬁreﬁorp?mglg?}t&g] ﬂ?’d?@e?Pg]@"W hWilefem said device
unigirepatigdSettingd® dAsinicha dsiigtadeRRdie dSHES §iteRTt daYa {tH8 and
server waits for data packet #8. If the user nane and
at gast enporandemdatafement i cat ed, the thread continues,
otherwise it exits. The server then waits for
subsequent requests fromthe client program and
t er 21.nat €ke cldulbhc@adutivatimcEaticedos claimn @0f whEteih sd device
dllustrates.the thread procedure_ for the case in which
unigpg S@Brl%f setiigg I%FPI}SHP%? yping Ape dGvigsespesifig flatarergs and two
randb@ da8ivghs. first receives the client | P address, user
nanme and password froma packet #2. It then waits for
a data packet #8 fromthe consequently naned pipe. If

t hejdiser.pa nd password are.authenti gated, the. .
e cOe PR cBRRENRn it Sain Co bkt Spid dovice
uniGie gedugityt OIHAE tis [dgnahiRale) CRiHgel Rivel fa {efiRs ©PHABL hdRES mode
succeeds the thread continues, otherwise it exits. The
opes@laper then waits for data packet #2. If the client IP
address and MAC are authenticated then it sends packet
#3 with an "Authenticated” flag. If not, then it sends
packkt #Bhactlluler cdiemeditaibh ddvag@ ehdainhe st Whereth enddevice
.The server then waits for a_ disconnect of .the named,
UnIfNG, SSRHTILY | SeUg: 1% 1 accespible, b i ck dredetprminadme ARG LD
rotdegl. named pipes. It then term nates the thread on the
p . . . .
socket or nakes a named pipe disconnect. As long as it

is still connected, client requests are processed,
al l.owi ng.for data node operati pns on_.the. nopjle . .
corftini catg o¥f Btﬂ}i EgnmRRIcation, aff?éf f9engtt Elémi‘e edyherein said

preféto@finéd NGothMlubichod Oplofskdl Veaaptifd NeX{pebAfeliClsequence of
During the exi stence of a connection two types of

conypunigafion nekdsges are sent, regardl ess of the rest of
the processing. Sync nessages, made up of the sync
packets descri bed above in table 2, are preferably
serl5.at Tieguelular nt@nhmahisationordeiite S€r vaim P2RNIRARIR said

he cI%fnt rogram and vi ce versa. Furthernore, en a
pregeiermp Hagﬁﬂeew?%% oPiiReeb d cOBPIIERS 4 i sppciffpdogitmgture of
conSatficRmkatkdis sent at regular intervals to prevent

the cellular device fromexiting DM (Data Mde) and/ or
resetting. Reference was made above to the services
whi ¢ be ported.using. the data e of the . .
cel #: 6]1] I g'tray llee?eé’é‘rﬁﬁrﬁ?“&%w 108 e vigsi ‘%ﬁd?\%ﬁggebeﬁ?% {1 ags@gpation
with!8 chént pacerith T embn HIOA IR Sernhihed SoRRLER alillAbroRRGN
service request is preferably received at the server
with the connected device's ESN. A short sunmmary of
each of the services |listed above is now provided.
Device initialization: Device initialization according
to the preferred enbodi nents conprises witing a new
ESN to the dat abase, reading the A-KEY fromthe
dat abase, generating a new password for the device
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operating system OS upgrade: Upgrading the operating
system according to the presently preferred
wenhsdiseant S conpri ses retrieving a devi ce pasB@DALZ005/000264
and replacing the operating systemon the connected
devi ce. Repl acing the opermting system conprises
sendi ng the appropriate conmands in data packets
whi ch, when witten into the interface to which the
cel 27l ar Tlteoélbdari conmowmieatioaddevidef el elabn 26p avhgrdimgaid client

system chan The .gystem t hen waj . th .
progiit SEPFCHST Rl DO tolBRollFh Il soid data acoess
modewhénRas dakiofiad ther sald dvicepmigieasturity KEing Basogect.
Changing the A-Key, or witing the A-KEY on the
connected device using the present enbodi nents
co is P e ‘1 oli
pachat suby S RO doolifBBRIARAGAL o ORTR IS br i s djen
progiam eddnfilgared devhesk ieguladpnsiigesdjd plotaol that shidrvgenéation is
the A-KEY field.. The server then waits for.th .
actiy g kel S JoRAEoRS IO AEHI oo Pt agtive.
received fromthe client program  NUM change: Changi ng
the NUM key or witing the NUMinto the cellular
devi%e phAetaverblior seunnortinge slatse gonfigpraippr opetations at cellular
commands in.data packets ich [ [N t
corfRPRPR i s PR Emfeh e ARt ihd S ichufife o
datéfabe of vdiqubaseeeeidatd Fegaldilid baiel @ilulbheofeiunératibhelvices and
waits for the appropriate response fromthe cellular, |
mogdee \Aceess dynetianalitye (1 peing SR BRINES (SeRYTE oAt to FESHEraf dREice

_ . ¢ I . .
spe i, B O D AR sl bl cPlondtafiin. dovices,
to peanjirensg snts datdinngletah eaid pelivdprdoatrBudcativanidsicen dat a
packets which, when witten into the interface to

whi ch the cellular device is connected, return the

i nf 9. mat TROsH @02 elaiM 20N &heRH $fd Bnid(0 B uRO@Ha sdrds b 'device
own, proprietary format. The server then waits for the
unigpsegpniysetingesponse fromthe cel lul ar device as
received fromthe client program I|f the phone book
information is in a valid format, it may then be

conyer t etthé Sdreeradf M 30eWaERIn daid d@tice drtiquescaiiysettingtis a
shown in table 10 below. Wite phone boaqk: This

coding ¢andiguratiop fprdatampdeenine dat readpiglata WHEdNHEStBRS

read and needs to be witten somewhere. If the phone

book can be converted to the connected device's

pr op2.i et Thy sdroerrdiclaimne0, vheiein sid doneweurtigek setmty stthiag is a

hqne book . is witten into the next device by sending

d CBASMOPti ate cormands in data packets which, when

witten into the interface to which the cellul ar

device is connected, affect a pbxone book change.

TabB® 10The Rtrueredfodbdint 32, vaerein sgidedopantie gassiward igur onegtime

the J]ife of this patent many rel evant cell ul ar

Pasg¥Mfuni cati on devices, cellular networks, networKk

protocol s and systens wil|l be developed and the scope

of the ternms herein, particularly of the term L

" ceBtul alhejsavercef claig 3Oy ehrdein spll devigeeiqus Jecuiysetimg is
. R Lt L E Tt ai

corp HOE SR 57 1 R device sp R PR SELFLAP of e FE rhoh data

itedescri bed in the context of separate enbodi nents, may

al so be provided in conbination in a single

enbodi nent. Conversely, various features of the

i nvention, which are, for brevity, described in the

context of a single enbodi mnent, may al so be provided

separately or in any suitable subconbinati on. Although

the invention has been described in conjunction with

specific enbodi nents thereof, it is evident that many

alternatives, nodifications and variations will be

apparent to those skilled in the art. Accordingly, it

IS intended to enbrace all such alternatives,
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into the specification, to the same extent as if each
i ndi vi dual publication, patent or patent application
woasosggeasfical ly and individually indicated tecbgL2005000264

i ncorporated herein by reference. In addition,

citation or identificatiord7of any reference in this

appbi catliheesBabf cla@h 3Bewhewhi daik device afliqaé BédsitPretting is

that such reference |s avajlable as prior art to the
consfugted peing kv devignsnreplic dat temg aivogandom datadiemst ar

comuni cati on device having an access node for

allowing reading and witing of data to change

se3bi ngFhesewar of ceinh 3Dawhereimaand dexticonnidey sexaritys séttng is

devi ce bei ng confi gur with an access restrictor to
dympgg?ﬁyggmgg @H¥a§?%§ 6@5@§°ﬁﬁﬂ@mﬁﬁmﬁccordance with a

devi ce uni que security setting. 2. The cellular

conmuni cation device of claim1, wherein said device

unBdue Jeuseiveyoseleim 2§, wdewonpmd devicpkperifadaty noede entry
aid.device, 3., The cel.l.ul ar ni.cati on device of
compfinfl i€ §bfhne Sty Vi R IRRed SN ERIGP P BELEC, O

is a software setting. 4. The cellular comuni cation
device of claiml, wherein sajid device unique security

sePBi ng T1hg ssrveb @i fdpimodt i Whersky wd perdeteaminedgamigynication
s [ . ' s mgg]- : onmuni cati on
pmtgg{} ?8%%%%&(?] Sgléérhﬁ?[(?gév(\lﬂ%gl?cgi Ogcgal nd%l\t}%ag é%kr??sq ue security
setting is a dynam c password. 6. The cellular

co ni cation device of,.claimb5, .wherein said dynamnc,

passwor d i $eE'e ﬁiﬁ%%%ﬁ aesl.nd%w%r terpgjed, ogimunication
ProtSQINEHRMDE s aAPeAA¥d Sifuc@ire ©f 8biintinichiéH fidkeiai d devi ce

uni que security setting is constructed using at |east

one device specific data itemand at |east one random

datg it 8. The .cel Lular. conmuni.cati on, devi ce of

ci 38 7 8Bl REQER S h Bind SR GERL Y Bl pRepayn or
manbging @MidiprétRtceinedicomniuication pfocapeci fic data itemns

and two random data itens. 9. The cellul ar

comruni cation device of claim1, wherein said device

unigque

sorifos afedehi of S, yheftlh A Rchy p IR MRl o
set saghmelhilaatononurdeationalevicechti said dataheeds whemiitdis detisfind that
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physi cal association with a client programfor
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comBRinfbafley U&Acd4Ni que security setting is correct. 15. A
cel l ul ar comruni cati on device having a data access
nodsing owicideviet nigpersizdt meformationr ta cregteofledet amique security
Sdﬁcq§p9eiae§}& SeQRqsaid cellular communi cation device,
885 §T 0BV PCED iﬁgeégﬁf? red to restrict entry into
said data access npde to an:active connection
i nvolving a predeterm ned secure server. 16. A
cel lul ar conmuni cati on device according to claim 15,
wherein said active connection is identifiable via a
devi ce uni que security setting . 17. The cellul ar
conmuni cati on device of claim 16, wherein said device




uni que security setting is a coding configuration for
data read or data wite instructions.18. The cellul ar

woamssésaat i on device of claim 16, wherein sai #CUaEVI008000264
uni que security setting is a dynam c password. 19. The
cel lul ar communi cati on de¥d ce of claim 18, wherein
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22. The cellul ar comruni cation device of claim16,
wherein said device unique security setting is L.
dyasni c@hé ymathah gé dlamed4, awbeneine said funigiicasesBE s SCURE S a

codiggl? zga 1%_1&2&% Séﬁialzb E%q%gcl)rld %}?2‘@3%2},}1‘5%&%% At SQEIV.&%% ation

ue security setting
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protocol. 24. The cellular conmuni cati on device of
claim 23, wherein said predeterm ned comruni cation

Coun A Bl BF JuiPSE WSl SRHANER Checuriey scting | =
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communi cation protocol conprises a specified structure
of communi cati on packets. 26. The cellular

congun %]%‘ein‘i’e@héiﬁaé Q&inPl6, 1Rk dth 28d BRRE pRsR6raash Bhé-time

with a client program for managi ng sai d predeterni ned

passsduni cati on protocol.27. The cellular conmunication

device of claim 26, wherein said client programis
configured to set said cellular conmunication device
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said client programis configured to check regularly
sing said protocol that said connection is active,
and to disable said data access node when said
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server conprising a database of uni que
secure data regarding said cellular conmunication
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comruhi catlion devices, to permt entry into data node
at said cellular comruni cation devices. 30. The server
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extérthal IBuRR, forVb@ifRiuFat®ai of sdidvdetialan comuemination idevics stidi oeljular
is a coding configuration for data que entry. da%9 bli
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passmorg. 33. The server of "claim 32,

wherein said dynanic password is a one-tine password.
34. The %gr
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uniﬂtﬁé/ éé&grsiﬁy%?%in%i& cSlapiseltpRiRiadll; & sdi€adticeone random dat a
't em 35.

he "server of claim34, wherein said device
uni que security setting is constructed using two
device specific data itens and two random data itens.
36. The server of claim 30, wherein said device unique
security setting is dynam cally changed over a series
of data node operations. 37. The server of claim?29,
wherei n said device specific data node entry



conmand i s accessible only via a predeterm ned
communi cation protocol. 38. The server of claim 37,
waohersesesisai d predet ermi ned communi cati on pr ot 8CDIL2005/000264
conprises a specified sequence of conmunication
packets. 39. The server of 3glaim 37, wherein said
predet erm ned conmmuni cati on protocol conprises a
speci fied structure of communication packets. 40. The
serv@r ofthe callpr3gommeniegtiom derdenef eleine i Iwimhirein sdid alevice
: : ' 1.Q:_predeterm ned conmuni cation
v ?%%:gg}fs%&@gﬁgb@\g?%gggg “claim40, wherein said
client programis configured to set said cellular
conmuni cation device into said data node when it is
satisfied that said device specific data node entry
setting is correct. 42. The server of claim 40,
wherein said client programis configured to set said
cel lul ar conmuni cati on device to disable said data
node when it appears that a connection wth said
server is not active. 43. A nethod of restricting
access to a reconfigurati on node of each one of a
plurality of cellular comunication devices, the
met hod conpri sing: hol ding device dependent
i nformati on of each of said plurality of cellular
comuni cati on devices, using said device dependent
information to create device uni que security settings
for said plurality of devices, and :configuring said
plurality of devices such that a respective device
uni que security setting is required to support said
reconfiguration node. 44. The nethod of claim 43,
wherei n said devi ce dependent information seeds said
devi ce uni que security setting. 45. The nethod of
clai m44, wherein said unique security setting is a
codi ng configuration for data read or data wite
i nstructions of said configuration node. 46. The
nmet hod of claim 44, wherein said unique security
setting is a dynam c password. 47. The nethod of claim
46, wherein said dynam c password is a one-tine
password. 48. The nethod of claim44, wherein said
devi ce unique security setting is constructed using at
| east one device specific data itemand at | east one
random data item 49. The net hod of claim 44, wherein
sai d device unique security setting is constructed
using two device specific data itens and two random
data itenms. 50. The nethod of claim44, wherein said
devi ce unique security setting is dynam cally changed
over a series of data node operations. 51. A cellular
communi cati on devi ce capabl e of communication with an
external source for configuration of said cellular
conmuni cati on device, said cellular comunication
devi ce conprising a configuration enabler for enabling
or disabling said communication in accordance with a
devi ce unique security setting. 52. The cellular
conmuni cati on device of claim51, wherein said device
uni que security setting is conprised physically on
sai d device.53. The cellular comuni cation device of
clai m51, wherein said device unique security setting
is a software setting.



