
CASEIN DERIVED PEPTIDES AND THERAPEUTIC USES THEREOF
FIELD OF THE INVENTION: The present invention relates
to biologically active peptides that are derived from
or are similar to sequences of the aSl-, aS2-, b- or
/c-casein fractions ofmilk casein. These peptides are
capable of immune modulation and other therapeutic
activities, including but not limited to stimulating
and enhancing immune response, protecting against
viral infection, normalizing serum cholesterol levels,
and stimulating hematopoiesis. The casein-derived
peptides are non-toxic and can be used to treat and
prevent immune pathologies, diabetes,
hypercholesterolemia, hematological disorders and
viralrelated diseases. BACKGROUND OF THE INVENTION
Bioactive moleculesfrom nutrients: In addition to the
nutritional value of many foods, certain fractions and
products of digestive pathways possess the ability to
influence physiological processes. Some of these
"extranutritional" constituents are present in their
active form in the whole nutriment, such as the
immunoglobulins in mother's milk and colostrums,
phytoestrogens found in soy-based foods, polyphenolic
antioxidants from fruits and vitamins. Others are
encrypted within nutrient molecules, and are released
in an active form during digestion or food processing,
for example antihypertensive peptides from lactoglobin
[Kitts, D. D. (1999), Can. J. Physiol. Pharmacol.
72:4; 423-434]. Biological activity in milk proteins:
Milk contains a wide variety of proteins that
contribute to it's unique qualities. Some proteins,
such as bile-salt stimulated lipase, amylase,
betacasein, lactoferrin, haptocorrin and
alpha-antitrypsin assist in digestion and utilization
of milk-derived nutrients. Other proteins, such as
immunoglobulins, kappa-casein, lyzozyme, lactoferrin
and lactalbumin may, in the intact orpartially
digested form, have immunomodulatory and antimicrobial
activity. Casein, the predominant milk protein, has
been traditionally defined as composed of three
fractions, a, b and g, according to their
electrophoretic mobility [N. J. Hipp, et al. (1952),
Dairy ScL, 35:272]. Today casein is defined according
to the amino acid sequences of each of the subgroups
aSl, aS2, b and K[W. N. Engel et al (1984), J. Dairy
Sci. 67: 1599]. In the course of digestion, the casein
proteins are subjected to proteolytic cleavage by acid
proteases such as chymosin (rennin), trypsin and
pepsin, producing shorter peptides and causing
curdling and calcium sequestration by the resultant
protein fragments. A few studies with milk compounds
demonstrated casein-related bacteriocidal activity.
U.S. Patent No. 3,764,670 discloses proteolytic casein
digests possessing antibiotic properties against
microorganisms. Israel Patent No. 42863 describes a
casein-derived peptide consisting of 23 amino acids of
the N-terminus of casein, possessing antibacterial
activity. Shimizu et al.describe a short N-terminal
fragment derived from od l casein peptic hydrolyzate
having emulsifying properties, suggesting that this
might be somehow useful to the food industry (Shimizu,
et al. J of Food Science, 1984;49: 1117-20). The
authors investigated the amino acid composition of the
fragment, it's in-vitro emulsifying activity, and
noted that it resembled a 23 amino acid long
N-terminal fragment of S-1, concluding that the
fragments were identical. However, no proof of
identity was provided, and no biological activity was
investigated. In another study, Chabance et al.
(Biochimie 1998;80:155-65) detected the presence of
casein-derived peptides and peptide fragments in the
stomachs 



and blood ofhumans after ingestion ofyoghurt and milk.
The authors reported the presence of fragments of
bioactive /.-casein (caseinoglycopeptide) and an
N-terminal fragment of cS-1 casein having
antibacterial activity, in the blood following
digestion. They concluded that the passage of these
peptides,unaltered, into the plasma suggests a common,
transport pathway for then duodenal absorption. No
activity of the peptide fragments was demonstrated.
Lahov and Regelson describe a brief (30 minutes)
chymosin digest of whole, acid-precipitated bovine and
human casein, to yield a fraction enriched in an o -1
casein N-terminal peptide (Lahov and Regelson, Fd Chem
Toxic 1996;34:131-45), essentially duplicating the
teachings of U.S. Patent No. 3,764,670 to
Katzir-Katchalsky et al. The chymosin digest was then
precipitated with TCA, and characterized by
centrifugal analysis and short column equilibrium
methods. The authors report an N-terminal S-1 casein
peptide fragment, similar to the anti-bacterial
"isracidin" reported by Katzir- Katchalsky et al.
However, the veracity of the author's claims to
purification to homogeneity are questionable,
considering the repeated detection of mixture of
peptides reported in detailed studies of chymosin
digest of casein employing sensitive analytical
techniques (see, for example, Carles et al, FEBS Lett.
1985;115:282-6; McSweeney et al, J Dairy Res.,1993;
60:401-12, and Yvon, et aLInt. J. Pept. Prot Res,
1989;34:166-76). In addition, other physiologically
active properties, such as opioid and growth
factor-like activities have been proposed for casein
or its derivatives [Kitts, D. D., (1999), ibid.].
Immune modulating activity has also been observed in
casein peptides. Coste et al.[Coste et al. (1992),
Immun. Lett. 33: 41-46)] observed enhancement of rat
lymphocyte proliferation following treatment with a
peptide derived from the C-tepninus of b casein. U.S.
Patent Nos. 5,506,209, 5,538,952 and 5,707,968, all to
Mukerji et al, teach the administration of human
-casein, recombinant human -casein, and hydrolysates
of both, in a liquid enteral formula, for treating
respiratory syncytial virus, otitis media, H.
influenza and other infections in infants. Bovine
-casein was tested, but found to lack significant
inhibitory activity, leading the authors to conclude
that "b- casein from human milk has different
bioactivity compared to bovine /3-casein".U.S. Patents
5,147,853 and 5,344,820 to Dosaka, et al.teach the
administration of a sialic-acid conjugated /c-casein
and /c-casein-derived glycomacropeptide (GMP) from
cow's milk for prevention of bacterial and viral
infections in vitro and in vivo in rats. U.S. Patent
No 5,330,975 to Isoda, et al. teaches the use of
sialic-acid binding /c-casein and /c-casein peptides
for the neutralization of bacterial endotoxins, such
as cholera toxin. Similarly, U.S. Patent Nos.
5,712,250 to Mukerji, et al, and 5,968,901 to
Andersson, et al, teach the use of human /c-casein,
but not bovine /c-casein, for the prevention of
bacterial and H. influenza infection. However, these
casein compositions taught in the prior art are
relatively crude, even following gross fractionation,
and none of these studies have determined the specific
sequences in these casein peptides which confer their
"extranutritional" properties. Recent studies have
detected a correlation between the consumption of the
Al /3-casein fraction of bovine milk and Ischemic
Heart Disease (IHD) in many Western countries (see,
for example, M. Laugesen, NZ Med J. 2003;116:U295),
leading to development of Al -casein- free milk (U.S.
Patent No. 6,570,060 to McLachlan). Hematopoiesis in
cancer therapy: Following high-dose chemotherapy,
especially following myeloablative doses of
chemoradiotherapy supported by autologous bone marrow
or 



peripheral blood stem cell transplantation (ASCT) or
allogeneic bone marrow transplantation (BMT), patients
are at high risk due to pancytopenia. Granulocytopenia
may lead to development of serious, occasionally fatal
infectious complications from common bacterial, viral,
fungal and parasitic agents in the immediate post
transplant period. Similarly, thrombocytopenia
frequently results in bleeding tendency and
occasionally, in long lasting platelet dependence.
Whenever resistance to platelets develops, bleeding
episodes can be life threatening and hemorrhagic
complications are frequently lethal. The risk due to
granulocytopenia can be partially overcome by
supportive measures and most effectively by
administration of recombinant human cytokines thatcan
enhance reconstitution of granulocytes, particularly
granulocyte colony stimulation factor (G-CSF) and
granulocyte macrophage colony stimulating factor
(GM-CSF). These agents are extremely expensive
(approximately $200- 400/day/patient) and infrequently
cause side effects due to hypersensitivity reactions,
fever, bone pain and occasionally vascular leak
syndromes, including pericarditis and pleuritis. Some
of the side effects may be due to other cytokines that
may be intrinsically released by these hematopoietic
growth factors. Moreover, the use of these
hematopoietic growth factors may be prohibitive in
patients with tumor cells bearing G-CSF or GM-CSF
receptors such as in acute and chronic myeloid
leukemias and in myelodysplastic syndromes. Whereas
major progress in treating patients at risk of
pancytopenia has been achieved from the use of
hematopoietic cytokines, no progress has been made in
the treatment of thrombocytopenia. Following high dose
chemotherapy and especially following ASCT, patients
are at risk for thrombocytopenia which may last for
many months even up to 3 years and some
thromboctyopenic patients may never recover. Many
patients previously treated with multiple blood
products become platelet resistant and hence
thrombocytopenia may be impossible to overcome, even
transiently, despite intensive and frequent platelet
transfusions from a single donor. Resistance to
platelets and protracted thrombocytopenia represent a
common cause of death at ASCT centers worldwide.
Currently, several new recombinant cytokines such as
recombinant human interleukin-3 (rhIL3) and
recombinant human interleukin-6 (rhIL6) are being
investigated as potential agents for enhancing
megakaryocytopoiesis and platelet reconstitution.
Unfortunately, preliminary clinical trials showed that
although rhIL3 and rhIL6 may enhance platelet
reconstitution, such effects are by no means dramatic
and may take considerable time. Clearly, protracted
thrombocytopenia represents a major problem in
clinical Bone Marrow Transplant centers today, for
which no satisfactory solution has yet been
found.There is thus a widely recognized need for, and
it would be highly advantageous to have a safe,
inexpensive, rapidly effective and well-defined
stimulator of hematopoiesis, and specifically
megakaryocytopoiesis, devoid of the above limitations.
Thrombopoietin (TPO) in regulation of hematopoiesis
and platelet function: TPO appears to be the major
regulator of platelet production in vivo, although
increase in the kidney- and liver-derived growth
factor in platelet deficiencies is not caused by
adaptation of TPO biosynthesis in these organs.
Rather, a "feed-back loop" seems to exist in which the
number of circulating platelets determines how much of
the circulating TPO is available to the bone marrow
for platelet production. In addition, it has been
demonstrated that TPO is an early acting cytokine with
important multilineage effects: TPO alone, or in 



combination with other early acting cytokines, can (i)
promote viability and suppress apoptosis in progenitor
cells; (ii) regulate hematopoietic stem cell
production and function; (iii) trigger cell division
of dormant multipotent cells; (iv) induce multilineage
differentiation and (v) enhance formation of
multilineage colonies containing granulocytes,
erythrocytes, macrophages, and megakaryocytes (MK,
CFU-GEMM). Moreover, TPO stimulates the production of
more limited progenitors for granulocyte/monocyte,
megakaryocyte and erythroid colonies, and stimulates
adhesion of primitive human bone marrow and
megakaryocytic cells to fibronectin and fibrinogen.
Thus, TPO is an important cytokine for clinical
hematologists/transplanters: for the mobilization,
amplification and ex vivo expansion of stem cells and
committed precursor cells for autologous and
allogeneic transplantation [von dem Borne, A.E.G.Kr.,
et al, (1998) Thrombopoietin: it's role in platelet
disorders and as a new drug in clinical medicine. In
Bailliers Clin. Hematol. June: 11(2), 427-45]. In
addition to TPO effects in hematopoiesis, this potent
growth factor primes platelets for various agonists
and modulates platelet-extracellular
matrixinteractions. Although it does not itself cause
platelet aggregation, TPO upregulates ADP-induced
aggregation, especially on the second wave of
aggregation, upregulates granule (ADP, ATP, serotonin,
etc.) release and production of thromboxane B2,
increases platelet attachment to collagen and
potentiates shear-induced platelet aggregation. TPO
also stimulates PMN activation, inducing IL-8 release
and priming oxygen metabolite production, likely
enhancing antimicrobial defense. Clinical studies
suggest TPO's value in understanding and treating a
variety of hematological conditions. In patients with
idiopathic aplastic anemia (AA), elevated TPO levels
persist even in remission following immunosupressive
therapy, indicating a hematopoietic defect. TPO is
elevated in other forms of aplastic thrombocytopenia
as well, but not in conditions of increased platelet
destruction. Apparently, the reactive increase in TPO
production is insufficient in cases of destructive
thrombocytopenia. Thus, TPO is not only a therapeutic
option for aplastic, but also for destructive
thrombocytopenia. Thrombopoietic agents are of great
clinical interest, for prevention and/or treatment of
pathological or treatment-induced thrombocytopenia,
and as a substitute for platelet transfusions. Of the
cytokines evaluated, all but the marginally potent
IL-1 1 have been deemed unacceptable for clinical use.
TPO is widely believed to become the cytokine of
choice for throbocytopenia treatment. Recombinant
human TPO (Genentech) has recently become available,
enabling accurate pharmacokinetic determinations and
clinical trials. Thus, TPO's potential applications
encompass the realms of supportive care (post
chemo/radio-therapy, bone marrow and stem cell
transplantation), hematological disease (AA,
myelodysplasia, congenital and acquired
thrombocytopenia), liver diseases, transfusion
(expansion, harvest, mobilization and storage of
platelets) and surgery (including liver
transplantation). Of particular interest is the
potential use of TPO/EPO/G-CSF cocktail for
myelodysplasia, G-CSF and TPO combination for
peripheral stem cellmobilization and TPO in harvesting
CD 34+ cells and ex vivo expansion of megakaryocytes
for superior platelet reconstitution. Recombinant
human GCSF is also available (Filgrastim, Amgen, Inc.
USA). However, similar to other hematopoietic agents
under consideration for clinical application, TPO and
G-CSF are costly and potentially antigenic at
therapeutically effective levels. Thus, it would be
advantageous to have a safe, inexpensive and readily 



available stimulator of thrombopoiesis and
granulocytopoiesis capable of augmenting TPO and G-CSF
activity. SARS: The worldwide outbreak of severe acute
respiratory syndrome (SARS), and reported SARS-related
deaths in more than 25 countries in the spring of 2003
have focused attention on the suspected infective
agent, the SARS-CoV coronavirus (Rota et al,
Sciencexpress 1 May 2003). Evidence of SARS-CoV
infection has been documented in SARS patients
throughout the world, SARS-CoV infection has been
detected in respiratory specimens, and
convalescent-phase serum from SARS patients contains
anti-SARS antibodies. Presently, no therapies have
been identified for the prevention or treatment of
SARS-CoV infection. In the absence of effective
vaccines or drugs, the current SARS epidemic threatens
to reach devastating proportions, similar to epidemics
of other infectious diseases spread by respiratory
route such as the influenza epidemic of 1918 and
measles epidemics. As has been emphatically stated by
many health officials, the key to controlling
epidemics is the blockage of transmission of
infection. Thus, in addition to much needed public
health measures, the development of methods for
prevention and/or treatment of SARS is of foremost
importance. The a, K-,and b-fractions of casein: The
aSl fraction of casein can be obtained from milk
proteins by various methods [D. G. Schmidth and T. A.
J. Paynes (1963), Biochim., Biophys. Acta, 78:492; M.
P. Thompson and C. A. Kiddy (1964), J. Dairy
ScL,47:626; J. C. Mercier, et al. (1968), Bull. Soc.
Chim. Biol. 50:521], and the complete amino acid
sequence of the aSl fraction of casein was determined
by J. C. Mercier et al. (1971) (Eur. J. Biochem.
23:41). The genomic and coding sequences of bovine aSl
fraction of casein have also been cloned and sequenced
employing recombinant DNA techniques [D. Koczan, et
al. (1991), Nucl. Acids Res. 19(20): 5591; McKnight,
R. A., et al. (1989), J. Dairy Sci. 72:2464-73].
Proteolytic cleavage and identification of N-terminal
fragments from the aSl fraction of casein has been
documented [J. C. Mercier, et al. (1970), Eur. J.
Biochem. 16:439; P. L. H. McSweeney et al. (1993), J.
Dairy Res., 60:401], as has the intestinal absorption
and appearance of this fragment in mammalian plasma
following ingestion of whole milk proteins [Fiat,
A.M., et al. (1998) Biochimie, 80(2):2155-65]. Meisel,
H. and Bockelmann, W. [(1999), Antonie Van
Leeuwenhoek, 76:207-15] detected amino acid sequences
ofimmunopeptides, casokinins and casomorphins in
peptides liberated by lactic acid bacteria digests of
a and b casein fractions. Of particular interest is
the anti-aggregating and thrombolytic activity
demonstrated for C-terminal portions of the a- and
k-casein fractions [Chabance, B. et al. (1997),
Biochem. MoI. Biol. Int. 42(1) 77-84; Fiat AM. et al.
(1993), J. Dairy Sci. 76(1): 301-310]. The coding
sequences for bovine S2-, b- and -casein have also
been cloned (Groenen et al, Gene 1993; 123:187-93,
Stewart, et al, MoI. Biol Evol. 1987:4:231-41, and
Stewart, et al, Nucl Acids Res 1984;12:3895-907). The
oS2-casein coding sequence has numerous Alu-like
retroposon sequences, and, although the gene is
organized similarly to the oSl -casein gene, sequence
analysis indicates that it is more closely related to
the -casein-encoding gene. -casein is characterized by
numerous clusters of serine residues, which, when
phosphorylated, can interact with and sequester
calcium phosphate (Stewart et al, MoI Biol Evol. 1987;
4:23 1-43). /.-casein is a smaller polypeptide, the
amino acid and nucleotide sequence of which (Alexander
et al, Eu. J. Biochem 



1988;178:395-401) indicates that it is evolutionarily
unrelated to the calciumsensitive casein gene family.
In the gut, /c-casein is split into an insoluble
peptide (para-kappa casein) and a soluble hydrophilic
glycopeptide (caseinomacropeptide), which has been
shown to be active in efficiency of digestion,
prevention of neonate hypersensitivity to ingested
proteins, and inhibition of gastric bacterial
pathogens (Malkoski, et al, Antimicrob Agents
Chemother, 2001;45:2309-15). Previous studies have
documented potential bioactive peptides encrypted in
the N-terminal aSl casein, the o2-casein, b- casein
and in the Kcasein amino acid sequences, but no
mention was made of use of these protein fragments,
specific sequences or defined synthetic peptides,
alone or in combination, to enhance hematopoiesis,
prevent viral infection or modulate the development of
autoimmune diseases. The present invention
successfully addresses the shortcomings of the
presently known art by providing peptides, and
combinations thereof for the treatment of human
disease, which peptides are derived from the N
terminus portion of aSl casein, S2-casein, /3-casein
and /c-casein, alone or in combination, and posses no
detectable toxicity and a high therapeutic efficacy in
a broad variety of pathological indications. SUMMARYOF
THE INVENTION According to one aspect of the present
invention there is provided a method of preventing or
treating an autoimmune or infectious disease or
condition, the method effected by administering to a
subject in need thereof a therapeutically effective
amount of a peptide derived from a-, b- or /c-casein
or combination thereof. According to further features
in preferred embodiments of the invention described
below the autoimmune or infectious disease or
condition is selected from the group consisting of a
viral disease, a viral infection, ADDS, and infection
by HFV.According to another aspect of the present
invention there is provided a method of preventing or
treating a blood disease or condition, the method
effected by administering to a subject in need thereof
a therapeutically effective amount of a peptide
derived from a-, b- or -casein or combination thereof.
According to further features in preferred embodiments
of the invention described below the blood disease or
condition is selected from the group consisting of
thrombocytopenia, pancytopenia, granulocytopenia, an
erythropoietin treatable condition, and a
thrombopoietin treatable condition. According to a yet
another aspect of the present invention there is
provided a method of modulating blood cell formation,
the method effected by administering to a subject in
need thereof a therapeutically effective amount of a
peptide derived from a-, b- or /c-caseinor combination
thereof. According to further features in preferred
embodiments of the invention described below the
modulating blood cell formation is selected from the
group consisting of inducing hematopoiesis, inducing
hematopoietic stem cells proliferation, inducing
hematopoietic stem cells proliferation and
differentiation, inducing megakaryocytopoiesis,
inducing erythropoiesis, inducing leukocytopoiesis,
inducing thrombocytopoiesis, inducing plasma cell
proliferation, inducing dendritic cell proliferation
and inducing macrophage proliferation. According to
still another aspect of the present invention there is
provided a method of enhancing peripheral stem cell
mobilization, the method effected by administering to
a subject in need thereof a therapeutically effective
amount of a peptide derived from a-, b- or /c-caseinor
combination thereof. 



According to another aspect of the present invention
there is provided a method of preventing or treating a
metabolic disease or condition, the method effected by
administering to a subject in need thereof a
therapeutically effective amount of a peptide derived
from a.-,b- or /c-caseinor combination thereof.
According to further features in preferred embodiments
of the invention described below the metabolic disease
or condition is selected from the groupconsisting of
NIDDM, IDDM, glucosuria, hyperglycemia,
hyperlipidemia, and hypercholesterolemia. According to
another aspect of the present invention there is
provided a method of preventing or treating conditions
associated with myeloablative doses of
chemoradiotherapy supported by autologous bone marrow
or peripheral blood stem cell transplantation (ASCT)
or allogeneic bone marrow transplantation (BMT), the
method effected by administering to a subject in need
thereof a therapeutically effective amount of a
peptide derived from a-, b- or /c-caseinor combination
thereof. According to yet another aspect of the
present invention there is provided a method of
augmenting the effect of a blood cell stimulating
factor, the method effected by administering to a
subject in need thereof a therapeutically effective
amount of a peptide derived from a-, b- or -casein or
combination thereof. According to further features in
preferred embodiments of the invention described below
the blood cell stimulating factor is selected from the
group consisting of thrombopoietin, erythropoietin and
granulocyte colony stimulating factor (G-CSF).
According to still another aspect of the present
invention there is provided a method of enhancing
colonization of donated blood stem cells in a
myeloablated recipient, the method effected by
treating a donor of the donated blood stem cells with
a therapeutically effective amount of peptide derived
from Qt-,b- or -casein or combination thereof prior to
donation and implanting the donated blood stem cells
in the recipient. According to further features in
preferred embodiments of the invention described below
the method further comprising treating the donated
blood cells with a blood cell stimulating factor, the
blood cell stimulating factor selected from the group
consisting of thrombopoietin, erythropoietin and
granulocyte colony stimulating factor (G-CSF) prior to
implanting the blood stem cells in the
recipient.According to yet another aspect of the
present invention there is provided a method of
enhancing colonization of donated blood stem cells in
a myeloablated recipient, the method effected by
treating the donated blood stem cells with a
therapeutically effective amount of peptide derived
from a-, b- or /c-casein or combination thereof prior
to implanting the donated blood stem cells in the
recipient. According to further features hi preferred
embodiments of the invention described below the
method further comprising treating the donor with a
blood cell stimulating factor, the blood cell
stimulating factor selected from the group consisting
of thrombopoietin, erythropoietin and granulocyte
colony stimulating factor (G-CSF) prior to donation
and implanting the blood stem cells hi the recipient.
According to still another aspect of the present
invention there is provided a method of enhancing
colonization of blood stem cells in a myeloablated
recipient, the method effected by treating the blood
stem cells with a peptide derived from a-, b- or
-casein or combination thereof prior to implanting the
blood stem cells in the recipient. 



According to further features hi preferred embodiments
of the invention described below the method further
comprising treating the blood stem cells with a blood
cell stimulating factor, the blood cell stimulating
factor selected from the group consisting of
thrombopoietin, erythropoietin and granulocyte colony
stimulating factor (G-CSF) prior to implanting the
blood stem cells hi the recipient. According to
another aspect of the present invention there is
provided a method for preventing or treating a
condition associated with a SARS infective agent, the
method effected by administering to a subject hi need
thereof a therapeutically effective amount of a
peptide derived from a-, b- or -casein or combination
thereof. According to further features hi preferred
embodiments of the invention described below the SARS
infective agent is a coronavirus.According to further
features in preferred embodiments of the invention
described below the coronavirus is SARS-CoV. According
to another aspect of the present invention there is
provided a method for preventing or treating a
bacterial disease or condition, the method effected by
administering to a subject in need thereof a
therapeutically effective amount of a peptide derived
from a-, b- or /c-caseinor combination thereof.
According to further features in preferred embodiments
of the invention described below the peptide is a
fragment derived from by fragmentation of a Sl casein.
According to yet further features in preferred
embodiments of the invention described below the
peptide derived from a-, b- or -casein or combination
thereof is a synthetic peptide. According to still
further features in preferred embodiments of the
invention described below the peptide derived from a-,
b- or /c-casein or combination thereof has a sequence
as set forth in one of SEQ ID NOs: 1-33. According to
further features in preferred embodiments of the
invention described below the combinantion of peptides
derived from a.-,b- or /c-caseinor combination thereof
is a mixture of peptides. According to yet further
features in preferred embodiments of the invention
described below the combination of peptides derived
from a-, b- or Kcasein is a chimeric peptide
comprising at least two peptides derived from a-, b-
or /c-caseinin covalent linkage. According to still
further features in preferred embodiments of the
invention described below the chimeric peptide
comprises a first Sl casein peptide having a sequence
as set forth in one of SEQ ID NOs: 1-25 covalently
linked to a second casein peptide having a sequence as
set forth in any of SEQ ID Nos: 1-33 and 434-4000.
According to further features in preferred embodiments
of the invention described below the method further
comprising administering to the subject in need
thereof an effective amount of a blood cell
stimulating factor, the bloodcell stimulating factor
selected from the group consisting of thrombopoietin,
erythropoietin and granulocyte colony stimulating
factor (G-CSF). According to further features in
preferred embodiments of the invention described below
the method further comprising administering to the
subject in need thereof an effective amount of
erythropoietin, thrombopoietin or granulocyte colony
stimulating factor (G-CSF). According to one aspect of
the present invention there is provided a
pharmaceutical composition for preventing or treating
an autoimmune or infectious disease or condition, the
pharmaceutical composition comprising, as an active
ingredient, a peptide derived from the N terminus
portion of aSl 



casein and a pharmaceutically acceptable carrier.
According to further features in preferred embodiments
of the invention described below the autoimmune or
infectious disease or condition is selected from the
group consisting of a viral disease, a viral
infection, AIDS, and infection by HIV. According to
another aspect of the present invention there is
provided a pharmaceutical composition for preventing
or treating a blood disease or condition, the
pharmaceutical composition comprising, as an active
ingredient, a peptide derived from -, b- or /c-casein
or combination thereof and a pharmaceutically
acceptable carrier. According to further features in
preferred embodiments of the invention described below
the blood disease or condition is selected from the
group consisting of thrombocytopenia, pancytopenia,
granulocytopenia, an erythropoietin treatable
condition, and a thrombopoietin treatable condition
and a granulocyte colony stimulating factor treatable
condition. According to yet another aspect of the
present invention there is provided a pharmaceutical
composition for modulating blood cell formation, the
pharmaceutical composition comprising, as an active
ingredient, a peptide derived from a-, b- or /.-casein
or combination thereof and a pharmaceutically
acceptable carrier.According to further features in
preferred embodiments of the invention described
below, modulating blood cell formation is selected
from the group consisting of inducing hematopoiesis,
inducing hematopoietic stem cells proliferation,
inducing hematopoietic stem cells proliferation and
differentiation, inducing megakaryocytopoiesis,
inducing erythropoiesis, inducing leukocytopoiesis,
inducing thrombocytopoiesis, inducing
granulocytopoiesis, inducing plasma cell
proliferation, inducing dendritic cell proliferation
and inducing macrophage proliferation. According to
still another aspect of the present invention there is
provided a pharmaceutical composition for enhancing
peripheral stem cell mobilization, the pharmaceutical
composition comprising, as an active ingredient, a
therapeutically effective amount of a peptide derived
from a-, b- or k-casein or combination thereof and a
pharmaceutically acceptable carrier. According to
another aspect of the present invention there is
provided a pharmaceutical composition for preventing
or treating a metabolic disease or condition, the
pharmaceutical composition comprising, as an active
ingredient, a peptide derived from a-, b- or /c-casein
or combination thereof and a pharmaceutically
acceptable carrier. According to further features in
preferred embodiments of the invention described below
the metabolic disease or condition is selected from
the group consisting of NIDDM, IDDM, glucosuria,
hyperglycemia, hyperlipidemia, and
hypercholesterolemia. According to yet another aspect
of the present invention there is provided a
pharmaceutical composition for preventing or treating
conditions associated with myeloablative doses of
chemoradiotherapy supported by autologous bone marrow
or peripheral blood stem cell transplantation (ASCT)
or allogeneic bone marrow transplantation (BMT), the
pharmaceutical composition comprising, as an active
ingredient, a peptide derived from a-, b- or -casein
or combination thereof and a pharmaceutically
acceptable carrier.According to still another aspect
of the present invention there is provided a
pharmaceutical composition for augmenting the effect
of a blood cell stimulating factor, the pharmaceutical
composition comprising, as an active ingredient, a
peptide derived from a-, b- or k-casein or combination
thereof and 



a pharmaceutically acceptable carrier. According to
further features of preferred embodiments in the
invention described below, the blood cell stimulating
factor is selected from the group consisting of
thrombopoietin, erythropoietin and granulocyte colony
stimulating factor (G-CSF). According to another
aspect of the present invention there is provided a
pharmaceutical composition for enhancing colonization
of donated blood stem cells in a myeloablated
recipient, the pharmaceutical composition comprising,
as active ingredients, a peptide derived from a-, b-
or /c-casein or combination thereof and a
pharmaceutically acceptable carrier. According to yet
another aspect of the present invention there is
provided a pharmaceutical composition for enhancing
colonization of blood stem cells in a myeloablated
recipient, the pharmaceutical composition comprising
as active ingredients, a peptide derived from a-, b-
or -casein or combination thereof and a
pharmaceutically acceptable carrier. According to
still another aspect of the present invention there is
provided a pharmaceutical composition for treating or
preventing an indication selected from the group
consisting of autoimmune disease or condition, viral
disease, viral infection, hematological disease,
hematological deficiencies, thrombocytopenia,
pancytopenia, granulocytopenia, hyperlipidemia,
hypercholesterolemia, glucosuria, hyperglycemia,
diabetes, AIDS, HIV-I, helper T-cell disorders,
dendrite cell deficiencies, macrophage deficiencies,
hematopoietic stem cell disorders including platelet,
lymphocyte, plasma cell and neutrophil disorders,
pre-leukemic conditions, leukemic conditions, immune
system disorders resulting from chemotherapy or
radiation therapy, human immune system disorders
resulting from treatment of diseases ofimmune
deficiency and bacterial infections, the
pharmaceutical composition comprising, as an active
ingredient, a peptide derived from a-, b- or /c-casein
or combination thereof and a pharmaceutically
acceptable carrier. According to another aspect of the
present invention there is provided a pharmaceutical
composition for treating or preventing an indication
selected from the group consisting of hematological
disease, hematological deficiencies, thrombocytopenia,
pancytopenia, granulocytopenia, dendrite cell
deficiencies, macrophage deficiencies, hematopoietic
stem cell disorders including platelet, lymphocyte,
plasma cell and neutrophil disorders, pre-leukemic
conditions, leukemic conditions, myelodysplastic
syndrome, non-myeloid malignancies, aplastic anemia
and bone marrow insufficiency, the pharmaceutical
composition comprising, as active ingredients, a blood
cell stimulating factor and a peptide derived from a-,
b- or /c-casein or combination thereof and a
pharmaceutically acceptable carrier. According to one
aspect of the present invention there is provided a
purified peptide having an amino acid sequence
selected from the group consisting of SEQ ID NOs:
1-33. According to another aspect of the present
invention there is provided a pharmaceutical
composition comprising a purified peptide having an
amino acid sequence selected from the group consisting
of SEQ ID NOs: 1-33 and a pharmaceutically acceptable
carrier. According to another aspect of the present
invention there is provided a purified chimeric
peptide comprising at least two peptides derived from
a-, b- or /c-casein in covalent linkage. According to
yet another aspect of the present invention there is
provided a pharmaceutical composition comprising a
purified chimeric peptide 



comprising at least two peptides derived from a-, b-
or /c-casein in covalent linkage and a
pharmaceutically acceptable carrier. According to
further features in preferred embodiments of the
invention described below, the chimeric peptide
comprising a first od l casein peptidehaving a
sequence as set forth in one of SEQ ID NOs: 1-25
covalently linked to a second casein peptide having a
sequence as set forth in any of SEQ ID Nos: 1-33 and
434-4000. According to yet another aspect of the
present invention there is provided a pharmaceutical
composition comprising a blood cell stimulating
factor, said blood cell stimulating factor selected
from the group consisting of thrombopoietin,
erythropoietin and granulocyte colony stimulating
factor (GCSF), in combination with a purified peptide
having an amino acid sequence selected from the group
consisting of SEQ ID NOs: 1-33 and a pharmaceutically
acceptable carrier. According to still another aspect
of the present invention there is provided a
pharmaceutical composition for preventing or treating
a condition associated with a SARS infective agent,
the pharmaceutical composition comprising, as an
active ingredient, a peptide derived from a.-,b- or
-casein or combination thereof and a pharmaceutically
acceptable carrier. According to further features in
preferred embodiments of the invention described below
the SARS infective agent is a coronavirus. According
to still further features in preferred embodiments of
the invention described below the coronavirus is
SARS-CoV. According to another aspect of the present
invention there is provided a pharmaceutical
composition for preventing or treating a bacterial
infection the pharmaceutical composition comprising,
as an active ingredient, a peptide derived from a-, b-
or -casein or combination thereof and a
pharmaceutically acceptable carrier. According to
further features in preferred embodiments of the
invention described below the peptide is a fragment
derived from the N terminus portion of aS1 casein by
fragmentation of aS1 casein. According to yet further
features in preferred embodiments of the invention
described below the peptide derived from a-, b- or
-casein or combination thereof is a synthetic
peptide.According to still further features in
preferred embodiments of the invention described below
the peptide derived from a-, b- or -casein or has a
sequence as set forth in one of SEQ ID NOs: 1-33.
According to further features in preferred embodiments
of the invention described below the combinantion of
peptides derived from a-, b- or /c-caseinis a mixture
of peptides. According to further features in
preferred embodiments of the invention described below
the combination of peptides derived from a.-,b- or
-casein is a chimeric peptide comprising at least two
peptides derived from a-, b- or Kcasein in covalent
linkage. According to yet further features in
preferred embodiments of the invention described below
the chimeric peptide comprises a first od l casein
peptide having a sequence as set forth in one of SEQ
ID NOs: 1-25 covalently linked to a second casein
peptide having a sequence as set forth in any of SEQ
ID Nos: 1-33 and 434-4000. According to still further
features in preferred embodiments of the invention
described below the pharmaceutical composition further
comprising, as an active ingredient, a blood cell
stimulating factor, the blood cell stimulating factor
selected from the group consisting of thrombopoietin, 



erythropoietin and granulocyte colony stimulating
factor (G-CSF). According to further features in
preferred embodiments of the invention described below
the pharmaceutical composition further comprising, as
an active ingredient, thrombopoietin, erythropoietin
or granulocyte colony stimulating factor (G-CSF).
According to still another aspect of the present
invention there is provided a method of
low-temperature processing of casein proteolytic
hydrolysate, the method effected by obtaining a casein
proteolytic hydrolysate comprising proteolytic
enzymes, cooling the casein proteolytic hydrolysate so
as to inactivate the proteolytic enzymes, adjusting
the pH of the casein protein hydrolysate to an acid
pH, filtering the acidic casein protein
hydrolysate,collecting the filtrate, and further
acidifying the filtrate so as to precipitate proteins
derived from natural casein, separating and collecting
the precipitate, adjusting the pH of the precipitate
to an alkaline pH so as to irreversibly inactivate the
proteolytic enzymes; and adjusting the pH of the
precipitate to pH 7-9, thereby processing the casein
protein hydrolysate at low temperature. According to
another aspect of the present invention there is
provided a casein protein hydrolysate processed at low
temperature according to the abovementioned method.
According to further features in preferred embodiments
of the invention described below, step b comprises
cooling to about 1O0C. According to still further
features in preferred embodiments of the invention
described below adjusting the pH of step c comprises
addition of acid to 2% (w/v) acid, and the further
acidifying the filtrate of step d comprises additional
addition of acid to about 10% (w/v) acid. According to
yet further features in preferred embodiments of the
invention described below the alkaline pH of step f is
at least pH 9. The present invention successfully
addresses the shortcomings of the presently known
configurations by providing peptides for the treatment
of human disease, which peptides are derived from the
N terminus portion of aSl casein, S2-casein, /3-casein
and -casein, alone or in combination and posses no
detectable toxicity and high therapeutic efficacy.
BRIEF DESCRIPTION OF THE DRAWINGS The invention is
herein described, by way of example only, with
reference to the accompanying drawings. With specific
reference now to the drawings in detail, it is
stressed that the particulars shown are by way of
example and for purposes of illustrative discussion of
the preferred embodiments of the present invention
only, and are presented in the cause of providing what
is believed to be the most useful and readily
understood description of the principles and
conceptual aspects of the invention. In thisregard, no
attempt is made to show structural details of the
invention in more detail than is necessary for a
fundamental understanding of the invention, the
description taken with the drawings making apparent to
those skilled in the art how the several forms of the
invention may be embodied in practice. In the
drawings: FIG. 1 depicts the stimulation of Natural
Killer (NK) cell activity in cultured murine bone
marrow cells by peptides derived from natural casein.
Lysis of 35S labeled YAC target cells by cultured
murine bone marrow cells incubated in the presence or
absence of 100 mg per ml peptides derived from natural
casein is expressed as the fraction of total
radioactivity released from the YAC cells into the
culture supernatant (% Release 35S). Figure 1
represents NK activity at an effecto target cell ratio
of 25:1 and 50:1. FIGs. 2a and 2b depict the
stimulation of Natural Killer (NK) cell 



activity in cultured human Peripheral Blood Stem Cells
(PBSC) by peptides derived from natural casein. Lysis
of 35S labeled K562 target cells by cultured human
PBSC from Granulocyte Colony Stimulating Factor
(G-CSF) treated donors incubated without (0 mg) or
with increasing concentrations (5- 500 mg per ml) of
peptides derived from natural casein is expressed as
the fraction of total radioactivity released from the
K562 cells into the culture supernatant (% Release S).
Figure 2a represents NK activity of two blood samples
from the same patient, incubated at different effecto
target cell ratios (100:1 and 50:1). Figure 2b
represents NK activity of blood samples from normal
and affected donors incubated at a 100:1 effecto
target cell ratio. Squares represent an effecto target
cell ratio of 100:1, diamonds represent an effecto
target cell ratio of 50:1. FIGs. 3a-3c depict the
stimulation of proliferation of Natural Killer (NK)
and T-lymphocyte (T) cells from cultured human
Peripheral Blood Stem Cells (PBSC) by peptides derived
from natural casein. NK and T cell proliferation in
cultured PBSC from Granulocyte Colony Stimulating
Factor treated donorsincubated with or without
peptides derived from natural casein is expressed as
the percentage (%) of cells binding the anti-CD3/FITC
fluorescent anti-T cell antibody UCHT 1, or the anti
CD56/RPE fluorescent anti-NK cell antibody MOC-I (DAKO
A/S Denmark). Controls are FITC and RPE-conjugated
antimouse IgG antibody. Figure 3a represents the
percentage of cultured human PBSC binding fluorescent
antibody CD56 (5 independent samples) after 10 days
incubation with (peptides) or without (control) 100 mg
per ml peptides derived from natural casein. Figure 3b
represents the percentage of cultured human PBSCs
binding fluorescent anti-CD3 (T cell) antibody,
following 14 days of incubation with (peptides) or
without (control) 100 mg per ml peptides derived from
natural casein. Figure 3c represents the percentage of
cultured human PBSCs binding fluorescent anti-CD3 (T
cell) antibody and cells binding both CD3 and CD56 (T
and NK-like cells) antibodies after 28 days incubation
with (peptides) or without (control) 100 mg per ml
peptides derived from natural casein. FIG. 4 depicts
the stimulation of Natural Killer (NK) cell activity
in cultured human Peripheral Blood Stem Cells (PBSC)
by synthetic peptides derived from o&l-casein. Lysis
of 35S labeled K562 target cells by cultured human
PBSC (from a breast cancer patient) incubated without
(0 mg) or with increasing concentrations (10 - 500 mg
per ml) of synthetic peptides derived from casein is
expressed as the fraction of total radioactivity
released from the K562 cells into the culture
supernatant (% Release). Peptides represent Nterminal
sequences of 1-10 (Ia, diamonds), 1-11 (2a, squares)
and 1-12 (3a, triangles) first amino acids of the N
terminus portion of aSl casein (see Table 3 below for
sequences of synthetic peptides). FIGs. 5a-5c depict
the stimulation of proliferation of cultured human
cells of diverse origin by peptides derived from
natural casein. Proliferation of the cultured human
cells after 14-21 days incubation with increasing
concentrations of the peptides derived from natural
casein is expressed as theamount of [3H]-thymidine
incorporated into each sample. Figure 5a represents
the incorporation of label into two samples (PBSC 1,
squares, 15 days incubation; and PBSC 2, diamonds, 20
days incubation) of human Peripheral Blood Stem Cells
incubated with or without (ctrl) 50 - 600 mg per ml
peptides derived from natural casein. Figure 5b
represents the incorporation of [3H]- thymidine into
cultured human bone marrow cells after 21 days
incubation with or without (ctrl) 50 - 600 mg per ml
peptides derived from natural casein. Bone marrow was
donated by cancer patients in remission (BM Auto,
closed squares, 



BM 1, triangles, and BM 2,-open squares-) or healthy
volunteers (BM normal, diamonds). Figure 5c represents
incorporation of [3H]-thymidine into cultured human
Cord Blood cells after 14 days incubation with or
without (ctrl) 50- 1000 mg per ml peptides derived
from natural casein. Cord blood cells were donated by
two separate donors (CB. 1, triangles, CB. 2,
squares). FIG. 6 shows a Table depicting the
proliferation of blood cell progenitors from human
bone marrow and cord blood in response to incubation
with peptides derived from natural casein. The
relative cell number x 104 per ml, reflecting the
proliferation of cultured cells, was determined by
counting cells as described in the Examples section
that follows. Bone marrow from healthy volunteers
(Bone Marrow) and Cord Blood from normal births (Cord
Blood) was incubated for 13 (Cord Blood) or 14 (Bone
Marrow) days in the presence of growth factors and AB
serum, with or without increasing concentrations of
peptides derived from natural casein (25-500 mg/ml).
FIG. 7 shows a table depicting the effect of in-vitro
incubation with synthetic peptides derived from oSl
-casein on the relative distribution of Megakaryocyte,
Erythroid, Plasma and Dendritic cells (differential
count) in CFU-GEMM colonies from murine bone marrow
progenitor cells. Cells were scored in the macroscopic
colonies grown from murine bone marrow cells prepared
similarly to the CFU-GEMM colonies.. Cells were
incubated with hematopoietic factors, and 25 g or more
of Synthetic peptides derived fromcasein, for 14 days.
The differential count is expressed as the percentage
of total cells represented by individual cell types.
FIG. 8 depicts the stimulation of peripheral white
blood cell reconstitution in myeloablated, bone marrow
transplanted mice in response to treatment with
peptides derived from natural casein. Cell counts
represent the number of white blood cells (x 104 per
ml, as counted in a haemocytometer). The mice (n = 6
per group) received sub-lethal irradiation and
syngeneic bone marrow transplantation (106 cells per
mouse) on the following day, and intravenous
administration of 1 mg per recipient peptides derived
from natural casein (peptides: squares) or 1 mg per
recipient human serum albumin (CONTROL: diamonds) one
day later. FIG. 9 depicts the stimulation of platelet
reconstitution in myeloablated, bone marrow
transplanted mice in response to treatment with
peptides derived from natural casein. Platelet (PLT)
counts represent the number of thrombocytes (x 106 per
ml, as counted in a haemocytometer). The mice (n = 7
or 10 per group) received lethal irradiation and
syngeneic bone marrow transplantation (106 cells per
mouse) on day 1, and intravenous administration of 1mg
per recipient peptides derived from natural casein
(Peptides, diamonds) or 1mg per recipient human serum
albumin (control, squares). FIGs. 10a-1Of depict the
penetration and nuclear uptake of FITCconjugated
peptides derived from natural casein in cultured human
Tlymphocyte cells, as recorded by fluorescent
microscopy. Sup-Ti cells were incubated with 100 mg
per ml FITC-conjugated peptides derived from natural
casein as described in the Examples section that
follows. At the indicated times, the cells were washed
of free label, fixed in formalin and prepared for
viewing and recording by Laser Scanning Confocal
Microscopy. Figures 10a through 1Of are selected
images of cells from consecutive incubation times,
demonstrating FITC-conjugated peptides derived from
natural casein penetrating the Sup-Ti cell membrane
(Figures 10a, 10b) and concentrating in the nucleus
(Figures 10c- 1Of).FIG. 11 shows a Table depicting the
stimulation of Sup-Ti Lymphocyte cell proliferation in
response to incubation with peptides derived from
natural 



casein. Sup-Ti cells (5000 per well) were incubated
with increasing concentrations (50 - 1000 mg per ml)
of peptides derived from natural casein, counted in
their wells at the indicated times post culture and
pulsed with [ H]- thymidine for 18 hours.
Proliferation index is the ratio of the average of the
3 incorporation of [ H]-thymidine into cells cultured
with peptides derived from natural casein (triplicate
samples) divided by the incorporation into cells
cultured without peptides derived from natural casein
(control). FIG. 12 shows a Table depicting inhibition
of HIV-I infection of CEM lymphocytes by peptides
derived from natural casein. CEM cells were either
contacted with HIV-I virus preincubated 3 hours with
peptides derived from natural casein (3 hours), or
preincubated themselves with increasing concentrations
(50 - 1000 mg per ml) of peptides derived from natural
casein for the indicated number of hours (24 and 48
hours) before contact with HIV-I virus, as described
in the Examples section that follows. On day 15 post
infection, cells were counted for cell numbers and
assayed for severity of HIV- 1 infection by the P24
antigen assay, as described in the Examples section
that follows. Control cultures were IF: CEM cells
contacted with HIV-I virus without pretreatment with
peptides derived from natural casein, and UIF: CEM
cells cultured under identical conditions without
peptides derived from natural casein and without
contact with HIV-I virus. FIG. 13 shows a Table
depicting inhibition of HIV-I infection of CEM
lymphocytes by synthetic peptides derived from Sl
-casein. CEM cells were contacted with HIV-I virus
which had been preincubated with various
concentrations (10- 500 mg per ml) of synthetic
peptides derived from od l - casein (IP, 3P and 4P)
for 3 hours (in the presence of the peptides), as
described in the Examples section that follows. On day
7 post infection, cells were counted for cell numbers
and assayed for severity of HIV-I infection bythe P24
antigen assay, as described in the Examples section
that follows. Control cultures (IF) were CEM cells
contacted with HIV-I virus without pretreatment with
synthetic peptides derived from Sl -casein, and UIF:
CEM cells cultured under identical conditions without
synthetic peptides derived from casein and without
contact with HIV- 1 virus. FIG. 14 depicts the
prevention by peptides derived from natural casein of
Type I (TDDM) Diabetes in female Non Obese Diabetic
(NOD) mice. Glucosuria was monitored at intervals
during 365 days post treatment in female NOD mice
receiving a once (triangles) or twice (squares) weekly
injection of 100 mg peptides derived from natural
casein for 5 weeks (5 or 10 injections total) and
untreated controls. All the controls developed
glucosuria and subsequently died. FIG. 15 depicts the
reduction by synthetic peptides derived from Slcasein
of diet-induced hypercholesterol/hyperlipidemia in
female C57B1/6 mice. Total cholesterol (TC), High
Density (HDL) and Low Density Lipoproteins (LDL) were
assayed in pooled blood of two (2) mice per sample
from hypercholesterol/hyperlipidemic mice receiving
(IP) casein-derived peptides B, C, 2a or 3P, or no
treatment (control). "Normal" samples represent
control mice not fed the atherogenic diet. FIG. 16
shows a Table depicting the stimulation of
hematopoiesis in cancer patients in response to
injections of peptides derived from natural casein.
Peripheral blood from five female cancer patients
either receiving or having received chemotherapy, as
described above, was counted for total White Blood
Cells (WBC, x 103), Platelets (PLT, x 106),
Erythrocytes (RBC, x 103) and Hemoglobin (gm per dl) 



before (n) and after (n + ...) intramuscular
injections with peptides derived from natural casein.
Patient 1 relates to G.T.; patient 2 relates to E.C.;
patient 3 relates to E.S.; patient 4 relates to J.R.
and patient 5 relates to D.M. FIG. 17 depicts the
stimulation by peptides derived from natural casein of
thrombocytopoiesis in a platelet-resistant patient
with Acute Myeloid Leukemia (M- 1). Thrombocyte
reconstitution was expressed as the change in platelet
content of peripheral blood (PLT, x 106 per ml),
counted as described above at the indicatedintervals
following intramuscular injection (as described in the
Examples section that follows) of 100 mg peptides
derived from natural casein. FIG. 18 depicts the
stimulation by peptides derived from natural casein of
thrombocytopoiesis in a platelet-resistant patient
with Acute Myeloid Leukemia (M-2). Thrombocyte
reconstitution was expressed as the change in platelet
content of peripheral blood (PLT, x 106 per ml),
counted as described above at the indicated intervals
following intramuscular injection (as described in the
Examples section that follows) of 100 mg peptides
derived from natural casein. FIG. 19 shows a table
depicting the synergistic effect of incubation with
synthetic peptides derived from Sl-, aS2-, b- or
/c-casein on hematopoietic factor stimulation of
granulocyte and monocyte colony formation in CFU-GM
colonies from murine bone marrow progenitor cells.
Cells were scored in the macroscopic colonies grown
from murine bone marrow cells prepared similarly to
the CFU-GEMM colonies previously described. Cells were
incubated with hematopoietic factors cytokine (IL-3)
and colony stimulating factor (G-CSF), and 25 mg or
more of synthetic peptides derived from casein (J),
representing amino acids 1-22 of -Sl casein (SEQ ID
No. 21), or 30-4, representing amino acids 1-6 of -Sl
casein (SEQ ID No. 5), for 14 days, individually or in
combination. The stimulation of colony formation (CFU)
is expressed as the number of myeloid per colonies in
105 plated MNCs. Note the synergistic increase in
myelocyte formation in cultures exposed to G-CSF, IL-3
and either of the synthetic peptides derived from
casein. FIG. 20 shows a table depicting the
synergistic effect of incubation with synthetic
peptides derived from o l-, S2-, b- or /.-casein on
hematopoietic factor stimulation of granulocyte and
monocyte colony formation in CFU-GM colonies from
human bone marrow progenitor cells. Cells were scored
in the macroscopic colonies grown from human bone
marrow cells prepared similarly to the CFU-GEMM
colonies previously described. Cells were incubated
with hematopoietic factors cytokine (IL-3) and colony
stimulating factor (G-CSF), and 25 mg or more of
synthetic peptides derived from casein: peptide
J,representing amino acids 1-22 of -Sl casein (SEQ ID
NO. 21), or -casein, representing amino acids 193-208
of -casein (SEQ ID No. 28). Exposure of the human bone
marrow progenitor cells to peptides derived from
casein was for 14 days. Stimulation of colony
formation (CFU) is expressed as the number of myeloid
per colonies in 105 plated MNCs. Note the synergistic
increase (> 50% with 100 mg/ml of peptide J, and > 30%
with 300 mg/ml of synthetic b- casein) in myelocyte
formation in cultures exposed to G-CSF, IL-3 and the
synthetic peptides derived from j8-casein and an N
terminal portion of -Sl casein. FIG. 21 shows a table
depicting the effect of incubation with synthetic
peptides derived from a Sl-, oS2- , b- or /c-casein on
Megakaryocytopoiesis in CFU-GEMM colonies from murine
bone marrow progenitor cells. Cells were scored in the
macroscopic colonies grown from murine bone marrow
cells prepared similarly to the CFU-GEMM colonies
previously described. Cells were incubated with 25 mg
or more of synthetic peptides derived from casein :
synthetic /3-casein (SEQ ID NO: 28), synthetic
/c-casein (SEQ ID NO: 30), and 



synthetic peptides derived from casein representing
amino acids 1-22 of -Sl casein (J) (SEQ ID NO:21), for
14 days. Stimulation of megakaryocyte formation is
expressed as the percent of megakaryocytes
(differential count). Note the dramatic effect of the
synthetic peptides derived from al-, b- or Kcasein on
Early (E.MK) megakaryocyte formation. FIG. 22 shows a
table depicting the effect of in-vitro incubation with
peptides derived from aSl-, S2-, b- or /c-casein on
the growth of GEMM colonies from murine bone marrow
progenitor cells. Cells were scored in the macroscopic
colonies grown from murine bone marrow cells prepared
similarly to the CFU-GEMM colonies previously
described. Cells were incubated with hematopoietic
factors, and 25 mg/ml of synthetic /3-casein (193-208)
(SEQ ID NO: 28) or synthetic -casein (106-127) (SEQ ID
NO: 30), or a combination of both synthetic (b + K),
for 8 days. The stimulation of colony formation is
expressed as the number of CFU-GEMM colonies as
compared to controls.Note the significant effect of
both the synthetic b- and synthetic -casein peptides
on GEMM colony formation, and the synergistic effect
of both synthetic b- and synthetic -casein in
combination. FIG. 23 shows a table depicting the
stimulation of platelet reconstitution in
myeloablated, bone marrow transplanted mice in
response to treatment with synthetic peptides [b
casein (193-208) (SEQ ID NO: 28) and -casein (106-
127) (SEQ ID NO: 30)] and synthetic a-Sl casein
[peptide J, (SEQ ID NO: 21) representing amino acids
1-22 of a-Sl casein]. Cell counts represent the number
of platelets (x 103 per mm3, as counted in a Coulter
Counter). The mice (n = 5 per group) received
sub-lethal irradiation and syngeneic bone marrow
transplantation (3X106 cells per mouse) on the
following day, and intravenous administration of 1 mg
per recipient of synthetic -casein ; synthetic
-casein, or synthetic peptide J (SEQ ID NO: 21)
representing amino acids 1-22 of a-Sl casein, or 1mg
per recipient human serum albumin (CONTROL) one day
later. Platelets were measured 10 days later. Note the
strong effect (> 25% enhancement) of the synthetic
/3-casein, -casein and synthetic peptide J on platelet
reconstitution at 10 days post ablation. FIG. 24
depicts the stimulation of peripheral white blood cell
reconstitution in myeloablated, bone marrow
transplanted mice in response to treatment with
peptides derived from aSl-, /3- or -casein. Cell
counts represent the mean values of white blood cells
(per ml, as counted in a haemocytometer). The mice (n
= 5 per group) received sub-lethal irradiation and
syngeneic bone marrow transplantation (3X106 cells per
mouse) on the following day, and intravenous
administration of 1 mg per recipient of a-Sl or
Kpeptides derived from natural casein prepared from
gel filtration (a-Sl 1-23 and K 106-169), synthetic
peptides derived from a-Sl casein (SEQ ID NO: 21) or
b- casein (193-208, SEQ ID NO: 28), or 1 mg per
recipient human serum albumin (CONTROL) one day later.
Note the dramatic enhancement of white blood cell
reconstitution by peptides derived from aSl-, b- or
-casein at days 5 and 7 post-reconstitution.FIG. 25
depicts the stimulation of peripheral white blood cell
reconstitution in myeloablated, bone marrow
transplanted mice in response to treatment with a
combination of peptides derived from a-, b- or
^-casein. Cell counts represent the mean values of
white blood cells (x 104 per ml, as counted in a
haemocytometer). The mice (n = 5 per group) received
sub-lethal irradiation and syngeneic bone marrow
transplantation (10 cells per mouse) on the following
day, and intravenous administration of 1 mg per
recipient of synthetic peptides derived from -Sl
casein (J, SEQ ID NO: 21) or b- casein (193-208, SEQ
ID NO: 28), a combination thereof [0.5 mg each of
-Sl-(J) and 



b- casein] or saline (Saline) one day later. Note the
dramatic enhancement of white blood cell
reconstitution by the combination of peptides derived
from Sl- and /3-caseinat days 10 and 12
post-reconstitution. FIGs. 26a- 26i are tables
depicting a representative series of chimeric peptides
comprising amino acid sequences of the N-terminal
sequence of aSlcasein (SEQ ID NO: 25) and
j3-casein(SEQ ID NO: 28). DESCRIPTION OF THE PREFERRED
EMBODIMENTS The present invention is of biologically
active peptides that are derived from or are similar
to sequences of the od l-, oS2-, b- or -casein
fractions of milk casein, compositions containing same
and methods of utilizing same in, for example,
stimulating and enhancing immune response, protecting
against viral infection, normalizing serum cholesterol
levels, and stimulating hematopoiesis. The
casein-derived peptides are non-toxic and can be used
to treat and prevent, for example, immune pathologies,
hypercholesterolemia, hematological disorders and
viral-related diseases. The principles and operation
of the present invention may be better understood with
reference to the drawings and accompanying
descriptions. Before explaining at least one
embodiment of the invention in detail, it is to be
understood that the invention is not limited in its
application to the details set forth in the following
description or exemplified by the Examples.
Theinvention is capable of other embodiments or of
being practiced or carried out in various ways. Also,
it is to be understood that the phraseology and
terminology employed herein is for the purpose of
description and should not be regarded as limiting. As
used herein, the term "treating" includes
substantially inhibiting, slowing or reversing the
progression of a disease, and/or substantially
ameliorating clinical symptoms of a disease. As used
herein, the term "preventing" includes substantially
preventing the appearance of clinical symptoms of a
disease. As used herein the term "peptide" includes
native peptides (either degradation products,
synthetically synthesized peptides or recombinant
peptides) and peptido-mimetics (typically,
synthetically synthesized peptides), such as peptoids
and semipeptoids which are peptide analogs, which may
have, for example, modifications rendering the
peptides more stable while in a body. Such
modifications include, but are not limited to,
cyclization, N terminus modification, C terminus
modification, peptide bond modification, including,
but not limited to, CH2-NH, CH2-S, CH2-S=O, O=C-NH,
CH2-O, CH2-CH2, S=C-NH, CH=CH or CF=CH, backbone
modification and residue modification. Methods for
preparing peptido-mimetic compounds are well known in
the art and are specified, for example, in
Quantitative Drug Design, CA. Ramsden Gd., Chapter
17.2, F. Choplin Pergamon Press (1992), which .is
incorporated by reference as if fully set forth
herein. Further detail in this respect are provided
hereinunder. Thus, a peptide according to the present
invention can be a cyclic peptide. Cyclization can be
obtained, for example, through amide bond formation,
e.g., by incorporating GIu, Asp, Lys, Orn, di-amino
butyric (Dab) acid, di-aminopropionic (Dap) acid at
various positions in the chain (-CO-NH or -NH-CO
bonds). Backbone to backbone cyclization can also be
obtained through incorporation of modified amino acids
of the formulas H-N((CH2)n -COOH)-C(R)H-COOH or
H-N((CH2 )n -COOH)-C(R)H-NH2 , wherein n = 1-4, and
further wherein R is any natural or non-natural side
chain of an amino acid. Cyclization via formation of
S-S bonds through incorporation of two Cys residues is
also possible. Additional side-chain to side chain
cyclization 



can be obtained via formation of an interaction bond
of the formula -(-CH2 -)n - S-CH -C-, wherein n = 1 or
2, which is possible, for example, through
incorporation of Cys or homoCys and reaction of its
free SH group with, e.g., bromoacetylated Lys, Orn,
Dab or Dap. Peptide bonds (-CO-NH-) within the peptide
may be substituted, for example, by N-methylated bonds
(-N(CH3)-CO-), ester bonds (-C(R)H-C-O-OC( R)-N-),
ketomethylene bonds (-CO-CH2 -), a-aza bonds
(-NH-N(R)-CO-), wherein R is any alkyl, e.g., methyl,
carba bonds (-CH2 -NH-), hydroxyethylene bonds
(-CH(OH)-CH2 -), thioamide bonds (-CS-NH-), olefinic
double bonds (- CH=CH-), retro amide bonds (-NH-CO-),
peptide derivatives (-N(R)-CH2 -CO- ), wherein R is
the "normal" side chain, naturally presented on the
carbon atom. These modifications can occur at any of
the bonds along the peptide chain and even at several
(2-3) at the same time. Natural aromatic amino acids,
Trp, Tyr and Phe, may be substituted for synthetic
non-natural acid such as TIC, naphthylelanine (NoI),
ring-methylated derivatives of Phe, halogenated
derivatives of Phe or o-methyl-Tyr. Tables 1-2 below
list all the naturally occurring amino acids (Table 1)
and non-conventional or modified amino acids (Table
2). Table 1CELLULAR DEVICE SECURITY APPARATUS AND
METHOD FIELD AND BACKGROUND OF THE INVENTION The
present invention relates to cellular device security
apparatus and methods and, more particularly, but not
exclusively to a security system for protection of
data and access thereto, including read and write
access to configuration data, in a cellular telephony
device. A security vulnerability exists in cellular
devices. In even the most secure of current devices it
is currently possible to read sensitive information
from a cellular device (source) and write it into a
new cellular device (destination) thus making the
destination device identical to the source device with
regards to the cellular network. This enables the
destination device to make calls, which are then
billed to the source device. Such sensitive
information may include device information such as the
network identity of the device. It may also include
personal information such as the user's personal
telephone book. Exploiting the same vulnerability it
is also possible to copy sensitive information from a
source device to a destination device, thus enabling
an end- user device upgrade without the knowledge of
the cellular provider. Likewise it is possible to
steal a device in one country and sell it in another
country after a new operating system has been written
into the stolen device. A cellular device contains the
following unique information items that allow any
particular device to be identified uniquely: 1. ESN:
Electronic Serial Number. A unique number supplied b
the manufacturer of the cellular device. 2. NUM: The
cellular device's phone number, supplied by the
cellular provider. 3. A-KEY: Authentication key.
Generated, by Synacom Technologies Inc. of San Jose,
California, USA, for each cellular device and cellular
provider separately, supplied by the manufacturer and
used for authenticating the identity of a cellular
device by the cellular provider. 4. SSD: An identifier
created by the cellular network in combination with
additional information from the cellular provider's
database and used to identify the cellular device when
a call is being made.These four information items are
rightly regarded as being extremely sensitive. They
are generally located in the cellular device along
with the operating 



system located on the chipset. DM (Data Mode The DM is
a mode in which the device allows any access to the
device to change settings and/or accepts commands, via
its serial interface, which can be used to read and
write information. Setting the device to DM enables
reading and writing of data via COM, USB, IR, RF,
Bluetooth and any other available interface on the
cellular device. There exists a data mode entry
command for causing the device to enter data mode, and
a code, for example a keypad code, which is required
in order to enter DM. The DM code and/or command, is
typically unique for each manufacturer. Cloning a
cellular device: Using data mode it is possible to
clone a cellular device. The devices may be cloned
using one of the following three procedures:  Reading
the A-KEY, SSD, ESN and NUM information fields from a
source device and writing them into a destination
device.  Reading the A-KEY, ESN and NUM information
fields from a source device and writing them into a
destination device, and then requesting a "SSD update"
operation from the cellular provider to receive a
valid SSD field.  Reading the SSD, ESN and NUM
information fields from a source device and writing
them into a destination device. The A-KEY, SSD, ESN
andNUM information fields are all readable from the
cellular devices in one way or another. A single
cellular device can be cloned to multiple destination
devices, all of which will consequently generate calls
billed to the original device. There are several
techniques to read the A-KEY, SSD and the ESN
information fields and to write them on a new device.
One possibility comprises using a serial RS-232 or USB
cable to connect the source cellular device to a
personal computer and via a program to read and write
these fields from the device's operating system.The
cellular devices may be divided into two basic types,
devices without protection, in which the information
is readable via the operating system, and devices with
password protection. The password is a sixteen (16)
hexadecimal digit string (which amounts to eight
binary octets). Cracking this password is presumably
very difficult. When the password is known, the ESN,
A-KEY, SSD and NUM fields are accessible and can be
read or written. The password is currently
manufacturer specific, and therefore if broken once,
all devices made by the same manufacturer become
vulnerable . The above-described methods for reading
and writing information fields from the devices
likewise enable reading and writing the device's
operating system. Some devices have a protection
password but it is still possible to read the
operating system without knowing the protection
password, and thus it is possible to obtain the
password. Hacking a cellular device: Cellular devices
may be categorized into two general kinds: 1. Devices
without passwords: In devices where the data read and
data write functions are not protected by a password,
the operating system contains two separate read and
write command sets: one set for upgrading the
operating system and one set for reading and writing
from the operating system's memory. These commands can
be used directly by a hacker to read the information
if the device is the source device, or to write the
information if the device is the destination device.
2. Devices with passwords: A protection password is
encoded into the device's operating system and thus
can be obtained from the binary operating system file
obtainable on the internet, by theft from the cellular
providers or by reading the 



data from the device. It is possible to alter the
password or to use additional constantly based,
countermeasures to protect the cellular device. The
term "constantly based" refers typically to passwords
which are different for different manufacturers,
different device models, different cellular providers,
different operating systems and versions etc. However
a single password applies to numerous individual
devices. It is noted that the passwords themselves, as
well as any additional countermeasures, can be decoded
from the operating system's binary file, and thebinary
file has to be distributed to all the cellular
providers who use cellular telephones from the given
manufacturer. The passwords are thus as secure as the
weakest provider. Another method is to obtain the
mobile telephone management or PST program which is
used to program the cellular devices. PST is a generic
term for programs produced by the manufacturers that
are given to the network operators to maintain the
cellular device base. The PST program may then be
analyzed, thus obtaining the passwords. Such an
analysis is possible due to the fact that the PST
program is a standalone program. The DIRECTORY field
of the mobile telephone, which is a location in which
sensitive information is stored, is accessible for
reading and writing via the operating system or keypad
codes. Therefore a device's identification in the data
network can be obtained and altered to identify itself
as a different device. In addition, the operating
system can be replaced without a hacker being required
to have any knowledge of the protection password. Such
a replacement can be used to remove any new safeguards
inserted into the new version of the operating system,
thus leaving the device vulnerable with an old version
of the operating system. The replacement of the
operating system can also be used to change the
language of the operating system when a cellular
device is stolen in one country and sold in another
country. As mentioned above, typically, cellular
devices have at least two sets of read and write
instructions: One set is for upgrading the operating
system and one set is for communicating with
information fields within the operating system. A
further point that is mentioned is that when sending
an SMS message, the sender's phone number is a data
field which may be filled manually by the user and
thus a sender can appear to be someone else in the
eyes of the receiver. Cloning software is available
from the following exemplary sources: The UniCDMA
cloning program is available from
cdmasoftware@ukr.net: The NVtool cloning program is
available from certain forums; The GTRAN CDMA IX DATA
CARD (800M)_PRL-Ver 3.1 program is available from
certain forums;The DM cloning program, by Qualcom, is
also available from certain forums. There is thus a
widely recognized need for, and it would be highly
advantageous to have, a cellular device security
system in which access to the data mode is devoid of
the above limitations. SUMMARY OF THE INVENTION
According to one aspect of the present invention there
is provided a cellular communication device having an
access mode for allowing reading and writing of data
to change settings on said cellular communication
device, said device being configured with an access
restrictor to restrict use of said access mode in
accordance with a device unique security setting.
Preferably, the device unique security setting is
comprised physically on said device. 



Additionally or alternatively, the device unique
security setting is a software setting. In an
embodiment, said device unique security setting is a
coding configuration for data read or data write
instructions. Additionally or alternatively, said
device unique security setting is a dynamic password.
Preferably, the dynamic password is a one-time
password. Preferably, the device unique security
setting is constructed using at least one device
specific data item and at least one random data item.
In a particular embodiment of the above, said device
unique security setting is constructed using two
device specific data items and two random data items.
Preferably, said device unique security setting is
dynamically changed over a series of data access mode
operations. Preferably, said device unique security
setting is accessible only via a predetermined
communication protocol. Preferably, said predetermined
communication protocol comprises a specified sequence
of communication packets. Preferably, said
predetermined communication protocol comprises a
specified structure of communication packets.The
device may be in physical association with a client
program for managing said predetermined communication
protocol. Preferably, said client program is
configured to set said cellular communication device
into said data access mode for accessing of data when
it is satisfied that said device unique security
setting is correct. According to a second aspect of
the present invention there is provided a cellular
communication device having a data access mode for
allowing reading and writing of data to change
settings on said cellular communication device, said
device being configured to restrict entry into said
data access mode to an active connection involving a
predetermined secure server. Preferably, said active
connection is identifiable via a device unique
security setting. Preferably, said device unique
security setting is a coding configuration for data
read or data write instructions. Preferably, said
device unique security setting is a dynamic password.
In an embodiment, said dynamic password is a one-time
password. In an embodiment, said device unique
security setting is constructed using at least one
device specific data item and at least one random data
item. Preferably, said device unique security setting
is constructed using two device specific data items
and two random data items. Preferably, said device
unique security setting is dynamically changed over a
series of data access mode operations. Preferably,
said device unique security setting is accessible only
via a predetermined communication protocol.
Preferably, said predetermined communication protocol
comprises a specified sequence of communication
packets. The device may be provided in association
with a client program for managing said predetermined
communication protocol. Preferably, said client
program is configured to set said cellular
communication device into said data access mode when
it is satisfied that said device unique security
setting is correct.The client program may be
configured to check regularly using said protocol that
said connection is active, and to disable said data
access mode when said connection is not active. 



According to a third aspect of the present invention
there is provided a server for supporting data
configuration operations at cellular communication
devices connecting remotely via a network, the server
comprising a database of unique secure data regarding
said cellular communication devices and mode access
functionality for using said unique secure data to
generate device specific data mode entry commands
required at said cellular communication devices, to
permit entry into data mode at said cellular
communication devices. Preferably, the unique secure
data seeds a device unique security setting. The
device unique security setting may be a coding
configuration for data mode entry, data read or data
write instructions. The device unique security setting
may be a dynamic password. The dynamic password may be
a one-time password. The device unique security
setting may be constructed using at least one device
specific data item and at least one random data item.
Preferably, the device unique security setting is
constructed using two device specific data items and
two random data items. The device unique security
setting may be dynamically changed over a series of
data mode operations. The device specific data mode
entry command may be accessible only via a
predetermined communication protocol. The
predetermined communication protocol may comprise a
specified sequence of communication packets. The
predetermined communication protocol may comprise a
specified structure of communication packets. The
server may be located in association with a client
program for managing said predetermined communication
protocol. Preferably, the client program is configured
to set said cellular communication device into said
data mode when it is satisfied that said device
specific data mode entry setting is correct.The client
program may be configured to set said cellular
communication device to disable said data mode when it
appears that a connection with said server is not
active. According to a fourth aspect of the present
invention there is provided a method of restricting
access to a reconfiguration mode of each one of a
plurality of cellular communication devices, the
method comprising: holding device dependent
information of each of said plurality of cellular
communication devices, using said device dependent
information to create device unique security settings
for said plurality of devices, and configuring said
plurality of devices such that a respective device
unique security setting is required to support said
reconfiguration mode. Preferably, the device dependent
information seeds said device unique security setting.
Preferably, the unique security setting is a coding
configuration for data read or data write instructions
of said configuration mode. The unique security
setting may be a dynamic password. The dynamic
password may be a one-time password. Preferably, said
device unique security setting is constructed using at
least one device specific data item and at least one
random data item. Preferably, said device unique
security setting is constructed using two device
specific data items and two random data items.
Preferably, said device unique security setting is
dynamically changed over a 



series of data mode operations. According to a fifth
aspect of the present invention there is provided a
cellular communication device capable of communication
with an external source for configuration of said
cellular communication device, said cellular
communication device comprising a configuration
enabler for enabling or disabling said communication
in accordance with a device unique security setting.
Preferably, said device unique security setting is
comprised physically on said device. Alternatively,
said device unique security setting is a software
setting.Unless otherwise defined, all technical and
scientific terms used herein have the same meaning as
commonly understood by one of ordinary skill in the
art to which this invention belongs. The materials,
methods, and examples provided herein are illustrative
only and not intended to be limiting. Implementation
of the method and system of the present invention
involves performing or completing certain selected
tasks or steps manually, automatically, or a
combination thereof. Moreover, according to actual
instrumentation and equipment of preferred embodiments
of the method and system of the present invention,
several selected steps could be implemented by
hardware or by software on any operating system of any
firmware or a combination thereof. For example, as
hardware, selected steps of the invention could be
implemented as a chip or a circuit. As software,
selected steps of the invention could be implemented
as a plurality of software instructions being executed
by a computer using any suitable operating system. In
any case, selected steps of the method and system of
the invention could be described as being performed by
a data processor, such as a computing platform for
executing a plurality of instructions. BRIEF
DESCRIPTION OF THE DRAWINGS The invention is herein
described, by way of example only, with reference to
the accompanying drawings. With specific reference now
to the drawings in detail, it is stressed that the
particulars shown are by way of example and for
purposes of illustrative discussion of the preferred
embodiments of the present invention only, and are
presented in the cause of providing what is believed
to be the most useful and readily understood
description of the principles and conceptual aspects
of the invention. In this regard, no attempt is made
to show structural details of the invention in more
detail than is necessary for a fundamental
understanding of the invention, the description taken
with the drawings making apparent to those skilled in
the art how the several forms of the invention may be
embodied in practice. In the drawings: FIG. 1 is a
simplified diagram showing a cellular telephone having
a freely accessible data port for data mode access to
anyone who knows the data mode access code;FIG. 2 is a
simplified diagram showing a first preferred
embodiment of the present invention, in which a
cellular telephone is connected through a data
connection to a reprogramming device and to a secure
server; FIG. 3 is a simplified diagram showing the
client server aspects of the embodiment of FIG. 2;
FIG. 4 is a simplified diagram showing another
configuration of the client server aspect of the
embodiment of FIG. 2, in which the server is provided
in standalone format; FIG. 5 is a simplified flow
diagram illustrating a procedure for communicating
between a client and a server for entering and using
data mode at a particular cellular device according to
a preferred embodiment of the present invention, when
the GUI is an integral part of the client; FIG. 6 is a
simplified flow diagram illustrating a variation of
the procedure of 



FIG. 5, wherein the GUI is associated with the server;
FIG. 7 is a simplified flow chart illustrating a
thread procedure for secure tracking of a client
connection for use with the embodiment of FIG. 5; and
FIG. 8 is a simplified flow chart showing a thread
procedure for secure tracking of a client connection
for use with the embodiment of FIG. 6. DESCRIPTION OF
THE PREFERRED EMBODIMENTS The present embodiments
comprise a method and apparatus for protection of the
data mode of the cellular telephony device. Preferably
the data mode is protected by a password, and
preferably the password is device specific. In a
further preferred embodiment the password is dynamic
and ideally is a one-time password. An advantage of a
one-time password is that even if it is picked up by a
sniffer program it is already too late as the cellular
device now expects a different password. In an
alternative embodiment the read and write instructions
and/or data mode entry instructions are assigned
different codes. Again this is preferably done in such
a way that the codes are different for different
devices. Again preferably it is done dynamically and
preferably there is a one-time configuration for each
time the device enters data mode.Additionally or
alternatively data mode protection is provided by only
allowing access to the data mode operations whilst a
live connection is available to a predefined secure
server or other network accessible security
arrangement. Additionally or alternatively data mode
protection is provided by only changing the data mode
keypad code and/or instruction so that they are unique
for each device. Additionally or alternatively data
mode protection is provided by disabling the data mode
access until such access is required by an authorized
party, at which time the cellular device is signaled
to accept commands. It is possible that such a signal
be provided via a physical interface or via the
cellular network or via any other wireless interface
or via any external electromagnetic influence. A
preferred embodiment combines restricting the data
access mode entry, protecting the read and write
instructions with a password and changing the read and
write instructions so that all the passwords,
instructions and codes are unique for each device.
Returning to the password embodiment, the password may
be constructed from one o r more of the unique
information items stored on each cellular device, such
as the A-key, together with one or more dynamically
changing or random or randomly changing data items. In
a preferred embodiment two of the cellular device's
unique information items are used together with two
other random items. In a further embodiment of the
present invention, a server is provided for each
cellular provider or like body, which manages the
unique and preferably dynamic passwords for each of
the devices registered with that cellular provider.
The server provides the passwords in real time as data
mode is entered, and thus the cellular device is only
able to enter data mode when a connection is present
to the given server. This is acceptable for legitimate
use, since data mode is only needed for initial setup,
later upgrading and other technical services which
only the cellular provider carries out. Illegitimate
use however becomes very difficult. In particular,
even if an illegitimate user manages to crack the
password for a given device, all he gains is a single
device. The operation is uneconomic, by contrast to
the current state of the art where a single password
gives access to a very large number of devices.The
principles and operation of a cellular telephony
device according to the present invention may be
better understood with reference to the drawings and
accompanying description. Before explaining at least
one embodiment of the invention in detail, it is to be
understood that the invention is not limited in its
application to the details of 



construction and the arrangement of the components set
forth in the following description or illustrated in
the drawings. The invention is capable of other
embodiments or of being practiced or carried out in
various ways. Also, it is to be understood that the
phraseology and terminology employed herein is for the
purpose of description and should not be regarded as
limiting. Reference is now made to Fig. 1, which
illustrates a standard mobile communication device 10.
Device 10 may work with any of the mobile telephony
standards such as GSM, CDMA, TDMA, Ix, CDMA 2000, GPRS
and the like. Each of these standards provides a high
level of protection for communication over the
airwaves to prevent eavesdropping and the like. In
addition to communication over the airwaves, the
mobile communication device 10 has a data input 12
which allows the cellular device to be connected to a
computer or like client device 14 to be programmed.
The cellular device may need to be programmed to
provide it with an operating system, to tell it what
its telephone number is and the like, to make
particular services available to the user and to
reprogram and upgrade the cellular device during its
lifetime. Unfortunately, cellular device 10 has no way
of knowing whether it is currently being connected to
legitimate reprogramming client device 14, or to an
imposter's reprogramming client device 16. As
discussed in the background, the imposter's
reprogramming client may seek to carry out cloning, or
may introduce older versions of the operating system,
having known weaknesses that the imposter may
subsequently exploit or carry out a range of other
telecommunications crimes. The cellular device 10 in
fact enters a data mode in order to be reprogrammed
and in that data mode all of the above activities are
typically possible. Again, as discussed in the
background, password protection of the data mode is
known. However, since data mode is needed for initial
programming of the device, the passwords tend to be
set for all of the devices of a given manufacturer or
for certain models or for particular batches of those
models. The passwords are thusshared between thousands
or millions of devices, and have to be distributed
amongst all of the cellular providers. Only one
weakness at one provider, or one successful attempt to
attack the password directly, means that all the
devices sharing the same password are compromised.
Reference is now made to Fig. 2, which shows a
cellular communication device 20 connected for
upgrading according to an upgrading configuration of a
first preferred embodiment of the present invention.
Device 20 is in data mode for allowing reading and
writing of data to change the settings and generally
to allow reprogramming including replacing or updating
of the operating system, changing of the telephone
number and the like. The device 20 is configured to
restrict use of the data mode in accordance with a
unique security setting belonging to the device. Thus
the data mode cannot be used unless the device unique
security setting is provided. In this way it is no
longer possible to obtain a single password and
thereby compromise a large number of devices. Within
the device 20 itself, a mode management unit 22,
otherwise referred to herein as an access restrictor
or configuration enabler, may be provided, either as
hardware or as software, to manage the device unique
security setting to ensure that the data mode can only
successfully be entered upon correct use of the device
unique security setting, and not otherwise. The device
unique security setting may in one embodiment be a
physical setting. Each communication device may be set
with a series of jumpers or like switches, which may
be set in a unique manner for each device. In another
embodiment the setting may be made in software. In one
embodiment, the device unique security setting is not
in fact a password 



as such, but rather is an encoding configuration for
the data mode read and write instructions, and the
data mode entry command. Each cellular device has
different codes for the various read and write
instructions of data mode of which there may be
several. Thus a reprogramming client device 24 does
not know, unless it is told, what the read and write
command codes are for the given device and therefore
fails to carry out reprogramming. An authorized device
however has the necessary information, as will be
explained in greater detail below and thus can
reprogram the device.In another embodiment the setting
is a password. The password is unique to the
individual device. Without the password the data mode
cannot be entered and no reprogramming is possible. In
another embodiment the device unique security setting
is a dynamic password. That is to say it is a password
which is changed at regular intervals. Thus even if
the password for a given device is obtained, that
password only remains valid for a limited amount of
time, after which the device ceases to be compromised.
In a preferred embodiment, the dynamic password is a
one-time password, that is to say the password is used
only once to enter data mode. Once it has been used it
is discarded and a new password is needed for any
subsequent entries into data mode. The principles of
dynamic and one-time passwords are also applicable to
the command encodings as described above. Thus each
device can have dynamically changing command codes and
even one-time command codes. In a particularly
preferred embodiment the commands are in fact changed
after every single read or write action. Several
methods for providing dynamic and one-time passwords
are described below and persons skilled in the field
of cryptography will know of other possibilities. In
one embodiment, the device unique security setting is
constructed using one or more of the device specific
data items given above in the background and one or
more random data items. That is the device specific
item or items as well as the random item or items may
for example be used to seed either a password
generator or command code generator. In a preferred
embodiment seeding involves a hashing function. A
hashing function is useful because the one-way
property of the function enables the mobile device t o
authenticate the password without it being possible in
a realistic time frame for an eavesdropper to
reproduce the password without the seed data. In a
specific implementation, the device unique security
setting is constructed using two device specific data
items and two random or changing data items. Using the
above embodiments, the device unique security setting
can be dynamically changed over a series of data mode
operations. In a preferred embodiment of the present
invention, the device unique security settings are
dynamic and change rapidly. In such a case it is not
sufficient forreprogramming computer 24 to be able to
obtain the settings. Rather it must have a live
connection to a security server 26 which knows or
generates the settings. Security server 26 supports
data configuration operations at cellular
communication device 20 which connects remotely via a
network, for example through its data connection 22
and reprogramming computer 24. Alternatively, the
device may be connected via a Bluetooth, RF
connection, COM, USB, IR interfaces or any other
physical interface. Connection via the cellular
network may also be possible, for example by
connecting the server side of the system to the
cellular provider's provisioning or management
networks. The server preferably comprises a database
of unique data of the individual devices as well as an
ability to generate passwords or command encodings
using that unique data and other random data. The
resulting passwords, instructions etc which it
generates constitute device specific data mode entry
instructions or read and write instructions which are
required at the cellular communication devices, and
permit 



entry into data mode at the cellular communication
devices. The cellular device has to be secured in such
a way as to enable the cellular provider who bought
the device to communicate through the data mode of the
device to carry out programming and configuration
while preventing everyone else from communicating with
the device through the data mode. In the preferred
embodiments the data mode is thus protected with a
password or passwords, the passwords being different
for each individual cellular device. In alternative
embodiments the data communication commands are
themselves encoded. In the password embodiment, the
password secures communication with the device via any
interface and for any data mode operation including
diagnostic and monitoring operations, reading and
writing data, and running technician programs etc. The
device's default mode will be to wait for a password
before entering data mode. All other operations are
preferably locked until a password is provided and
then only the operations associated with the supplied
password are made available. That is to say, in one
embodiment it is possible to provide different
passwords for different access levels. Various levels
can be defined so that different read and write
actions require different passwords or successively
increasing portions of a larger, more secure
password.The construction of the password or passwords
is explained in greater detail hereinbelow. In the
command encoding embodiment, cellular devices without
passwords are protected by changing the code numbers
for the read, write and data entry mode instructions.
As an alternative, it is possible to modify such
devices by adding passwords to the operating system so
that they protect the device with a password or
passwords as described above. Reference is now made to
Fig. 3 which shows in greater detail the configuration
of Fig. 2. Server 26 comprises a database 30 and a
server program 32. The mobile device 34 is preferably
associated with a client program 36. Both the server
and the mobile devices are associated with a given
provider's cellular network 38. The password or
passwords and commands may be saved in a central
database 30 located in a secure network, which is
preferably unique to each cellular provider. Thus, no
cellular provider has access to another cellular
provider's database and consequently, to its devices.
In the one-time password embodiment the central
database may not actually store any passwords but
rather the seed information needed at run time to
generate the password, which is never used again. A
client-server program system preferably enables the
cellular provider to manage the devices when they are
physically connected to a client side of the secure
system. The devices may be connected as described
above via a reprogrammer's computer and the data port
of the device. Alternatively, as mentioned above, the
device may be connected via a Bluetooth., RF
connection, COM, USB, IR interfaces or any other
physical interface. Connection via the cellular
network 38 may be made available by connecting the
server side of the system to the cellular provider's
provisioning or management networks. Server program 32
is preferably provided to supply an interface between
the database which contains the information needed to
communicate with the cellular device and the client
program 36. The server program preferably contains the
algorithms needed to communicate with the cellular
device and the client program preferably acts as a
remote interface for the server program and, possibly,
the GrUI.In an embodiment the algorithms may be
located in client program 36 rather than in the server
program 32. Client program 36 is preferably part of a
client device which the technician carries with him. 



Alternatively, the client program may be held within
the mobile device 37. In this case the mobile device
connects via the cellular or data network 38 and an
internal client supports the connection to allow
secure modification of the internal parameters of the
telephone. The server system can, if desired, be
constructed in a standalone mode. Such a standalone
mode is shown in Fig. 4. Parts that are the same as in
Fig. 3 are given the same reference numerals and are
not referred to again except as necessary for
understanding the present embodiment. In the
standalone mode the mobile device is connected
directly to the secure server. Such an arrangement may
be appropriate in certain circumstances such as in the
case of a cellular provider in a very small country
having just a single service center, or in the case of
a small scale network provider. Communication between
the client and the server may be encrypted, so as to
prevent eavesdroppers from reading sensitive
information whilst it is traversing the cellular
provider's internal network using sniffer programs. In
one preferred embodiment the only data operations
available without a password are changing user
information via the cellular device's keypads, for
example changing the phone book entries, reading and
sending SMSs, and the like. Devices are typically
provided with a keypad code to set the device into DM
(Data Mode). In the preferred embodiments this code is
altered, as described hereinbelow for the passwords.
In the following, the production of individual
passwords or command codes is explained. Whether
considering password values, read instructions, write
instructions, DM code or other device commands which
are to be changed or added, the values may be
constructed as follows: The construction may use one
or more random values, whether numeric, alphabetic,
alphanumeric or any other. The random values may be
memory areas in the device's operating system or
designated fields. The construction may use a value
generated from the contents of the NUM field.The
construction may use a value generated from the
contents of the ESN field. The construction may use a
value generated from the contents of the A-KEY field.
The construction may use a value generated from the
contents of the SSD field. The construction may use a
product or a function of the contents of one or more
of the following value fields: NUM field, ESN field,
A-KEY field, SSD field, and a random value or random
values. The random values may be memory areas in the
device's operating system or designated fields a s
before. The construction may further use a value
generated from an algorithm which is time-dependent
and generates a different code for every second,
minute or time interval. Further variation or
alternative variation may then be introduced into the
result based upon for example one or more of the
foliowing: Time. Challenge-response from the device's
keypad. NUM field, ESN field, 



A-KEY field, SSD field, A random value or random
values (The random values may be memory areas in the
device's operating system or designated fields), and A
seed value or values. The above described value is
hereinafter designated ALGl . The value can be changed
every time the device is connected to the system so
that a one-time password, command or code results .
The password is then preferably required in order to
make changes in the cellular device's operating
system. Such changes include disabling the write
instructions which enable upgrading the operating
system, disabling the readcommands which can access
the operating system program, removing the password or
passwords fields from the operating system's binary
files and writing them after the operating system has
been written into the device, changing the method in
which an operating system upgrade is performed,
including changing the commands so that they are
different for each device, and locking of the commands
so that a new operating system may be accepted only
after a password has been provided. Providing of the
password and upgrading of the operating system may be
as follows: The system provides a password. The device
accepts or rejects the password. If accepted, the
device accepts a new operating system. A new password
(or the same old password) is written into the device.
The operating system subsequently rejects any new
upgrades until the password has been received again. A
second method for a password controlled operating
system upgrade is as follows: The system waits for a
valid password or a command, and a flag is set so that
the operating system accepts a new operating system
version. The new operating system is now written but
with an unset flag. A new password (or the same old
password) may then be written into the device, the
flag set and the operating system rendered usable. In
a further security measure, it is possible to
configure the system such that once the ESN value has
been written into the device via the system, the
operating system prevents any subsequentwriting to the
ESN information field. The A-KEY value may be set to
be only writeable and not readable. It is possible to
change the protection password in devices which have a
password and, if possible, to add a password t o those
devices which do not have a password. The password is
preferably unique for each device. As a further
security measure it is possible to provide separate
passwords for different operations. The separate
passwords may be provided as parts of a longer, more
secure, password. Alternatively, they can b e
completely different passwords. As mentioned above, in
one of the embodiments, it is possible to change the
operating system's read and write instructions for the
information fields into differentvalues for different
devices. It is further possible to change the periodic
command which prevents the cellular device from
rebooting when in Data Mode (DM). An additional
security measure involves disabling the key codes
which enable changing the A-KEY and DIRECTORY fields
via the device's keypad. As discussed above, the
DIRECTORY field typically contains the information in
the NUM field. Preferred embodiments of the present
invention prevent any communication with the device's
operating system via any of the device interfaces,,
whether the Keypad, a USB port, a Com port, an IR
port, or any other interface unless a live connection
is present to a secure server as described above. The
live connection is preferably verified via the
above-described single or multiple passwords or via
the 



fact that the connecting device knows the current
codes for the data mode instructions. One way of
protecting data mode via a one-time password is to
lock data communication, that is DM or Data Mode, with
the device's operating system unless a key is entered
into the device. The key is different for each device,
as explained above, and generated in a similar method
to the generation of the passwords and commands
explained above, so that it is different for each
device and, possibly, timedependent. The system
prompts the user to enter the device's ESN and then
provides the user in return with the correct code to
enable the device's Data Mode. The device is then
connected to the system, and the code is immediately
altered, that is to say the mobile telephone is issued
with the next key. The next key is preferably
encrypted and passed to the mobile telephone
electronically as data so that it is not available to
the user. If the device is not connected to the system
within a reasonable time after the current key is
given out an alert may be written to the central
database. A further security measure comprises
disabling the caller number input field when sending
an SMS. The contents of the NUM field may be used for
the caller number value, thus preventing senders of
SMS messages from using false source numbers.
Preferably, in accordance with the present
embodiments, each device arrives from the manufacturer
at the cellular provider locked with a different
password. For example the A-KEY can be used. The
password is sent to the cellular provider who bought
the device along with the ESN, and A-KEY if that is
additional to the password. These are delivered to the
cellular provider separately from the devices. Itis
also possible for the manufacturer to generate a
separate password from seed values and then in fact
send the seed values to the cellular provider who
repeats the calculation process. If the above security
procedures are carried out, then the only two keypad
codes that may be left in the device are: a keypad
code to change the contents of the NUM field, and a
keypad code to change device's mode to DM (Data Mode).
Subsequently, the client-server software system with
central database, as described above in respect of
Figs 2, 3 and 4, manages the data mode communication
with the cellular device so that the cellular
provider, and he alone, can perform the following
actions: Upgrading of the cellular device's operating
system. Changing the NUM field. Changing the A-KEY
fields: including initial setting and subsequent
modification as necessary. Setting the ESN field. This
is typically a one-time action. Reading and writing
cellular network information fields. Reading and
writing the phone book Reading and writing additional
user information on a large scale such as saved SMS
messages, icons, ring tones etc. Clearly the
subscriber would wish to use these facilities freely
but wholesale copying of the entire address book and
the like may be operations that one would wish to
protect. The data mode protection features described
herein preferably ensure that the cellular device only
accepts changes or return information when connected
to the client side of the system of the cellular
provider who bought trie device. Preferably no
information is retrievable and no configuration
information can be written without a connection to the
system. No changes are admitted if not received from
the cellular provider's system. Alternatively the
changes need not come from the system, but can only be
accepted whilst the cellular device is connected to
the cellular provider's 



system. In one embodiment, the securing of the device
may affect all the device's interfaces except the
keypad. Preferred embodiments enable keeping the ESN,
NUM, A-KEY and SSD fields secure whilst at the same
time enabling them to be changed when needed bysimply
knowing the correct password. The change may thus be
made only by those who are allowed to do so, thus
preferably technicians of the cellular provider who
purchased the device from the manufacturer. Returning
to Fig. 3 and server program 32 preferably includes a
database engine which contains the information need to
generate the password or passwords and read and write
instructions for the each cellular device. The
information contained is one or more of the following
fields: ESN, NUM, A-KEY, SSD and random values,
according to the type of protection chosen. The
following information may be retained in database 30:
First of all the data base may hold cellular device
authentication information, such as ESN, current
A-KEY, and a new A-KEY, that is a number sent during
current signaling operations to provide the mobile
device with a new A-KEY for the next time the system
is to communicate with the cellular device. The same
may apply to any other field that can be changed
remotely, namely that a next key can be sent during a
current operation. The database may also hold a device
manufacturer and model, a last communication date with
the device, a device operating system version, and a
password or passwords. Secondly the database may hold
a client identification table. The table may typically
hold the following information: a client IP address, a
client MAC address, and a client identification
string. The database may also hold a device
manufacturer table. The table may hold the
manufacturer name, and a manufacturer number, thus
various arbitrary numbers may be assigned by the
system to each manufacturer. The database may also
hold a device model table. The model table may hold
data such as the manufacturer number, as described
above, and the model name. The database may also store
alerts or abnormal operations detected in the system
such as a user requesting a DM enabling code and not
subsequently connecting the device to the system. It
is possible that additional information may be kept,
such as operations carried out on different devices,
when they have been performed and by whom. It is
possible that if the data mode entry keypad code is to
be uniquely set for each device, the code (or its seed
information) may be kept in the database and the
required information may then be provided when needed
after the requesting party isproperly identified. In a
preferred embodiment, the code is replaced after the
device has been connected to the system. If the data
mode entry instruction is to be uniquely set for each
device, the instruction (or corresponding seed
information) may be kept in the database and can be
provided when the device has been connected to the
system and identified by the user. In a preferred
embodiment, the instruction may be replaced after the
device has been connected to the system. As will be
understood from the above, transfer of password
information is used in preferred embodiments between
the client and the server programs. Such transfer is
preferably part of an encrypted communication stream
protocol. The protocol may for example be implemented
over a TCP/IP (v4 or v6) transport protocol. The
protocol defines data packets, and the data packets in
one preferred embodiment conform to the structure
given below in table 1. Table 1 Protocol Packet
structure One of the packet types defined in the
protocol is the sync packet, whose structure is shown
below in table 2. In the sync packet, no data field is
available. A sync packet is sent from the client to
the server or the server to the client periodically, 



say every 500ms. If a sync packet is not received
within another period, say 10 seconds, then the side
which did not receive the sync packet may
disconnect.Table 2 Sync Packet Structure In the
protocol, a client, that is the mobile device, makes a
request for a ion to allow data mode. The structure of
the Client connect request data is that given above in
table 1. The data field is structured as shown below
in . Table 3: Structure of the data field in the
client connect request packet. Following the connect
request is a server connect acknowledge, which i s
sent e server to the client. The data field is
structured as shown in table 4 Table 4 Structure of
the data field in the server acknowledge packet In the
continuation of the protocol the server may make a
data request. In request the data field preferably
contains information to be written to the e of the
cellular device. The data field is structured as shown
in Table 5.Table 5 server data request - structure of
the data field In response to the server data request
is a client data reply. The data field is ed as shown
in table 6 and may contain information read from the
cellular Table 6 Client data reply, structure of the
data field In the protocol, the client is able to
request a service, such as a given operation mode. A
Client service request packet has a data field
structured as shown in below. Table 7 Client Service
request - structure of the data field The protocol
allows the client device to provide identification
information self to identify itself to the server. The
data field may be structured as shown e 8.Table 8
Client identification information packet - structure
of the data field The protocol preferably allows
client user authentication. The data field s the
structure shown in table 9. Table 9 Client user
authentication-structure of "data field Having
considered the communication protocoL, a client
program is used at the device to operate the protocol
and obtain the information needed to run data t the
device. The Client program is generally not located
wrthin the mobile device but may ted on another device
which connects, physically or otherwise, to the
cellular via a COM, USB or IR interface. For example?
the client may be located on a er used by the cellular
provider for reprograoiming cellular telephones. In
embodiment the technician actually downloads the
client program to the device and it connects via a
regular wireless connection to the server. This
bodiment is particularly suitable for cellular enabled
palmtop type devices. The client program initially
connects to the s-erver program when executed, ly via
the protocol defined above. During the course of the
connection, Sync packets are sent periodically to and
e server program so that both the server and client
know that the connection is e.The client program reads
and writes data to the cellular device via the
selected interface following server request signals
and provides return data to the server when data
becomes available from the interface. The graphical
user interface (GUI) at the client program preferably
prompts the user for a user name and password. After
the user has typed the information, a data packet is
sent to the server and the client waits for
authentication. Until a data packet is received with
an "Authenticated" flag, no operations are allowed at
the cellular telephone. There are two possibilities
for providing the GUI. One is to provide it as part of
the client (Graphic User Interface), the other is to
provide it as part of the server so that the client
accesses it when connected to the server. 



Typical functions of the GUI include selecting an
interface for connecting to the mobile device. Thus,
such a function may be implemented by opening a dialog
box which allows the user to select the connected
interface from a list box: say Coml, Com2, Com3, Com4,
USB. A function to select a device type may comprise
opening a dialog box which allows the user to select
the cellular device type. Thus, two list boxes may be
provided, one list box may contain the manufacturer
names and the right list box may contain the relevant
models for the selected manufacturer, as held by the
specific cellular provider. Before connecting the
cellular device to the client, the cellular device has
to be changed into DM (Data Mode). In order to permit
such a change in mode, communication is required with
the server as described above. Thus the client program
may send a data packet to the server, using the
protocol described hereinabove. In an alternative
embodiment the cellular device is first connected to
the system and then a data mode entry instruction is
sent to the cellular device. The "Select device type"
may then be disabled until an interface has been
selected. When the data mode is entered then all or
any of the operations listed below may be selected
through the GUI. The operations may typically include:
Initializing a new device. Upgrading the existing
device operating system. Updating the A-KEY. Setting
the device NUM.Reading a phone book from a connected
device. Writing a saved phone book to a connected
device. The writing a phonebook option clearly is only
relevant when there is a phonebook to write and thus
the option may be disabled until a phone book has been
read. The operations menu is preferably disabled, that
is prevented from being selected, until an interface
and a device manufacturer and model have been
selected. After selecting one of the above operations,
a data packet is preferably sent to the server
indicating the service selected. In one embodiment or
depending on the operation, the server has to permit
the operation. In other cases the server merely notes
that the operation has taken place. The GUI element of
the client may in one embodiment reside in the server,
as an application which provides remote GUI (such as
ASP, ASP.NET, PHP, JavaScript). In such a case the
following may apply: The GUI application may
communicate with the server program via a TCP/IP
socket or named pipes. The client program may be a
socket server while the server program initiates the
communication. Except for the above two points,
operation is the same whether the GUI is located at
the client or at the server. After the device type has
been selected, the client preferably sends data
packets when data is received via the selected
interface, regardless of what operation, if any, it is
running. It is optional for the server to identify the
cellular device. Moving now to the server, and the
server program connects to the database and reads and
writes information from the database and the client
programs. Reference is now made to Fig. 5, which shows
the procedure when the GUI is an integral part of the
client program. As shown in Fig. 5, the server program
waits for connections from client programs, and when a
connection is received it creates a new listening
socket, stage 50, waits for a new connection, stage
52, creates a new worker thread for the incoming
connection, stage 54 and returns to stage 50. A thread
is an authentication system for data packets to ensure
that data packets are exchanged 



in the correct order and only whilst the connection is
suitably authenticated. Reference is now made to Fig.
6, which shows what happens when the GUI is not an
integral part of the client program. In Fig. 6 the
server creates a new namedpipe listener, stage 60,
waits for a new connection, 62, creates a new worker
thread for the incoming connection, 64 and returns to
stage 60. Reference is now made to Figs. 7 and 8 which
detail the thread procedures for the two GUI cases.
Fig. 7 is a flow chart illustrating the thread
procedure for the case in which the GUI is an integral
part of the client program. In this case the server
program waits for connections from client programs.
The server waits for a data packet #2. Then if the
client IP address and MAC are authenticated it sends a
data packet #3 with "Authenticated" flag.
Alternatively, if the IP address and MAC are not
authenticated then it sends packet #3 with a
"Rejected" flag and the thread ends. Subsequently the
server waits for data packet #8. If the user name and
password are authenticated, the thread continues,
otherwise it exits. The server then waits for
subsequent requests from the client program, and
terminates the thread on socket disconnect. Fig. 8
illustrates the thread procedure for the case in which
the GUI is not an integral part ofthe client program.
The server first receives the client IP address, user
name and password from a packet #2. It then waits for
a data packet #8 from the consequently named pipe. If
the user name and password are authenticated, the
thread continues, otherwise it exits. An attempt is
made to connect to the client IP. If the connection
succeeds the thread continues, otherwise it exits. The
server then waits for data packet #2. If the client IP
address and MAC are authenticated then it sends packet
#3 with an "Authenticated" flag. If not, then it sends
packet #3 with a "Rejected" flag and the thread ends.
The server then waits for a disconnect of the named
pipe or the socket, or socket packets or commands from
the named pipes. It then terminates the thread on the
socket or makes a named pipe disconnect. As long as it
is still connected, client requests are processed,
allowing for data mode operations on the mobile
communication device. After handling the request,
processing returns to receiving the next packet.
During the existence of a connection two types of
periodic messages are sent, regardless of the rest of
the processing. Sync messages, made up of the sync
packets described above in table 2, are preferably
sent at regular intervals from the server program to
the client program and vice versa.Furthermore, when a
cellular device is connected to the client program, a
data packet is sent at regular intervals to prevent
the cellular device from exiting DM (Data Mode) and/or
resetting. Reference was made above to the services
which may be supported using the data mode of the
cellular telephony device and which may be protected
using the present embodiments. It is noted that each
service request is preferably received at the server
with the connected device's ESN. A short summary of
each of the services listed above is now provided.
Device initialization: Device initialization according
to the preferred embodiments comprises writing a new
ESN to the database, reading the A-KEY from the
database, generating a new password for the device
from a function of one or more of the NUM, ESN, AKEY
fields and random values, writing the password to the
database, and setting the password in the device.
Setting the password comprises sending the appropriate
commands in data packets which, when written into the
interface to which the cellular device is connected,
are able to affect a password change. The server then
waits for the appropriate response from the cellular
device as received from the client program, makes
additional necessary changes to the device and, if
needed, replaces the 



operating system. OS upgrade: Upgrading the operating
system according to the presently preferred
embodiments comprises retrieving a device password,
and replacing the operating system on the connected
device. Replacing the operating system comprises
sending the appropriate commands in data packets
which, when written into the interface to which the
cellular device is connected, affect an operating
system change. The system then waits for the
appropriate response from the cellular device as
received from the client program. A-KEY change:
Changing the A-Key, or writing the A-KEY on the
connected device using the present embodiments
comprises sending the appropriate commands in data
packetswhich, when written into the interface to which
the cellular device is connected, af ect a change in
the A-KEY field. The server then waits for the
appropriate response from the cellular device as
received from the client program. NUM change: Changing
the NUM key or writing the NUM into the cellular
device preferably comprises sending appropriate
commands in data packets which, when written into the
interface to which the cellular device is connected,
affect a change in the NUM field. The server then
waits for the appropriate response from the cellular
device as received from the client program. Read phone
book: Reading the phone book of a cellular device
according to the present embodiments preferably
comprises sending the appropriate commands in data
packets which, when written into the interface to
which the cellular device is connected, return the
information stored in the device's phone book in it's
own, proprietary format. The server then waits for the
appropriate response from the cellular device as
received from the client program. If the phone book
information is in a valid format, it may then be
converted into a more general format, for example that
shown in table 10 below. Write phone book: This
service is only applicable if a phone book has been
read and needs to be written somewhere. If the phone
book can be converted to the connected device's
proprietary format then it is so converted. Then the
phone book is written into the next device by sending
the appropriate commands in data packets which, when
written into the interface to which the cellular
device is connected, affect a pbxone book change.
Table 10 - Phonebook formatIt is expected that during
the life of this patent many relevant cellular
communication devices, cellular networks, network
protocols and systems will be developed and the scope
of the terms herein, particularly of the term
"cellular device", is intended to include all such new
technologies apriori. It is appreciated that certain
features of the invention, which are, for clarity,
described in the context of separate embodiments, may
also be provided in combination in a single
embodiment. Conversely, various features of the
invention, which are, for brevity, described in the
context of a single embodiment, may also be provided
separately or in any suitable subcombination. Although
the invention has been described in conjunction with
specific embodiments thereof, it is evident that many
alternatives, modifications and variations will be
apparent to those skilled in the art. Accordingly, it
is intended to embrace all such alternatives,
modifications and variations that fall within the
spirit and broad scope of the appended claims. All
publications, patents and patent applications
mentioned in this specification are herein
incorporated in their entirety by reference 



into the specification, to the same extent as if each
individual publication, patent or patent application
was specifically and individually indicated to be
incorporated herein by reference. In addition,
citation or identification of any reference in this
application shall not be construed as an admission
that such reference is available as prior art to the
present invention.WHAT IS CLAIMED IS: 1. A cellular
communication device having an access mode for
allowing reading and writing of data to change
settings on said cellular communication device, said
device being configured with an access restrictor to
restrict use of said access mode in accordance with a
device unique security setting. 2. The cellular
communication device of claim 1, wherein said device
unique security setting is comprised physically on
said device. 3. The cellular communication device of
claim 1, wherein said device unique security setting
is a software setting. 4. The cellular communication
device of claim 1, wherein said device unique security
setting is a coding configuration for data read or
data write instructions. 5. The cellular communication
device of claim 1, wherein said device unique security
setting is a dynamic password. 6. The cellular
communication device of claim 5, wherein said dynamic
password is a one-time password. 7. The cellular
communication device of claim 1, wherein said device
unique security setting is constructed using at least
one device specific data item and at least one random
data item. 8. The cellular communication device of
claim 7, wherein said device unique security setting
is constructed using two device specific data items
and two random data items. 9. The cellular
communication device of claim 1, wherein said device
unique security setting is dynamically changed over a
series of data access mode operations.10. The cellular
communication device of claim 1, wherein said device
unique security setting is accessible only via a
predetermined communication protocol. 11. The cellular
communication device of claim 10, wherein said
predetermined communication protocol comprises a
specified sequence of communication packets. 12. The
cellular communication device of claim 10, wherein
said predetermined communication protocol comprises a
specified structure of communication packets. 13. The
cellular communication device of claim 10, being in
physical association with a client program for
managing said predetermined communication protocol.
14. The cellular communication device of claim 13,
wherein said client program is configured to set said
cellular communication device into said data access
mode for accessing of data when it is satisfied that
said device unique security setting is correct. 15. A
cellular communication device having a data access
mode for allowing reading and writing of data to
change settings on said cellular communication device,
said device being configured to restrict entry into
said data access mode to an active connection
involving a predetermined secure server. 16. A
cellular communication device according to claim 15,
wherein said active connection is identifiable via a
device unique security setting . 17. The cellular
communication device of claim 16, wherein said device 



unique security setting is a coding configuration for
data read or data write instructions.18. The cellular
communication device of claim 16, wherein said device
unique security setting is a dynamic password. 19. The
cellular communication device of claim 18, wherein
said dynamic password is a one-time password. 20. The
cellular communication device of claim 16, wherein
said device unique security setting is constructed
using at least one device specific data item and at
least one random data item. 21. The cellular
communication device of claim 20, wherein said device
unique security setting is constructed using two
device specific data items and two random data items.
22. The cellular communication device of claim 16,
wherein said device unique security setting is
dynamically changed over a series of data access mode
operations. 23. The cellular communication device of
claim 15, wherein said device unique security setting
is accessible only via a predetermined communication
protocol. 24. The cellular communication device of
claim 23, wherein said predetermined communication
protocol comprises a specified sequence of
communication packets. 25. The cellular communication
device of claim 23, wherein said predetermined
communication protocol comprises a specified structure
of communication packets. 26. The cellular
communication device of claim 23, being in association
with a client program for managing said predetermined
communication protocol.27. The cellular communication
device of claim 26, wherein said client program is
configured to set said cellular communication device
into said data access mode when it is satisfied that
said device unique security setting is correct. 28.
The cellular communication device of claim 26, wherein
said client program is configured to check regularly
using said protocol that said connection is active,
and to disable said data access mode when said
connection is not active. 29. A server for supporting
data configuration operations at cellular
communication devices connecting remotely via a
network, the server comprising a database of unique
secure data regarding said cellular communication
devices and mode access functionality for using said
unique secure data to generate device specific data
mode entry commands required at said cellular
communication devices, to permit entry into data mode
at said cellular communication devices. 30. The server
of claim 29, wherein said unique secure data seeds a
device unique security setting. 31. The server of
claim 30, wherein said device unique security setting
is a coding configuration for data mode entry, data
read or data write instructions. 32. The server of
claim 30, wherein said device unique security setting
is a dynamic password. 33. The server of claim 32,
wherein said dynamic password is a one-time password.
34. The server of claim 30, wherein said device unique
security setting is constructed using at least one
device specific data item and at least one random data
item.35. The server of claim 34, wherein said device
unique security setting is constructed using two
device specific data items and two random data items.
36. The server of claim 30, wherein said device unique
security setting is dynamically changed over a series
of data mode operations. 37. The server of claim 29,
wherein said device specific data mode entry 



command is accessible only via a predetermined
communication protocol. 38. The server of claim 37,
wherein said predetermined communication protocol
comprises a specified sequence of communication
packets. 39. The server of claim 37, wherein said
predetermined communication protocol comprises a
specified structure of communication packets. 40. The
server of claim 37, being in association with a client
program for managing said predetermined communication
protocol. 41. The server of claim 40, wherein said
client program is configured to set said cellular
communication device into said data mode when it is
satisfied that said device specific data mode entry
setting is correct. 42. The server of claim 40,
wherein said client program is configured to set said
cellular communication device to disable said data
mode when it appears that a connection with said
server is not active. 43. A method of restricting
access to a reconfiguration mode of each one of a
plurality of cellular communication devices, the
method comprising: holding device dependent
information of each of said plurality of cellular
communication devices, using said device dependent
information to create device unique security settings
for said plurality of devices, and :configuring said
plurality of devices such that a respective device
unique security setting is required to support said
reconfiguration mode. 44. The method of claim 43,
wherein said device dependent information seeds said
device unique security setting. 45. The method of
claim 44, wherein said unique security setting is a
coding configuration for data read or data write
instructions of said configuration mode. 46. The
method of claim 44, wherein said unique security
setting is a dynamic password. 47. The method of claim
46, wherein said dynamic password is a one-time
password. 48. The method of claim 44, wherein said
device unique security setting is constructed using at
least one device specific data item and at least one
random data item. 49. The method of claim 44, wherein
said device unique security setting is constructed
using two device specific data items and two random
data items. 50. The method of claim 44, wherein said
device unique security setting is dynamically changed
over a series of data mode operations. 51. A cellular
communication device capable of communication with an
external source for configuration of said cellular
communication device, said cellular communication
device comprising a configuration enabler for enabling
or disabling said communication in accordance with a
device unique security setting. 52. The cellular
communication device of claim 51, wherein said device
unique security setting is comprised physically on
said device.53. The cellular communication device of
claim 51, wherein said device unique security setting
is a software setting. 


