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(57) Abstract: Provided is a method, a computer program product, and a system for pro-
viding perfect forward secrecy in virtual machines. The method includes receiving a secure
memory allocation function from an application, including a connection secret to be stored
in memory. The method further includes allocating memory for the connection secret ac-
cording to the memory size parameter and storing an entry relating to the connection secret
in a secure database. The memory information includes a memory location and a memory
size of the memory. The method also includes monitoring an operation state relating to the
virtual machine. The method further includes receiving, from the application, a secure deal-
location function relating to the connection secret and retrieving the memory information
from the secure database. The method also includes deleting the connection from the mem-
ory and sanitizing the memory location logged by the memory information.

[Continued on next page]



WO 20217180812 A1 | [} 10V HIDE 00000 O 0T

TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SL SK, SM,
TR), OAPI (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, GW,
KM, ML, MR, NE, SN, TD, TG).

Published:
—  with international search report (Art. 21(3))



