IC CARD, INFORMATION PROCESSING METHOD, COMPUTER
READABLE RECORDING MEDIUM AND PROGRAM

CROSS-REFERENCE TO RELATED APPLICATION(S)
[0001] This application is based upon and claims the benefit of priority
from the prior Japanese Patent Application No. 2013-193550, filed on

September 18, 2013, the entire contents of which are incorporated herein by

reference.

FIELD
[0002] An embodiment of the invention relates to an IC card, an information

processing method, a computer readable recording medium and a program.

BACKGROUND
[0003] In recent years, in every country in the world, the IC card has spread
splendidly. ‘The IC card is used in various fields as an ID card, such as an
employee ID card, a membership card, an insurance card and so on, for
example, in addition to a credit card, a commuter pass, a passport, a driver's
license, and a settlement of other commercial transaction. The IC card
includes an IC (integrated circuit) chip that has a nonvolatile data méemory
and a control element such as a CPU and the like.
[0004] The IC card is subjected to issue processing by an issuing device, and
thereby the IC card becomes in an issue state.
[0005] As for the issuing device, its setting is changed for every product (IC
card) from which file structure differs, and the issuing device performs

different issue processing to those different products. That is, in an IC card
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issuing company that manages an issuing device, a work to change the
setting for every product from which the file structure differs is required, and
the work is a burden for the IC card issuing company. On the other hand, in
an IC card manufacturing company that manufactures the IC cards, there
arises a labor to prepare an issue manual etc. for every IC card from which
the file structure differs. Moreover, the issue manual in a language of each

country is needed because the IC card is issued in every country in the world,

BRIEF DESCRIPTION OF THE DRAWINGS
[0006] Fig. 1 is a block diagram showing a schematic structure of an IC card
system (in an another ﬁame, a smart card system) concerning an
embodiment, |

Fig. 2 is a block diagram showing a schematic structure of a
reader-writer concerning the embodiment.

Fig. 3 is a block diagram showing a schematic structure of an IC card

concerning the embodiment.
Fig. 4 is a flow chart that summarized transmission and reception of the
command between a terminal and an IC card, about mutual authentication
and the first half of issue processing in the IC card system concerning the
embodiment.

Fig. 5 is a flow chart that summarized the mutual authentication and
the issue processing in the IC card system concerning the embodiment
focusing on the IC card.

Fig, 6 is a flow chart that summarized transmission and reception of
the information between the terminal and the IC card, about the mutual

authentication and the issue processing in the IC card system concerning the
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embodiment.

Fig. 7 is a flow chart that summarized processing of the IC card about
issue processing including the identification processing etc. of an issue
command in the IC card system concerning the embodiment.

Fig. 8 shows an example of information that shows an internal
structure of a file transmitted and received by the IC card system concerning
the embodiment,

Fig. 9 shows an example of information that shows the internal
structure of the file transmitted and received by the IC card system
concerning the embodiment.

Fig. 10 shows an example of a table held by the IC card concerning
the embodiment.

Fig. 11 is a flow chart summarized focusing on processing
corresponding to a response of the terminal in the IC card system concerning

the embodiment.

Fig. 12 shows an example of a database referred to by the terminal in

the IC card system concerning the embodiment.

DETAILED EMBODIMENT
[0007] According to an embodiment, an IC card includes an IC module and a
substrate in which the IC module is buried. The IC module includes a
memory section and a control section. The memory section stores
information showing a file structure. The control section receives a first
command, transmits a first response containing information showing a file
structure in response to reception of the first command, receives a second

command which is transmitted in response to the fixst response and which
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includes a first data searched from the information showing the file
structure, and set up the first to the IC module itself in response to reception
of the second data command. The IC card having the above-mentioned
structure, can simplify issue processing.

[0008] Hereinafter, an embodiment is explained with reference to the
drawings.

[0009] Fig. 1 is a block diagram showing a schematic structure of an IC card
system concerning the embodiment. As shown in Fig. 1, the IC card system
includes a terminal 1 (issuing device) and an IC card 2 (portable electronic
device). The terminal 1 inéludes a control section 11, a display 12, a
keyboard 13, and a reader-writer 14. The terminal is capable of
communicating with the IC card 2, and the terminal 1 transmits data to the
IC card 2, and receives data from the IC card 2. The terminal 1 transmits
an issue command to the IC card 2, performs issue processing to the IC card,
and makes the IC card be in an issue state, for example,

[0010] The control section 11 is capable of performing a plurality of
applications alternatively. The display 12 displays a result of
communication with the IC card 2, a result of authentication with the IC
card 2, etc, The keyboard 13 inputs a character, a number, etc. to the
control section 11. The reader-writer communicates with the IC card 2.
[0011] In addition, the IC card 2 may be any of a contact type card, a
noncontact type caxd (wireless card), and a combination type card that
supports both the noncontact type and the contact type.

- [0012] Fig. 2 is a block diagram showing a schematic structure of the
reader-writer concerning the embodiment. As shown in Fig. 2, the

reader-writer 14 includes a communication I/F 142, a CPU 143, a data
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memory (nonvolatile memory) 144, an RAM 145, and an ROM 146. The
CPU143 controls transmission of a command ete. to the IC card 2, detects a
response from the IC card 2, and further controls transmission of a command
etc. to the IC cai‘d 2 based on the response from IC card 2,

[0013] Fig. 3 is a block diagram showing a schematic structure of the IC
card concerning the embodiment. As shown in Fig. 3, the IC card 2 includes
a plastic card (substrate) 2a and an IC module (IC chip) 20, for example.
" The. IC module 20 has a communication I/F 201, a CPU 204, a data memory
(nonvolatile memory, such as EEPROM, FRAM, FLASH) 205, an RAM 206,
and an ROM 207. In addition, although the IC card 2 described above is
explained as an example of a portable electronic device, the embodiment ig
not limited to this. The portable electronic device may be an SIM-shaped IC
card, for example.

[0014] The RAM 206 performs as a working memory, The ROM 207 holds
IC card programs executed by the CPU 204. The CPU 204 operates based
on the IC card programs etc. that are stored in the ROM 207. Moreover, the
CPU 204 reads data stored in the data memory 205 or the RAM 206, and
writes data to the data memory 205 or the RAM 206. Furthermore, the
CPU 204 interprets and executes the command (the command transmitted
from the terminal 1) received via the communication I/F 201, and controls
reply of a command execution result to the terminal 1 via the communication
I/F 201.

[0015] The data memory 205 stores a Main File (which is abbreviated as a
MF), a plurality of Dedicated Files (which are abbreviated as DFs) belong to
the MF, and an Elementary File (which is abbreviated as an EF) belong to
each Dedicated File, for example. The MF is a DF located in the top level,

5



one or more of DFs belong to the MF, and one or more of EFs belong to each
DF. One or more data objects are stored in these MF, DF and EF. The data
object is structured by kind information (tag value) that shows classification
of a value field, data length information (length) that shows a data length of
the value field, and the value field (value).

[0016] Next, an outline of issue processing is explained,

[0017] The CPU 204 etc. of the IC card 2 performs the issue processing
(transmission of a response and change for the present state of the IC card 2
from an issue state to an issue completion state) explained by this
embodiment. Moreover, the control section 11, the reader-writer 14, etc. of
the terminal 1 perform the issue processing (transmission of a command, a
search of data, etc.) explained by this embodiment.

[0018] In the issue processing, the reader-writer 14 of the terminal 1

transmits an issue command (an identifier = OxFFFF is included, for
example) to the IC card 2. The issue command is a command used in order
to set personal information and data for internal control to the IC card. The
IC card 2 has a mechanism that replies a response data when it receives the
issue command and detects the 1dentifier = OxFFFF. This response data is
data that controls the terminal 1. Moreover, this response data includes
information that shows the file structure of the IC card 2, for example.
Upon receiving the response data, the terminal 1 performs the issue
processing based on the information that shows the file structure of the IC
card 2. That is, the terminal 1 performs the issue processing based on a
setting according to the file structure of the IC card 2. Thereby, the

terminal 1 can issue an IC card according to the file structure for every

product (IC card) easily.



[0019] Here, issuing shall be completed by setting data required for the
issue, such as the personal information, the data for internal control, ete. to
the IC card 2.

[0020] Fig. 4 is a flow chart that summarized transmission and reception of
the command between the terminal 1 and the IC card 2, about mutual
authentication and the first half of issue processing. Fig. 5 is a flow chart
summarized focusing on the IC card 2 about mutual authentication and
issue processing.

[0021] As shown in Fig. 4 and Fig. 5, the IC card 2 and the terminal 1
exchange information by the command and the response. First, the IC card
2 starts (ST101). The terminal 1 transmits a command CO01 for mutual
authentication to the IC card 2, and the IC card 2 receives the command C01
for mutual authentication (ST102) and transmits data for mutual
authentication to the terminal 1 (ST'103), for example, The terminal 1
transmits a command C02 for mutual authentication to the IC card 2 in
response to this, and the IC card‘z receives the command C02 for mutual
authentication (ST104) and transmits a mutual authentication result to the
terminal 1 (ST105). The terminal 1 transmits an issue command C1 to the
IC card 2 in response to this, and the IC card 2 receives the issue command
C1 (ST106) and transmits information that shows file structure of the IC
card to the texminal 1 (ST107).

{0022] As mentioned above, the IC card 2 and the terminal 1 check mutual
justification with the command CO1 for mutual authentication, and the
command CO2 for mutual authentication, This method uses a ge‘nerally
known method like EMV Card Personalization Specification v.1.1 2007 (a

common issue specification of a credit industry standard), for example.
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Then, when the terminal 1 transmits thé issue command C1 to the IC card 2,
the IC card 2 transmits the information that shows the file structure to the
terminél il.

[0023] The information showing the file structure may be data (shown in Fig.
8, for example) in which Tags (identification information, abbreviated as "T")
and Lengths (Iength, abbreviated as "L") of a series of data set up later are
gathered, or may be a Tag of data set up next, for example. The terminal 1
changes a system of data that is transmitted after this according to the
information that shov&s this file structure.

[0024] According to the information that shows the file structure, the
terminal 1 issues an issue command C2-1, and the IC card 2 receives the
issue command C2-1 (ST111) and sets data specified by the issue command
,CZ-l inside the IC card (8T112), for example. Then, the terminal 1 issues
- an issue command C2-2, and the IC card 2 receives the issue command C2-2
(ST118) and sets data specified by the issue command C2-2 inside the IC
card (ST114). Finally, the terminal 1 issues a final issue command C2-n,
and the IC card 2 receives the issue command C2-n (ST115), sets data
specified by the issue command C2-n inside the card (ST116), and changes a
- phase into an operation phase (issue completion state) from an issue phase
(issue state) (ST130). Thereby, the IC card 2 sets a plurality of data inside
the card.

[0025]) Or, according to the information .(a second information) that shows
the file structure, the terminal 1 issues a issue command C3-1, and the IC
card 2 receives the issue command C3-1 (ST121) and sets data specified by
the issue command C3-1 inside the IC card (ST122). Then, the terminal 1

issues an issue command C3-2, and the IC card 2 receives the issue
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command C8-2 (ST123) and sets data specified by the issue command C3-2
inside the IC card (ST124). Finally, the terminal 1 issues a final issue
command C38-n, and the IC card 2 receives the issue command C3-n (ST125),
sets data specified by the issue command C38-n inside the card (ST126), and
changes a phase into the operation phase (issue completion state) from an
issue phase (issue state) (ST130). Thereby, the IC card 2 sets a plurality of
data inside the card.

[0026] Thereby, the terminal 1 can set up the data to the product (IC card)
according to the file structure for every product (IC card) by setting (storing)
the information that shows the file structure to the IC card beforehand.
The above explanation shows an example in which the data are set to two
. kinds of products.

[0027] The A Company sets up the information that shows the file structure
to the IC card 2, and ships the IC card 2 to the B Company that manages and
-operates the terminal 1, for example. The B Company performs the issue
processing to the received IC card 2 by the terminal 1. When the terminal 1
transmits the issue command to the IC card 2, the terminal 1 can receive the
information that shows the file structure from the IC card 2. The terminal
1 can set up thé data corresponding to the IC card 2 to the terminal 1 itself
by checking the file structure automatically based on this information.
Thereby, it becomes unnecessary to perform an original setting to the
terminal 1 side for every product (the IC card 2) from which the file structure
differs. In addition, the control section 11 of the terminal 1 can analyze the
information that shows the file structure transmitted from the IC card 2,
[0028] Next, with reference to Fig. 6 and Fig. 7, the above-mentioned issue

processing is explained in more detail.
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[0029] The terminal 1 transmits a command that chooses application to the
IC cgrd 2, and when the IC card 2 succeeds in selection of the application, the
IC card 2 replies to the terminal 1 a status word SW1 that shows the success
in selection. Inresponse to this, the texrminal 1 transmits the command C01
for mutual authentication to the IC card 2, and the IC card 2 transmits data
for mutual authentication and a status word SW2 that shows the success in
mutual authentication to the terminal 1. In response to this, the terminal 1
transmits the command CO02 for mutual authentication to the IC card 2, and
the IC card 2 transmits a status word SW3 that shows a result of mutual
authentication to the terminal 1. |

[0030] The terminal 1 sets data to a data portion of the issue command in a
format shown in Fig. 9, and transmits the issue command C1 (for example,
an identifier = OxFFFF is included) to the IC card 2, for example. The IC
card 2 receives the issue command Ci, and transmits a response including
the information that shows the internal structure of the file shown in Fig. 8
to the terminal 1.

[0031] The terminal 1 sets data corresponding to an identifier ID1 to the
data portion of the issue command C2-1 in a format shown in Fig. 9, and
"transmits the issue command C2-1 to the IC card 2, The IC card 2 receives
the issue command C2-1, and replies a status word SW4 that shows the
success in setting to the terminal 1.

[0032] The terminal 1 sets data corresponding to an identifier ID2 to the
data-portion of the issue command C2-2 in fhe format shown in Fig. 9, and
transmits the issue command C2-2 to the IC card 2, The IC card 2 receives
the issue command C2-2, and replies a status word SW5 that shows the

success in setting to the terminal 1.
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[0033] Repeating the above, the terminal 1 sets data corresponding to an
identifier IDN to the data portion of an issue command C2-n in the format
shown in Fig. 9, and transmits the issue command C2-n to the IC card 2,
The IC card 2 receives the issue command C2-n, and replies a status ;e\rord
SW6 that shéws the success in setting to the terminal 1,

[0034] The information showing the file structure inside the IC card may be
~ data (shown in Fig. 8, for example) in which the identifiers and the lengths of
data corresponding to the identifiers of a series of data set up later are
connected, or may be an identifier and a length of data corresponding to the
identifier of data set up next (shown in Fig. 9, for example), for example.
[0035] The case where the data in which the identifiers and the lengths of
data corresponding to the identifiers of a series of data are connected, as
shown in Fig. 8, is veplied to the terminal 1 is explained.

[0036] The terminal 1 sets data to the data portion of the issue command C1
in the format shown in Fig. 9, and transmits the issue command C1 to the IC
card 2. In that case, an identifier that is set to the data portion is OxFFFF,
for example. As shown in Fig.‘ 7, the IC card 2 confirms that the identifier of
the data portion of the issue command is OxFFFF (ST201, YES), and then the
- IC card 2 searches an EF in which the data showing the internal file
structure of the IC card 2 is set (ST202). When an target EF exists (ST203,
YES), the IC card 2 connects data in the format shown in Fig. 8 set to the EF
and a status word SW which shows the success, and transmits the connected
data to the terminal 1 (ST205).

[0037] After this, the terminal 1 transmits an issue command according to
the data of the internal file structure of the IC card 2 shown in this Fig. 8.

The terminal 1 sets data corresponding to an identifier 1 to the data portion

11



of the issue command in the format shown in Fig. 9, and transmits the i1ssue
command. As showﬁ in Fig. 7, the IC card 2 searches an EF corresponding
to this identifier and an offset from the head of the EF according to Fig. 10
(ST211), and sets data corresponding to the identifier 1 to the EF
corresponding to the identifier 1 (ST212, YES), (ST214).
[0038] Moreover, next, the terminal 1 sets data corresponding to an
identifier 2 to the data portion of the issue command in the format shown in
Fig. 9, and transmits the issue command. The IC card 2 searches an EF
corresponding to this identifier and an offset from the head of the EF
according to Fig. 10 (ST211), and sets data corresponding to the identifier 2
to the EF corresponding to the identifier 2 (ST212, YES), (ST214).
[0039] After this, the terminal 1 and the IC card 2 repeat and perform the
above-mentioned processing, and eventually set data gorresponding to the
identifier n to an offset specified of the EF corresponding to the identifier n.
[0040] At this time, the IC card 2 checks whether all the identifiers that
'exist in Fig. 10 have been set up as shown in Fig. 7 (ST215). When all
identifiers are set up (ST215, YES), the IC card 2 connects the identifier that
shows that issue is completed and the status word SW that shows the
. success, and transmits the connected data to the terminal (ST217).
[0041] When the terminal 1 receives the identifier showing that issue is
completed, the terminal 1 transmits the issue command showing that a
command is a final issue command to the IC card 2, in order to complete the
1ssue,
[0042] When the IC card 2 receives the issue command showing that the
command is the final issue command, the IC card 2 changes (updates) the

application into the issue completion state from the issue state, and after
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this the IC card 2 shifts to a state of replying an error SW when receiving the
issue command.

[0043] Thus, there is provided a system in which the IC card 2 replies a
response data to the issue command used in order to set up the personal
information or the data for internal control to the IC card 2, and in which the
terminal 1 (an issuing machine) changes the processing according to the
response data.

- [0044] By this means, in the IC card system, the issue corresponding to the
ﬁle structure inside the IC card for every product (the IC card 2) is attained,
and discriminatién of two or more products is attained and the issue process
of the IC card can be increased in efﬁcieAncy.

[0045] Fig. 11 is a flow chart summarized focusing on processing
corresponding to a response in the terminal side in the IC card system
concerning the embodiment.

[0046] As explained above, the terminal 1 sets the data to a data portion of
the iésue command in a format shown in Fig., 9, and transmits the issue
command C1 (for example, an identifier = OxFFFF is included) to the I1C card
2. The IC card 2 receives the issue command C1, and transmits a response
including information (T1, L1, T2, L2, T3, L3 ..., for example) which shows
the internal structure of the file shown in Fig. 8 to the terminal 1.

[0047] The terminal 1 receives the response including the information (T,
L1, T2, L2, T8, L3 ..., for example) which shows the internal structure of the
file, and searches data corresponding to T1 (identification information) with
reference to a database of the terminal 1 side shown in Fig. 12 based on the
information that shows the internal structure of the file, and transmits the

issue command containing T1, L1 and Datal to the IC card 2. The IC card 2
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receives the issue command containing T1, L1 and Datal, sets Datal
contained in the issue command to a predetermined EF with reference to the
table shown in Fig. 10 based on T1 contained in the issue command, and
replies the status word SW that shows normality, Similarly, the terminal 1
searches data corresponding to T2 with reference to the database of the
terminal 1 side shown in Fig. 9 based on the information which shows the
internal structure of the file, and transmits the issue command containing
T2, L2 and Data 2 to the IC card 2. The IC card 2 receives the issue
command containing T2, L2 and DataZ2, sets Data2 contained in the issue
command to a predetermined EF with reference to the table shown in Fig. 10
based on T2 contained in the issue command, and replies the status word SW
that shows normality.

[0048] In addition, the above-mentioned processing (the issue processing) is
realizable by performing software. Accordingly, a program that performs
the procedure of the above-mentioned processing and the database shown in
Fig. 12 are stored in a computer readable recording medium. Then, this
program is installed to a usual computer through this recording medium.
The computer executes this program and thereby the above'mentioned
processing is realized.

[0049] The terminal 1 downloads the above-mentioned program (and the
database), stores the downloaded program, and thereby can complete
installation of the program, for example. Thereby, the terminal 1
equivalent to the above-mentioned computer can realize the
above-mentioned processing easily based on the installed above-mentioned

program.

[0050] Moreover, the terminal 1 can read the above-mentioned program
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from the computer readable recoding medium, can store the read program,
and can complete installation of the program.

[0051] Hereinafter, the embodiment is summarized,

[0052] 1) The IC card of the embodiment is an IC card that can execute a
- command instructed from the outside. The IC card of the embodiment can
reply the data by which the file structure inside the IC card can be identified,
in response to a received command, as the response data.

[0058] 2) The data by which the file structure inside the IC card can be
identified is the data in which a piurality of identifiers and lengths of data
corresponding to the identifiers for a series of data are connected.

[0054] 3) The data by which the file structure inside the IC card can be
identified is an identifier of data that is set up immediately behind a length
and the length of data corresponding to the identifier.

[0055] 4) When the IC card receives an issue command for setting up the
personal information and the data for internal control of the IC card, the IC
card checks that data that needs setting up has been issued, and can reply a
special identifier showing the result as a response data.

[0056] 5) In order to reply the data by which the file structure inside the
IC card can be identified as the response data, a command that the IC card
receives is the issue command for identifying the personal information and
the data for the internal control of the IC card.

[0057] 6) The terminal of the embodiment is a terminal that can execute the
command instructed from the outside. When the terminal receives the data
by which the file structure insidé the IC card can be identified as the
response data, the terminal can analyze the data, can set the personal

information and the data for the internal control of the IC card which
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correspond the data to the data portion of the issue command for setting
them up, and can transmit the issue command to the IC card

[0058] As mentioned above, the embodiment has following effective
advantage.

[0059] The IC card used for a credit card covers various kinds of IC cards
from a high performance product to a low performance product (some
function of cipher is not supported, for example), and there is a plurality of
" products.

[0060] According to the embodiment, the issue data which is needed for each
product (the IC card 2) can be identified at a issue machine (the terminal 2)
side. Since the issue machine can identify a plurality of products, the issue
machine can increase the efficiency of the issue process of the IC card.

[0061] While an embodiment has been described, the embodiment has been
presented by way of example only, and is not intended to limit the scope of
the inventions. Indeed, the novel embodiment described herein may be
embodied in a variety of other forms; furthermore, various omissions,
substitutions and changes in the form of the embodiment described herein
may be made without departing from the spirit of the inventions. The
accompanying claims and their equivalents are intended to cover such a form

or modifications as would fall within the scope and spirit of the inventions,
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WHAT IS CLAIMED IS:

1. An IC card, comprising:

an IC module; and

a substrate in which the IC module is buried;

wherein the IC module includes

a memory section to store, beforehand, information showing a file structure, the
information including identification information and lengths of a series of data to be set
up; and

a control section to

receive a first command,

transmit a first response containing information showing a file structure
including a first identification information and a first length in response to reception of
the first command,

receive a second command which is transmitted in response to the first
response, and which includes the first identification information and a first data
corresponding to the first identification information,

search an Elementary file corresponding to the first identification information
using a table stored in the IC module, and

set up the first data corresponding to the first identification information in the

Elementary file corresponding to the first identification information.

2. The IC card according to claim 1, wherein the control section sets up the first

data and change a present state into an issue completion state.
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3. The IC card according to claim 1, wherein the control section

transmits the first response containing information showing the file structure
which contains the first identification information, the first length, a second
identification information and a second length,

receives the second command containing the first identification information
and the first data corresponding to the first identification information, and

receives a third command containing the second identification information and

the second data corresponding to the second identification information.

4. The IC card according to claim 3, wherein the control section

sets up the first data contained in the second command based on the first
identification information contained in the second command, and

sets up the second data contained in the third command based on the second

identification information contained in the third command.

5. The IC card according to claim 4, wherein the control section sets up the

second data and changes a present state into an issue completion state.

6. An information processing method to be executed by an IC card which stores
beforehand information showing a file structure, the information including identification
information and lengths of a series of data to be set up, the method comprising:

receiving a first command,
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transmitting a first response containing information showing a file structure
including a first identification information and a first length in response to reception of
the first command;

receiving a second command which is transmitted in response to the first
response, and which includes the first identification information and a first data
corresponding to the first identification information;

searching an Elementary file corresponding to the first identification
information using a table stored in the IC module, and

setting up the first data corresponding to the first identification information in

the Elementary file corresponding to the first identification information.

7. A computer readable recording medium which stores a program that makes a
computer perform process comprising steps of:

transmitting a first command to an IC card which stores beforehand
information showing a file structure, the information including identification
information and lengths of a series of data to be set up;

receiving a first response containing information showing a file structure
including a first identification information and a first length in response to transmission
of the first command;

searching a first data corresponding to the first identification information based
on the information showing the file structure;

transmitting a second command containing the first data.

8. A program which makes a computer perform process comprising steps of:
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transmitting a first command to an IC card which stores beforehand
information showing a file structure, the information including identification

information and lengths of a series of data to be set up;

receiving a first response containing information showing a file structure
including a first identification information and a first length in response to transmission

of the first command,;

searching a first data corresponding to the first identification information based

on the information showing the file structure;

transmitting a second command containing the first data.
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