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(54) MULTIPROCESSOR SYSTEM 

· (71) We, TANDEM COMPUTERS INCORPORATED, a Corporation of the Sta~·of 
· California, United States of America, of 20605 Valley Green Drive, Cupertino, California 
95014, United States of America, do hereby declare theinvention, for which we pray thafa 
patent n:i.ay be granted to us, and the method by which it is to be performed, · to be 
particularly described in and by the following statement:- . . . · · · S 

. · ·This invention relates to a multiprocessor computer system in which interconnected 

. processor modules provide multiprocessing (parallel proeessing in separate proce~s0r 

. ·mod'1~le~) an~ multiprogra~ming (interleaved pr<?cessing in one :processor .~odule).·. 
Tius mvention relates particularly to a system which can support high transactmn rates to 

large on-line data bases and in which no single component failure can stop or contalllii:J.ate 10 
the operation of the system. . . · · · · . . 

There are many applications which require on-line processing of large volumes of data at 
high transaction rates. For example, such processing is required in retail applications for 
automated point of sale, inventory and credit transactions and in financial mstitutit>ns for 
automated funds transfer and credit transactions. 15 

In computing applications of this kind ids important, and often critical, that the data 
processing not be interrupted. A failure of an on-line computer system can shut down a 
portion of the related business and can cause considerable loss of data and money . 
. · Thus, an on-line system of this kind must provide not only sufficient computing p,ower to 
permit multiple computations to be done simultaneously, but it must also provide a mode of 20 
operation which permits data processing to be continued without interruption ii:J. the event 
some component of the system fails. . · · · . 

The system should operate either in a fail-safe mode (in which no loss of throughput .·. 
occurs as a result of failure) or in a fail-soft mode (in which some slowdown occurs .blit full ·· · 
processing capabilities are maintained) in the event of a failure. - 25 

·. Furthermore, the system s~ould also operate in a way such that a failure of a single 
·component cannot contaminate the operation of the system. The system should pt<;>vide 
fault-tolerant. computing. For fault-tolerant computing all errors and failures jn the system 
should either be corrected automatically, or if the failure or error cannot be corrected 
automatically, it should be detected, or if it cannotbe detected; it should be contained and 30 

. sJ:iould not be permitted to contaminate the rest of the system. 
··._Since !1 single pro~essor ii:lo~ule ca~ fai.l, it is obvfous that a system which will O}Jerate 
without mterrupt1on in an on-hne apphcat1on must have more than one processor module. . . 

Systems which have more than one processor modwe ·can therefore meet one of the ' ·: 
necessary conditions for non-interruptible operati<;>n. However, the use of more thall' one 35 
processor module in a system does not by itself provide all the sufficient co11ditions for 
maintaining the required processing capabilities in the event of component failure, as will 

·become more. apparent from the description to. follow. . . . .. 
. Comp~ting systems for on-~ine, hi~h volu~e, transaction. orie~ted, · co1:11puting apl'lica-

t1ons which must operate without mterrupt1011 thereforp reqmre multiprocessors· as a 40 
starting point .. But the use of multiprocessors does not ~uarantee that all of the sufficient 
conditions will be met, and fulfilling the additional sufficient conditions for on-line systems 
of this kind has presented a number. of problems in. the prior art. . 

The prior art approach to uninterrupted data processing has proceeded generally along 
two lines -- either adapting two or more large, monolithic, general purpose computers for 45 
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. · ~::b'Hitl~~~on or interconnecting a pluraHty of ntillicompu,tei-$t~provi,de m?itip~~~ss·?~. 
.. In t~e first case, ad~pting ~o large monolithic general purpo$e computers .~or joi~~ 

·.· .. Jlperation, one conventio~al Pf!Or art approach_J:ias J?ee~ to.have the tw<;> comp~ters share a .. :: 
5 · common memory. Now ID this. type of mult1process1Dg system a failure· in .the shared :~~ · ·· 
· · · meinory c:an stop the entire system. Shared memory also pre8ents a number .. of other •. , ·. 

problems including sequencing accesses to the common memory .. This system, while 
meeting some of tqe necessary conditions for uninterruptible processing, does notineet all 
of the sufficient conditions. . · . . · · · · ' 

10 Furthermore. multiprocessing· systems using large general purpose computers are quite 1'0 
expensive because each computer is constructed as a monolithic umt in which ·all 
components (including the packaging, the cooling system, etc.) must be duplicated each 
time another processor is added to the system even though many of the duplicated 
components are . not required. . . . 

15 The other prior art approach of using a plurality of minicomputers has On common with 

:A. 
~ 15 - . 

the approach of using large general purpose computer&) suffered from the drawback of 
having to adapt a . communications. link between computers that were. never originally 
constructed t<;> provide such a link. The req_uire_d links were, ~s a result., usually' made 
tqrough the mput/output channeL Connections through ' the mput/output ·channel JU'e 

20 nece~sarily slOwer than intern~ transfe~.within the processor itself, and sue?- i~terproces- 20 
sor links have therefore provided ·relatively slow mterprocessor commumcation;.. . · · ·. • 

. Furthermore, the iQterprocessor connections required special adapter cards that added 
substantially t~ the cos\ of ihe overall system and that i~troduce~ the possibility !Jf single 
component failures which could stop ·the system. Adding duaJ mterprocessor. hnks and 

25 adaptor cards. to avoid problems of criticillsingle components failures increased the O'Verall 25 
· · . _system ·oost eve~ m,o~e. s~bst3:ntially. · :. · · · · · . . . · .. · ·· 
· · Providing dual lin~s and adapter cards· between ~11 processo~ generally became·• very .. , 

.cumber~me and qmte complex from the standpo1Dt _of oeeration. . .· . . . 
· .. ,. Another problem of the pnorart arose out of the way ID which connections were ma:de to 

.30 ..• peripheral devices. · . · . . ··· · . ·· · .. 
· If a number of peripheral devices are connected to a single input/output. bus of one 
-processor in a mutliprocessor system and that processor fails, then the peripheral devices 
will be unavailable to the system even though the failed processor is linked through an 

30 

· interprocessor connection: to. another processor or processors· in the system. . .. ~ 
35 To avoid this problem, the prior art has provided an input/output bus switch ,for 35 

interconnecting. input/output. busses for . continued access to peripheral devices when. a 
processor associated with ~he peripheral devices on a partieular input/output bus fails. The 

. bus switches have been expensive and also have presented the possibility of . single 

. component failure whic~ could down a substantial part· of the overall system. · · 
. .40 . Providing software for the prior art multiprocessor systems has also been a ·major 40 

problem. · .· .· . · .. · ·· ..... · ,. 
Operating systems software for such rilµltiprocessing systems has tended to ·be 

nonexistent. Where software had been developed for such multiprocessor systems, it quite 
.... oft~n ~~s restructed to a srriall number of ,Processors and wa~ not adapted. for the inclµ~~on 

45 ... of ad~itional processors .. In many cases it was necessary e~ther to modify the operatmg 45 
syst~m or to put some of the operating system functions into the user's own prog~arri~--~ an 
expensiVe, ·time.:.consuming operation. · ·.. . · · . · .• . : .. 

The prior art lacked a satisfactory standard operating system for linking processo~; It 
· ... also did. _not provide· an operating·. system fot automatically accommodating add~tional 

50 processors in a. multiprocessing system constructed to accommodate the modular addition 
. of processors a:s increased computerii:J.g power Wl,ls required. . .· ·. · ~ 
. _Accordingly the present invention prQvides· a multiprocessor system in ·which s~parate . 

5~~:'<· ! 
'~4f • processor modules operate concurrently and· coope.ratively for system control and 

application processing; said multiprocessor• system comprising: ·a plurality of separate 
55 pro.cessor mo~ules, each proce~sor module comp~siilg a ~~ntral _proc~ssing unit, a separate 55 

mam read-wnte word ad<;lressable memory havmg sufficient capaeity for the, ~torage of 
·system control and applicatio_n programs and.data and ·a dedicated memory bus :connecting·'•. 
the separate main m~mory in the process9r module ~xclusively to its. associated. central 
processing unit for access t<,> said programs and data without contention with ·central 

.60 . processin~ units, in c;>ther processor modules; interprocessor b~s means se~iuate and distinct ·60 
from an mput/output system and. from a memory bus and mterconnectmg the processor 
modules for di.feet processor .module to processor module signalling and data transfer, said 
interprocessor bus means including a common shared interprocessor bus, interprocessor 
control means in each processor module for .connecting that I?rocessor module to the 

65 interprocessor bus and centralized bus controller means operatively associated with the 65 
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interprocessor bus and each interprocessor control means for determining, the priority of 
data, transfers over the interprocessor bus and for controlling transmissions over the 
interprocessor bus, 'said bus controller means including arbitration ineans ·for centrally 

5 
arbitrating the priori?' of said data transfers and bus clock generator means for controlling 
the. time sequence , o data transfer by, a processor module over the interprocessor bus; s 

'In one embodiment of the present invention every major component is modularized so 
that any major component can be removed or replaced without stopping the system. 
;Additionally, the system may also be expanded in place (either horizontally by the addition 

t-0 
, of ~tandar~ furocessor m~dules or. in most ca~e~ v~rtically by the addition· of peripheral 
devices) wit out system mterruption or modification to hardware or software. , ' ·10 

~ 
· In one specific embodiment of the present invention 16 separate processor modules are 

:-..... interci>nn~ed by an interprocessor bus for multiprocessing and multiprogramming . .In this 
•• ; 4~ ~ecific embodiment each processor module supports up to 32 device controllers, and each 

·J; ,;15 
evice controller can control up to eight peripheral devices. . . , . 
Multiple, indehendent communication paths and ports· are provided between all major . :15 

components· of t e system to insure that it is always, possible to communicate , between 
processor modules and between processor modules and peripheral devices over at least two 
paths and also to insure that a single failure will not stop system operation. '·, . · , 

'20 
· · T~ese multiple communication paths include ~ultipl~ inte~_oces~or busses intercon-
necting, each of the processor modules, multiports m ea device controller, and ·20 
input/output busses , connecting each device controller for access by at least two different 
processor modules. . · . . ; 
· Eac~ tRrocessor module in t!tis em~odime1!t is a standard ~odule and includes as part. of 

25 
the mo ule a central processmg umt, a mam memory, an mterprocessor control and an 
input/output channel. ',' . . . ' '' 25 
, ·Each processor module has a pipelined microprocessor operated by microinstructions 

included as a basic instruction set in each processor module. . ,', , '.. 
The basic instruction set in each processor module recognizes the fact that there is a,n 

30 
interprocessor commun}cations link; and when a~ additi~nalprocessor module is added t~ 

,,30 the system, the operatmg system (a copy of which resides m each processor module) 1s 
informed that a new resource is available for operation within the existing operating syst~m 
'Without the need to modify either the system hardware or' software. 
· , To increase performance and to maintain very high transaction rates each proces~or 

. 35 
·module includes a second microl?rocessor, which. is dedicated to input/output operations . 

. 35 A dual port acc~ss to the mam memory by both the central tkrocessing unit and· the 
' input/output channel permits direct memory access for the inpu output transfers to also 

increase performance. 
· Each processor module in this case is physically constructed to fit on a minimum number 

40 
of large printed circuit b?ards. Us~n~ ?nly a few boards f?r each .processor. mo~ule 

-.40 , conserves space for packagmg and m1mm1zes the length of the mterprocessor bus reqmred 
· to interconnect all of the processor modules. A relatively short interprQcessor bus 
mi11imizes the deterioration of the signals on the interprocessor bus and permits high speed 

·of comrininication over the interprocessor bus. . , , 

45 
Each interprocessor bus is a high speed, synchronous bus to minimize overhead in 

interprocessor communications and to enable the sy_stem to achieve high throughput rates. 45 
· · A separate bus controller monitors all transmissions over the bus. The bus controller 
includes processor select logic fQr determining the priority of data transfer between any two 
.processor modules over the interprocessor bus. The bus controller also includes bus control 

50 
state logic for establishing a sender-receiver pair of processor modules and a time frame for 

~ 
a transfer of information over the bus between the sender-receiver pair. .so 

:·, , Each bus controller includes a bus clock, and each central processing unit of ~~ch 

f 
·processor module has· its own separate clock. There is no master clock system subject to a 
single component failure which could stop the entire multiprocessor system. . . .. 
, Each processor module includes in this case in the interprocessor control of the processor 

55 module, a certain amount of circuitry on the printed circuit boards which is dedicated to . . ,ss 
communications over the interprocessor buses. '· · ,· 

Each interprocessor control alsQ :includes fast buffers (inqueue buffers and: an out~ueue 
buffer) which can be emptied and filled by the central processing unit without inter ering 

. 60 
with the interprocessor bus. This makes it possible to sustain a higher. data rate on, the 
interprocessor bus than could be sustained by any single pair of processors.· Several data ·60 
transfers b~tween pairs of, processor modules can, be interleaved on an apparent 
.simultaneous· :basis. · ',' · 

· · . Because in this embodiment the interprocessor bus operates asynchronously with each 

'65 
particular central processing unit, each inqueue and outqueue buffer is clocked either by 

65 

\ 
the processor module or by the bus controller, but not by both simultaneously ... 
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· Each inqueue buffer and outqueue buffer therefore has associated with it in the 
interprocessor controlsome logic tha.t operates in synchronism·with the bus clock and-other 
logi~ that op_erates i_n .synchronism. ~th the central processing .·unit ~lock. LOgic interl0c~ · 
9ualtfy certam trans1t10ns of the logic from one state. to another state to prevent loss of data 
m transfers between the asynchronous interprocessor buses and procesS()r module. . . S 

The logic is also arranged so that in the event a processor module is powering down; there 
will be no transient effect on the interprocessor buses because the processor module is 
losing control. The powering doWll of die processor module on an interprocessoi: bus. will 
therefore not diSnlpt any other interprocessor bus activity. . . . . . . . . . . ' .· 
· The bus controller and mterprocessor control of each processor module coact to pedorm .10 
all interprocessor bus management in parallel with l>rocessing ·by the . central processillg 
units so that there is no waste of processmg power. This bus management is pedormed with 
low protocol overhead in that it takes -yery fe~ interprocessor bus cycles, to. ~tablis~ .·~ ()u.s 
transfer -- what processor bus module 1s sendmg and what processor module tS rece1vmg --
relative to the amount of information actUally transmitted. . . . . . . . . . · . 15 

The processor select logic of the bus controller includes an· individual select line which 
extendS from the processor select logic to each processor. module. The select lilies are .used 
in t~ree ways_in the protocolofes~ablishin~ a sender.;rece~ver pair of processor modules aJJ,d 
a ·time frame for transfer of mformat1on over the mterprocessoi; bus between the 
sender-receiver pair. The select lines are used (1) in polling to determine which particular -~O 
processor module wants to send; (2) in receiving to inquire ofa receiver processor module 
whether the particular processor module wants to receive. and (3) in combination ·witb a 
_send· command to let the sender processor module know the time .frame for sending~ 
· The receiver processor module in this case is qualified to receive incoDJ.jng data 
unsolicited by the .receiver processor module and without. a software instruction ....... · .·25 
'.·Blocks of data between a sender-receiver pair of processor modules are. transmitted over 

the interprocessor bus in packets. At the end of each packet transfei: the interproeessor 
control of a receiver processor module logically disconnects from the interprocessor bus to . 
perm.~t t.he . bus control state logic to est~blish another se.9,uep.ce of a different semJer-
. receiver pair of processor modules and a time frame for makmg a packet transfer between · 30 
'the other pair of sender-receiver processor modules. Thus, as noted above, several. data 
block transfers between different sender-receiver pairs of processor modules can therefore 

·be interleaved on the interprocessor_bus on an apparently simultaneous basis because 9f the 
faster clock rate of the interprocessor bus as compared to the slower memory speed. of tJ;te 
processor modules. · · · . . . . ·.. .·· ; ,35 

Each processor module memory includes a separate buffer for each combination of a 
processor module and an interprocessor bus. · 

·Each memory also includes in this embodiment a bus receive table for directing incoming 
. data from an interprocessor bus to a specified location in a related buffer in the memory of a 
· receiver processor module. Each bus receive table provides a bus receive table entry.which · 40 
oontains the address where. the incoming data is to be stored ·and the number. of. \YOrds 
expected from the sender processor module. The bus receive tai)le entry is updated by 
firmware in the processor module after the receipt of each packet and is effective.with•t~e 
firmware either to provide a program interrupt when. the entire data block ~as. been 
~uccessfully received or to provide an interrupt to the. software progra~ currently executing . 45 . 
1ri the _Pr!Jcessor module m res~onse to . the detection . of !in error m th.e cotu:se of the 
transm1ss1on .of the data over the mterprocessor bus. Producmg a program mterrupt only at 
the completion of the ·data block transfer enables the transfer of data to. be µiade 
transparent to the software currently executing in the processor mo9ule. The interrupt in 
response to the detection of an error provides an integrity check on. the transmission, of : .50 
data. . · . · . · ·. · .·. · 

·· The input/output subsystem of the multiprocessor· system of the present inventiQn is ,...._.· 
constructed to insure that no single processor module failure can irripair system operatio1;1. 

In addition, the: input/output subsystem is con~tructed to handle very high transaction 
rates; tO maximize throughput, and to minimize intedereoce w:ith programs running in.the . 55 
processor modules. , 

As noted above, each processor module includes in this embodiment a mic~oprocessor 
which is dedicated to input/output operations. . . ·. . 
· · The input/output system is an interrupt driven system and provides a program interrupt 
only upon completion of the data transfer. This relieves the .central processing unit frqm 60 

·· being dedicated ·to the device while it is transferring data. . . •. · . . . .· ... 
Each input/output channel is block multiplexed to handle several.blo.cktransfers. of,data 

.from several device·controllerson an apparentsimultaneous.basis .. Thisis accomplished by 
interleaving variable length bursts of data in transfers between the input/output channel and 
stress responsive buffers in the device controllers. • · · 65 
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· As noted above, each device co~troll~r has multipo!lS, and a separate input/output bus is 
connected to each port so that each device controller is connected for access by at least two 
different processor modules. · · . . .· · ... 

·The ports of each device controller are constructed so that each port is logically and 
5 physieally independent of each other port. No component part ·of one port is also a 5 

component of another port so that no smgle component failure in one port can affe~tthe 
operation of another port. · ·•. · . , 

Each device controller inCludes logic which insures that only one port is sel~cted .for 
access at a time so that . transmitting erroneous data to one port can never coniami11at~ 

10 another port.· . .. lP 
The input/output system of this embodiment of the present invention interfaces the;: 

peripheral device8 in a failsoft manner. There are multiple paths to each particular device in 
case of a failure on one path. And a failure of the device or a failure of a processor module 
along one path does not affect the operation of a processor module on another path to. the 

<-is device. · . . , 15 
. The input/output system of this embodiment of the present invention is also constructed 

so that any type of device can be put on the system, and the input/output system will ~till 
make maximum usage of the input/output channel bandwidth. . · ... 
· · The device controllers are buffered such that all transfers between the device controllers 

20 and the input/output channel occur at the maximum channel rate. . . · . , 40 
. The device controller may transfer between it8elf and a peripheral device in bytes, but t:pe 
device controller must pack and unpack data to transfer words between itself and the 
input/output channel. . · . . . ·. 

·. Because' the buffers are l<_>cated in the. devi~ COJ!tr?llers rather !ban in the input/output 
25 channel, the present embodiment of the mvention hm1ts the buffenng to only the bu«er11:1g ·2.5 

required by a particular system configuration. The present invention does not reqµire, _a 
separate buffer for each peripheral device in order to prevent overruns, as · woµld ·be 
required if the buffers were located in the input/output channel rather than in the devi~ 
controllers as had often been the practice m the prior art. · · · · 

30 As noted above, each buffer is a stress responsive buffer and this provides two · ~O 
· advantages. . . . . . . 

. First of all, each buffer can be constructed to have an overall depth which is relate<t to· the 
· type and number of devices to be serviced. Each device controller can therefore have a 
· buffer size which is related to the kind of devices to be controlled. . · 

35 Secondly, the stress responsive buffer construction and mode of operation of the- present .. ·~5 
invention allows the buffers to cooperate without communicating with each ot):ier. This.in 

· ttirn permits optimum efficient use of· the bandwidth of the input/output·. channel. 
. · The stress placed on a particular buffer is determined by the degree of the ~II or, empty 
· condition of the buffer in combination with the direction of the transfer with respect to· the 

40 ·.· proeessor module. Stress increases ·as the ·peripheral device accesses the buffer, and stress · · 40 
·decreases as the input/output ·channel means access the buffer. . . . .. 

Each buffer has a depth which is the sum of a threshold depth and a holdoff depth. The 
thr.eshold depth is related to the time required to service higher priority device controllers, 
and the holdoff depth is related to the time required to service lower priority d~vice 

45 controllers connected to the saine input/output channel. . . 45 
,· The stress responsive buffer includes in this-case control logic for keeping .. track of ~he 
· stress placed on the buffer. The control_ logic is effective to make reconnect requests to the · 
input/output channel as the stress passes through a thi:eshold depth of the buffer. . 
. _Each buffer having a· reconnect request pending is individually connected .to ~he 

50 input/output channel in accordance with a polling scheme which resolves priority among all 50· 
the device controllers having a reconnect request pending. 

When the device controller· is connected to the input/output channel, the data is 
transferr_ed between the buffer-and the input/output channel in a burst at or nea~ memory 
~peed. · .. . . . 

55 · Thus, because the buffers transmit data .to and from the peripheral devices at the . ·· 55 
relatively slow device speed and can transmit the data to and from the processor modules at 
or near l!'emory_ speed in ~urst transfers, afld !n. response to buff er stress, the !Jurst tra_n~fers 
can be time d1v1s1on multiplexed so that md1v1dual bursts from several device. control_lers 

.. 
60 

can be interleaved to optimize efficient use of the bandwidth of the input/output channel 
and also to permit several block transfers from different device controllers to be made pn an : .60 
apparent simultaneous basis. ' .· . . . . . 

Comprehensive error checks and provision for error containment .are provided in this 
embodiment for all data transfers over the data paths of the multiproc~ssor system. 

. . The error checks include check summing and panty checks on the data paths and error · 
65 detection and correction in the main memory system. - . · · -65 
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"' The error ~hecks ~lso i0:ch1d~ time. out. limitations ~n the i~put/9utpu,t.:~h~um~l.,; .... 
~rr:or contammentls providedm th~ mput/out~ut system by an mp_ut/outp,1;1t.coµ_trpl~8:l>!c; 

havmg a tw?-word en~ry for each peripher~ device to define ~-~µffer .ar~a,-!n, ~e i;nem.o.ry 
for the particular device. controller and. device. Each two-word entry descn~es the "Quffer 

5 location in main memory and the remaining byte count len8!h ~o be .. traµsferred at ·any 5 
particul~ time for a parti~ufar data ~ransfer to. a device. The ~pput/oi,i_tptj:t control' table is 
located m each processor mstead of m the deVIce controllers to contam the results of any 
failure in· the• countword or address word to the single. processor· ~odule i.n which the 
cotintword or address word is physic~lly located. Each .oI the proc~s(;or inod~~es~that,is 

10 connected for access to common device controllers and related devices contams its own · 10 
copy of the input/output control table; The failure of a table entry in one proce8sor module 
does not affect the other processor module because the other. processor module.bas i~ o~ 
correct copy of the table entry. · · . . . . . · .. .• . .. 

The multiproces~or s~ste.m of this embodiment of the present invention inchid~ a p9w~r 
15 .supply system which distributes separate power suppbes to the processor module.s ~d 1:5 

devi~e controllers in· a. way to insure noi:i-stop. operation of the remaind~r of.·.the 
multiprocessor system m the event of fatlure of a power supply for part .ofti,e. 
multiprocessor system. · . · · . . · .·· ... . 
· Any processor module or device controller can be powered. down so that oil-lfue 

20 maiD;tenance can be eerfo~ed in a po~ered-off condition while the rest .of: the ' 20 
multiprocessor system is on-bne and functional.. .· . : .···. .. 

·The power supply system i"ndudes a-separate power supply for each processor.module 
and two separate power supplies for e~ch device controller. . . . . ·· · .. 

. .'Th.e two ~eparate power supplies are operatively associated with the device ~ntroll~r by 
25 ·a switch which permits one powersupplyto supply all of the.power for-the device contr~ller 25 

in the event of a failure of the other power supply. .. . : · . . . ·. . . 
· The power supply ·system of this embodiment of the present invention also pn:,duces a 
power failure·wamirtg signal which is effective to save the state of the logic in a proces8or 
module in the event of a failure of a power supply_ associated with that proeessor: :mod:Ule. 

:30 ·. When ·power is restored, the processor module is returned to operation in a state :that is .. ,30 
. known and without the loss. of data. . . . · · . 
: · · The· memory of· the multiprocessor system of the present invention is dividec.:J. into four 
' logical areas -- user data, system• data, user code and system code. This division of memory 
into four separate logical address areas separates code from data so tha~ code can be niade 

'35 : Iionmodifiable and also separates. operating system programs from user programs so that · .. 35 
'users cannot inadvertently destroy the operating system. · . .. . 

The m:Ultiprocessor system of this embodiment of the present invention inCltides a 
.. memory map which p~rfo~ms a nu.inber !lf funetions. . ·. . . . . ' . . .. · . · 

One function of the map 1s to provide a virtual memory system m which all code and data 
: 40 ·are inherently relocatable so that the user need not be concerned with the actual physical : :40 

location of .either system or user programs or the amount of physical.memory atta~hed"to 
'the system. ' . .· . .· ···. ' .· . '.:.: .· ·.· .. 
:. ··The map translates logical addresses to phys_ical addies~es for pages in main Jri.¢moryand 
.provides page fault interrupts for pages not m main memory. The operating sy8te~ briJ1gs 

45 pages from secondary memory (i.e., memory stored in peripheral devices) into the primary .45 
·main memory inthe processor module as required to implement a virtual memory system in 
which the physical page addresses are invisible to users and :in which logical. pil,ges:need not 
reside in contiguous physical pages and need not be in physical main memory but may be-in 
secondary memory. ·. · . . .· . . · . . .. • · . 

· 50 · The map also provides a protection function and, a memory mariagement function. : 50 
The map provides a separate. map .for each separate IogiCal area of memory. .· .·. 
This· provides protection by separating code from data and al~o by separating the,- user 

programs· from the system programs, as pointed above. . . . · • · . ·. 
. It also provides protection among users in a multiprogramming envii:'oliment becaµse. _the 

· 55 · · map which. is in effect for a particular user points only to the physical memory pages of that , 55 
user's program. This prevents one user from writing irito a program page of another. user's 

' program.- This feature of a user map therefore pro~ects, without the .rieed for protection 
= registers. one user from ~estroying another. user's. program,: . . . ·· ..... · . · · · , 

· · The map in conjunction with the operating system performs a.map._me_mory "r!lam;1gem¢nt 
60 function to reduce operating overhead in the management of the mein~ry syste111 by (1) . ·60 

making pages available from secondary memory, (2) keeping track offreqtiency·of.µse of 
physical pages in primary memory, (3) reducing virtual nie111ory page_ inp:Ut/putput 
transfers, and (4) reducing ·interrupts to the operating syst~m. The way tblit the .map 
accomplishes these functions provides :an · efficierjt. virtual rnem_ory system: . . · . · 

· 65 The number of pages available in physical main ~emory i.s l.imited .. ~hysic.al P8:ges iµust : .65 

•• t '· . . '· 
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therefore sometimes be brought into physical main memory from secondary .memory, 
· ·One important aspect of efficient memory management is to keep track of what pages in 

physical main memory are being used frequently enough so as to need to be retained in 
physical main memory. . · · . · · · . . . . . .. · · 

Another important aspect is to know whether any particular pages in physical· main 5 
·~emory can be written over (overlaid) without having to be first swapped out to secondary 
storage.· · · · .· . : , 

· · The map includes in this embodiment history bits as a part of the map entry for each 
page.-These history bits (which are physically in the map entry) give a histogram of usage of 
. the give!' p~ysical page over a period of ti~e. And~ in the present inventio~, the his!ory bits · ·10 
·are penod1cally updated by hardware without the need for program mtervention . 

. Each niap entry also includes a "dirty bit" for indicating whether a particular page: bas 
been Written into since it was last brought in from secondary storage. · · · · 
. The map therefore includes in the map itself inforination which permits the memory 

manager to determine whether a particular page in physical main memory is a good 15 
candidate for being overlaid (when it is necessary to bring a page in from secondary storage 
arid no empty page or code page in physical main memory is available for an overlay) and to 

. det~rmine also, if an overlay is required, whether or not it is necessary to swap the overlai.d 
page out to secondary storage before the page can be overlaid. Sinee copies of all non-dirty 
pages are ~ept in ~eco~dary storage, no swap is .req_uired if the dirty bit ~s not on. 20 

The map 1~ contamed m a part of the memory which 1s separate from the· mam memory. 
Each map is constructed to provide significantly faster access than the access to pl::tysical 
mah~ memory so that the map can be rewritten in the time that a physical memory aceess is 
being accomplished. The rewriting of the map therefore does not increase memory cycle 
time.· ·. · · · · · · ·. .·; .. 25 

A,s noted above, the memory includes dual port access for the central processing unit .~d 
tile . input/output channel. The input/output channel can therefore access the memory 
·directly, Without having to go through the central processing unit, for data transfers to ·and 
from a !ievice controller. Central processing unit accesses to memory and input/output 
channel accesses to memory can therefore be interleaved in time. · . , .-30 
· All data transfers to and from memory by the input/output channel are made by way of 
the system data map. The system data map adds additional bits in the course of translating 
tl::te logical addresses to physical addresses. This permits a larger number of words of 
physical inemory to be accessed by using a shorter logical address to access a larger physical 
space than the word width itself would normally allow. · . . · ·_.35 

. This embodiment of the present invention also provides a syndrome decoding method for 
deteCting and correcting errors in semiconductor memory modules. . · ·. . . · 

The storage area of the semiconductor memory module comprises words of 22 bits .. ~ach 
word has a 16 bit data field and a six bit check field. · . ·· 

· Each memory module includes an error detector for simultaneously correcting.all $ingle · .40 
. bit and detecting all double bit errors and detecting many of the errors of 3 bits or more 
anywhere in the 22 bit word. The error correction includes a check bit generator, a check bit 
comparator, and a syndrome decoder. . · . · .. : . . 

The check bit generator provides a code in which each check bit is a linear combination of 
eight data bits and in which each data bit is a.component of exactly three chec;k bits. . 45 

The check· bit comparator provides six output syndrome bits. The input of each of the 
output syndrome bits is eight. data bits and one check bit. · · . 

The syndrome decoder interprets· the value of the six output syndrome bits and identifies 
the, ,presence or absence of err~rs and the type of errors, if any-, in the 22 bit word. 

A data·bit oomplementer is also provided for inverting a single data bit error detected by . ·so 
the syndrome decoder and thus correcting the error. . ·. · ... · . 
. The semiConductor memory system is therefore tolerant of single bit failures and can be 

operate<;i with single bit Jailures until such time as it is C9nvenieQt to repair the menwry. 
Multiprocessor system apparatus and methOds which incorporate the structure and 

techniques described above and which are effective to function as described above '55 
constitute further, specific objects of this invention. , . . • 
. Embodiments of the present invention will now be described, by way of example, with 

.- _refe~ence tc;> the. accompanying d~awings i!l which:- . · . · . 
,I~zgure J is an isometric, block diagram view of a multiprocessor system constructed m 

. , ·accordanc;e with one embodiment of the present invention. Figure· 1 shows ·several , • 60 
. :processor modules 33 connected by two inter-processor buses 35 (an X bus and a Y bus) 
with each bus controlled by a bus ·controller 37. Figures 1 also shows several dual-port 
device controllers 41 with each device controller oonnected to the input/output (1/0 )'buses 
39 of two processor modules; . · ·. . . 
· Figure 2 is a block diagram· view showing details of the connections of the .X bus , ,65 
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C?litroller aI?d the Y bus controll~r to the individual processor modules .. Figure 2 sho\Vs,jn 
diagrammatic fort~1;. ~~ connections between each bus controller ~d the .interprocessor 
control 55 of an individual processor. module;· · .·. . :. .. . .. . . . . .· ... 
. Figure 3 is a detailed diagramatic v.iew of the logic of one of the bus ,coQtrollers 37 sbow~ 

5 m Figure 2. · . . · . . . . . . . . .. . . . ·S. 
Figur~ 4 is a detailed diagrammatic view of the logic for the shared output buffer and 

control 67 in the interprocessor control 55 of a processor module as illustrated iii Figure 2; 
.. Figur~ 5 is a view like Figure 4 but showing the logic for an inqueue buffer and C()!lti:ol 65 
of the mterprocessor control 55 for· a processor module; . ·. . .. . . .. · 

lO . F_igure 6 is a. state diagram o~ the l~gic ~1 for a bus. Controller 37 and illustrates how th~ 
l~g1c responds to the protocol hoes gomg mto the bus controller· and genera~es. th~ .pi:otoCQI 

. Imes gomg out of the bus controller to the processor modules; . .· . . . : ·.. . 
Figure 7 is a state diagram like •Figure 6 but .showing the logic 73 and 1:,. for the shar~ 

outqueue buffer . and control 67. of Figure 4; .. · . .· . . · .. ·. · . · . : 
15 Figure Bis a-state diagram like Figures 6 and 7 but showing.the logic.93 and lQlfor the 

. · inqueue buffer and control 65 of Figure 5; . · · . . .. · . · . . . .. . · . · · .. · • 

.:10 

15 

· Figure 9 is a diagrammatic view showing the time -s~quence for the tran$lllission of a given 
packet between a sender proeessor module and a n;ceiver processor mqd~e; .. · ... ·· '· 
'Figure ;10 is a_ logic diagram of the bus empty state logic section 75 an.d the,_pro~ess0i: :t:i,11 

· 20 state logic section 73 of the outqueue buffer and the control 67 shown m Figure :4-; 20 
· Figwe JI is .a listing ·of logic equations for the logic diagra:m shown in Figure 10; 

·. Figure 12 is a block diagram of. the input/9u,tput (110) system of the multiprOcel!S()r 
system shown in Figure l; ···. . :. ·· . • : .. · .. .. · .. 
· Figitre 13 is a block diagram of the input/output (110) channel 109 of a processor module. 

·25 Figure 13 shows the major components of the 110 channel and the data path relating those ~: 25 
component parts; . 

Figure 14 ts a detailed view showing the individual lines in the 1/0 bus 39 of Figure -1; 
. Figure 15 is an 1/0 channel protocol diagram showing the state changes of the T bus 153 
'for ail execute input/output (EIO) caused. by the microprogram 115 in the CPU 10!$~ The 

''30 . sequence illustrated is initiated by theCPU 105 and-is transmi~ted through the 1/0 chann~l .· 30 
109 ofthe processor module 33 and on the T bus 153 to a device controller 41 as shown m 

. FigU.te• l; · . . . . . . . . . . . . . 
: ·F_igu're 16 is an 1/0 channel protocol dia~~ showing the state chang~s.of the T bus ~~3 
for a-reconnect and data transfer sequence·init1ated by the 1/0 channelm1croprogram 121 m 

35 response to a request signal from a device controller 41;. . .. . . · . · . 35 
.·, Figure17is an 1/0 channel rrotocol diagram-showing the state changes of the T bus 153 
for an interrogate 1/0 (110 instruction or an interrogate high priority. 1/0 (HIIO) 

· instruction initiated by the CPU microprogram 115. The sequence illustrated is transmitted 
.over the T bus 153 to a device controller 41; . . · · . · · 

: 40 ·'.··Figure 18 is a table identifying the functions referred. to by the mnemonicsin Figures 15 to . ,40 
17; . . . . .· . . . . ) . . . . . .. 
·-. Figure 19 is a bl9ckdiagram showing the generaLstructure of the ports 43 and.a'de:Vice 
controller 41 as illustrated in Figure 1; .· . . · · · . . . . · · 

' · Figure 20 is a block -diagram of a port 43 shown in Figure 1.9. This Figlire · 20 shows 
.: 45 primarily the data· paths within a port 43; . . . . . . · . ··• ·. . . . !' 45 

. · · Figure 21 is a block diagram showing the data path details of the interfac:e common ·logic 
181 of the device controller 41 shown in Figure 19;: . . · .·.. .· ·... · .. 
· Figure 22 is a block diagram showing the component parts of a data buffer 1.89 iri the 

. 
5
. 
0 

. control part. of a device controller 41 as illustrated in Figt,ire 19;. . · . ·.·. . .. 
· : Figure 23 is a graph illustrating the operation of the data buffer 1~9 illustra.ted in Figure 
22 and Figure 19; · . . . . · . . . · .... · · .... 

· . Figure 24 is·a timing diagram illustrating the relationship of SERVIC~.OUT (SVQ)_from 
· thcr channel 109 to the loading of data into the porl data· register 213. (Figui:.e 21) and . 

illustrates -how the parity check is started. before data is loaded into the· register and is 
55 continued. until ·after the data has been fully loaded· into.· the register; . .. . . . . 

. Figure 25 is a schematic view showing details of the power on circilit (PON)-shown_ in 
Figlires 19 and 21; . ' . .· .· · . .. · . .·.. ..·· . . . . · · · · 

50 

.55 

. Figure 26 is a logic diagram of the buffer control logic 243 of the data buffer 189 (shown in 
Figure 22) · of a device controller · 41. ·Figure 26 shows how .the' buffer. corit~ol l9gic "243 

·60 ·controls the handshakes· on the data bus and controls the input. and .. output pointers; ,· 60 
Figure27 is a listing. ofthe logic equations for t'1e select register 173 shown in figur,e 20. 

These logic equations are implemented by-the port control-logic 191 shown in Figur~ 20; 
Figure 28 is.a timing diagram showing.the.operation of the two line handshake betWeen 

the 1/0 channel 109 and the ports 43; . . . . . . .. •.· 
·· -65 · · ·· Figure 29 is a logic diagram showing the logic for the general case of the handshake shown ... 65 
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!n F~e. 28. The logic shown i~ Fi~re 29 is part of the T bus machine·; 143 of the 
mpu output channel 109 shown m Figure 13; , . ·.·. .· · · 

Figf1re'30._is a block diagram of a power distrib1;1tion system.: Fi~ure 30 shows h?W a 

5 
plurabty of independent and seftarate power suppbes 303 are distnbuted and· associated 
with the dual port device contro lers 41 for insuring that each device controller has bQth a 5 
primary and an alternate sower supply; . . ·. . . .· . . 
· Figure 31 is an enlarge , detailed view of the switching arrangement for switching 

between a primary power supply and an aitemate supply for a device controller. The 

'10 
switching structure shown in Figure 31 permits both automatic sWitchintfi in the event of a 
failure. of·the primary power supply and manual switching in three di erent modes--off, 10 

··" auto and alternate; . . . . . .... 
· ·Figure 32 is a block diagram. showing details of one of the separate and independent - \· 

power suf.f lies 303 illustrated in Figure 30; . . . · .. 
,. r· 

15 
Figure is a block diagram view showing details ofthe vertical buses and the horizontal 

buses for supplying power from the separate power supplies 303 shown in Figure 30 to the 15 
individual device controllers 41. The particular bus arrangement shown in Figure 33 fuermits 
easy selection of any two of the individual power supplies as the primary and the a ternate 
power supply for a particular device controller; · . 

20 
· Figure 34 is a block di~am of the memory system and shows details of the memory 107 
of a processor module 3 shown in Figure 1; . 20 
· Figure 35 is a block diagram showing details of the map section 407 of the memory 107 
shown in Figure 34; · · ··. . · . .· 
. · 'Figure 36 is a block diagram showing the organization of logical memory into four logical 

25 
addre8s areas and four separate map sections corresponding to the four logical address 
areas. Figure 36 also shows details of the bits and fields in a single map entry of a: map ·25 
section; · · .. 
· · Figure 37 is a bfock diagram showing details of one of the memory modules 403 illustrated 

in "Figure 34. The memory module 403 shown in Figure 37 is a semiconductor memory 
·module; . 

30 . Figure 38 is a d~agr~m of a c~eck bit gene~ator u~ed in t!te semiconductor 11?-emory 30 
·module 403 shown m Figure 37. Figure 38 also bsts logic equations for two of the eight bit 
parity trees used in the check bit register; . . . ·, . 

Figure 39 is a diagram of a check bit comparator used in the semicondµctor .memory 

35 
module 403 shown in Figure 37. Figure 39 includes the logic equation for nine bit parity tree 

35 for syndrome bit zero; .· . . 
. Figure 40 is a diagram of a syndrome decoder used in the semiconductor memo{i module 

403 shown in Figiire 37. Figure 40 also lists the logic equations for the operation o the logic 
section 511 of the syndrome decoder; · · · 

40 
·Figure 41 is a logic diagram of a bit complementer used in the semiconductor memory 

,40 module 403 shown in Figure 37; and, · · · . . · . 
· Figure 42 shows the various states of a two processor system running an application 

program which is required to be running continuously. The diagrams illustrate the two 
processors successively failing and being r~paired and the application program changing its 

45 
mode of operation accordingly. . . · . 

·45 
The multiprocessor system . · . 
· Figure 1 is an isometric diagrammatic view·· of a part of a multiprocessor system 
constructed in accordance with one embodiment of the present invention. In Figure 1 the 

50 
multiprocessor system is indicated generally by the reference numeral 31. _ 

.50 ... The multiprocessor system 31 includes individual processor modules 33. Each processor 
module 33comprises a central prbcessing unit 105, a memory 107, an input/output channel 

'109 and an interprocessor control 55. · 

~~ 
The individual processor modules are interconnected .by interprocessor buses 35 ·for 

interprocessor communications. · · · 
55 · . In a specific . embodiment of• the· ~ultiprocessor system 31 ! up to sixteen. processor 55 

modules 33 are mterconnected by two mterprocessor buses 35 (md1cated as the X bus and 
the Y bus in Figure 1). . .. 

Each ~nterprocessor bus has a bus controller 37 associated ·with . that bus. . 

:60 
The bus controllers37, interprocessor buses 35 and interprocessor controls 55 (Figure 1), 

60 ·together with associated ·microprocessors 113, microprograms 115 and bus. receive tables 
150 (Figure 2) brovide an interprocessor bus.system. The construction and operation ofthis 
intewrocessor us system are illustrated in Figures 2 - 11 and 42 and are described in-more 
'deta1 below under the subtitle The Interprocessor Bus. System. · 

"65 
The; multiprocessor system 31 has an input/output (I/O) system for transferring data 

::65. between the processor modules· 33 and peripheral devices, ·such as the ·discs 45, terminals 
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47; magnetic tape drives 49~ card readers 51, and line printers~ 53 shown in Figure 1. 
The I/O system includes one I/O bus 39 associated with each. IJO channel 109. of .a 

proeessor module and one or more multi-port device controller84l may be connected to 
each I/O bus 39. .. ·.. · ·. .. .··· . . . , .• > 

In· the specific embodiment illm~trated, each device controller 4i has two ports 43 for 
connection to two. different processor modules 33 .so that each device contrQlle:r. is 
connected for access· by. two processor modules. . . . · ·.. . . . . . · .. 

: The I/O system include~ a mieropro~sor 119·~d a microprogramJ2l in the. I/O channel 
109 (See Figure 12.) which are dedicated to mput/output transfers. · · . 

As also diagrammatically illustrated in Figure 12; the microprocessQr 113 . and 
microprogram 115 of the central processing unit 105 and an input/output control table 140 
in·the main memory 107 of each proeessot module 33 are operatively associated with the 
I/O channel 109. · . · .. .·. . .. · . 
. The construction and operation. of these ·a:nd other. components. of the 110 system are 

illustrated in Figures 12 - 29 and are described . in detail below under . the subtitle. l)J.e 
Input/Output System and Dual Port Device Controller. · · ·. .. . . . . ·. · . . .· . : .. · 
· The multiprocessor system includes a power distribution system 301 which distribut~ 
power from s~parate power· su,P.Plies t~ the . processor modliles 33. !llld to the device 
controllers 41 m a way that permits .on-bne mamtenance and also provides r.edundancy of 
power on each device controller. · . .. . .. , .. . .... 

· As· illustrated in Figure 30, . the power distribution system includes separate ·and 
independent power supplies 303. · 'f · . .· .·· . 
· .. · · A. ~eparate power supply 303 is provided for each processor module ~3, and. a bus 305 
suppbes the power from the power supply 303 to the centr~ processmg Ulllt 105 .an,d 
memory 105 ·of a related processor module 33. · . . . .·., 

As also illustrated in Figure 30, each device controller 41 is connected for supply of power 
from two separate power supplies 303 through an.automatic switch 311. Ifone power supply 
· 303 for a particular device oontroller 41 fails, that device controller is supplied with power 
from· the other power supply 303; and the changeover is accomplished smoothly and 
without any interruption ·or· pulsation in the power supplied to th,e device controller. 

The power distribution system coacts with the dual port system ofthe device controller to 
provide nonstop operation and access to the peripheral devices in the event of a faihue.of 
either a single port 43 or ·a single power supply 303; ·· . . . . .. . . ·. · . 
. The mliltiprocessor system includes a power on (PON) .circuit 182 (the details of.which 

are shown in Figure 25) in several components of the system to establish that the power: to 
that particular component is· within certain acceptable limits. · . · 

For example, the PON circuit 182 is located in each CPU 105, in each device controller 
41, and in each bus controller 37. . . . 
: The purpose of the PON circuit is to present a signal establishing the level of power 

applied to that particular component; and if the power is not within certain predetermi.nd 
acceptable limits, then the signal output is used to directly disable the appropriate bus. signal 
of the· component in which· the PON .is located. .· · .. · .. . •· ... 
• The power-on circuif functions in four states -- power off; power going from off to on; 
power on; and power going from on to off. · · . ; . . , • 

The po.wer-on circuit i~itializ~s all of the logic stat~ o! the sy~tem as the P<?Wer is brought 
up; and m · the present mventton, the power-on e1rcuit provides an .additional· and --~ery 
importantfunction of providing for a fail~safe system with on line maintenance. To dp t;his, 
~e p~wer-<?n cirC!lit in the prese~t invention _is. usc::d in a uniq~e way to control the interface 
circuits which dnve all of the· mtercommumcation buses m the system. . .. · .. .. . _ 

The oonstruction and operation of the power distribution system are illustrated in Figures 
30.-33 and are described in detail· below under the subtitle Power Distri\>ution Sys~em . 

. The multiprocessor system includes a memory system jn which .the physical memory is 
divided into four logical address areas--: user data, system data, user code and system code. 
(See Figure 36). .. , . · . . . : . 
· ·The !Demory system includes a map 407 and control. lo~ic ,401. (S~e Figure 34) for 
translatmg an. logical addresses to physical addresses and for mdicatmg pages ab.sentfrol;ll 
primary storage bit present in secondary storage as required to implem~nt a virtual memory 
system in .which the physical-page addresses are·.invisible to users. .·· . . . .· · ... 
. , The !hemo~y system :iitcorp<_>rates a dual po.rt. access .to .the memory by .the .~ntral 
processmg umr105 and the 1/0 channel 109. The 1/0 channel 109 can therefore access.the 
memory. 107 directly (without having to go through the centr~I proc~ssing \lnh 105}f9r data 
transfers to and from a device controller 41. · .· .. _ . . . . · . . , . , ..... 

The co~struc~ion an~ operation of the memory system are illustrated· in Figur¢s 34-4tarid 
are descnbed m detad below under _the subtitle Memory: System. . . . · .. : . _. : 

An· error detection syst~m is· incorporated in the memory sy~t~m· for corr~ding 11II. single 
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bit and detecting all double bit errors when semiconductor meinoty is used in the lllemory 
system. This error detection system utilizes a 16.bit data field and a.6 bit check field as 
shown in Figure 37 and includes a data bit complementer 487 as also shown in Figure 37 for 
correcting single bit errors. . · . · .. · .. · · · · . . · · -

5 ·Figures 37 through 41and the related disclosure illustrate anddescribe details of the er:ror :5 
detection system. · · · - . , · 
' Before going into the detailed description of the systems and components noted genei:ally 

above, it should be noted that certain terminology will have the following meanings as ui;e~ 
in this application. . - .· · . .· ; 

lO The term "software"' will refer to an operating system or a user program instructions; the 10 
term "firmware" will refer to a microprogram in read only memory; and the teqn 

-"hardware" will refer to actual electronic logic and data storage. · . .. , . : 
. The operating system is a master control program executing in each processor module 

WhiCh has primary control of the allocation of all system resources accessible to that 
15 prc>cessor module. The operating system provides a scheduling function and determines 15 

what prc>eesi; has use of that processor module. The operating system also allocates the .use 
of priinary inemory (memory management), and it operates tbe file system for secondary 
memory management. The operating system also manages the· message system. This 
provides a facility for information transfer over the interprocessor bus. -. _ . ·· . 

·_ 20 _ The operating system arrangement parallels the modular arrangement of the multip- ·· 20 
, rocessor System components described above, in that there are no "global" compone11ts. 
· . At the lowest level of the sofuvare system, two fundamental entities are implemented--

. processes and messages. · 
· A process is the fundamental entity of control within a system. . . 

25 Each process consists of a private data space and register values; .and a. possibly shared · 25 
_ code set,· A process may also access a common data space. _ ... 

. A number of processes coexist in a processor module 33. _ .. 
. . . The processes may be user written programs~ or the processes may have dedicated 
· functions, such as~ for example, control of an 1/0. device or the creation· and deletion of 

30 . other processes. - . .. . · 30 
. A process may request services from another process, and this other process may be 

located in ·the same processor module 33 as a process making the requei;t; or the other 
-process may be located in some other processor module 33. - · . . . . . 

. The processes wo~k i.n an asyn~hronous inanner, and the processes therefore n~ed a 
35 method of coinniumcation that wdl allow a request for services to be queued without 35 

"races" (a condition in which the outcome depends upon the sequence of which pwcess 
started first)--thus the need for "messages" (an orderly system of interprocessor module 

".communication described in· more detail below). 
- Also, all interprocessor module communication should appear the same to the processes, 

-· 40 regardless of whether the processes are in the same or in different processor modules. .40 
· As will become. more clear from the description to follow, the software structure parallels 
the hardware; and different processes can be considered equivalent to certain compon~nts 

_ of the hardware in arrangement and function. .· : 
: _ For example, just !lS the 1/0 channel 109 communicates over the 1/0 bus 39 to the device 

·"45 controller 41, ·a riser process can make a request (using the message system) to the process 45 
associated with that device controller 41; and then the device process returns status back 

-similar to the way the device controller 41 returns information back to thel/O channel 109 
over the I/O bus 39. · · · 

" • The other fundamental entity of the software system, the inessage, consists of a request 
· '50 for service as well as any required data. When the request is completed, any required values . 50 

· will be r~turned to the• requesting process. · ·. · · : . _ 
When a message is to be sent between processes in two different processor module.s.33, 

the interprocessor buses 35 are used~ However, as noted above, all communication between 
.processes appears the same to the processes, regardless of whether they are in the same or 

..55 .. 10 different processor modules· 33. ' ·. ' . '' . . 55 
This software organization provides a number of benefits. - . . . . 

. · This method of structuring the software also provides for significantly . more reFable 

. software. By being able to compartmentalize the software structure, smaller module sizes 
·can be obtained, and the interfaces· between modules -are well defined. . .. 

-·60 The system is also more maintainable because.of the compartmentalization of functiOn. - .60 
The . well defined modules and the well defined interfaces in the software system also 

-· proyide advantages in being able to make it easily expandible--as in the case of a~ding 
.- · additional processor· modules 33 or device controllers 41 to the multiprocessor system. 

Furthermore. there is a benefit to the user of the multiprocessor system and software 
. ·- 65 system in that the user. writing his program, need not be aware of either the actual machine ·. 65 
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configuration or the physical location of other processes. : · . . . _ . 
Just as the hardware provides multiple functionally equivfilent modules with redundant 

interconnects, so does the software. --· · _ . . · __ . . · · · · . _ · . . . _ --_ · . 
For example, ·messages going between processes in different processor modules 33 may 

U:se either interprocessorbus 35. Also, device controllers 41 niay be operated by proeesses ·.5 
in either of the processor modules 33 connected to the device controller 41. · · -

_ The multiprocessor hardware system and software system described above enabfoo:th:e 
user·to develop a.fault tolerant application system by virtue of its replicated IIlodules with 
redu,ndant interconnects. _ · _ · 

. · The interprocessor bus system _ -- . _ _ -- __ _ 
10 

As pointed out above, the individual processor modules 33 are in~rconnected \ly tWo · 
interprocessor buses 35 ·(an.X bus and a Ybus) with each bus controlled bY a related bus 
controller 37. Each interprocessor bus 35, in-combination with its bus controller 37 and.a 

15 .:related ipteIJ>rocessor control 55 in each processor module 33, provides a multi-ni~dqle .15 
commumcatton path from any one procesor module to any other processor ll)odule m_ the 
system. The use of two bu&es assures that two independent paths eXist between all processor 
modules in the system. Therefore, a failure in one path (one bus) does not prevent 
corninunication between the processor modules. _ • · · _ _ - . : 

io 

'25 

30 

The bus co~trolle~ 37 for each interpro~sor bus 3S is a con.trailer whichis, in ·a preferred 20 
form ·of the mvention, separa~e and distmct from the processor qi.0dtiles 33. 

: Each interprocessor bus 35 is a synchronous bus with the time synchronization proVided 
by a bus clock generator in the bus controllers 37. The interprocessor control pQrtions ·55 of 
all of the modules a8sociated with the bus make state chailges in synchronism with that bus 
clock during transfers over the bus. - _ _ . . _ · . . -__ · _ _ 

As will be described in more detail below, the CPU 105 ope~tes on a different clock 
from the interprocessor bus clock, During the filling of an outqueue or the emptying of an 

_ inqueue in the interprocessor control 55 by the CPU, the operation fakes place at the CPU 
· clock rate. However, transmission of packets over the interprocessor bus always takes pla:~ 

~.25 

at the bus clock rate. · _ · - 30 
It is an important feature of the present invention that the information transmitted:over 

· the interprocessor bus is transferred at high transmission ·rates without aily requir~d 
correspondence to the clock rates of the various CPUs 105. The information transfer rate· 

- over the- interprocessor bus is also substantially· faster_ than would t?e permitted by diiect 
memory accesses into and out ~f the memory sections 107 at memory speed. This ensures .35 

· that there is adequate bus bandwidth· even when a large number of processor modules· is 
· 'connected in a multiprocessor system. ___ _ · . · ·· - __ 
. _ A ~eriefit of u~ing ~ei;>arate clocks fo_r each CPU 1q5 is that a master s:ystelll cl<;>c~ is not 

· ~qwred, and this ehmmates. a potential source of smgle .component failure .which ~ould 
40 _ stop ·the entire system. · · _ . - - . -- 40 

· · ·The interprocessor control 55 incorporates logic interlocks· which ma.Ice it possjble to 
'?perate the interprocesso~ buses 35 at one clock rate and e.ach CPU 105 at jts own 

·-45 

50 

55 

60 

mdependent clock rate without loss of data .. - _ _ - · _ ._ 
_ The information transmitted over the bus .is transmitted in· multiword. packets; In a 
preferred forin of the present invention each packet _is a sixteen word packet in .w~ich _- 45 
fifteen of the words _are .data words and one word is a check word. -· · _ 

The. control logic within: the bus controller 37 and the interprocessor controls 55 of .the 
individual modules 33 follows a detailed protoool. The protocol provides for establishiJig a 
sender-receiver pair and a time frame for the data packet transfer. At the end_ of the time 
ftanie for the transmission of the data packet, the bus controller 37 is released for another . 50 
such sequence. The specific manner ii:J. which these functions are _carried out will becoµie 
more apparent after a description of the structural features of Figures 3-9 belOw. · 
_ X.bus 35 is identical.in structure to the Y bus 35; so the.structure of only one bus will be 
described in·detail. . . , . · · · -·--

As illustrat~d iil Figure 2, each bus 35 comprises.sixteen.individual bus data lines ~7,'five .55 
individual bus protocol lines 59, and one clock line· 61, and one select line 63 foi: each 
processor: modu:le 33. ' -- _ · . _ · .- , _ _ · , . · • · · 

·As also illustrat_ed-in Figure 2, the interprocessor control 55 of each processor module 33 
includes two inqueue sections 65 (shown as ari X inqueue section and a Y inqueue section in 
FigtJ.re 2) and a shared oU:tqueue section 67.. _ ·- · _ __ · -_ _ - · '. · ' , ~O 
. With the -specific reference to figure ~. the shared .outqueue _ section 67 includes an · - -•-
~utqueue buffer 6~ which i;>erforms a storage func~on. In a preferredformthe buffet 6~ has --­
-Sixteen words of sixteen bits each. Th~ bu;ffet 69 is loaded by the CPU and .holds the data 

- until the packet transmission time, at which time the data is-gated ~utto the bus; as Will be 
65 described in more detail below. · · - -- · · 65 

.• 
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, . The outqueue section 67 also includes a receive.register 71.:which in a pref.er,r,e,d form of 
the invention is a four bit register. This register is loaded by the CPU with ~b,e numJ?er of 
the processor module to which the data. will be s~nt. , . · : '- . . ·. , .:< . ;,. , · 

D w 
J3 

· · The control part of the outqueue. section 67 includes a :prac~s~or: fill state .logic section 73 
5 which operates in synchronism with the CPU clock, a bus empty state :logic section. 75 which : 5 

operates in synchronism with the X or Y bus clock, and an outqueue coun~er. 77. :Puring 
fi~ling of the ou~queu~ buffer 69 by th~ ,CPU, the outqueue .counter 77 scans t1!e b~ffer 69 to 

. direct ·the data mput mto each of the sixteen words of the buffer; and;.as the i;i](te~nt}l .word 
:is stored. into the outqueue buffer 69, the outqueue counter 77 terminates. the Jm _state. 

· 10 · The ·outqueue section 67 also includes an outqueue pointer 79 whicJ;i. connects the.entire ;. , 10 
outqueue section to either the X bus or the Y bus 35. The outqueue pointer 79 allows.~the 

.. ·logic sections 73 and 75 and the buffer 69 to be shared by the X and Y interprocessor buses 

. 35. ' ' ' . ' ·... ,. ' '', ' ' .. . .·. ',' 
:As illustrated iil Figure 3, the bus controller 37. comprises a bus control state logic section 

.~ 15 81, a. sender counter 83, a processor select logic section 85, a receive register 87, a. packet ·. 15 
· counter 89 and a bus clock· generator 91. . . . . . 
· .· · With reference to Figures, each inqueue section 65 comprises a bus fillsta~ logic section 
93 which operates in synchronism with the bus clock, a sender register 95, an.inqueue buffer 

·. 97, an in9ueue ~ounter 99, and a processor empty state logic section 101.whicll operates in 
·20 synchromsm with the CPU clock. . · · . . . · . . ~ 20 

. Figure 6 is a state diagram of the bus control logic 81 of the bus controller 37, 
· · Figure. 7 is a state diagram .of the logic sections 73 and 75 of the outqueue section 67. · 
· · Figure 8 is a state diagram of the logic sections 93 and 101 of the ig.queue sections 65. 

· ·· With reference to Figure 7, the processor fill state logic section 73 has basically. ~our 
·: 25 ' ·states--EMPTY, FILL; ·FULL and WAIT-- as indicated by the respective legends. The bus ·~ ~5 

'·empty state logic section 75 has basically four states--IDLE; SYNC, .SEND and :OONE~-as 
.. illustrated ·by the legends: · . .. . .. 
. ·. COritinuing with a description of the notation in Figure 7, the solid lines with arrows 

indicate transitions from· the .present state to the nex~ state. Dashed arrows ending 9~ :the 
.; 30 ·solid ·arrows indicate conditions which must be satisfied for the indicated transition to take ,.30 

· plaee. . · · · . . . '. :. 
' ; ' ne synchronization of state .machines running ' off relatively, asynchronous. clocks 

requires a careful construction of an interlock system. These important interlocks are no.ted 
by the dashed arrows in the state diagrams. These interlocks perform a synchroniz.a~ion ·of 

" .35 · two ~elatively asynchronous stat~. machin~s. '!he d~shed arr<?ws in Figur~ 7 and. ~igtire 8 :· .cJ5 
runntng between the state machmes thus mdicate signals which synchromze ( quahfy) the 
indicated transitions of the state machines. . . . ... 
. . With reference to the FILL state for the logic section 73, it should be.noted that ~he.sfore 
outqueue condition will not cause an exit from the FILL state until the outqueue counter 77 

. '40 ··has advanced· to count 15 (on a count which starts with zero) at which time the FILL state 40 
· Will advance· to the FULL state. · . · .· .· , · ·· .. 
: . , · · Similarly, it should be noted tha~:the SEND state of the logic sec;tion 75· will not ,terminate 
· . on the. sele~t and send command condition until the outqueue cou.nter 77 .reaches count 15, 
· at which .time the· SEND state advances to the .DONE· state. ·. . . . . . 

45 . . The asterisk in the notation of Figure 7 indieates an increment of the outqµeue counter · . 45 
. 77. ' ' ' . ' . . . .. .·· ', 
: · · · · Figure 6 shows the state diagram for logic 81. of the bus controller and illustrB;tes that the 

logic has basically four states--IDLE, POLL, RECEIVE and SEND. . . . . , 
· The notation in Figure 6 is the same as that described above for Figure. 7. A solid arrow 

50 line indicates a state transition-from· one state to.another and a dotted arrow l~ne tc;>.that ·•· -.so 
solid arrow line indicates a .condition which must occur to allow the indicated .(solid: Hne 

'· arrow) transition to occu.r. An asterisk on a state transition in this case indicates that · 
' simultaneously with the indicated transition the sender- counter. 83 is incremented, by. one. 

The dashed arrow output lines in Figure 6 indicate protocql commands issu~d !rom the 
'<55 bus controller .. to th~ interprocessor bus. ' ' '.. ' ' . ', .. :'. ' .: 55 

·· ··. In both Figure? and Figure 6 a dashed arrow leaving a state.iµ,dic.ates·a logic output from . 
that state such as a logic output signal to a protocol loine (in the case of the bus ~mpty state 

. logic' 75) or to a status line·of the processor module (in ·the· ~~se of the processor fill state 
logic 73) · ·· · · · · ·· - . 

' , '60 ! " '.·-Figure "s shows the state diagrams for the bus fili state logic s¢ction 93 and .. th~·pro~essor. ~60 
- . empty' state· logic section 101. . . . ' ' 

.The state diagram for the logie section 93 in~ludes: four.states~~YNC~ ACKNOW­
LEDGE. RECEIVE and FULL. 

. · The· state diagram for the ·logic .section· 101 include~ ·four state~--RESET: REJ\PY, 
65 INTERRUPT and· DUMP.·· . . .. . . . ._65 
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The notation (solid line arrows and dashed line arrows) is the same as described above for 

Figure 7 arid Figure 6. . · . · • · . . . • ·· . . ·. .· . . .· · · • 
~e aste~sk ~n . FiglJ!e 8 indicat~s an in~rement in th.e in~iieue cpunter · 99. . .. . : 
F1~ure 9 1s a t11il10g diagram show10g the tune sequence 10 which the ·state changes g1ven 

. 5 in Figures 6, 7 and 8 occur. · . · · .. · .. · . .. . . · .· .. ·. · :5 
· The sequence shown in Figure 9 aCCQmplishes the transmission of· a packet from one 
processor _mo~uleto anoth~r processor mo~ule at the-busdock.nite (assuming that the 

· intended receiver module 1s teady to receive the. packet). . . . . . . · . · · .: 
Figure 9 shows the time sequences for a successful packet fyansfer with individual signal 

.l 0 .. representations listed from, top.;!o•bot~om in Figu.re 9 an~ wit~ tim~ pe~ods of one bus cfock ' 10 
each shown fl'.Om lef-to-:n~t 10 the order ofmcreas~ng tilile m Figure 9. ·. · · ... 
. The top line in Figure 9mdicates the state of the bus controller, and each division m.ark 

~prese!lt:; .a clock period or ~cle of ~e bus clock ge~erator 91 shown in Fi~e 3: ~ach 
. time . dlVISIOn .of the top bne carnes dowg. ,vertically · through the · vanous -signal . 

15 representations listed by the legends at tile left side of the figure. · · ... · ·. · 15 
Taking the signals in the sequence presented from top-to".'bt>ttoni in Figure 9, the·'first 

signal {6elow the bus -controller state lirie) is the SEND· REQUEST signal (one ,of the 
protocol group indicated by the n~ference numeral 59 in Figure 3) and specifically is the 
sjgnal which may _be as~e_rted · bY. the outqueue control logic ~~on 67 ;of any process.or 

· · 20 module 33. The signal is transmitted to the bus control state logic section 81 of the bus ~O 
controller 37 (see :Figure 3). .·.· . · · . -. . _ ·:. · · · .. · · ·· 
- The next signal shown in Figure 9 (the SELECT signal) represents a signal which 
originates froin tile processor select logic section 85 of the bus controller 37 and which is 

·· transmitted on. only one at a time· of the select lines 63to a related processor mod\tle 33. 
:.-25 · The next signal represented in Figure 9, the SEND ACKNOWLEDGE signal, may be -' '.~5 

asserted only by a particular processo~ 33· when that processc>r is selected and wtien:i~s bus 
empty.statelogic ~ection 75 is in the SEND st.ate (as illustrated in the third state offigu,te 

-·· ?): T!rls SEND ACKNOWLEDGE si~a.l is used by the ·bus.controller 37 to establish the. 
· identity of a processor module 33 wish10g to send a packet. . . . . 

· ·30 -· · The next signal, the RECEIVE COMMAND signal, represents a signal from the bus ·, -30 
controller 37 transmitted on on~ of the protocol lines 59. This signal does two ~µigs. 
····First. of all, this signal in combination with receiver SELECT interrogates the receiver 

··processor module 33 to find out whether .this receiver module is ready· to .. receive .(as 
indicate.d by the ACKNOWLEDGE state in Figure 8). . . - ··. . .· .-- . · . 

. · :~5 · ~ · Secondly, this signal has a secondary function of disabling the bus empty st~te logic ;_35 
· · · section· 75 of the receiving module. so that the recejvirtg· mod~e. cap.not gate an. intended 

receiver number to the·. data bus should the outqueue section of the intended receiver 
··.module 33 also have a data packet of its own ready to send. _ · · . ·· -

. Irt this regard, during the time that the sender processor is asserting the. SEND 
40 'ACKNOWLEDGE Signal it is also gating the receiver number to the bus for use by the bus :-AO 

.controller 37 .. The bus 35 itself is, of course, a non-directional bus so that the.information 
·can be gated to the data bus 57 by any module for use by either the bus controller 37 for a 
· control function or fot use by another processor for ari information transfer ·funrjion. It 
. should be noted that a module 33 may gate data to the bus only when its SELECT line is 

45 asserted arid the RECEIVE COMMAND signal is not asserted. . . ·· . · AS 
. _During the time that the RECEIVE COMMAND signal is asserted the bus controller 37 

·· ·is ·gating the sender numberto the' data bus 57for capture by the selected receiver processor 
module. · ·· · · . . . ·. . 
- The next signal line (the RECEIVE ACKNOWLEDGE line in-Figure 9) represents a 

50 signal which is transmitted froin the seleeted receiving module's bus fill state logic section 93 ·· -50 
to the bus conttol state logic section 81 of the bus controller 37 (over one of the. protocol 
lines.59) to indicate that the selected receive:r module is in the ACKNOWLEDOE stat~ (as 
indicated by the legend in Figure 8) and thus ready ~o receive the packet which the sender 
module has ready to transmit. 

55 If the RECEIVE ACKNOWLEDGE signal is not asserted by the receiver module, th~ : 55 . 
~nder SELECT; the SEND· COMMAND and· the time fraine transmission of the data 
packet itself will not occur. · · · · . . , · · · . · . · . • .. · · . , 
· · If the RECEIVE ACKNOW.LEDGE signal is asserted, theri the sequence indicated by 
the SEND COMMAND. line will occur. . . . ·• . . . . . 

60 The SEND COMMAND line represents a signal which originates from the l:ms. control · 60 
sta~e logic_ section 81 of the pus controller 37 and which is transmitted to-the bus empty state 
logic section 75 of the> sender processor module 33 over one. of the protocol lmes 59. · 

In combination with a SELECT of the sender processor module the SEND COMf\1AND 
signa~ enables the sender processor module to send .a packet to the r~ceiver module·during 

65 the sixteen clock cycles bracketed ·by the SEND COMMAND signal. . :· .• . 65 : 

.... .. ;.-
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. 1:he final line {the da~a/16)ine) represents the information .present on the -dat~ lines 57 
dunng ·the above-descnbed sequence. . ._. : • . · . . . . . . ... 

The d~ta is gated t9 the bus by the sel~cted sender processor ~odu_le .and i~ traµ~itted to 
the receiver processor rnod1;1le mto the mqueue· buffer· 97 (see Figure 5) dunng thJS sixteen 

· 5 clock cycle ti:me frame. This assumes that the .RECEIVE ACKNOWLEDGE 111gnal was .. 5 
received ·by the bus controller in response- to the· RECEIVE COMMAND signal. • . 

. If ~he RECEIVE ACKNOWLEDGE signal had not been received by the bus controller, 
·then the SEND COMMAND signal wou~dnot have been asserted and the bus cpntrol•er 37 
·would have resumed. the POLL state as shown in ·Figure 6. • . . . ·. . 

·. 10 With reference to Figures 2, 7, 10 and 11, a typical operation ~f the outqueu~ buffer. and 10 
controller 67 of one processor module 33 will now be descnbed. . . . 

As illustratedjn Figure 10, the processor fill state logic section 73 includes two flip,.flops 
A and B, and the bus empty state logic section 75 _includes two flip-flops C and D. 

'· 
1
, 
5 

· Summru;izin~ the state assignments as shown by the AB and CD tables in Figure 10, ·the 
EMPTY state 1s defined as A= 0, B = 0. The FILL state is defined asA = 1, B = 0. The 15 . 
FULL state is defined as A= 1, B = 1; and the WAIT state is defined as A= 0, J3 =. l. 
. Similarly, the corresponding combinations of the C and D state variables are defined to 
be the IDLE, SYNC, SEND and DONE states respectively. State assignments;preyjously· 

· lis~ed coul~ al~ b~ given.in form ~f logic equaµons. F<?r ex~~ple, EMPTY= A . B, and 
20 this notation 1s ut1hzed m the Figure 11 fogic equation bstings. · . . · · · 20 

. I.n operation and with specific reference to Figure 7, the initial state reached. through 
·.·power on initialization or manual reset·is the EMPTY state shown in the top left part of 
• Figure 7~ · · .· · · . . .· . . 

·. The EMPTY state of the processor fill state logic 73 provides a ready signal to the central 
.·. 25 processor unit (CPU) 105 to indicate the presence of that state, as indicated by the dashed · 25 

·arrow. R:QY shown as leaving the empty state in Figure 7. · . · . . 
~ · The CPU firmware (microprogram) in response to that ready signal, when a transmission 
over the inter-erocessor bus is r~uired, will provide a store receive signal (shown by the 

. . 
30 

. dashed arrow mcoming to the diagram in Figure 7). This store receive signal q~aliftes 
· (synchronizes) the transition which advances the EMPTY state to the FILL state. '. ";30 

The CPU firmware, to transfer data into the outqueue buffer 69, will provide a store 
outqueue signal (the dashed arrow entering the diagram in Figure 7) for each word to be 

, stored in· the buffer 69• .. . · . . . 
· Each· occurrence of· this store . outqueue signal will advance the outqueue counter _77, 

· 35 eo~mencing with· a count. of zero, until a count of 15 i& reached. . . · .. 35 
·. On the sixteenth occurrence of the store outqueue signal a transition from the FILL to 
. ·the FULL state, as illustrated by the solid line arrow in Figure 7, is allowed.. . ~ 
· The FULL state of the processor FILL state logic provides a synchronization condition to 

the bus empty state logic denoted by the dashed arrow leaving the FULL state .of IOgic, 73 
40 ·· . and going down to the logic 75 in Figure 7. . . · . . . . . ·.40 

· .The processor fill state logic 73 will remain in the FULL state until the bus empty state 
logic 75 has subsequently reached the DONE state; . . · · · · 

.· ·Now, referring specifically to the bus empty state logic denoted by 7~ in.Figure 7,the 
initial state,, IDLE, for the logic section 75 in Figure 7 i~ again provided by power. on 

45 · initialization or manual· reset; · · . · . . . · . . 45 
· The bus empty state logic 75 will remain in the IDLE state until the transistiori to the 
SYNC state is allowed as shown by·the dashed arrow from the FULL state of th~ processor 
fill 73. : . . .. .. 
· The empty state logic 75 will proceed: with·no qualification required from the SYNC state 

50 ·· to the SEND state. ··.. · · .. · · ··· . · . . . .. . 50 
·:··It is in the SEND state that the SEND REQUEST.signal to the bus and to the bus 
controller is asserted (as indicated by the dashed arrow going down and leaving the diagram 

'75fromtheSENDstate). · · .. · .... , •.: • ... · .. ·. · 
· . · In respon8e to this SEND REQUEST signal, tqe Qus controUer logic 81 (Figure 6) will 

· 55 ·poll" processor- rttodules successively until the sender is identified (as discussed earlier with · . 55 
reference to .Figure 9). · . · 0 • • • . . • •. 

·· The bus controller' will issue a RECEIVE ·COMMAND and SELECT t-0. the .intended 
receiver processor module; and U:pon receipt of the RECEIVE ACKNOWLEDGE signal 
will p~ocee.d to the· l?acket time: frame (also identified .in Figure 9). · . . . . 

· 60 · · · · Durmg the packet turte frame the bus c0ntroller asse.rts SELECT of the sender processor .... 60 
module and also asserts the SEND COMMAND signal to the sender processor module. 

This SELECT signal and SEND COMMAND signal is shown as entering the diagram 
and qualifying (synchronizing) transitions leaving and entering the SEND st;:ite as noted in 

. Figure 7. · · · · ·. . . . . · . . · · · ·•. . 
65 Each bus clock while.SELECT and.SEND COMMAND a.re assert.ed.will advap.ce the 65· 



outqueue counter 77 ·commeneing with a count ofzero. ··• . • .. · · · 
On the ·sixteenth· clock period of SELECT and SEND COMMAND the transition 

terminating the SEND state and advaneing to th~ DONE state is qualified (synchroniu;d as 

~·· 

shown by the dashed arrow allowing that transition). . .. · · . . . 
5 .. When th~ einpcy state logie 75.has re~ched ~~eDONE state, a transition of the p.roces~r . 5 

fill state logic 73 from FULL to WAIT ts qualified (as denoted by the dashed arrow leaving 
.the done state); · . ·· · .·.· - . · · . : · ... 

Next, the W ~IT state· of the8· roi;:essor fill state logic 73 qualifies a: transition of the bus 
emp~y state logic 75 from the D .. N~ s~ate to t~e· Ip LE state (~denoted by a dashed, arrow 

10 leaving the WAIT state and -qua:bfying the mdicated tranSttion). ~ · .. . ...... · .' .. : io 
Finally, the bus empty state logic 75, being in the IDLE state, qualifies the trans.ition of 

the processor fill st~te logic 73 from the WAITstate to the EMPTY state (as denote4 by the 
dashed arrow leavmg the IDLE state). . · . . . ·· ·. ·. , 
.. At this ·point a l?acket has been· loaded -into ~e outqueue buffer 69 by the pf()cessor 

15 ·module and transll!ttt~d oyer ~e bus35 to the receiver pro.cessor module, and the 01;1tqu._e~e J 5 
control processor fill state logic73 and bus empty state logic75 have returned to their m1tial 
states: · · · · · · ··· · . . . .· . ·. 
: 1be above description· relates to the transitions and qualifications indicated.:in Figure 7. · 

·· The· action of the logic sections 73 and 75 involved in the above description of operation of 
20 .. Figure 7 will now be noted wjth reference to the logic diagram of-Figure 10 and the •ogic ::7.0 

equation listing of Figure· ll. · · ·. . · . .· . . ··. . . . .. 
With reference to Figure 10, as noted above, the flip-flops A and.B. are JK flip-flops and 

. are edge triggered flip-flops in that state changes occur only on clock transitions (as 
indicated by the sinalltriangular symbols and legends on the lefthand sides of the flip-:flops 

25 A and B "in Figure 10). · .. . ·. . .. , ·· .· · .. ·.· . . .. . . ::c25. 
The primary significance of.the logic diagram in Fig1ire 10 is to illustrate the·transitiQn 

· from·one state to another in the.state. machines shownjn Figure 7. Thus, t.o illu~trate the 
tiansitfoil"· from IDLE to SYNC in the empty state fogic 75, the operation procee~. as 
follows. · · • · . . · · . . ··· · . · .· 

· 30 To implement a change froin the IDLE state to the SYNC state; the state v~riable C.must 730 
· be set. · · · · .. . . . . . . . 
·· • The logic equation for the J input of state variable- C is as shown in Figure 11. and is 
.indicated by the reference numeral 103. In this equation the interlock (shown by the das.hed 

· · arrow from the full state of the fill state logic 73 in Figure 7 to the tra,nsition)corresponds to 
·35 .. tbe.qu~mtity (A. B) or (FULL) in the equation indicated by the reference number 103; 'J.'he .35 

····D-ot (IDLE) in the equation indicated by reference•numeral 103 in Figure ll·corresponds 
. to_th~IDLE state shown by the legend in Figure 7. TheJ in the equatio~ correspondst() the 

. ·.:Jinput of the C flip-flop in Figure 10. And the (C).oorresponds.to the true output of the C 
·mp-flop in Figure 10.; · · . · · .. · ... · : · . . ;· 

40 Other state transitions of the Figure 7 diagram will not be described in further -detail with •, 40 
· reference to Figures 10 and 11 since it is believed that these transitions as .. carried out by the 

logic diagram in Figure 10 and the logic equations in Figure l1 are clear fr()nt the above 
· e~amples of the transition from IDLE state to SYNC state as describe(j in detail above. 

Figures 10 and 11 show the k>gic'diagram and logic equations for the state diagram of the 
45 outqueue buffer and control 67. Corresponding logic diagrams andJogic equations have not 45 

been illustrated for the inqueue buffer and control 65 or the bus controller 37 because such 
logic diagrams and equations are similar to those shown in :figure 10 and Figure 11 and are 
easily obtainable from ·the state diagrams shown in Figures 6 and 8. - · : . · 

Each processor module 33 (Figure 1) in the multi-processor syst.em is connected to both 
50 int~rprocessor buses 35 (Figure 1) and is capable of·comm.unica:ting with any processor .. 50 

module ~Iicluding itself over either bus. For each block data transfer,:one.processor module 
is. the souree or sender · and another is the destination or receiver; . 

Transmission of data by a processor module over one of the interprocessor; bu!leS is. 
initiated and accomplished 'under sOftware control by means· of the SEND ·instruction. 

· 55 . In the SEND instruction the microprogram 115 (Figure 2) and the CPUmicroprocessor . 55 
113 (Figure 2) interacts with the shared outqueue section 67 of the interprocessor co~trol 55 
tore.ad a: da'ta block from memory•101 to break it up into packets. to calculate packet check 
sum words, and to transmit the block one packet at a time over a b:us to the receiving 

.. processor module. Parameters supplied to th,e SEND instruction specjfy the.num~r of. . 
60 · words· iii·the block, the starting address of the block, .which bu$ tQ u$e, ):he- ~e~tination , 60 

pr9cessor, a~d a m~ximuin in.itfal tinieou1, · v~lqe to \\lait: for the. out~ueue: 67_ (Figure 2) to 
become available.. . .. . . , . . . .. .•• . . . · .. 
· · The SEND :iristruction terminates only after the' .entire block .haS: be.entransn.iitted; ~bus 
. sending a block is a single event from the ·software viewpoint. However. the SEND 

. 65 instructfonisinterruptable and"resumabte. s~thatresponse of theioperatingsystem to other ... 65 
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events is not imp~red by the. length of the .time required .to complete. a SEND instruction. : , 
Receiving of data by a processor module over the interprocessor buses is not' done by 

means of a software instruction, since the arrival times and sources of data packets.cannot 
be predicted. The receiving of data is .enabled but-cannot be initiated·.by the receiver. 

The CPU microprocessor 113 takes time out from software :instruction processing as 
required to execute the BUS RECEIVE microprogram 115. This microprogram takes the, 

. received data-packet from one of the inqueue sections 65 (Figure 2) of the. interprocessor 
control 55, storsthe data·into a· memory buffer;·:and-verifies correct packet-check-sum. 

Reassembly of received packets into blocks is· accomplished using the Bus Receive Table 
150 (BRT) in memory. The BRT contains 32 two-word entries, corresponding to the two 
buses-from each of the sixteen processor modules possible in ·one specific implementation of 
the multiprocessor system. Each BRT entry corresponding to a bus and a sender contains 
an address word and a count word. The address word specifies into which buffer in the:. 
System Data area incoming data from that sender is to be stored. The count word specifies 
how many data words remain to complete the block transfer from that sender. 

As eac~ data (>acket is received, the. CPU. micro-processor .113 ~uspends P!oce.ssing of 
software instructions, and the bus receive microprogram 115 is activated. Thts m1.cropro­
gram reads the address and count words from the sender's BRT entry, stores the data 
packet into the specified area, verifies correct packet check sum, and restores adjusted 
values of the address and count words into the BRT entry. If the packet caused the count to 
reach zero or if the packet contained incorrect check sum, the bus receive microprogram 
sets a- completion interrupt flag to signal termination of the data block to the software. Tile 
CPU microprogram then resumes software instruction processing at the point where it left. 
off with no disturbance except delay to the currently executing program. · · · 

It is an important feature that data blocks from several senders can all be a!lSeinbled 
concurrently by_ a receiving -processor module from data packets received in any sequence. 
This interleaved assembly of blocks from packets is carried on transparently to the software 
executing in the receiver processor. Only successful block completions -or erroneouS; 
transmissions cause the· software to be interrupted. .· 

It is also important that a time-sharing or time-slicing of the interprocessor bus hardware 
has been achieved in two areas. . · -· 

First, each interprocessor bus and associated bus controller allow packets to be 
transmitted between any sender and receiver as required. The circular polling by ~·bus 
controlle~ to identify a requesting sender ensure~ that all pro~~sor. modules h~ve ~n equal 
opportumty to send over that bus. Each bus provides a commumcation path which 1s shared 
in time in an unbiased way by all processor modules. · . . .· 

·; ·Second!y, ~ach inqueue ~ecton 65 of the interprocessor control ~5 of a process()r ~odule 
ts shared m time by mcommg packets from s~veral senders. That is, the mqueue logic and 
storage of a processor is not dedicated to a single sender for the duration of a block transfer._ 
Instead, each packet received is correctly directed into memory by the BRT .~ntry 
ootresponding ·to ·its sender and bus. Data blocks from several senders are asse_mbled 
correctly in the receiver's memory independently of the order in which the senders make 
use of the bus. -· . - ._ : . - · . . . . 
···A proeessor module -has two ways of controlling its. ability to receive packets over the X 
bus or- the Y bus. . · · · · · .... · · . .. . 

First, there is a bit· in the CPU's interrupt MASK register corresponding -to each 
interprocessor bus. When the MASK bit is on, micro~interrupts for that bus are allowed. 
Micro-interrupts (activation· of the BUS RECEIVE microprogram) occur when the 
Processor Empty state logic 101 (Figure 5) of an inqueue section 65 . reaches . the 
MICRO-INT state after a packet ha~ been received into an inqueue buffer. If the MASK bit 
is. off when a packet is received, the micro-interrupt and subsequent processing of the 
packet into memory will be deferred until the MASK bit is set on by a software i~stru~tion. 
· Software operations such as changing a BRT entry are performed with micro-interrupts 

disabled to avoid unpredictable results. -No packets .are -:lost while micro~interrupts -are 
disabled. The . first packet received will be held in the . inqueue . buffer: until the 
micro-interrupt is enabled. Subsequent packet transfers while. the inqueue buffer is full are 
rejected since the Bus Fill state 93 logic will be in the FULL state and thus unable to ass~rt 
RECEIVE ACKNOWLEDGE iri ·response to SELECT; . . · · .·· ._ 

A ·second means of controlling- its ability to receive packets over the bus is tqe action 
taken· by a processor module after an X bus or "Y. bus. receive completion interrupt 
(activation of an operating system interrupt handler). . 
··When a check sum error is detected in a received packet or when the BRT word count 

:remaining. in a data block reaches zero as a pack~t is stored, into memory, the. BUS 

6
. 
5 

· RECEIVE microprogram sets the X bus.ot.Y-bus•completion interrupt flag. Otherwise, the 
microprogram issues the RINT signal (see Figure 8) to the inqueue Processor Em.pty state 
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logic101 to allow another packet to be received. When the completion·flag is set, however; .. 
the RINT signal is not issued. · · · · .. ... :, .·. · . .. '·; . : . · . " 

It is thus the responsibility of the bus receive completion ·softWare interrupt handler to 
issue th~ R~NT signal (bY. means of an ~IR softw~e instru~on) to reeoable the inqueue 
65. Until this occurs, the 10queue Bus Fill state logic 93 rema10s 10 the FULL state and no 5-; 
additional packets will be received. · · · · · . . · . . . . ·. . ' . · 

The completion inter.rapt si~al cart therefo~e design~te either a b~ock data tr~sfer. that. 
has been sent and received without e~or, or it' can designate a partial transfer 10 which a. 
cheek· sum error is detected, arid fo. which partial transfer of .the completion interrupt is 
generated as a result of the check sum· error detected. In the latter case; ·the sender 
continues to send the· data block but the receiver discards the data block after the check sum• 
error has been detected. This error shows up in the bus receive table (BRT) count word as a. 
ne~ative value. This will become more apparent from the description of. the operation 
which follows. · . . .. 

The SEND instruction is an instruction that requires four parameter· words in the CPU 
register stack. . · ·. · . · · 
. The first of the four parameter words is a count of the number of words to be. transferred. 
Th~s v~llie m~st match the number expected by the BRTin the receiver processor module:if. 
the -transfer 1s to complete successfully. . · . · . ·.. .. 

1.0 

15 

·The second parameter word is the address, minus one, in the System Data area in the 20. 
sender ·processor's memory . where the data to be transferred is located . 

. The third parameter word is a timeout value allotted_ to completing a. single packet 
·(fifteen data word) transfer. The timeout period is restarted for each packet transferre(f by 
the SEND instruction. . .. _ . 

The fourth parameter word specifies the bus (whether the X bus or•the Y bus) to be used 25 · 
and speeifies the receiver processor module. The high order bit of the parameter specifies 
the bus and the low order four bits, in one specific implementation of the invention, specify 
the number of the receiver processor .module. · · . · . . .. ·. . 

At the completion of a SEND instruction, there are two possible conditions; . 
" The first condition is that a packet timeout occurred and the remaining packets were not 30 

transmitted and the instruction was terminated at that point. In this event the rem.aining 
packets of the block are not transmitted. · .· ·. - · 

The second condition is an indication that·· a successful data block transfer has been 

con;~~~j~·i1:1itial sum~ary. of the SEND operation, the SEND in~truction fills the outqtietie 3.5 
buffer 69 (Figure 4) with fifteen data words, appends an odd-panty check sum, and signals 
the :bus coritrollet 37 that it has a packet ready for transmission. After each sixteen word 
packet is transmitted, execution of the SEND instruction resumes at the point where it left 
off; If the last packet of the block has less than fifteen words, the remaining words. are filled 
itl' with zeros. The instruction terminates when the last packet is transmitted. . . . . .··. . 40 
· Figrire 5 shows. t)le logic diagram and Figure 7 shows the state diagran:i for the send 
hardware. ·· · 

The first action of the SEND instruction sequence is to issue the S/RECEIVE signal to · 
the processor fill state logic 73 (Figure 4) and to supply on the M Bus (Figure 4) the.receiver 
processor number to the receive register 71. Simuftaneously, the pointer of the outqueue 45 
pointer 79 is set in accordance with the high order bit of the M Bus to connect the outqueue 
67 to either the X bus· or the Y bus. 
· The· store receive (S/RECEIVE) signal causes the processor fill state logic 73 (which .is 

initially in the empty state as shown in Figure 7) to advance to the FILL state as shown jn 
Figure 7.·This state transition causes the·receive register 71(Figure4) to be loaded witb-the 
receiver processor number. . .. •. . , . ·.. ·· .. 

. At this point-the outqueue section 67 is ready for the data. packet. to be loaded into .. the 
outqueue buffer 69. Now, up to fifteen words are read froin. memory and. are stored; by 
means of the M bus (Figure 4), into the outqueue buffer 69. The .store outqueue signal 
causes each word on the M bus to be written into the outqueue buffer 69 in a locatiqn 
specifiedby'the outqueue counter 77. Each store outq\!eue signal also causes the outqtJeue 
counter 77 to be advanced· by one. ·.. .·· .. ·. · · . . .. · '· · ·.· ~·. 

50 

SS 

As the words are being read from memory, the address word is being incremented -by 
one; and the count of the words to be sent is being decremented by one. If the cqurit reaches 
zero before fifteen words are read from memory, the remainder of the outqueue buffer is ·60 
filled with zeros to pad out the data· packet. · · . · ·. · · .· ,. . .· . . .. • 

In addition, as the words are being loaded into the outqueue buffer-69, the micropr;ogram 
115 (Figure 2) is calculating· a modulo~two sum of the data words.•After the fifteenthdata 
word has been loaded, this odd check-sum word is loadedintothesixtee.nthlocation of the 
outqueue buffer 69. . · · . · ·.· . . ()5 
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· At this time the outqueue counter 77 has a value of count 15 ap.d this value,· in 
combination with the store Qutqueue signal, causes the· process()r fill sfate .. logic 73 to 
advance from the FILL state to the FULL state as shown. in Figure 7. .. . . · •. · . 

·At this J?Oint the microprogram 115 has completed loading of the data into the outqueue 
69. The microprogram now waits for the packet to be transmitted by testing for occur~enqe 5 
of the ready (ROY) signal shown in Figure 7. .· · · . · ... · . " · 

While waiting for the packet to be transmitted, the microprogram 115"increments a timer; 
and if the timer runs out or expires before the ready (ROY) .signal is asserted, ~he 
microprogram issues the clear outqueue (CLOQ) signal to the processor fill state logic 73. 
(see Fi~ure 4). This causes the processor fill state logic 73 to return to the empty state as 10 
shown m Figure 7, ·and the microprogram then terminates the SEND instruction with the 
time out. indication. . 

In normal operation, the FULL state of the processor fill state logic 73 qualifies the bµs 
empty state logic 75 to advance from the IDLE state to the SYNC state shown in Figure 7. 
Next, the SYNC state automatically advances to the SEND state, and this state causes the 15 
SEND REQUEST signal to be issued to the bus controller 37. The SEND REQUEST 
signal initiates a packet transfer sequence . described earlier. . · . · . 

As described earlier, when the sender processor module has been identified by the bus 
oontroller 37 by polling, and when the receiver processor module has accepted the packet 
transfer by means of the RECEIVE ACKNOWLEDGE signal, the data packet is gated .20 
from the outqueue buffer 69 through the outqueue pointer 79 to one of the data buses 57 for 
loading into the inqueue of the receiver processor module, . · .. 
· As !he :;ixte~nth word is gated to the bus, _the value of the outqueue counter ~unt 15, in 
combmat1on with the SEND COMMAND signal and the SENDER SELECT signal caus~ 
the . SEND state of the bus empty state logic. 75 to advice to the DONE state. . .25 
· The DONE state qualifies the FULL state of the processor fill state logic 73 (as shown by 

the dashed line arrow going from the DONE state to the indicated transition from the 
FULL state in Figure 7) to advance to the WAIT state. . . 
' Next, the WAIT state qualifies the DONE state to advance to the IDLE state as 
illustrated by the state diagram in Figure 7. . .. 30 

·Finally, the IDLE state qualifies the WAIT state to advance to the EMPTY state as also 
indicated in the state diagram of Figure 7. . · . . 
. . The EMPTY state, ·of the processor fill state logic 73, provides the READY indication to 
:the microprogram 115. . . · · 

If the packet just transmitted was the last packet in the specified data block, the SEND . 3·5 
instruction is terminated and the successful block transfer indication is given. • . · 

If the packet transmitted is not the last packet in a .data block, then the sequence 
described above is repeated until all words in the block have been transmitted, or until a 
timeout error has occurred, . · . . 

The SEND instruction is interruptable and resumable; however, the SEND instructionis .40 
only interruptable between packets; and the interruption of the SEND instruction has no 
effect on the data transmitted. . 

Thus, by means of a single software instruction (the SEND instruction) a data block of up 
to 32, 767 words is transmittable from a sender processor module to a receiver processor 
module, and accuracy of the transmission is checked by the packet check-sum: Also, the 45 
transmission occurs at a high data transfer rate, because tne buffering provided by the 

· outqueue ·buffer 69 of the sender processor module enables the transfer· to be made at 
interprocessor bus speed independent of the memory speed of the sender processor 
module. This allows efficient use of this communication path between a numer of processor 
modules on a time slicing basis. · .· 50 
· As noted bove, there 1s no instruction for receive. 

·For a processor module to receive data over an interprocessor bus, the operating system 
iri that processor module must first configure an entry in the bus receive table (BRT). Each 
BRT entry contains the address where the incoming data is stored and the number of words 
expected. . ·· . . . . · . 5:5 

While the sender processor module is executing the send instruction and sending data 
over the bus, the bus receive hardware and the microprogram 115 in the receiver processor 
module are storing the data away according to the appropriate BRT en~ry (this occurs 
interleaved with software program execution). · . · . 

· When·the receiver processor module receives the expected number of words from a given 6.0 
sehder, the currently executing program is interrupted, and that particular bus transfer is 
completed .. · · . . . ·· 

Figure 5 shows the logic diagram and Figure 8 shows the state diagram for the bus receive 
hardware. · · · . ·. , .· · . 

As previously pointed out, there are identical X and Y inqueue sections 65 i~ each 65 
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processor module for the X bus and the Y bus. Only one of the inqueue sections .will 
therefore be· referred to the description which follows. . · . · ·. . . · ... ·· .. 

After initial reset of a processor module, or after a previous receive operation, the 
RESET state of the. l?roces8or empty state logic '101 ·advances. to the READY state.· _The 
STEADY state qualifies the SYNC state of the bus fill state logi.c 93 to advance the logic to . 
the ACKNOWLEDGE state. · 
. In this ACKNOWLEDGE state the inqueue section 65 returns RECEIVE ACKNOW­
LEDGE to the bus controller 37 in response to a SELECT 63 (see Figure 2) of that 
processor module 33. This indicates·the readiness of the X inqueue section 65 to receive the 
data packet. · · ·. . . ·· .. · . . .. 

· · Irt the packet· transfer sequence (described ·in· detail above) the· combination of the 
~ELECT of that . processor m~dule and the RECEIVE CO MAND signal qualify the 
ACKNOWLEDGE state of the bus fill state logic 93 and to advance to the RECEIVE 
~~' ·. . . ' •· . '•.' 

At this state transition the·sender register 95 (Figure 5) is loaded with the number ofthe · 
sending processor module. . . · . . 

In the RECEIVE state.the dafa packet is loaded from the data bus to the inqueue buffer 
97 under control .of the. inqueue counter 99. ·. ·. .· .· . · . 
··As the siXteenth word _of the packet is loaded, it causes the RECEIVE state to advanceto 

the FULL state (see Figure 8). ·. ··. .. . · · ... 
· · Now the FULL state qtialifies the READY state of th~ pr~cessor empty. state logiclOl to 

advance to the MICROINTERRUPTstate as shownm Figure 8. The MICROINTER•· 
RUPT. state. presents·· an INQUEUE FULL state to the CPU interrupt logic, This 
INQUEUE·FULL signal causes a·microinterrupt to oceur at the end of the next software 
i~struction if the MASK bit corresponding to that bus is on. . ·. . · . 
· .. The ·bus receive microprogram 115 activated by the interrupt first of all issues a LOCK 
signal (see Figure 5}to the processor empty state logic 101. This causes the MICROIN­
TERRUPT state of the processor empty state logic 101 to advance to. the DUMP .state. 
· .. The LOC~.sig~al also s~lects either the X inqueue or the Y inqueue; s~bject, however, 
to. the condition if both mqueues are full and enabled; the X queue ls selectect, . . . 
· · Next, the microprogram 115 issues the K/SEND signa:I which causes the sender. register 
95 contents to be gated to the K bus (as shown in Figure 5) to obtain the packet sender's 
processor number. · · · . · · · · . 
. Using this processor number, the microprogram 115 reads the sender processor's BRT · 
entry to obtain the address and oount words. · · · . . . 
.· Jf the count word is. zero or negative, the packet is discarded; and in this case, the 
microprogram 115 issues a RINT signal which causes the processor. empty state logic· 101 to 
advance from the DUMP state to the RESET state as shown in Figure 8. In this event there 
is no further action. The microinterrupt is terminated, and software instruction processing 
'is' resumed; · . . .. 
· If the count is positive, the microprogram 115 reads words from the inqueue buffer97.to. 

the K bus by means of the K/INQUEUE signal as shown in Figure 5. . . 
With each oecurrence of the K/INQUEUE signal, the inqueue counter 99 is incremented 

to scan through the inqueue buffer 97. '.· ' ' . ' ' . ' .. 
.. As.each data word is read from the-inqueue buffer.97, the count word is decremente(J, 
the ·memory address' word is incremented, and the data word is stored into, memory. 

If the count word reaches zero, no more words are stored in memory, a CO!llpletion 
·interrupt fl~g is set, and th~ sender pro~essor number is saved _in a memory location. fo that 
eventthe· fill state bus logic 93 stays m the FULL state until cleared by a software RIR 
instruction. ·· , 

Thus, when a data block has been completely received, the count word will contain a 
· val~e between minus 14 and zero. After the completion interrupt occurs, no further 
transfers to the ·processor over the btis which cause the interrupt are permitted until the 
inquelie is cleared With an RIR instruction. · · · . ·· · , ·... · , 

As the data words are stored into the memory, a modulo-two sum of packet data .is 
·calculated. · · . · · .. 
. lfthe check sum is pad, the word count in the BRT entry is set to minus 256, a completion 
interrupt flag is set, and· the sender processor number is saved in memory. As above, the 
bus fill state logic 93 stays in the FULL state. until cleared by an RI.R instruction. 
. If the count ·word does not reach zero, and the check sum is gqod;' the bus receive 
micropr-0grain · 115 issues the RINT signal to the processor. empty. state logic as shown· in 
Figure 5 whi<;:h causes the DUMP state of the processor empty state logic 101 to advance to 
the RESET state as shown in Figute 8. ·. · • . . · · .. · .· 

The RESET state of the logi~ 101 qualifies the bus fill state logic 93 to advance from the 
FULL sfate· tO the SYNC state as also shown in Figure 8. · · 

5 

25 

.35 

4() 

45 

60 

65 



5 

1'0 
..... 

i B 

25 

30 

35 

40 

45 

'50 ,.. 

·ss 

·65 

At this point, the logic has been returned to the state it was 'in before 'the packet was-
received, thus enabling the receipt of more packets: · · · . ·. ... . . · . . . 

These packets may be from the same sender, completing that data block, or the ·packets. 
may be from some other sender. · · · · · · · · .· · · · · . . 
· This completes the action of the bus receive microprogram 115 and the microprocessor 5. :. 

113 resumes processing of software instructions. . . · · ·: ·· 
When a bus receive completion. interrupt has occurred, the software interrupt handler 

()btains the sender processor number from the memory location where that number was 
saved, and the software interrupt handler can then detect if a check sum error occurred by 
examining that sender processor's bus receive table count word. lO · 

In the case of a transmission error,. the count word has been sent to minus 256 . 
Otherwise, the count word . will contain a value between minus fourteen and zero, 
· As mentioned above, it is· thus the responsibility of the bus receive. completion software -
interrupt handler to issue the RINT signal (by means of an RIR software instruction) to 
teenable the inqueue 65. · . 15 
· In summary on the receive operation, just as the sending of a data block by a sender . 
processor module is viewed by software as .a sirtgle event, the receiving of data by a .receiver 
pro~essor·_does not cause soft"'.are interrupt of the receiver processor mod~le until the 
entire data block has been received or until an error has occurred. Also, the mqueues 65 
serve as.buffers to allow the transmission of data to occur at bus transmission rates while 20· 
allowing the storing of data into memory and the checking of the data to occur at memory. 
speed. This· ability to use· the high transmission rate on the bus insures adequate· bus 
bandwidth to service a number of processor modules on a -time slicing basis. Finally, the 
provision of a check sum word in each data packet provides a means in the receiver 
pro.cessor module for ·checking the accuracy of the data received over the multiprocessor 25 
(:9mmunication path. . · • . . · 

· Information sent over the interprocessor bus is sent under the control of the operating 
.system and is sent from one process in one processor module 33 to. another process in 
another processor module_33. A process. (as described in detail above in the description of 
the Multiprocessor System) is a fundamental entity of control in the software system; and. a 30 
number of processes coexist in a processor module 33. The -information sent over the 
interprocessor bus between processes in different processor modules consists of two types 
9f elements, control packets and data. · ·· · . . 
· 'fl:le control packets are used toinform the receiving processor module ~3 about message 
initiations, cancellations, and data transfers. · . .· . 35 

In this regard it should be noted that; while the interprocessor buses 35 interconnec~ the 
prQcessor modules 33, a process within a particular processor module 33 communicates with 
anothe_r process or with other processes within another processor module 33 through .a 
niethod of m1;1ltiplexing the int~rp~ocesso:r .bus 35. The bus tra~ic ~etween two proce~sor· 
nJ.odules 33 will therefore contam pieces of mterprocess commumcations that are m various 40 

. staes of co.mpletioit. Marty interprocess oommunications are therefore being interleaved on 
an apparently simultaneous basis. · ·· .. , . 

The hardware is time slicing the use of the interprocessor bus 35 on a ·packet level, and 
multiple processes ate intercommunieating both within·the proeessor modules 33 and to the 
extent necessary over the interprocessor buses 35 · in message transactions which . occur 45 

· h1tedeaved with each other .. Under no circumstances is an interprocessor bus 35 allocated 
' to 'any specific process-to~process communication. · · · · · · 

Data information is sent over the interprocessor bus in one or more packets and is always 
preceded by a control packet and is always followed by a trailer packet. . . ' ! 

Th¢ control packet preceding the data packets is needed because a bus is never dedicated · 50 
.·to a specific mess.ag~, and the control pack~t-is therefor<; nee~ed to correctly identify the 
message and to mdtcate how much data is to be received .m the message. . · ... 

. · This information transfer (control packet, data information; trailer packet) is made as an 
indi:visi.ble unit once ·it is started. The sender processor module sends the data block as an 
individual'transmissio11 (consisting of some number of data packets) and sends the·trailer 55 
packet as an individual transmission; and only then is the sender processor module able to 

. &end information relating to another message~ . · · 
The trailer packet serves two purposes. . .· · . . · · ·· , . . 
First of ~II. if there is an error 'during a ·data tra:nsmission (and therefore the :rest of the 

data block must ·be discarded). the trailer packet indicates the end of the -block. ·6"0 
Secondly, if the sender attempts to sends too much data (and again the block.must.be 

·discarded), the trailer packet provides a means· for recognizing data has been transmitted 
and the data transmission has completed.· , ·· · . · · · 

.. · The inforrilatiOn transmitted is eith~r duplicated over different paths (so that it is insured 
that the information will get to the receiver) or a receiver acknowledgment is required. (so 65 .. 
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that.the information is repeated if necessary). Any single bus error therefore cannot .cause 
~nformation to be lost, and any single bus error will not be seen .·by the· two processes 
mvolved. . · . 

The bus receive software interlocks with the bus receive hardware(the inqueue section 65 
shown i.n Figure 2) by controlling the transfer of information from the. inqueue into the· 
memory 107. .. · . . ·.. . .... . .. 

. This allows such. <_>perations: as c~an¢ng. the bus r~ive table infoniJ.ation to be dqne 
without race conditions (synchromzation problems). . . .. . ·. . .. . · ... 

Once the bus receive table information has been updated, the interlock is removed bY 
clearing the previous completion :interru,pt ·and .by reenabling the bus receive micr.ointer-
rupts · by setting on the bus mask bit in the ~ask register. . · . . · 
~is does two things. It aUows ~e inqueue hardware to accept a pa~ketinto.th~ inqueue, 

and it also enables the bus receive Iillcroprogram to transfer that information from the 

inh:~!°J!:e/~~~r~ ~ystem is so constructed that no informatio~' is lost on ~ s~ie.h 
power failure (such as a complete failure of AC power from. the mains) or on a line transient 
that causes a momentary power failure for part -of the system. . . . . . . .. 
. This hardware/software systeni coaction include.s a pcjwer warn sign~l (see line 337 ,of 
Figure 30) supplied to the. inqueue section 65 (see Figure 2) so that, at most, one. furthe.r 
packet of information can be loaded into the inqueue: after the· receipt· of the power warn 
signal. : .· · . · · . . . . . . .. . , . . · 
. The software action in this event includes a SEND instruction to force the inqueues to be 

full. The net effect is to insure that no transmissions are completed after the processor 
module 33 has received· its power warn signal, so that .the. state of every transfer is known 
when logic power is removed. . . . . . . . · · . · . 

The interprocessor buses 35 are used by the operating system to ascertain that other 
_processor modules in the system ,are operating. Every N seconds, each of the proces8or 
modtiles · 33 serids a control packet to each processor module. 33 in the. system on· each 
interprocessor bus 35. Every two N seconds, each processor module 33 must llave recei:ved 
such a packet from each processor module 33 in the system. A processor module that. does 
not respond is considered down. If a processor module does not get its own message, then 
thatprocesso~ module 33 knows that something is wrong with it, and it will no longer taJ.ce 
over 1/0 device controUers 41. . . . . . 
· Fi~re 42· diagranimaticaUy i~lustrates how a particul~r. application_ program can run 
continuously even though various parts of the multiprocessor systent can .become 
irioperative. . · . . · · · . 
·: ·Each . of the separate views . shown in Figure 42. illustra~es. a m1,1Itiprocessor sy.siem 
configuration which consists of two processor modules 33 connected by dual interprocessor 
buses 35 (indicated as an X bus and a Y bus), a device controUer 41 which oontrols a 
number of keyboard terminals. and another device controller 41 which controls a di~c. 

. The individual views : of Figure . 42. indicate various. parts of the multiprocessor system 
rendered unserviceable and then reintroduced into the multiprocessor system. in a 
serviCeable state. . . . 
· The sequence starts with the upper left hand view and . then proceeds .in the order 
indic~~ed ~y !he broad line ~~rows between the views. The sequence thus goes from the 

. condition mdicated as (I) Imtial State to. (2) CPU 0 Down to (3) CPU 0 Restored to (4) 
CPU 1 Down to (5) CPU 1 Restored (as indicated by the legends above each individual 
view).. '·. . . . . . . . . . 

In the initial state of the multiprocessor system shown in the view ent.itled "Initial State" 
50 ·at !he upp~r left hand corner of Figure 42, one copy (PA) of theapplication pro~ram is 

active. This copy makes a system call to create the copy PB as a backup to which the 
application program PA then ~as~e~ _informati~n, Al.I of the I/O is taking place bY:way of 
the processor module 0. In this ~mtial state either. mterprocessor bus 35 may fad or be 
brought down (as indicated by the bars.ontheX bus) and can be then reintroduced into the 
multiprocessor . system w~thoµt producing any effect. on the application . pro~nu:il P~;: 55 
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In the nextv1ew (the view entitled "CPU 0 Down'') the processor module 01s re~dered 
unserviceable. The multiprocessor system informs the application prograri:(PA t.hat this llas 
happened, . and the application program. PA no .longer tries·· to · COill.municate with ·the 
program PB. All of the 1/0 is switched by the multipl".ocessor system to taJce place by way of · 
the .processor module 1, and the application program continti.es ~o service the term~nals 60 
nortStOp =without interruption .over th~ :1/0 .Pus. 39 C9P.necting .th.e pr~ces.sOr .mO;dµI~ .l_)Vith ' 

65 

the device controllers '41 (as indi.cated by the solid line arrow on.the rigltt haridl/Q bus3,9). 
In the nex,t state of operation of the multiprocessor system, as illustratedinthe center.top 

view of Figure 42 and entitled "CPU 0 Restored", the processor module Q is now brought 
back into service by way of a console command. The processor mod~ll! 0 is reloaded with 65 
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the multiprocessor system from the disc by way of the processor module 1. The-application 
program PA is .informed that processor module 0 is now serviceable and the·application 
program· PA tells the multiprocessor system to. create. another· copy of .the, application 
program in the processor module 0. This other copy is designated :as PC. The terminals 
oorttinue in operation without interruption. ·. . . . . . ·. ' .. :: .. ·.:. . 5 

. Next, the processor mo~ul~ 1 is rendered i~ol'erative, as ill~strated in the vie:w entitled 
~·cP.U l Down". The appbcat1on program PC 1s mformed of this fact by the multiprocessor 
system and the application program PC takes :over the application. ·The multiprocessor 
system automatically performs all of the JJO · by way of the processor module 0;. The 
termina~s continue in operation without interruption. . · •. ·· ·. . " : ·.· •• -10 
·. Finally, as indicated by the top right hand view of Figure 42 entitled "CPU 1 Restored", 
the processor module 1 is rendered operable by way of a console command and is reloaded 
with the multiprocessor system from the disc by way of the· processor module 0. The 
application program PC is informed that the processor module is now available, and it tells 
the multiprocessor system to create another copy of itself (application program PD). in the 15 
processor module 1. All elements of the multiprocessor system are now operable. . · 
· · During the whole of this time both interprocessor buses and both processor modules had 
been rendered unserviceable and reintroduced into the system, but the application program 
and· the terminals continued without a break. · . , .·. . 
. It is an important feature of the multiprocessor system that not only can the application 20 

·program ·continue while something has failed, but also· that the failed component can be 
repaired and/or replaced while the application program continues. This is true not only for 
the. processor modules and interprocesso~ buses .but also for all elemen~s of· •the 
multiprocessor srstem, such as. power supplies, fans m the rack, etc. The multiprocessor 
system 31 thus 1s a true continuously operating system. 25 

The· input/output system and dual port device controller: · · . . . · 
The multiprocessor system 31 shown in Figure 1 includes an input/output (JJO) system 

and dual port device controllers 41. as noted generally above. . 
· The general purpose of the 1/0 system is to allow transfer of data between a processor 
modu~e · 33 and peripheral devices. · . . .• , . · .· 
. 'It is an important feature of the present invention that the data ·transfer can be 

· accomplished over redundant paths to insure fail soft operations so that a failure of a 
. processor module 33 or a failure of a part of a device controJler 41 will not inhibit transfer of 
·data to and from a particular peripheral device. . · . • · · . 

Each device controller' 41 has dual ports 43 and related structure which, in association 
with two related 1/0 buses 39, permit the redundant access to a peripheral deviee as will be 
described in more detail below. . · . 

The 1/0.system of the present invention also has some particularly significant features in 
terms of performance. For example, one of the performance features of the J/O system of 
the present ·invention is the speed ·(bandwidthJ·.at which the input/output bus structure 
operates. The device controllers 41 collect data from peripheral devices which transmit data 
at relatively slow rates and transmit the collected data to the processor modules in a burst 
nniltiplex mode at or near memory speed of the processor modules 33.· · 

As illustrated in Figure l, each processor module 33 is attached to. and handles a plurality 
of individual device controllers 41; and this fact makes it possible for each device controller 
41 to be connected (through dual ports 43) to more than.one processor module 33.in asingle 
multiprocessor system. · . 

With reference now to Figure 12 ofthe drawings, each processor module 33 includes, in 
addition to the interprocessor control 55 noted above, a central processor unit.( CPU) part 
105," a memory part 107 and an· input/output (1/0) channel part 109. . .· .. · . 

As illustrated in Figure 12 and also in Figure 1, each device controller41 controls one 9r 
. :more devices through oonnecting lines 111 connected in a star pattern, i.e. each .device 
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independentJ:f connected to the device controller. . .·· . . . . . . 
55 . . In Figure 12 a disc drive 45 is connected to one device c'ontroller 41 and a tape drive 49 is 55 

Connected to another device controller 41. 
. _.Wi~~ continu~d refere~ceto Fi$ure 12, ~ach CPU p~rt 105 includes amicroproce.ssor113. 
A. ~1croprogram· .115 ts associated -_with: each microprocessor . 113. ~ part'. of the 

60 
·.· m1~roprpgram 115 1s exec:uted b}'._ the m1c~op~ocess~r 11_3 m performmg 110. mstructions for 
· the 1/0 system. The 110 mstruct1ons· are 1t1d1cated m. Figure 12 as EIO (execute 1/0), 110 

(interrogate 110), HIIO (interrogate high priority I/O); and these instructions are 
. illustrated and described in greater detail below with reference to Figures 15, 16 and 17. 

· . The microprocessor 113 has access to the 1/0 bus 39 by way of the 1/0 channel 109· by. a 

60 

ci>Uection ·of paths 117 as Hlusttated in Figure' 12. . . . , 
With continued reference to Figu're 12, the 1/0 channe.1109 includes a microprocessor .65 
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'i· 
119; and. a microprogram 121 is .associat~d ~wit1! the microprocessor 119., •·.. . .. .. · 
· Th~ ~icroprograi:n 121 has a smgle -function m the multiprocessor system, ·and : th~t 
_fun~~on is ~o perform th~ reconnect and data transfer sequenceillustrated in Figure 16 (8:.9(:l 
descnbed m more detail ·below). . · · . · . . . ..·., : , 

.. The 119 channel 109 of a processor module 33 also includes (as shown.in-Figure ~2) aafa· 5 : 
path logic 123. · •· · - . . ·: . . . 
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•:.As best illustrated in .Figure 13, the data path logic 123 includes a channel memory da~a 
register 125, an input/output data register 127, a channel memory address re~ster 129, a 
character count register 131, an active device address register 133, a prionty resolving 
register 135 and parity generation and check logic 137. ·· . - . . ·. .. .. . . 

The path 117 shown in Figure 12 includes tWo buses indicated as the M bus and the K bus 
in Figare 13. · · · . .· . · ... 

The M bus is an outbus from the microprocessor 113 and transmits data into the 
input/output d~ta re~ister 12~. . · · . . . . .. . . . , .. 

· :nie· K bus is an mbus which transmits data from the data path logic .1~ . mto th.e 
microprocessor 113. .· . . . . . 

With reference to Figure 12, a path 139 connects the data path logic 123 and the memory 
subsystem 107. . · - . . - . . . . · 
. This path 139 is illustrated in Figure 12 as including both a hardware path 139A and.t.)vo 

"logical paths 139B and 139C ·in· the. memory subsystem 107 of a processor module 33. 
· ·· Logical paths 139B and 139.Cwill be described in greater detail below in connection with 
the description of Figure 16. . ·. · . . · . · . . · .. 
· The hardware path 139A includes three branches as illustrated in Figu.-e 13. . 

·A first branch l39A-1 transmits from memory into the channel memory data register 12!). 
A second path 139A-2 transmit from. the channel memory address register 129 to 

memory. · 
. And a third path 139A-3 transmits from the input/output da~a register 127 to memory. 

· · With reference to Figure 12; the input/output channel of a processor module 33 includes a 
control logic section 141. .. .. . . . . 
:· · This control logic section 141 in tum includes a T bus machine 143 (see Figure 13) and 
request lines RECONNECT IN (RCI) 145, LOW PRIORITY INTERRUPT REQU~ST 
(LIRQ) 147; HIGH PRIORITY ~NTERRUPT REQUEST (HIRQ) 149 and RANK 151 
(see -Figure 14). . . . . .. 

The I/O blis 39 shown in Figure 14 and .Figure. 12 also includes a group of channel 
function lines 153, 157 and 159. See also Figure 13. The TA(} bus (T bus) 15.3 consists of 
four lines which serve as function -lines", and there are three lines S~RVICE OUT (SVO) 
155~ SERVICE IN (SVI) 157; and STOP IN (STI) 159 which serve as handshake line8 as 
indicated by the legends in Figure 14. . ·. .·· ·. . · · 

·. · · As shown in Figure 14 and Figure 12, the 1/0 bus also includes a group of data lines 161, 
."163; 165, 167 and 169. . . . . 
: ···-The DATA BUS lines 161 and PARITY 163 are bidirectional and serve as.data lines and 
·as1ndica:ted in Figure 14, there are sixteen DATA BUS lines 161 and one PARITY line 163 
· in this group. . · · · · . . · · . · 

The lines END OF TRANSFER (EOT) 165, PAD OUT (PADO) 167 and PAD IN 
(PADI) 169 serve as data status lines, and indicate special conditions that may occur on the 
data lines 161 and 163 ftom. time-to~time. . . .. .·· 
· Finally; the 1/0 b:us 39 includes a reset line (IORST) 171 as also shown in Figure 14 and in 
Figure 12. . · . · . . . 

Each T bus command illustrated in Figure 18 requires some specific format on the data 
bus 161 while a T bus command is valid. This specific da.ta bus format is illustrated for the T 
bus functions Load Address and Cornman~ (LAC) and Read Device Status (ROST) shown 

. in· :Figure 18, for the preferred .embodiment. . . . . . . · . 
In: the case.of the T bus function LAC, the data or field transmitted on lines 0 to.5.ofthe 

. data bus 161 specify the operation to be performed; the field trap.smitted on "lines 8 to 12 of 
SS . the data. bus specify the device controller 41.(or.more precisely the port 43-of tl:iat device 

controller which is attached to the data bus 161)to which the co111manci js acidressed; and 
the field transmitted on data bus lines 13 to 15 sp~cify which cievi~ attached t9 the: device 
controller is to be operated on by that device COQtroUer 41 in responseto tl~is .command. 
· ·: ID" the case of the T bus function ROST, data bus.bits 0, 1, 2 and 3 indicate ownersJiip 
error. interrupt pending, device busy, and parity error respectively, Bits 4 to 15 retu~n 60 

'65 

device dependent status. · · . . .· · . . . . . . ... 
The functions on the T bus are transmitted inJhree sequences .• shown in Figure~ 15, 16 

and 17 : and described in detail below. . . . · . · · 
·Each T bus·function is asserted by the cltannel and-~·handshaJce sequence is.pe~ormed 

betwee11 the channel109 and the device controller 4lusing the handshake lines 155. 157 
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and 159 to acknowledge receipt of the T bus functiop.. Control of the T bus and-handshake 
is the function of the T bus machine 143 in Figure 13. - . _ - , : . . -

Figure 28 is a timing diagram showing the operation of the handsh.ake:: between :the 110 
channel 109 and the ports 43. ·· - - ··· .. _ .-

5 - As illustrated.in Figure 28, line 155 transmits the service out signal (SVO) anpline_157 
transmits the service in si~al (SVI). - _ - - .· · . . - _ -_ . 
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The channel clock cycle 1s shown in vertical orientation with the SVO a.nd SVI. signals. 
As illustrat~d in Figure 28, the service in (SVI) signal is not synchronized with the­

channel clock and may be asserted at any time by the device controller in response to a _ 
service out signal from the 110 channel 109. . . · 10 

Before asserting service (SVO), the channel 109 asserts the T bus function and, if 
required, the data bus. . . . 

The channel then asserts a service out signal as indicated by the vertical rise 279 in Figure 
28; and, SVO remains true until the device contro1ler responds with service in (SVI) (281), 
acknowledging the channel command; SVI remains true until the .channel drops $VO. ·. 
· When the device controller 41 asserts the service in (SVI) signal, the channel 109 .removes 
the service out (SVO) signal (as shown by the vertical drop 283 in Figure 28) in a tim~ . 
period typically between one and two clock cycles; and in response, the device control_Ier 
drops Service in (SVI) as shown ·by the vertical drop 285. in Figure 28. . 

When the de'vice controller drops the service in (SVI) signal, the channel 109 is free to. 
reassert a service out signal (SVO) for the next transfer; however, the channel will not 
reassert SVO until SVI has been dropped. . . 

The arrows 281A, 283A and 285A in Figure 28 indicate the responses to the actions 279, 

15 

20· 

281, 283 respectively. . . ·. ·. 
The handshake is completed at the trailing edge of the vertical drop 285 as shown in · 25 
~~a . . . . . 

On an output transfer, the interface data register 213 of the controller accepts the data at 
the leading edge of service out (vertical rise 279) and- transfers the data to the control p!lft of 
the device controller 187 at the trailing edge of the service out (the vertical drop 283) .. 

On ari input transfer the channel 109 accepts data from the device controller at the· 
trailing .edge of service out (the vertical drop 283). , -

Thus, a two line handshake is used to interlock transfer of information between the . 
channel 109 and its device controller 41, since they act asynchronously. · . · 

This is the general handshake condition, indicated as handshake 2L in Figures 15, 16 and 
17.. -

In addition, two special handshake considerations occur, when appropriate. 
First, channel commands used to SC(lect a device controller are not handshaken by SVI, 

s~nce no single device controller is selected during this time. 
_ Th~se commands include (as shown in Figure 18): 
SEL - Select· 
LAC· · - Load' Address & Command; 
HPOL - Hi Priority Interrupt Poll; 
LPOL - Lo Priority Interrupt Poll; and 

30· 

35 

RPOL - Reconnect I:titerrupt Poll.- _. 
Also, commands used to terminate a sequence are not handshaken by SVI since they. 45 

cause a selected device controller to deselect itself. _ 
These commands include (as also shown in Figure 18): 

. DSEL - De-Select; . 
ABTI . - Abort Instruction (I/O); and 
ABTD ~ Abort Data · · . 
For all of the commands noted above which are not handshaken, the channel asserts SVO 

(155) for a given period oftime·(e.g., two clock cycles) and thenthe channel remoyes SVO. 
This type of handshake is referred to as Handshake lL in Figures 15, 16 and 17. 

Second, data transfer is handshaken normally exceptthat when a device controller wishes 
to signal that' it does not require further service, it returns stop-in (STI) instead of SVI. 
When SVO is next dropped by the channel, the port deselects itself. STI ·Otherwise 
handshakes in the same manner as SVI. 

As a further condition on all handshakes, when t.he channel prepares to assert SVO, it 
initiates a timer (part of T bus machine 143 in Figure 13) which times out and. posts an error 
if the next handshake cycle is not initiated and completed within the .period of time set by 
the timer. If the timer tirries out, an error is posted at the appropriate point in the sequenc~, 
and either ABTI (EIO, 110 or HIIO sequence) or ABTD (reconnect sequence). is sent to 
the device controller 41 (see discussions of Figures 15, 16 and 17)." · . : 
· .. Figure 29 shows the logic·for the handshake shownin Figure 28. The logi« shown in 
Figure 29 is part of the T bus machine' 143 shown iri Figure 13. The logic shown in Figure 29 
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is the logic which is effective for the general handshake cqndition noted. above. · · 
The logic shown in Figure 29 includes a service out flip-flop 287 and a serv.ice in 

synchronization fl.p-flop 289. As illustrated by the dividing lines and legends in Figure 29, 
the. flip-flOJJS 287and 289 are physically located within the channel 109. . ·· 

The deviee controller 41 includes combinational logic 291 and a.transmitter293 which 5 
transmits a service in signal (SVI) back to the D input of the flip~flop 289. · · . 

5 

The functioning of the logic .shown in Figure 29 is as follows. · · . .· . · 
The channel 109 assert_s service out_ by turnin~ on ~e J inp}lt of the flip-flop 287; and 

when the n·ext clock cycle starts, the service out signal is transmitted by a transmitter 295 to 
the device controller. . · . · . . . . .. . 10 

When the combinational logic 291 in the device controller is ready it enables the · 
transmitter 293 to return the service in signal (SVI) to the flip-flop 289. This completes the~ 
handShake. · · · · · · . . 

15 
Turning now to the dual port device controller, ai; illustrated in Figure 19, each of the 

dual portS 43 in a device controller 4Us connected by a physical connection 179 to interface... is 
coniril.on logic 181 (shown in more detail in Figure 21) and each of the portS 43 is. als0 · 
ass<>ciated · through a logical connection 183 to the interface cotnnion logic 1~1 a_s . 
determined by an ownership latch_ 185. . . . . . . . . ... 

20 
As shown by the connecting line 180 in Figure 19, the interface. common logic_ 181 is:·: 

associated with the control part 187 of the device controller 41. The control part 187 of the 
deVice controller includes a buffer 189. ·. . . 

The dual ports 43 shown in block diagram form in Figure· 19 (and in more detail in Figure 
23) are "important parts of the multiprocessor system of the present invention because.the· 

. . dual ports provide the fails<>ft capability for the 1/0 system. . . . . .. 
25 The ports· 43 and· related system components are structured in such a way that the two 

35~ 

portS 43 of one device controller 41 are logically and physically i,ndependent of each other .. 
As a result, no component part of one port 43 is also a component of the other port 43.of a 
partieular device controller 41; and no single component failure (such as an integrated 
circilit failure) in one port can affect the operation of the other port. 

Each port 43 functions to interface (as indicated by the legend in Figure 19) a processor 
module 33 with a device controller, and ultimately with a particular device, through the. 
device controller 41. The port 43js the entity that communicates with the processor inodule 
arid communicates with the control part of the device controller 187 (conditional on the 
state of the ownership latch 185). ·. · . · .· . · 

That· is, the port itself makes the connection to a processor module (dependent upon 
instructions received from the 1/0 channel 109 as discussed in more detail below) by setting 
its ·select bit 173; .. . . . . 
. . Each of the individual ports 4~ in. a particular device controller 41 can be connected 
independently to a processor module 33 arid at the same time as the other. port in. that 

40 ·device controller is connected to a different module. However, the ownership. latch '185 
establishes the logical connection between the control part ofthe device controller and orie 
of the dual ports 43 so that only one port has control of the device controller at any one 
point iri time. . · ·. .. . 
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TJie decode logic determines what function is being transinitted on the T bus 153 at any 
particular time. . · . . · 

The control logic combines· T bus functions to perform specific port functions, for 
example, set select bit, clear select bit, read interrupt status. . . . . . · 

The functioning of the control logic is illustrated in the logic equations set out in Figilre 
27. . . ' . ' ... 
. When a.connection sequence (to be described later in reference to Figures 15, 16 and 17) 

is transmitted over the 1/0 bus 39, one of the ports 43 (and only the one port 43 in a dev~ce 
controller 41 attached to that 110 bus 39) connects (m a logical sense} to the bus 39. by 
setting its select bit 173. · · . . ·. · .. ... .. 
· This logical connection is determined by part of the. data transmitted in· that connectjori 
sequence. When·· connected, t_hat particular pdrt 43 subsequently responds to channel 
protocols in passing· information between the channel. and the control .part. of. the device 
controller. The device address comparator 193 is the component part of the port 43 ·that 
determines the port's unique address.. · . . . . . . . . . 

The device address comparator 193 determines the unique address for.a particular port 43 
by comparing the device address field on the data bus 161 during a LAC T bus function; 
with ·d~yiee. address juinpers associated with a particulai; P?:rt 4~. WheJ!- the add~ss 
transmitted by the channel 109 matches the address. determmed by the Jumper~ on .a 
particular port 43, the term ADDCOMP (see Figure 27) is.generated and the select bit 173 
for that port is set (assuming that the other conditions set out in,J:igure 27 allow the.se"lect 
bit to· be set). The· port 43 then responds to all T bus operatiO!lS until th~ seqilenc.e 
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terminates by clearing the select bit. . . · -
· The abbreviations used in Figure 27 include the. following: 

Add Comp - Address Com_pare (Device Address); · 
PAROKFF - Parity OK Flip-Flop; . 
SEL - Select; 

··OWN - Ownership; and 
SELBIT - Select Bit. . . . . .. . ... 

5 

. The pai;ity check register 177 i~ related to the parity generator and c~eclc logic 137 of 
Figure 13 m that on output the parity generator logic 137 generates the panty to be checked 
by the parity checker 177 of the port 43, and this parity must check or ~he operati~il will be . : J:O 
aborted by the I/O channel 109 of the processor module 33. On mput, the mtedace 
oommon logic 181 generates parity to be checked by the channel parity check logic P7 in a 
similar fashion. . .· . . · . . . · 

As shown in Figure 24, the parity check is started before data is loaded Into the register, 
'and the parity check is continued until after the data has been fully loaded into the register. . 15 
. That is, the pa!ity on the D bus is check~d by the port p~ty regis!er whenever the ch;annel 
asserts SVO with an output T bus funct10n, and the panty 1s morutored for the durat10n of 
SVO to insure that the data on the D bus is stable for the duration of SVO while the port 
transfers the data into the data .register 213. . . 

This parity check occurs on each transaction in a T bus sequence; and if a parity error -20 
occurred during any transaction in the sequence, the error is returned as a status bit in 
respon~e to a T bus _function during a se9ue!1ce· For example, in an EI<? sequena: (Figure 
1~ and 15) the P ·bit return for RDST md1cates that the port determmed a panty error 
during the EIO sequence. . . . · 

As illustrated in Figure 18, the parity errot bit is a bit number 3 on the D bus in response 25 
. to a RDST function on the T bus. . · . . . · . 

If a -parity error occurs atsome time other than during an. EIO sequence, the parity error 
is reported during the read interrupt status (RIST) T bus function· similar to the m~iler 

· described above for the RDST T bus function. 
30 · The parity error is cleared at the beginning of an EIO, 110, HIIO or reconnect seqU:eq.ce · . 30 
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as shown in Figure 24. · · · 
If a parity error is detected during any sequence it is recorded by the parity check register 

to be returned on the D bus in response to a RDST or RIST T bus ·function. · 
With continued reference to Figure 20, the function of the enable latch 175 in the port 43 

is to allow the 1/0 system to recover from a certain class of errors that wou:ld otherwise · 35 
renderinoperative both of the I/O buses 39 attached to a ·particular device contro]Jer 41. 
The enable latch 175 accomplishes this by not allowing the port 43 to place any signals on 
the 1/0 bus 39. 
·· The enable latch 175 is cleared by a specific disable command. This· is a load address.and 

· command (LAC) T bus function with a specific operation code transmitted on the D bus · 40 
161. . 

Once the enable latcfl 175 is cleared, this enable latch cannot be programmatically reset. 
· The port 43 includes a status multiplexer 195. The status multiplexer 195 ·returns the 
·ownership error mentioned above if the device controller 41 is logically connected to the 
other port 43 of that device controller, to indicate that the device controller is owned by the 45 
other port and commands to this port will be ignored. . . . ·. ' 

The port 43 includes an interface transceiver 197 for each input line (i.e., SVI, STI, Pata 
Bus, Parity, PADI, RCI, LIRQ, HIRQ) of the 1/0 bus 39 shown in Figure 14. The 
transceivers 197 transmit data front the port 43 to the 1/0 channel 109 when the port select 
bit 173 is set and the T bus function on the T bus 153 requires that the device controller 41 .. 50 
return information to the channel. The transceivers 197 pass information from the data bus 
161 into the port 43 at all times. . . . · ... 
· It is a feature of the present invention that the power on circuit 182 act'S iri association 
with the transceivers 197 to control the ·behaviour of the transceivers as the device 
controller 41 is powered up or powered down, in a way which prevents errone~us signals . 55 
from being ·placed on· the I/O bus while power is going up or down .. This feature is . 
particularly significant from the standpoint of on line maintenance. · .. , 

As shown in Figure 20, each transceiver 197 comprises a receiver 198 and a transmitter 
. 200. . 

The transmitter . is enabled by· an enable line 202. . . - · . . . 60 
There are several terms which are on the enable line 202. These include the select bit 173, 

a required input function -on the 'f bus, and a ~ignal from the PON cii;cuit. 182 .. 
·· T~e signal from the PON circuit, in· a particular embodiment of the present ioveiltion, is 
connected in a "wire or": conriection to the output of the gate which combines the other . 
terms so that the output of the PON circuit overrjdes the other terms by pulling down the ·: . 65 
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enable line 202. This insures that the transmitter 200 (in 9ne specific embodiment~ ·.an 
8T26A or 7438) is placed in a high impedence state UQtirthe PON circuit detects that the 
power is at a sufficient level that the integrated circuits.\\lil~ operate eorrectly. The.PON 
circuit output stage is designed to take advantage of a property of the specific transceiver 
integrated circuit used. On this particular type IC if the driver enable line 202 is .held below 5 
two diode drops above ground potential, the transmitter output transistors are forced into · 
the off state regardless of the level of power applied to the integrated circuit. This ensures 
that the driver cannot drive the bus. . · · . · 
. This particular combination of features provides a mode of operatiOn Wherein the output 

of the integrated circuit is controlled as power comes up. or goes down, whereas normiIJy •· 10 
the o!-'tplit of .an ~n~egrated circuit is undefined when power drop& below a_ certain -level;:_ 
. This same ctrcu1t is used on theX and Y buses of the mterprocessor b~s system-to;contrQl. 
tbe tran~ivers and control signals generated by the interprocessor control55. As indicated 
in Figure 30, each central processor unit (CPU) 105 has a PON circuit 182 which is similar to 
the PON circuit 182 in the device controller. The PON circuits. therefore control the. 15 
transmitters for all of the device controllers 41 and all of.the interprocessor controls ss~ 
; J?etails of ~he power.:.on (PON) circuit are shown in Figure 25 where the circuit :is-
1nd1cated generally by the reference numeral 182; · . · . . · , ' 

.. · '}be purpose of the PON circuit is to sense two different voltage levels of the five volt 

·suff!rc;wer is failing, the circuit senses the point at. which power drops below a certai~·level · ·.io 
. whic.h t'eii<Jer8 the logicin the device controller or CPU an intermediate state or conditio1:1. 
At this point the <;,ircuit supplies signals to protect the system against the logic which 
sµbsequently goes mto an undefinable state. · .· . . .. ·· 
· The second voltage level which the PON circuit will sense is a value that is percejved zs . 

when power is coming up. This second level at which power is sensed will be greater than 
the. fir8t level by roughly 100 millivolts to provide hysteresis for the system to eliminate any 
oonditioris of oscillation. · . . 
.... Th.e PON circuit stays in a stable condition after it senses one of the voltage conditions 
until it senses the other voltage condition, at which point it changes state. The state at which · 3.0 

. the PON circuit is in at .any particular time determines the voltage level at which the 
transaction to the other state :will be made. 

The power on cfrcuit182 thus presents a signal establishing an indication that the pow~r is 
. within predetermined, aeceptable operating limits for the device controller 41. If the power 
is not within· those predetermined, acceptable operating limits, the signal output of the 35 

.. power-on circuit· 18Z is U:sed· to directly disable the appropriate bus signals of the device 
controller 41. . . 

. .,, ~~-e ou~put of th~ P~N circuit 182.is a binary outJ?Ut .. I~ the output_is_a on~, t~e ~owe!' is 

. W:J~lil sat1s~actoryl1m1ts. If th~ output.of.the PON circmt is a zero, this is an md1cat1on that 
the ·power. 1s below the acceptable hm1t. · . · ·.. . . · · 40 
· .. l'he po:wer-on circuit 182 shown in Figure 25 and to be described in detail below is us.ed 
with the device controller 41 and has seven output driver stages which are used_ in the 

)1pp,ication of the power~on circuit 182 to the device controller 41. However, the same 
. ·.power-on circuit .182 is also used with. the CPU 105 and the bus controller 37, but in those 

45 ·applications the power-on circuit. will have a lesser number of output driver stages. · 45 
· . As· illustrated in Figure 25, the .PON circuit 182 comprises a current source 184 and a 
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' differential amplifier 186. . . . .· . . 
· Th~ differential amplifier 186 has, as one input; a temperature compensated reference 
volt~ge input on a line 188 and has a second input on a line 190 which is an indication.of the 
voltage. that. is to be sensed by the power-on circuit. .. · · ·. · , 50 

The reference voltage ori line· .188 is established by a zener diode 192. .· ..... 
Jne differential ~mplifier 18? comp~ises a m~tched·pair. of transistors 194 and, 196 . 

. .'fhe voltage apphed on the hne 190· is determmed by resistors 198; 200 and 202. The 
. :resistors 198, · 200 · and · 202 are metal · film resistors which provide· a high degree. of 
· temperature· st~bility in the PON circuit. . · . ·55 
· · The outputs on lines 204 and 206 of the differential amplifier 186 are·applied to a three 

· tran~istor a:rray (the transistors 208, 210 and. 212), and this three transistor arrayiq turn 
controls the. main output control transistor 214, : ... ·• . . . . . 

The main output control transi~t.or 214 drives all output drivers that are attached;. For 
example, in the application of the PON circuit 182 for the deyice controller 41 (as illustrated .60 

· · in Figure 25}. the .main output transistor 214 drives output stages 216 through 228. The 
ou~put stage ~16 is used to clear the.logic, tlte output stages 218; 220 and 222 are, used in 

· C()mbination with the interlace devices of one port43 of the device controller 41, and the 
... output stages 224, 226 and 228 are used in combination with the interlace device of _the 

other port 43 · of the . device controller 41. · ·. ·· · · , .. ·. ·· .. 65 
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' Finally, the PON circuit 182 includes a hysteresis ·control 230. The hysteresis control 30 . 
includes resistors 232, 234 ·and a transistor 236. · . · . . . ·. · •. . 

In ,operation; assuJ!ling ~at operation is started from a power off·-s!age to ~a powe~ ~>n· 
condition, the power 1s appbed through the curr.ent source 182 to the differential amphfier · 

5 186 and to the main output control transistor 214. At this time the voltage on the line 190.is 5 
less than the volt~ge on the line 188 so the differential amplifier 186 holds the output of the. 
main output control transistor 214 in ·the off state. · -· . · , . . · .· .· 

iti 

15 

. This, in turn, will force the outputstages 216 through 228 on. · . · : . 
· '.fhis asserts the output of the PON circuit 182 in the zero state, the state indicating that 

power · is not within acceptable limits. · · · · . . . . . • . . . · 1-0 
As voltage rises, the input voltage on line 190 will increase until it equals the reference­

voltage on l~ne _ 188. At t~is · (>Oint th~ differential amplifie~ 186 drives the main autput 
control transistor 214, turnmg 1t on. This removes the base drive from the output stages 216 
through 228, forcing these output stages off;- the output of the PON circuit·182 is then a.one, 
indicating that the power is within acceJ?table limits. · · . -. 15 

At this point the hysteresis control circuit 230 comes into play. While power was coming 
on, the transistor 236 of the hysteresis control circuit 230 was on. When the transistor 236 is 
on; the resistance value of the resistor 202 appears to be less than the resistance value of this 
resistor 202 is when the transistor 236 is off. · . - . . 

20 .· . The point. at which the main output control transistor 214 turns on is the point at which 20 
the _hysteresis transistor 236 turns off. Turning off the hysteresis transistor 236 causes .a 
slight voltage jump in the line 190 which further latches the differential amplifier 186 into 
the condition where the differential amplifier 186 sustains the main output transistor 214 in 
the on state. · . . . 

25 · Th~ state of the PON circuit will remain stable in this condition with the main output 25 
eoiltrol resistor 214 on and the output drivers 216 through 228 off until the plus five V(Jltage 
drops b¢low a lower threshold point, as determined by the voltage applied on the line 190. 

As the voltage on the line 190 decreases below the reference voltage on the line 188, 
(because the five volts supply is going down in a power failure condition), then ~e 

jo differential amplifier 186 turns off the inain output control transistor 214. This, in tum, ·3() 
turns on the output driver stages 216 through 228. · · · . 
· Since the hysteresis transistor 236 was off as power dropped, the voltage applied to the 
input of the PON circuit 182 must drop somewhat farther tha:n the point at which the PON 
circuit 182 sensed that power was within the acceptable limits during the power-up phase of 

35 operation,_ · · · . · · 35 
. This di~erential or _hys~ere~is is us~d t<;> inhibit any noise on the ~ve. volt power supp~y 
from causmg any osclllation m the circwt that would erroneously md1cate that pow.er IS 
failing. · · . -· . · 

The PON. circuit 182 shown in Figure 25 provides very accurate sensing of -the two 
40 _,voltages used by the PON circuit to determine its state (whether a: one or a zero output of 40 

the PON circuit). ·._ · . · -. .•· 
· .. In order to sense _these two voltages very accurately the PON circuit must-have the 
eapability of compensating for initial tolerances of the different components and also Jhe 
. capability to compensate for changes in temperature during operation. In the PON _circuit 

45 182, the zener diode 192 is the only critical part that must be compensated for because C)f its 45 
initial tolerance,' and thi!f compensation is provided by selecting .the resistor 198; 
· Temperature compensation is achieved beca,use the zener diode 192 is an active= ze_ner 
diode and is not a passive ze'ner diode. Effective temperature compensation is also achieved 
because the two transistors in the, differeritial ainplifiet 186 are a match~d pair of transistors 

50 and the resistors 198, 200 and 202 are metal film resistors. · 5-0 
· Each port· 43 includes a num.bet of lines which are indicated by the general reference 
numeral 179 in Figure 20 and Figure 19. This group of lines 179 includes the individual lines 

·201 (sixteen (16) of which make up the Input Bus- I Bus), device address lines 203, Output 
Bus lines 205 (of which there are.sixteen), a take owner-ship- line 207 and general lines 209 

55 whieh transmit such signals as parity, t_he T bus, and other· similar lines which are required . 55 
because of the particular hardware· implementation. · · · - . : , · . · 

, These l?art!cular lines ~OI,_203~ 205,"20? and 209 cor~espond to the lines ~th the same 
nu,mbers m Figure 21, which rs the block diagram of the mt~rface-common logic. However, 

.·there are two sets of each of these lines in Figure 21 because the interface common logic 181 
60 : is associated with each of the dual ports 43 in a device controller 41. . -· 60 

· With reference to Figure 21, the interface common logic 181 includes the ownership latch 
185 (see.also Figure 19). This'ownership latch determines the logical connection between 
the interface eoriu'non logic 181 and a port 43 from which TAKE OWNERSHIP signal has 

. been received over the line '}.07. · · . . · 
, 65 As noted above, the TAKE OWNERSHIP sif]1;nal is derived by the port hardware from a ·65 
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load a~dress: ·and ·command (LAC) T bus . CQmmand (see Figure .. 18) ·with. a . particular 
operation code in the command field on the D bus;· When the po_rt receives the functjon ·. 
LAC on theT bus from the channel,. the port logic examines the ~mmand field (the top six . 
bits) on the D'bus. Then, if the command field contains a code specifying a take ovvi:u~rsliip 

5 com~and~ _the port hardw~e issues a signal to set the ownership latch ~ connect .the p~rtt9 . 5 · 
the. mterface common logic and thence to the control· part of the. device controller. If the, 
command field specifies a kill command, the port hardware issues a signal to.clear.th~ Port's.· 
enable latch. ~is operati~n happens only if tht: device a~dress field on !he D bus matches 
the· port's device address Jumpers, and no parity error 1s detected dµnng the command. 

10 !hat is, no commands (including the take ownership, kill, etc.) are executed if a parity .error,. 1 O 
lS·detected on the LAC. , · . · . .· . · . .. . . . . 

As a consequence, the JJO· channel 109 issuing the Take Ownership command gai~s 
C()ntri>l of the device cpntroller 41, and the other port 43 is Jogically disconnected: Take 
Ownership lllay alsio .cause a hard clear of the controller's internal state. · . · . : . 

15 The state of the ownership latch 185 determines which port may pass information through 1.~ 
themultiplexer 211. Once;: ~e ownership_ latch ~85 is set in a given direction, ~t stays.in that 
state until a Take Ownership command 1s received by the other port. Assertion of. the 1/0 
teset·Une (IORST} Will also cause ownership to be given to the other port after the internal 
state of the device controller has been cleared. . : · .. . · ·: . · .. 

20 . Control . ~ignals are chosen by the state of the ownership register J.85 and .fro:rp. ·the 7~. 
appropriate one of _the ports 43 and are transmitted by the multiplexer 211 to· th~ control 
p~ 187 of a device controller on a set of conttol lines 215. Data is select~d ·fr~m, ~it 
appropriate one of the ports 43 on lines·205 and areloaded.into the data register-213 8il<i 
presented to the controller on an Output Bus (0 bus) 217. .· · 

25 >Some of the coritrollines 215 (tllelines 215A) are used t0 control the multiplexer Z20 iii 25 
s~~ecting: inforinatiQ'1 from· the controller as trans~itted on- lines 419, tO. be. retu~ried _by· .th~ · · :. 
inpljt bus (I bus)201 to the ports 43 (Figure 20) and then to the chan!Jel 109 of a: proce88Qf 
module 33. A line 221 returns the device address from the appropriate port 43 to the l bus 
201 _a:nd thence t~ the 1/0 channel 109. .· . · · .·. . . 

· 30 ·The data buffer 189 shown in Figure 19 is illustrated. in. more detail in Figure 22. 3.0 
.In accordance with the present inventfofl. many of the device controllers 41 incorporate a 

iriµltiword buffer for receiving information at a relatively slow rate from a peripheral device 
and"theil transmitting that information at or near memory speed to the procesSQr modtde t9 
inaximize channel bandwidth utilization. · · ·. · .· 

35 . . In. the buffer design itself _it is important that the device controllers 41' be· able ·tq · }S 
oooperate with. each other in gaining access to the channel \09 to avoid error conditions. In 
order-for the device controllers 41 to cooperate propedy,.the multiword buffers 189 are 
constructed to follow certain guidelines. . .. 

·· ·"These guidelines include the following: . · .. .·. · 
40 First of all,. when a device controller makes a reconnect request.for the charinel.109 it 40 

must have enough buffer depth left so that all higher priority device controllers 4_1 and one 
lqwe:t priority device controller 41 may be serviced and the reconnect latency of the 
i:eoonnecrrequest can occur without exhausting the remaining depth of the buffer .. This is 
called Bµffer Threshold, abbreviated T in Figure 23. · · . . ·.·.. · .. 

45. - ; Secondly, after the buffer has been serviced, it must wait long enough to permit all lower 45 
priority device controllers41 to be ser~ice~ before ~aking another. reconnect .request. This 
ts caHedHoldoff; The buffer depth (D m Figure 23) _1s the :sum of the holdoff depth plus the 
threshold depth. ·.. .· · . · . . .. · .. · . · .··. 

The holdoff and.·threshold~ depths are a function of 11 number of v1:1riables. These iQclu,~ 
SO the device rate, the channel rate, the memory speed, the reconnecfl:ime~ the number: of · 50 · 

controllers of higher priority.on that 1/0 bus; the num~e~ of.controllers oflower priority on 
that 1/0 bus, and the maximum ·burst length perm1ss1ble. . . . . . .. 
· A controller: at high priority on an I/O bus . has more controllers of lower priority 

ass0dated with it on the same. 1/0 bus than another controller at lower priority on the same 
:55 1/0 bus, and.therefore the. higher priority controller requires more,holdoff deptb.tha11 ~e .. 55 

lower priority controller. Similarly, a controller at low prioti~y on anl/O b~s requites ~ore 
threshold: depth than a· controller. at higher priority. The buffer 189 in a controller is 

· <;onstructed to take advantage ·of the fact that as. holdoff requirement incr_e.ases the 
thres_hold reqµirement dec~ea~es/and a~ the threshol~ requirement ~ncre~ses the. h~ldoff 

6() reqµrrement .decreases; ·This 1s accomphshed by makmg· the stress. at wh.1ch a reconn~ct . 60 
request is made -variable. the actual setting ~fopending ;on, the characteristics of the 

· controllers at higher and lower priority in a particu.lar 1/0 channel configuration. TJ1e buffer 
depth is therefore the maXimum .of the worst-~ase .t!J.reshold depth or worst-cas¢ h0ldoff 
depth·requirement. rather than the sum of the worst-case. threshold depth .arid wors.t-case 

-65 holdoff depth. This allows the buffer depth to be minimized~ and shortens the.time r~quited §5 
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to -fill or empty the buffer. ·. . . . . .• . . . . . · .. . . . . . . .· . ·. 
A number of these parameters are graphically illustrated in Figure 23. In Fig,,ue 23 time ... 

has been plotted on the horizontal axis versus words in the buffer on the vertical axis for an · 
output operation; · • · . . · . ·· . . · . . . . : . . · • . . 

Starting at point Don the upper left hand part of.Fi~re 23 (and _ass~ming a buffer. filied 
to the full. buffer depth), data 1s transferred to a device at a rate indicated by the.line. of 
slqpe -R0 and this data transfer continues without any reconnect signal being geqerated. 
until the buffer depth decreases to the threshold depth as indicated by the intersectio,n. of 
the line of slope -R0 with the threshold depth. line T at point 223. . . . · ·· · · . 

At this point the reconnect request is made to the channel 109 as indicated by the.legend 
on the horizontal axis in Figure 23. . ... · · .. .. · 

The transfer of data continues from the buffer at the rate indi.cated by the line of slope 
-R0 and the request is held off by higher priority device controllers.41-~til point 225 at. 
which point the request is honored by the channel 109, and the 1/0 channel begins its. 
reconnect sequence for this device controller. . · . . .. 
. At ·point 227 the first data word has been transmitted by the channel 109 to the device· 

controller buffer-189, and the channel 109 then transfers data words at a rate indicated by_ 
the line of slope Re into the buffer 189. · . . · . ·. . . 

·At the same time the device controller 41 continues to transfer data words. out of the 
buffer at the rate -Ri:) so that the overall rate of input to the buffer 189 is indicated by the 
line of slope RC· - R0 until the buffer is again filled at tne point 229. At 229 the buffer is. full, 
and the device controller disconnects from the channel 109, and the data transfer continues 
at the rate indicated by the slope line •Re. . -· . . . · · 

•Tue notation tr in Figure 23 indicates the time required for the-polling and selection of 
this device oontroller and the transfer of the first word. This will be discussed again Qelow in 
relation ·to Figure 16. · . . · · . · · · . · 

The letter B in Figure 23 indicates the burst time. The burst time is a dynamic par~meter. 
The length of any particular burst is dependent upon the device transfer rate •. the channel. 
transfer rate, the number of devices with· transfers in progress and the channel reconnect 
time. The maximum time permitted for a burst is chose:Q to minimize the amount of buffer 
depth required while acconiodating high device transfer rates and also ~e . number of 
devices that can transfer concurrently. . · 

Figure 22 is a block diagram of a particular embodiment of a buffer 189 constmcted in 
accord~nce with t~e p~esent invention to accomplish the holdoff and threshold require-
ments Illustrated m Figure 23. . . . . , . . 

At the same time the device controller 41 continues to transfer data words out of the 
buffer at the rate ..:R0 so that the overall rate of input to the. buffer 189 is indicated by the 
line of slope Re - R0 until the buffer is again filled at the point 229. At 229 the buffer is full, 
and the device controller disconnects from the channel 109, and.the data transfer continues 
at the rate indicated by the slope line .-Re. . · · · . . . 

The notation tr in Figure 23 indicates the time required for the polling and selection of 
this device controller and the transfer of the first word. This will be discussed again below in 
relation to Figure 16; · . . · · · . .· .• . : · · 

The letter Bin Figure 23 indicates the burst time. The burst time is a dynamic parai:rt~ter. 
The length of any particular bur8t is dependent upon the device transfer rate, the cbaimel 
transfer rate, the number of of devices with transfers in progress and the channel reconnect 
time. The maximum time permitted for a burst is chosen to .minimize the amount of buffer 
depth required while accomodating high device transfer rates and also the number of 
devices that can transfer concurrently; · . . · 

Figure 22 is a block diagram of a particular embodiment ofa buffer 189 ~qnstructed in 
accordance with the present invention to accomplish the holdoff and thresJ;iold. require-
·ment~ illustrated in Figure 23. .· . · .. . . . . . · . 
- The buffer 189 shown in Figure 22 comprises an input buffer 231, a buffer memory 233. 
an output buffer 235, an input pointer 237, an .output pointer 239, a multiplexer241:, buffer 
control logic 243 ·(described in more detail in Figure 26). a multiplexer 245 con_nected to the 
buffer control logic 243 and a stress· counter 247 .. , .·. . ·. . . . . · . 

As also illustrated in Figure 22, 1wo groups of data input lines (lines 2l 7 and 249) are fed 
inte the input· buffer 231. · · · . · . . . . . .· 
· · One group of data input lines include sixteen device data input lines 249. . . 

The other group of input lines include sixteen Output Bus lines (0 bus lines) 217. 
··One or the other of these·two groups of input signals.is then fed ~rom the input 1?uffer231 

to the buffer memory 233 by a grou:R ofhnes 2Sl. .There are sixteen of the httes 25L 
. Data is taken from the buffer memory 233 and put into the outp~t buffer 235 by a group 
of line$ 253 .. There are· sixteen of the .lines 253. .. .. ; . . . . . . . 

The output buffer 33S transmits the data· back to .the interface conill).on logic :181 (see 
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Figure 19 and Figure 21) on a group of sixteen lines 219 and to the devices 45-; 47:(such!as_~ 
49, 51; 53 shown ii:J. Figure l) on a group ofsixteen lines-255 as indicated by the legends in 

. Figure 22. · · · -'- , 

:-. 

The input and output pointers 237 and 239 function with the multiplexer 241 as follows.-
5 · When Clatais being transferred from the irtpufbuffer 231 to• the buffer memory 233, the 5 

input p~inter 237- is .com:.1ected t? the· buffer m.emory 233 through· _the multiplexer 241 to_ 
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determme the location mto which the word is wntten, - - - .·. __ '·· - · .. -· -- .. _. 
When data· is being transferred out of the buffer memory 233 into the output buffer 235,. . 

the outpµt pointer 239 is eonnected to ·the-buffer inemory _233 through the multiplexer 241 .. 
to determine the lOcation from which the word· is taken. . .·. . - . ··-, .· 10 

The purpose of the buffer control logic 243 illustrated in Figure 22 and Figure 26 is to 
keep trac~ ?~_the stress place~ oii the: bu~er 1~9. In th}s re~ard; the degree of ~he ftdl'or · 
empty condition of $e buffer m combmation. with the direction of the transfl;}r with respect-
!<> the pro~ssor m~dule (whether input or output) determines· the degree of stress. Stress 
mere~ as the device accesses the buffer and decreases as the channel accesses the bu:ff~r. : . 15 f 

_._ lti _the implementation shown in Figures 22 and 26 the stress counter measures·inc.reasing . 
stress froni 0-15 on an input, and'decrea,sing stress from 0-15 on an output. Another-. 
implementation (~ot shown in the drayvings) would add_ the ~rection oftransferin _·the< 
buffer control logic such that two new lines would access the pomters 237 and 239 and the 
stress CQui:J.ter ·would always measure increasing stress. - . .· · . · · 20 

Wi!h continued !eference to ~igute 22, achannel request line 215 (see ~lso Figure 21)an4 
a device request lme 257 (commg from the control part 187 of the device controller) are. 
asserted . to indicate access to the ·buffer 189. . 

-.· The multiplexer 245 chooses one of 'these lines as a request to increase the buffer :fullness 
and chooses the other line as a request to decrease the buffer fullness based on the directioµ. 2S 
of the .transfer (whether input or output) with respect to the processor module. :. · · 

'.fh~1ine cb,i'.)sen toincreas~ buffer ~llness is.also used to load data from the apPrOpriate . 
data lines 249 or 217 (see Figure 22) mto the· mput buffer 231. by means of the bne 259. · . 

The channel and tJ;ie device may access the buffet 189 at the·same time, and .the b~ffer. 
oonfrol logic 243 services'. one request at a time. The buffer control logic 243 chooses one of 30 
the lines for serviCe and holds · the ·other· line off until ·the buffer control logic 243 ha.s 
serviced the first request, then it sel"Vices the other request. -·, 

·The servicir~g of a request by the buffer control logic 243 includes the following. 
First of all, it determines the direction of transfer ·(into or out of) the buffer memory 233, 

an~ itasserts line 261 (oonnect~d to the multiplexer 241) a~ appropriate to select the input 35 
pomter 237 or the output pomter 239 through the multiplexer 241. _ . _ ·._ 
--:~eoondly, on an outptit·req~est, the buffer control logic 243 asserts line 263 which dqes 
th~~e things, · _ - . . .- . - .· 

(A) · It writes the word from the input buffer 231 into the 'buffer memory 233 at tl;le 
loc~tipn. determined by the input pointer 237 and- the multiplexer 241. _ ·: -40 
:' - (B) It increments the stress counter 247; - _ - _ 
. (C) The buffer control logic· 243 increments the input pointer 237. - . _ . _ 
Th~r~ty. on a outp11t. transfer, the b~ffer coritrol logic 243 asserts line 265_ which 

aceomphshes the folfowmg three pperations.. - - - - -. . -·· - .. · '• 
__ -_(A) _The puffer control logic 243 writes-the word being read from-the buffer __ memory 45 
2~3 as <leterm~ned by the output.pointer 239 andmu~tiplexer 241 into the output bµffer 235, 

(B) . The. buffer control logic 243 decrements the stress counter -247. , . · .· , . 
- (C) The buffer control logic 243 increments the- output pointer- 239. , · · _ 
The stress coµnter 247 determines when the buffer 189 is full (D), or at threshold!Iepth 

(t) ~s shown by the output line legends in Figure 22. · · - · . . _ · ·so 
·The' output of the stress cou_nter is decoded, and any one of the decoded values rtuiy be 

u~ecl" t.o specify that the buffer is at threshold depth. ln the preferred embodiment,_ wire 
jumpersare used.to select one ofsixteen possibfo·sfress·vah1es, and a reconnect request is 
niade to . the=· charni'el 109 when the stress on the -buffer 189 reaches that •value, . _ 

·_ The control part 187 of the devi~e oontroller uses these three signals (which correspond to 55 
t~e legends in fi~ure 23)to mi;ikt; reconnect requests and di~connect reques!s on respective 
lmes 145 (see Figure 14 and Figure 12) and 159 (see Figure 14 -and Figure 12). -

The STI (sfop in) signal_ transmitted on line 159 shown in Figure 14 and Figure 12 is 
relat~d tQ th~ btifferdept~(D). thefu!l or.ernpty:co1:iditionsof th_e•buffet:and,th~ directio}l 
of transfer; and· the RCl (reconnect m) signal on hne 145 of Figure· 14 and Figure 12 is -.t)O 
related to tP:e threshold depth(T)indicationfrom the stress counter 247 inFigure22.Tl;lus, 
the STI ·signal is asserted whe~ the buffer 189teach_es-a condition of minimum stress (full on 
ol!-tp'ut_,and-eID:pty on i~put). The STI' sigrtal signals the channel 109 tha~ th.e controller 4;1 
wishes to termmate the burst data transfer. When the buffer passes through its threshold, it 
asserts the· RCI signal ori line 145 to indicate to' the channeL 109 that .. the buffer_ wisP,es to · 65 
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transfer a burst of data. . . . . . . . . . 
Figure 26 shows details of the multiplexer 245, the buffer contro.l Jqgi.~243 and the sQ"ess · 

oounter 247 of the buffer 189 shown in .Figtlre 22. . · : · . . · ·. . .· ... . . 
. In Figure 26 the multiplexer 245 is shown as two sets of.gates 245A an~i,,.245B, request 

fbp-flops 26_7 ~ and 2678., a ~lock flip-flop 269 i· request sy~chronization flip-'flops 271A and . 5 
2718, a pnonty resolving gate 273 ana request execution gates 275A and, 275B .. · 
. i;ite _stress counter 247 ~mp~ses a counter ·section 247 A ano a decoder section 247B as . 
tnd1cated by the legends m Figure 26. . .• . . . . . · :. . . . . . . . 

·As illustrated in Figure 26, the two sets of gates 245A and 245B have used the channel, 
request signal (line 215) and the device request signal (line 257) and. the .read and writ~ lO 
signals to determine which of the channel or the device is putting data onto the buffer 189 
and which is taking data out of the buffer 189. . . · · . · · 

· ~e request flip-flops 267 A and 267B store the requests until the . 00,ntrol logic ha8 · 
sefV1ced the request. . . . . . 

The clock flip-flop 269 generates a two phase clock used by the request synchronization· ·15 
flip-flops 271A and 271B and the request execution gates 275A and 275B. , ·.· 

The request synchroniztion flip-flops 271A and 271B synchronize the request to the clock 
generation flip-flop· 269 and stabilize the request for execution. . . 
Th~ priority resolving gate 273 picks one of the requests for execution and cause~ the 

other. request to be held off. · 2Q· 
· The re9uest execution gates 275A and 275B execute the requests in dependence on the 

synchromzed request, . . . . . . . 
" . :Each ouq>ut signal on the lines 263 and 265 performs the functions described. above 
(incrementing and .decremt:nting tht: stress counter, up~ating the buffer memory or output 
buffer, and updatmg the input pomter or output pomter)~ . . . . ·· 25 

Iil addition, each signal clears the appropriate request flip-flop through. the lines 277 A 
and ·211B illustrated in Figure 26. · · · · 

As noted above, Figures 15, 16 and 17 show the three sequences of operation of the J/O 
system. · . · ... · . 

In.the operation of the 1/0 system, the normal data transfer between a process0r module 30 
33 and a particular device, such as a disc 45, includes an EIO sequence to initiate the 
transfer. · · 

The EIO instruction selects the particular device controller and device and specifies the 
operation to be performed. · . · . . . .. 

The device controller 41 initiates the JJO between the device oontroller· 41 and the 35 
particrilar device. · · · 

The device controller 41 periodically reconnects to the channel 109 and transfers data 
between the device controller 41 and the channel 109. The periodic reconnection may be for 
the purpose of either transferring data from the channel to the device or for the purpose of 
transferring data from the device to the channel. . . 40 

. When the transfer of data is complete the device controller·41 interrupts the CPU 105, 
which responds by issuing and 110 or an HllO sequence, .· · · 

The IIO sequence determines the identity of the interrupting device and conditions under 
which the transfer completed. · · · . .. . . . 

The HIIO sequence is similar to the 110 sequence but is issued in response to a high 45 
pr~ority I/O jntetrupt, · · · . . 

The "Execute 1/0" CPU instruction (EIO) is defined by the T bus state changes shown in 
Figure 15. . ·. · · · ·.. · 

Thdirst state shown in Figure 15 (the state farthest to the left) is the no-operation (NOP) 
ofidle state. The.o~her states ardhe same.as those listed in Figure 18by the corresponding 50 
mnemonics:.._load address and command (L,AC), load parameter (LPRM), read device 

•status · (RDST), deselect (DSEL) and. abort instruction. (ABTI). . . . · .•. -· .. 
As in the state changes shown· in Figures 6, 7 and 8, the solid line arrows indicate a state 

change, and a dashed line arrow indicates a cpndition which must occur before a state 
change can occur. · · . . . 55 

The EIO instruction and execution shQwn in Figure 15 is· directly under control of the 
microprocessor 113 (see Figure ·12}. of the CfU 105. . . . : . 
· . This CPU initiation is shown as transmitted to the state machine· in figure 15 by th~ line 

. 117; the initiatio!1 _s!g~al i~ acce,Pted <?nly· when the T bus is in the id.le state. · 
··· Once the CPU 1mtlat1on s1gnal-1sapphed, the T bus.goes from the NOP (idle) state to the 69 
LAC state. · - ·. . . . , .· . 

In the LAC state or function a word is taken from the. top of the register stack 11~ in the 
CPU 105 (see· Figure 12) and is put on the D bus 161 (see Figure 14). . . · 
As described above, this word is used to sele~t a particular device controller 41 and a 
particular peripheral device 45, 47. 49, 51 o_r 53 (see Figure 1), and the word ~s also µsed to 65 
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specify the operation to he performed. · . . ., ... ·; .. · ·. :' ,; ,.; 

~ t~; l~:J~~=!t~~~~t!h(r.l~) £~e!~~d ~~t~:~ t
~~a=P of the ~e8isi~r sta~l(.i1t .. 

the ~PU 105 (~e Figure 12),is put on-.theT bus161(seeFigute 14) by the I/Q chan.1;1eJl09. 

S artd is· passed t~ the de'Vice ;controller 41 selected during the previous LAQ- state,, . , 5; · 

At the c0nclus1ort of the handshake cycle, as shown by the dashoo line· arrow in figure.15,~· 
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the T bus goes to the RDST state. In this state the devite controller 41 returns ·the device 

status (the status of a particular device selected and comprising the set ofsignals d~hirtg 

the state· of that device) from the device controller 41 and places it on-the top of th,~.;register 

stack 112 in .. tlie CPU 105. · · . •.. . · ·· .· . ··. . . , · . . 

. ·ouring the ioad parameter and read device status·state.several errors may have occurrC4~ 

These inch~de parity error, handshake time out, and an error indication in the status worcJ .• 

If an error did occur; then the T bus machine 143 (Figure 130 goes from the ROST sta.tefo 

th_e ab~rt instruction (ABTI) state. · · · · · . . . ; 

The ABTI state instructs the device controller 41 to ignore the previous LAC and.LPRM 1~. 

information passed t-0 it·by the I/O.channeH09 and then the T bus (channel) returns to th.e 

Ni~ a~e~!t~i·st state no error w~s ~et~ed, (as shown by the da$hed line artow.Jl4.in. 

the top•branch of Figure 15), the T bus goes to the deselect state (DSEL). . , · 

With the T bus in the deselect state, the device controller 41 clears its select latch 173 an4. 

responds to the instruction issued to· it (pas8ed to it dUrifig the LAC state) and the 'I: bus 

returns to the NOP (idle) state. ·. , .·. . · . . .. . .. 

. · I~ the: operation of the 1/0 system there are a number of device request signals that Cari 

happen· as}'nchronousl'y:· Fot example, a reconnect.signal may be generated after .an EIO 

sequence to request that the channel transfer data to the eontroller. Or the device controller 

41 may a&sert an interrupt request line under a number of different conditions, e.g. to ~igilaI 

the completion of an EIO sequence or to report an unusual condition in a peripheral device. .. 

· · The· device 'request lines ·are common to an. device controller ports 43 attached to ·a _ 

p~cular 110 bus 39. ' · 
· .': .· ,·.· 

'The channel. 109 responds t() reconnect requests made on the line RCI (145 ofFigUre14), 

and the CPU 105 responds to requests made on the LIRQ line 147 (see also Figure 14) with 

811 110 sequenc:e, and to. a request made on the. HIRQ l!ne 149 with an HIIO sequen~: 

'The first thmg that the channel 109 or CPU 105 does m response to a Device Re9uest 

sig1;1.al. ~s to determine the identity of the highest priority deV:ice conti".oller 41.asse~ng,a 

request; That is. there may be several deviee controllers 41 asserti.ilg a request tQ the 

ci.annel 109 at one; time. and the channel will select a particular device controller in 

~~r'dance with· a predetermined priority scheme. · · . · . . . ·. . .. · 

. ; . fa ·a parti(!ular embodiment of the present invention up to thirty-two device controllers 41 

:can be conriected to a single channel 109. · · . . .· . . .. · .. : .. : 

. The thirty-two device controllers are connected in a star poll using th~ sixteen j:>it d~ta .. bgs 

161. One additional line 151 is used to divide the thirty-two device controllers int9 two 

gro~ps of sixteen each. One group of sixteen device controllers is assigned priority over the 

other group; and priority is also assigned among the sixteen within each group. The device 

responcljng on bit zero of the D bus during a polling sequence has.the highest priority within 

a · rarik; and the• orie responding· on bit 15 has the lowest. pri()rity. . · · .. ·. . : •. ·. 

Jn initial introduction. it may be noted that polling (which will .rtow be described) 

involves· the state descriptions shown in Figure 16 and 17 up to and including that 

handshake which occurs during the select (SEL) state in each figure. ·.. . . , ; 

. With "continued general reference· to Figures 16 and 17; the cha11nel 109 sets the.ranJt: line 

to zero and· then presents the T bus function RPOL (Fi~tire 16) if the response ~.to a 

reconnect request; while the. CPU 105 presents an LPOL tFigure 17)T bus functio1;df.tbe 

CPU is responding with ail IIO sequence. or an HPOLT bus function if the ~PUJs 

tespom';lii:tg with an· HIIO sequence. This isthe only major point of difference between the 

showings in figure 16 (the channel response) and Figure 17 {the CPU respon_se). withrregard 

~o polling. . ·· . . . .. ·. " 

· ···Referring spedfically to Figure 16 and the· response of the· channel 109 to.assertion:of the 

~CI Fnt":145.(seeFigure 14).·all device.s with a reconnect~req.,.est·pending!J
;iatW.~uld 

respond, on rni:tk zero place a one bit response. on the D bus. That is, all ~he.se devices assert· 

a line of the D bus 161 corresponding to their priority within the rank. . . . ..· · •.. 

The· channel 109·transfers the D bus response into the priority resolve register J3$ (see 

Figure 13). _This priority resolve register 135 output determines which device contJ:.oller has. 

the hig~est p~iority (itl accordance with t~e schen;ie de~crib~ aboye) and as~rt$ the 

appropnate bit back onto the D bus 161. 1f there is a bit asserted m rank zero by .the 

attached de'Vice· controllers. . ·. · · - : .· . . , . . .· . . . . . . . . . 

If there are one or more devices assertin~ a response to the prioriwresolye regisi~r :on 
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rank Zero, ~e output of the priority ~solve register is presented to all. devi~ controllers 
attached; along with the select function (SELJ on the T bus, and the _device contr~ller 
"'._1).ose p~iority on rank zero matches the ou_tput of the priority resolve regi~ter sets it select 
bit _17~ (see. FigureJ9), and t~en t!J.at ,POrt will respond !O S';1bsequent sta~es in the sequence. 
Jht~ .•~ the mode of o.eerat1on mdicated by the· sohd line arrow gomg from the sta~e 5 
indicated by .RPOL with a rank equals zero to select (SEL). · _ .. . ... ·.. . . . . . 
. · .H-the·priority resolving register 135 determines that no device responded wh~n the rank 
line equall~d zero, then the channel 109 sets the rank line to one and reissues the RPOL·T 
bus command. Then, if the priority resolving register determines that a response ocCµrred 
on rank" 1; the channel asserts the T bus select function as before.. . . . .~,Q 
How~ver, if the priority resolving register 135 determines that no response was made· on 

rank l;· the channel returns to the idle state indicated by state NOP in .Figure .16 . 
. . This latter event is an example of a failure which might occur .in one port 43 and which 

would result in the system 31 accessing that particular device controller 41 through_ the other 
port 43.. .·. . · · · . · · .. · 
. .A.s noted _above, the action of the priority resolving register 135 in response to .an no or 

a11 HIIO sequence initiated by the CPU 105 is the same as the response of the priority 
resolving register 135 fo a reconnect sequence initiated by the channel in response to a 
reconnect in on the line 145 from a device controller 41. · . 

With cQntinued reference to Figure 16, the reconnect sequence begins with the poll 7~ 
seqqence described above for reconnecting the highest priority device controller 41 making 
a request. .. . : . . . . . . . . ' ·, 
·. 1Jte ,next step in the reconnect·sequence·is to determine the actual qevice co~troller 
~umber contained in the device address comparator 193. As noted abov:e, the !)evic~ 
address comparator 193 includes jUlilpers to determine a physical device controller number. 25 
These. a.re the same jumpers that are used on a LAC T bus function during an EIO sequence 
to· deterinine a particular port. In the reconnect sequence the address determined by these . 
jumpers is returned to the 1/0 channel via the D bus during the T bus RAC state to access a 
table defining the buffer area for this device. · .· · . . . . · . 
. It is also necessary to determine the direction of the transfer (whether anjnput or output . 30 
~niitsfer to 'the process modul~). To accomplish this determ.ination of the directio~ of the 

.·requested transfer and the device address, the channel asserts the RAC Thus function and 
the deviCe controller 41 returns the device controller address and th~ transfer directiou. 

. n,e·channel uses the device address returned by the device controller.41 to access a two 
word entry (142) in an 1/0 control table (IOC) 140 (Figure 12)-which defines a buffer area .35 
138. itf the memory 107 for this particular device controller and device.. . . . 

The, format of a two word entry 142 is shown enlarged in Figure 12 to show details of the 
fields· of the two words. . . . 

There is a_ two word entry 142 in the IOC table 140 for each of the eigh~ possible devices 
of each of the thirty-two possible device controllers 41 attached to an 1/0 bus 39 associated AO 
with a particular processor module 33, and each processor module 33 has its own IOC table. 
· Ea<;h two word entry describes the buffer location in main·memory and remaining length 

, to be transferred at any particular time for a particular data transfer to a particular device. 
Thus, as indicated by the legends in Figure 12, the upper word specifies the transfer address 
to or fro01 which the transfer will be made by a burst; and the lower word·specifies the byte . 45 

.. count specifying the r~rhaining length of· the buffe~ area and the stat~s of. the transfer . 
. · Tue·fields representmg the status of the transfer mclude a protect bit Panda channel· 

··error· field CH ERR. The .channel· error field comprises three. bits. which can be. set to 
. ~ndicate any ·one of up to Seven numbered errors. · . . .· . · . . . · .. 

50 · ·The transfer address and byte count are up-dated in the IOC table 140 at the con<;lusion .50 
. of each reconnect and data transfer sequence (burst). The· transfer address. is counted· up 
and the byte count is counted down at the conclusion of each burst The amount reflects the 

55 

number of bytes transferred during the burst. · · . .• · . . . . 
The second word also contains·(l) a field in which any error encountered during a 

: r~con9c::ct_ and data transfer sequ.ehce may be posted for later analysis, and (2) a _prpte.ct bit 55 
to specify that the buffer area m memory· 107 ·may. be read from but no.t written mto . 

. ·. . , T~e protect bit serves to protect the processor memory 107 from a failure in the·:device 
controller'41. That is, whenthe device controller 4lreturned the transfer direction to the 
channel 109 during a read address and command (RAC) T: bus function, a faifore in the 

60 . device controller 41 ·could ·cause the device controller to erroneously specify an input ... 60 
transf¢r. Then the channel would go to the IN state and transfer data from the device 
cqntroller into memory, thus causing data in the buffer 138 to be lost. The protect bit al,pws 

.. · the. program to specify that the channel may not write into this buffer area; that. is, the 

. 65 
~evice may _qnly spedfy an output transfer. . · · · . . : · 
·The transfer· address specifies the logical path 139B (see Figure 12). ,. · ,,65 



"" . The channel places the transfer address in the channel memory addre~s register ,129 (see .. 
F1gbr~ 13) and places the byte count in the character count register i~1 (see. Figure .. 13) .. , 
· Depending upon the direetion of the transfer .(which the channel re~rieved from the 
devfoe dfuing the RAC state shown in Figure 16); the cha,inel pqts the. T. bus in e~th.er .the' 

·. 5 IN state or OUT.state and· transfers data between the. device contr.oller 41 and memory 107 s 
using the channel memory address: re~ister 129 to Specify the· logical pat,h 139C (se~ Figure 
12). The channel memory address register 129 and character count register 131 are .updated' 
With each word· transferred during the burst to reflect the next address ·in the buffet .and tlte 
number of characters yet to be transferred. At the conclusion of a burst the contents c;>f the 

10 channel memory address register 129 and of the character count register· 1:31 are written into 
the IOC table 140. · · . · • · · ·. . ·... ·. · .· . . .·· 

In operation, fot each worcl transferred in from the device on an in transfer, tile channel 
109 accepts the word by the handshake mechansim descril>ed above and places the word fn 
the 110 data register 127 (see Figure 13) and then transfers the word to tile buffer area in 

15 i;nemory defined by the logical path 139C (see Figure 12). .. · . . •· 

10 

15 
·. O.n ·an out transfer the. channel 109 takes a word front the buffer area c;>ver logi~. path · 

139C and transfers the word to the channel memory data registerJ25. The channel'then 
transfers the word into· the 1/0 data register 127(Figure 13} and handshakes with th~ device 
.controller which accepts the word into its interface data register 213. ·. . · .. ·. : ~ 

20 ' · The· high ~peed of ~he· I/O ·channel is accomJ?lished. by pipelining where the wO,r~ .~,the , 7-0 
1/0 data :register 127 is handshaken to the device.whtle the channel concurrently r~uest~ 
and accepts the next word in the transfer. from memory 107 and places it in the Chai;iiiel 
memory data register 125. Since it takes just as·Iong to put a word out to the devi~.·a:s it 
do¢s to aecept a word from i;nemory for the device., the. two operations can be overlappe4. 

25 . ·. During the burst, the channel decremented the character count register by two for ~very ,25 
word transferred, since there are two bytes in every word. . . · · · · · 
. · ·· The burst ti'ansfer•can terminate in two was. The burst transfer can terminate normally pr 
the burst trarisfer can terminate with an error condition. · , .· · · · .. 
. . .In tl)e normal case there are two possibilities. . . , . . ·. . .· .. ·•. · 

· 30 .. :·'In a first' condition of operation, the character count .register 131 can reach a count of ~O 
either ~:me or two-bytes remaining to be transferred. In this situation the channel. puts :up 
EQT (line '165 as shown in Figure 14} signifying that the end of transfer.has been re~ched~If 
the·count :reaches one, then the channel asserts EOT and PAD OUT (bne 167 ofFigur~J4) 
signifying the end of transfer with an odd byte. · · · . . . . . . . . · .. · · · 

· :35 · ·'If the character count reaches two, the channel puts upEOT, but PAD OUT (PADO.on .. 3.5 
line 167 of Figute 14) is not required because both bytes oil the .bus are valid, ·.· .. 
· ·· lri either case, the device controller 41 responds by asserting STOP IN·(STI} on line 159 
(~e Figure ~4), and t~e device controller 41 also asserts PAD IN (PADI) on Jin~,!~ 

:-£to .. (Figure 14) tf the channel asserted PAD OUT (PADO}. . . . . . · 
~ · Jii"this first case ·of normal termination, the transfer as a whole, not just the bµrst, is .40 

... term,in.~.~ed by the channel 109. . . . ~. . · ·· : · . ~ · ~;· 
· .. ·.The other nornial completion is when the device controller 41 ends the buist. by ass¢rting 
. STOP IN (STI) in response to the channel SERVICE OUT (SVO). This signifies that the 

,
45 

·. buff~r, 1.8? (see Fi~ure 19~ has reached a condition of minimum stress (as indicated by P?int 
.z-79 10. Figure 23), · ·· · .. .·· . . . .45 

. · The STOP JN (STI) can occur on an output transfer or on an input transfer .. , 
·. . On an input tra!l-Sfer, if the device controller 41 wishes to terminate ~he .transfer .as well as 
the burst, the device co~troller 41 can assert STOP IN (STl); and, to s1~mfy an odd byte ()n 
the last word, the device controller 41 can also assert PAD ON (PADI).. · . · 

50 ·. ·As shown in Figure 16, when the transfer is terminated by a non~error condition (STI OR 50 
'EO'I) 'on either an output transfer or an input transfer (as sllown by the balloons OUT and · · · 

··IN in Figure 16), the channel 109 updates the IOC table entries as noted above, :and' re~urns 
to the idle (NOP) state shown_ in Figure 16. · ··. · .. · · 

..: 
55 

. As· noted above, the 'transfer can also be terminated by an error condition~. ' 
• During the burst several errors inay occur . as follows. . . . . . · . . . . SS 

: Firs~. tt:ie~evice controller 41 may request an input transfer into a buffer.w~ose.protect 
. bit P ls set m the IOC table as mentioned above. , '. · . .. . . . . . . . '. . 

. ~econ,d~·the device controller 41 may not.return a PAD IN (PADI) signal iri r~spon~e to a 

60 
. J>AD OUT ·(PADO) signal· from the ·channel 109. · . .·. . .. ·. . .· .. ·· · ... · 

· · Thitd, the channel 109 ·may detect a patity error ()n the D bus 161~ . . .. . . . .60 
. Fourth: ·the device controller 41 may not respond to a SERVICE OUT (S'VO) signal ·. 
from the channel 109 within the allotted time as mentioned above in the discussion on 
handshakes: · . · · · . . · · . · .· .. . . , 

Fifth, the buffer area specified by .the IOC table entries may cross into.a pagewh.ose map 
65 marks it absent (see ·the discussion of. the mapping scheme in the memory . sy~tem). 65 

'; 
t 

. .. . 



... 

,,. 

·~=.:. 

(; _37_ .. ___ _,,.....__~,,......-----__...;l;;....· ".;;..;58:;.:;8;,_80=~,,.......,..,...,.,...,....-,....--------...,......_..37. 

5 

10 

20 

25 

·30 

35 

40 

45 

'SO 

55 

60 

Sixth, a parity error may be detected-in accessing the map. while acc~ssing the memory 
d\lring the r~connect in an~ data transfer sequence; See .. :the, description iJJ. l~~ ~eniory;, 
system· relating -to the parity error check. . . · : . . .. : . . · . , . · . . . . '· . ., . . . - . 

Seventh; the memory- system m~y detect an .uncorrectabl~ parity error when =the channel 
109 accesses the memory. See the description of the memory system for this parity erro~. 5· 
check. · . . . · ·· ,. .·· ... · . .. ... ·. , . 

·If any of these error conditions occur, the channel 109 goes to thc;:i abort· da~a transfer , 
state (ABTD) as shown in Figure 16. This instructs the device controller 41 that an error has 
oceurred arid that the data transfer sho\lld be aborted. The channel 109 then goes. back fo 
the idle state which is (NOP) as shown in Figure 16. · : .. · . •· · ;· io= 

When an error occurs,.the channel 109 updates theIOC table-entries and puts ail error,, 
number indicating one of the seven errors noted above in the error field of the second word 
o~ the IOC table entry as mentioned above. · ·. .. : . · . · . . . 

·Thus,. if a single error occurs; the number of that error is entered in the en-or field of the 
1qc table entry. · . · . . .. 
. ·If niore than one error occurs, the channel 109 selects the error from which recovery is 

least likely to occur and enters only the n:umber of that error in the error field of the IOC. 
table entry~ · · . . . . . . . . · 

There is ·one other type of error that can occur. The device controller 41 may try to 
reconnect to the channel when the count word in the IOC table is zero. In this event, the 
channel will not let the device. controller reconnect and the. channel goes through the 
sequence as described above with reference to Figure 16, but when t.he channel deterini11es 
that the eount word in the IOC table is :Zero; the channel 109 ~oes directly to the abort 
(ABTD) state. This is an important feature of the present invention because -~t protects the 
processor· memory from being overwritten by a failing device. · . . . . . 
·. If the count is zero in the byte count count of the second word of the IOC table entry 142 
for a particular device-, and if the device-controller 41 attempts to recol}nect t6 the channel 
109, the channel issues an abort (ABTD) to the device controller 41 as no.ted above and 
leaves the· channel error field of the t~o word entry 142 at zero.. . . 

In response to an abort data (ABTD) T bus function, the device controller 41 makes an 
~i~~f.~ft·{8if.uest on the line HIRQ or L_IRQ (lines 149 or 147 as shown in Fig~re 14)to th~ 

The device controllers 41 may at any time request an .interrupt ou these two lines. 
An interrupt gpnerally indicates that a data transfer has been completed or terminated by 

an abort from the channel (an ABTD from the channel) or by an error condition.within the 
device controller 41 or attached device, or that a special condition has occurred within the. 
deviCe controller or an attached device. For example, when the power is applied and. the 
PON circuit indicates that power is at an acceptable level, the device controller interrupts 
the processor module to indicate that its internal state is Reset because power was off or 
had failed and has been reset by the PON circuit. . · . . .· 

In response to an interrupt, the program running within the processor module 33.is~ue~ 
an interrogate I/0 instruction (IIO) or an interrogate high priority I/O instruction (HIIO) 
over the 1/0 bus 39. · · . . · · .. . · · . · . . , 
.· .. The no instruction is issued in response to a.low priority 1/0 interrupt, that is, one issued 
on: the low priority interrupt request (LIRQ). line 147 (see Figure 14). . . 
. _The HIIO instruction is issued m response to a high priority 1/0 interrupt, that is,"on.e 

requested on a high priority interrupt request (HIRQ) line 149 (see Figure 14) ... 
The microprocessor 113 (see Figure 12) executes the EIO, IIO or HIIO instruction by 

taking control of the channel control logic 141 and data pa.th logic 123. . . . 
. The sequence for these. instructions is· illustrated· in, Figure 17; and. as. noted above. the 
sequence starts with a polling sequence. ' ·. . .. , , . . . . . . . . . . 
· The"IIO i~struction poll~ in a sequence usi!1g·the T busfunct~on low priority inter!'1pt P;oll 
(LPOL) whtle tbe HIIO mstruct1on polls m a sequence usmg the T bus function high 
priority interrupt poll (HPOL). . ·. . . : , · · . · , . . · . · · 
. The polling .. sequence· which is ~lso described a~oye com~letes py . sele~ill~ the 
~~:r<?pnate ~ev1ce controller 41 by usmg th.e Tbus function ~~.lec.t (SEL) as s~qwn m Figure 

.. TheapP;ropriate d~vice c<;>ntrolle~ 41 selected is that device contro'ller, which has .tbe 
highest priority and 1s makmg an. mterrupt request. . · · .. . . · 

_The sequence continues with a read interrupt cause (RIC) T bus function as shown in 
Figure 17. The device controller 41 responds by returning device dependent status on the·D 
bus 161 (see Figure·14). . .. . .,. .·• .•. · . . . . . · . · . . . · · 

·· The microprocessor 113 (Figure 12)-reads the status from the D bus 161 and places the 
status on the top of the register, sta:c.k. 112 (Figure _12). .·. . . · ·. 
·· The sequence then continueswith•a:read"interrupt status{RIST.) T bus function as shown 
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in Figure 17. ·The device controller 41 responds to this RIST T bus function by returning the 
device controller riumber, the··unit·number and four dedicated status bits on the D bus.- .. 

Of the four bit status field, two of the bits indicate respectively, abort (ABTD) and parify 
erro"r (which ·parity error· may have occurred during a reconnect ·and data transfer 
sequence). · . .· · ·· . · . . · .· . · : .... · , . . 

The microprocessor 113 copies the content of the D bus __ the controller number, the 
device'numberand the.interrupt status_:...and places that content on the top of-the register· 
stack .112. · · . · · · · :. .. . , . ·· . . , . 

If rio ~rror occ~rred during the seq~ence, then.the.sequence continues with.the ~eselec(,. 
(DSEL) state which deselects the device controller 41;·and.thenthe sequence goes mto the:,, 
idle {NOP) state as :indicated by the line at the top of Figure 17 .. ·. · .: , : , · 

If an: ·error did occur (and. the error can be a parity error detected by ,the channel. or a . 
handshake time out), the channel goes from the RIST state to the abort instructjon (ABTI}. 
state as shown in Figure 17. This·desele~s the device controller 41, and then the channel 
109 goes back into the idle (NOP) state as shown by the bottom line in Figure 17 •.. , 

As noted above, an 1/0 operation betWeen a processor module and an 1/0 .device 
typically consists of a· group of sequences, e.g. an EIO,followe~ by some num,bei:of 
reconnect and data transfer sequences, terminating with an 110 sequence. Sequences fr9~· 
sey~ra! different I/O operat~ons may be interleaved, resulting in apP.anmt simultane~us I/O ·· 
op~ration -- by· several devices. Thus, a large number of devices .. may be accesse~, 
concurteritly; th.e exact number· depends on the channel bandwidth and the· actU;al. 
barid\vidth · used ·by each device. · . · · · · ·• . · . . . , · 

.' .The 1/0 system and dual port device controller architecture and operation described:. 
above provide a number of. important benefits... · · , . ..· . . . _ : . . 

These benefits include (a) flexibility to interlace a wide variety of devices, (b )a maximwr( 
usage of res~urces, ( c) a fail soft environment in which to access peripheral device~in a 
ni~l~i~r~cessor syst~m, (d).on line maintenance andupgrade ofthe ntultipi:o~ss0r syste.m 
capab1hty, and ( e) maximum· system through put (as opposed to em,phaswng ·processor 
tb.rough..put or I/Q through put exclusively) in an·.on line transaction system in wl)ich a larg~: 
nwp.bei:·of concurrent· transactions must be processed by the 1/0 system ·and CPU,: · 
· ·•·Flexibility to interface a wide· variety of devices is, achieved beca1,1se the system. of the . 
pre~pt invention does not presuppose any inherent characteristics of a device typ~. 
In~ead·, tile present invention provides a structure and operation which c.an accom,mociate a· 

5 . 

10~ 

29. 

30 

wi4e ·variety of device operations. · · · · . . . . . · ... 
· ·· T~e prese·nt invention provides for !1 maximum usa~e of resour~s •• primarily by making a 
m~ximum usage of memory bandwidth. Each device uses a mmimum of the memory 
bandwidth; This allows a relatively large number of devices t9 be associat.ed with the 
pitrticular' 1/0 bus. Because of the inherent speed of the 1/0 bus, arid the. buffedrig 
techniq~e.of the present invention, each particular 'transfer is ma~e at-a relaµvely high· 
speed bmited only by memory speed. Because the transfers are m a burst mod~, the 4.Q. 
o;vethead as8ociated with each transfer is minimized. This maximizes the use of the channel 
bandwidth and also permits the use of high speed, devices. · · . -. 

. The present invention provides for failsoft access to peripheral devices. There are 
redundant paths to each peripheral· device, and co.ntain:ment of failure on any particular 
p~th. Failure of.a particular module in one path does riot affect the operation ofa niodule .. in 
another path to that device. · .· . . 
· .. T~ere.are·cc;>mprehe~sive error checks for checking data integrity over a path, .sequtmce 
failures and timmg failures. · . · ·· . , ·. . , . . ..· ; 

. Protection features prevent a peripheral device from contaminating its own buffer or the 
memorf of the system. These protection features include a separate count. word iri each 
IOC table and a protect bit in theIOC table. The IOC table is accessible by the channel, put 
nQt. by the device; This is a second level of protection to prevent the device from· acces~irig 
any memory not assigned to that device. . .. . . . . · . 

.. The present invention requires only a small number of lines in the 110: bus to provide a 
fl.exible arid powerful 'l/O system. · . . . 

The operation of the device controller is well defined as power is turned on or off to 
_protect the J/O . bus from erroneous signals during this time and also to permit ori line 
maintenance· arid system upgrade. . . . .· . · . . . . . . .. 
. The present invention uses stress to allow the :buffers to cooperate without communicat~ 
.ing 'with each other. . · . . . .·. · , .. · . , .. ·. ,. . ·. · 

An on line transaction syStem is obtained througl,1 overlapped tran,sfets and proces~ing . 
. Multichannel direct memory access provides interleaved bursts ·to· give overlapped 

transfers and minimum waits for access~s to a device. Each burst requires, a. rriinimum 
memory overhead and allows the processor to make ma1Cillll1m .use of the 1Demory. This 
combination allows maximU:m use of the· 1/0 bandwidth and . minimal .tie up Of the 
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processor. 

Power disiribution system: .' · · . . . · . \ · :·: .".' · · · · . , . · : ·. . , ; .. '.', ., · : ,. · ., : 
The multiprocessor system of the present invention incorporates a power distributi()ri . 

5 system, that over comes a number of problems associated with _pr.io:r;-· .art· ~ys~ems. . .. . 5 .. 
In many prior art systems it was necessary to stop the processor syi;tem in . order to 

perform requ~red ~aintenanee on a component of·the syst~m. Also, in many prior art .... 
systems, a fatlure m the power supply could· stop the entire processor system. . . . . · . < 

t'() 

is 

The power ciistribution system of the present invention incorporates, a: plur~lity ·.of 
separate . and independent power supplies and distributes .the power from .. the . power · · lQ, : · 
supplies to.the processor m~ules and to the device controllers in a wa~ that permits on-line ... 
mamtenance and also provides redundancy of power on each device controller.. .· 

In this regard "on-line" is used in the sense that when a part of the system is on-line, that . 
part of the system· is not only powered on, but it is also functioning with the system to_ 
perform useful work. · · · . ·· · · 15 . 

The term "on-line maintenanee" therefore means maintaining a part of the system. 
(inclu.ding periodic preventative maintenance or repair work). while the remainder. of. the 
system is ·on-line as defined above. · · . . . . . 

· · ·:·,·· In .the .present ~nVention ~y processor module or device controller can be powered down. 
20 so Jhat on-line maintenanee can be performed· in a power off condition on that proces~or 20 . 

module or a· device controller while· the rest of the multiproeessor system is on-line an.cl. 
functional. The on-line maintenance can be performed while fully meeting Underwriters· 
Laboratory safety requirements: · . · . . . · 
.. Also, in the power distributfon system of the present,invention each device ccintroller is 

25 connected for supply of power from two separate power supplies and by a diode sWitchirig · 75 
arrangement that permits the device controller to be supplied with power from both powe:i;­
supplies when both power supplies are operative and to be supplied with power rrorti either 

· one. of the power supplies in the event the other power:supply fails; and the changeover in 
the event of failure of one of the power supplies is accomphshed smoothly and without any 

30 interruption or pulsation in the power supply so that an·mterrupt to a device controller is ~Q 
never required in the ~vent of a failure of one of its associated power supplies. . .. 
. . A power distribution system for insuring both a primary supply and an alternate power 
supply .for each indiviclual dual port device controller 41 is illustrated in Figure 30. The 

. power: distribution system is indicated generally by the reference numeral 301 in Figure 30. 
35 The power distribution system 301 insures that elich dual port <levice controller 41 has ,.35 

.. ~oth a primary power supply and an alternate power supply. Because each,deviCe controller 
does·have two separate and independent sources of power supply, a failure of the primary 
power supply for a partieular device controller does not render that device controller (and 
all of the devices· associated with that . controller) inoperative. Instead, in the present 

40 invention, a swit".hing· arrangement provides for an automatic switchover to the alter~ate . 40 
power supply S() tha,t the device controller can continue iiJ. operation. The . power 
distribution system thus coacts with the dual port system of the device controller to provide 
non-stop operatioµ and access to the devices in the event of a failure of either a single port 
or a .single power supply. . ·. · · . · 

4s . _The power distribution system 301 shown in Figure 30 provides the fu.rther advantage 4-5 
that each processor module 33 arid associated CPU 105 and memory-107 has a.separate a~d 
.independent ·power supply _which -is dedicated .to that proc~ssor. module. With this 
arrangement, a failure of any one povver supply or a manual disconnection of~ny one 
power supply for repair or serviCing·of the power supply or associated processor modu(e 'is 

SO .therefore limited iri effect to only one particular processor module and cannot affe<'.t the 50 
operation of any of the other ·processor modules in the multipro(;essor system. , 

. ·. The power distribution system 301 shown in Figure30 thus works in combination.with the 
. individual processor modules and the dual port device controllers to insure that a failure or 
disconnection of ariy one power supply does not shut down. the overall system or make any 

55 of the devices ineffective. . . • : . . . · .. ~5 
The -power distribution system-':~01 includes a plurality of separate and independent 

powe·r supplies 303, and each power supply 303 has a .Jine 305: (actually a multiline bus 305 
as shown in Figure 33) whiCh is dedicated to supplying power to the CPU. anci memory. of a 
particular. related processor module. . ' . . . . . . . . . . . . . 

60 . . Each device controller. 41 is associated with two of the power supplies 303 through a , . ()0 
.. primary line 30.7 and an alternate line :309 ·and an .automatic switch_ 31L . . · · 

A manually operated switch 313 is also associated with_ each device controller 41 between 
the device controller and the primary line· 307 a'nd the alternate line· 309. 

The switches 311' and 31~ _are· shown in ·rnore·. detail in Figure 31. . .. . ·· 
65 Figure 32 shows details of the ·ooinponent.construction of a power supply 30~~. , 65 
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As shown in Figure 32, each power supply 303 has an input connector 315 for taking 
power from the mains. The input 315 is connected to an AC to DC converter 317, andthe · · 

. output of the AC to DC converter proVides, on a line 319, a five volt interruptable power . 

supply (IPS). This five volt interruptable power supply is suppli~d to the CPiJ 105, the. 
memory 107 and the device controller 41. See also Figure 33. .. ·. _ . 5 · 

T1te AC to DC converter 317 also provides on a second output line 321 a sixty volt DC · 
output which is supplied to a DC . to DC converter 323: See ·Figure 32. · . 

The DC to DC converter in.turn provides a five volt output on a line 325 and a twelve volt 
output. on a line 327. . . 

The outputs from .the lines 325 and 327 are, in the system of the present invention, 10 
uninterr.uptable power supply (UPS) outputs i!1 that. these _power _supply outputs· ~e 
connected to the CPU. and . memory. when ·semiconductor ·memory is used. The power . 
supply to a semiconductor memory must .not be interrupted because a loss of power to a 
.semiconductor memory will cause loss of all data stored in the memory. . . · · ... 

. · '.IJle five volt int~rruptabl~ power:, supply on line 319 is CO!lsidered ~ninteriup~ble :power . l~ . 

supply because· this power is supplied to .parts of the mwti-processmg system m which an· 
· int,erruptioli of power can be accepted; TJ:ius, the five volts inte.n:Uptable power is. suppli¢ . 

to p~rts of the ,CPU other than semiconductor memory and to only those parts <?f ;the 
m~:mory which are core memory (and for which a loss of power. does not cause a loss of 
memory) and to the device oontroller (which as will be described in more detail below) is . 2.0 
supplied with an alternate source of power in the event of a failure of the primary power 
supply. · · . . . · . · · . . . ..-

S~nce the _Power:, supply ?n lines 325 and 327 must be ~Ii unmterruptable power SQpply~ 
the presentmvention provides a battery back-up for the input to the DC to DC converter 
3~; This battery back.:.up includes a battery and charger inodule 329. The module 379 is 25 

connected to the DC to DC converter 323 by a line 331 and a diode 333.. . . . . 
. ·In a particwar embodiment of the present invention the battery 323 supplies power at 48. 
volts to the oonverter 323, which is within the input range of the converter 323, .· .. 
· ·. The diode 333 insures that power from the battery is supplied to· the converter 323 if the 
voltage· Oil the line 321 drops below 48 volts. The diode 333 also stops the flow of ctirrent ~O 

from the-bauery arid the line 333 when the output of the AC to DC converter on-line 321 
e:X:ceeds 48 volts. . . . . . . . 
· Each power supply· 303 also incl.udes a power warning circuitry ·335 for detecting a 
,<;tjnditiori in. the AC· power input on line 315 that would result in insufficien.t power out oil 
_the. oµtj>ut ·li_nes 319, _ 325 and 327. The power warning circuit 335 transmits a power failure 35 

waroing signal on a line 337 to the related CPU 105. : _ 
.. ·_'Because of th.e caJ?acity storage in the power supply _303.," there is enough ti~e between 
the. p<;>wer wammg signal and the loss of the five volts mterruptable power on line 319. for 
the C:PU fo save its· state before the power· is lost. · . _ 

. ~owever, the uninterruptable pow~r supply 011 lines 325 and 327 n:iust not be 41) 

mterrupted, even for an mstant of- time; and the battery back-up provided by the 
arrangement shown in Figure 32 insures that there is ilo interruption in the power supply Qn 
·lilies ·325 and 327 iri the event of a power failure in the input line 315.. ·. · . · 
· One particular power supply 303 itself can fail for some reason with the other power 

45 .. supplies 303 still operating. In that event, .the power distribution system 301 of the present - 45 
· inven~ion limits ·the effect of the failure of the pow~r SUJ?ply 303 to th~}oss of one particula~, 
asso~iated CPU and memoty; and the automatic switch 311 provides for an automatic 
switchover from the failed power supply to the alternate power supply to . keep the 
assodated ~evice controller 41 in operation. The device controller 41 which had been 
connected to the failed power supply therefore continues in operative association with the .50 
other processor modules and comporiepts of the multiprocessor system, because the 50 
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. required power· is automatically switched in from the alternate power supply . 
. ·As best illustrated iri Figure·3J; each automatic switch 31Uncludes two. diodes--a diode 

341 associated with the primary power line 307 and a diode 343 associated with .the alternate 
_power line 309. . · . . . · · · ... · . ~5 

. . The function of the diodes 341 and 343 is to permit power to be supplied to a device 
_ · ·controller 41 fron_i either ~he primary pow~r li~e 307. and ~-relate~ power supply 3~3 or the 
alt~rnate power hne and its related power supply 303 while keepmg the supphes isolated. 
This prevents a failed power supply from causing its associated· alternate or primary from 
failing. · .. . · . . , · 60 

. In .norm.al operation each diode perm.its a certain .amount of current to flow through. the 
diode so that the power to each device controller 41.is· actually being s1.1pplied b}rboth the 
primary and alternate power. supplies for that device · coritrnller. ·; ·· · · . 

In the event that one of .the power supplies fails, the foll power is supplied by the other 
power· supply. and this transition occurs wit~out any loss of power at all. .65 
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Since there is a small voltag~ drop across the diodes 341 and 343, the voltage on ~e lines 
307 and 309 must be. enough higher than five volts to accommodate the voltage drop across 
the diodes 341 and 343 and still supply exactly five volts to the device controller 41. The, 
lines ~05 are in parallel with the lines 307 and JO?~ an~ the power actually ~eceive? at the 

5 CPU m memoi;-y must also be five volts; so balancmg diodes 339 are located m the Imes 305 5 
to insure that the voltage after the diodes 339 as supplied to each CPU is exactly.five v9lts ... 
~e manual switch 313 permits a device controller 41 to be disconnected from both the 

primary and the .alternate power sources ·when the device controller needs , to .be 
dis(:onn~ted for removal and service. · · . . · .. 

10 Details of the construction of the switch 313 are shown in Figure 31. As shown in Figure lO 
31, the switch 313. includes a manual switch 345, a transistor 347, a capacitor 348 and a 
resistor 350 and a resistor 352. · · . 

The manual switch 345 is closed to tum on the transistor 347 which then supplie8 power to 
i'· the device controller 41. . . , ... · 
15 It is important that both the tum on and the tum off of power to the device controller41 15 

be accomplished in a smooth way and without fluctuations which could trigger the PON 
cireuit 182 more than once. The feedback capacitor 348 acts in conjunction with the resistor 
352 to cause the required smqoth ramp build-up of power when the switch .345 is.cloSed to 
tum· the transistor 347 on. . . . · · · . 

20 When the transistor 347 is turned off by opening the switch 345, the feedback.capacitor :2.0 
348 acts in conjunction with resistor 350 to provide a smooth fall off .of power ... 
. ·In a preferred embodiment of the invention all of diodes 341, 343 and 339 are Schot~y 

diodes which have a very low fol"Ward voltage drop, and this reduces power dissipation~ 
As noted above in .the description of the 1/0 system and dual port device controller 41, 

25 each device controller 41 does have a power on circuit (PON) 182 for detecting when.t.Jie 25 
. five volt. power is below specifications. The PON circuit 182 is shown in more detail in 
Figure 25 and resets the device controller 41 to lock everything off of the device con~roller 
and holds the device controller itself in a state that is known when the power is turned off by 
the switch 313. The PON circuit 182 also releases the device controller and returns it to 

30 operation after the power is turned ori by switch 313 and five volt power supply ai tl:ie 30 
proper specification· is supplied to the device controller 41. . · · 

Further details of the power on circuit 182 shown in Figure 25 are described above in 
relation to the l/O and dual port controller system. . . . 

With reference to Figure 33, the power from each power supply 303 is transmitted t(I a 
35 . related CPU by the vertical bus 305, and each vertical bus 305 is a laminated bus bar which 35 

has five layers of electrical conductors. 
As indicated by the legends in Figure 33, each vertical bus 305 has two different 

conductors connected to ground. · · • . · 
· · One conductor provides the ground for both the five volt interruptable power supply 

40 (IPS) and the five volt uninterruptable power supply (UPS). . - · · 40 
A separate conductor provides a ground for·the memory voltage. This separate ground 

for the memory voltage insures that the· relatively large fluctuations in current to the 
memory will not have any effect on either the five volt IPS or the five volt UPS supplied to 
·the CPU. . . . . · 

45 · The horizontal bus 305, 307 ineltides the primary and altern~te power supply lines 307 45 
and 309 (as indicated by the reference numerals in Figure 30). In a .Particular embodiment 
of the present invention the bus 305, 307 is actually a nine layer laminated bus which has a 

. single ground and eight voltage layers (Vl through V8 as indicated by the legends and 

.·notations in Figure 33). ·· .· . · · . . · . . · 
50 Each voltage layer is connected to the five volt interruptable output of a different power 50 

supply 303. Thus, the layer Vl is ·cc;mnected at 351 to the five volt IPS power fot the power 
. supply 303 and related processor module farthest to the left as viewed in Figure 33, and the 
layer V2 is connected at 353 to the five volt IPS power supply 303 for the processor module 
at the center as viewed in Figure 33, and so on. . . · . .. 

55 Since there are eight layers (Vl through VS) liI].d a common ground available to each . 55 
device controller· in the horizontal bus, upstanding vertical taps 355 to these eight layers at 

__ spaced intervals .along t}te horizontalbus permit each device controller 41 to be associated 
with any two of the power supplies 303 merely by connecting the primary line 307.and.the 
afternate line 309 to a particular set of taps. By way of example, the device contro.ller 4i on 

60 the lefth.and side .of Figure 33 is shown connected to the taps Vl and V2 and the· device . 60 
controller 41 on th~ righthand side of Figure 33 is shown conne~ed to the taps V2 and V3. 

Thus, any device controller 41 can be connected to any two of the power supplies 303 
,.w.ith any one of the power supplies serving as the primary power supply and any one of the 

·. other power supplies serving as th~ alternate .power supply. . · ' 
65 The power distribution system · of the present invention . thus provid~s. a number of . 65 
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iillportant benefits; · · · · · : · . · ·· · .. · . . . ·, . . .. . . . , 
The power distribution system permits on line maint~nance to be performeQ. because' one. 

processor module or device controller can be power~d down while . the rest of the . 
multiprocessor system is on>line· and· functional.~ , ·~· .. · · . · · . .. . · .. ··· ·. · 
. The power distribution system.fully meets all Un~erwriter Laboratory .s~fety require- 5. 

ments for doing on line. maintenance of a powered down component while the rest .of th~ 
mu,ltiprocessor system is· on line and in operation. · · · 

Each deviee controll~r is associated· with ·two separate power supplies·~· ~h~t a failµ~e· in,_ 
one of th~ !?<?\\'er ~uppbes does not cause the device :C?ntrol!er to. sto{> oper.atio~.; Iµstead~ 
the ·electrQmc ·switch arrangement of. the present invention provides such a . smoe>th' 10 
transition: ofpower from the two power supplies to only one ofthe power supplies that the 
device controller is maintained m continuous operation witho11t an interrupt. · · · 

. . . 

Memory system . . · · ... · ·: ·· 
15 .· E.ach processor module 33 (see Figure l) in the multiprocessor system 31 contains a: 15 

memory. . . · ·· . ·· . , :: . . . . . . . ·.. · 
· This 'memory is indiCated by the general reference nµmeral 107 in Figure J and is s~~wn 

in greater d.etan· hi Figure 34; ·· · . . .. .. . . .. · . · · · .. · .. ' . ·: 
. The memory 107 of each processor mod~le 33 is associated with.both tile CPU !05 m<I 

20 the 110channel109-of thatrnodule. There is. a-dual port access to the.memory by the CPU 20 
and the chamiet That is, the CPU 105 (see Figure 1 anc:l Figure 34) can, ac;:cess th.e memory 
for.progr~m or data references, and the I/O channel l09 can als<) .access the inemc:>ry directly 
(withouthaving·to go.through the CPU) for data transfers to and from a devic;C·contioller 
4L Thjs dual access to the memory is·illustrated in Figure 34 and will be.describe~ in greater 

25 <letail· below· in the descrip~ioil' of the· Figure 34 structure and operation. • ... · .. · · .2.5 
One benefit of this dual access to·the memory is that CPU and chaiinel· accesses to ·the 

nieinOi'y can be interleayed.in time. There is no need, for e~ther the CPU <>r th~ channel to . 
wait for access io ·the• memory, except in the case where both the CPU and the channelaie 
~eying to access the· memory at exactly the same time. As a result, both the CPU and _tbe 

3o channel can·bc:q;erforming their·separate functions simultaneously, subject to an·occasio~al ~O 
wait by the CPU or channel if one of these units is. accessin,g the memory at tl:J.e exa,c1: tirile 
the other··unit needs: to access the memoryu. · . · · · .. ·... ·· .. ··'. ·· · 

. The du,al port acc~ss also allows background 1/0 operation. 'fhe CPU 105 needs .. tq be 
.1nvQlved with the channel 109 only in the initiation and termination of 110 dafa transfers. 

· 35 The CPU" can be performing· other functions durjng the actual 1/0 data. tra~sfer ~tself. 35 
.·. The memory 107 shown in Figtire 34 comprises a physical memory which consists of rip to 
262,144 words of sixteen data bits .each. . . . . . : . . 
. .In add!tion to the sixteen data· bits, each word in memory .has an additional parity:hit if 
the memory is a core memory or six additional error c. orrection bits if the m.e. '1tOry···.is a 

·40 . semiconductor memqry. ·· ·. ·. ·· .· · ·· · · . 40 
· · ·. · .· The I?arity bif perID:its d~tection. of sing!e bit· errors. . . . . . .··· . · .. 

l'he .. six error correction bits perin1~ detection. and correction of smgle bit errors ~nd also 
permit ·dete.ction of all double bit· errors.. . ·. . . · .·. · '. · ·: 

The physical memory .is conceptually subdivided into contig:uous blocks of 1024 words 
· 45 . each (which are called pages). The pages in physical memory are numbered consecutively 45 

·from page zero, starting at pbysical locatiQn zero. The address range o(physical memory in 
one specific embodiment of the present invention, wl:J.ich address range is ier() thi:ough 
262;143, requires eighteen bits of physical: address infQrmation. . · . : 

Tile basJc architecture of the present invention is, however, constructed to accommodate 
··so .and utilize twenty bitsofphysical.address information, as will become more app~rentfrom ,50 

the description to follow. · ·. · .·· . · · . ..· ··. ~ . · 
· · In one specific embodiment ofthe invention tbe physical memory is physically d~vided 

into physical m~dules· of.32,768 words. Thus, eight of these modul.es proyide the 2~2;143 
words noted above. . . .· . . . .. 

55 AU accesses to memory are made to one of four logical address areas-~user !;!~ta; system . 55 
data, user code· and system code· areas; AH CPU.instructions deal.with these.fogi¢al (as 

: distinct from physical) addresses exclusively. Thus, a programmer need not be'concerned 
· . with an· actual· physical address but can instead write a .program. t?ased eotirely on· 1()gical 

· addresses and the logicaladdresses are translate(! by the map section qf;memory systei:ri into 
60 . physical addresses. · · .: · ·· ···.. · . · .. , . . · . . .· _ .. ·· ·• · · .: .· .. : :· ·. · . 60 

· The range of addressing in any· given fogic~.l address are.a is that qf ,a sixteen bit logical · · 
addres~.:;zero through.65~535. Thus~ each logical address an~a cqmprjs¢~ .six(y-four fogical 
pages of 1024· words each. . · . . · · . ·· · · · . · 

In .. the meI)l.ory system of the present inven~ion tl~ere is no requi~ed correspondence 
·· · 65 between a logical page and a physical page. I.-istead, the v~rious logic~,l p·ages coriiJ>rising an 65 
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operating system program. or a user program need not reside in contiguous physical pages. 
In addition, the logical pages need be in physical main. tnemory but may be in secoridacy 
memory, such as on a disc. · . . . · : 

This allows implementation of a virtual memory scheme; · 
Virtual memory has two benefits. . . . 
First, virtual memory allows the use of a physical main memory space which is smaller 

than the logical address areas would require, because the physical memory can ~e 
supplemented by a secondary physical memory. . . ·. · 

Secondly, virtual memory permits address spaces of a plurality of users (multiprogram-
10 ming) !O share the physical memory, and each user ~oes not have .to be concerned with th~ 

allocation of phy8ical memory among the operatmg system, himself, or other users. 
The memory system of the present invention provides protection between userS in the 

multiprogramming environment by guaranteeing that one user program cannot read from 
or wnte into the memory space of another user program. This is accomplished by the paging 

15 and mapping system. When one user program is running, the map for that user program 
points only to the memory pages (up to sixty-four pages of code and sixty'."four pages of 
data) for that partic11lar user program. That particular user program cannot address ·outside 
its own logical address space and therefore cannot write into or read from the memory 
space of another user program. . 

20 The fact that code pages are non-modifiable also prevents a user program ftom 
destroying itself. ·· . . · · · . · 

Thus, there are two levels of protection for u&er programs operating in a multiprogram­
ming environmelit--the fact that each user map points only to its own pages in memory and 
!he fa~t that c:ode pages are. noD;-~odi:q~ble. Also, in the present invention, thisj>rotecti~n 

25 IS achieved without protection limit registers or by protection keys as often used m the pnor 
. art. · ,' · . . ,_ . 

The required translation of a sixteen bit logical address to an eighteen bit physical address 
is accom_Plished by a mapping scheme. As J?art of this maJ?ping scheme, a physical page 
number is obtained by a look-up operation within a map. This physical page number is then 

30 combined with the address within a page to form the complete physical memory address. 
Only the page number is translated. The offset or address within a page is never changed 

in the mapping. · · . . . · 
In the present invention there are four map sections. Each map section corresponds to 

one of the four logical addressing areas. (user data, system data, user code . and system 
35 code). · . 

The separation of the logical address into these four separate and distinct areas provic;les 
significant benefits. · · 
T~~ separation pro~des isolatio1! of progr~ms from data so that programs are never 

modified. The separation also provides isolation of system programs and data from user 
40 . programs and data, and this protects the operating system from user errors. · . 

The four map sections are designated as follows: . . .. 
. Map 0--user data map. All addresses to variable user data areas. are translated tl,rough 

this· user data map. . . ·· 
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Map 1--system data map. The system data map is similar to the user data map and in 
45 addition, all memory·references by either the 1/0 channel, the interprocessor bus handling .. 45 

micropro~am, or t:µe interrupt handling ~icroprogram specifies th~s map. fbesystem data 
map provides channel access to all of physical memory via only a sixteen bit address word. 

Map 2--user code map. This map defines the active user program. All user instructions 
and constant data are obtained via this user code map. ·. · 

50 Map 3--system code map; This map defines the operating system program. All operating 
.. system instructions and constant data are obtained via this system code map. · · 

55 

Each map section has sixty-four entries corresponding to the sixty-four pages possible in 
each logical address area. Each entry contains the following, informatiort. 

(1). The physical pa~e number field (which can have a value of zero through 255). 
(2) An odd parity bit for the map entry. The parjty bit is generated by the J.Ilap logic 

whenever a map entry js written. . . 
. (3) A reference history field. TJ:te reference history field comprises reference bits, and 

the high order bit· of the reference bits· is set to a "one" by any use of the. page 
corresponding to that map entry. · . . 

60 (4) A dirty bit. The dirty bit is set to a "one" when a write access is made to the 
· . corresponding memory page. · . ·~ 

· The reference bits and the dirty bit are used by the. memory manager functiOn of the 
operating system to help select a page for overlay. The dirty bit also provides a way to avoid 
unnecessary swaps of data pages to secondary memory. . . _•· · . . 

65 (5) An absent bit. The absent bit is initially set to a "one" by the operating &ystem to 

50 

55 

60 

65 
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flag a page as being absent from main memory. An access to a. page with tbis .bit. set. to 
"one" causes an interrupt to the operating system page fault interrupt hanc,Uer to· a¢ti,Vate 
the operating system virtual memory manager function. The abSeritbit is also· used ·as a 
protection mechanism to prevent erroneous access by a program .Qutside its intended .logical 

5 address area for either code or data. · · · ··· · · · · 5 
Three instructions are used by the operating .system. iri connection. With tlie' map: these 

three instructions are: SMAP, RMAP, AMAP. . ·· . · .... · · · · .. · 
The SMA.P (set map entry) instruction is used by the memory mariager ftinetion of ~e 

operating system to insert data into a map entry. piis instruction reqµire( two 
10 parameters-::..the map entry address and the data to be mserted. ·. · · · 10 

· The RMAP. (read map· entry) instruction is used by the inem()ry manager function of the 
operating system to read a map entry; This instruction requires one parameter, the map ~ 
entry address, ·and ·the result returned by the instruction is the.· map entry eontent. 

The AMAP (age map entry) instruction causes the reference history field of a map entry 
15· to be shifted.one position to the right. This is U$ed by the memory mMager fUnction ofthe 15 

operating system to maintain reference history inforination as an aid in selecting a page Jot · ~-
overlay~ . · · · · · · . . , . . · .. . · . · ·: 

A page fault interrupt provided by the absent bit occurs When a reference is made to.a 
.. 
20 

page th_at does. not currently reside iil main memory or which. is not part of the logical 
address space of the program or its data~ When a page fault is detected, a:n interrupt . 20 
through to the operating system page fault interrupt handler 'oCctirs. . · 

The page fault· interrupt sequence inCludes the following even~: . · . · · ·· 
1.. · An address reference is made to a page that is absent from physical memory (absent 

bit :;; "one"). · ·. · ·· . . . · . · · .·. 
25 · 2. · The pa~e f~ult interrupt occurs. The interrul?t handler microco~e places ~ intem.ipt . 2,5 

.. pa,ram~ter ind1catmg the map number and the logical page number m a memory location 
· kri<5Wn to.the operating system. Then the current environment is saved in an iQ.terrupt stack 
· "nlatker in memory. · ·. ·· • . · · · · . · · . · 

.· 3. . .The page fault interrupt handler executes. If the page fault occurred because of a 
30 , reference ·outside the logical address space of the program, then the program is terminated 30 

With an error condition.· On the other hand, if a page fault occµrred because the logical page 
was absent from physical main memory (but present in secondary memory), an _operating 
system:process executes to read the absent page from the secondary memory (u8ually di8c) 

· t<? an a".ailable p~ge in primary memory. That. physical page inform_ation an~ a zero absent 
35 _ bit are msertedinto the map entry. When this memory management function completes, 35 

the environment that caused the page fault is restored. . . · . · 
.. : 4. The.instruction previously causing the page fault is reexecuted. Sjnce the absent bit 
. in the map entry of the !ogical page has now be~n set to .a "zero"' a e~ge fault will not 

occur, the page address is translated to th~ physical page 1ust brought m from secondary 
40 memory, and the instruction completes. - _40 

As n.oted above, the 1/0 channel has ac~ss to the memory through its own port. 
Data transfers to and from memory by the 110 channel are via the system data map. That 

is. the six:teen .bit logical addresses provided by the 1/0 channel are translated to an eighteen 
, 

45 
bit physical address· by means of the system data map. · _ ·. . 

. . Th11s',_ the mapping scheme allows 1/0 access to more wor.ds of physical memory than its 45 
address 'counter would ·normally allow. · .· .· . ·· · 

In one spedfi,c embodiment of the present inventiO:n, 262, 144 words of physical memory 
(for an eighteen bit a'ddress) can be accessed with only a sixteen bit logical address by going 
through the map. The extra address information (the. physical· page information) is 

. · 50 contai1u~d in the map arid is supplied by the operating system before each 1/0 transfer is. 50 
initiated. · · : · · · · .· j 

. As will become more apparent from the detailed description to follow, the present 
invitation is ·a:1so readily extendible to a twenty bit physical address; · · . · 
. Figure 34 is a block diagram showing details of the memory 107 ofaJ'rpcessor module 33 

. 55 · and showing also connections from the memory 107 to the CPU 105 an . the 1/0 channel 109. 55 • 
of th.a~, processor module'. · . · .. . · · 

As illustrated in Figure 34-; the memory system 107 provides access ports for' both the 
CPU 105 and the 1/0 channel 109 to the .memory 107, and the 1/0 channel 109 therefore is 
not requ.ired to access the memory through the CPU 105. · . .. . · ·. · . 

60 The memory 107 includes- map memory controIJogic 401 which C()nti:ols initiation and 60 
~mpletion of access to physical memory modules 403. . .. . . · · · 
. ·The .memory 107 also includes:·a data path section 405.containing registers (as indicated 
by the legends in Figure 34 and descriped in.detail IJelow)which supply data to be written to 
memory and which hold data read from memoi;y. . . . . . · . ··· .· · · . 

. 65 The memory 107 also indudes a map section 407. :The· map sec~ion, 407 includes logical 65 
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addr~ss registers from: both the CPU and· the channel and a map storage 409 f~om whic.h 
physical page numbers are obtained. .· ... · .. ; · , . · . 

The map section 407 thus contains a erocessor memory address (PMA) register 411 and a 
channel memory address (CMA) register 129. · . . 

.· These two registers are connected to an address selector 415. · , . . .. 
· The address selector 415 is connected to the map 409 by a logical page address bus 417, 
and the address selector 415 is also connected directly to the memory modules by a page 
offset bus 419. · ·. . · .. · .· 

As indicated by the numerals 8and10 adjacent to the buses 417 and 419, the logical page 
address· bus 417 transmits the eight high order bits to the map 409 for translation. to a 
physical page number, and the page offset bus 419 transmits the ten. low order bits (ofan 
eighteen page address from the address selector 415) to the memory modules 403. 

An output bus 421 supplies the physical page address to the modwes 403; This output bus 
421 contains the translated eight high order bits for the address of the physical page. 

The data path section 405 contains the following registers: A processor memory data 
(PMD) register 423; a channel memory d~ta (CMD) register 425; a next instruction (NI) 
register 431; a memory data (MD) register 433; and a channel data (CD) register 125. 

The outputs of the PMD and CMD re,p.sters are supplied to a data selector 427. This data 
selector 427 has an output bus 429 which supplies aata to be written to memory in the 
modules 403. · . · · .. 

Data read out from one of the memory modwes 403 is read into one of the three data 
registers ·NI, MD and CD over a bus 437. . . · 

As illustrate~ in Figure 34, the·map memory control logic 401 is also connected with each 
of. the memory modules· 403 by ·a bus 439. The bus 439 comprises. command lines which 

·initiate read or write operations, completion signals from the memory modules, aP.d error 
indicatorS or flags. 

With reference now to Figure 35,. the map section 407 includes, in addition to the map 
409, a map page register 441, a map output latch 443, a map memory data (MMD) register 
445, a map data selector 447, a map parity generator 449, a map parity checker 451, 
reference bit logic 453, and dirty bit logic 455. · . 

The map memory control lo~c 401 is shown in Figure 35 as associated with the map 
&ection 407 by control signal Imes 457. . · . . ·.· 

The map ·memory control logic 401 controls the loading of registers and selection of 
registers by the selectors, controls (in conjunction with map absence and. parity error 
.()utputs) the initiation· of memory modules 403 operations, and provides interrupts to· the 
CPU 105 (as indicated by the page fault and map parity error interrupt signals indicated. by 
the legends in . Figure 35)--all as will be describe<,i in more detail below. . , 
. ·In a particular embodiment of the invention the memory system shown in Figures 34 and 
35 utilizes a physical ra~e address field of eight bits and a page offset of ten bits which 
combine to give a tota eighteen bits. As noted above, the numbers 8, 10, 12, 13, 14 andl8 
which are not in parenthesis on certain bus lines in Figure 34 and 35 relate to this specific 
eighteen bit implemented embodiment of the present invention. However, the memory 
system is easily expandable to a twenty bit implemented embodiment (with a physical page 
address. of ten bits) and. this is indicated by the numbers (10), (12), (14), (15), (16) and (20) 
which are within parenthesis on the same bus lines of Fi~ure 35. . . . ·• 

Figure 36 illustrates the organization of logical memory m four separate and distinct 
logical address areas459, 461; 463 and 465. These four logical address areas are: user data 
area 459; system data area 461; user code area 463; and system code area 465. · .. 

Figure 36 also illustrates the four map sections corresponding to the logical address are~s. 
Thus, the user data map section 467 corresponds to the logical user data address area 459, 

the system data map section 469 corresponds to the logical system data address area 461, 
the user code map section 471 corresponds to the logical user code address area 463 and the 
system code map section 473 corresponds to the logical system code address. area 465. 

As also illustrated in Figure 36, each map section has sixty-four IQgical page entries (page 
zero through page sixty-three), and each map entry comprises sixtee.n bits (as illustrated by 
the enlarged ~ingle map entry in Figure 36). · · . . 
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As indicated by the legends associated with the enlarged map entry shown in Figure 36, 
each map -entry comprises a ten bit ·physical page number field, a single parity bit P, a 
reference history field comprising three reference bits R, Sand T; a single dirty bit D, and a 
single al;>sent bit A. . · · · . . . . · ·60 
.. The physical page num~er field provid~d by the ten high order biis provides the physical 
page number correspondmg to the logical page called for by the program. . 

The parity bit P is always generated as odd parity to provide a data integrity check 011 the 
map entry contents. · . . . 
. The reference historr field bits R. S and T are used by the memory manager function of 65 
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the operating system to ·maintain reference history·· inforJlU!,tion for selecting the least· 
recently .used page for overlaying. . · . . .. . . . . · · . 
· The R bit is set to ·a one by any read or write operation to th~t l()gical page. · ' 

. The~ and T bits are storage bits which are manipulated by the AMAP (age a map e:q.tcy) 
mstruct10n. ·. · ·... • · :· · · .. . , · . · . · .· · .. · · S 

The· diriy ~it J? is set to a ~ne by a write access to that logical page. '.fhe O{lerat~ng srs~em 
uses the dirty bit to detennme whether a data page has been modified smce it was last 
brought in from secondary memory. . · 

·The absent bit A is set to a one by the operating system to flag a logical page which is 
;ibSent from main memory but present in se~ndary·memory or to flag a page,wbi~h.is tO · 
outside the . logical ·address· area of . that user. .. • . ' · · .. .. . · · 

The tWo high order bits for. the map entry shown in Figure 36 are not usedinthe s~fic 
embodiment of the invention illustrated iri.. the drawings, but these two bits are. used when 
the full tWenty bit physical addressing is used. · ·. . . ··. . . . . .. ·. . . 
. As noted above, three instru~ions are used by the operating systf~m in conneetion :With J.$ 
the map.· These . three instructio11s are: SMAP, RMAP and AMAP. · · . • . 

The SMAP instruction _is used by the memory inanager function ofthe operating syst~in 
to· insert data. into a. map ~entry· like that iUustr~ted in Figure 36;., . . · . . . . . · · 

·The SM~P mstruct1on.1s implemC?nted by the. microprogra.ni 115 (Figure 12) ·~the CPU 
105. The microprogram interacts with the map memory control logtc il01 (see F1gt1r~ 34), . 70 
first ohll;to seleet (with the first instruction parameter) alocation in the·map 409 and then, 
second_, to insert in that location the s~cond instruction patameter--the new map eiltfy data. 
···.·"In operation; and referring to Figure 35, in the first step in the sequenee the 

· niictoprogra:m 115 loads the new map entry data into the processor"I11einory data (PMD) 
25 register 423." .· . . · . . . . • . . . . · .25 
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.· Ip.t!te next step in th_e sequence, the map address, including two high, ?rdet bits fc;:ir _m~p 
select1oi;i, ar.~ loaded in~o the processor memory a~~ress (PMA). register 411. .. : 
· At this point the two Instruction parameters contaming the, map entry address and .the 
data to be inserted· ha:ve been loaded in their respective registers 411 and ~ZJ.. . . ·••· 
. Next, 1Jie microprogram 115 in the CPU 105 initiates a map write operation 'seq'i;tence Qf 30 
the map memory control Jogfo 401. This map write ·Operation seqµezice is initiated after ariy 
previ()us m~mory operations have been completed. . . . · ·. .. ·. . 
. The· steps noted above ·in the operation sequence have all bee11 performed by ·the 
'microprogram (the firmware). . .· · · . . · . · . ·. . 
· 11J.e remaining a~ons of the SMAP instruction are perfonned under the control of the , .. ~5 

·. map memofy control logic. Thus; the remaining actions are all perfonned automatically by. 
. hardware. · . . . . . . , .. 
. · ' . In the map write operation sequence, ·the map address. is transmitted from· the _PMA 

register through the address selector 415 over the bus 417 to the map 409. Only the eight 
·l)igh order bits (the map select and map address) are used in this operation. . .. · . 
. . The t:Wo high· order bits specify the map selection--whether user data, system data, user 
code or system code. · · 

.40 

, · The ten low order bits of the logical address bus from the address ~elector (ASEL) 415 
(whiCh bits are the offset within a page for a memory i::ead or write access) are not·used in 
this operation. · .· .· ·· . ·· ·· . 45 
.. As the map is being addressed as described above, the new map da.ta is transmitted from · 

the PMD register 423 through the map data selector 447 to the map parity generator 449 
a~d. to t~e map 409. The .map parity generator computes odd parity on the n:ew map data 
and supplies this parity bit to the map. . · . . · . · ·· 

. Now, at this ~oiil.~, t~e map memo~y cc;>ntrol logic 401 generates a !Ua'.P writ_e strobe signal . · .. 50 
( ~n one of ,the Imes mdicated by 457 m Figure 35) to the map 409 which causes the new: data 
·a11d par.ityto be written into the selected map section at the specific"iriap entry select~d by 
the logical ·page· address · onn .the ·bus 417. 

· · •11iis completes the SMAP instruction sequence. • . . . . . . . 
·At the end of this SMAP instruction the proper map section has been s~lected,. the 55 

particul~r.Iogical page entry on that qiap section-has been ~elected, the data arid co_mputed 
odd panty have been supphed to the map, and the map wnte str()be has cau~d th~t data to 
be written at the· desired map entry. . · . .. . . .· . · . ' .. 

The SMAP instruction (SMAP) is used by the operating system to initialize eac!, logical 
page entry in each of the _four Ill:ap ~ections as required. . , . · .. ·· •.. . . 60 

One use of the s.et map mstruct1on is therefor to msert a physical page add,ress for a 
logica:I page· to provide for translation ·of logical page. numbers to· physical page numbers 

· after a :page ·has been swapped in from secondary memory. . · . · . · · · . 
. Another use of the set map instruction is to set on an absent bit for a logical page 
. swapped 'out to secondary memory. . ..... · .,,~5 

11 
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.. 
The read map (RMAP) instruction is used by the memory manager function of the 

operating system to examine the content of a map entry. · . . . · 
In this RMAP instruction the microprogram 115 in the CPU 105 iriteracts with the map.· 

5 
memo~ control logic 401 tC? select (with the ins~ction faranieter) a locationin the map_ 

5 409 an to return to the register stack 112 (see Figure 12 as a result of the content of that 
map entry. . .. · .. 

In the operation of the read map (RMAP) instruction, referring to Figure 35, the 
microprogram 115 loads the map address, including the two high order bits for the. map 

10 
selection, into the PMA register 411. The microprogram 115 then initiates a map reaa 
operation sequence of the map memory control logic 401. · . . ·. · . · 10 

This sequence is then carried out by the hardware, and in this sequence the map addres8 
is transmitted from the PMA register 411 through the address selector 415 to the map 409. 
Again, only the map select and page address bits are used in this operation. 

15 
·The content of the selected map entry is transmitted from the map 409 to the nia~ parity 

·~ checker 451 (see Figure 35) and to the map out.P,ut latch 443. The map parity chec er 451 15 
compares the parity bit from the map entry with the odd parity computed on the data. 

If the parity is incorrect, the map addtess is loaded into the mal? page register 441; and 
the map parity error signal sets an error flag which causes a map panty error interrupt to the 

20 
CPU 105.. . . . . . 

Otherwise, in the case of correct parity, the map entry data is loaded from the map 20 
output latch 443 into the map memory data register (MMD) 445. .· 

Ftnally, the RMAP instruction microprogram returns the data in the map memory data 
(MMD) register 445 to the refFster stack 112 (see Figure 12) as the result of the instructjon. 

25 
. A the end of the read map RMAP) instruction the proper map section has been selected, 

25 the particular logical page entry on that map section has· been selected, and the content of 
that map entry has been read out from the map and returned as an instruction result to the 
CPU's register stack. · .· 

The uses of the RMAP instruction include the following. . . · 

30 
The main function of this read md (RMAP) instruction is.to allow the operating system 

.30 to examine the reference history fiel and dirty bit of a map entry (see the map entry format 
shown in Figure 36) to determine a page for overlaying (as will become more apparent from 
the description of the oferation to follow). · .. 

The read map (RMAP instruction is also used in diagnosti~ to determine whether the 

35 
map storage is functioning properly. . · ·. . . 

35 The age map (AMAP) instruction 'is used by the memory manager function ·Qf the 
operating system to maintain useful reference history information in the map.· This 
reference history information is maintained in the map by map entries (the R, Sand T bits 
of the map entry format shown in Figure 36) within a map section which are typic~dly 

40 
"aged" after each page fault interrupt occurrence in that map section. · · . · _ 

40· This AMAP instruction has just a single parameter which is the map address specifying 
the inap location to be aged. . .... 

In the operation of the age map (AMAP) instruction, the microprogram 115. in the CPU 
105 selects a map location with the instrµction map address parameter. The microprogram 

45 
115 loads the map address parameter i.nto the PMA register just as in the RMAP 

45 instruction. . · . . 
At this point a map read operation sequence of the map memory control logic 401 is 

initiated, and this sequence proceeds identically as in the RMAP instruction de8cribed 
above. 

50 
· The micro&rogram 115 (Figure 12) reads the content of the map entry from the MMD 

50 register 445 Figure 35) extracts the reference history field (the R, S and T bits 10, 11 and 12 
shown in Figure 36), shifts the field right one position, and reinserts the field to forlll the 
new map entry data. Thus, a zero has been entered in the R bit, the R bit has been shifted 
into the S bit, the S bit has been shifted into the T bit, and the old T bit is lost. 

55 
Now th~ micropro~am 115 takes t~e modified map entry and loads !his new data into the 

55 PMD register 423 (Figure 34) and wntes the new map entry data back mto the selected map 
entry (similar to the SMAP sequence). 

This completes the age map (AMAP) instruction. 
As a result of the age map (AMAP) instruction, a maNi entry has been read from the map, 

60 
its reference history field has been shifted, and this mo ified entry has been reinserted into 

. 60 the selected map location. · 
As previously noted, the R bit is set to one by any memory reference to the 

corresponding logical page, so that when this bit. is a one, it is an indication that this page 
has been used since the last set map (SMAP) or age map (AMAP) operation instruction. 

65 
This setting of the R bit in conjunction with the age map (AMAP) instruction provides a 

65 means for maintaining frequency of use information in the reference history .field of the 
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.· The refere!1ce history fieldof all of the µrap entries !n a given map art: typieally aged .~fter 
~ p~ge .fault ,nterrupt'. Thus, the value o~ the three bit ;reference field ID a map entry is ~ 
1Ddication of the frequency of· access. SIDce the previous three page fawt mtex:rupts ..... 

For example, a binary value of seven (all three reference bits set at one), indicates 5, 
accesses· in each of the intervals between the proceeding' page fault iriterrupts. .· :· 

A binary value of four in the reference history field (the R bit set at one and the S and:T 

10 

is 

20 

25 

30 

35 

bits set at 'zer9) indicates an aceess in the interval since the last page fault interrupt and 
indiCates that there were no ·accesses in the intervals previous to the most recent page. fault 
interrupt. . . . . · · ·. ·. ·. .· .. · .. · . . 

·As a final ex~ple, a binary value of Zer<> for the three bit reference field.indica:tes that 
thatlogieal page has not been accessed in any of the three intervals since the last three page 
U.ult inteinip~; · · .. ·.·.. . ·· . ·.··. .· · ·· : .·. . .. ··· .. . . .. · .. . 

·. 'lb~s, ~e higher ~he binary nQmber .repre~ented by the ~ree bit refer~nce history field, 
the bighei: the frequency of recent accesses to that logical page. . . •. . .·. 

This n,~ference history infonnation: is maintained so that when it is necessary to select a 
page _for over,ar, a .page which ha& been. infrequently ·used ~n t~e recent p~t can be 
iden~ed. A· page mfrequently accessed 1D· the· recent past. is likely to c~ntinue that 
.~IJ.avior, and that page will therefore probably not have to be swapped back 1Jlto memory 
after being o\Terlayed.. ' ' . ' . ·. . ' ', ' •. ,. ' . . ,' ' ' ' 

. Thi~ frequency of µse hi~tory is used by the memory manager function of the operating. 
system to .select infrequently used pages for overlay. S<> as to minimize. swapping from 
secondary memory to implement an· efficient virtual memory system. ; .· .. . · ·· · ·· 

As. noted. above, m:emory m~y be accessed by the CPU or by the. 1/0 system. . 
.. The action !Jf the memory· system an.d !Dal'· ~uring a CPU ~emory access sequence will 
now be descnbed. The access sequence is su:ndar for the various CPU memory acce~ 
such a8 writing data, reading data, or reading instructions from memory. · 

Th.e CI>lJ memory access sequence is started either by the CPU microprogram 115 or by 
the CPQ in$ttu:ction-fetch·logic. ID either event, the CPU 105 loads an eighteen bit logical 
a:ddre~~ int~ the.PMA .register 411 an~ initiates a data ~ad, data write, or instruction rea4 
operation sequence of.the map memory control· logic 401. : · · . . 
.. · Th.e C?ighteen_ bit. logical addre~s i_s co!11I!osed. of ~o. hi~h. order . log!cal a<ldress space .. 
select bits and sixteen low order bits specifying a location withlD that logical address space. 
1be fyvo se!e.ct bits may be specified by the CPUmicroerogra~JlS or may be ~µtomatically 
generated m the CPU, based on the ·contents of the mstruction (I)and envrronment (E) 
registe~. .. ·.. . . . · · ·.· · · ·· . . .· . . . 

The. eighteen bit lOgical address also includes·, in addition to the two. high order Iogical 
address select bits, six bits. which specify the logical .page within the selected map· and. ten 
.low order !?its which ·specify the offset within the .page in the selected map. .· . 

40 In the data read, data write, or instruction read operatiOn sequence of the map memory 
c~ntrol lo~ic 401, ~ter any .Pre,vio_us map or.memory. operatio.ns. have completed,. the · 
e1Jthteen bit addi:ess m the PMA register 411 (Figure 35) is transrmtted through the address 

45 

selector 415 to the buses 417 and'419 (see Figures 34 and 35). ·· .. ;. 
· The bus 419 transmits the page. offset portion of the address. This page offset po~ion of 

.the address is transmitted directly to the physical memory modules 403 (Figure 34) by the 
btis4t9.. .. · · . . . ... 

The bus 417 transmits the logical page address portion (which. must. be translated to. a 
physical page address) to. the map 409. . ... 

· The map entry selected by the logical page address is read out from the map 409 to· the· 
50 · map niemory oontrol logic 40l(Figure 34), the map parity checker 451 (Figure 35.), and the 

55 

60 

65 

map' output' fatch 443. '• ' '' ' ' ' ' : ' ' . 
If. the absent bit is a one, the logical page address .is loaded into the map register 441,. a 

page fault interrupt sign~l is transmitted to the CPU 105, and the map memory control logic 
. .iJOl termina~ei; the memory . access sequence.· · . · .. · . · . . . . . 

Similarly, if the parity checker 451 deteets incorrect parity in the m~p entry; the logical 
page address is load~d into the map page register 441, .a·· map parity error .signal 'is 
transmitted to the CPU, and the memory access sequence is terminated. . • 

Otherwise, if there is ·no error~· the physical page address is transmitted from the. map 
out1'ut latch 443 over the bus 421.to··the physical memory modules 403; and the map 
memory control logic 401. issues a command over the bus 439 to cause .the selected memory 
module 403 'to· perform a read . or write operation; ' ' ,· ' ' ' ' ' 

.· Ip, a GJ.>U.~rite ~peration the ~ata to be written is transmitted from the PMD·register 423 
. through the· data selectot427 to the memory· module over :the bus 429. . . · 

, White· the. memory JIHJdule is performing a read or write.operation, the map memory 
contre.1 ·logic 401 eauses- the map entry· data to be modified and rewritten .. 
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The inap entry data, without the parity bit P or the reference bit R, is-transmitted from 
the. map output latch 443 to the dirty bit logic_ 455 (see Figure 35) and to the map dat~ 
selector 447. · . . · . . . . · · . . . · . . ' 

In th~s operation the p~ysical page field of a map.entry (shown in enl~g~ det~l iri the . 
lower nghthand part of Figure 3b) and the S andT bits of the· reference field and the absent 5 . 
bit are always rewritten without modification.· . . ·. , .. · 

If a CPU data write operation is being performed, the dirty bit D supplied to the map 
data selector is set to a one by the dirty bit logic 455. Otherwise, the 'dirty bit is not 
modified. · . . . . . . . 
. J'he ~ference bit R supplied to the map data selector by the reference bit logic 453. is set 1 O 

to a one in ·either a read or a write operation. . , 
The physical page field and the S, T and· A bits are not modified, as noted above. 
The map data selector 447 supplies this new map data to the parity generator 449 and to 

the map 409. · · . 
. An odd parity bit Pis generated from the new data by the parity generator 449 (see 15 

Figure 35). · - . · 
A map write strobe from the map memory control logic 401 then causes the new data and 

parity to be written into the map entry selected by the logical page address bus 417~ 
· . Thus, the logical page has been translated through the map entry, and the map entry has 
been rewritten with updated parity, reference, and dirty bits. · · . . 20 

When the physical memory module 403 completes its read or write operation, it sends a 
.completion signal to the map memory control logic 401 over the bus 439 (see Figure 34). 
· In a read operation the memory module 403 gates the memory data to the bus 437 (Figure 
34). . . . 

In a data read operation sequence the data is loaded into the MD register 433 (Figure 34) 25 
for use by the CPU 105. · . · 
. In an instruction read operation sequence the data is loaded into the Nl ·register 431 
(Figure 34) for subsequent execution ·by the CPU 105. . . ·. · 

The CPU memory accesses of data read, data write and instruction read are th.us 
completed as described above. .. . · . ;30 

An 1/0 ·channel aceess to read or to write data to memory proceeds similar to a CPU 
mem<;iry access as described above except for the following. . 

The channel memory address (CMA) register 129 (Figure 34) is used to provide. the 
logical address, and this register always specifies the system data map 469 (see -PigU:re 35). 
- The channel memory data (CMD) register 425 (Figure 34) is used to supply data to 35 

memory in a write operation.- . · . 
The channel data (CD) register 125 (Figure 34) is used to receive data from memory in·a 

read operation. · · · . . 
· In an 1/0 channel 109 memory access, the access is always a read or write data to memory 

40 access, arid there is no instruction read access as in the case of a CPU access. .. · . 40 

···45 

50 

55 

60 

. In addition, map parity and absent conditions are transmitted to the 1/0· channel 1()9. if 
they occur in an 110 channel access to memory. . · . 

As.noted at several points above, either semiconductor memory core memory is used.for 
the meniory modules 403. · · . . · 

When the m~mory is core .memory, ·errors are detected by a parity C?rror detection 45 
system. The panty error detection system for core memory modules 1s effective to detect all 
single bit errors. Conventional parity error generation and checking techniques are used, 
and details of the core memory will· therefore not be illustrated. . . .· · · . 

.. The probability.of failures in semiconductor memory is great enough to justify an.error 
detection and· correction system, and the l'resent invention provides a . detectfon and ·. 50 
correction system which incorporates a six bit check field for each sixteen bit data word. 
Figures 37-41 and related Table 1 (set out below) illustrate details of an error detection and 
correction system used when t_he memory modules 403 are constructed with semi-conductor 
memory. · · · . 

The six bit check field error detection and correction system of the present invention is, · -55 
as will be described in detail below. capable of detecting and correcting all single bit errors 
and is also capable of detecting all double bit errors. In addition, most errors of three or 
more bits are detected. ' 

While the error detection and correction system will be described with reference to a 
semi-conductor memory, it should be noted that the system is not limited or restricted to , 60 

. semiconductor memory but is instead useful for any data storage or transmission 
application.. .· · . · · · . . · .·.. · · . · 

An important benefit of the error detection and correction system of the present 
. invention results from the fact that not only are single bit errors corrected but also that. any 

65 subsequent double bit errors· are reliably detected after a single bit has failed. · 65 
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The ~ultipl'?ce~sor s~stem incorppratin~ the en:or det~ction and corr.ection syste~ ofth~ 
present mvent1on 1s therefore tolerant of single· failures and can be operated with smgle bit 
failures in semiconductor memory unti.l such time as it is convenient to repair the. memory, : 

The error. detection and oorre~tion systein utilizes a. sy~ematic linear binary code .. of 
Hamining distance four. In this code each ·check bit is ·a linear oombbiatj.on of eight d~ta b~ts. $ 
(as shown i!1 Fi~ure 38). Also, each data bit~ is a eo~ponent !Jf ex~ctly three check bits' (~s; 
also shown in FiFC: 38). A.n advantage of thts code is that .umform coverage of the d~ta bits 
by the check bits is obtamed; .· . · · . .· . · .. - . · . . · . 

·• . The: error correction and detection system emb~dies a syndrome dec0der which provid¢s 
the ·combination of fast logic speed and low parts ·oount. . ·. :. · . ·.; ·, ··· J~ 

.In initial summary, the error· d.etection and. comx:tion ·systein of the present inv~ntio,:i 
opera_~es to add six check bits to each data word 'written into storage. ·Wlien a data ·wo.-d is 
~ubs€'._quently read out of memo~, the chc:ck ~eld portion o~ tbe .stora~e w~rd is. used to 
iqentify o.r to .detect the loss of mformation m that word since the time 1t was stored. 
· In semiconductor memory there ·are tWo .possible mechani&ms for.loss of info~tioli . 1,~ 
(error). Qne is hard failure of a memory device which makes that devii::e permanently 
u11a.ble to i'etajn information, and the other.is soft failure in which electrical noise can cause 
a transient loss of information. . . • . · . . · · . 

. ·The detection of errors is a~onipli~hed by a checkbit comparator which eroduees a· six 
bit syndrome. The syndrome is-the difference between the check field obtruned"froll). the .20 
sto,red word and the check field which would normally.correspond. to the data field obtained · ,. · 
from the stored word. · · · · . . . .· . . . . · · .. . : . ·. ·. . .·. 

·.This syrtdroine is then analyred (decoded). to determipe whether ~:error has oecutred 
and, .if an error has occurred, to determine what type of eorrection is required. · • . · . 

"Jn the case of ~mgle data-'.bit errors,. the syndrome _decoder output ~~u~s ~ data bit .25 
complementer to mvert the bit that was m error;_and this corrected data1s·supplied as the 
output of that incmory module. •. . ·. . · .. . · · ·· 
· H the syndrome decoder indicates a multiple error, then the fact of the multiple error is 
cominurticated to-the map memory control section by means of one of the control and !m"Or 
lines to ~use ;:tn interrupt to the CPU. .·· . . . . . . . .. . .. ·• .. }O 

· · With refer~m~ now to· Figure 37, the memory module 403 includes a timing and cont.fol 
logic section 475 and a semiconductor storage array _477~ The storage array 477 provides 
sfurage for 32, 768 words o~ twenty-two bits each. Each word has (as illustrated in Figure37) 

· a· sixteen bit data field. and a six bit check field. · . ·.· · .· .... 
Each semiconductor memory module· 403 also has, as illustrated in Figure 37~ an. output .· 35 

latch 479, a check bit generator 481, a check bit comparator 483, a syndrome decoder 485 
and a data bit complementer 487. . • . .· .· ··. 

The memory module 403 interfaces to the rest of the system through the signal and.~ata . 
. paths-illustrated.iii Figure 37. These paths include: 429 (data to memory bus), 439 (control 

· 40 , and error lines to the map memory control section 401), 419 and 421 (physical ac;ldress bus), . 40 
·and 437 (data from memory bus). These signal arid data paths are also shown in Figur¢ 34. 

_ . With.continued reference to Figure 37, the content of the outputlatch 479_is tnmsniitted 
on· a bus 489 tO both the check bit comparator 483 · and the data bit comparatOr 487. 

45 

'50 

. The output of the check bit comparator 483 is transmitted on a syndrome bus 491. to both 
.,the syndrome decoder 485 ·and the timing and control logic section 475. , · .. 45 

The' output of the syndrome -decoder 485 is transm~tted ·on· a bus 493 to the data bit · 
oompfomeilter 487. ' . . . : . .. ' ' . ,· . . ·. . ' . 

. . Other outputs of the·syndrome.decoder 485 are transmitted on lines 495 ancl 497 tp _the 
timing and· control logic section 475 .. The line 495 tra.nsmits a. SINGLE ERROR 

· (correctable error) signal. and the line 497transmits a MULTIPLE ERROR (unoorrectable , ,50 
error) signal. · ·. .. .·. . .: · · · ·. , . . . · . . . · · 

The timing and· control logic 475 provides control signals on a control bus 499 ·to the 
semi-conductor storage array 477 and also to the output latch 479. · 

. The output of the check bit generator 481 is transmitted to the storage array 477 by a bus 
55 - 50r · : · . •· · .· · 55 

·with reference.to Figure 38, the check bit generator 48i ihcludes six separate eight-bit 

>60. 

- 65 

parity trees 503.· ._ . · · _ ·. ·. · • . · . · . · . 
. As shown in Figure 39, the.check bit comparator 483 includes six separate nine-bit pati.ty 
trees· 505; ; . . · .. .. ·.· : · . · . . . · , . .. ·. . . . . . ·· · 
. · As shown in Figure 40; the syndrome:C:lecoder. 485 in~ludes a decod<ft section 507 and a ,. ,60 
·six-bit parity tree 509. -- . · .· ·. · . ·. .. · .·. . . . ·. · · · 

With continued reference to Figure 40, the outputs of the decoder seetioh 507 ~nd. ~ix.:.:bit 
parity free -.509 are combined . in error · identificati.on Jpgic indicated generaUy by the 
refereilee numerar 51L , · ··. · ·. · · · · · · . · .. 

As illustrated in Figure. 41, die bit complementer 437 comprises sixteen exclusive-or gates 65 
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In operation the sixteel! bit data word is supplie~ by the bus 429 to the storage array 477 

and also to the check bit generator 481 (see Figure 37). · 
. TI.ie check bit generator 481, as best illustrated in Figure 38, generates six check bits CO 

through CS by means of the six eight-bit :earity· trees 503. ·. . ,_ .· . . . . ,.5 
·As also.illustrated in Figure 38, the eight-bit parity tree 503 farthest to the left generates 

check bit rero (CO) as specified by the ·logic equation for CO as set out at the lower part of 
Figure 38. Check bit zero (CO) is therefore the complement of the modulo-two sum of data .. 
bits 8 through 15. - . . '. . · 

By way of further example, the check bit C3 is generated by an eight bit parity tree 503 .as. 10 
specified by the logic equation for C3 set out at the lower part of Figure 38. Check b.it three 
(C3) is the modulo-two sum of data bits 0, 1, 2, 4, 7, 9, 10 and 12 as shown by the logic 

· equation and as also illustrated by the connections between the eight bit parity tree and ~e 
. correseonding data bit lines in the logic diagram in the upper part of Figure 38. . 

15 Simdarly, each of the other check bits is generated by a modulo-two addition of eight ·15 

20 

25 
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35 
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45 

data bits as i~lustrated in. the. logic dia~m in th~ top Part; of Figure 38.. . 
To accornphsh a memory wnte operation, these six check bits, as thus generated by the 

check bit generator 481, and the sixteen data bits, as transmitted on the data bus 429, are 
entered in a particular location in the storage array 477. As illustrated in Figure 37, the six 
check bits and the sixteen data bits are entered in the ,storage array 477 under the control of 20 
the ·timing and control logic 475 and the physical address information on the physii;:al 
address bus 419, 421. · .· . 

Every word stored in the storage array 477 has a six bit check field generated for that 
word.in~ similar manner. This check field is retained with the stored word in the storage 
array 477 until the time when that location in the storage array is subsequently accessed for . : 25 
a read operation. · , 

When a partiCular word is to be read out of the storage array 477, the timing and control 
logic 475 and the address on the physical address bus 419, 421 causes the content of the 
selected storage location to be loaded into the output latch 479. The ·output latcll is 
twenty~two bits wide to ·accommodate the sixteen data bits and the six bit check field. 30 · 

Fro"1 the output latch 479 the sixteen data bits and the six bit check field are transmitted 
by a· bus 489 to the check bit comparator 483. . .. 

As illustrated in Figure 39, the check bit comparator 483 forms six syndrome bits SO 
through SS. · .. 

. Each syndrome bi~ is the output of a n!n~-bit parity tree 505 whos~ inputs are eight data · 35 
bits and one check bit. Each syndrome bit 1s related to a correspondtngly numbered check 
bit. Thus, checlc bit zero is used only for computing syndrome bit zero, check bit one is used 
only .for computing syndrome bit one, and so forth. . . 

As an example, syndrome bit zero (SO) is the complement of the modulo-two sum· of. the 
check bit zero and data bits 8 through 15 (as shown in the logic equation at the botto~ of 40 
Figure 39). ·. . . · 

Similarly, each of syndrome bits S 1 through S 5 is generated from the modulo two sum of 
a .corresponding check bit and eight of the data bits, as· shown by the conD;ections to the 
particular data bit lines f~r each syndrome bit in the- logic dia~am part· o! Fig~~e 39. 

The presence or absence of errors and- the ·types. of errors, 1f any, ar~ 1dentif1ed by 45 
interpreting the value of the six syndrome bits on the bus 491.. . ·. , 

Table 1 enumerates the sixty-four possible values of the six bit syndrome code and gives · 
the interpretation for each possible value. 
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TABLE 1 
· .. \· •' ... · .·.: .. ·. . ~ . 

: --: 

, . . _ .... '. . . . Syn.<fr.?"r'e ·Code~:'- ·< · • · . . · ...... 

s0. ~1 ,s2 .~3 s4 ss ERROR IN· ~i(· -s1 s2 .. g3. ·s4·-:··5; ERROR,,.lN .. 
; ·, • .'." • : •, : : • ·.' • • ·::. ~ • ', • • • • •,•/ • • • '.'.·."' ; • :.;. • > •'I 

o ,(). ··o.·. o . 0
0
.·,.'.,.·.· .. 0

1 
__ ., .. (No' Error) .. 1,· ·O·. o. .· .o. -':0- ·.o _;C0··· :- .... 

0 · g_ · 0 g 1 . o g ·. · ·g · -· ; . · g f ·l. . ~g~~::L,· 
·o. o. · · 1 .1· - '(Double)··.. o ·. ·. 0 1 1 i· :·tis .... --
1 J l l .. ~:far 8 •. •· · t t ~1· .£·b~)/ 

. : . o .:.Q. :;o · i·· · l 1· -D0 •· · ·· · o · , l· - '1 , ·l .(Po~bte),. 
.. 

0 0 1 ' 0 •, 0 .. : 0 C2 . i ,. l · 0: .. 1 
:·· 0 

. .. '.·. 

0 .. ·. 
0
o: · 0 .. · (Double)::. ··o- . 

0 '' 0 1 · :o · ouble) 0 · 0 J 1· oublef 
· 0 1 1 · Multi) -
. · 1 o . o , · douf?le) 

·o 
0 

· 0 . L ···. 011 . 
.. 0 . . 1 · . O · · · (Multi-All O's) 
() · 

0
1:·. 1 (Double) ' 0 ' .··. ·.--:.o 

0 
-0 
:0 

1 0. · 1 ·;.·Dl 
.1 .1 0 ,D2 
·-1 · .1. ·. ·. -~ ·.. (Double} 

·-0 
0 
0 

'' .· 0 

1 •' 0 D12 . ·.· 
l . o, · 1 ~ouble) · 
i l' · 0 · Double) 
l . l ' '· 1 ulti) . 

" 

0 1 . . 0 ~· 0 0 0 · Cl 1 'l· 0 0 0.: .·O (Doµble)' .. 

' g'. . ' ' g ' ~ -ij ' .f g~~~:~~ 
0 .. · .. 0 1: ·:T D3 . 

·,o · · .. 1 '· · o ·o: (Double) · · . ·• 
-o : l · o · 1• .. :> {Multi.:An l's)· 
. 0 'l 1 · ·ff· ·· D4 . 

,,:~O .. · 1 1 1 (Double) 
··.·J .. ·. -:: ... 

0 0 0 l. D13 .. 
0 0 1 0 Di4. ::. 
0 0 1 l. ~ble) 0 1 .Q. 0 ~!Wief 0- .1 . 0 1 
0 L l·' ... 0 ouble 
0- l'· 1 .1 ulti) . 

o Q o ·. (Double) 1 1 1 o · o o D15 . .. 
O · · ff · 1 · · · D5 .. · -_, 0 0 · 0 1 · Double)' o t. ·o- D6 : " o o 1 · o ·. DQuble): 
0 1 1 · • (Double) 0 0 1 1 .· Miilti) . · 
1 0 0 D7 · 0 l 0 0 . Double)_ 
1 0 · i· .. ~D~ub1e) · · · 0 . · . 1 · 0 1 . M~lti). 
1 1 0 ·. Double)· 0 :1 1 .. o· Multi). 
1 . 1 . 1 Multi) 0 1 1 1 · [)ouble) · 

0 " 1 
'() 
0 

·.· .. '(} 

.o 
·o ·er,. 

.. 0 

1 

.. 
(NUMBER OF l's IN SYNDROME).· ···. . . -:. - · .... :· ;_., .. 
0 BITS - NO ERROR · · . 3 BITS ~ DATA BIT OR MULTI . 
1 BIT - CHECK· BIT ERROR . 4 BITS - DOUBLE . . . -
2 BITS - DOUBLE ·. 5 BITS ·- MULTI . 

. . 6 BITS - DOUBLE 

· · ·· _ri:lus 

... ; 

· .. ~-- . 

.. 
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For example, if all of the syndrome bits S O·through S 5 are zero• there is no;«~rror jn 
either the data field or the check field. This is the condition. illustrated at the upper left of 
Table 1. · .. ~ . · .· . . . . . . 

The presence or absence of errors and the type of error is summarized at the bottom of 
Table 1. ' · · ·· . · . 5 

. In this summarization, when all six syndrome bits are zero. there is no error.' a~ noted 
above. · . · · .· 

If only one. of the six syndrome bits is on. this indicates an error in. the corresponding 
check bit. It should be noted at this point that check bit errors are s~ngle bit err01:s whi¢h do 
not require correction of the data word. · . . . . · · 

As also indicated in the summary at the bottom of Table 1, when two bits are on t~ere is a 
double bit error; and the two errors could be (a) one error in a data bit and one error irt a 
check bit or (b) two errors in the data bits or (c) two errors in the check "bits. 

When three bits are on in the six bit syndrome code, that condition can correspond to 
either· a single data bit error or a multiple error. . .. · 

As an example of a single bit error in a data bit. see the syndrome code 111.000 indicating 
a single bit error in data bit D-15 in the lower right hand part of Ta:ble 1. As will be 
described in more detail below. the syndrome decoder 485 (Figure 37 and Figure 40) will 
cause the incorrect value· of data bit 5 to the inverted (corrected). 

The syndrome. decoder 485 provides two functions. . 
· First, the syndrome decoder 485 provides an input to the data bit complementer 487 (see 
Figure 37) by way of the bus 493 in the case of single data bit errors~ which input causes the 
erroneous bit to be inverted within the data bit complementer 487. . 

Secondly, the syndrome decoder 485 provides one of two error signals in the event of an 
e~. . . . ... 

·.A single data or check bit error is transmitted ori the SINGLE ERROR line 495 to the 
timing arid control logic 475. . 

A multiple error indication is transmitted on the MULTIPLE ERROR line 497 to the 
timing and control logic 475. . . · 

A MULTIPLE ERROR signal is generated in the case of all double bit errors and most 
three or more bit errors. This MULTIPLE ERROR signal. as noted above, causes an 
interrupt to the CPU 105 (see Figure 34). . 

The construction of the syndrome decoder 485 is shown in detail in Figure 40. The 
syndrome decoder 485 comprises a decoder 507. a six bit parity tree 509. and error 
identification logic 511. 

The decoder 507 decodes five of the six syndrome bits (bits Sl through S5) to provide 
su(fident information (thirty.,two outputs) to generate both the error types (whether" single 

· er.-ors or double or multiple errors) and the sixteen output lines required for inversion of 
data: bit errors in the sixteen data bits. These sixteen output lines re9uired for inversion of 
data bit errors are indicated generally by the. bus 493 and are identified individually by TO 
through T15 in Figure 40. · . · 

The .decod~r 507 ou~puts whic~ are n~t conne~ted to the OR gate 512 corresi;>ond to 
errors m the six check bits; Errors m the six check bits do not need to be corrected (smce the 
errors are not data bit errors), and these outputs of the decoder are therefore not used. 
· The remaining outputs (the outputs connected to Jhe OR gate 512) represent double or 
i:nultiple errors and are so indicated by the legends in Figure 40. All of these. cases are . 
collected by the OR gate 512 and are one component of the multiple error signal on the line 
497 at the output of the error identification logic 511. . . 

As also illustrated in Figure 40. the syndrome decoder 45 iodides a parity tree 509 which 
forms the modulo-two sum of syndrome bits SO through S5. · ·· 

The resulting even or odd output of the parity tree 509 corresponds to the error classes 
shown at the bottom of Table 1. · . . . . · · . 

Thus. the EVEN output 514 corresponds to syndromes conta~ning no bits on. two bits on. 
four bits on. or six bits on. · · 

The EVEN syndrome corresponding to no bits on (no error) is excluded from the 
MULTIPLE ERROR output signal 497 by an AND gate 515 which ~xcludes the zero 
syndrome case (the other input front decoder 507 to the gate 515). · , 

Syndromes containing two bits on, four bits on or six bits on are thus the only remaining 
EVEN syndromes which in combination with the MULTIPLE signal constitute multiple 
errors as transmitted on the output line MULTIPLE ERROR (497). ·. . 

An output is desired on the SINGLE ERROR indicator line 495 only for single bit errors. 
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Since the odd output on the line 510 of the parity tree 509 corresponds to one bit on (check 
bit error), three bits on (data bit error or multibit errors). or five bits on (multibit errors) in 
the six-bit syridrome (as indicated in the summary at the bottom of Table 1). the odd output 
on line 50 must be qualified so that only single bit errors are transmitted through the_ logic .. 65 



511 tq the line 495. Those three-bit syndrome codes corresponding to multibit erroi:s and all 

of the five~~it syndrome. codes mus~ t~erefore b~ ·excluded s? that only the single .bit erro~ 

~re transmitted on the hne 495. Thins accomplished by an mverter 517 and an AND gat¢ 

519. . ·. .·· . . .. . . . ... 

5 . A SINGLE ERROR output is generated on the line 495 for syndrome codes eontairtin~ a S 

single one bit (check bit errors) and also for those syndrome codes containing.three orte bits 

corresp!Jnding to data bit errors. As noted above, the odd output of the parity tree:509 

indicates syndromes. oorttairtirtg one; three or five bits on. The inverter 517 and the AND 

gate 519 exclude multiple error three bit syndromes and all five bit syndromes .. Thus, the 

lO SINGLE. ERR()R output 495 includes only single che.ck bit errors and single data .bit 

errors, Single check bit errors do not need to be corrected, and single data bit err.ors are 

oorrected by the bit complementer 487. · . . . · . . . . · . · . · · · .. 

. . . The logic equations for MULTIPLE ERROR and for SIN.GLE ERROR Jisted on the 

bo~m ·of Figure 40 represent the operation described. above; . . . · . . · · 

15 'J'here are some errors of three or more bits which are not identified as multiple errors 

, and in fact can be incorrectly ident_ified. as no errors or as single bit errors ( correctabte 

; . errors).·;However. the normarpattern of e!'l'or generation is such t.hat the deterioration of 

. ·storage 1s normally detected before three bit errots 9C(:Ur. For example, the nor.malp~ttern 

1-0 

15 

. of deterioration of memory storage would first involve. a single bit error from., noii:;e or 

20 component failure, then would later involVe a double bit error from a(,lditiona:t failure, etc.; . 20 

: and the double bit errors would be detected before. the three or more bit errors could 

i develop. · · . · .. ·· · .·· · . · .. · · . ·. · · .. · 

:. .The functi_on of the dataJ~itcomplementer 487 (see Figure 37) is to inv~rt clata bit errors 

. as detected by the syndrome decoder 485. . · . .· ·. . ·. . 

25 , Figure 41 shows details of the construction of the bit complementer 487. As illustrate.d in .. 25 

Figure 41, the bit complementer 487 is. implemented by exclusive-or gates 513. Each of 

these gates 513 inverts a given data bit on a line 489 when a corresponding decoder output 

on a line 493 ·is· asserted~ 
The corrected output is then transmitted on an output line 437 of the bit com,plementer 

30. 487 as the otitptit ·of that physical memory module. · · . · .· · _.30 

This completes the description of the error detec.tion and correction system. · 

, . Tlie ,xnemory syi:;tem of the present invention provides a number of significant features . 

. · . First of ·an. the memory map provides four separate and distinct logical address 

spaces--system code, system data, user code and user data--and provides for a translation of 

· 35 logic~l addresses within these address spaces to physical addresses. . 35 

. · .. The division of logical memory into· four address spaces isolates the system .programs 

. ·. 'from the actig1!s: of !he· user: programs and protects the sys~em programs fro!D any user 

. errors. The d1v1S1on mto four logical address areas also provides for a separation of code 

· and data for both user code and data and system code and data. This provides the benefits 

40 of non-modifiable programs; · · . . ~ · . . 40 

.. There are specific fields within each map entry for this page address translation a11d for 

. : other specific conditions. · . . · . . 

.. One field permits translation- of logical page addresses to physical pi;lge addre!!ses. 

Another field provides an absence indication. This field is an absence bit which allows . 

45 implementaton ofa virtual memory scheme where logical pages may reside in a secondary 45 

memory, . . . . . . . . . . .· 

Another field is a reference history field. This reference history field allows frequency of 

use information to be maintained for use by the memory manager function of the operating 

system to make the vfrtual memory scheme an efficient: scheme. Frequently accessed pages 

50 are retai.ned in primary memory, and infrequently used pages are selected for necessary: 50 

overlaying. .. . . ,; 

.·.A dirty bit field is maintained in each entry of the system data map and the user d!!,ta map 

so that. unmodified data pages can be identified. The unmodified data pages so identified 

. 
55 

are 1).0t swapped out to secondary memory because a valid copy of that data page is alrt:ady 

preseo,t in secondary memory. · · · .· . . · 55 . .?. 

· .. The memory ·system includes map memory control logic which automatically maintains 

the reference and dirty bit information as CPU and .1/0 channel accesses are '1tade to 

memory. . . . . . . ·. ' . . .• . . ' .·· . . 

The memory systeni ~f the present invention provides for three CPU irasttuctions--

60 . SMAP. RMAP. and AMAP~- which are used by the operating system's memory managei: . 60 

.. flinction to maintain and to utilize information in the map. ·. . . . .·· · 

· · ·The. memory syst~in of the present invention includ.es a· dual port access· to the memory. 

The memory can be accessed separately by the CPU and by the 110 channel. Accesses to 

mem. or:y by .the I/O cha. nnel do not need to_• involve the CPU. . . and the CPU can· be 

... · 65' performing other functions during the titrte that an 1/0 datl!. transfer. is being mad_e into or 65 

.. 

.._: 

·:!. 
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out of memory. 
The operation of the dual port access to the memory also involves arbitration by the map · 

memory control logic in the event that the CPU and the 1/0 channel attempt a simultaneous 
access to the memory. In the case of simultaneous access. the 1/0 channel isf.·ve priority 
and the CPU waits until that particular I/O channel access has complete . 5 

Physical memory is expandible by the modular addition of physical memory modules. 
The physical memory modules incorporate, in the case of semiconductor memory, error 

detection and correction under certain conditions. Single errors are detected and corrected 
so that operation of the CPU and I/O channel can be continued even in the event of a 
transient or permanent failure within the physical memory module. The error detection and 10 
correction system comprises a twenty-two bit word within the storage medium. Sixteen bits 
represent the data and six bits provide an error detection and correction check field. The six 
bit check field allows the detection and correction of all single errors and the detection of all 
double errors. 

The core memory includes parity for the detection of single errors. · 15 
In the overall multiprocessor system of the present invention each processor module 

incorporates its own primary memory system. · 
Since each processor module has its own memory system. problems of shared memory i~ 

a multiprocessing system are avoided. 
The problems of shared memory in a multiprocessing system include reduced memory 20 

bandwidth available to a particular processor because of contention, and this reduction of 
available memory bandwidth becomes more s~vere as additional CPU's are combined with 
a single shared memory. 

The problems of interlocks relating to the communication between CPU's by means. of 
areas within a shared memory are avoided by the present invention which does not include 25 
shared memory and which does, instead, provide for communication between processor 
modules by an interprocessor bus communication system. 

An additional problem of shared memory is that a failure in the shared memory can result 
in simultaneous failure of some or all of the CPU's in the system. That is, in a shared . 
memory system, a single memory failure can stop all or part of the system; but a memory 30 
failure will not stop the multiprocessor system of the present invention. 

The dual port access by the CPU and the 1/0 channel to the memory utilizes and is 
permitted because of separate address registers and separate data registers to and from 

mTh~tPU has a specific register (the NI register) specifically for receiving instructi~ns 35 
from memory. This separate and specific register allows overlapped fetching of the next 
instruction during execution of the current instruction (which may involve the reading of 
data from memory). As a result, at the end of a current instruction, the next instruction can 
be initiated immediately without waiting for an instruction fetch. 

The map is constructed to provide significantly faster access than the access to physical 40 
main memory. This provides a number of benefits in the translation of addresses through 
the map . 

As one result. in the memory system of the present invention, the map can be rewritten in 
the time that the {'hysical memory access is being accomplished. . 

Because the rewriting is so fast. the rewriting of the map does not increase memory cycle 45 
time. 

Also. the high speed at which the map can be accessed reduces the overall time including 
page translation required for a memory access. 

Parity is maintained and checked in the actual map storage itself. This provides 
immediate indication of any failure in the map storage before resulting incorrect operation 50 
in the processor module can occur. 

Attention is hereby directed to our co-pending Applications Nos. 3057i80 (Serial No. 
1588804). 3058/80 (Serial No. 1588805). 3072/80 (Serial No. 1588806) and 3073/80 (Serial 
No. 1588807) which relate to particular aspects of the system described herein. 

WHAT WE CLAIM IS: 55 
1. A multiprocessor system in which separate processor modules operate concurrently 

and cooperatively for system control and application processing. said multiprocessor system 
comprising: a pluralitv of separate processor modules. each processor module comprising a 
central processing unit. a separate main read-write word addressable memory having 
sufficient capacity for the storage of system control and application programs and data and 60 
a dedicated memory bus within the processor module connecting the separate main 
memory exclusively to its associated central processing unit for access to said programs and 
data without contention with central processing units in other processor modules; 
interprocessor bus means separate and distinct from an input/output system and from a 
memory bus and interconnecting the processor modules for direct processor module to 65 
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o~t Of meiD.ory. . .. · · ·:. · ··· ·· .. . . . . 
The operation of the dual port access to the memory also involV'es ·arbitration by the map .: 

me~ory control logic in the event that the CPU and the I/O channel attempt a simultaneous 
access tO the memory. In the case of simultaneous access, the 1/0 channel is give· priority 

5 and. the CPl,J waits until that particular 1/0 channel access has completed·. , · ••. . . .· .· 5 
.Physical memory is expandibl~ by the modular addition ·of·physical memory modules~ 
The physical memory modules incorporate, in the case of semiconductor memory,; error 

det_ectioit· and correction under certain conditions.· Single errors· are detected··and corrected 
so that .operation of the CPU and I/O channel can be continued_ even in the event of a 

10 transient or permanent failure within the. physical memory-module. The error detectjon and 10 
correction system comprises a twenty-two bit word within the storage medium. Sixt.een bits . 
represent the data and s~x bits provide an error detection and correction check field. The six 
bit cheek field allows the detection and correction of all single errors and the detection of all 
double errors. · · 

1.s The con~ .memory includes parity for the detection ·of single errors. . . · . 15 
In the overall multiproce8sor system of the present invention ·each· processor module 

incorporates i~ own primary memory system. · · · . . · . 
Since each processor module has its own memory system, problems of shared memoryiJ,1 

a multiprocessing system are avoided. · . . . . .. , 
20 The problems of shared memory in a multiprocessing system include reduced memory 2Q 

bandwidth available to a particular processor because of contention, and this reduction .of 
available memory bandwidth becomes more severe as additional .CPU's are combined with 
a singlt} shared memory. . · · · , · . . . . . . 
. The problems of interlocks relating to the communication.between CPU's by means.of 

25 areas within a shared m~mory are !lvoided by th_e present invent!on y.rhich does not ~nclude 25 
shared memory and which does, mstead, provide for commumcation between processor 
modules by an interprocessor bus communication ·systein. · . . .. . .. 

An additional problem of shared memory is that a failure in the shared memory can.result 
in simultaneous failure of some or all of the CPU's in the system. That is, in a shared . 

30 memory sysfom, a single memory failure can stop all or part of the system; but .a memory 30 
failure will not sfop the multiprocessor system of the present invention. ·. . . 
. The dual port' access by the CPU and the 1/0 channel to the memory utilizes and is 
permitted because of separate addres~ registers and .separate data· registers to and :from 
memory. . ·· . . . .· · . . . · · , : · . : . 

35 The CPU has a specific _register (the NI register) specifically for receiving;instJ:uctions as 
from memory. This separate and specific register allows overlapped fetching of the next 
instruction. during execution. of the current instruc~ion (which. may involve the reading -of 
datafrom memory). As a result, at the end ofa current instruction, the next instruction can 
be initiated iinmediately without waiting for an instruction fetch. . . .· . . . 

40 . . The map is· constructed to provide significantly faster access than the access to physical · 40 
main memory. This provides a number of benefits in the translation of addresses through 
the rn.ap. . . . . . . ·· · . · _ . · ., . . , 

, As. one result, in the memory systen:i. of the present invention,the,map can be rewritten-in 
, Jhe time that the physical memory access is being accomplished.· . . . ··. . . . . 

45 . I;\ecause the rewriting is so fast, the rewriting ofthe map does not increase.memory cycle 45 
time. . .. . ·. . .. 

. . _Also, the _high speed at which the map can be accessed reduces the overall time including 
page translation required for a memory access. " · · , ·. · .. •· .· . . . 
. .Parity is maintained arid cli,ecked in the actual map storage itself. 1'.his p~ov~d_es 

50 immediate ir!.dication of any failure in the map storage before resulting incorrect operatlon 50 
ii) the pro~ssor module can occur. . . · · · , . . · · . . . .. · 

Attention is hereby directed to our co~pending AJ?plications Nos. 3057/80. (Serial No. 
1588804), 3058/80 (Serial No, 1588805); 3072/80 (Senal No~ 1588806) and 3073/80 .(Sei:ial 
No. 1588807) which relate to particular aspects of the system- described hereir:i. · 

55 · -.WHAT WE CLAIM IS:. .. . . . . .· · , .... • .. ~5 
.L A multiprocessor system in which ;separate processor rnodules operate concurrently 

and co_?peratively f~r system control and application processing;. said multiprocessor ~y~~em 
compnsmg: a plurality of separate processor modules; each processor module compnsmg a 

. . central processing unit, a separate main read-write word addressable memory_ having 
60 sufficient capacity for the storage of system control and application programs and data and . 60 

a. dedicated memory bus within the processor. module connecting. the separate main 
memory exclusively to its associat¢d central processing unit for.access to said programs and 
?ata . without contention wi~h central , J?r<?cessing unit~ in other processor .. modules; 
mterprocessor bu~ means separate and distmct from an mput/output system and from a 

65 memory bus and interconnecting the ptoce&sor modules for direct processpr ~odule_ to . 65 
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processor modu~e signalling and da~ transfer, said interprocess?r bus meaos ii:i-~ludirig a .. 
conunon sh11;red mterprocessor bus, mterprocesso~ controfm~~s: ~i;i ea~b processo~ ~o~Ufe­
for connectmg that processor module to the mterprocessor bus. and: centr.ahzed bus 

5
. controller m~ans operativ7ly a!!Sociat~cl ~ith th~. interproc~ssor ,bµs a~d ¢ach interprocessor_: 

· controlme~s for detel'!111~mg the pnontY:_of <iata ~aJ!sfers over ~emt~~rocessorbus·a~d;. 5 .. 
foi: controllmg transmissions Qver-:the mterprocessOf;. b\ls, said bus <;:antroller m~s· 

10 

inCluding arbitration ·means. for· centrally arJ)itrating the, priority• e>f said data transfers· ·and 
bu& clock generato~ means for controlling the time sequence of data traris(er. by a ptO.cess~i; · 
~odule over the mteprocesso~ bus. . . _· . _ . . _ . . · . . _ . .. ·. • · .- .. · .·. · . ·: 

2;- A system·accordmg to C<la1m l, wherem the dedicated memory b\lS 10 each pr~cesso( 
module connects the memory in a given processor .in<~dule directly to th~ central processer' 
~it in 'that processor module and is effective to exclude anY direct _oortnectionto a central 
processing unit in any other processor module 8o that the multi-pro~sor system is not 
subject to contention by central processor units for a shared meinoiy and is' nofsubjeet to 

15 . failure because of failure of a shared memory. _ · : -' 
3. A system according. to· Oaim 1 or 2; wherein the< bus ~n,troller means include 

processor select logic means and individual select lines, each sel~Ct line extending from the 
proeessor select logic means to the imerproeessor control means of on¢ as8oCiated 
-processor module and wherein: the processor select logic means generate selecfsignals ·on 

20 the select line to. guarantee that one and only one processor .module can-send _data· on 'the 
iillerprocessor· bus at a time. . •. . - :. · · · . · ... - _ ·: < -

25 

30 
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:'". :4~ ·A system according to Claim 3 wherein the processor se~ect l()gic means.distribute 
sel~~ si!?lals over the indi'1dual select lines to set up data ti:ansfer~ _over the !flt~rproc~$86t 
bus m _such ·a way that a.failure of a. processor module does not. diSable the ~nteq>roce~or 
bas a:nd ·does -not prevent other. processor modules .from communicating· over the· bus. 

.. 5.· Asystem according to any one of Clai:ms Lto 4, 'wherein the bus controller means 
also include bus control state logic means to identify a sender-receiver pair·of proces8or 
m~duies-and a time frame for a transfer of data over the bus between ~he seiider:.:re~eiver 
parr. '. . . . . 
' 6;: ·A syStem according to any one of Claims 3 to 5, wherein the processor select logic 
means and interprocessor control means are operativ~ly, a,ssociated · by the· select signalS ii:J. 
pollingto determine whether.the s~lected processor module is r~ady ~o send and to allow· it 
tcr transmit the intended receiver number on the bus, ip.. combination with a receive 
command to inquire of ·the. selected receiver ·processor module· whether that· pai1:ieular 
:PtocesS<>r mo~ule is ready-to receiver; and, in CO!Jlbination with a ~~d command to de.fine 
for the selected sender· processor module the time frame for seµding and to allow 1t to 
transmit ·the data to the. bus. . . , . · . _· .. . ··· · ·· 
· :7. A system according to Claim 5 ()r 6, includ~ng qualifying means for enabling the 
:receiver processor module to receive data from another processor module Without 
· execution of a receive data instruction by the :receiv~l," processor module. 
, '8. A system according to Claim 7, Wherein the buscontroll~r means include bus control 
state logic means and the qualifying means.include the corttJ:>iiiation of a first means in the 

. ·processor·selectfogic means for generating a select signaJ on t_he. sel~ctline_ to the·rec¢iver 
_ processor module, second ~means in the bus control ~tat¢ fogic m_eans for producing a 
· receive 'Command sig~al to·the r<?ceiver processor II1o~ule for .interro~ating the rt:adii;less. of 

that.processor to receive; and third means for generatinganaffirmat1ve or negative receive 
ackiiO'wledge-signalto the bus control state logic me~ms to indicate read~ness to reeeive. 

9. A system according to any one of Cla,ims 5to 8, wherein the processor selectfogic 
· ~mearis' generate ·only ·one .selec:t ·Signal at a time to prevent other processor modul.esJrom 
· ttarismittiiig ·on the. bus simultaneously _with the ·established sender processor. module. 
. 10. A system according to any one of ·Claims Lto 9, "wherein. ea~h ooiinection:· of the 
' inte'rj::ir<;i~e~sor bus to a processor module comprises a plurality of common data· path lines 

''·which are shared by an modules- of the multiproces~qr system, a plurality· of 'common_ bus 
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protocol· fines~ one· bus clock distributed by individua1 lines; and a plurality oflogically 

, distinct select lines, one for each processor module. · · . · · · .. . . .. · ·· ·. · -· · ~5 
·: lli· =A-syst~It_l·according.to=any one of Claim$:5 tq 19, wh~~eiQ the bus ~on~Oller means .. · 
. and·:the' interproeessor control means of a seµder"and ~ receiver processor module are 
·_•operatively associated to. place the following. signals on-the interprocessor- bus in ~the 
. sequence·:·- . . ' . ,' -·• . . . . . . . . . . -·-. . . . . . ' - .. · 

· · 60 _· · '- . a send request ·signal; from any proc.essor modul~ whie;h. is ready to send, to cause thc::··bus 
• · · controller to leave an idle conditiqn and. to begin: a polling op(!rat.ion; . ,. · · ·' · 
· .. , . · ~ se~eet ~ignal• from :the ;bus con~roller to. P.ol~ i.n, ~e.q:u¢p.ce e~c)l processor module until a 

65 

processor module which 1s re~dy to sen.c::i _ 1s i~entified: . · ·.· - • : : 
· ·· .a ·serid acknowledge. signal, with the ,:eceiver 'P1'.9C_essc;>r"mo9-ule .number oi:J.the data lines, 
from· a ptocessor- modide to indi~_ate readine~s, to se,~d iri response to the selett; sig:r_ialfrom 

60 

65 
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the bus controller, and also to identify the receiver proces8cir module to the bus controller; . 

5 

a select signal, with the receive command signal, and with the identifi,ed stmder pi:ocessor 
module number on the data lines, .from the bus controller to interrogate. tlte· ready "tp 
receiver condition of the identified receiver processor module and, to indentify the. sen~er. 
processor module to that receiver processor module; · · · .. · ...... · ) .. 
: 3: ~eeeive a~~nowledie signal, from the receiv~r processor modu~e to.i.n~ica~ the ready to 

receive cond1t1on and m response to the select Signal and .tbe re~1ve command. sign.al from 
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the bus 'Controller means;. and, · . . · . . . . . · .· . :.: . . · .. 
a select signal, with the send command signal, from the bus controller nieans tc>. a positive. 

receive acknowledge indication, to enable the sender processor module to sequentially 
fransinit a plurality of data words on the _data lines to the receiver.processor module, a:(ter 
which the bus controller means returns to an idle condition. . · .. . .:.: · .. · 

·12. · A system according to any preceding Claim, wherein said ·interpi:D<:essor: ·control' 
!1Jearis include inq_ueue. me~ns for re~iving a sequence. of data (word~) . .from the 
mterprocessor bus m a time mterval defmed ·by the bus controller means and outqueue· 

. me~ns for tra,nsmitting a sequence of data words to the interprocessor bus in a time interval, 
defined by the bus controller means. . · . . . .·. . . · 

· 13. A system according to Claim 12, wherein the bus controller means irichide a bus. 
clock and each central processing unit includes its own separate clock and mcltiding 
interlock means operatively associated with the inqueue means and the outquetie means, for 
oeerating. a_ part· of the· inqueue means and a part of the outqueu«? me~ns in synchroQ.ism 
with the mterprocessor bus at the bus clock rate and for operating another part of the 
inqtieue means and another part of the outqueue means in synchronisin ~ith the eentrnl 
p~O¢ssing unit of each processor module at its own separate clock rate w.ithout I.oss .of <fata 
to ·thereby· eliminate the need for a master clock system subject to a single .. comp<mei:Jt 
f~~lure which -could stop the en~re multiprocesso~ syst€?m· . . · . . · '. · .. · · . 
· 14: A system accordmg t~ Cl~m 12 or.13, wherem the mqut:ue means and the 9utqueue 
~eans are mstructed to pro~ide mformation transfer over _the mteq~rocessor bus ~t a rate 
mdependent of and substantially faster than .the rate permitted by direct metµ()ry accesses 
irito · and out of the memory sections of the . processor modules . to insure 'adequate 
.!nterprocessor bus availability even when a large number of processor JllOdules is conn~ed 
1fr the multiprocessor· system. · .. . . . . . . . · .. , 
· · 15." A system according to Claim 13 or 14, wherein the inqueue meansinclude. bus fill 
state logic and the outqueue means include bus empty state logic which oper~te in 
synchrdnism with the bus clock and the-inqueue means include pr~ssor empty state logic 
and th~ outqueue means include processor fill state logic which operate iii synchronism with 
the central processing unit clock. . .· . . .. · · . · 

16. A system according to Claim 15, wherein the interlock means incfode log!¢ 
int.erlocks between the processor fill state logic _and the. bus empty state 19gie .9f."tij~ 
ou_tqueue means and between ~he proce~sC?r empty state 1.ogic an~ the.bu~ ~II.state Jogi~ :?f 
the mqueue means· and wherem the logic mterlocks quabfy certam mmsit1ons of the ,lQgi~ 
from one state to another state and make correct operation independent of. the tel~tive 
clock rates. · · · . . . . . . .•.. .· : • . ·. · · ·· ·. · ·. ; 

17; · · A system according to any preceding claim; wJterein the bu,s controller m~an.s 
include a bus clock generator, a packet counter_,.a·sender.register, and a receiver regis~er. 
· 18: A system according to any one of Claims 12 to 17, wherein each inqueµe tneails 
includes an inqueue counter an inqueue buffer. and a ·sender registe,r. . . ..... . 
: 19; A system according to any one of Claims 12 to 18, il)cluding a second interprocessor 
bus· and a second bus controller means and. wherein the interproce.!\sor control means of 

50 . each processor module include inqueue means for each interproce~sor. bus and outqueue 
means which are shared by both interprocessor buses a:nd whef<?in. the ~nterprocessor 
control means fill the 'Outqueue means ,and empty the inqueue means. at the central 
j>roc~ssing unit memory speed and empty the outqueue mean.s and fiH the;: iriqueu~ me&n.s ~t 
the mterprocessor bus clock rate. . . . .. . , . . · . . . . · . . 

55 · ·· 20. ·A System according to any-one of Claims 12 tQ 19, wherein.each outqueue·means 
.·include an outqueue· counter, · ai:l outqueue buffer, .. a. rei;eive . register l;ln9. ·an . outqueue 
pointer for connecting the outqueue. buffer to one of.the two interprocess<;>r. buses:.· 

21. A system according to any preceding Claim, including .a pl.tirality of int~rproces!!or 

60 
. bu~es operatiyely associ.ated w~th· each processor module.and· a sep~~~te' bus t<?nt~oller 

means operatively associated with· each mterpro~ssor .bus for detef!I1imng ~.he ,pnonty ·of 
data ttansfers between _an.y .. two.processor m?dules. pye~ c::ach hiterp.rciC¢sso~ bus ... · .. 

22. A system accordmgto Claim 21, wheremthe.mterprocessor controlme~n~and bus 
controller means are operatively associated to permit each processor inodtile to send data 
over any·one· of the interprocessor buses to any one.,of the processor mocl~l¢.s a1;1<;1 to permit 

65 · each processor module to· receive. data simultaneously. oyei:. a plurality. of Jnt~rp:roc~ssor 
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buses. . ·: .. .. . . --· . . •. 
_ ~·. . A system acc0rding:to Claim 21 or 22, including operating means for operating all of 
the mterprocessor buses aiid bus controller means simultaneously and. independently. of. 
each other to provide lmiltiple paths ofinterconnection between the separate processo:r. 
modules ·· - -· -. · . - . · - -. -· 5 

24. A system aecording to Claim 21, 22 or 23, wherein the bus controller me;ms· and 
interprocessor control irieaiis for each processor module· are operatively associated so that 
each. processor ~odule ean send data to any processor. module including· itself over a_ny 

10 

15 

interprocessor biis for. ·diagnostic purposes. . . · . -
25. ·· Asy8tem ·aceording to any one of Claims 12 to 24~ wherein. the inqueue means 

include logic means for· J?erforming interprocessor bus control and aata · tr~nsfer 
~ncurrentfy with computation by the .receiver processor module, .. _ . .· .. 
· · 26. ·A system according to arty one ofClaims 12 to 25, wherein each central processing 
unit irtcludes a micropr{)c.ess<>r and a control memory. and wherein the control memory 
ci>ntrols the microprocessor to cause the microprocessor to.interact with the interprocessor 
control means to· effect the inqueue emptying and the outquetie filling. . .. · . -. 
. . 27. A system acoo.rding to any preceding claim, wherein the interprocessor control 
01eans in tlie processor. modules transmit and receive data over the interprocessor bus· in 

. packet multiplex blOck transfers composed of individual packets- .of a predetermined 
20 nuinber of words. • .·· -· ·. ·· · . .. . 
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. 28. · A· system· according to Claim 27, including a plurality of interpr0eessor· buses 
ope:rat!vely assoc!ated W!th each piVcessor module and ·a sepa~a~e bus con~~ller means 
operatively associated-· with· each mterprocessor- bus. for determimng the. pnonty ·of each 
data packet· transferred between any two processor modules over· each interprocessor bus 
and wherein the inqtieue means in each processor module include an inqueue operatively 
associated_ with· eacn interproce8sor bus ~rtnected .to· that process or module. . 
· 29. A system aceordiil'.g to Oaim 27 or 28, wherein the control memory causes the 

nµcroprocessor to transfer the entire block-of data in-response to a single send instruction. 
. .30. A system according to any one of Claims 12 to 29, wherein the inqueue meaqs 
inclu.<fes microinterrupt means for supplyin~ a m,icrointe~pt to the m}croprocessor in the 
receiv~r processor ~odule at .the co~pletion of each filling of. an mqueue means !ind 
wherem a program mterrupt is supplied to the central processmg umt of ·the receiver 
processor module only after the entire data block has been received in the receiver 
processor mod~e. · · · , · · · · · .. _ . . , . . . 
. · 31. A system acrording to Claim 28; 29 or 30, wherein the interprocessor conti;ol means 
of the sender and· receiver processor modules include nieans for logically disconnecting 
those processor modules from the interprocessor bus at the end of each data packet transfer 
to permit the bus COJ;Itrol · state logic means to establish a different sender-receiver pair of 
processor modules artd to define a time frame for making a packet transfer between the 
.other pair of sender-receiver processor modules so that a plurality of data block transfers 
between different ·sender-receiver pairs of process0r modules can be interleaved. on a 
packet by packet basis. .· . · . . ·· · -· . . 

. 32. ·_.A system according to any preceding claim, including polling means in the bus 
· oorttr:oller means fqr polling at least one processor module to identify. a processor module 
which is ready- to send data on the interprocessor bus. · • . ._ .. .· -_. . 

33. A system according to. any one of Claims 28 to 32, wherein each processor module 
memory inCludes receiver buffer means for aceumulating packets receive<! from eacJi 
. related. processOr module and also includes bus receive table means for directing incoming 
. data from an illterprocessot bus to a specified location in the related buffer mea:ns in.the 
. meniory of the 'processor•module. . . · .. · . ·. . ·. . . .• 
· _ .~4~ A system according to Claim 33, wherein the bus receivetable means in the receiver 
. processor module· .provide a bus receive· table entry. which contains the current address 
· where the incoming data is to be stored and the remaining number of words expected from 
,the sender pr()cessor inodule. . . . . .. · _· . · · 
. · 35.. . A system _afX.otding to Claim 33 or_ 34, including bus receive controller i;neans 
. opei:!ltively ass.ocia:ted with the inqueue means and the bus receive table means_ for. storing 
tlt.e rec~ived ·data in. tJ:te memory of the receiver pro~ssor module and for updating _the 

.. coµrit and addtes(words in -the bus receive table entry· without interrupting the· program 
. currently execi:iting' in the r.et:e.ving processor module. ·. •· . . . . ••. 

36: ·· 'A sy~tein accor<iing to Claim 35-~ wherein the bus receive controller. llleans, updi;tte 
the btis receive fabhHneans after the receipt- of each packet by the receiver processor 
·iti?~ul~ and. pi:~vi~e. a prograni i?-tettupt when. the bus receive table me.ans in.dicate an 
-entire data ·6lock has been received, · · · · . .·- ·. -· .. · -. . . . . 
. · 37.,. . · .A system ~~cording to Claim 35 or 36~-wherein the bus receive controller me.aiis also 

65 ·provide a bus receive completion interrupt to the receiver processor.module. in respo~se 
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only to either the successful completion of a data bl~k transfer. to. the. receiver proc~ssor 
moC;lule . or to the detection of an .. error ·by -the . bus• receive . ~ntroller mea.ns. . · · 

38: ··A system according to. any one of Claims• 1,7 to 37, wher~iri. each .processor modu•e 
incb.~des receiver control m~ans for controlling the ability ~f .. that processor piodµle. ~o 

5 rece~ve packets over each mterprocessor bus. . . . . , · . . . · , . · · 5 
.. 39. A system according to any one of Claims 35 to 38, includfog a bus receiveta~le in 
each processor module for directing incoming data to a specified locati01~ iri .memory .and 
wherein. the receiver control means include mask register means for providing an interlot:k 
to prevent the receipt of additional data over an inteq>rocessor bus until at least the :pus 

. lo · r~eive table has been updated. · · .. ; . , · . · ..... · ·.·. . ... 10 
40. A system according to any one of Claims 35 to 39, Wherein the receiver co.ntrOI ; = · 

means include a completion interrupt flag set by the bus receive. controller means. · · 
41. A system according to any one of Claims 35 to 40, wherein the receiver control 

mean~ include an interrupt mas~ register in e:ich ceni!alp~oce.ssirig ui:Dteorrespondfog·to 
. ''15 eac~ mterprocessor bus and having a mask which permits m1cro1nterrupts for that bus whe.n 15 

· the mask bit is on. · . . .. . . . .· .. . . . · . ·. 
42. A system according to any one-of Claims 27to 41, wherein the central pro~ssing 

unit control memory in each processor module includes a send controller which ca~es the 
microprocessor in the central processing unit to interact with the outQlieue. nieans of the 

· · 20 · !nterprocessor control means to read a data block from memory~ to divide'the data b!ock up .. 20 
into packets, to calculate and to .append a packet check .. sum on the dB;ta wor4s 1n ea~h · · · 
packet, and to fill the packet into the outqueue for transmissi<m orie pac]cet at a t~me over 

· .. the interprocessor bus. · · · · · 
· · 43. A system according to any one of Claims 35 to 42, .wherein the- bus receive·· 

25 ~ntroller means iri the· receiviD:g processor module take: a. re~ived data packet from an 25 
mqueue means, store th.e data mto a memoiy buffer,. and venfy.~he packet.ch~ck sum. · · 

... 44. A system accordmg to any one of Claims 35 to 43, wherem the bus receive table 
means in · the receiver processor module · operatively associate. with the ·bus reeeive 

.. microprogram · ineans to reassemble the packets into blocks. . . . · ·. . . 
30 · · 45. ·A system according to any one of Claims 35 to 44, wherein the,bus: receive table . 30 

. means and bus recei~e controller means permit. interleaved. assembly of data l>IO_ckS of · 
· . packets from a plu~aht~ of sender p~ocessor modules. and error checkmg transparently to 

the process executing m the receivmg processor module. · . · · · . · 
. . 46. A system according to any one of Claims 27 to 45, error check means for· insuring 

35 that data· ori each interprocessor bus is transmitted and received correctly.· · 35 
··. 47. · A system according to Claim 46, wherein ~e error check means include the · 
· addition of a checkword containing a checksum of the data words as the last word in each 
packet for verifying correct packet transfer. · · · . · . ·-
. 48. A system according to.Claim 47, including a sending pr0cessor module controller 

40 : means ~or generating the checksu!Il and a. recei~ing processor mo~u!e controUer ~earls for . . 40 
·· c9mpanng the checksum to venfy the mtegnty of the. transm1ss1on. • · .. · ·. · .. · · 
· ~ · 49. A system according to Claim 46, 47 or 48, wherein. the error ~heck means iriclud~ an 

additional check for the data block to insure that a packet i,s not lost; · ·. · 
50. · A system according to any one of Claims 27 to 49, wherein a data block sent. ove~ an .·· 

45 interprocessor bus in one or more packets is always preceded by a control packet" and is 45 
always followed by a trailer packet. . .· . . .· . · · 

51. A system according to Claim 50, wherein the control packet identifjes the message 
and indicates how much data. is to be. received in the message. · ·. · · 

52. A s.ystem according to Claim SO or 51, _wherein the trailet packet means indiCate 
50 whether or not there is an error during:the data trans.mission. and als~_proVides a· means for 50 

recognizing when too little Or too m\lch data has. been transmitted. . .· . . • . • .. 
53. A system according to any one of Claims 27 to 52, including power failure warning 

signal means for supplying a power failure warning ·signal to the inq'ueue· mearis so that, at 
most, one further packet of information is loaded into the inqu~ue means ~fter the receipt 

55 of a power failure warning signal. . · . . . . . · . . . · · .. . . . . . 55 
. 54. A system according to ~ny preced~ng Claim, ~herein the. in~erproces~or control 
means of each processor module mclude logic arranged so t~at ther.e are no transient effects 
oil an interprocessor bus during the:powering down.of the p~ocessot module whereby each 
processor module may be powered down for on-line.iriainte1ui:O:Ce'and additionalprocessor 

60 modules can be added to the multiprocessor systeril without· ~topping the multiprocessor., 60 
system. · . · .. . . . · . '.,, · · .. . · · - · · · . · · 

55. A system accoding to .any one of Claims. 43 to 54,, wh¢rein each· process~r. module 
memory· includes a separate buffer for each processpr J,llodu,le •and the bus receive table 

··means of each processor modl,lle .direct incom.ing· d~t.~ from' l,ln· interprocessor bus.-to a 
65 specified location in a related buffer in the memory ·;Q.f :a· rec~iving processor: module. 65 
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- 56. A system ~ordins to Claim 55, wherein the.bus receive table me~~ co11tain, a 
separ:ate entry .cotJ'.'espondmg _to ~ach pr<?cessor module whieh sp~fies both .theJ>u:ff~,r 
address.where mCQming data: from a particular processor module 1s to be stored and.the 

.;. 

number of data word.S expected. - _ · _ .. - ':· .. ___ . .. · , .. ,. 
5 • 57. A. system · 11ccording to any preceding cl~m, wherein each processor. ~odµle 5 

inc~udes input/output ~hannel means for connecting the processor modlile to. a device 
controller to contf.olthe transfer of data between ·the pI;"ocessor module· and a._petjph~ral 
,device._ __ · - ---. · ·_, -- -_ ·. · __ -_ - · - . · -- .. , _-: ..•. 
· 58. A system according to_Oaim: 57, includjng_ a pllirality of peripheral -de.vices,·.a 

10 plur~ity of deviee controllers for controlling the transfer of data between tbe.proeessor 10 
m:odules_and the peripheral clevices, a plurality of ports in each device.controller, and a 
P!Qtality of. input/o,utput buses-connecting each device controller for access by. a pluraJity,of · 
different processor modules.•. · · · · - _ · . -· : _. - . . . 

. _· 59. ·_ AsysteIJ1 a:¢cordirig to Claim 58, wherein a second iriter:processorbus and ~cond 
15 'bus cbritroller me$s'-a're operatively associated with each inter:processor.co11trol mealls to 15 

provide_ in combiri!ltion with the multiple input/output buses, multiple separate pathsJor 
connecting e_ach de~ce corifrollet with each processor module so that in the event of a 
failure of olie path: any proeessor module can still commt1nieate with any devi~ contro~ler 
ov~r another pa$. · · -· • · _- . - .· · - .· - . - . . .· ... _, . 

· 20 . 60. A_ system: ~ccordirig to' Claim 58 or 59, inclUding interface common logic ~nieans . 20 
operatj.vely ru!SO_ciated with each device ·controllerto iilsure that only one part of the. device 
oontroller is logieally connected to' the device controller at a' time. ' . ' - ' ; '' ' '• ' .·- ~ 

61. A system aCCQi:ding to Claim 58, 59, or 60, including stress responsive bu'ffei; means 
. iri. each device controller for permitting data to be transmitted over each input/output bus 

25 between a. port and an · input/mitput channel means .in a series of.bursts. . _ _ . -_ _ . . 25 
·;, 62. A system aecordjng to Claim ·61, including jumpering means for varying the_ stress at 
which a buffer reconnect request is made to the input/output channel.means. :. · . 
· · 63. A system according fo any of of Claims 58 _to 62, including input/output control 
:table mean.shaving an en~ry for every device comiec.ted to the input/output_ channel 111~ans 

30 .. and )Vhere1n each el).try contams a buffer address in memory •and a count -word for the · .• 30 
number of bytes to ~¢)ransferrc;:d in an inp~t/oul(>ut ·data transfer. : ' • • -. 

64. A system accordmg to Claim 63, wherein the input/output control table ~ntp~s .are 
located in the _melllQry to protect that memory from .a· failing device ~ootroller: or 

·input/output bus.· ·_ · · · _ · -- -- _ . __ -_ _ · · · : _ --
35 . 65. _A system according to Claim 63 or 64,including another copy of the input/9\ltput -. JS 

,control 1able located iri each processor module and operatively associated with the same 
device conttoUet so that the failure of-one processor module does not cause thelo~s.of the 

. _ devi<;e controller to the system._ ·- . · . . · _ · _ .· . ··_ ·; 
·· , 66. A system ac¢ording to any one of Claims 58 t0>-65, wherein .the inter:pr0ce8sor 

40 control means· and the central processor unit operate _in synchronism with differeQt cJocks . _: 40 
, a11d. t~~ input/output channel nieans:operate ,!it niemo:ry speed which-is also differe~tfrom 

the processor mo~ule clock speed and wherem the device controllers operate at thetr. local 
:· clock .i:ates. asynch~onC>iisly witli any other part of the system, synchronizing ea«h _word 
·- tqmsfer . with tl:te processor module by · means · of an interlocked handshake· .on . 'the 

45 input/output bus: -- ·· · - -- · - - . , . __ _ .- 45 
, _ .. _· 67 .. ·. A system according to any ,one of Claims 58 ·to 66, including multiple. ~parate 

power supplies operatiyely associated with each device controller for pO\yering each device 
. , e<>ntroller, and conne~ting · ·means for· powering a· device controller from the _remajning 

ass0ciated ·power -Supplies in the· event of a failure or- tum off of another power· supply for 
50 thafdevice controller whereby the power supply operatively .associated with a pi:ocessor ·•- 50 

, module can_ be powered.down· so that on-line maintenance can be performed in a power-off 
condition on that-_pr_ocessor modllle while: the rest of the multiprocessor system is 0on-1ine 
and functional. _ · · ·- , · _ · · - · - . - . _. _ .- . _ ... _ .. 
· 68. · A· system according to Claim 67, ·wherein the connecting means include. diode 

55 switching means for providing logic power from the associated. power supplies when the : 55 
. assocffi,ted powe_r suppliesare operative and for providing logic power from the re~aining · 
power supplies in_ the eveQt orie power supply fails-or is turned .off and for prqvit;ting a 
cl:tangeover in the·_ event'of failure or turn off which is smooth and without interruption or 

60 
. pulsatio~ in t_he .l<.?gic power supplied. - ' ' : ' •' ' ' ' - -

· 69. A system according to Claim 68;incliiding power-on circuit means in each prpc¢ssor; . 60 
module _a,nd de~ice, con~rpller .for detecting ~.Ile~. the logic power SUJ?ply to t~e processor 

- module or. device controller is below spec1ficat1ons for· -correct logic ·operation · _and for 
resetting the. p~ocess0r i:nod1,JI~ or. 4evice · cbi:itr?l~er to· prevent a!I activity. at its inte.-fa~s 

. and to hold it m a state. that 1s -controlled when· its logic power 1s affected -by loss- o.f hne 
65 power, turn off, power supply failure, or· power :distribution failure. . . . 65 
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. 70. · A system according to Claim 69, wherein- the poweM>n circuit· _p;u~~SA:llso r~lease 
the processor module or .device controller ;and· .return it to· operation: ~er,. lhe ,pow¢.r i.s 
restored· a_nd logic 'pow~r is ·supJ?lied at the J>rope.r _specifica!ion Jo it. ".' ,_. ,. ., ·, _. : : : . 

71. A system according to Cfatm 69.or 70;. mcluding transceiver ,~eans .m ;tbti processor 
modules and c!-evice controllers which coact ~th the power-on circuit me~~:t9 C9ntrc?l. the 
output of the transceiver means at the processor ~odule and. device coQtro,letJl}t~rfa~ as 
power comes up or goes down rather than leavmg the output of the µ"ill)sce~v~-..ineans 
undefined when power drops below the level re9uired for correct operation. ·· 

72. A system according to Claim· ·11, includuig an ·enable line connected to the 
transceivers at the device controller interfaces and wherein the power-on circuit coacts with 

. the enable line to keee the tr~sce~versin the·offstate u~til. the power ha~ risen to th~ level 
where the off state wdl be mamtamed by correct fwictionmg of the logic elements ·m the· 
device controller. · 

73. A system according to any preceding.claim, wherein the memory of each processor 
comprises a physical memory and a memory address space, said address space being divided 
into four separate logical address areas comprising a user data area, a system data area, a 
user code area and a system code area. · · . 

74. · A system according to Claim 73, wherein the physical memory is divided .into 
numbered pages and map means are provided which include four maps comprising a system 
data map, a system code map, a user data map, and· a user code map- corresponding to the 
four logical address areas and wherein an entry in . a map estabbshes a correspondance 
between a logical page and a physical page. · . 

75. A system according. to· Claim 74, wherein each map allows access only to the 
physical .memory pages· of the prcigraril b_eiiig executed· a11d : the· data being used. 

76. A system according to Claim 73, 74 or 75, whereiit the map ·means include reference 
bit means which give a histogram of the usage of a given logical page over a period of time 
to Show· whether that logical page has been used in a recent period of time and to therefore 
indicate whether or not that given locical page is in current use. 

77. A system according to Claim 76, wherein the reference bit means comprise 
reference bits provided in each map entry to retain the history of use of the map and 
wherein the reference bit means are periodically updated ageing the map entry; · 

78. A system according to Claim 76 or 77, wherein the reference bit means include a 
plurality of reference bits in the map entry for a given page and wherein the map entry is 
aged by shifting the content of the bits to give a reference history of the map· entry in 
response to an age the map instruction. · 

79. A system according to any one of Claims 73 to 78, wherein the map means include 
map memory control logic means which coact with memory manage means to automatically 
mamtain the reference bit information when accesses are made to the memory by the 
central processing unit and the input/output channel. . 

80. A system according to Claim 79, wherein the memory manager means rise the 
following instructions: -- set map entry, which requires the map entry address and the data 
to be inserted as parameters and causes data to be inserted into a map entry, read map. 
entry, which requires the map entry address as a parameter and allows a map entry to be 
read and age map entry, which causes the reference history field of a map entry to be 
shifted. 

81. A system according to Claim 80, wherein data transfers to and from memory by the 
input/output channel are made by way of the system data map. 

82. A system according to any one of Claims 74 to 81, the map means also include an 
address selector and a map output latch . 
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83. A system aceotding to any one of Claims 74to 82; wherein the addressable memory 
is divided into numbered pages, each· map includes a separate map entry for· each logical 
pag~ re~e~ed to in the map~. and· each map entry co~tains a _Physical p~ge n~mber field,. a 
panty bit field; a reference history field;' a reference history·b1t field, a <Jirty b•t field; and an 
absent ·bit field. . · · · . .. · .. • · . . · . . . . . . ·. .· . : 5 

. 84. ·A in.liltiprocesso~ system substantially as hereinbefore described with reference:to 
the accompanymg drawmgs. · ·· .• . .. . . . 

;.; . 
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