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herein by 5 rgferghge. TECHNI CAL FI ELD The present inventipehkgldiss
generally to data conmmuni cations, and, jn particular, to a system and

rel ated method for collecting, analyzing, and nonitoring data

conmruni cations. 10 BACKGROUND OF THE INVENTION It is now routine for data
and other information to be communicated to different points via a
communi cations or data network. One exanple of such data networks includes
mul ti pl e end-user conputers which communicate with each other along the
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10 BACKGROUND OF THE INVENTION

It is now routine for data and other information to be communicated to
different points via a communications or data network. One example of such data networks
includes multiple end-user computers which communicate with each other along the various
paths comprising such networks. The complexity of such computer networks can range from

15 simple peer-to-peer connection among a relatively small number of machines, to LANS,
WANS and, of course, the global computer network known as the internet. The architecture
of such networks varies widely, depending on the particular application, but most
sophisticated networks malke use of backbones, nodes, and computer servers supporting the
transmussion of data and information over such networks.

20 Companies and individuals are increasingly relying on such data networks not
only for sending and receiving information, but for transacting business, and for any
conceivable number of other activities involving the sending, receiving or viewing of
information. The advent of the Internet and its continued development has only increased the
demand for effective communication among companies, Individuals, and other nsers of such

23 networks.

This demand for sending and receiving data over such networks generates so-

called “raffic®, that is, a volume or “payload” of digitally-encoded information traversing



2 appropriate paths on the network. Unfortunately, traffic across the
network often |l eads to congestion or "trouble spots" at certain points or
al ong certain paths of the network. Such congestion may take the form of
maddeni ngly slow transm ssion of data, or, at worst, a conplete inability
to send or regghv@sheeded information over such network. Phi@sqinepiemis 5
conpounded by the fact that, under certzain network architectures, the
traffic generally proceeds only as quickly as its slowest |ink or pathway
will allow bviously, such traffic congestion is undesirable for any
nunber of reasons. Users "stuck” in such traffic nmay bl anme the congestion
on their network service providers, causing such providers to potentially
| ose busi ness. Such network delays will also have a 10 negative effect,
both directly and indirectly, on productivity of the networks users. One
approach to rppogatayetis vs themedmorkl RKintongedy,itafficatrogitherennek vfankedds ooubl e
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8, available from Addig \4‘%%11 Ww}f’%%_e&ﬁfa&%&%n &%%%r 0(%]8’%% ohPgZupe such

technique. To estimte roEP pac ormation in's
t he i nternet spatiias w@bmtlmerhomdtamuratmp@nma&oadwut‘qhomgespacd:«éltosblﬁ Fob t he
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process of determni or mance degr a
performance bslicaeitie mglgesddm sufﬁanfmm mmkwswwﬁkaand disatimaniages. tfor thepler af fic. WO

01/88731 Bﬂln%{%ﬁé&ém%% tools of the current art may be difficult to customize, and thus may lack
the necessary tools to analyze network congestion or trouble spots. Such network “sniffers”
are often limited to performing traffic dumps of certain specific protocols which, again, may
fail to accurately describe or pinpoint the source of network congestion. Io other words, most
network monitors and “sniffers™ of the current art are limited in their abilities to tabulate real-

20 time data, or to record data over extended periods of time.
Network monitors of the current art generally intrude into the network in order
to evaluate or estimate network performance. The reference “TCP/IP Nustrated, Volume I -
The Protocols,” Chapters 7 and 8, available from Addison-Wesley Publishing Co., 1994,
describes one such technique. To estimate round-trip times for “packets™ of information in
25 the internet, the network monitor injects additional packets into the network and follows the
travel of such additional packets. Thus, the very process of determining network performance

itself further degrades performance by adding additional packets of information to the traffic.



3 Not only is the above-described nethod intrusive, but it is generally
I naccurate as well. In particular, one-way tinmes are eval uated by
generally dividing the round-trip delay of the test packet by two;
however, half of a round-trip tinme is generally not equivalent to a
one-way del ayyohflsspart based on asymetries (discussed beb@mhgmqﬁ&ﬁe
network. To s conpensate for this inacacuracy, certain teachings of the
current art inject test packets nore frequently into the network, a
solution which may further degrade the perfornmance of the netmork which is
being tested or nonitored. Network performance may be further enhanced if
network traffic flow or network bandw dth di nensioning could be nore
accurately nodeled. In particular, traffic io does not necessarily flow
symmetrically across a given network path. This is especially true when the
path terninates in anNeféhly:s & amea&cmssdafeaﬁamam@nﬂlaegen&mﬁmcqnmm is
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manner. 15 berequired. This costs additional money and wastes computer resources.

There is thus 2 need to tmprove network performance and relieve network
traffic congestion. There is a further need for tools which do not intrude upon the traffic
flow, which can be adapted to analyze different waffic parameters or types of “packets,” and
which collect and tabulate required statistics quickly and accurately.

20 With the increasing use of computer data networks, companies and individuals
are increasingly interested in collecting, filtenag, or “profiling” data about the users or their
traffic on such networks. Marketing enterprises or other sales organizations may be
particularly fascinated by demographic or other data which can be gleaned by accurate
recording and analysis of network traffic. Unfortunately, many internet advertisers obtain

25 customer profiles by requiring the users to fill out forms and questionnaires. Advertisers miss
out on most of this customer information because customers often do not want to be bothered

with answering such questions. There is thus a need to obtain customer “profiles” in a less

intrusive manner.



WO 01/88731 PCTI USOL11560J 4 The expandi ng use of networks has |ikew se
expanded the possibilities of “~backers" or other danmaging intruders
perform ng m schief or even crimnal activities in proprietary or
protected networks. As such, a system which can determ ne the origin of
security brea& &S Pld be val uabl e to enforcenment agenci REGReAS the
FBI, to stemthe s tide of conputer related crinmes and m sdeneanors. The
current art, again, generally fails to analyze, tabulate, nonitor, or
record the flow of data over a network in an optinmal way to facilitate
security activities. Conpanies or individuals charged with nonitoring
networ ks not only need to obtain vast anmounts of information and
statistics in atinmely manner, but they also need to to view such data
qui ckly, easily, and in an understandable format. Again, cu rent art

sol utions are of ten lingliaddihOuebOihwiRGias ‘expaRlddant soainRsegi cal ly,
w th inadequate statistical conpilations or graphical representations of
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compile network traffic information, but to perform certain commonly needed calculations,

and to graphically represent such calculations in a wser-friendly and flexible format.

i5 To overcome the shortcomings of conventional data communication
monitoring methods and systems, a new method of monitoring 2 communication line is
provided. An object of the present invention is to provide a network monitor for collecting
and analyzing communication data. Another object is to provide a method for collecting and

analyzing communication data.
20 SUMMARY OF THE INVENTION

To achieve these and other objects, and in view of its purposes, the present
invention provides a method for processing data received from a communication line. Data is
received from the communication line and segregated into packets. Packets are selected
based on a respective charactenistic and the selected packets are provided to one of a plurality

25 of data processing units.

It is to be understood that both the foregoing general description and the

following detailed description are exemplary, but are not restrictive, of the invention.



WD 03/88731 PCT/ US01/ 15601 BRI EF DESCRI PTI ON OF THE DRAW NG The i nvention
is best understood fromthe follow ng detail ed description when read in
connection with the acconpanying drawing- It is enphasized that, according
to conmon practice, the various features of the drawing are not to scale.
On the contragyeydshe S di mensions of the various featurespat@s@niioirarily
expanded or reduced for clarity. Included in the drawing are the foll ow ng

figures: Fig. I shows a network nonitor according to the present invention
coupled to a communication line; Fig. 2 illustrates an exenplary protocol
hierarchy; 10 Fig. 3 is a block diagram of an exenplary network nonitor
according to the present invention; Fig. 4 is a flowchart illustrating an

exenpl ary nethod of nmonitoring a conmunication |line according to the
present invention; Fig. 5is a data flow di agram illustrating the many
pernut ati ons of data 15 col BRIEFDESCRIR RAWINESs of a network

noni tor according to the present invention; 20 F| g 6 is a flow chart
illustrating a nmet hod Theinvemienisibést umigrstaod fioinalt foBowieg detailefFdgenptios Wbews a
network usin etwor k,.nonit ors accordi ese n coupl ed
Lo Lo separ S8 SLURHEHPERT B StoPRESVPR i, Jiforif 8 gl SRR SO0
i1l ustrating camiked practick ahe fwbﬁrfm'mésngtﬁerdaamng zssncmm :ataiba@n theleorgranyOshei s a

flow chart il|ustrati 0 tion of st cO ut e nchr,oni,zi ng
with an irit e FPREOTHHNY °u5 afyres g8 4 35’? ¥ PER g@?ir Iféuc?cﬁrﬁr ?1?%}' Cﬂr?%(él“%dé? ation
of an int erf@fﬂr@ﬁﬂpﬂ&ﬂfeﬁlmmnoﬁgm&hr onizing with a host computer; WO
01/88731 PCTI USOL115601 6 Figs. 10-28 are screen displays illustrating a
user interface for re®gy. Vistigysamewoikaidnigr qoenrdingetoahepresat ivehticmtcpatiddiga
met hods of di s,glln%i Ny ?nql provi di ng comuni cati on

CO! cahon line;

Fig. 2 illustrates an exemplary protocol hierarchy;

10 Fig. 3 is a block diagram of an exemplary network monitor according to the

present invention;

Fig. 4 is a flow chart illustrating an exemplary method of monitoring a

communication line according to the present invention;,

Fig. 5 is a data flow diagram illustrating the many permutations of data

15 collection and analysis metbods of 2 network monitor according to the present invention;
Fig. 6 is a fiow chart illustrating a method for identifying troubled servers; .

Fig. 7 shows a network using network monitors according to the present

invention coupled to two separate communication lines in a network;
Fig. 8 is a flow chart illustrating a method for determining transmission delay;

20 Fig. 9A is a flow chart illustrating operation of a host compputer for

synchronizing with an interface computer;

Fig. 9B is a flow chart illustrating operation of an interface computer for

synchronizing with a host computer;



analysis information; Fig. 29 illustrates an exenplary network nonitoring
system according to an s exenplary enbodi nent of the present invention;

Fig. 30 is a clock diagramillustrating a distributed network nonitoring
system Fig, 31 is a screen display illustrating a user interface for

centralized nt of a hierarchical network nonitori and
Fig. 32 is anﬁpgggﬂg’i agram of a network,nonitor accordi ngq%gﬁ%aéﬁlt”ggge]rml ary
10 enbodi nent of the present invention. DETAI LED DESCRI PTI ON OF THE

| NVENTI ON Referring now to the drawing, in which |like reference nunerals
refer to like elenments throughout, Fig. | illustrates an exenplary network
noni tor 102 according to the present invention which is coupled to an
exenplary network NI 106 via a first 1s communi cation |ine 104. The network
nmoni tor 102 receives (nmonitors) data comunications (traffic) on

comuni cation Li ne 104z anth i ViSRS dfsQalsiilstRind 8 bid fterle 1of @bdivigd s of the
data traffic on the conmunication I'ine 104. The communi cation |1ne 104 may
use a singl e menitgribd parametpyzand Plusrasiog metheds of dispiayies and proyidfog copRuRicadgl t i t ude
of different hj L - Nl rchical protocol |ayer protocols. One 20 such

hi er ar chi cal ag%]g{?%%%) §{°rﬁ‘u0ture 200 is illustrated in Fig. 2. The data link
| ayer protocol 202, : 3 | | ifRRg t i t ween
the network NI 106 an?lgﬁgn%ﬁt%rah%o %ngglgaibﬁrélﬁlgde ené%%glualr%{nie IOI%)E(, | P,
ARP, or ot herexereplageabbdiment obbed preseafipyestiomthe | P traffic may incl ude
encapsul ated UDP, TCP, ICWP or other transport |ayer 206 traffic. The TCP
traffic may include endaF8idade diastem ifustratpgdsripuied Rrtwokmqngenoesystether
application layer 25 208 traffic. WO 01/88731 PCT/US011156Q1 7 The
network nonitor 102 adé®Bdisfgereen disptayillesaing ajupsy dierfaghior sramlfe$ har dwar e
and sof tware £di,SCUsSEd thel-aWa MR GR rfofidrBs tiedNthé@nal yzes network tr af fic

In such a way that 1t can generate a variety of real-tinme statistics on

such traffic at one orppubd AMiGxRIBkRCTh nk@BA BonitdhRedrliAd tolab BRufpland | StiCs
generated by network nonitor 102 enable quality and quantity '
10~ embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

Referring now to the drawing, in which like reference numerals refer to like
elements thronghout, Fig. 1 illustrates an exemplary network monitor 102 according to the
present invention which is coupled to an exemplary network N1 106 via a first

15 communication line 104. The network monitor 102 receives (monitors) data communications
(traffic) on communication line 104 and provides real-time metrics or statistics of the data

traffic on the communication line 104,

The communication line 104 may use a single data link layer protocol to

transport traffic of a multitude of different higher hierarchical protocol layer protacols. One
20 such hierarchical protocol structure 200 is illustrated in Fig. 2. The data link laver protocol

202, Ethemet in this exemplary case, of traffic between the network N1 106 and the router

108 may include encapsulated IPX, IP, ARP, or other network layer 204 traffic. The IP traffic

may include encapsulated UDP, TCP, ICMP or other wransport layer 206 traffic. The TCP

traffic may include encapsulated Web, FTP, Domain Name Service, or other application layer
25 208 traffic.



5 of service analysis, billing based on quality of service and quantity of
service, dynamc network resource allocation and pl anni ng, custoner
profiling based on data content, network security analysis, and session
pl ayback. Exenplary statistics include byte counts, bit counts, one-way or
roundtrip delg@ygysstgsponse tines, retransnmitted bytes, oripgrmshihing bytes
per host, termnating bytes per host, originating-termnating host pair
counts, web abort rates, to throughput, goodput, and percent retransmtted
bytes due to delays or |osses. These statistics may selectively be

provi ded based on traffic on the first comunication |ine 104 on one or

mul tiple protocol |ayers between the data |ink |ayer and the application

| ayer. Operation of an exenplary network nmonitor 302 shown in Fig. 3 is
described with reference to the flow chart in Fig. 4. The network nonitor
302 includes a first netW@wk3fnitdte? fecding @/hepaphtaventoraindlides hardware

comuni cation |ine 308 by a first conpection 312 and .: econd net wor k
i nterface 308bWmpEEItEssd bdEy ‘@ i%@ﬁ%ﬁ%‘?’ﬁ‘@’@’f@%’ﬁ% é“e“é‘"’cﬁ\r%‘
connection 3kan JdErafelaaticty HredlhiaeetaBids sroet e dtiohsor miatie fratobolt st r eam)

fromthe first comunication |ine 308 (step 402 d the hitstreamis then
segregat ed i daverspakqealdimestagpics aml)a?cd?héﬁw?m%’é%ﬂ@gﬁﬂﬂ@ﬂi‘l&giﬁ%@& W n to

mean that preyious! vadef bigd bRas kehslis ot sdabdiid 3ehnsiyiof aptied] dfnamia t he
bitstream The bitstream nay be segregated |nto_pack§ts by either tpe
interface 304ctmeriyysonive alldraiinn apdpipirings custpger prAfding based pyydaty eniePlREYOT
mermory 318 whjch.J ] | R ERinp18 asticERoiudene 4otk Batesurs,
short-tern1ﬁgﬁ%$9%§agﬁ%%%ﬂ%%ﬂ*ggng%ﬁ% h?onge.r férn1npn0[y 322. rocessor
and query enghereaBdaoundpipidciars, fegpoass ines) TEtEgSptedbYrs S BwptRedPIRRE D854, t hen

processes th clihe H‘!m\'i% ] & BhRNGRL hidrifrhtes, 4. 25 In an
exenpl ary eé%%&%%&%%ﬁﬁgt%#ﬁ%ﬁﬁor %%tlfs coupled to_the fijrst
communi catd onkrbugheut3®@di and proveni ITF0SEitgd bkesdaeto delrrepr lqstes. Thesgpsticiot
directly hinder . kit F50 AR ISAti bOkhel 10M6n onklée Net wor k
nmoni t or 302 ﬁ%?5%§§%%%%€éﬁgg%”%ﬁgOhggﬁgﬁ%?%a%?on line 308, for exanple, by
pl uggi ng t he diultipt proweeldeyes detwadibe datalink layerand die 2PRIERIONEGR/ 88731

PCT/ US0111- 5601 on a switch or router, by breaking the comunjcation |ine 3
08 and i nstal | i ngOperation®bpmexemplarymetvoRtmemor 3@ shawnde Figohis SETRbsT Vi i s

coupl ed, by qoANEGHLAY rlohendd hHe. £0MNSEHIAIMmERoARN WRindeS figt nedibriopt i cal
splitter, or by connecting the network nonitor 302 to a m)n§t20ré ng jack in
a central 15 ofiffefece 304 coupled to a first communication line 308 by a first connection 12anda

second network interface 306 coupled to a second commurication line 310 by a second
connection 314. The first interface 304 receives first data (a bitstream) from the first
communication line 308 (step 402) and the bitstream is then segregated into packets (step
404). The term segregate is used herein to mean that previously defined packéts are being

20 extracted from the bitstream. The bitstream may be segregated into packets by either the
interface 304 or by the host computer 316, The packets are stored in memory 318 which is
hierarchical ip this emmbodiment and includes a short-term memory 320 and at least one
longer-term memory 322. A processor and guery engine 316, optionally controlled by a user
interface 324, then processes the packets as described below with reference to Fig. 4.

25 In an exemplary embodiment, the network monitor 302 is coupled to the first
communication line 308 in a non-intrusive manner. That is, it does not directly hinder the
flow of traffic on the communication line. The network monitor 302 may be coupled to the

communication line 308, for example, by phigging the first connection 312 into a port or jack



5 Processor and query engine 316 converts the packets into records and
stores the records in nenory (steps 414-422). Processor and query engi ne
316 includes suitable progranmm ng to generate statistics corresponding to
t he packets (steps 406-412). Although the generation of statistics for the

packets may q§?gﬁ§ggplished inavariety of ways, one prefeicafs@pproach
0

processes a se packets received ovey a predetermned timer interval or
10 "sanmpling tinme" (step 406) to generate corresponding statistics (stop
408). The processing is then repeated in a recursive fashion to successive
sets of packets received during successive tine periods (step 4 10).
During such processing, suitable progranm ng stores the generated
statistics in nenory at appropriate intervals of tinme, such intervals
preferably on the sanme order as the tine intervals corresponding to the

sets of packeh §swildd of Rt B9 BREBhOMBe SminifaRACkR3088 ki iSRG YiSorRedsritd S a
wi de variety of further statistics to be generated as now described. The

records are y&itbiKiled cppestiondt2 neeupled TicABPCrINg the el cormecindha B REEE (st ep
414) and t_hegn bitlchSpid o BEcRALKES Be hHER rtbhRdr 30R&EM SHRofik}Ghdk ifl 8Ll ned
types. An index Is generated (step 418) for each packet and the packet is
t hen convert efficento an indexed record (step 420) and stored in nenory
(step 422). Further statistics are then 20 generated (step, 426) using the
statistics previ cUSteysopEERE SREITEGH O EOMEeTARIRAKEIRY T6cgtds ARESIAPEDC ( hen
provided t0 QNG 4O AT Fy BRBL 4198HH 0 Bl ind Guchy Simbb BVindlBNs GGabist ep 428), a
router for dynam cally adjusting network routing based on the further
statistics (rosmpmaseyto senrertastaistidsicprmespangding tathe pasketpisteps 40§-42 2% édbeugBased on
quality or q YA i ' gggﬁgdﬂqwgg%, ghoat ed
statistics (??g%h%%§§pf%@ﬁ%ﬁgﬁfﬁé?ﬁgﬁﬁﬁ t)ltggeop?ocess of ?gﬁﬁlg now
descri bed f omprefemedpppseagh Progeseesa At CERACKHTS redeived oya @ PIREF P IREA Cprs INtEYR 4 | P
packet s ich : ) ' _ akhb g (See
Bra. 2. e ERLARTH e J06 oRRRER) SRR ] R, R B, L
(step 402) amunirgpeatedyin@gerneive fashion joaetcessive gass ofpackets yeceivpidupag REEESS ¥ e
di vided into : - : i L packets
recei ved durfﬁg&%ﬁ%§§§£§ﬁ§%g%@?géé%ﬁgg%%§%%%&§?E@éﬁgﬁﬁﬁﬁ?ﬁigi%%fggi time
period) (st eptati9isyin mRmwrnal pbreepriofe igervas ofaied ueklintayalyngeferabl onthe saeond ti me
period  ( exenplA el ihaflokephilg Wl &4 & 5450 408) . Successi ve

or

statistics are generate
15 The conversion of the packets into records permits a wide variety of further statistics

to be generated as now described. The records are generated by first determining the type of
each packet (step 414) and then filtering the packets (step 416) based on their determined
types. Anindex is generated (step 418) for each packet and the packet is then converted into
an indexed record (step 420) and stored in memory (step 422). Further statistics are then

20  generated (step 426) using the statistics previously generated for the packets and records are
then provided to one or more applications such as a display device (step 428), a router for
dynamically adjusting network routing based on the further statistics (step 430), and a biiling
service for billing clients based on quality or quantity of service as determined based on the

generated statistics (step 432).

25 Application of the process of Fig. 4 is now described for an Ethernet communication
line including encapsulated IP packets which encapsunlate TCP packets which encapsulate
web traffic (See Fig. 2). The Ethernet bitstream is received from the communication line

(step 402) and is segregated into packets (step 404). The packets are divided into sets, each



successive tinme periods by receiving the next set of packets corresponding
to the next one s second tinme period (step 412) and then cal cul ating the
nunber of bits in those packets (step 408). The bit counts for each
one-second tine interval are stored in nenory (step 412) as they are

gener at ed. Aé‘éﬁ/g _f | P, ARP,...) of each packet is de&@{,{g(}ng ofStep

414). If a u vmshes to analyze traffic of |IP packeé the packets
are filtered to pass only the I P packets ID (step 416). The time when the
networ k nmonitor received each I P packet is used as an index for the each
respective I P packet (418). An indexed record is then generated (step 420)
for each I P packet and is stored in nenory (step 422). An exenplary record
having the index as a first field F1 and the packet as a second field F2
is illustrated below Fl: Index (tine of receipt) F2: Packet or portion of
packet j 15 Ln.a t|

packets, the Sgt lﬁcf e R%ke&' ?echbgd J‘Mlu%&% o %w%eé%gaoogﬁ %&)}%@%%ér/}ge?%ﬁgﬁ hae% packet,
such as onl yumhpeﬂda)muo@nnmmwmws:ewwmg@am@mthmd portion

so the record abqve contain ly th P. r field F2.

Al ternati vel ?‘erf‘ﬁﬁry F‘gﬁ%\’ﬁ‘s ﬁ%&ﬁgﬁ%@ﬁﬁgﬂ% %‘fggers’% St@‘")sl S gflegmf gaq&qgrach

corr espondi nguckéside ffle p@iotis @Ge@fvxﬂgh& dekt spaatlpadkets umh:s;amdmg wdber st addr ess or
desti nati on address, f|| nma erf .based on,any.one or
nore of tHe ﬁ"a?da?IP‘Ugi’“Bg Sfelpé Q%ﬁ’i/cax%‘ﬁﬂ’é?‘g?ﬁ“% e GRIEE |cs{)sé<;plackat‘é¥s’t fEner at ed
fromthe stougsl TREKH chent8kPBRh o@é—sdcéhdtﬁﬁihbﬂﬂtakﬂtbrwmh:eﬁab@t(stqiMQSan or the
packets generated in steps 46-412. In this exanple, a further statistic
known to thetsyeregroddsder est i ncl udes the ratio of the nunber of bits in IP

zs packets recei ved t e er. of bi.t ved for each
successi ve ni nut et gepg i ?@#" }I‘Pféa@d’la@ﬁfléfigﬁrﬁmﬁﬁ?% 25 taaf | gljt |IJF is
facilitated a\ﬁ&@it@'aﬁﬂyzk&aﬁﬂ&%fm;ﬁ&&&tthb pacRni areﬂnerm@memxmmgamas?sl

PCT/USO /15601 1Q the stored packets are alr kets. and are
i ndexed by t (§%P 43)- T&e Epstvhemibe BEiRrK npoRgor r?:cﬁivﬁcg %]f ﬁJG‘?"i‘dTeE‘SSﬁ% ge

sorting the kGGRY &sh R¥petiRdeX packs @AigN GAd iB€exePiecdd ishien @emitatdddstepptOhior
each IP packet and is stored in memory (step 422). An exemplary record having the index as
a first field F1 and the packet as a second field F2 1s iliustrated below.

F1: Index (time of receipt) F2: Packet or portion of packet

*

In addition to the filtering (step 416) only passing IP packets, the filter may also be
used to pass only a portion of the packet, such as only the IP portion, by truncating the
Ethemet overhead portion so the record above contains only the IP portion in the second field
F2. Alternatively, the record may include a plurality of fields, each corresponding to a

20  portion of the IP packet such as a source address or destination address, and filtering may be

performed based on any one or more of the pharality of Helds.

Any number of statistics cau be generated from the stored records alone, or in
combination with statistics for the packets generated in steps 46-412, In this example, a
further statistic known to the art of interest includes the ratio of the number of bits in IP

25 packets received to the number of bits in all packets received for each successive minute (step

426). The calculation of this statistic is facilitated according to the present inventiop, becanse



successive mnute, and adding the nunber of bits in each set of records.
The nunber of bits in all packets,per mnute may be cal cul ated by summ ng
the previously calculated bit counts 5 generated on a per second basis in
groups of sixty (thereby equaling one nmnute). Titus, the further
statistic |sdﬁ$nerated using both the stored records and $§?ﬂ§&92&9

statistics, &K educes the nunmber addi tional cal culations needed and
the tine to generate such further statistic. A specific exanple of the
filtering and storing nethods performed by a network to nonitor according
to the present invention was described above with regard to Fig. 4. The
flexibility of data collection and anal ysis nethods of a network nonitor
500 according to the present invention are described belowwith regard to
the data flow diagramof Fig 5. An incom ng bitstreamis packetized by a

packetli zer 5% st g%’c%egilrggd}%lllﬁb ﬂﬁk&?ﬂl@ﬂé@%ﬂ v U ki AS%“&?QJE ce)(rjrre

for known protoco e perforned according’to user- s specifi

par anet er s f ealcdatinaspediormpd dp sargtgthgregardsthydmies,. reddmg theysatirab resordk for gachew dat a
l'ink [ayer protocol is_intraoduc e K. ' i |, abl e
programi ng £oFEY BB #19 ag(gnegﬁg%%%ﬁ{ééé%ﬁ? 3&%@1 o%eg‘,gfrgc%?dg'r 2%4 ﬁt}glﬁ)%rgd?:d lﬁe user

i nterface 52Gg allpuekdtypee minuieanayde voedatedtyrsiuhming5ig(prévinnsly cgodged emupacket

structures of the new protocol .t.o packet.ize.an incqomin bi tstream The
net wor k noni tgﬁ‘i‘méﬁ{]ﬂn&pgﬁs@ﬁmggﬁsd? ﬁﬁ%}“?ss"?ﬁﬁ?' 2‘118‘3?51 e@%@‘ing gea’ﬁ](ﬁ'“gﬁajlrb%:ﬂs? net hods
20 through t Hetet ghitc P paietdhsihalkel Se sitiet sechbidexsdnhd sidryd sttisteiwhichm ted to
the data link |ayer. | t her rds, .the ne rk nmonitor 500 ording to
t he present irﬁé%téwggogﬁé]%“qﬂ%ﬁ’@ﬁﬁ?@@fn%?ﬁﬁ}avﬁgﬁbilbﬁgoﬁfﬁaégh ®tati ons
for custom prsgiigieol s at ot her protocol |ayers. The packets nmaybe directly

stored into the short-termnmenory 510 using path A.  This is useful for
storing all data Aepeificedaniplotidittednnaidniotiat inethodsipaormédiey sdvovdk t er m 25

menory 508 may periodically transfer. data.to.a.l.ong-term [y, 0Oto
prevent over ‘B‘gﬁ‘." a"iﬂ"b‘ﬁ%ﬁ Hf?SF%&VF%OBa’%@‘-’SWFﬁ%""gm‘@” g?o:%?é' i ort-term
menory 508 arﬂixm*lﬁg? cﬂ’glglﬁ cbl&ﬂ@mtaﬁd ﬁnalﬁ_eﬁmamy%@xe l,nettvbﬂc niciteion g&onlingttdithe pl,r ez ent
invention are applicaple to ather. hierarchjc mory struyctures including
a plurality JFesHyFRHIopaRFdewabedbgloway ,tc’%}‘?éja%&%’l‘%/ﬁ%&&ﬁ%ll 88731

O e et L ke AR Biedst NRRLAR 572 piRIRE 03 bbuin B of hticiBPT Y. 2N

may be automatically performed for known protocols or may be performed according to user-
15 specified parameters for custom or proprietary protocols. For example, if a new data hink
layer protocol is introduced, network monitor 500 includes suitable programming to respond
to user-defined protocols, entered using the user interface 520. The inventive network
monitor 500 thus recognizes packet structures of the new pratocol to packstize an incoming
bitstream. The network monitor could then perform its data collection and analysis methods
20  through the higher protocol layers. This flexibility is not imited to the data link layer. In
other words, the network monitor 500 according to the present invention is able to collect and

analyze data comrmunications for custom protocols at other protocel layers.

The packets may be directiv stored into the short-term memory 510 using path A.
This is usefuol for storing all data received from the communication line. The short-term
25 memory 508 may periodically transfer data to a long-termn memory 510 to prevent overflow,
Although illustrated as having only a single short-term memory 508 and a single long-term
memory 510, the teachings of the present invention are applicable to other hierarchical

memory structures including a plurality of memory devices. For example, the memory may



fills, data is transferred to the disk nenory. As the disk nmenory fills,
data is transferred to the tape nenory. As the tape nenory fills, tapes
are replaced for continuous or long-term data storage for archival

pur poses, for exanple. As indicated by the double arrow to the s short-term
menory 509 aQQ)gﬁ&%@en t he nenories 508, 510, data storedptfutdigserenori es
may |ater be retrieved for analysis ogf) for one of the applications 522-530
di scussed below. Storing all packets directly into nenory naybe desired for
security applications 528. For exanple, the network nonitor may be
programmed to store all comunications for a period of | week and then
overwite the oldest stored data. If a breach in security is detected 10
within a week of its occurrence, the stored data may be anal yzed by the
network nmonitor to determ ne the source and extent of the breach. The

packeti zed dafchideByanddsh S in ety RABD N diski mskdebry Ynd dAvapgackay| aethe BAR t o t he
I ndex generator. 504. The i ndex. generatqr 504 gener S, an j ndex
correspondinénﬁﬁh%H%“B#ﬁﬁﬂﬁ%gﬁé”gFﬁ@m?egépvgﬁkgﬁgQﬂﬁég”EQHﬁgﬁﬁéngpoan i ndex
correspondi NgheltfhedneRREK Hs the tapeltibin oy fillsHapss baTepldead fod contidi@8 belohdieri i e i t
was received by the network nonitor, the type of packet (protocol and/or

| ayer), the ¢piastorsee i9paRiayal PP Fﬁ‘éﬁxﬁﬂlﬁoé%”édi‘fmﬂ,byée d.“‘.’t.ﬁ;)'f‘“%miﬂ?ﬁ erface
nunber, an R GALERSy SEEhABBRWRSSBChah&tks SO% 5100 Bata RERO It gRBRERE @lay 506
recei ves the packets and the  generated index and generates a record

i ncl udi ng t héateyda eatigvedifor prabygis onfor Wﬁé@@@?l‘ﬁ?“o{’h%n%?%éﬁ?‘ﬂ“ﬁé’ &¥at or 506 may
conmbi ne the received packet and index with an existing recorg ZD:%& vi ously
stored in menory Soune alj packetriireqts die BeHEH 8% PoIesid forseagity gplirajen g'acket

directly vi a phatdmfie a0 SRR kxdhifor 3y BEBESXREH 0 RRS M doRglutiditivgs fore packet
or may conbine the packet into an existing record prevjously stored in

A Y
menory 508, Ptded gEdvegkandhea overwaie ks ddestastasyd faten If afEcagh Heparibys detecte
corresponeh NGyifth AR bMIIRER A, the WHRE ddla fuhy Slan@92el b thenbdpek Bénder acket )
corresponding to the ATM session is received, it may 2s be indexed and an
i ndexed r ecordgterripbibe sraFre aed edrnppfdbeieprled in the menory 508, 510. The
i ndex maybe an identifier of the ATM session, for exanple. (ﬁhegﬁf.u t her
cel I's correspondi e Rasketieed datrmpay adanabielybeprpadad by dhe PaghGizoh ted8 8419y i n

order, the reeqrdnGaRnetiatiffex pdfudiBYs £thérBed dnfindeR CokekFontiing SEon@ @t inbrevt a pat h

C, read the previously stored indexed record WO 01/88731 PCTIt1S01/ 15601
12 the received packets. Examples of an index comresponding to a packet include a time stamp

15 toindicate the time it was received by the network mom'tor_, the type of packet (protocol
and/or layer), the size of packet, a packet pumber (1, 2, 3, ...), an interface number, an
application, and an associated session. Record generator 506 receives the packets and the
generated index and generates a record including the generated index. Alternatively, the
record generator 506 may combine the received packet and index with an existing record

20 previously stored in memory 508, 510. The record generator may also recerve a packet
directly via path C and generate an unindexed record including the packet or may combine

the packet into an existing record previously stored in mmemory 508, 510.

For example, a single record may be generated corresponding to an ATM session.
When a first cell {a fixed size packet) comresponding to the ATM session is received, it may
25 be indexed and an indexed record may be generated and stored in the memory 508, 510. The
index may be an identifier of the ATM session, for example. When further cells
corresponding to the ATM session are received, not necessarily in order, the record generator

506 may directly receive these cells via path C, read the previously stored indexed record



frommenory 508, 510, and then conbine the newy received cell into the

i ndexed record. In addition to sinply conbi ni ng packets belonging to a
common ATM session in a comon record, the record generator 506 nay al so
orient the received ATMcells within the record in their correct order. s
The record/ pagbeisdype i dentifier 512 receives packets or RCFASpHssdlr om
either the record generator 506 or frov the nmenory 508 and then
characterizes the received packets or records by identifying its
correspondi ng "type" or "property". The type or property of a packet or
record is a versatile identifier and may be programed via the user
interface 520. Exanples of packet or record types or properties include

t he nunber of corresponding bits or is bytes, its protocol |ayer, its
protocol type at a particul ar protocol |ayer, a source address, a

desti nation m@smpryéﬂ&éhm%gpn sombing vep W lvpisives saliBie theppdertriyesaad drds or

packets are t ' I: . . ' ; e 4 he
property or t%‘%@"’f %Ies%%ﬁﬁ*;?%&L%ﬂyé%e%%&%?%%%ggﬁg&?gggﬁ%%ﬁ| ??%905.12. The
filtered recordsd,tr rgackesneatar W6 miasalsp prkax b receivelleXad cellsnvithinthewseprd i1t o

records, or %giregotnl Sepred into menory 508, 510. 3s The tine period filter
514 receives Tecords or packets fromthe record generator or the nenory

208, 510, and fi1 bRl ScbRRIBAARR Ik B2 fobditts bRRYs WK Erk QIR SRE the OM T he
comuni cation |ine by netWork nonitor. The records or packets are then
segr egat ed i neord ganeaips S0 frewpbridémagy 688 avd tiee ctharacterieds\lesdedsived haskeieoior k
noni tor during r ect . . iV el | i.Qds .sf L&, gener at or
518 t hen gene’?‘é({r%ztgsl etg I?‘% i]tgg&%%?&gjégﬁ%gf {ﬁggp f@é&ggg’gg?%}%eﬁn%ﬁperi ods
cor r espondi ngpatiet paredoed is avemsatilsidehtifion and gag beprogresped via the usmotetisd 328. tine

period. The filtere K 2 I sfi T8 ed in
menory. The p%’faﬁlg esgfe;%\;\glgeéﬁ}r?%og@%ﬁ@ﬁ%ﬁ%ﬁ@%ﬁ@%ﬁ%%?lﬁﬁ%f& I I?ﬁ%?gg (Fa t hat
t he contents tesnesmprtgechiryertis@rotaghtyre at b eartigdat pratocpidayen avpdrepraddmss, £ | t er i ng
or statistic generatiqn. Thus, a.-network ni roin t
present i nven‘%ls%nﬁa%%fi e it 3 K}l(sa?;llﬂ ’cac')l%é\? = H%ﬁ‘a‘g g%af“%%"g"é? [gpaégetsgagen[tgggti ng
statistics bglsed iorheprekei topesfilter fidrvased be the ptaptinsdrityps identifsddy 8¢ packets. WO
01/88731 PCTI U51111 OL.,13. 1 it.ion.to progqr ' he, net k. nmonitor
for a cust Omrﬁi;o(sa'/g%c%% g:c&g@%sg?b% gﬂxetﬁ.\tcred feQor R or%a&g@a&q}ncgl Mgkt fﬁ@gxléd

and torned into records, or directly stored into memory 508, 510.

15 The time period filter 514 receives records or packets from the record generator or the
memory 508, 510, and filters them based on the time they were received from the
communication line by the network monitor. The records or packets are then segregated into
groups corresponding to packets received by the network monitor during respective
successive time peniods. The statistic generator 518 then generates statistics for each of the

20 successive time periods corresponding to packets received during each respective successive

time period.

The filtered packets and the generated statistics may be stored in memory. The paths
between the functional blocks in Fig. 5 illustrate that the contents of memory may then again
be used to perform further filtering or statistic generation. Thus, a network momtor according

25 to the present invention may recursively collect and analyze data by generating statistics

based on previously generated statistics or stored packets.



above, the user interface 520 may al so define the operating paraneters of

the functional blocks within the network nonitor. For exanple, a user nay
specify the index to be used by the index generator 504, the tinme period
to be used by the tine period filter 514, and the 5 statistics to be

gener at ed by\$@g”%ygtistic generator 518 for each of the suggemmkite tine

periods. The collected data and the cgsrespondi ng anal ysis generated by
the network nonitor 500 may be provided to one or nore applications
522-530. For exanple, a display device 522 nmay display statistics, records
or packets responsive to user selection as further described belowwth
regard to the display screens in Figs. 10-28. 10 The statistics generated
by the network nonitor 500 nay be provided to a network adm nistrator or
router 524 to allow for dynam c routing of comruni cations and network

bandwi dt h nanagengnRbditiéd ®@rdghaimingie netvérk ehofitdr dgarmitbm protutolas desriwidk
responsive to statistics corresponding to network erfgégg ce, It is

readi | y appr ébqva:'Bepseritertagsy 20 Bastif degne BhePme BPATES ‘E’?‘&‘m}i di ng
traffic statipRkkGRtA thendiek ealtorD ¥orkkah6 Qlusd @ty Spediy @é fldex ©ME nied bpr ot ocol
| ayers, a network nonitor according to_ the Bgesent i nvention can identify

these asymmsherindes eeperaier A, itioimepenedip by vsef Py ke ting Perqddifien? Hetnddick

admi ni st 1 3t Ol [;0i Pl ¥R @EdcYatcRivg e sﬁﬁ%:‘é%@ﬂ%rz{t&%@g'g& ERhREMOEHEAE VS find RgicaEasur ed

flows. Communication networkS can be optimzed at the service |ayer because

the network —nONi §RfcoAGHQN dHaREd 1O cdritSoRdiESaRlysik PoteRlcd 8P the Rehvagasonsui t abl e
programming to analyze traffic 20 flows at_ an rotocal | ayer ugh

. At
di f ferent sef(d maxbaragvidadhreonsior F?é?eéﬁfﬁ"é_%'qﬂwi_%?e‘s e ‘Bﬁqxé‘ﬁ%]ﬁtaéi,‘sf’{aﬁé%"é“ssgf vi ces
are often i ”ﬁ%ﬁbl‘é‘?mﬁt&ﬁ@; 2bA8 & pEREEHI RS BRsd SLNRbK as fufien 8éshielcess,

services suc s real-tine nultinedia, Vvoice over |P, data, and Intranet

may each habelowrithresarkiowsrdiepian popgeaen Figgi0r8ment s. For exanpl e, for voice

over |F, due to low tolerances in voice transni ssi nsrﬁg‘gg[{]tgdatio , a |l ower
P

qual ity of® servi c&heSistagieengraEre by thegewosk mosaer 30 mpxdg £ 'H¥°F0l er at ed.

In contrast, dab@AubbrRSESSIOR MAN iR EPERRtolihedf baSE¥nicalikiahOE: due to
error recovery by retransm ssion. An exenplary router 524 is configured to

route traffi daediiftha)sBiesmes, A58 koW a8 ¥ald mapassmels BRAFRPETEIHESNndi ng on
their servi CeikRaisBRahS 1o dokldedOinddcP UL a8l kpReOAed thét, by measuring

one-way delays and by providing traffic statistics on a protocol-by-protocol basis at different
15 protocol layers, a network monitor according to the present invention can identify these
asymmetries by quantifying traffic flows to allow a network administrator to properly size

network resources according to the measured flows.

Communication networks can be optimized at the service layer because the network

monitor according to the present invention includes suitable programming to analyze traffic

20 flows at any protocol layer. Although different services may have different service
requirements, these services are often integrated in a single communication network.
Nonetheless, services such as real-time multimedia, voice over IP, data, and Intrapet may
each have unique network service requirements. For example, for voice over IP, due to low
tolerances in voice transmissions degradation, a lower quality of service including delay or

25 loss of data may not be tolerated. In contrast, data transmission can proceed in a lossy
environment due to error recovery by retransmission. An exemplary router 524 1s configured
to route traffic corresponding to different services differently depending on their service

requirements.



The network nonitor according to the present invention includes programred
features which identify flows corresponding to each individual service
andl or user and provide for analysis of interactions with different
services. This infornation may be used by a router, for exanple, to nake
real -tinme or \\Qpndkeg! -ti me decisions on optim zing networ kefué@R@bPai s,
routes, or service segregatlon etc. tey achieve an optinmal configuration
suitabl e for provi di ng each and every service with its own unique quality
of service requirement. A billing system 526 nay be configured to receive
quality and/or quantity of service statistics corresponding to different
services and different hosts and bill clients accordingly. This allows
clients to be billed based on these statistics rather than providing flat
rate billing io for previously unmeasured service. For exanple, a client

may use her unl i mrh@gktkdtk Blohitdr acRTing t6 Be bREenVREodMEldds Bropeummedi cat i on.
According to the present inyention, the network nonitor 500 ma generate

statistics foeatarepukich Wentdy s camespending teady iwdividual service aagior usen

destination ofioHa fofan@ly&e ofiftea@lohSwithl MifferddtAbrbisds! q&sa{feﬁah@mm@%\t@m@d to
billing information by  the billing system 526 and the client is billed

accor di ngl y amgtgr, fos ranppiee torfake sqghBme Praep-Taahime fogisipBaen eIVENTIRG ISFYREE f or

voi ce over, Mo g@&% ,mﬂ@svo&@}%éae %9 ga&o%de:@@&&mbm IpRmbINSnfkARLA bftable for

dur ation, an I hat1 on of S as 1s done for non-Internet tel ephone
servi ce. O i eprogdipmgach Bﬂdrﬁvtlaﬁﬁrfyﬂcﬁ)‘éiﬁbﬁ WM&%WUM EMARBERTBEMte- comrer ce
transactions, a nunber of stock trades, nunber of requests for real-tine
st ock quot es, andPd#ﬁégS??@ﬁ@éE@Y@H§Mf%W¥é?ﬁ%?WVEWVYE@%FéH¥§ HEsTviFave

service cont f&&:&écs'caﬁésyﬁhﬁg t@alff&eﬁte&hcéglaha aﬁ&eﬁtabﬁssargenﬁaﬂmegccaﬂm@yqual ity
of service 20 provi an accordingly. A network nopnitor may

al so be used Twsdlesy Fl@msé‘é)bﬁp‘vl?/%ﬂ@@d\ﬂp ﬁﬁsesst?ﬂmcé é‘ﬂl?bﬁﬁl% previding flatepte Billeant ee

m ni mum S&p Vi £, 55aNHARASasBed SEVY. 3or exiBME! 2 RO GRTRMIRY uwiitnif@Sfdided above,
the collecte 5 be used for security 528 to identify breaches
i nsecurity, tsm@émofoyomﬁ%mumemmwwé@g i the preserd ipyentipa thepefyyork For

exanpl e, 25 PRGHEL Soo B g@&ritéé Leae%llaqm@mtam opa:retnhﬁu&raam;doh%d whi ch have
been FTP'd to a server, I fy who tel netted onto) a
V’%@Bﬂ@

particul ar naddsiinagonet vgrev: v@r P @M The stgtisticsgagtben Wé‘yerw@ w&@ﬂmwg@éd on.
WO 01188731 P&I 5%%}51&16% an&‘ﬁlc client is billed accordingly. Thus, an Internet subscriber that

15 uses the Internet for voice over IP calls, may now be billed according to the quantity,

duration, and destination of calls as is done for non-Intermet telephone service. Clients may
similarly be billed based on a number of e-commerce tramsactions, a number of stock trades, 2
pumber of requests for real-time stock quotes, and other fransactions. Alternatively, clients
may have service contracts including different billing rates depending on a quality of service
20 provided and may be billed accordingly. A network monitor may also be used to ensure
compliance with service contracts which guarantee minimum service standards or service

level agreements.

As described above, the collected data may be used for security 528 to identify
breaches in security, to identify improper network use or illegal activity. For example,
25 packets may be filtered to identify particular files which have been FTP’d to :a SeTVer, 10
identify who telnetted (logged onto) a particular machine or server, and to see what they
typed once logged on.



Statistics froma network nonitor may be correspond to a user or a group of
users for profiling the user or group. Miuch Internet advertising is
directed to custonmers based on a custoner profile generated by asking a
user to answer a few questions. A network nonitor according to the present
I nvention can filter each received packet based on its conte to s build
lbposy

i ndi vi dual cu¥P8H¥'profiles. For exangle, a node which nof e

Phi | adel phia customer base may | ook at every packet from every user before
it enters the Internet. Also, the returned traffic to these users can be
anal yzed by looking (filtering) for specific text wthin the packets or
for the web sites visited by the user. A profile per user or group of users
may then be generated based on the filtered data to target content to the
user which will be of 10 interest to the user such as targeted enmail. The

net hod descri bed 0 fi i rm% | m
enf orcenent or segtg?%ﬁ?@ﬁgéﬁﬁéﬁﬁsﬂ@gom ibg%éx?@g%%%&%%%#%%m?%ﬁ etﬁgct
unl awf ul act ipvofilivg te ubed ongrost Auch driternét Byvedising & daettediiorsaemers Hasest arett wor k

ol ayback ! i aipongeutsieetime R HEREe Bt P abule FoRleRRes MG BERG0S 1 ne.
Al | recei ved a3&rdacioaticprésent ibentfoacar fled cah ccti@ipatitet basedsh ibas@ebton a

particul ar session. . The session my be identified based on,in mat i on
Poel uded 1 O PR S R R B Pl e  dit LeCarano RSB,

recei ved i n spQeh@lbaRasdietsk 20evesipatiecirdn susisabe SRR (8as thie hitershitr AB6,0r Y
protocol). The packets correspondi to the, sessign may then be played
back in a faéh?%ﬁ“’ﬁé?@%‘ﬁé?ﬁhﬁse“mgggﬂg?@%ﬁ@% ?e"%ifgrsﬁﬁf&ﬁnnaybe used
to replay al lwiwehmhagdckits dnfothe Retlisey vited By thy Riek: €A prdfle@¥iisel P gapyRrsaat i ons.

The network nonitor may be configured a user to nonjtor conmunicalion
lines that t?%’ﬁ%fﬁd%etgcﬁefaéﬁfdfqaiedﬂgg}‘iﬁtﬁmg $0; gl £t todPISEhY %ﬁ%f’. Al ong

Wi th a suig alh@reRy fle e such Y Rfgeled bipsil aGE eBbIEREHel Boave FonBiltdingRidyt or and
the conmunication line, a user may enter propriet arZof rot ocol. paraneters

usi ng the usetmianyde psed by lavifatoreepaphor srourity afficials 1q |EnioF FORIPYNREYE (9t packet s

wi thin the DbidegbiRaRek868%of fo@thnk 2 GONTHRE Gatsi on | ine for the network
nonitor to segregate the packets fromthe bitstream Additional paraneters

may al so define frhehdhSorkidohitdt niy PiRCHelsedtO pfotide Bath WOl flayBBikidedte 330w d be
coNT 19U W L1 gy o Gl o5, o Braxl g 2Ll Sl ce Dase o ROt o
PCTI USO1l 15 S68ddkets may be recorded and then filtered based on a particular session. The session may be

identified based on information inciuded in the packets themselves or based on session

information received in special packets or channels such as SDR (session directory protocol).

The packets corresponding to the session may then be played back in a fashion originally

presented to the user. This method may be used to replay all web activity of a user or of voice

20 over IP conversations.,

The network monitor may be configured by a user to monitor communication lines
that transport traffic using a proprietary or custom protocol. Along with a suitable pbysical
layer interface between the network monitor and the communication line, a user may enter
proprietary protocol parameters using the user interface. The parameters define the structure

25 of packets within the bitstream transported on the communication lipe for the network
monitor to segregate the packets from the bitstream. Additional parameters may also define
fields within a packet so the network monitor conld be configured with custom quenes to

provide statistics based on the content of these packet fields. The network monitor may



16 simlarly be progranmed to receive and anal yze data corresponding to
custom protocols at layers higher than the link layer. In an exenplary
network, the data transm ssion protocol provides for each packet to

include a tinme stanp field. Packets transmtted froma source to a
destination iWighiges;a time s stanp value in the tinme stanmpctigiidsdondi cating
a time of transm ssion by the source. Wen the packet is received at the
destination, the destination can conpute the one-way transm ssion duration
or delay fromthe source to the destination by subtracting the tine stanp
value from a current tinme value. This protocol allows for sinpler one-way
transm ssion delay and quality of service neasurenents by elimnating the
need for conmunicati on between network 30 nonitors to match packet pairs at
separate network nonitors. For a network including many separate

i nt er medi at e sifiRNB B8 Eoranmpaiohscelve e nyichiata cemsparding idlcustom pretsdolsmat i on,

t he one-way nd-h%i]e d triﬁrp ssion duration information does not provide

i nformation ﬁghaaﬂif iChl ar bottleneck somewhere between the source

and destination., For inproved t | eneck .di agngsi r.at her than only

cal cul ate end-to-%ﬁﬂe’ﬁé’?ryi%?gw%rgﬁe %&QWBWSW%‘?%DPQWE?EW@C pc'S‘Bfeﬁ‘é’ pr esent
I nvent i on catnche & 6tp katkp Gieldo Reckeat ribRited GomrBired 10 a Jepiasitih écludaasfle SSi on
pat hs between the source.and deiic'w&ti.on. .The_net wor.k ni t or n receive

the tinme Stafpmpippenhgmmss FaL0R P EPRGE FREISEORRY RE SOPGEn PhRER B our ce

to the desti padketBrecdiid ot thadesEhaAIP, tverdebthafid@iycal) Consiubi th@gde by r@nddi@iog ur r ent
time at tine recei pt of the packet by the r}ﬁetw.ork nonitor to determ ne

f . ]
an int er nedi é?fgﬂw&flﬁb 1 e seurcery thedestigationdy srotaeias fs dimgseing valyabeq

noni tors may la%mﬁedmasalﬁ@smslgb&&oa&mwef& SmipRE BeSvdyi@nsnl@ldnl dERL SIS dulitd
network In an_exenpl ary enbodi nent each of the source, destination, and

net wor k noni P5¥ETVIFFAPGIECReN chigiuating thopsed for evmmyiaBentyecapetVaiker f ace for

recei Vi ngsot Ngyonfists fodfdtcH pabiet piRd: defarsisthmbRtBnitdie transmi ssion duration.
One of the netrics that a network nonitor according to the present

i nvention can 25Fka¥inder ihGudl hdditsGatateOiteiedhideraniRfn paths Raedeh R
connections for a partjcular source dﬁft' nation pair, for a particular

source or deSPYrTRASE 815 desatannie PIFEYEY SFF- ot Hanspieip furgion infergiatigydoes
connecti ons @ gr&lid infoRIOE tdoaimg h Bartichlad Bbtibetl e SR BRW 1basEkNaldi on. An

exenpl ary V\Ddgs%égtgjzs%orﬁ!oycsdob]égﬂ]égc% %iagnosis, rather than only calculate end-to-end delays,

15 anetwork monitor according to the present invention can be coupled to one of the
intermediate separate transinission paths between the source and destination. The network
monitor ¢an receive the time stamp value from a packet traversing the network from the
source to the destination. The time stamp vahue may be subtracted to the current time at time
of receipt of the packet by the network monitor to determine an intermediate duration value,

2 One or more intenmediately spaced monitors may be used as described above to locate the
bottleneck in a network. In an exemplary embodiment each of the source, destination, and

network monitor include 2 GPS (global positioning satellite) interface for receiving the

current time used to calculate the transmission duration.

One of the metncs that a network monitor according to the present invention can
25 provide is an indication of the number of aborted connections for a particular source-
destination pair, for a particular source or destination, and information on the ration of

aborted connections to total connections for a particular source or destination. An exemplary



17 nmethod of identifying troubled TCP (transm ssion control protocol)
servers is descri-bed with regard to the flow chart 600 in Fig. 6. As known
to those skilled in the art, a TCP session is normally opened by the client
and is then closed by the server when it has no nore data to send to the
client. If aJgp, §,5€ssion is closed by the client, this ipdigates,that the
session is being termnated prematurel y{y; Using the web as an exanple, a
client (user using browser) may cl ose the session for reasons including
simply changing one's mnd regarding the need for the desired data or due
to inpatience due to delay in receiving desired data. The network nonitor
recei ves a packet froma conmmunication |ine (step 602) and 30 identifies
whet her the packet belongs to a TCP session (step 604). The network nonitor
may identify whether the packet is a TCP packet by identifying and

decodi ng a prRiHRE ef idédu@lish tdiblel PP ReamkmksiodHoshol pebesbi) kdrass WhdsEhbeatvitgever al
transport | ayer protocols the packet belongs to. Once a packet is
identified ascewdpe theHew vt ¢0iinkie éand. TCP server are identified (step 606).
The packet is then exam ned tg _determ ne whether it opens aor is initiating
the TCP i s connechs B & BpseaByd in fhe apta TG sepmqn 15 wormglly opgle;by ghegpent

initiating parktheRtlosed BtheSB9& vhRn it Bas oMM 4 10D tb Bk AliechUipherpOf TCP
sessions for the previouSly identified &ln step 606) TCP server is
F

i ncrement éd  FesEieRISEIPERA. by the lip. this éldicptes Satibg segpndpheneiemiitc @rematuFdy. net wor k

moni tor next (gt &leWeBgs adIehHE a clitMPuLAGIE brdwierF hBphBd tlehssibFr caRRECt i On
(step 612). If not, the network nonitor gets the next so packet (step 602).

Q herwi se, t shemggapky sherginsome’'d axnsdrpgarbeg thenes fop thedesifsd daiepr dupto
connection i &%icﬁlgdﬁé@%ﬁﬂy@{e&%g%%)éﬁam_by exanmning the FIN bit for
t

exanpl e, or et her e connection 1s being closed by the client. Cosure

by the server indtmie%rmsmhec&%mg&&ut% PlonldiBicRRSIR st el 1 g net wor k
noni tor gets the next packet (step GHé)@CIosure by other than the server
€555

i ndi cat ed'°pr éf¢atifgsavbetberfianaclcrlepes to josstenfi94h The eefaplmeonsy edyosur e

count corr espRRRRkRhehsr thdiachRslal W BbLP ) MEHif ik 4n 8EBERNS fidiotakRR H16) . The
ratio of premature closures to the total TCP sessions of the particul ar

server is caltumegceghichidenifsonlich efifavess Hprupatiaye PRiasrie the Pesket bsleaesithr eshol d
value (step @22dapdcketidiBentifibd R TOP, ME SOBLIMLWOBLERE 4R aREHLHF 403601

The packet is then examined to determine whether it opens or 1s initiating the TCP
15 connection (step 608). If the packet is the opening or initiating packet of a TCP session, a
count of the total number of TCP sessions for the previously identified (in step 606) TCP

server is incremented (step 610).

If the packet is not an opening packet, the network monitor next determines whether

the packet is closing the TCP connection (step 612). If not, the network monitor gets the next

20  packet (step 602). Otherwise, the network monitor determines (step 614) whether the
connection is being closed by the server, by examining the FIN bit for example, or whether
the connection is being closed by the client. Closure by the server indicates normal
termination of the session and the network monitor gets the next packet (step 602). Closure
by other than the server indicated premature termination of the session and a premature

25 closare count corresponding to the particular server is incremented (step 616). The ratio of
premature closures to the total TCP sessions of the particular server is calculated (step 620)

and compared to a predetermined threshold value (step 622). If the ratio of premature



1s cl osures exceeds the threshold, the particular server is identified as a
"troubl ed server" (step 624). As known to those skilled in the art, in
sonme networks all packets corresponding to a particular TCP session nay
not travel through the same communication |ine and therefore s may not be
detected by a,gsingle network nonitor interface. A netmorkpg?a$%ggwgan be

placed in proXinmty to or on a server ;pr client to "catch” a packets.
Alternatively, nmultiple network nonitor interfaces nay be used as

descri bed above to store records corresponding to packets. The stored
records may then be analyzed to determ ne which servers may be "troubl ed".
In an exenplary enbodi nent, renote network nonitors each | ook for FIN
packets, using a filter, io for exanple, and upon detecting a FIN packet

t hey send a nessage including the contents of the FIN packet to a central
noni tor that JRkeSexchis tht iHodh@ theSRARNRET sefleit i fdeatTRH k0N woRbled@HGF (kfie

t eachi ngs regardi ng neasuri ng aborted connections and identifying troubled
servers are d@4kri bed above with regard to TCP sessions, these teachings
are generally applicable to ofher protocols and t? ot her grot col layers

and are not |imi t8ekaynishpyakhiled ithegrt insomRs REvorkIRarkriy cgres Xtpie, in
anot her pr ot GeaRleniaAT R SiAMAFaY: 9 RRbIbh 1RRANE AR GHASIEE aRYihibBRreSaNe

node, whether it be the client or the server. In additjon, the_ session
payl oads may DRy netgrisierted e Snglens i iameniioRRERSS. FrRSHYBK MORICS EHN° Rlaged
communi cati on, 1105&51% t§ 5 UalsBFer2EARNAD “GRRBE EIPhackBS SABERivel ) b RtnBork
alternative enBQ | ment shown in Fig. 7, a system701 for nonitoring 20
comuni cat i ongoniteristedraggmamoberased asdessplpd apayg EnterereoPrdy comsoRdRg B AEkEF. nor e
net wor k noni tQy kViBin€ QEIN el h R bel drf\BRegl Nma
network as s h%&%toﬁgg%fg.gﬁ% ﬁg}Fl?e%g%l?éggg%#q, mgnd t % rd néeB{bv?or k moni tor 700,
710, 720 are mcuphmay eobadivecot, ramate neseasomenitosyrach lopk foaFIRAIHI wigad¥el i nes
702, 712, 107 22f ngxﬁ;gg,%h %36 te&aﬁ Q FILat& 'ﬁ]ﬁ?&'ﬂh& ﬂfessZ&Q;lch?tﬂ& the7 L%Qt_cntg Qf lects
and anal yzes data Tecer Ve ?ronylts espective conmuni cations |ine as
descri bed 25 thhHTepadkiet to acengal Woniter bpianaegthe Tropbledisenyr alstemnticy. 5. In
addition to providing i ndependent data collection and analysis, a system
including a plur &itqugh B tasehings Figaidivs mcawE0g9edRpancctay genfiinge| at e dat a
received at thgmdh ffRrent ae WSR3t @in M%ﬁ%&@%these teachings are

generally applicable to other protocols and to other protocol layers and are not limited to

15 identifying troubled TCP servers. For example, in another protocol, a session may be both
opened and closed by the same node, whether it be the client or the server. In additiop, the
session payloads may be transmitted in separate packets from or on separate communication

links from the session control messages,

In a futher altemative embodiment shown in Fig. 7, a system 701for momtoring
20 communications according to the present invention may include one or more network
monitors each coupled to respective communication lines in a network 2s shown in Fig. 7.
First, second, and third network monitor 700, 710, 720 are coupled to the first, second, and
third communication lines 702, 712, 722, respectively. Each network monitor 700, 710, 720
collects and analyzes data received from its respeciive communications line as described

25 above with regard to the data flow diagram in Fig, 5.

In addition to providing independent data collection and analysis, a system including a

plurality of network monitors 700, 710, 730 may correlate data received at the different



19 network nonitors to provide inproved network performance anal ysis. For

exanpl e, one-way delay may be cal culated for data traveling fromthe first
comuni cation line 702 to the second comunication line 712. An exenplary
met hod of calculating the one-way delay is illustrated by the flow chart s

in Fig. S rerally, the "same" packet is identified at arate
Copg LAl ey

net wor kK non nd the difference in finme between when was teceived by
each nonitor is used to calculate the one- way delay. The "sanme" packet is
identified by zeroing out portions of the packet that change between the
separate network nonitors. Each of the first and second network nonitors
700, 710 receives data (step 802, 806) 10 fromits respective
comuni cation |ine 702, 712. The packetizer 502 segregates the received
data into packets (steps 803, 807) and each the index generator (504)
associ at es t BeybicHonfss taﬁwaﬁgﬁémﬁ@gmmﬁm@ Rackekanhild Baagh
packet. The record generator 500 generates a record including the tine
stanp of cor despondiesgcdaedtor fatpaeickng famitha fiphremennisben lgg 787 tatbee  dat a
packet (UDPD), abthostQbh8siduige #gcord in nmenory 505, 510 (steps 8047 808). is
The UPDP is éecppr_tolﬁ%nn o?not he récei ved packet that makes the data unit
uni quely i dent | f ARl pialyhent B Gitanh e 38k FhAGI &L GRARNDY GRIDOBR | Ne
and an | P payl oad, the Ethernet header is renoved fromthe packet, the IP
ttl and checkslignsf Cohegallvathe “spme’tengket sndentifierat hro epaigte petwprd magdtorp aod the
succeedi ng b i1 8\heh AGRK RALIBLIAY o hfiiof iS5.QH S ARAREA e 506
into a UPDP ?g{?%?? %ﬁgﬁﬁg’ﬁP naei}p_(g@sdi %%%ar _r?t for a{lsﬁerent proet ocol s and
may be 20 pr ogy delave dheSiamg” paoket s dantifiert byrzbreme outlvetiogPiithy eackst et drfngehe
first network, é}%&@JepaZﬁQn&ﬁS‘rk%@&Eed to the UPDP records of the second
1 :

net wor k noni t or O to match pairs of UPDPs (step 810). The first and
second networ k ch B tBe FRYanE AUTEH AR mbhifor 7RO RS dalilstby) I 5089 The

communi cation link 730 may be | nplemented by communication of the network
noni tors 25 fiemdisgespeckive spermusicrtiqniiayg 7%% é12vd %Ppmkmgr-‘(q?rsem@y the recerved

Al ternati vel Yia, iiEo condTie)as |59 dnb g{ch eI ieRBYnePfori 4} s‘slea%me%e%e of

communi cation external to the network over a'tel epr(lone ine, a radio
connecti on, &ceint Gimmestainpl of cadrpadiet Wigheack packe x Bgriceord ermeratef Si9aasarratessD

01188731 Pcré'ét!&gxﬁ&m]the time stamp of corresponding to each packet and a unique portion of the
data packet {UDPD) and stores the record in memory 508, 510 (steps 804, 808).

15 The TIPDP is a portion of the received packet that makes the data unit uniquely
identifiable. For example, for an Ethernet communications line and an IP payload, the
Ethemet header isremoved from the packet, the IP tt] and checksum fields are zeroed, and
the IP header and the 20 succeeding bytes are saved and incorporated by the record generator
506 into a UPDP record. The UPDP may be different for different protocols and may be

20 programmed using the user interface.

The UPDP records of the first network moniter 700 are compared to the UPDP
records of the second network monitor 710 to match pairs of UPDPs (step 810). The first and
second network monitors may communicate via a comumunication link 730, The
communication link 730 may be implemented by communication of the network monitors

25 through the network they are monitoring (in-band). Alternatively, the communication link
730 may be implemented by communication externat to the network over a telephone line, a

radio connection, or a satellite connection, for example (out-of-band).



20 For each matched pair of UPDPs, the corresponding time stanp ts2 from
the second network nonitor is subtracted fromthe corresponding tinme stanp
tsl fromthe first network; nonitor (step 812). This time difference tsl
-ts2 represents the duration for the data corresponding to the UPDP to
travel fromthe second network nonitor 710 to the first C[a}ﬁ}sx\ﬁ]rlénrmm tor

700, By cal cul"&'"AY°the UPDP, the transyission duration of a certarn

payl oad between first and second communication |ines 702, 712 using the
sanme or different comuni cation protocols nmay be determ ned according to

t he net hod descri bed above. In an exenplary enbodi nent, the tinme difference
tsl-ts2 is normalized (steps 814, 816) to account for the delay of the
first conmunication line 702. The delay is normalized by io subtracting the
delay xmit-delay for the packet corresponding to the UPDP to traverse the

first communicat *F&rka}ﬂlﬂ dﬁg@m 5@5&1 ay&%%ﬁ@ﬁgﬁ%d@% #eqloRy the

equati on bel ow. NoOrnma = (ts 1 nk speed/ packet
| engt h) Wher exehvark mepitoe i sumdeéﬁvmahmrﬁsmﬁmgmeetam t41H{eonf the Hrst network

conmmuni cation_li.ne 712...a packet on
the first cormimne c(fﬁeP %ﬁz)l Tﬁs mB reI(:‘fcon g%%%gl%%e%gﬁf@%gﬁ}op{f’ﬁeﬁgal cul at ed
net wor k del aycomagpondigy tode MO nem Boml tie stcondpueewidri grogisdr ai/O @ik firg
transm ssi on del tr ted fl.ow di a in Fig. 5 the
statistic berFé’F‘?ﬂar%’r’mmg)lgbd gﬁ Blyetl:lulteﬁpg’fl?@?m?%} %ﬁ‘g PEYE record i s
t o be gener atgglioad bebweeh ditst Sﬁﬂséco@&ﬂﬁhﬂﬁﬁm’aﬁmﬂitﬁsm 'Elllu‘sﬁlg&:efsiﬂﬂe grudiffeeent of bits
in the packet and rOV|de

ti st he record or for
i ncor por at i on“H# fﬁQSF%aég’F et‘f”B‘Fn fdﬁP 0 rmr?gﬂ 99%?’[5}%&% Afcul ati on.
20 Round-trip tines e est by s Larl aIcuI 4del ay
fromthe first to g@%&’é’ﬁﬂ‘ ?\‘gaﬁﬁﬁe% éL{Po &6 9 adot' %fzﬁggteapﬁay to the
del ay bet weengifsh mmcctdﬁet feeoddhytod tht ket cdmimiicatied w782, Midtlay is nEinnmhmﬂctyr acy
of the calcula ed tr SSi.0 nds on.the s oni zat i .0 the
1 e ol ookE o bEatb B SR SR O P SRt 9 267 e Tt wor
MoNi tOrs zs nN@yhsSeitatuN 15 Hom\thetintOdifk Bice ad illedralel Bpthd 3fhatien t&Ymchr oni ze thel r
respective clocks. In an exenplary enbodi nent, the network nonitors are
synchroni zed by r ekahalizatiNawbikTelss =qats2) f fiomspeedpadkemnictgtife source 740. In
an exenpl ary enbodi nent, the transm ssion delay is WO 01/88731
PCTI L) 501115601  where link_speed is the transmission rate on the first communication line 712, and

packet length is the length of the packet on the first communication line which contained the

15 UPDP. The calculated network delay may include components due to queuing delay and to
transmission delay. As illustrated by the data flow diagram in Fig. 5, the statistic generator
518 can receive the packet for which is UPDP record is to be generated, the statistic generator
518 calculates the number of bits in the packet and provide this statistic to the record
generator for iImcorporation into the UPDP record for use in a normalization calculation.

20 Round-trip times may be estimated by similarly calculating the delay from the first to the
second network monitor and adding this delay to the delay between from the second to the
first network monitor. '

The accuracy of the calculated transmission delay depends on the synchronization of
the ime clocks of the first and second network monitors 700, 710. The network monitors

35 may communicaie via communication line 730 to synchronize their respective clocks. In an
exemplary embodiment, the network monitors are synchronized by receiving a time signal

from a common time source 740. In an exemplary embodiment, the transmission delay is



21 generated at a | evel of accuracy |less than 10 mi croseconds, that is, the
di fference between the calculated delay and the actual delay is |ess than
10 microseconds. In a preferred enbodinent, the common tinme source 740 is
a system of global satellites such as the global positional satellites
(GPS) and eachpheisgmr k nonitor 700, 710 includes a recei vacThgbiissiecei vi ng
a time signal fromone or nore global =satellites. Wien the two

comuni cation lines to be nonitored are proximate to each ot her, one of
the first and second network nonitors 700, 710 may-include a master GPS
receiver and the other may include a slave GPS receiver coupled to the
master. An exenplary network nonitor is inplenented with a host conputer
having an 10 interface conputer on a network interface card (NIC) coupl ed
to the comunication line it is nonitoring.. As described above, data
recei ved by tgdeserdtbCatiadgveld amlmﬁbwuand@ﬁldmeseb@idmgmt 'sﬁh@ diffgrcnméremm the

conput er. cri V. rk noni the tinme of
recei pt of da‘iﬁ?gﬁé %Q?Sr?%%ldg% fsg%ss gfvs%cg%esra |nré net wor k

conmmuni cat i orenshoditriest! the Bonubdn tingd solnes 744 inasgrstémrofgbbza(smlhm gicl astbegolohl t he
time when data j.s r e 1s .comu ne, the.interface
conput er assd@?‘&?‘i—f’i %ftfsnch%)f E]S%cg PEEYorl AP qoﬂatai'}éb e Utd'l'"“naefe DEDS t he
data). By ha%ébguﬁgfh&xm&ﬁi@mfﬁiﬁeoﬁe@ﬂmﬁe@ommahﬂﬂest Aauen ihbmdmﬁmmmmmmter time
stanp the data, inaccuracies in the t el ue lay in
transferri nga‘ﬂ‘ﬁ‘éa WH‘?’F\%”"P’HW&B&“EB ’?rc’??“&ﬂ?sﬁ@“%rf 88%??"8 er are

reduced or e|mﬂﬂ:ﬂaﬁwed,-ﬂbﬂaﬂﬂcl@MhﬁrﬁPSH&&dtrmﬂw ofbbrendyih@ideagRvEGPP UL er
i ncludes an interface gl ock and 20 the host conputer has a host clock. The
host cl ock arf&“f‘f‘?éc‘iuﬁlte forlgmastfock are synchronized so the host conputer

can use the tine 0 accu atel rate.st iCS respondl ng to
the received data: gpﬂghﬂgﬁgw téﬁg ? ’tedwftﬁ%ll?sg?oerpflace TE8CK i s

i mpl enent ad aaﬁtea’ace(bﬁjhﬂitafon aﬁsmﬂnhteﬁmlcaﬁ (NEC) e@pid ettle édnﬁmdlda&on line it is
comuni cations line, the current val ue. of .t oun i S ciiated with
Chat packet . RO dserEbidBae. Sty e BN L bt SRR LRRES W ¢
the counter vahitethehbg ch@fiterC ARPHE @rscribe@hmdemeaeduGMmmmma)a;samh tioniof ed
with an absol ute %I nme_ref erence. ﬁmpfgrlbed above, the absolute tine

reference may"BeP!SHRR ’a‘éﬂmﬁﬁo’m&m@?aﬁlﬂﬁ SeP T BRE RE e AP DGR 8731

PCTI USO1/ 1566dr metrics. In order to accurately record the time when data is received from the

15 communication line, the interface computer associates a time of receipt with the data (time
stamps the data). By having the interface computer rather than the host computer time stamp
the data, inaccuracies in the time of receipt due to a delay in transferring data from the
interface computer to the host computer are reduced or eliminated.

In an exemplary embodiment, the interface computer includes an interface clock and

20 the host computef has a host clock. The host clock and the interface clock are svnchronized
so the host computer can use the time stamp to accurately generate statjstics corresponding to
the received data. In an exemplary embodiment, the interface clock is implemented as a
counter. As each packet is received from the communications line, the current value of the
counter is associated with that packet. The packet is later transferred to the host computer

25 with the counter value. The host computer includes a host clock synchronized with an
absolute time reference. As described above, the absoluie time reference may be provided by

a global positioning satellite,



22 The Bost clock and the interface clock are synchronized by correlating
the counter values associated wth each packet by the interface conputer
with the absolute tine reference- The nethod of synchronizing the
interface clock with the host clock is described wth reference to the
flow charts i %F%§§n 9A and 9B with regard to the host coppyi&finadd the s

interface con respectively. Genepally, the host conputer periodically
requests the value of the interface clock counter fromthe interface
conputer and uses this value to correlate the counter to the host clock.
Referring to Figs. 9A an 9B, if the host conputer has received a set of
packets from the interface conputer (step 902), the host conputer proceeds
to request the counter value io (step 906) fromthe interface conputer by
sending a "get counter” nessage to the interface conmputer. In an exenplary

enbodi ment, the 'Tﬁﬁoﬁmkmyh%a%mcﬁ&eam&fm@édﬁg@@k@hrﬁlgm @unigenory of
t he host corrputer by a direct nmenory access (DMA) operation and then

interrupts t%ﬂ%&lﬂ@é%lﬁ@qﬁpﬁ@ciW%@F@a‘{eﬁ'@mf‘ﬁﬁﬁ’é dhe folpe et s. 1f the
oSt COMPUL et oo She B HSfhclropDl ulorBAEK Bbkwbfife RS SrTRE Vel LS

for packets for I meout per after 1s which it requests the
count er val uem(ls‘ebpn@(l@)hc fiowehirtsdn Fl@bﬁﬁ@nda?B vislicseatd torthehasormpekenrmk'tls i ne
(step 906) when.it reguests Reskshis JaRter face
conput er receplk‘?re&‘ce51013:'%6’1r n;’scg’uén[l;}gl " E}Erﬁa%saﬁslgCLE&hf0 %ﬁﬁgg&%%ﬁc% ® host
conputer, t heofmtlﬁmfaedodmwmbﬁom the miaibtesompriesand sice fiO2e tygraehtetbi t s
currently i dle Rolp ﬁ%gthﬁp I's receiving data fromthe conmmunication
line. If not THPE P HRET g?face 20 computer sends (step 924) a "try again"
message to t he hoRtfesmppligy 9Ah1i 9B,df the hdshremipmbeiat ecavedaorind pagkets Fem r eads

t he counter | u nd su reconput ed i nt.e r (step
926) to gener@?‘é‘te WwéﬁTﬁg?é q% tekoéagggnafﬁmmﬁs{ @%%gﬁgﬁ&ﬁﬁﬁgkgfhen
sends (step @RSY06) homad iktsifed canpindrdy senaxhgue geocm:hter”rmmiagctonl;mwexfaceThe

preconputed interrupt service ti cqr ds to the dur f.tinme

bet ween 2s vﬁ?@ﬁ“%g“?%?‘g’?}?]ﬁ&mé’gﬁwcg geﬁfgecgg'p‘ftﬁesm%uﬁf Ofgrle(’%uest from
the host to wheforl bithd urﬁslefofn@merbmf@umOmmwSmmeﬂammmdmszmnpw th

t he adj usted nter val ue.. The prec ervic SRy be
det er m ned ex‘%%*lEI ShEPEIET § %?af?dh“g“ﬁ”ggﬁ cﬁﬁtfyj{g‘lﬁ% ?‘8$m%ux5%ﬁ”°?ref“%"erreasure
the duration @f oftphdkersiBd Meeddmiptkewiifd €oripadkets faa @meae perwassttd @4y, efrest f or

t he

15 which it requests the counter value (step 906). The host computer records the host clock’s
time (step 906) when it requests the interface counter value.

When the interface computer receives a “get counter” message (step 920) from the
host computer, the interface computer then determines (step 922) whether it is currently idle
or whether it is receiving data from the communication hne. If not idle, the interface

20 computer sends (step 924) a “try again” message to the host computer. If idle, the mterface
computer then reads the counter value and subtracts a precomputed interrupt service tume
(step 926) to generate an adjusted counter value. The interface computer then sends (step
928) the adjusted counter value to the host computer.
The precomputed interrupt service time corresponds to the duration of ime between
25 when the interface computer receives the counter request from tbe host to when the interface
computer provides the host computer with the adjusted counter value. The precomputed
interrupt service time may be determined experimentally using a logic analyzer, for example

to measure the duration of time between when the interface receives the request for the



WD 01/88731 PCT/US01115601 23 counter until the interface provides the
counter value. To match the experinental delay neasurenents to the delay
during normal operation, the experinmental request is provided to the
interface when the interface is known to be idle and the interface only
services ar ggﬁﬁ%nﬂduring nor mal operation when idle. ASP%?RI “N&lthose

skilled in th the response tinme gf s the interface conpu may be
taken repeatedly to generate an average service tine for use dur| ng
operation. Upon receipt of the counter value, the host conputer computes
(step 912) an estimate of the relative frequency of the interface clock
counter to the host conputer clock. The relative frequency may be used to
correlating counter val ues associated with packets received so fromthe
interface conputer until the next execution of the synchronization routine.
In an exenpl AR F %ﬁ@hr terrupt
service tine %Hﬁ%jé ti mee e@%&;@g&ﬁ&% 38 beft%{égﬁ%rgnﬁ%%??er%ynt he
relative f reqnmmxgmﬁnt; tathe detmy duriog nartrel apedatign, the expesimantaltequest pepravided t¢ he host
recei ves the go fr h er t utes
the relative L?rlg%tﬁecr? {h %ulhxﬂgenlsgogﬁﬁ{) g? lfljnen%hlg‘zﬂ t&@a{%@oﬁl??gn?e?% eqﬁ%’gf wor k

I nterfaces eah:hnmnmphl@dcmnawhcn quneﬁcsﬂdlm todmseiskilizd tn the adt |thnercspb$emnqaloérrent ed

I h t th I
he- commort clUReGoRRPOHT 200 o RECITERP b Suder i o BT e P Greipees o

associ at ed wdnHnglgdemrntecei ved from any of the respective communication

lines. Figs. 10-28 are exe Iar scree s illustratin r aphi cal
user interface ( 0 regeapto ’8 g‘:‘ﬂ‘gf’ fer eqmPRies &f; 9&%&’?’ %’é‘ba%oy a

net wor k noni tc@theaaﬁhvfe%q&e@tdmielmt&gacdabec comelty&baoéayo@pmtm krwgoni t or
according to the present invention. The dis I n F| ‘Tdr"&}(')Pep i ncl udes . a

tabl es frame "gHY5 requeappBnEbesslip TS ’a iRy aqFEGeCCH S

tabl es f nanerohDdke intdifate bapuRr dnbil Gt ndx06lctRidn bOhd sypttirboisibe it o Boxes for
user selection and text., input boxes and a second ortion 1012 V\ntb\xr: t abl es
of statisti cse"%?li”&%?i’dw%‘]E“ohc'ﬁ‘é&’é‘i’%f&“‘&ﬁi‘ﬁ'éa W‘ﬁ@PEséB’i‘Ce?mfé‘?é‘ i ch

appear bel ow tinbﬂe&edeeed A6 96 BeibiQBEputPRRSIANE it fiRh @S0 biEhdi 8 tRelal €S
corresponding to the particul ar data being anal yzed. The plots franme 1030

i ncl udes pl otttwespds timg vaen the pessiepeiyes hiv] C%"c“é??‘g t‘hcé’é“:@’lﬁ; F%‘Q%B’HEWH@‘ %
recei ved dat ayosEi@pRebORSBLd RHBentP50

15 In an exemplary embodiment, a multiple network interfaces each coupled to a

respective commuunication line are implemented as a single unit and share a common clock.
Thus, synchronization with only the common clock synchronizes the host clock with the time
stamps associated with data received from any of the respective commumnication lines.
Figs. 10-28 are exemplary screen displays illustrating a graphical user interface (GUT)
20 for displaying data collected and analyzed by a network monitor and for controlling data
analysis by a network monitor according to the present invention. The display in Fig. 10
includes a tables frame 1010, a second frame 1030, and a buttons frame 1050. The tables
frame 1010 includes a first portion 1011 with selectable boxes for user selection and text
input boxes and a second portion 1012 with tables of statistics corresponding to received data.
25  The tables 1023 which appear below the selectable buttons, boxes and fields include entries
corresponding to the particular data being analyzed. The plots frame 1030 includes plots
1032, 1034 illustrating statistics corresponding to received data. The buttons frame 1050

includes a set of user-configurable buttons.



I ncludes a set of user-configurable buttons. WO 01188731 PCT/USO /15601 24
The text input boxes and the sel ectable boxes in the first portion 10 11 of
the tables frane 1010 nmay optionally be fixed to prevent user selection of
the options and prevent user entry in the text boxes, The functions

associated w ptions and boxes displayed in Fig- 1 eR”! 1 bed
below. 1. St a{rvtB:Ot])%ﬁélostart field 1013 specifies the begi n?)rggh?iﬂgrrgﬁgrom
which the traffic I'S analyzed and its results are &played in the GUL 2.
Stop: The Stop field 1014 specifies the ending tine.to which the traffic is
analyzed and its results are displayed in the GUL 'lbus the Start/ Stop
fields 1013, 10 14 specify the tinme between which the traffic has been
anal yzed and presented 10 to the user -via the GU The coDtents of the
Start and Stop fields 1013, 1014 may be displayed in multiple formats. For

exanpl e, the cont gt fxBihfut SHRVENd the RlcEtali€boxk O MR firbtofiof 10 i the tables
Alternatively,, the contents may be di splayed as +/- hours to indicate

that a time reas]Q)@mayopyesally e fisshto prepst uehlopapl ie oty gyl BIevepiisel t o

represent t heerelid Gfexd BoNEs. THE fubfiend £5dRated N Bthe opHBRS ﬁ@b&%@ﬂsﬁ%mmgesent
that the 15 data should be continuously updated. Wndow. The ndow field

1015 i ndi cat el arpdeseribgd belawer val s at which to conpute values to be plotted
in the second frame 1030. For exar‘rPl ' user enters "I " as the W ndow

e, if a
field, theh the val Jdart] Fhepstye HglddP15 speefies therbsgiphing feeifeny athich thedwfitds The
user may enter the vgluas  LddBeuMDaous ks flitk & using units as 20

appropriate to indicaté the resolution of the plots (e.g. Is, Ins, 100us,

-to ‘indicate a tiehes@l Yioh BBd1H14 PiftRite eRind (iR DAHAWNSEALe IS tine).
An enpty Wndowfield 10 15 indicates that the resolution on the horizontal

scal e shoul d be aut@shmseed irsyesiiyare displayepionie Trle ThapthnSeristap ity 6013,

speci fies the nmaxi muygp t}lplfi @S&&%ﬁ%ﬂ@%%ﬁ&%ﬁe@@hﬁ&%@py&@% appear
in the second portion 1012 o thle tables frane 1010. If Top Nis 10, then
the tabl e 023 will % Helussiaiatis GlPndheennteaty obre ftap and Htepfiglds 1013, 1014 may

be displayed in multiple formats. For example, the contents are shown in a date
format in Fig. 10. Alternatively, the contents may be displayed as +/~ hours to
indicate that a time relative to the current time, the term “now™ may be used to
represent the current time, or the term “never” may be used to represent that the

15 data should be continnously updated.

Window: The Window field 1015 indicates the time intervals af which to

[FR]

compute values to be plotied in the second frame 1030. For example, if a user
enters “1” as the Window field, then the values in the plot field are plotted every
second. The user may enter the values in the Window field in using units as

20 approprate to indicate the resolution of the plats {e.g. 1s, 1ms, 100us, ...to
indicate a time resolution if the unit of the horizontal scale is time). An empty
Window field 1015 indicates that the resolution on the horizontal scale should be

automatically set.

4. Top N: The Top N field 1016 specifies the maximum number of entries for the
25 tables 1023 which appear in the second portion 1012 of the tables frame 1010. If
Top N is 10, then the table 1023 will include 10 rows sorted by a particular
column value in descending order. I TopN is -10, then the table 1023 will include



columvalue in descending order. If TopNis -10, then the table 1023 w ||
I ncl ude WO 01/88731 PCT/US01/ 15601 25 10 rows sorted by a particul ar
colum value in ascending order (i.e. this becones the notion ofBottom\).
5. Filter: The Filter w ndow 1017 describes a filter to be applied to the

data to be %@5’1'8% Efd' For exanple, Filter could be "protgcol.l 023" to
B ghis

di splay result or packets with |link;Ilayer protocol I|EE or data
previously filtered to showonly 1P traffic, a Filter of "host 10.0.0.1"
woul d display results for IP traffic where either the source or
destination host was 10.0.0.1. Various conplex filters are also possible.
6. Do DNS: The Do DNS checkbox 1018 converts entries in the tables 1023
froma 10 nunerical representation to a textual representation. For
exanple, in IP a nunerical representation (the IP address) is used to
identify a host. A DNJwscEREABY B phBdEar SQLME (Atud IR YscERM Ardbr i e MRRBEhel F OM
this nunerical representation” of the |IP address to a textual
representation. For thexefisiadBotidydl P address 10.0.0.1 nmay be converted to
the textual representation foo.niksun.comwhen the Do DNS is checkbox is
checked. For pr ot bcBitgr:giba&iter wagovDNS 7 dpperibey b Sitergp berrplien to the detadehebox wi | |
vary accordingly w . i . [ ' Y p
buttons 1019 next t%%@%ﬁ.ﬂﬁ%ﬁp%%%@@ﬁ%@?@%hﬂgg%gEeiEgiog%:’@ﬂm%\??re@(ﬁ{s

cont ext -sensi ti ve afspakenedh lidokyee patnodldEEES02 8 hEorristapravisbtiphliaredktd t o
Filter 1017 is selecte hel p. wi. nde Biikt er I 8.
Refresh: The Refres%’ twu yo]%n’f%lfoaﬁrﬁé (rgg\éﬂﬁgétgbto‘r?él tévgn éh%y?ﬁﬁg?‘frwpggnigs. 9.
Forward and Backwar eh8eutittentie soine of dastirestidn H3Pdasd @, 0ola ClewvescboriPI2R fikbert t ons

at the top of firstﬁlp%{tignlb]]éOM of the tables frame 1010 function simlar
to the "Forward" afid*BB¥R*™buttons of a browser with the added feature of
keepi ng the contgnts callf LI . ln caonir.ast |y £&iNg t he
FoPward" and » BakPe P by B DRGERecRg IO oy dhs SRR ol AT A 10
novenment swon a fr ampurdgyichlrepresentitaitsa tepnd eeprasesiting. Foreragpomd&nace bet ween

the various frarmes. numerical representation (the IP address) 15 used to identify a host. A DNS

{Domain Name Server) may contain a mapping from this sumerical representation
of the IP address to a textual representation, For example, the IP address 10.0.0.1
may be converted to the textual representation foo.niksun.com when the Do DNS

15 checkbox is checked. For protocols other than DNS the label given to the
checkbox will vary accordingly with an equivalent fonctonality.

7. Help: The help buttons 1019 next to each Geld when selected cause display of
context-sensitive assistance. For example, if the help button next to Filter 1017 is

selected, a help window for Filters would pop up.
20 8. Refresh: The Refresh button 1020 refreshes the contents of all fames,

9. Ferward and Backward Buttons: The forward 1021 and backward 1022 buttons
at the top of first portion 1011 of the tables frame 101€ function sunilar to the
“Forward™ and “Back™ buttons of a browser with the added feature of keeping the
contents of all frames aligned. In contrast, clicking the “Forward” and “Back™
25 buttons of a browser causes forward of backward movemerts on a frame by frame

basis hence loosing correspondence between the varions frames.



WO 01/88731 PCT/ USO1115601 26 The plots frame 1030 incl udes plots 1032,
1034 , text input boxes and sel ectable boxes and buttons. The text i nput
boxes and the sel ectabl e boxes nay optionally be fixed to prevent user
sel ection of the options and prevent user entry in the text boxes. The

functions as&g)::oié%&?d wi th the options and boxes di spl ayegricignvstgﬂlce?&gl ots

frame 1030 of b are s descri bed gﬁl ow. 1. Update Ta | ot s:
This button 1036 updates the tables and franes in a coordinated nanner.
For exanple, if a user zoons in by selecting a portion of the plot with a
nmouse, then clicking this button 1036 woul d update the plots and tables
for the selected tine range that was zooned into. 10 2. Byte/Packet Counts
(and Bitl Packet Rates) (and Utilization): This button 1037 changes between
one of three options upon selection: "Byte/Packet Counts", "Bit/Packet
Rates", and "Util Walr ks : C f: R Count s
over a certain w Eggéxlll?gt@%m ?@é%é%i%ﬁg?ﬁ&a{bgg’ F@%\%ﬁg{rdsgg%?ets or
packet s per slsesagy buttogs. Utheltixt aipit doxes entiheisetegiable bbxes anay eptonglyde fixed to

enbodi nent, t | | zed.val relative to the
i nk speed (ig}%{e&%ﬁs@%lg‘?@l gflt#%%g&a%;ﬁ/ p'I[}?c')gn S en@ﬂénn ne e%gbrox?/&l ?E]?J SEOPF cui t
capaci ty i n bissosiappd with éeaptigns a®i bokeglifplyédan dripldd] fodme ITBO of Hiutd . 1038
toggl es the I('lenc%bg eﬁbk‘l‘;e_ pl ots as described below. 4. Toggle Plot of
Aver age: Sel €Cti on of 't he Toggl e Pl ot of Average button 1039 20 toggles

whet her the average I W) . t h -axi. s of the plkots .is
di spl ayed. 5. Pl a37 ?’ﬁ%ﬁrgﬁ] E?%npdlsggtg't hl‘—’g;%é” 3? %e%é‘?{?js/tlg—ea%{’leﬁé]\%ﬁ A8 Palse
Buttons: These but tcosdindiediammen tFoodxatrhie, ipd esgr zgme fn Hyheleqing b portitn dfhlee scr een
to allowthe plots to_ b updated over tine.a 0 rol] .w ti.me. The
tabl es 1023 in the tpgqtt)rvéethﬁng) c"Eﬁul‘gwﬁnﬁ&glbgn??eq(aaéﬂg@éap‘{%ﬂﬁ%’ﬁ‘gsna“tdhe pl ots
1032, 1034. 6, Top MRibddsfortesselecid trhOtangeQR? wadwwetied iatod-i g. 10 1s a Link Level
Bit Rate plot in bytes/second.

10 2. Byte/Packet Counts (and Bit/Packet Rates) (and Utilization): This button 1037

changes between one of three options uwpon selection: “Byte/Packet Counts”,
“Bit/Packet Rates”, and “Utilization”, The plots also change from Byte/Packet
Counts over a certain window, to Bit and Packet Rates {(i.e. number of bits or
packets per second), to Utilization accordingly. in an exemplary embodiment, the

15 byte plot displays normalized values relative to the link speed (i.e. bit rate divided
by link or channel or virtual circuit capacity in bits per second).

3. Toggle Parent Plot: This button 1038 toggles the line on the plots as described

below.

4. Toggle Plot of Average: Selection of the Toggle Plot of Average button 1039
20 toggles whether the average value (not shown) of the y-axis of the plots is
displayed.
5. Play/Forward/Stop/Fast Forward/Rewind/Fast Rewind/Pause Buttons: These
buttons 1040 control the playing of the plots on the screen to allow the plots to be

updated over time and to scroll with time. The tables 1023 in the table frame 1010
25 are be updated to match the plots 1032, 1034.

6. Top Plot: The top plot 1032 shown in Fig. 10 is a Link Level Bit Rate plot in
bytes/second.



WO 01/88731 PCTI US01115601 27 7. Bottom Plot: The bottom plot 1034 in Fig.
10 is a Link Level Packet Rate blot in packets/second. The table 1023 in
the tables frame 1010 is automatically generated based upon protocols
found to be active in the interval specified by the Start 1013 and Stop

1014 fields. the table 1023 shows that bet art and
Stop tines, f%ﬂ D?K11000's) | P packets,and 919 ARP packg?g?mgggtggcelved
by the network nonitor. The | P packets and ARP packets containing 99M and
55K bytes, respectively (M1, 000,000). The entries in the table 1023 are
selectable to sort data by the selected field. For exanple, if the packets
heading in the table was clicked then the table would be sorted by the 10
packets colum in descending order of activity and if this header is
clicked again, then it would be sorted in the opposite order. Selection of

the other table ht?a%oagap&dtnﬂﬂe%&aﬁlﬁ;g{f@m}qg 1@§g%a§uv5'fa kefiRatt bibtgt r at es

the zoom ng capability of the present invention e start stop tinme
interval of 7:18112péckeistecPidy, 10 is narrowed to the 9:00/10:00 tine
interval in Fig- 11. The 15 table 1023 and plots 1032, 1034 have been
updat ed accor di nglhe tabiip2023timihe tablpy Baan 118 tsytonmpigaliy pnetatbd\bated vpermay be

adj usted by ks FRRUGbe &bt exa%ﬁeﬁ'ﬁy#x@ééﬁl&%%psgﬁﬁﬁ/&ﬁ or by

gr aphi cal sel ction, by a nouse an interva time in the
pl ots 1032, 111612410 tbp(tﬁbleslﬁ%ﬂrpwe&athemeldihs §1aay'mdr\5ﬂ01> timesoPA4KKe1400E) Bel ect ed
I nterval . Zo nerated for
the i nterval ed by 't 5kcggs‘g%§re fhgr? tg'?’l{)[ﬂém%’g ﬂ%{)ﬁd“gﬁgﬁ Ies and

Pl ot s" buttommkmehmhheMM;anMﬁ%meﬁmdmtwmeFhmm}b) es frarre 1010 to
the plots 1032, 1034. The plots could al so be updated automatically, if the
user sel ect ed t heThe'agtesirshriabie 1928 arasckecifiion sghdm))ythﬁn@ufewﬁdl@lt €orTabl es and

e i nter val AR ReLE: BbSefdBE) s o MR ABR T tld URR BBl 0,
reduci ng _Lmn@aésswlympm@e@sdmgorbgr of mvxtoeand@ﬁtkishmdmtlmhcheﬂagm,tm if i nal 25
nLeryal i s RRNAR sl BeShRSH Gud| ShEHaRS Rkl BRI IS hARFA0RE | 1

Fig. 10 are a‘user, férrp I st
prot ocol s en@mﬂl at ed vvi thin the sel ect ed protocol. Cicking

Fig. 11 illustrates the zoomng capability of the present invention. The start/stop time

intervat of 7:18/12:02 in Fig. 10 is narrowed to the 9:00/10:00 time interval in Fig_ 11. The

15 table 1023 and plots 1032, 1034 have been updated accordingly. The start 1013 and stop
1014 field vatues may be adjusted by either manual entry in the fields 1013, 1014 themselves,
or by graphical selection, by a mouse for example, of an interval of time in the plots 1032,
1034. Upon selection, the display will zoom into the selected interval. Zooming in on the
plots causes the plots to be regenerated for the interval selected by the user. Selection of the

20 “Update Tables and Plots” button 1036 will then synchronize data in the tables frame 1010 to
the plots 1032, 1034. The plots could alse be npdated antoinatically, i the user selected the
“auto-synch” feature (not shown). The “Update Tables and Plots™ button 1036 allows a vser
to zoom in several times to a desired time interval without updating the data. This provides
the advantage of reducing unnecessary processing by the network monitor until the final

25 interval is chosen.

The protocols listed as enimes in the table 1023 in Fig. 10 are selectable by a user, as
hyper-links, for exampile, to list protocols encapsulated within the selected protocol. Clicking



WO 01/88731 PCT1US01115601 28 or selecting the 1P entry in table 1023 in
Fig. 10 results in the display of Fig. 12. The selection causes the plots
1032, 1034 in the plots frame 1030 of Fig. 10 to automatically wupdate to
show only IP traffic in plots 1232, 1243 in Fig. 12. The plots illustrate
all traffic fywggisa Link layer as a line chart 1235 and abtukfnsgaffic 5
as a bar chart. This dual-isplay formatsprovides a graphical representation
of the perspective between all traffic of one level ()P in this case)
conpared to all traffic of a previous level (Ethernet in this case). 10
The contents of the tables in the tables franme 1210 are al so updated to
correspond to IP traffic. Table 1223 lists all IP protocols which were in
use on the link being nonitored between the "Start" and "Stop" tinmes. In
this particular case, only TCP, UDP and ICVWP IP protocols were found.
Activity by |d°sfiasihgthedently dtatie 1@3sprigyl@desulByin gerdidplay nfFigld@nThene tabl e

frame 1210, the table of I|I.P n by saqurce h .S, seen as illustrated in
F o 13 Tor (HEtepsmEey s TR o 4e vt Hna 0 ot Fie; DY el o i n a

source host tupbitetokBOdL oflPIP thaffd ih plotsgeRR 24366 Figy12. S hosts, in a destination
host table 1304 for traffic received by a host, and in a host table 1306
for traffic gener ahesion iibhstrabal ek foam the HASKayer 6 4 Wrieichat 35 and allrTR tdiF@8 i n
the tables fra 1310 ., wi |l generate a display .of a "host-pajrs" table 1402
Shown i Fi o % T8 She Tondeel S ol o s S sebuc rprrsetion b he r ot
packets and pyhrgsn SERIFEDELINE RNl (IPah (s Afe) baglafed ko4ll @ ofiagesiioud Jeedl pair. 20
Sel ection of g "destination host" such as 10.0.0.47 (1404 in Fig. 14) wll

further filtdfthempdnfysgase)c py the sel ected "destination host" to show only
traffic destined ﬁr host jJlustrated, in Fisg. 15 where
&8 ond to

.0, 0.47. his i

bl e 1505 Shows ERGITIES gL0E P s w4710 af Foq ot Rgere
128. 32. 130. 10pitatfichTsble £ 1kt a1l Prpadtbdols Wi Wedd i@ tsdiitieiank befag mefuddréd and st op
interval . Thus, we_seg that .only. hos 2832,130. 10 di fficto
10, 0 047 Dot et 15 S S imety [p SpaeE PELRs s ODRAY | ot s
153-32, 1534 prixotdnowddé fdhd. fAcHNE bh3B Qosnaiyaibobe tibjisredcdy stidijhgldetnaen t hese
two hosts as tgb](?ggmg DZ%I’O:[ theltggigoialggcoﬁaﬁltsl bylscl?mgerh%];tfié sCeel:? a?s' usllrlatgz? iu(i-lzqgaﬁfor the

case where TOpN=2.

In Fig. 13, traffic is displayed in a source host table 1302 for traffic generated by
15 hosts, in a destination host table 1304 for traffic received by 2 host, and in a host table 1306
for traffic generated and received by a host. Clicking on a link 1308 in the tables frame 1310
will generate a display of a “host-pairs™ table 1402 shown in Fig. 14.

The host-pairs table 1402 lists the total mumber of packets and bytes sent between
pairs of hosts for each identified pair.

20 Selection of a “destination host™ such as 10.0.0.47 (1404 in Fig. 14) will further filter
the traffic by the selected “destination host™ to show only traffic destined for host 10.0.0.47,
This is illustrated in Fig. 15 where table 1502 shows traffic destined to 10.0.0.47, all from
host 128.32.130.10 in this case for raffic monitored between the start and stop interval.

Thus, we see that only host 128.32.130.10 was sending traffic to 10.0.0.47 between
25 the “Start” and “Stop” times. Note that the plots 1532, 1534 in the plots frame 1530 now
show this activity between these two hosts as a bar chart 1535 and all IP traffic as a line chart
1536. Colors may also be used to distinguish the data in the plots or tables.



1536. Colors may al so be used to distinguish the data in the plots or
tables. WD 01/88731 PCTIUS01115601 29 If the TCP entry in table 1223 in
Fig. 12 is selected, we nove up the protocol stack and the tables franme
2610 is -updated as shown in Fig. 16 to include TCP |l evel counts for each
under |l yi ng apRbipggbion 1612. For exanple, there were 27K HETRsqivwsdd) packets
whi ch contai ned 21 MegaBytes which wernee received during the designated
time interval 5 1n Fig. 16, if the "TCP fl ows" button 1604 is sel ected, al
TCP flows are displayed wth their tine durations and performance netrics
as shown in Fig. 17. A TCP flow contains a set of packets belonging to one
TCP sessi on between two hosts. Each flow nay be plotted or its
correspondi ng packets viewed by selecting the "plot" button 1702 or the
"pkts" button 1704, respectively, corresponding to the desired TCP fl ow.
Note that if the DBahdI(P aypyionblnd22iadigeens skkted vedyova lup thE GRtdgolstack P

addr esses woul d,.be .repl ac by their respecti names .G
f 00. ni ksun. co Fhei"‘béfég?‘“ﬁgg”’d%" rdgtﬁgfsesli]?wglﬁgﬁgby € I”im?:r"%fs r?gdj gen"’%h()ct0 W‘et?fo{ faﬁ}%s such
as the ones nbalyirgdeplichdign 161 ot &xantipy thive sere Q0K BITAP (Weh) Padketd Whickf a user

clicks on 10.0.0. 4 708) , regated flaows, for. hgst .10.0.0.47 will be
di spl ayed as ?H@%ﬁ‘zglﬁﬁﬁagg‘ei’gﬁg@\"ﬁrgmfgv Bt e ?emﬁagc‘#%%tcgﬂ'gi nating from
host 10.0.0.47. The.di ol i g.,,13 i ns er, by appl yi a
FiTter sel betive DoRENEHEY st e Ao oo i GEAAT G Rl rindt] *.1 7
Further filt ewish GéNtime ddrdtdhs sndperfapphde @ty achbwkin®p. 0T ATHR ok oadisns
(hyperl.uils) in Figq. . For e le, in the "TermMhost" colum, if a
user selects %??E?tj;i%e@ .%g9Wf8%WWWHQFWGWO};P%‘?ng;&bé?‘?}\ﬂ@hbeﬁé%qed

10. 0. 0. 47f (asorst® bﬂrf@ﬁor&ﬂ@pé&ﬁ&i viéﬁeglﬂ;y@el&ti(x@ﬂ]e teisit’ bitenilooD) oralfee‘pﬁis"stlmhag/ e 19 : FA
""TCP perfor e" selection e. provi in e _scre i ay o ig.
16, Tor 20 o Rprteory. cyeer R e AR T Bt B Bk g on
the "TCP per fieanBacaecttty RETCP RMér IPRAHEQEWalEberefidcedbyliBfPrel@ttivE Ghindr €

di spl ayed as shown in Fig. 19. The whole,6 tables.fra is.displayed in Fig.
19 or clarit F-ETfﬁ%-m&F@ﬁP‘gir ‘?*H%fﬂ@é%gg‘ég“ﬁ'ﬂ%”{f&yé nrTE"ie ﬁ‘ﬁ-suc BbT'e"™hd a

"Troubl ed TCRLS8MEHS pattiodhithobtQlichi48 €001 B If b Wer ARkS & TO.OWM THCRG! | ents and
servers (TopN field value of 2 e ti i nteryal specified by the

. Ove tcg
Start and St o"pﬁg’feig%?%}"sﬁ?ihf’ﬁéo%)gﬁl? é‘%ﬁ R BRI Hes S 8y! Sreasur enent s for
each TCP client or.sgryer: *1,{%‘1\? of. Connecti.ons; I,.S-is.the.total .nunber
of TCP connection glgt ﬁf{s\fiﬁgs zg ows ongmatmg%'om hostSlU.O?Bt}W SThé display in ﬂg.als 18
15 generated by applying a filter selective to the 10.0.0.47 host to the data displayed in Fig. 17,
Further filters can similarly be applied by clicking on other hosts (hyperlinks) in Fig. 18. For
example, in the “Term host” column, if a user selects host 10.0.0.5 (1802), then all TCP flows

between host 10.0.0.47 (as source) and host 10,0.0.5 (as destination) are displayed.

A “TCP performance” selection may be provided, in the screen display of Iig. 16, for
z0 example, for generating TCP performance tables. By clicking on the “TCP performance™
hyperlink, performance tables 1902 for TCP are displayed as shown in Fig. 19. The whole
tables frame is displayed in Fig. 19 or clarity. The display includes a “Troubled TCP Clients™
table and a “Troubled TCP Servers” table for the worst two performing TCP clients and
servers (TopN field value of 2). Over the time interval specified by the Start and Stop fields,

25 the tables show the following measurements for each TCP client or server:

1. No. of Connections: This is the total number of TCP connections to the client

OF SErver.



or server. WD 01/88731 PCTIUSOL/ 15601 30 2. TCP Data Bytes: This shows the
total nunber of data bytes carried by all the TCP connections: 3. TCP
goodput (Bytes/see): This shows the TCP payl oad throughput (application

t hroughput) or TCP goodput. That is, the total nunber of 5application bytes
di vi ded by ti%f%&7%]akes to send these bytes averaged overpctr}%g?]ﬂq er of

connecti ons. hr oughput (Bytes/seg): This shows the total nunber of
bytes carried in the TCP connections divided by time (TCP flow rate). 5. Avg
RTT: This shows the average Round Trip Tinme between the client and 10server
over the nunber of connections. 6. Avg Response: This shows the average
response tinme fromthe server to the client. 7.Retransmt % This shows the
percent age of TCP bytes which were retransmtted (due to congestion, toss,
or delay, or any other reason). isThe TCP performance tables may be

custom zed to add,oth [ : i St 'y I- ser

I nterface. Sel ect iz'ng ﬁ%ﬂﬁ%%%gg?%hﬁgﬁﬁgﬁgﬁ%oﬁguqyﬁgc%&tbkgﬁ (tzlﬂiéspl ay
of statistics for web TQPxfofipestionsht t p) as shown in Fig. 20. An "http
performance" selection may be provided, in the screen display of Fig. 20,
for 20 exanple, Por JQGRewdpmdBriessec)Ehis howathed CPapyieas threyehpiti cki ng on t he

"http performance" hy . e re
di spl ayed as shown i anpgg%E@%{éﬁ%%??g%%@*’lézh%}%an%ft%ngﬁs’eglogyed in Fig.
21 for clasity. The diapplcatyon hyth didiled by tinfy ibtabésdalseniiWheseClyieemiesited @bt the and a

"Troubl ed WWV Servers” table for the worst two performng WWJ clients and
servers (TopN field vzflu?ggo(’?c?%?cn%s'me nmetrics in the http performance

tabl es 2102 may bg ge i el ..t roubl ed
o) 5, ZA02 ) 0 OSTRC L 0FA00, o, LU b o B
the TCP connections divided by tirne (TCP flow rate).

5. Aveg RTT: This shows the average Round Trip Time between the client and

10 server over the number of connections.

6. Avg Response: This shows the average response time from the server to the

client.

7. Retransmit %: This shows the percentage of TCP bytes which were
" retransmitted {due to congestion, loss, or delay, or any other reason).

15 The TCP performance tables may be customized to add other metrics or delete

existing metrics via the user interface,

Selecting the http hyperlink in Fig. 16 results in the display of statistics for web traffic
(bitp) as shown in Fig. 20.

An “http performance™ selection may be provided, in the screen display of Fig. 20, for
20 example, for generating hitp performance tables. By clicking on the “http performance”
byperlink, performance tables 2302 for http are displayed as shown in Fig. 21. The whole
tables frame is displayed in Fig. 21 for clarity. The display includes a “Troubled WWW
Clients” table and a “Troubled WWW Servers” table for the worst two performing WWW

clients and servers (TopN field value of 2).

25 The metrics in the hitp performance tables 2102 may be generated online and

displayed to the user as troubled www clients and www servers or may be fed directly to a



WO 01/88731 PCTIUSO | 15601 31 network managenment system for imedi ate
action. These netrics can help a network admrers nor to identify bad
servers and connections. This information may al so be used to as the basis
to notify the web server operator to buy nore bandwi dth or to fix his
server. Furtfgg,sshd; can be used to notify clients that tRey ER%sdged nore
bandwi dth or they may need 5 to choose ;anot her service prOV|ger.
Accordingly, these netrics maybe used to inprove the quality of service
given to users and ultimately may provide further revenue to the network
adm nistrator. For exanple, in the table "Troubl ed WWW Servers", the
second server |listed (204.162.96.10) had about 33% web aborts. This could
indicate a potential |oss of 33% of the custonmers fromthis web site. ho
The tables franme 1610 is updated as shown in Fig. 16 to include TCP |evel
counts for  erRsRritisRE YD sER b if Ak adkd 2 ThdsOheB¥AHR hep abRteb/ Were 27K
H TP (web) packets whi.¢ch. contained 21 NggaBéIes whi ch were received
during the dé@%ﬁ‘r‘&?‘é‘rd‘ot‘ GHLYOR¢ S irmIand oprgRrtise ditsigfarmstion May AobeRgesdr | i nk
1240 in Fi g. adthe b¥és tTRYEy the web Serlir 85246 to Bilyakdte bAANidNG PRk @vepf Fig. 22
Is provided to illustrate |levels of UDP traffic. In the tables frame rs

2210, a " UDP fughes it @pifryd i ngfiecdionts thel pyimay agedgpesnbangwidéh griticy yag secdeach
UDP appl i cat ix9bhoBle anbihk? sB‘Q{c%%roﬁ%r. RXEHRL Géﬁe%&h&% )ﬁcm%&ﬁ[qﬁ&re? at there

were 453 domai n packets wh cont al ne oBytes. Note that U
bandwi dt h us&gdithelsemite yvabyserpand 2bdmstely shay rroide fuither feyenue tatbt wetd@R3 i n

Fig. 12). Th o I e I e r Wi ch
dwarfs the U%?’m%ﬁt%? gf}ﬁ %‘%%@L%&% i élgm(??/ ﬁdm%&éf hég{?é?%lglgs?’g@ﬁh%nt
Di spl ay” t he RR4ei62 8610 hashebeniGie web ayortsa Tits could jpdisnte & petcrtBPlosy IS of i hi s i

not illustratgd) st Pl @ik or 1P (parent plot) will be renoved.
Sel ection of‘ihénagdk " utf%d 2202 in Fig. 22 results in display of an

applicatign | ayeqmangtyeks 18fo Vidka h FBHE GhfA0 For 25
shown in Fig. 23. 25 Selection ‘of thegg%*%%ﬁggﬁEgggﬁégﬁps%ﬁaggo4 |§xthe

buttons fie Z2B80wpslymegpplzationdibld Fonexdmml, thire akie 23R KGR $webd padhgamhichn Fi g
24., Si t Lo - - ket d
ince antasey%rﬁemﬁg%ma? {eﬁtﬁwdgmﬁl the %ggﬁa%%m%@éc ets an

their contents can be vi ewed. sint ay of g. 24
Upon selection of the UDP hyperlink 1240 in Fig. 12, we move up the protocol stack

and the display of Fig. 22 is provided to illustrate levels of UDP traffic. In the tables frame

15 2210, a“UDP Lével Comnts™ tables is displayed showing activity for each UDP application or
UDP port. For example, the display indicated that there were 453 domain packets which
contained 69 KiloBytes.

Note that UDP bandwidth usage was only about 0.32% of the total IP (see table 1223
in Fig. 12). Thus, the plots frame shows only IP traffic (RED graph} which dwarfs the UDP
20 traffic (in BLUE). By clicking on the “Toggle Parent Display” the user can now zoom the Y-
axis onty on the UDP traffic (this is not illustrated) as the plot for IP (parent plot) will be

removed.
Selection of the “MBONE” button 2202 in Fig. 22 results in display of an application
layer analysis of MBONE (Mulimedia backbone) sessions as shown in Fig. 23.

25 Selection of the “View Packets™ bution 2204 in the bumons frame 2250 in Fig. 22
gives a domp of all packets as shown in Fig. 24, Since the network monitor can record all
packets, all packets and their contents can be viewed. The links in the display of Fig. 24



WO 01/88731 PCT/0S01/ 15601 32 allow a user to flexibly filter the data
streans. |If the user clicks on 10.0.0.12 (2402), then the next screen of
dunps will only contain packets to acid froml| V,V.0Q 12. hit hat next
screen, if a user selected 10.0.0.5, then the updated display woul d show
only packets-@g%wggﬂ 10.0.0.12 and10.0.0.5. A user coul d pahsQufi4det her
qualify the dunp by selecting ports. Vasious options s for dunping packets
can be applied by selecting a type of dunp fromthe sel ections 2404 at the
top of the screen display. Selection of the ' Recormend"” button 2206 in the
buttons frame 2250 of Fig. 22 results in the display of real-time capacity
or bandw dth recommendati ons for the network. Upon detection of selection
of the "Recommended” button 2206, the network nonitor uses a 10

mat hemati cal nodel to interpret the data being viewed by the user to

provide recomeRRGriON&iPAfIRA e \Ghid stheakis 2 Greliyer 3Rck8 B 10.6.0112 @A0L)Qhenbdrer
types of traffic) or an setting oflinklswtch capaC|ty to obtain a

speci fi c qualTeT\PoEen SSRFpTEi! By Faral PEHen osPa tipa il 0 122 Brfbat apid SSREwWh i n

Fig. 25 A usgirsoBdeEdio s @ﬁﬁﬂfe%ﬁda%ﬁﬁépiay“@ﬁlﬁw&%epa\é@t%&ﬁlm @2 | oss
rates and nBX|nun1deIa s to obtain recommendations on the capacity required

to support tH®d1808as ﬁr@a ceia lpq prthyr quadily the gumRyy selsetingppis. ofadpysopfions
anal yzed. Fi gg; é%é:pﬁﬁ%a&@rs loddd Bé%ﬁlﬁ& 8y LdlRrsLOQpaR G ﬁ@:ﬂ%hé’g@]e%n§%4 be

provided. 1n an. exénplary embodi ment, the User may select a particul ar
appl i cadnnr dhetonof By syeen BePlpnd” for whi ch she wants to "size" the network
resources for a partlcular uality of service |evel, Broprlate

subroutines in theéelfdionste mgpody HEE 2704 iy $i¢ bpess ame P eWIogFisaidpl i cati on
ro traffic andafah t’@e‘ﬁtspia}'b?ﬁh\hﬂ@etc@pacmwﬂ@tﬁ %&ﬁ@ﬁhmﬂ%&hﬁé Hnddne

mat hemati L:ai__nodel, and estinmates of the paraneters, as well as parameters
of quality ofUmserdgiegien cbwlerticref fhecReqommsaded” bution 3206ntse RESPRIERIDHG SSEsEr ane

rates, etg,) ﬁﬁﬁeﬂﬁﬁ@ﬁho&&%ﬂ&ﬁéetﬁfe%ﬂa%&ﬁ%e&é&% u?éus&tté‘};ﬂo%é cal
nultlpIeX|ng galns capacity requirenents, fer allocations and

provi des t he TeeEymenfiztigns W%@mﬁwwﬁz@m@fdﬁh%wmw £Xar ep
confi gurati Orb%nmgsiilﬂ%&'itéh%ﬁd-&k%%maﬁf PRI @m%? PRRATEE Vel fith FRHL 2€

network utilization e maetlng t he servi ce reqwrerrents.
Such r ecomrerif8? aespvwaantiseSc drsuteny coier @sweéapalmrféems vausitsech és lope

statistic is ﬂa’@gﬁatd%qax{nﬂﬁn SYHE ¥ RARKSLonHenBatS i on e RRLIFIRuiRRkORGHHGnL ©
di fferent services an e 25 ao L

is desired qumu_y of service for the iype o1 & fic aucu)u:.l:d Eg‘ and 26 illustrate th

recommendations which can be provided.

In an exemplary embodiment, the user may select a particular application. and a “busy-
period” for which she wants to “size™ the network resources for a particular quality of service
level, Appropriate subroutines in the network monitor then analyze the particular applicaﬁon

¢ iraffic and extract or estimate “model parameters”. Using the mathematical model, an
estimates of the parameters, as well as parameters of quality of service (such as packet loss
rates, networlk delays, frame rates, etc.) the model computes statistics such as statistical
multiplexing gains, capacity requirements, and buffer allocations and provides the user with
optimal recommendations of switch/router configurations, network resonsces, or server

25 parameters to maXimize network utilization while meeting the quality of service
requirements. Such recommendations can be computed on a real-time basts where the

statistic 1s updated for every packet or a set of packets belonging to different services and
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el ements along the path for each flow on optinmal configurations to enable
dynam c resource allocation to nmeet service quality requirenents. The
x-axi s 2602 of the graph represents the nunber of users and the y-axis 2604
represents capaci/ssysi n bits/second. For a desired nunber gCTASerE§oit he
capacity can. be read off 5 the chart & froma display of corresponding
tabul ar results. Fig. 27 illustrates a display simlar to that in Fig. 22
for the case where the Do DNS button was, selected so the IP addresses are
resolved to their registered nanes. Fig. 28 is a display showi ng statistics
that are displayed upon selection of the "Statistics" button 2208 in the
buttons frame 2250 in Fig_ 22, Upon selection of the 10 "statistics" button
2208, the network nonitor conputes various statistics based on data

currently beifefiboskenrbe providedao pFwprk clesevpiianathepa foseack §ow AL PRI packet
si ze di stri DYl enSaion b O A8y Hsbdl 10880 DN (RIS RRELLL T ent

bandw dt h usage by domain, aver-rage response tine per s€rver, average

round-trip tine b@&@@&ﬂs§ﬁb%§ﬁ$§k@@ﬂﬁm9ﬁkﬁmxﬁﬂﬁaQ@&%ﬁﬁﬂ@&ﬁ?eﬁgﬁaﬁjCS- 25
The present invention is not limted to a particular division of functions

bet ween the WerstEnisGptiben MividcmAetatevrarambsopinseaiie caprsits emde FOAStof t he
host  compul el @gifinlofom a isplaf BBt b AP RS PRE A IRER dibyn0! @
computer. Interface wth a network nonitor according to the present
i nvention is fetarite diptiedigt B fortde epsevharihePp BB batten waspelpaedsothetlRe  net wor k
bei ng nonit orgd.or N i Jine. 20 Fig. 29 illustrates an

Srefes BORLAGL tS%@I nlclﬁ%!f&ﬁs‘dl ngn%}ei

exenplary nonitoring system a network nonitor 2902 (NetDetector)

which is coupl ed & % i§hbiRbiaf YIWHESGREE Rt Wt MRp BRI R1R1idAR 1R906. The
network nonitor 2902 receives (nonitors) data communications &érafflc) on
conmuni cat i on Statipifs” g 24dn e buitons fraves 1230 1 B @ReVBonfselsehonisbivgat a based on

the charagy erisgliles” itod £08Ghe RACKEhSnitol Bfngifk ‘Oﬁit’olﬁs g@ﬁﬁésga%sea 30 ﬁaﬁ?he“

provi des the sel ected packets to one of aplurall 7 25 data

processi ng untursntydnRg vizgedby thguspr. Expmplagsiatiis iﬂdhﬁﬂ?ﬁk%éﬁ JisprEpng el y
provi de recei yed - DACKShfonk YaldHad 8l RF ORES SiAFiddNishs 19 oY, SL9%L and

| ater retrieve the packets o ' ;
response time per server, average round-trip time between server-client pair, and performance

metrics.

15 The present invention is not limited to a particular division of functions between the
host computer and the interface computer. The functions of tbe host computer and the
interface computer may be performed by a single com puter. Interface with a network monitor
according to the present invention is not limited to the user interface and may be via the

network being monitored or another communication line.

20 Fig. 29 illustrates an exemplary monitoring system including a network monitor 2902
(NetDetector) which is coupled to a first communication line 2904 via a tap 2906. The
network monitor 2902 receives {monitors) data communications (traffic) on communication
line 2904 and selects certain packets from the data based on the characteristics of those

" packets. The network monitor 2902 then provides the selected packets to one of a plurality of

5 datg processing units 2908, 2010, 2912, The network monitor can immediately provide

received packets'to the data processing units or may store and later retrieve the packets

according to filtering criteria. The received packets may be selected based on one or more of



according to filtering criteria. The received packets may be sel ected based
on one or nore of WD 01/88731 PCTI US01/15601 34 a source address, a
destinati on address, a packet type, an autononbus system a source port,
time, a destination }nisi, a network identifier and a pair of hosts, for
exanpl e. Thi swanpgkdrtecture allows a network nonitor 2902 whiraeimasia | ar ge
t hroughput and | arge volune storage capacity to performa data processing
functiominparallel. for each 5 of several selected groups of packets using
data processing units 2908-2912 that have a throughput capability |ess
than that of the network nmonitor 2901 In an exenplary enbodi ment, the data
processing units 2908, 2910, 2912 are intrusion detection systens (|)Ss}-
The network nonitor 2902 provides groups of selected packets to each IDS
to allow the systemto scan for intrusions with a higher throughput than a
10 si ngl e i nta sesiceadddess, ecibsuoztion yédresma pithet t3yes wemtonaip ogysystem, 2gotrbeport,

I nstrusi on detecti,on_system based .qn.t-he crit.erd.a . for _sel,ecting packets
that are receiad “Pus Hé"‘(‘:’(‘)’r"rj%uwﬁ’l"(:"éf'fhéﬁ “Flg?l’é‘.‘" AR BT Sry  enbodi ment,
the network nonitor d . €l ' Si ge
media and playing bagﬁﬁ%ﬁ}é@gﬁ%ﬁgd Aﬁﬁﬁ%ﬁ@fﬁ&e&a@o@@%g&%@@;&;&%@;@ﬁ N)
over to diff emdidigd oBmiestotape capesity toperfpym g tiste proresgnsipsdioo nspatillelfot ¢agh f r om
network capture deyices.to output interface(s). ar. SLOg units
Whi oh y be Sia e e Pitket Bl (R ERE o s SOF RIS AY 0t Ton
line or may biraughparcapability jetsabhnftiat nfrbe nebwek sonitor 26y be identified as all
packets from SOURCE | P-> DEST IP or everything fromone SOURCE I P or

Net work or TCP fl ow beihwaeeremplagaimbodinehiotht datoprob¢Fiiie dnlito BN RE2wea pai r
of hosts or U ackets from hast _or Net wor or_.exa e.r ystem
b ovi des | mprOTE GErERP B TRer (el BERe o0 pal b sy

sel ect packetmckastodachtlDE udtilowthetspstdanh®e schinfféranteusionsiaitiaa pigioe ds@ighgpt kb s or
| DSs by seL ecti n%P%I]AiO packets gl](])rrespondi ng to port scans for a single
port for dif st# Nt o & pa?’ftl Ccular IDS. This also inproves the ability

of the systemto i ' : SsPlsi 5%&%1@ ' an._eccur 25 at
slow or fast rat esT(;ﬂ g%c\%éﬁgbﬁﬂ%g@g rof%g% %ﬁﬁ nia Ség‘&g%r@?%g?%r

di stributed delrictds retketsdlat o cociatd fawkde tovknipitae bre. dmenakopeyt raf fic or
"behavior” f r%@o@ﬂ&hé th%rnetufgﬁcrﬁonﬁgmgsrtﬁg b§ Sther recording sessions on a storage media

and playing back sessions (or flows, e.g., TCP/IP flows — SYN-FIN) over to different IDS

15 devices; or by streaming sessions directly from network capture devices to output interface(s)

or data processing units which may be under the same or different protocal as on the

communication line or may be in an encrypted format.

A session may be identified as all packets from SOURCE IP-> DEST IP or everything
from one SOURCE IP or Network or TCP flow between a pair of hosts or HTTP flow

20 between a pair of hosts or UDP packets from one host or Network, for example.

The system provides improved detection of port scans over a system that randomly
select packets for distribution to the different data processing units or IDSs by selecting all
packets corresponding to port scans for a single port for distribution to a particular IDS. This
also improves the ability of the system to identify port scans or address scans which can occur

25 at slow or fast rates; networks, hosts from which Denial of Service or distributed demial of
service attacks took place; anomalous traffic or “behavior™ from hosts or users compared to

historical (time of day, day of week ~ to set standard or thresholds) activity: fake or unusual



hi storical (tinme of day, day of week - to set standard or threshol ds)
activity; fake or unusual WO 01/88731 PCTItSO /15501 35 transactions in
e-comerce, e.g., sudden activity to transact trades on the stock exchange
for different users fromone A add . Fig. 30 illustrates a hierarchy of
net wor k noni tygg4s04; nonitoring a network The hierarchy aglh@wh kk
centralized managenent of the network nmenitoring systemfroma single 5
interface. A user can view a network of network monitors and their

hi erarchical relationship to each other. Any unit in.the network can be
configured and traffic statistics can be viewed froma unified user

i nterface. Centralized Managenent allows for the unified configuration and
access of nultiple network nonitor (NetVCR) nodes froma single interface.
Network Monitors are a- ged in 1is an ancestor/descendant hierarchy;
ancest or s nuitfahdttoni fifodofiaiere)e. fj308den iR todLE GeNEhAN & thedislk daBaRBdant S
report their status (%%d t“thc"?ﬂt atus of any of their descendants) to their
i medi at e an CHE S SSSPRETEER LT #9°5%d Managenent interface allows for easy

viewing of all dEgGeAlhstrites 10E@Ehy FREWBIKANIBIES fRGRRARS @ nifwdfi iThe Anal ysi s
and netW- ei .nonitor configuration interfaces. is Wen a new network

nonitor i s adifEcylewsonerigicgd minsg@pgtolity seveEbRerpHRR SR Lm 2 wRglq | 2

address 0fs i tiferdA0eAl stk BanBASESlBork ef&ﬁmrﬁmmﬁxmg Rl hRtdGicaPfeREERGip The ne

descendant network nonitor registers with the ancestor node, supplying

i nformation Abeagh ofbers dyup veihia thepstwodeers dp gepisared idraiirctatistiss cani teiepiedat e a
record of thegdesgeidaal: if@fcgdescendants) in its database. After
regi stration, the descendant periodically sends a keep-alive nessage to its

20 i mredi at e anceSugplizef Magaggment eheparfor the vyiBefrprfisufationrudtaecessof madtiples e
ancestor wl| 4l b\ [ Ot Rt d d the
ancestor wl Inetg)gf“? e g@%ﬁedgﬁgﬁgpgcfi%%gﬁc& to g%m%&?‘%%?%m%g.ea% g. 31
i |1 ustrat #s aneenssteridescepdintinerargisbancestyramaimfaiiciefopfatign piost theicddsesatiantset wor k
moni t ori ng i‘gﬁ%?!}@ BN, ' - ' c'" "view
V. the N m%ﬁ&&qﬁ%gﬁgrﬁbk e :a%tqer f aces%g%agp ?%%I%Fsﬁéng%%o {hﬁig

hi er ar chi cal irekdiste aresHpn To¢ Certalized Mapegemistint@Ree alvs forBhey viewdg of kkw can be
expanded one gLevel . abad dub MRviadl o0l RE-LNE AMSHEs £&a 8Lk somitor configuration

interfaces.

15 When a new network monitor is added to the network it needs to be configured with
the IP address of its immediate ancestor to begin tie registration process. The new descendant
network monitor registers with the ancestor node, supplying information about itself and its
descendants. The ancestor will create a record of the descendant (or descendants) in its
database. After registration, the descendant periodically sends a keep-alive message to its

2 immediate ancestor. i a descendant is removed from the system ihe ancesior will no longer
be receiving signals from that descendant and the ancestor will set the state of that descendant
to down (offline).

Fig. 31 illustrates a centralized management interface of a hierarchical network
monitoring system. Centralized Managemicnt provides a “family tree” view of the NetV i

25 network. The interface graphically shows the hierarchical relationship of the various
NetVCR units. The tree view can be cxpanded one level at a time, zllowing the user to drill
down the NetVCR network hierarchy.



down the Net VCR network hierarchy. WO 01188731 PCTI USOL115601 36 The |eft
pane of the interface contains the NetVCR Tree View. It is simlar in
format to a .file nmanager's representation of directories, subdirectories
and files. The Tree View has three tabs across the top, Analysis, SLA, and
Alarns. In Figoo3asrsonly the Analysis tab is inplenented.rpcAtushinsednr t he
Tree Viewis fully collapsed, neaning tisat only the root node is s visible
in the tree. Double-clicking a node will expand it one |evel, revealing the
node's i mmedi ate descendants. Doubl e-clicking the node again will coll apse
t he branch. The icon to the left of each node nanme indicates its role in
the Net VCR network. An icon of a globe indicates an ancestor node, and an
icon of a conputer indicates a descendant- only node. If the icon turns red
then the node is currently offline or the communication link to between

t he descendant andhakéesienf titagedrse rontapstthe Met TR Gree-Vidw. dilds omila imfoeat

popul ates t he work Traffic ta-Jable, to.the rij of -, the Jree View,
B Eh ot or mat anteiBtteer e Rl PLdRste e, PR R e e e Vi B ne
fol | owi ng i nfthremedbs annoss fRe ept AedysiSNSLA »ad Abeiny daBig031, e thblaihMER thihat

recorded the dataset 5 ]nterface: e interface type of the dataset.
Status: The r'&th WP%%%&?%&W vtfll ls(ﬁ’i{}ég‘éﬁp?e‘%ﬂw%ﬂﬁ%ygﬁé"%?o ke

fol | owi ng £ ouwisible & tiesee. Bamir-dickigg a Side pilbekpay iCtieVael, Reenifgihdgodnd Archive
St opped (refer tq. Chapter 3 fo .he definition gf each term. Comment: The
et hoet Name OF i oaent. Hebishrimedn it el seBBChin at o 20
Page. Data Start gneichitoahe3e®pf eadlmiods hidid indbllesSts Bdle fnitheESet OER b&Rodtas@aset .
Devi ce: The ph sif\(@ i nt.erface used for recording traffi¢c data. At the

bott om of t he'*RihAFIPe PACAtPT 20 2PERSQT Aoghand a7 iog of 3 CorpYierRdigares # desrendant-

hori zont al anghly@sik. IC@E icBi tuths kddBS R MclOR chidditi® ofRGE 1S colahas@tiohRk been
selected fromthe 25 Network Traffi¢ Data Table, the Dataset Operation Menu

to the ri g‘Plt_‘Eﬁt“’?eH egsiesp BPfﬁa‘!‘""és“’rt'}%e%]BS‘speci fy the paraneters of the
data to be di spl ayeghgleldien en 4 hedk gopuid (2N etwdHk Traffic Data Table, to the night of

the Tree View, with information about the datasets on that node. The table provides the
following information:

Recorded On: The hostname of the NetVCR that recorded the dataset.

15 Interface: The interface type of the dataset.

Status: The recording status of the dataset. It can have one of the following four
values: Recording, Stopped, Archived Recording and Archive Stopped (refer to Chapter 3 for
the definition of each term).

Comment: The Dataset Name of the dataset as defined in the Dataset Configuration

» Page.

Data Start and Data Stop: The start and stop times of the dataset.

Device: The physical interface used for recording traffic data.

At the bottom of the Network Traffic Data Table are two buttons that enable 7
horizontal and vertical grid lines on the table. Once a dataset has been selected from the

25 Network Traffic Data Table, the Dataset Operation Menu to the right of the Data Table is
used to specify the parameters of the data to be displayed. These fields and buttons

correspond fo the controls for dataset analysis.



correspond to the controls for dataset analysis. WO 01188731 PCTI USQO /15601
37 Start and Stop: The tine interval that is desired for analysis. Refer to
Chapter 4 of the User's Guide for details on specifying time intervals.
Protocol Layer: Apull-down nenu list of the protocol |ayers avail able for
anal ysis (ingbydksrgn Frame, Link, IP, TCP and UDP). s Analp¢afisei@sésgki ng on
this button connects to the Net VCR Analsysis Page for the selected dataset,
-using the paranmeters set by the Start, Stop, and Protocol Layer fields
(refer to Chapter 4 in the User's Guide for nore details on this feature).
Configure: This button connects to the NetVCR Dat aset Configuration Page
for the selected dataset (refer to Chapter 3 in the User's Cuide for nore
details on this feature). 10 Reports: Cicking this button will connect to
t he Net VCR Reports Page and allow the user to view Standard and Custom
reports. Schd. Regtaisid Sidpt Thodtihé mtbr\faommﬁcﬁcsjrédfoi delybie RvfeRofehagtert 4 of

Confi guration, Page, for el ect dat aset and the chosen protocol |ayer.
An Autonom)us‘hgg éﬁPéi\%qu%‘?e?ﬂ@P?? RO B tSwor ks operated by one or nore

i's network operat @kdtéeol Meﬁ'hA?ﬁﬁ-d@wSm&ﬂ'l@t AR pedteRl layerdRbiladRdoxhiggnal
routing polic A user - _peC| |ed filter maybe used to define the

aut ononous s QCB‘H\UEWE& &4YEPFY  qualification could be (net
121.097.0. p mask 2@55{%5&11@@1@011%5 mt%Ac&%&ﬂasﬂ%b?e‘éﬁcﬁ&éaﬁs@i’a@rfm thdret

121.100/16). A distributed network nonitor allows for correlation and
aggr egat i on OFeleptad gatasely wing theyprameters ek iydhadtarty §iog. aap Prjesolaperdiclds Epfsytoof

events (e.g.,cigekeh (¥ ULP6HaE iRmble\elalld orAfik R3&rdHNE network (to the
source). This is effective due to accurate tine stanps across interfaces. A

networ k nonitor c&enfigeeiThisdutignaonnests 0 haNrd 4R Dataset Configuration Fage fonige t
scans on al | sefRDiLd At RO (et to &R R m%etﬁgapg émeyfoﬁlnloreedaﬁaﬁym% Rlagye)pat t erns

I ndi cating denial of service a terns 1 ndicating coordi nat ed
deni al of ®ervi ceRapftrﬁcl@bcklmblmbm@amﬂbﬁ@ﬂmtd&gl“ﬂvﬁ@@hmPwﬂd g@ow ndi cat e

insertion of g hack Aotk Poiid £fnsA N€tWOrk monitor may be used to:

Schd. Reports: This button connects to the NetVCR Report Configuration Page for

the selected dataset and the chosen protocol layer.
An Autonomous System (AS) is a group of TP networks operated by one or more
15 network operator/s, which has a single and clearly defined external routing policy. A user-
specified filter may be used to define the autonomous system. For example, a valid
qualification could be (net 121.097.0.0 mask 255.255.0.0) or (121.099 mask 255.255.0.0) or
{net 121.100/16}.
A distributed network monitor allows for correlation and aggregation of data across
20 the network. This allows for tracking of events (e.g., hacker or cracker activity) across the
network (to the source). This is effective due to accurate time stamps across imterfaces.

A network monitor can scans for patterns indicative of an intruder; port scans on all
entry points; teinet attempts on all entry points; pattemns indicating denial of service attack;
patterns indicating coordinated denial of service attacks; modifications to key files that may

25 indicate insertion of a back door into a system.

A network monitor may be used to:



WD 01188731 PCTfUS01115601 38 Providing a "Request for Action”
notification to shut down the point(s) of entry. This action could be
acconplished via an intelligent agent, nodifications to the ACL, or via an
Qperator. -Determ nation of whether "back doors" have been created. s
Provi ding a "WRequessl for Action" notification to close anycaddinis@nal entry
paths that have been created by the hatker. This action could be
acconplished via an intelligent agent or an operator. *Display history of
t he hacker's actions. Providing records of any fsl es downl oaded to the
breached system 10 -ldentification of what has been conprom sed and
providing a "Request for Action" notification, thus enabling the

Adm nistrators to take actions to "undo" the damage done. Providing
detailed information on the culprit for prosecution, i.e. an "evidence
trail". The specPirpodiappiRagutst ondctionAnotifiastiob o shuidvontthedoint(s) dettBeTlast or
include: / S i - i ndicat v f xt ernal, Antruder and
alerting ad m%%?@téragl{j fgrgéwg%@gsgg?#eﬂqg%%g%%fiq%fitl??o%gc%f) Sg“(]: eiAnd Lp?rowéa? Tss. |
Scanni ng for Qmetatesr ns of ni suse of corporate resources by internal

personnel / WbrKki cooperati vel v W a,first line of defense system
al ready depl oyed vcmﬁt%@ﬁﬁg?%%gwﬁgé%oy%k%m? Fav C’F‘Vnﬁﬁ@t her the intrusion is
still. i n progresssPradidgihfeIRgaskiotlanios” htikieatioh &ilose bBadd@id onaliiity phdsthlreen

' il h | prit. | Ki i vel ith
an Tntel 1 genPreiiet e BB tacts. 1o P eaiiAbriy-eRP sbiota HOBHSFP Pdhd. and
i nprove the ahapempatterns. A network nonitor according to the present

invention can set t'glﬁ fol | ow n&it hresholds for detecting anonal ous
activity: / For a®yshiayyrspt @ehacksy'saeions. cati ons, the nunber of |P host

pair connections «RBvikiayRbthY a8 MEISRRIohR #HE Gesnieikbgr the source or
destination) exceedsx over a tinme wndow of y. x and’y should be user

confi gurafl e. The*detifigrtion piyviatbas Perasonpromisad inderayitkings “Regquestddr Antisi't i ve

rul o5, -0 rf@lifiéakin, AR eibfifhThe Afnilieldiord® tAGIRY & LtloChe Bitfidle 8Se. MO
' *Providing detailed information on the culprit for prosecution, i.e. an “evidence trail”,

The specific applications that can be supported via NetDetector include:
¥ Scanning for patterns indicative of an external intruder and alerting administrators
15 of the possibility of attack in progress.
v Scanning for patterns of misuse of corporate resources by internal personnel
v" Working cocperatively with a first line of defense system already deployed within
the network to identify whether the intrusion is still iz progress; whether back doors bave
been created; what has been compromised and details about the culprit.
20 v Working cooperatively with an intelligent engine capable of self-learning to
continuously expand and improve the alarm patterns.
A network monitor according to the present invention can set the following thresholds
for detecting anomalous activity:
v For a particular set of applications, the number of TP host pair connections
25 involving a common IP address (either the source or destination) exceeds x over a time
window of y. x and y should be user configurable. The set of applications should include a set
of positive rules, ¢.g. telnets and pings, as well as nepative rules such as “not http”.

This can be used to track Denial of Service ottacks and IP host scans.



This can be used to track Denial of Service attacks and |IP host scans. WO
01/88731 PCTIUSO /1 601 39 / For a particular IP host pair, the byte rate
exceedsx or over a sustained period ofy. x and y should be user
configurable. The set of applications should include a set of positive
rules, e.g. twhpgisSs,and pings, as well as negative rul es S@ghs@Siseonot
http". This can be used to track suspi ghous "excessive" usage to a
destination froma 5 particular source. For exanple, break-ins to a

particular host. ' For a particular IP host, the nunber of individual
sessions exceeds x or over a sustained period ofy. x and y should be user
configurable. The set of applications should include a set of positive
rules, e.g. telnets and pings, as well as negative rules such as "not
http". to This can be used to track suspicious "excessive " session

activities to a destroPabhRiRulaf [ORGsPpdiA e Ky @te XOULASEor JvoF a SXATBRE Seriod
break-ins to a particular host. / e utilization of the nonitored fink

exceeds a rat®x %a9dy sioulg erogirsanficpisble o heseof enplieptions sheldincledemst ¢f shoul d be
user confi gu_rp%Q{iﬁ-mIIQ'e%i ﬁ%&s%ﬂﬁg@%%ll%gﬁgﬁ%@&‘%&% (‘j}?ggﬂsfﬁ"?e attacks. 15

/ A packet wth an invalid source or destination IP ad traverses the

moni tored |ink. {he® beupedietrabuspicfouy Gercessive"gesegeitecallesynaigagomy a set of
"valid" IR Sgur&ﬁFﬁEQEEQQE%H; b gggpﬁ;g Ade,shd network cloud.) For

uni -di recti ona source and destindtion can be separately checked.
For shared nedi unmé Fpkepativadmelishost the soobkcofondividual sqygjers earvedd aoneviefa  bot h

source and d |- i i.nval d hi s coul.d check .for
Spoof e addr SLiRAY S G2 Fall & LB dhbld THESE FRDBBIENG0 Thi s
f eat ur e woul doclwian sgef pasityd nigack édbsety(dbil pings, edwdlraahégatye riles suah aitnoh of a
user-definedhyte pattern. (Eric - don't' see this happening in the short
term but added it anyway.) ALARM NG FEATURES 25 A SNNQ trap can be sent to
a connect ed nanag&res beysideniradiampaideh ' esdyobd’ sesion exOés ek destivadddi t i on,

al arm ng coul j%maA Eagticl?c?ar%u?gei, rqgrdaxgn(?pléj, 3P '-ir;[s(?o z Pﬂpryz\’cu%r%ggs on the web-

v The etilization of the monitored link exceeds a rate x and is sustained for a
period of time y. x and y should be user configurable.
This can be used to track Denial of Service artacks.

15 v" A packet with an invalid source or destination IP address traverses the monitored
link, (This can be done if you can statically specify a set of “valid” IP source addresses that
comprise the end network cloud.) For uni-directional links, source and destination can be
separately checked. For shared mediums like Ethernets, one could only trigger an alarm if
both source and destination addresses are invalid.

w  This could check for spoofed addresses.

v" Check for a generic byte pattern in the payload. This feature would scan selected
packets (filtered traffic) for a match of a user-defined byte pattern. (Eric - don’t’ see this
happening in the short term, but added it anyway.)

ALARMING FEATURES

25 A SNMP 1rap can be sent to a connected management system when a threshold is
exceeded. In addition, alamming could also be provided to Janus to show alarrﬂs on the web-

based interface (much like when one has received an email).



based interface (nmuch |ike when one has received an email). WO 01/88731
PCT(USO / 15601 40 GUYCONNGURATI ON FEATURES. A user can configure the
necessary paranmeter for threshold checking. This nmeans that the x's and
y's as specified above are user-specifiable as well as other information
needed to defwoeisdie t hreshold, e.g. list of "valid" sour®eTandhem
destination addresses. 5 ,' Ability to¥dentify a single |IP host that has
initiated "excessive" anounts of connections -with other IP hosts ,-'
Ability to specify the time span, the nunber of connection attenpts that
gqualifies as excessive and the frequency of attenpts which should be
consi dered excessive v' Ability to identify single IPto IP
connectionsl Aith an excessive anmobunt of ports 10 being used in the
connection Vv’ Abil%&y to determ ne when network activity is exceeding

"nor mal t hr eshol dSUVCODERINRATIONIFHAERESor ext ended peiiods) V Ability to
specify -the tine ] I | ¥ . | der ed
excessive 15 -' Agﬁﬁ???ﬂ?%ggﬁhgﬂhg%%m%ggg%ggg§§W£E§?ggﬁ%%ggsg¥ﬁﬁgg%rtS" and
al arm on any thatieedydndp’s aaspeafipt doveaprppetpeaiblesy @ell A @hbr Vifordlgiidn ty t o
alert the net 1 pihstratar in.the.event of Spi cious activity V

Aot 11ty o priveSEBRTLE WA o il B VBN Yo B an IO BB Y o1
screen V Ability vt dbiitpwiidkatifylaaingld P hossthatdhoinitiaiet Hexoesgivetiamohdtesd bi [ ity on
alerts (e.g. ager.. el hone; e-mail) Architectural Overview Fig. 32
sbows the ba§¥b ar%ﬁr%ggﬁﬁﬁ k@?sthe NeCet ezt or system . The Control Modul e
conmmuni cat es and di rAdditgtotsherif dicitioneSpamf thamimiehef cotifeetion abdatidetheciusifies

component s (hau.A80 Bl iyt irteS iR Sk SR oL
Export Mbdul e ¥" Ability to identify single IP to IP connections with an excessive amount of ports
10 beingused in the connection
v" Ability to determine when network activity is exceeding “normal thresholds”
(bandwidth spikes for extended periods)
¥" Ability to specify the time span and height of the spike which would be considered
excessive
15 v Ability for the user to specify a list of “valid ports™ and alarm on any connection
attempts to ports not specified
v" Ability to alert the network administrator in the event of suspicious activity
v Ability to provide audio and visual alarms on the network administrator’s screen
v" Ability to provide the administrator with maximum flexibility on alerts (e.g. pager;
20  cell phone; e-mail)
Architectural Overview
Fig. 32 shows the basic architecture of the NetDetector system:
The Control Module communicates and directs the actions of all the other
NetDetector components (shown as ovals). These are:
28 v Activity Detector: Network activity & Pattern Recognition module
v Data Manager: Data Archive & Export Module
v Alerter: Alert Module
The Configuration Module configures the control module. The configuration module



V Alerter: Alert Mdul e The Configuration Mdule configures the control
nodul e. The configuration nodule WO 01188731 PCT/ U501/ 15601 41 is

responsi ble for the Pattern Recognition Database (DB), fromwhich the
patterns to be detecte and actions to be taken aure d by the A cthity

Det ect or The wbeigsyMdbdul e is responsi ble for generating alwefihigoasear ding to
configured action paraneters. The al ertts can occur in various fornmns,

sel ected by the user, such as: SIP traps, s Email, Pager, or Console. The
Dat a Manager has two conponents: the Archive Mdul e and the Export Mbdul e.
The Archive Mddule is responsible for saving packet data relevant to the
alerting event so that the normal aging process does not erase it. The
Export Mbdul e manages the transm ssion of relevant data to external
systens for father analysis. 10 By detecting sadden peaks in network t,
affic that | astesponsibledor the Phitern BecoguidiofDatabasedBa fiomnyhidishDettens wbecan si gnal
when possi bl 3KS dn_proaress..ln.addition, keeping track of
unr esol ved S?ﬁ%e %&e‘é S ﬁwﬁ%é 10 b?etft?e”é’fmyg}g%?‘e‘f's i s anot her way of

det ecti ng pot ent i Eiec DoBMVatilaskspondibledbvgendeatingaletiosccadmgrakionfimiral dctien pr esent
is self-lea,-ning ta.enable realize .wh 15 jncr ed net wor ivity has
becone 1 he- ndRTRCE NI AR S eerr AP b B eteh Aty S hange.
Regul ar expr EamilgfagaparCosolen emai | ( SMIP/ POP anal ysis), web pages (HT' I P

ai al ysib), anti h pik au oT i i vii .nesa .agzs (e.q. EI r LN J ).
f Interoperabili %hﬁal‘%&%i‘ﬂsaqwoICW?W%Wﬁ%%BﬁWé@g%@OW%#Though
illustrated amneAshsehMddad isbpusitld fohsak@f pickeciRtarevaftith Bic AleARE eVednt &

enbodi nents, th resent invention is neverthel es ot intended to.be
Limited to t A BEPUPRL IRERRFSS dpERRkSFase athe Bor MarHls marass C FRYISEN mde in
the details wftduvintihetcskRAal Hiens dAeher@halggli val ents of the clains and
o par i NGy i R RR L iRl Bl o i S T USOL/ 1

duration, NetDetector can signal when possible DoS attacks are in progress. In addition,

keeping track of umresolved SYN requests and ICMP echio request packets is apother way of
detecting potential DoS aftacks.
A network monitor sccording to the present is self-leaming 10 enable realize when

15 increased network activity has become the norm without the network administrator specifying

the change.

¥" Regular expression search in email (SMTP/POP analysis), web pages (HTTP
analysis)y, and other application level messages (e.g. FTP, TELNET).

v Interoperability with external Intrusion Detection Systems,

2 Although illustrated and described above with reference to certain specific
embodiments, the present invention is nevertheless not intended to be limited to the details
shown. Rather, various modifications may be made in the details within the scope and range
of equivalents of the claims and without departing from the spirit of the invention.



WHAT IS CLAIMED IS: |I. A method for processing data on a conmunication |ine
conprising the steps of 2 (a) receiving the data fromthe comuni cation
line; 3 (b) segregating the data into packets; 4. (c) selecting packets
based an a respective characteristic; 5 (d) providing the sel ected packets
to one of a plaramlsgty of data processing units. 1 2. A metdragoacsear ding to
claim1 wherein step (c) includes sel ect?ing packets 7 corresponding to a
session 1 3. A nethod according to claim| wherein step (c) includes

sel ecting packets 2 based on at | ease one of a source address, a
destinati on address, an autononobus system a 3 source port, a destination

port, a network i irfis gg.pair of hosts. 1 4. A tnethod, according
to claim2 wherein sjen o '

[ tid rovi ding the sel ected. ckets to
one of apl urali tyq()f intrusi c?g&aéeéfng?fﬁlggﬁgﬁgn\}ngﬁlg%of%’g? C?&np&gf“ﬁ(%)hcf%aeg?: ¥ di ng
to cl ai m 1z f ur t hera)xmeegivihgihagatk Bemskespnoiuntaidyipie] Ng the a sel ected
packets before st (d). | &. met hod according to claiml| wherein step
(c) conprides sei 2&*#‘%&%@?‘“‘? E‘éd_ on a respective type. 1 7. A
net hod accprdi ng ) eleiidh pheffsl YalQronGREPEMSE Pithrdch@isiit ep of storing the 2
segregated packets and step (c) includes selecting stored packets based on
a respective 3 cHérmetidipg deiselectel rgckess waprmiea rhgaldy df dagp Rrocessiag ynitk. wher ei n

step (a) ipcludes +egeiw - i (d)
nel udeb providing ¢ poeieAae i € HEE el S oM e AREhRLED
di fferent frosorcsonditg &xasessorocol . r 9. A nethod for processing dale on a

Che communl cati on 1 i AEUG o0 Balh TR Peteh b MarirBE HisthereRs, "oy O
sel ecti ng pacthsetdorba tack ol ofa scagpaddresg e deaptadod aldvest, a6 autbidpebus gerer at i ng a

statistic corresponding to.the sel ected, packets; enerating a
t hreshol d bas¥®y cg Rmﬂias‘gg’r“iaﬁ%ﬂ POt {‘fg‘é’mgfdegﬁﬁers“‘f’;i‘ Pyt ?gfgz"“g ?

1 4. A method according to claim 2 wherein step (d) includes providing the selected

2 packets to one of a plurality of intrusion detection devices.

i 5. A method according to claim 1 further comprising the step of encrypting the
2 selected packets before step (d).

I 6. A meihod accordinig to claim 1 wherein step (¢) comprises setecting packets
»  based on a respective type.

1 7. A method according to claim 1 further comprising the step of storing the

2 segregated packets and step (c) includes selecting stored packers based on a respective

3 characteristic,

1 8 A method according to claim ! wherein step (a) includes receiving data

2 under a first protocol and step (d) includes providing the selected packets under a second

3 protocol different from the first protocol.

I 9. A method for processiiig data onl a conumtimication lune comprising the steps of:
| 2 (a) receiving the data from the communication line;

3 (b) segregating the data into packets;

4 (c) selecting packets based on a respective characteristic;

5 {d) generating a statistic corresponding to the selected packets;

6 {e) generating a threshold based on historical values of the statistic,

7 (e} generating an alarm signal if the statistic exceeds the threshold.



7 (e) generating an alarmsignal if the statistic exceeds the threshold. WO
01/88731 PCTILSO /15601 43 1 10. A nethod according to claim9 wherein the
statistic corresponds to the nunber 2 of patios of different users
received r o-fli one se ui ve address. 1 | 1. A nethod according to claim?9
wherei n the salghgdkC corresponds to the nunber 2 of packetssieceved for
nodi fying a key file, 1 12. A nmethod aagording to claim9 wherein the
statistic corresponds to the nunber 2 of host pair connections involving a
common source or destination address. 1 13. A nethod- according to claim?9
wherein the statistic corresponds, to apacket 2 rate corresponding to a

host pair. 1 14. A .nethqd.according to.claim9 wherein the statistic

Cort eoponds t o hdO' B eRd Gregte 1 Lett DR e BT B Abbmben 5 A
met hod accor difgcitets of hilfePeuPustld edceived KRR ofid Rlidcs hddesgor r esponds t he
utilization 2 of the comunication |ine over a given period of tine. 1 16.
A net hod atcor di ndlt+dmetbat ascordiiiedy dpin § whereip ghei sfiric ©aemeadidn the Ebe nunber
2 of invaljd : ' I: sses. 1 17. A systemfor nonitoring
connunicat%on gnLgﬁﬁg%aggﬁ%h?ﬁ%%§€%?%g?£2 conprising: 3 a plurality of

net wor k nonitors ddupinsthod eccordingity daidu? whereip thetskagisic qogsspendsi to éhe ndmber
communi catj on_ J.i i L t.0. each of the plurality
of nehvor K* noﬁnilihtl)%%%xf'%’rn g%ﬁ%%’oéﬁ%g%‘% ""ﬁgﬂe%l‘snt% 8§ﬁﬁe§§?arhﬁ 'Illg&(r%eescs:‘ei ved data and
stati sticsi corr esddndinetholl accolithgrie cleinve dheleihghe shitibforr@ipoh&as t paaker of t he
plurality of network nitors. t 18. A nethod for collecting and anal yzi ng
dat a transhi t?@&ogﬁpﬁn%%ﬁl%tp%conpri sing the steps of 3 (a) receiving
data froma first 1600MeHoE ddcofihelth BIBIm Pwhérdin BRBEAGR don@sfol@ @@lea f om the
first conmunicatjon line into packers; 5 (c) receiving data froma second
conmuni cati Onmﬁqmlg{d sesstons corresporiding to a host.

1 15. A method according to claim 9 wherein the statistic corresponds the utilization

1 of the comtunication line over a given period of time.

1 16. A method according to claim 9 wherein the statistic corresponds to a number
2 of invaiid source or destination addresses.

1 17. A system for monitoring communication on a network, the system

2 cotnprising

3 a phurality of network monitors coupled to receive data from their respective

4 cormnuircation lines;

5 a management module coupled to each of the plurality of nebwork monitors for
6  Teceiving at Jeast one of the received datz and statistics corresponding to the received data

7  from at least one of the plurality of network monitors.

1 18. A method for collecting and analyzing data ransmitted on a network

2 comprising the steps of:

3 (a) receiving data from a first communication line;

e {b) segregating the data fromi the first commumication line into packets;

5 (c) receiving data from a second communication line;

3 (d) segregating the data from the second communication ling into packets;

7 {e) providing at least one of selected packets from the first communication line

3 and statistics corresponding to the selected packets from the first communication iineto a

s central management modile;



6 (d) segregating the data fromthe second comruni cation line into packets;
7 (e) providing at | east one of selected packets fromthe first
comunication line s and statistics corresponding to the sel ected, packets
fromthe first communication line to a 9 central nmanagenent nodul e, WO
01188731 PCT/ wp@]4st5601 44 10 (f) providing at | east one refr/seleated
packets fromthe second comruni cation l##ne rr and statistic correspondi ng
to the selected pi Berk t3 fromthe second communication line 12 to a
central managenent nodul e.

10 (f) providing at least one of selected packets from the second communication line
i and statistics corresponding to the selected paciers from the second conrrttintication Hre

12 to a central management module.





