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FI ELD OF THE | NVENTION 5 The invention relates generally to wirel ess

conf erencwog3/oadsdi nore particularly, in a handhel d conputrem/usondiogur ed as
a wreless nethod for informati on exchange, a system software program and
met hod for exchangi ng, processing, and referencing information between two
or nore users sinultaneously in real or near real-tinme through a wreless
platform 10 BACKGROUND OF THE | NVENTI ON Conferenci ng systens are by now
fairly comonpl ace nechanisns for allowing nmultiple people in different

| ocations to col I HRNDHETIDWIRBIHKSS CONFERENGINGopi cs.

Tel ecomruni cati ons conpani es aﬁmgﬁﬁg%? of fer voice 15 based

tel econferencing over traditio | . Video conferencing is in use
as well, although due to video equi pnment expense and bandwi dth limtations
it has not reached the mainstreamas quickly as once anti ci pat ed.
Conput er - based conferencing has existed for a nunber of years, in forns

such as Symantec's pcAnywhere and M crosoft’'s NetMeeting, allow ng PC
users to col |l aborate over a shared software 20 application or file.

Finally, VIEEP OIPTHE INVENTE(ENCi ng has becone avail able, allow ng
application and content collaboration to be perforned over standard web

protocal s and hif.ghRGtion PARRS bERPAly toilehROESiERAcIAB MBS Ng is the
ability to exchange synchronous cdémunication between two or nore

parti ci parpegiculdnky, tonhandheldtcomputee donfiguzad 45 wizdessrmetbpd Sirdefospationar e

application such as word processor. Spre . . 1

PCT/ US02/ FEEFCf BEEHhY 5?#‘8?{6 PR S1E TSAT %lqg?%écr}ll? églgi%’\ﬁ@%ée)égég%%g?ence can
conmmuni catgfetdhc R aRfoimet o hdvaerStw@ bragorp 165 € Biiul@néous Bl in@éal ok hetes. Each
partici pant woul d see slides at the sane tinme. The next |evel of

comuni catredriinag thooushtahwirplgssnleffgsent s to make changes that are replicated
on all of the participant conputers. An exanple would be a participants 5
wor Ki on a spreadsheet. Several conpani es have devel oped wireline

col | aborati on conferencing that

BACKGROUND OF THE INVENTION

Conferencing systems are by now fairly commonplace mechanisms for
allowing multiple people in different locations to collaborate and work together on
one or more topics. Telecommunications companies and other vendors offer voice-

15 based teleconferencing over traditional phone lines. Video conferencing is in use as
well, although due to video equipment expense and bandwidth limitations it has not
reached the mainstream as quickly as once anticipated. Computer-based conferencing
has existed for a number of years, in forms such as Symantec's pcAnywhere and
Microsoft's NetMeeting, allowing PC users to collaborate over a shared software

20  application or file. Finally, web collaboration conferencing has become available,
allowing application and content collaboration to be performed over standard web

protocols and Internet connections.

Collaboration conferencing is the ability to exchange synchronous
communication between two or more participants. The communication media can be

25  any enabled software application such as word processor, spreadsheet, or
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i ncl udes both voice and data. Collaboration conferencing has excl uded

nobi | e handhel d participants for three or nore reasons: bandw dth
constrai we obeeasose desktop conferencing protocols typi caCiryusoesis7on
screen sharing nore than true 10 application sharing, screen size because
t he desktop netaphor doesn't fit a typical handhelds 2x3 inch screen, and
wi red col | aboration comunication nethods which rely upon fast networks
and opt i mpressmiatiohiMgltiple peytinpantminzke ¢dnderenrefcan spmamunBarorangh thonst rai nt s

are due the w de, area network, infrast ture. |imtations. [ e

Tl i pl e QRTINS BreTaAdec o e et biFmen LT R e HBE Sogl S
transfer. iHhe ThYhERNEvAIBREIHMuMIcERIYalRAIthapiricipanis sibke Mampasthitet ween
9800- 19200 bits per second. Hi gher speed technol ogi es such as those grouped

under t herqusplikated @Grlhef/he pediginanteampnisre| Ap eample Boukldesa PIrHEPHIE are not
wi dely. avai| abl e and ane just now becomng available in limted areas.
Furthe?, No¥: mgb’?c?psggeeags@é'systerm provi de optimal and saturated bandw dth
maxi nrum and 20 m nimumtransfer rates such that for years to conme wrel ess
bandwi dt h wi | | Seeeratapaminies haondévehipeéd direBoe eainbsiazion comfstanaingttkatar e due to
the formfactor of the nobile handheld c I

ter., Th t ypi cal |
have a scredpudssbodhprenandstata ¢ r ‘iﬁ‘?fh‘é’él?% u?gﬁr)hasteégﬁ’g?f?req\éhﬁ%Zs. yg\ln;:/a Y
i nformati %@nﬂiérc?b%@i afR® (iRl 1 HRRIRE s COMBWARR Sosdtaitifib@use25 formatted

to fit the small”screen size. Wred col laboration conmuni cation nmethods are
built to aleblaup parfeiencipgptaom@ls typiwallypfely besegbar ddring froratigh dme The

applications.are not.actually running o he artici pants' .conputers.

| ndeed! tﬁpr%ﬁ“PPéﬁ%H‘& %cr%l‘?“ex%eo?fﬂ“?féq%‘? Eee?f“"%?iné‘?rifph& 8?%8'[&}?9\81‘6%?043301

PCT/ US02/ 33RdiR1ds2hB ih@pdck @, stdWirddcsimbbiadoh 8sthmiBiehtifemetHdgs ivhfodr mation is
not stored locally on each participant's conputer. Wien a screen is

changed suelly upon dast ngfwotkstand optisal switehing te synchsprizeieLonisiencehe parti ci pant
is sent a view of the next slide. This type of collaboration requires

si gni ficant ba@avr\{idglﬁﬁh 05§H%§?+%8%8§ﬁ%%g?%a @bk stfcid tching. 5 What

IS needed is a sSystem an software architecture/ programfor

handhel d ajpikdtioat.iThase 4re nmuliddle cempetiny staldarda foromrd essfveide ardamgtwdrk | e

enforcing the constraints of the wreless handhel.d conputer. Further, a
bslafﬁvlﬂﬁlaﬁnaﬁ

sof t wdfe latidraicanthe queat madauRhpideepaEpE _ °t5R ever age the
handhel ds %Bﬁ.rlgégmﬁge?fsgd@nﬁpﬁgl GRed RARGIGEiEERcH S BlRY £RNBE fitier PT OVi de
rich functionality ch 1s usetul "prior, .
the moniker 3G have been under development for some time but are not widely
available and are just now becoming available in limited areas. Further, most
proposed 3G systems provide optimal and saturated bandwidth maximum and
20 minimum transfer rates such that for years to come wireless bandwidth will be

capacity constrained.

Screen size constraints are due to the form factor of the mobile handheld
computer. These devices typically have a screen of approximately two inches by two
to four inches. Any information displayed on mobile handheld computers should be

25  formatted to fit the small screen size.

Wired collaboration communication methods are built to allow participants a
view of the shared information. The applications are not actually running on the

participants' computers. Indeed, the participants are looking at a "view' of the



10 during, and after the conference, do so under using a limted anount of
bandwi dth or bits over the air, and provide a conmon way to devel op such
col | abor awpwa/o¢a3abl ed applications. This enabl es the abi IPCTyuShw3ioms er act
with one or nore users or machines wrelessly using handhel d applications.
The present invention provides such a system software program and

nmet hod. 15 SUVMARY OF THE | NVENTI ON The present invention achieves

t echni cal apphicatipagesiigyompthehostimarhines Fhe erfprmation bt stonetl etliyerr each

archi tecturel/ program for ndhel d appl.i catj ons and users of, .handheld

appl i cat i A W?ﬁ‘b‘?’@ﬁg?ﬁ %%&S&?&“E@?ﬁ% Sa‘tlf’ﬁ%g%%%?oeﬁlgrr\l&mns’ \%H?Fe 20
enforcing p}&enﬁﬁ&ﬁttﬁ%wﬁéi &t i$ ft Whieo) she handhed. o bEtolRBekafiswVi di ng a
set of services, and wthout significant changes to the applications

t hemsel vesequitee sigoffiopatrangwislih, aetiable edrinpetiansr adLompler SYHAEE. enabl es
of f-the-shelf applications to |everage the handheld's operating system for
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functionality which™ 1's usef during, an er t
doi ng so wadétcldisppigatiodsitarirsldmenmusiiababtitracuhférdnding whilbenSrangthet he air,
and provides a comopn way to devel op such_cql | aborati on enabl ed

appl i cat i Gaastramntypf gy parpsibe)d gemnutes sFurther s SofwALe piogtamhihent s

W reless ¢ fg%o,;, it : ' WhidHRIdsDpeRtihfkyedn gy the data
communi catqﬁ(l‘%}n an%\scmh8{1‘%@&[}%@2%??%61%%%%%@“ appl isc_gt ] olng]S fitted to the
per f or nanawora tithnneteeh déspbiy/sharieg ghelids ridofunctiineityeshigk iswsedvntipr, packets of

i nformation,. provi des.a co n pyogra bl e- an ser _interface.for 5
peer - 18- pdufingsod ?tlebt-hﬁlfff’{l{é?%@érd,’o Sgrlr'(ﬁlqgrg'ésr‘qgt %ﬁrﬁﬂgﬁ f“}}gmg&gﬁ’ﬁ%‘g‘}”ﬁ o
conf er enciyiyg ovale gir, MAFrEVIINE EEMMINGIayaD detisiel SuchanBligdieasll éabRbar e,
manage, and be billed for such conference activity. This architecture

enabl es t wppli¢ativhs dihisendblien therabdlitste interart g thodnecs Mase 8pREP AGMAachinesone node,

ol | abor atTeRe R AR A e irThey £o8 PRl I The PRYAR A0, o

afford eagfivhaibglath, Bidgedouwhi ch inpl ements the invention the ability to
update their internal state and data structures to mrror that which is on
each of the other participant's devices. In another node, only the
"presdater’ whom has been granted

SUMMARY OF THE INVENTION

The present invention achieves technical advantages by providing a system,
method, and software architecture/program for handheld applications and users of
handheld applications to implement wireless collaboration conferencing while

20 enforcing the constraints of the wireless handheld computer and providing a set of

services, and without significant changes to the applications themselves.

The software program, architecture and interface enables off-the-shelf
applications to leverage the handheld’s operating system for data processing and
display both on and offline, and provides rich functionality which is useful prior,

25  during, and after the conference, doing so under using a limited amount of bandwidth
or bits over the air, and provides a common way to develop such collaboration

enabled applications.



presentation rights fromall the participants, controls Display Update
Messages that 15 enabl e each participant's handhel d device to be controlled
by a singWwewmnesenter. In this node, handhel d devi ces al IpCriusonBserhe
behavi or, screen location, scrolling, and display of the presenter. In
both cases, the invention provides a clear nmechanismto control and enable
and coordinate these states. BRI EF DESCRI PTI ON OF THE DRAW NGS 20 Figure 1
is a bl ock di aghisystent ineplamentowselesy allleberation tatfoncnting methods sthedhicdes  t hat

can be estahlished in near realti.ne, by a.PDA and.a physi.call .enpt e
communi caPPBR! B\e/fP’b ¢ datasemEYRaH o8 B#%P@ o 8?%?’%‘8“@6@ ﬁgp%craggrésnt
i nvent i onifulh @R peribfm#ahck lafE ket AW aMafdhedd, bbimgluRfates @bingRARAL | ON
conference protocol session seen to include a PDA exchangi ng system

nessages, pdekets afdnformatern geayidespgonpaondpreglagynabietand uaerdaigEace Rt h a

physically renote communi cation devic PDA K

conput g r; il’ﬁ?rgtﬁfpge% PF?*&"B?@&R?% 28 Pg%ggi‘n%%%&ﬁ}%gg?aggPicgﬁ%%élgg%t%ﬁgaecti on or
wai ting f gysteritiih WRRAGAY uss Ednadhaindd, Kiedre daniage, and DABIIY 43301

PCT/ US02/ 35673 Figure 4 is a block diagram of the CCP event nmanager

recei vi ng comlsragesctiviaty. t he form of a structured set of bits; and Figure 5
is a block diagram of DEM and DUM nessages bei ng exchanged in a wreless

col | aborati ve Sﬁﬁ%r%tecﬁl Dhds o 185,398' A dlif e thatelio foRbF ESHEencik/BODI MENT

Referring now to Figure 1" there 1s picted at 10 a bl ock di agram of
several Ifow melesdl wetslhaboeqtal dphts tnmeddn tientpcsmentzandaleo senabl ed by t he

W rel dbs COITRaERRErTon THE BN FEPRBRD e e MHFB eloRDr ¢ he
data commypliCRtidRldpRsEWndiiich HSRSmBRL theanvdha el shilaprb up@dd gl fitted to

the performance and netrics of a handheld, communicates using snall
packet s ofintemabstatetand dataptroctuks $o mirertheirvhish srageghmieothesand user

Lt a0 R RS RS A RSl MR RIS
share, mapagentafibwribis okl AdtHe@artRunhtss ol eDRplag@IfddietMessages that
15  enable each participant's handheld device to be controlled by a single presenter. In this
mode, handheld devices all mirror the behavior, screen location, scrolling, and display
of the presenter. In both cases, the invention provides a clear mechanism to control

and enable and coordinate these states.

BRIEF DESCRIPTION OF THE DRAWINGS

20 Figure 1 is a block diagram of the various wireless collaboration conferences
that can be established in near realtime by a PDA and a physically remote

communication device enabled with software according to the present invention;

Figure 2 is a block diagram of a wireless collaboration conference protocol
session seen to include a PDA exchanging system messages, data edit messages, and
25  display update messages with a physically remote communication device, such as a

PDA and desktop computer;

Figure 3 is a block diagram of a PDA establishing a connection or waiting for

such connection from another device;



A first enbodi ment of the present invention configured as an Application
Programm ng Interface (APlI) enables nultiple independent software vendors
(1SVvs) 280tog/oea3dl i ze such interface to wirel essly confer@agasenaisie their
applications. The common programmatic interface, common user interface,
common events and internal mechani smarchitecture enables ISVs to

i ncorporate such functionality retrofitted into their stand-al one

appl i cati ons afHigurdidrigabintkgezgram of Beirfoh cYRIAGENRESH E¢CCIVARE MESEARASIR of this
usage i s SV that had devel.ope st and- al one draw ng application. 25
Advant age%ﬁ%*ow ({H%esﬁr&g@gea?sf}%g‘%%ug%@t he invention to enable their
application to comunicate with one or nore users wrelessly and all users
can see and nodigyre5He a bibcawliapgam @s DEM wind BUM feasuged beind exiBaigxdGd 2301
PCT/ US02/ 35673 A second enbodi nent of the present invention configured as
a sof t war VipHlesgcalhopaeSesiPn a handhel d conputer 12, wirel essly

communi cating using the conference systemto a machine 18 which is
providisng data. The user 12 can easily nonitor real-tinme or near-real time
i nformati on being produced by that's nmachines 5 common interface and
transmtted to the conference server via a gateway which is configured to
al | ow suc DETAIEEDDESCRIPTION QESEHETRREEERRBED appl i cation then

di spl ays thwIBEPEVENT Usi ng a software programthat may graphically

di splay the contents, allow manipul ations of the data, and even route
inputs and controls back to the machi ne. Advantageously, such a usage can
enabl e, for exanple, a physician to 10 nonitor a patients EKG and vital
signs in real-tine while communicating with the hospital via a tel ephone
t her eby enabl i Refering nawctofague ditleye sglepictadcht tl P adtloakndiagramypdseneralexanpl e

m ght he a .byil di nager .connecting. to apd el ectrical .usage

equi preent ‘Y‘Belf‘?ﬁﬁﬁpﬁ%?or 190 ROP{RrARsINE WF?%OS@@HJX%@G@\%S HEPES?}}%&B W hput back
to the naghiAgensRordhdit. TRARYySBA iAMlduidnts WiRélesssllhbdiBon ddnfderddg d

enbodi ment of the present invention configured as a software program

oper at es imethodsavhible iscorsionpest for theslata egmreehieasionbapsdeidth, iuses NaHFdr mat i on
exchange. |, The.sof tware i.ngl u I 0 £ Ly application
such as a }’5@551}%‘@%1?%18? .lons%ﬂgedvfnogrghe P%g@gﬂg{%g%gﬁg% é@éﬁfog%glﬁgéﬁ%%rti ci pants each

have a copyn@iudif€esapiameRicketavf Drtnatah, lprovideta ¢nmbei r handhel d
conputer fromthe participant designated as 20 "host"”, as shown at 16.
Conf erlénc@r%amn@bgaﬁv@ uges ANtEHRGE feTResHEsPe®, RSEISPREEASHaEd Al

partici pa%e&-(o%%h\{&e %ﬂlic&tjﬁﬁl (io@l?éféncfir{g(,) Thd Q@ys‘?&ﬁ QrimAk it e bR Nerscaiandhel d

conput ers.
schedule, share, manage, and be billed for such conference activity.

A first embodiment of the present invention configured as an Application
Programming Interface (API) enables multiple independent software vendors (ISVs)
20 to utilize such interface to wirelessly conference enable their applications. The
common programmatic interface, common user interface, common events and internal
mechanism/architecture enables ISVs to incorporate such functionality retrofitted into
their stand-alone applications affording end-users a common usage model. An
example of this usage is an ISV that had developed a stand-alone drawing application.
25  Advantageously, the user 12 can use the invention to enable their application to
communicate with one or more users wirelessly and all users can see and modify the

drawing, as shown at 14 and 16.



The spreadsheet recal cul ations are executed |locally using the processing
power of each of the participants' devices. Advantageously, only inputs
are transwotiseazobet ween t he handhel d conput ers provi di ngpicarusexssps i onal
application conferencing 25 perfornmance using today's w dely avail abl e
limted bandwi dth technologies. In "Collaboration” node conference
partici pants can make changes anywhere in the workbook even on separate
sheets within theeonod kinbotimealk bf thh pregers imventige penfigyred as a sedtwagevi ces

participating in the confere In "Presenter” de. on rtigi pant takes
control ofP'? @m&pgyglﬂggpiag}%ngﬁeﬁ%cwg%t% e?”lf:eaeﬁS‘lg(r‘,E? 0 unﬁ%ﬁ Bg\%ﬁ%g#eltol ri ght,
change she@hferend s¢id 36 a niRh#HO QB HICh B hasedihg dhfaf ghembdran daf eadily of the
participants in the conference. 6 WO 03/043301 PCT/ US02/ 35673

Al t er nat | wapnjtor seat-tinfecqrarsarreabiimp infasmation bsmeprodicsd by thahe Meehiped ¢ i pl e
users 12, 14 and 1 Ve L: via a
deskt oé ga CERR! %&ré‘s: %g%%lé‘lssnﬁg?&n%%@é%@e%ﬁ&s% \ﬁ/grpaea, ga@%&@s‘éiﬁlg# ?Sg 6

sof twar e, c@nfiphred esslidw Nesth uveedeting o2 Bublipadctevar Ehe landhéldupplicaciob denment  of

the present invention configured as a software ro anwg_erat sina

handhel d cBRYE dhe QasRRtCATRUSHN SASOARY AESRIC BT B4 Iﬁf‘ggﬁghcé SRk Hfge. The

sof twar e %{3 eh{;%lwifnﬁnmmgﬁé pfﬂaee Chrid\evY rRP|dpGatdndRosrAibak 8 Word
e W rel ess handhe

processor. d conference particCipants each have a copy
of the dahemmactinaufdvattageahsly, sselnt usage ichie enable fiothedathpbo aphyseiaf foom t he

participant 10 desj.gna as, ".host".. Conferen articipants.can nake

changd® tdn?rﬁ@r&?@ﬂ%gﬁ .E%A?I}d V‘E‘i?’lgfl%’indﬁﬂftgn‘? g@ﬁ? g%mﬁ’lufncgﬁlég WHB ®fromthe

each partiykpiantiaSa RRPUGS BefBYRHAHIE mold BccutAs UMBASsIY Afdakdauhadti ons for

reformatting are executed | oca Ih%/ using the processi ng power of each of
1

the parti cAppdinrsxanipleinight besaibuitdingmenagey cormarting teglY ACand electripabni t t ed

bet ween the handhel d conmputers vi,di.ng .for ceptionpal . i.gathon 15
conf er enci%@gepeélﬁpé?%ﬁ%gp)ﬁg?ﬁ1agblﬁ@0w Vsl&\?\ns et I af{yaeﬁ Pa ‘}I?‘Z‘4 pﬁﬁrﬁagg iaQb%l%dvvi dt h
t echnol ogigsohided so Gk tiRYaALEQE théPsetganf erence partici pants can nake
changes anywhere in the docunent even in separate sections of the

docunent. All changes are sent to all the devicges particjpating in the
conferlénce. | n A trekanbedimenipidhe pyggent PN PR GoRALULE RS 3 SRIEWRICRIOBAM he

present at io%ﬁreate-éﬁﬁ aafidRid %mﬁﬂ@r c%ﬁﬁglrllljfed Yohd %&uti%fifnt?ﬁrﬁ'aHBE S€dhngd. nformati on

to all of articipants 1n the c erence. A enbodi nent of the
present i rienbitearcanfingudedhasiheldyodduetriey pppdgaton sushes aspsadshed. handhel d

conputer configured a executive.i.nformation excha
P The wi?eLiess anghe(’i‘cri-I conference participants each have a copy or}q

he spreadsheet
automatically sent to their handheld computer from the participant designated as

20  “host”, as shown at 16. Conference participants can make changes to the spreadsheet.
All participants receive all the input from the each participant's handheld computers.
The spreadsheet recalculations are executed locally using the processing power of
each of the participants' devices. Advantageously, only inputs are transmitted
between the handheld computers providing for exceptional application conferencing

25  performance using today's widely available limited bandwidth technologies. In
"Collaboration" mode conference participants can make changes anywhere in the
workbook even on separate sheets within the workbook. All changes are sent to all the
devices participating in the conference. In "Presenter” mode, one participant takes

control of the presentation. The Presenter can scroll up/down left/right, change sheets,

30  change the zoom to “present" information to all of the participants in the conference.
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The software can include a handhel d productivity application such as a
slide presentation (Exanple; Mcrosoft PowerPoint for PCs). The wrel ess
handhel d &b ososf3er ence partici pants each have a copy of tIr€TArSe¥&wrati on
automatically sent to their handheld conputer fromthe participant that is
initially the "host". Conference participants can nake changes to the
presentation. All participants receive all the input fromthe each

parti ci pamiltendiambihelcdniormpe car b estabéstpd@gémeatqng@r mulltmie u$0é$1%r1|4ng for

di splay are ecut d | oca usin n the 7 WO
03/ 043301 PP BLYST 784S 5%‘{1} oy LAY 48% 100 sae i ?U 3 o y

I nput's ar eshukiap WRHHET! M\W?@ftﬂab'&ral aa@aﬂfn@hﬂé @ImibffblﬂSN&M&’étﬁllng for
exceptional application conferencing performance using today's widely

avai | abl e spftwpfeed bandwi dth technol ogies. In "Col | aboration" node
conference participants can make changes anywhere in the presentation even

In 5 sgparate si fdes e?rﬁbotdﬂfl %Qstehﬂﬁverﬁoh cgﬂﬁglﬂgé adh ?oﬁ?eﬁ% to all the
devi ce$ participating %e conf'erence. ent er one

partici paqtrograﬂne@emtmcalhancﬂhdlmeomnmtmnﬁgmne(bas am beacﬁ’heesmrﬁdrmatmmn scrol |

up/ down, zoomin , |l ook at di feé%t& (g’l h as OJFI i ne or Notes,
and flip SKFRADEet é‘ Entan Inelpds HRandgeld pgodicpv léatl?)‘h?‘tc @ pants in the
confer encavor&%m%eﬁowﬁe%‘eaéssrﬂﬁﬂahe@d canh&elwe%ﬁmlpamy@dah ih@Ve PESPY stes a
system for scheduling, establishing, managing, and billing for wreless

conf er enceke Mumahautvmamallwmm to Iﬂmd‘maﬂbbl s@rnsuteﬂﬁp@ tb@/B@r@ﬁlpﬁlﬁ i mpl enent ed

on a rv a| of ents t Wyth th rver
usi ngs@ é{‘?ﬂ tﬁfﬁ%rﬂ?ﬁtt eFo S CE P §F%ﬂ1m ”%%8 %%%%“F“ﬁﬁzﬁ e the
handhel d GRARISALS retei¢OM aﬁtm;sdi%aemu@acﬂpamapéﬂty huﬁdliwi ddmphiehé.| Thet 0 and
over the I'nternet. Two or nore participants connect to the server via a

conf er encelormnentsesalrations fier refesmeiing aterpxecytp@losglly uSMBINCHWRCCATRE t hen t hey

o abor s SRt BAdA of Bl o drile aGANE LERES AR Ay Al PEY

col | abor athV'& Coh er encin even resent i nvention

provi des ftfamsxﬁitwulbtemﬁwﬁe hardhelé compuiersi pratiding fcoemapmml apilichtidrhe dat a
conference. This enhancenent 20 provides additional gl vers comTerci al
appl i dat i sRBIEFEEINgRETIORPAAECIUSHE t@?%l"i’%ﬂééﬁéﬂab&%}i“@ée h%]’dd‘él (SVD) provi ded

by the dat ?cgﬁgfogi SR 11 rgﬂ@{"%@d%%oﬁﬁién\g?rpgmc ams Q%HJ.&Q t o be

commer ci al oyed 1n e next couple years a ords t pr esent
i nvention aﬁmhﬂeeﬁlthstsde)k:umm&lviemhcsepmtesesﬁanslozﬁthddmemlestt M]gphang@larme
conf erenci ng syste ereas.the users of the_ inpyention can talk and share
data at tHI r? tto %ﬁ thengevms partlsczlpa?mg 1un t%e conference. In r’Iyresenternmo ¢, one

participant takes control of the presentation. The Presenter can scroll up/down, to

20  "present" information to all of the participants in the conference.

A fifth embodiment of the present invention configured as a software program

operates in a handheld computer configured as an executive information exchange.
The software can include a handheld productivity application such as a slide
presentation (Example; Microsoft PowerPoint for PCs). The wireless handheld

25  conference participants each have a copy of the presentation automatically sent to
their handheld computer from the participant that is initially the “host”. Conference
participants can make changes to the presentation. All participants receive all the
input from the each participant's handheld computers. The presentation slide

rendering for display are executed locally using the processing power of each of the



25 sane tine. Referring nowto Figure 2, the wireless collaboration
conferencing according to the present invention is enabled by an

appl i cat iwo oprezoam 110 resi ding on each device adapted traTHE0/BF6M3

wi rel ess col |l aboration conferencing, including PDA device 100. The
application nodule 110 is seen to include various nodules which wll first
8 WD 03/043301 PCT/ US02/ 35673 be di scussed broadly, and then specifically.
The Per sorpattidipagits dévigsss iAsitvantagddasiyhenly irPotpare eransnEbeg ba®@en Hwor por at es

menory, central . processing.unit., operat.i temfor system.an ser
interface apdhld F%rﬁ ‘_,lter§tp6(_%'d§‘é',g f‘brre&‘g?}%ﬂﬂnggag’@ﬁﬁh@ﬁl.Cogpef%}/%p%eﬁogg%‘ cg n Program
110 i npl enRigSodaynchideRavhilablé halite Bind¥EdBRBaMEREiesbin "CIllaBSiatic" on or
conf erenci ng technol ogy. The Desktop Conputer 200 incorporates nmenory,

central prroedsseonfrienasiperticipapisrean intpde shangsspmpyhess /sy therpresentaionfvgay or

storage, program.exe I E i t
be. por por MEGBY RS ribfasnliGn XG thylsRO B h BRATRERGTARHER AL e 1O
Prot ocol (i@@R cdn¥eaiceHan®raentt20nody, onepatsipapeskes icontederfitlse pr oduced by t he

CCP System Li bray 160, and al so makes calls to existing or._new function
bl ocks 13®resentianprhsdirasenteraan sl H/4e W Bopr g s A FiRRkiat SHIBF Beks 130 are

code segmepLSe m%'g%p_(ﬁafr{eyor ﬁées??:%d {1iQ8Sto!"Bre3R hffﬁxgﬁﬁ%n% agbaRe The CCP

systemlibrary i mpl enent's APl 170, and ndl es Conference
Prot ocol rpestscpmess ihtbdgonférehdeer s Data Edit Messages (DEMs) (162), Display
Updat e Messages (DUMB) (163), and nmanages connections. The CCP APl 170 is

the caonference and _collaboration application 20 programm.ng 4 nterface that
an appli cat on_“g S gﬁ?‘?adﬁﬂfﬂgtrfgﬁ]?esp 5%&“ ngg%tlcfné)m}'lﬂgso? %’c?feé? gor%&;%uﬁng,

functi onal dstap]isHing, hﬂnﬁgiﬂgpﬁfdadﬂlinyf& WREERIBARLRBIbSAktiWas MereSessi on 300
is an asynchronous data transfer between two or nore connected PDAs 100 or

Deskt op Cdrpdhadd ysezo GThisnystemeis implgmentsd og@merer on hehalofighients thpd 33lh 1

PCT/ US02/ 3c%§n7rr:1%unicate with the server using a handheld computer with transmission

capabilities that enable the handheld computer to contact the server typically using
15  TCP/IP to and over the Internet. Two or more participants connect to the server via a
conference ID, username, and password that the system allows and then they each

automatically retrieve the conference document and begin collaborative conferencing.

A seventh embodiment of the present invention provides for simultaneous
voice communication concurrent with the data conference. This enhancement
20  provides additional diverse commercial applications for the invention. Simultaneous
voice and data (SVD) provided by the data carriers in hardware and software form is
expected to be commercially deployed in the next couple of years and affords the
present invention enhanced user experience more similar to existing wireline
conferencing systems whereas the users of the invention can talk and share data at the

25 same time.

Referring now to Figure 2, the wireless collaboration conferencing according
to the present invention is enabled by an application program 110 residing on each
device adapted to perform wireless collaboration conferencing, including PDA device

100. The application module 110 is seen to include various modules which will first

8



Now, still referring to Figure 2, CCP System Message 161 takes on the form
docunented in Conference and Col | aborati on Protocol which is provided in
its entiwetog/osisorty. CCP Data Edit Message (DEM 162 and PCTRISDR/3IIaY
Update Message 5 (DUM 163 al so take on the form docunented in Conference
and Col | aboration Protocol. Data Edit Messages 162 (DEMs) are used to
classify blocks of data that are used by the renpte conputer to update the
state of thdistatsad bemdiyppodthdn speciic®pyay Update Messages 163 (DUMs) which
update the state of the view The distinction is such that the renpote user

can filter the. recgipt . 163 h his di . T i

consi stent as #&@?ﬁﬁ%ﬁ%&%&gﬁﬁg@@{“ﬁ%& €8W3%5@1?X%&81&0 g‘%*ﬁﬁ% CCP

Appl i cat i Ren¥r9Idcatral precdssihg hﬁi@%eﬁaﬁﬁg\)%ék&ﬁ fordge@noamdtzer inetfacelocunent ed i n
the Conference and | | aboration API ich is also provided in its

entirety dntions stoRgehPIREHIN EXACHBN-Pr ogr am 110 running on PDA 100 is a
stand al one program that has suitable behavior and functionality to be a

usef ul sprogr amqi{lg dﬂlﬂp?i{;ﬂm Ifrggglnt 1 10%%&1?9&&:9&911 aNGHheR¥nidied CCP

System Li brary I's a 0 CO I cate asynchronously wth the sane
Appl i cat i &y cBatgraim drbonferenaingaeaiinelogyconnect ed PDA 100 via TCP/ | P,
Infrared, Bluetooth, or any other conmmunications protocol that CPP System

Li brary 160 i enents. Jhe |lo .l evel communication is transparent
because the ﬁ%ﬁ?kﬁ?ﬁ%@@%@éﬂ%%@%&%@%@h C%Bqﬂﬁcei% 't"ﬁérrake it so.
20 The CCRLEMEAE sy#daf kifsydéd@ aﬂ@fﬁi’g@[ﬁwl@i\}si‘oﬁgé,ﬁ)rd\@&ﬁ@g@@tib%%) 162 and
calls Application Program Function Bl ocks 130. Advant ageously, by doing so,

each Application Program 110 can be made to believe that the data it is
operating on wddhe Bysnireapeld L Ipsesessey queyrg agidonsiie e panformigd hyee piagraat i on
Progrq? ljlq to carry out the action necessary w thout further

nodi fiCati og'. For exanple, the CCP Library 160 25 receives a Data Edit
Message 162 which is coded by the inplenentor of the CCP APl 170 to wap
the internal Apei@atféremceRing glofiabdritomProtscpl ICR)EweneHamdlehl 20auses an

action to be performed on, for e | e spr eadshe cell. The CCP Event
Handl er P?‘Ef’eg??ﬁéﬁ ‘%Wegfsm%uféggﬂﬁ Q??§Y§Fmﬁd§‘iaﬁg%gaﬁ’?§ %S(Or’ﬂglfeﬁre in

| ocal memups 1oaRekinglol few R [ORBIck 3PRithng@s@Tmiunct i on Bl ock 130 to
oper at e o E S i o e e O Bk e 08 043301 PCT/ US02) 35673

wth little or no nodification to the existing application program it
operates on r divetAgipjicatemeiragrath Brartcsion Bleoks 4 30rpiei corle yegmengiewiugbgay om t he

el egange %fut gc%o%s in application program.

The CCP system library 160 implements the CCP API 170, and handles
Conference Protocol messages (161), Filters Data Edit Messages (DEMs) (162),
Display Update Messages (DUMs) (163), and manages connections.

The CCP API 170 is the conference and collaboration application
20  programming interface that an application program implements and uses to

incorporate CCP functionality in their program.

The Conference and Collabration Session 300 is an asynchronous data transfer
between two or more connected PDAs 100 or Desktop Computers 200 implementing
the CCP API 170.



sendi ng the changed data resulting froman atom c user interface action and
interpreting sane on the partici pants handhel ds via the reverse procedure

t hereby Woasi#3sgi on only the changed data in the sane or psiTmisassermny to
whi ch the program woul d al ready operate on user entered data or user
interface inputs. Identifying which data input and interface events to send
and respond to is sinplified by the inventions structure and engi neering

| ead and i npl emén,etill referringsgo EiraR) CER Systpmi Masshge bl tpkesrassthe fentoncer ned

ith th t . of ' their . L read 0. dling. Th
Cop Event SPEBIFEF TR tRo oG Rton By PR A S TR 185 ana Yeal 1<

Appl i cati QAti kP o Function Bl ocks 130. By doing so, each Application
Program can be nadé to believe that the data it is operating on was

generated | ocalc:%],% and as such, allows the Application Programto carry
out the action Patadidjt MessasetDEM) 104 P%gcﬁdgﬁﬁlﬁhypﬂ@ﬁ.l\d?sé?geexanpl e, when
t he Li i ] ich is coded
byt he> i mop ebhl & et P oY B ProQlsed RS SAIT A, 21 o

Pr ogr am 1 Footaesior PatatBditdWessegast b2 (DEMs3 e wnd toctlassify biocke of ¢ata fhat aned on t he
di splay, such as a screen tap, the Eve ndl er 120 unpacks this DUM
163 and’f 6 by thegeingls ORI BLURCAHON P b oL ORARFELT PPl

Appl i cati %d%% Qb AMBYDBRINIGWIRLP GHdaldBe sALOPRAAT R WO MTHeBstBREidn isThe

effect is at wth™littl'e or 'no nodification to the existing application
program istclothat the esmote usama élltyr he meseipt o DUMS 1 @hso thatchis displs t he

licati . mto behave i h that t.h i
cont 1 3P1 { HEERS STt o CABE T et B Ber Pt e R BT ST ol ty i s
derived f r@gﬁuwt%rﬁﬂn%gﬁﬂﬁﬁingﬁm@ﬂg& @i Tegtakoncha fgadddaanted Suithel ng from

an atom c user interface action and interpreting same on the
parti ci parGaf¢ranctraddioliaberatipe APF whichdealse pravilleddn tth entasly hetthhg on only
the changed data in the sane or simlar way to which the program woul d

al ready operat q;.0p M3RL. BN adn0A0TAink SEPDAN 6 $3Gfnd MiiFogrkflient | Fyi ng

whi ch data inp nterface events to sen respond to'rs” sinplified

by the i ntRiithadBStadle bebhvibeamifin&ivgialigao bag usefatip@gchm impikssoventights of t he 30

CCP APIL 170 typically only nost be concerned 't_h,trﬁ sanme set. of actions
ol\glpa‘ﬁfsaar ®

as thdpr Estengled ong odtwseed Incthe G6325 55w 5103, REPHBIEAR ] i ng. The
CCP Syst ef%%{éggﬂo}’x§1%%t%9§§ﬁéﬁﬁgﬁccf%ﬂfP%é%E1§Y§ﬁ eRABEEA%andeda i n  such a

way as to connect to recelve connectli ons Foma renote
PDA 100 via TCP/IP, Infrared, Bluetooth, or any other communications protocol that
CPP System Library 160 implements. The lower level communication is transparent

because the CCP System Library 160 provides such CCP API 170 to make it so.

20 The CCP Event Handler 120 decodes Data Edit Messages (DEMs) 162 and
calls Application Program Function Blocks 130. Advantageously, by doing so, each
Application Program 110 can be made to believe that the data it is operating on was
generated locally, and as such, allows the Application Program 110 to carry out the
action necessary without further modification. For example, the CCP Library 160

25 receives a Data Edit Message 162 which is coded by the implementor of the CCP API
170 to wrap the internal Application Program 110 memory structure which causes an
action to be performed on, for example, a spreadsheet cell. The CCP Event Handler
120 unpacks this DEM 162 and fits it to the same structure in local memory, and calls

the Application Program Function Block 130 to operate on the data. The effect is that

10



Appl i cation Program 110 runni ng on anot her PDA 100 whi ch inpl ements the CCP
5 APl 170. Advant ageously, the Application Program 110 need not know how to
make a TWB/0BB433DR, Bl uet ooth connection with a renote dewcadajsozgwsds not
know how to disconnect from such connection, nor need not know how to

i npl ement the specific rules of comunication with such protocols. Rather,
the Application Program 110 need only know that it wll receive nessages
fromthe GGOR IB{lebeno hiokitfma;ioxiﬁﬂhwhkisiﬁngl@wkatlonhﬁogﬂaahi;tfo@ﬁraéft& ono t he

Application Pr gr am 110 ndl| b Handl er 121.
The CcP Sy<pet ngeﬂ?r&F%] df%Odsufg 1c11t3¥§ﬁtle[r{vg %%P %Fa? onl\)fassages 163 to
enabl e eaghdi&MERh hldﬁ&%m@ff&h&maﬂo&ﬁcmﬁdﬁmﬁm Mo%ﬁ@ her only data
or display events will be processed. Advantageously, this enables the

renote 15 lmplmrfttmgtsamn orrthgpartivipams handhelds visdhe vesssiprgcedpedherahl nodi fy
dat the PDA 19 t
The- cobl aBSi A g el b in RERIICE: Al Wiy 8 Fhich incibih BB "9, "

can i npl erpld d1RRJECPerARt onhiker élerelidats dfBserityrfas 1hj$l£ts dmnnfyhegjwmm 100

above. Further, the Desktop Conputer 210 can take 5Dhe formof an
enbedded dlataan@é aad Hterigpeuonts & send And Eesponkigyis S‘HB’rW‘FS y hRiRvEEP8S em  or
manufactur only the
Data. i B e e B b A o R S ot r ol of
sai d devmm'cbdscdmeﬂmdmth ths sahowat of actiehg as the .prdgremenhicady was appl i cati on

t hat I|nks tg.and inplements the CCP API 170 makes 25 the appropriate
setup Retrli’é’éfih“&}ls and then tells the CCP System Library 160 to either
connect or wait for a connection (l'isten). When the connection is nade, the

Appl i cation PrageauH ket $anaket 12@dhRh debddes BGP 1%nugdaae Beseeeni6avhi ch i s
handl ed by the CCP Event Handl er 120. 12 WO 03/ 01 PCT/ US02/ 35673 The

ccP Event Mnd@ie‘hpﬂlmtwrel?mgw&@ Furatioadiecksr 30naBY 60ing 69, cack AppkieatipBd set  of

byt es. tes,are Bl9.60 cture
a1 owi ng drerrrbs R Ee P8 PuRE hR Lo E I TRl RSB IS

payl oad, agd a$fRWNallowsthe Wy fplléatloﬁ@oyamlt@awaﬁt the agicimeoessamseidgat speci fi ¢
data. System5 I\/Essa es 161 are sent between the CCP System Llf)rary 160 on
a

bot h dﬁdeiulﬁltﬁfmqqla@”@ﬁn Horewmpiandwn thy C6E Labrary ]eﬁocré?ﬁlé?sear@ép ¥ccept new
entities 'Lﬂ;[dgtetl\qgssﬁgé]{&‘r Whichis éo?i@&i by the implementor of the CCP API 170 to wrap

the internal Application Program 110 memory structure which causes an action to be
performed on the display, such as a screen tap, the CCP Event Handler 120 unpacks
this DUM 163 and fits it to the same local memory structure, and calls the Application
20  Program Function Block 130 to operate on the data. The effect is that with little or no
modification to the existing application program, it operates on remotely generated
actions and causes the application program to behave in such a way that the remote
user is controlling the user local Application Program 110. Such simplicity is
derived from the elegance of only sending the changed data resulting from an atomic
25  user interface action and interpreting same on the participants handhelds via the
reverse procedure thereby acting on only the changed data in the same or similar way
to which the program would already operate on user entered data or user interface
inputs. Identifying which data input and interface events to send and respond to is
simplified by the inventions structure and engineering lead and implementers of the

30 CCP API 170 typically only most be concerned with the same set of actions as their

11



text messages, send and receive error nessages, enqueue and dequeue

communi cations bl ocks, send and receive conference docunents and vari ous

ot her prwbDocok33pel ated i npl ement ati ons as descri bed i n treT@s0t/aI680ce and
Col | aboration 10 Protocol as will be discussed in its entirety shortly.
Application specific events, such as DEM 162 and DUM 163 nessages, are the
nost interesting as they pertain to actual wirel ess col |l aborative sessions,
as shown progringiresdydwatsenidlibgt a Edit Message 162 is designed to correspond
to one atomc data edit operation. As an exanple, in the case of

spreadsheet colla ion, i.f a |1's 15 fornul a [ J , the
ori gi nating app')ljlhleggil? %?‘F?@flil‘éwycf@ﬁrg%essffﬁcﬁ oélg‘f%g cee?yg?en%%{\ﬁg%@gqé\} ?ﬂ t he
row, col urich #0dy hO1dBH 1€ & conheet e dreestié eshneeldns ffonea réasti nation client
application receives this DEM 162, matches the conference nsg id and

appl i cat i dvppdipatintRregissyl i GrunpingieatanethenP P A o0 vehiglyjraplemapts 4eCehe payl oad,
b 3 ; ey . ne P
handi osa QI ITPORRRELENS T R ARBLLR 1i6Eln T 1Ykl Blo.oHG Rk |0

pr ogr am t @ TEp/ERCBHetddtocdrmestkonngitli hedmoté Hevidgmaedast kmoivdiowatoed | ocal |y
and avoi ds_application program rede;%gn or si gni ficant additional

progr amni riéscennest framaych eimegtion By inghknayy Bow tp 4pPlsmeRjids fREC s sages 163
are those | RLBESIRCRathN) theEXFiTRbAh PropfdRliid ng. | f the
originati r%l@%‘ﬁ%bﬁxﬁ%%%ﬁt?%&#%ﬁ&c%ﬁ%@ to n%ti fy the 2% ?:on? erence that it
has scrol Ineed only knawkhg éswilpreaeise mesdagesvfeorh tlendCB Systsmi tibrasy 46@whkich The

DUM when r.eceived. by receivi clients, i ched inst th g_id and
then d%cr¥ I%eé%ﬁfter%%tq épﬁﬂg%t@a?f%?@ ]sli)rag’mha @8?139?%6 e @ngt ed at
each receipieROHaH1dr&P4, as the client application would have done so
internally, and the appropriate function call is nade so that each

receiving client programis coerced into thinking the 13 WO 03/043301
PCT/ US02/ 35673 Thew&@i Systemtlibrgyetadds pble &0 filier DisplantUingatsdessagestiod tavoi ds

significant .rredesign of ,the .clien I ' ' code t hat
may be al PR3 e@@l rfg‘mto esé%@}cqﬁ%bwé@@foﬁ%&%@ﬁﬁﬂ%@ﬁ?? ﬂgg System
Library 16@spilsy cvehie vill bepedrededy @ldyaithgdoasly Db amebleageseh6® i f t he
receiving client application tells it to. This_ 5 a¥dvant aggogﬁl y. enabl es
the rééei \Anpélcethneﬁpg@ﬁpll%ier ncongumpently cgter andymodityidgtapn tpp EDARLOY e
conferenc t r ! i bout causing
i T oul t oSkl EonNeE 210 S i D e R P ol | abor at | on
Protocol (Cderamad SeesibeBemce and Col | abrati on APl 170 describe in detail
how to nmake the

Each Desktop Computer 210 can implement the CCP API 170 in the same
way as the described PDA 100 above. Further, the Desktop Computer 210 can take
20 the form of an embedded data generating device such as a heart monitor, HVAC
system, or manufacturing equipment. In this scenario these devices implement only
the Data Edit Message 161 and allow for remote monitoring, and even control of said

device or hardware, as shown in Figure 3.

The existing application that links to and implements the CCP API 170 makes
25  the appropriate setup method calls, and then tells the CCP System Library 160 to
either connect or wait for a connection (listen). When the connection is made, the
Application Program 110 is notified of this action via an event which is handled by

the CCP Event Handler 120.

12



appropriate function calls to enable or disable DUM events, as now

descri bed. 10 Col | aborati on Protocol Specification (CCP) Introduction The
Col | abor awpan/0ix30t ocol is a transport-independent protocolpcirntsemsisdsto 15
enabl e both peer devices to connect to each-other and clients to connect to
servers, to exchange various fornms of content. The formats of the actual
content exchanged is described in this docunent but is considered to be a
function of theltwgpCP Eatintdvisnagei hlf recéieesmensageslin thetfoing ofie strurtred sefg t hat

this protocgl is.bot ransport-neutral and_ cont - neu The protocol
itself is %tj’tyéq’?s F%F%Jhy&)esa?a%lgﬁrtﬂg © t8gif’(éurﬁler¥t%(?%r§§{s¥mﬂ%1ﬁ Strﬁ‘[”[%h‘if% docgrrent
wher ever tHRwWiSS (ReRAs Bk Viefested & drapptiedlionipedific Msgeldayd paglougrascan be

substituted for a client-server situation. The initial version of the
prot ocol wihownrieFigusnteThepayload s Gragsar of pyswgs sPerdy daty. Byptem he

assunptd on, 4 s { hat ' ] - t
this d cu%ﬁ?s.a éefQGA%?gieggB%%gﬁgl%g%??ﬂ%? Ztérg sf%og&ﬂ]oé%ﬂﬁ (%St %ggdgﬁgger S
wi || be coqwmiféreste] bring\@wwh korfieacqndept hel entiidséntoghseantference; kmdpeer

device. For all structure definitions, constants, d enunerated types, see
the Col | abfeX messpges, sepd andhescaipe cHar W?*gﬁne%@“?ﬂfqa‘gq%?‘é‘? i on ptcl_spec. doc.

14 WO 03/ Oﬁﬁﬁ!a&riféiyny%%éééé?&nd%f‘eiéé)édn@é%ﬁ& doSurdBntdhed VAR iRk overvi ew
of where the Collaboration Protocol exists in the franework of two devi ces
conmmuni catprogcol rBlalehimpéente@tdtionb os descobedAin shoCotfersRte ard)CTllaborgtiont Neut r al

APl 15 Ir TCP/I P (X hey Thi§.docunment describes the data fl ow ng between

the cdi9 aE@P’é’FPﬁﬁ d’%ﬁ%ﬂ"sse%n KPPy sgﬁ‘zly’l'r ansport Neutral APlI. MESSAGE

OVERVI EW Thi s section defines in full detail the Coll aborati on Protocol

nessages. For ahppifeatibp§Reaic ¥Bntk! KR EODENVE $6RLREDUME63 hebdgebiret he
initial 16 bytes are identical:, _ .
the most interesting as they pertain to actual wireless collaborative sessions, as shown

in Figure 5. Each Data Edit Message 162 is designed to correspond to one atomic
data edit operation. As an example, in the case of spreadsheet collaboration, if a cell’s
15 formula were to be edited, the originating application client creates and packages a
DEM 162 with the row, column, and formula for the newly edited cell. The
destination client application receives this DEM 162, matches the conference msg_id
and application specific msg_id to that of a formula edit, unpacks the payload, and
calls the appropriate application level function or subroutine to handle a cell formula
20 edit. Advantageously, this enables the client program to be coerced into thinking that
the data was originated locally and avoids application program redesign or significant

additional programming on already tested application code.

Display Update Messages 163 are those that control the User Interface. An
example is scrolling. If the originating client application needs to notify the
25  conference that it has scrolled, it packages up a scroll event and sends it as a DUM.
The DUM, when received by receiving clients, is matched against the msg_id and
then a scroll event is interpreted. This scroll event is then created at each receiving
client, as the client application would have done so internally, and the appropriate

function call is made so that each receiving client program is coerced into thinking the

13



25 30 Bytes In Message (4 bytes) Message Type (4 bytes) 35 Protocol
Version (2 bytes) Conference ID (2 bytes) User ID (2 bytes) 15 WO

03/ 043301wB@3/0US02/ 35673 Reserved (2 bytes) Bytes |In Me®sagsoz/3sbhe nunber
of bytes in this entire Coll aboration Protocol nessage, including the
header. The receiving device can use this value to keep 10 reading on the
transport until it receives all the bytes in the nmessage before delivering
to the appiventwisonggReddasdldy.: Advantagsously tBi apeids pignidigantyedgsignsafibe i n

network byte order. ssage Type - .Ther I of nmessages and

t he group cht;Qrpgr@m Q}%Eav dgg%lbcég)%ﬁogﬁésat& 3§ib§ aifgéj({@'r‘rgn&ggegégy bit masks. 15 o
X------ Ol to Ox------ FF. system nessages (if nsg & OxO00000FF) o Ox----
01-]: t o OX- - - - Ffhe DUM M EisentpeiR gnadesCCR gptaallliyraryel @yiedblend o al | ot her
conference participants (if msg & OX FQO) OX--01---- 10 OK-:FF----:
user def i riétpchedy ilesDUM messpees G%ymgaﬁ@zemplmﬂpn tolls Sorahis
reser ved st 9ES it LcGoloedaldsaicipMasaage Val ue
LI08 ston Ry é%uegy%%%%goﬁlé For c‘fbgggﬁgo@r?nee’gdte&gé{sl}g%ﬂ?ep 00002
conf er encehe confSyeacnyet oRbauethe sCeOG08a00Bfres Baymg abhet capkibSysConf DRes

onse 0x000Q0004 foll owi n re cl bSys.)oi nConf erence..0xQ00000 def.i ned:
cl bSysLeavBEFHER 1“6)?8@@5’6‘5@‘65 eé’éfg iﬁ%@"g%&eélf%ﬁ%fﬁgfi%&?&gw 689k bs
sNewDocunefyy H8QERCIQ8 and Collabration API 170 describe in detail how to make the

appropriate function calls to enable or disable DUM events, as now described.

10 Collaboration Protocol Specification (CCP)

Introduction

The Collaboration Protocol is a transport-independent protocol intended to
15  enable both peer devices to connect to each-other and clients to connect to servers, to
exchange various forms of content. The formats of the actual content exchanged is
described in this document but is considered to be a function of the applications using
the protocol. It is worth noting that this protocol is both transport-neutral and content-

neutral. The protocol itself is extensible to additional content formats.

20 In this document wherever the term passive device is used the term relay

server can be substituted for a client-server situation.

The initial version of the protocol will reference two transports (IrDA and
TCP/IP) but the assumption is that adding support for another protocol will not impact

this document.

25 All 16-bit and 32-bit integers in the protocol headers will be converted to

network-byte order before being sent to the peer device.

For all structure definitions, constants, and enumerated types, see the Collab.h

file. For the API definition see Collaboration_ptcl_spec.doc.
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cl bS sGet Docunent 0x00000009 cl bS sSet Docunent Ox0000000A

cl bSysSet Docunent Response Ox0000000B cl bSysSet Di spl ayUpdat eSt at e
Ox0000000%0 osloiBysBat on Ox0000000D Message Val ue cl bConfPDatusek/sksre
Ox00000100 cl bConf Di spl ayUpdat e 0x00000200 cl bConf Text 0x00000300 16 WO
03/ 043301 PCT/ US02/ 35673 Protocol Version - Most significant byte
contains maj or version nunber. Least significant byte contains m nor

versi on nunber .Thedpllowingiinan architecturplsovigryiens ofvivhere the Geltor@mn Conf er ence | D

- This vallle st . have, been co i cat he .user prior to the start of
the Col | ab‘ydP‘QPrTiL’l'o%lsése@?P%ﬁ‘aﬁlﬁﬁom}”ﬁ‘eg@g#??"éﬁ‘b‘g‘é‘?%b“.ga sone input nethod on
the client device. For peer-to-peer conferences this value nust be OxFFFF.
The exception is for the cl bSysConfl DRequest and 10 cl bSysConfl| DResponse
messages in which the val ues nmust be OxFFFF. User ID - This val ue nust
have bgen communi cated tg ' rt of the Collaboration
session and entered by tHh nmet hjod on the client

devi ce. For peer-to-peer be OxFFFF. This val ue
serves two purposes: 15 o validage that thisjuser belongs to this
particul ar conference o ildeftiEMsbRipSotb&gpdevi ce in subsequent nessages
fromthis device The relay server (or passive device) nust validate and
store 0his value and use 20 it #() recogni zeAthis particular client. It is
anal ogous to a usernane. —SYSHEM-MESSAGES—25--SystemMessages can be sent
fromclients to the rel ay Benspert NfutwhAPhe relay sefver to clients, or
frompeer to peer. Systen ically forwarded to the
ot her client devices by t rel ay servell. Thew are¢ used to indicate sone

type gfy i nteraction specifﬁﬁA}o t1qxﬁ9hatio1§ﬂhg,betmeen a particular
client and the

Deiiesr via some input

This document describes the data flowing between the Collaboration Protocol

20  API and the Transport Neutral API.
MESSAGE OVERVIEW

This section defines in full detail the Collaboration Protocol messages.

For all Collaboration Protocol messages, the fields of the initial 16 bytes are

identical:

25
30 Bytes In Message (4 bytes)
Message Type (4 bytes)
35
Protocol Version (2 bytes)
Conference ID (2 bytes)
User ID (2 bytes)
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relay server. 30 A System Message can be determ ned by masking off the
upper 24 bits of the 32 bit nessage type (after converting to host-byte
order). Pwpoawaspl e: if( nsg & OxO00000FF ) it's a systemPoFdsayss6785
cl bSysConnect Request (0x00000001) This nmessage is sent fromthe active
device (the one initiating the transport connection) to the passive device
I mredi ately after the transport connection is active. 17 WO 03/043301
PCT/ US02/ 35673 It must be the first nessage exchanged. The nessage payl oad
for this nmessage is as follows: 5 Application Type NULL Term nated
password 10 The application type is in the Connect Request nessage so that
the passive device nay rgject t ' I.f the gpplication isn't
suppor ged or does not mat|ch theﬁgsg?l‘%?f(gﬁggc{sf The fqll ow ng application
types are defined: o cl bAppTypelM= 1 15 o cl bAppTypeQuickWrd =2 o
cl bAppTypeQui ckSheet = 3  The password is sent unencrypted. 20
ci bSysConnect Response, £ 0x00000002) . Thi ssage is_ S fromt ssive
(1i st eni ng) Heﬁﬁﬁs f‘blvfﬁgggﬁdm%@\iﬁéibﬁ% .mrat Y ?&ﬁgeee&iabﬁé%%flvﬁg ﬁtog(gl
cl bSys Connect RAFBUE s Leigdhe Reder sLAS reenvog, &@c&muzg Al 40 £
conf erlfnce | D, rpasing en hniransportapdl aresivssall drabxiey i dEfmessiesPH¥esage as
a response. Thealefverngste the applicatien. c Beminggetahlel6 ande33 hit dtagars 8§ SE8t Wal i d,
and possi bly tmetwalibytecardethe active device to anot her address and/or port
nunber. The aesdegagTypoadhémerard foius gromps afjmebsagesarfdahe gusip a @Bdticular
message belongs to is determined by bit masks.
15 o 0x--—--- 01 to 0x--—---- FF: system messages (if msg & 0x000000FF)
o 0x----01-- to 0x----FF--: conference messages; typically relayed on to all
other conference participants (if msg & 0x0000FF00)
o 0x--01---- to 0x--FF----: user defined messages (if msg & 0x00FF0000)
o 0x01----- to 0xFF------ : reserved

20
For system messages the following are defined:

Message Value
clbSysConnectRequest 0x00000001 25 | For
clbSysConnectResponse 0x00000002 conference
clbSysConfIDRequest 0x00000003 messages the
clbSysConfIDResponse 0x00000004 following are
clbSysJoinConference 0x00000005 defined:
clbSysLeaveConference 0x00000006 30
clbSysUserStatus 0x00000007
clbSysNewDocument 0x00000008
clbSysGetDocument 0x00000009
clbSysSetDocument 0x0000000A
clbSysSetDocumentResponse | 0x0000000B
clbSysSetDisplayUpdateState | 0x0000000C
clbSysBaton 0x0000000D
Message Value
clbConfDataUpdate 0x00000100
clbConfDisplayUpdate 0x00000200
clbConfText 0x00000300
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Response Code (2 bytes) NULL-term nated redirect address 35 The response
code will one of the following: 18 WO 03/043301 PCT/ US02/ 35673
ETClbRespwoamaezsept NoRedi rect (0x0001) - valid conferenceramdisoyssc7s D
this conference is hosted on this device. ETClbResponseAccept Redirect
(0x0002) - valid conference and user ID; 5 client nust disconnect and
reconnect to address provided. ETClbResponseRejectBadConfl D (0x0003) -
unknown conference ETClbResponseRejectBadConflinme (0x0004) - known
conference but it isn't going on right now. ETClbResponseRejectBadUserl| D

(0x0005) - userprofbcdPVeistdd IMbasidnfificant thHe €614 AR version number. Least

ETClbRes pOﬂSGReslig%?ﬁg%ﬁgﬁ’ﬁé s¥Rhidds LR YR IonnukHRE. NAFR el HoDihis vaRaseword i s
not EELClbRespqjisgifehect UnsupportedApp (0x0007) - requested application

not supported Clb eShQ nseRej ec 0x0008)
- maxi mum nunbb(i Iﬁal‘eél ER‘%*\ % uealin}l§§ veE BGH n{mtgu!:a?ec{ tWﬁglse?Bﬁgrt(o
ETCl bResponseR &R tgjn ses§18 (ﬁ) 88 Eﬁ? gP user via some input
ETCleesponseR @ ‘t’ lhélre ‘;@)@bé@’ﬂ&e erféeﬁ’étﬂ I?qeéaortx g’é‘ﬁ?ﬁ Bis vAreUpYsH breecel pt

of any of the r EEFt ons Thpe @eeptiad sisdefarusthec) ok r tand

connedii on. | n difiys€oefiDResponse masspgestin eduhetbe valies @uﬁdtﬂ QxFBEEd t he passive
side will i gndiser @Dy This vdle¢ musidaagbsenreeaenwmechtahtotthe ussopnectoitber.  Upon
recei pt of the seH@hRespnmtsehinepifaditdaterabbs agaistida aehe inpusi de  nmust

cl ose the connggdih@en RRIcHent d¥9idRE WoRkEr-8S feerabfifetdricedis Faueanidiest to the

new 25 host of,rRerCaRfs8/aRRrved Reo piPhSROrt is assumed to be the same as
t he current transport The address is in ASCII format with the foll ow ng

structire for TCPLIR g%ﬁgﬁrﬁwgteloﬁ ShEAe e e by Lhe
gb us

char act er fol P wed h (1\IULL t er m nat or.
FOI’ exan,pl e: "yah80 €VICE 1ns scquen messages m this device

The relay server (or passive device) must validate and store this value and use

20 it to recognize this particular client. It is analogous to a username.
SYSTEM MESSAGES
25 System Messages can be sent from clients to the relay server, from the relay

server to clients, or from peer to peer. System messages are not automatically
forwarded to the other client devices by the relay server. They are used to indicate
some type of interaction specific to the relationship between a particular client and the

relay server.

30 A System Message can be determined by masking off the upper 24 bits of the

32 bit message type (after converting to host-byte order). For example:

if( msg & OxO000000FF )
// it’s a system message

35
clbSysConnectRequest (0x00000001)

This message is sent from the active device (the one initiating the transport

connection) to the passive device immediately after the transport connection is active.
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"192.168.1.3:9778". 30 cl bSysConfi DRequest (0x00000003) The purpose of this
nmessage is to provide a way for passive devices in a peer- to-peer
conf er encwotos/om3d1 requi re the active side to have its | P addressy3sesinst ead a
35 conference IDw Il be used to address the passive device. The passive
device will connect to a server whose role is to associate conference ID s
and | P addresses and 19 WD 03/043301 PCT/ US02/ 35673 send this nessage as
the first tessthpethe fingt mpssagerexolidnged-espond with a c¢l bSysConfl| DResponse
message with a new conference ID. The server will log the conference ID
and the I P addrgss._and the i fries to connect to a
wel | - known serv@%e 1{1?35%91 §ay) Oeal%&hisec?sg%éet%g% ﬁ)zl%%g'ssi ve device. 5 The
conference 1D in the nessage header nust be OxFFFF. The nessage payl oad
for this nessage is as follows: |IP Address (4 bytes) 10 NULL Term nated
password 15 The IP address is sent in net k- byte order. The password
i s sents unencrypted and rnust b@ﬂ}{b&tbntpjﬁgi natgd. cl bSysConfi DResponse
(0x00000004) 20 This nmesgage is sent froma cqnference |ID server
application to a client ygpon ger@tnifief cl BSysConfi DRequest nessage. The
conference 1D in the nesgage eaggsgg}!ft be OJFFFF. The nessage payl oad
for this nessage is as fqllows: nference [ID (2 bytes) The conference
IDin the payl oad nmust be in network-byte order 30 cl bSysJoi nConference
(0x00080005) " Thi s message is sent fromthe active device élt he one
initiating tie Theappheation typmigér thedrppne@Requestyagsspgesotbel the passivedi at el y
after the Coll alesicatmayrreeesthe sesstomgf the@pplication isn’t supported or does not
match the conference. The following application types are defined:
o clbAppTypeIM =1
15 o clbAppTypeQuickWord =2
o clbAppTypeQuickSheet =3

e The password is sent unencrypted.

20
cIbSysConnectResponse (0x00000002)
This message is sent from the passive (listening) device to the active device in
response to receiving a clbSysConnectRequest message. The passive device will
25  verify the conference ID, participant ID, and password, and will send this message as
aresponse. The purpose is to indicate whether the information is valid, and possibly

to redirect the active device to another address and/or port number.

The message payload for this message is as follows:

30
Response Code (2 bytes)
NULL-terminated redirect
address
35

The response code will one of the following:
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WO 03/ 043301 PCT/ US02/ 35673 been established. Passive peer devices can

I gnore the nessage. Relay servers nust do the followng: if this is the
first usewofidn4isni s conference then the conference is starcadis$2/33i63this is
not the first user for this conference and this conference has not been

set up as a "public" conference then the relay server generates and sends a
cl bSysUser St at us nessage to all existing conference participants notifying
themthat this user has joined the conference 10 The nessage payl oad for

t hi s nmessageei SEBEIHRdsponseAccdpaNoReditgata0k@Yt esl)d confdrencbandiusatl®d sel f 15
provi ded descr i tplsi coBfefed® is Hodrd oadhicllavisy. the device-type is one of the
fol | owing: 20 m@a@@ﬁ pondeale Remea (@wﬁ vmp&%fm@%dgs&moos J2ME

di spl ay devi ce 1@l & [)Ie[\ne@ tyt ad de&)row ded descri ptive
nanme wl |

be t el Reon tswh users join or
| eave a confer 1% Chﬁ‘? gnseReje Qﬁi #ﬁ% ORBI8 e§e ;é/ rs. J'shoul d
associ ate t h*s ETe[hRepppnseRejest flime 0x00(d)erkpavncopfreense utitzg
cl bSysLeaveConfigR’ égelag CoX@bDTOV06) This nessage is sent fromclients to the
rel ay server ewEHCIiRyspenseRepatBadsentD (x000Br-arserid not valsLifer this i nmedi at el y
precedads a transpfrénceonnecti on shutdown by the client device. Passive
peer devi Ces-Ca@rcmssoﬁﬁgej&mmssmﬁwxemveIi1§erﬂ&4ﬁé valed budd the
f ol :covm ng: %Eéﬁorﬂ%sﬁcﬁe | ast user for this conference then the
conf erence |s

and this confer enceqﬁesgongeP E&ﬁng@fg%d%gﬁégg%zyE%%?%g%?z%pggga}%%n;g{ eﬂgeas

"public" confi&f rdgl \Q/ server generates and se
1

cI bSyddser St At lE B@“scegelaﬁcFMé%C nts 0400k ANEUERRERRST S gﬁfgm?lot i fyi ng

are already connected.
¢ ETCIbResponseRejectByUser (0x0009) - rejected by user
¢ ETCIbResponseRejectOther (0x000A) - unspecified rejection

20 Upon receipt of any of the rejections the active side must close the transport
connection. In the event the transport connection is not closed the passive side will

ignore any further messages received on the connection.

Upon receipt of the ETClbResponseAcceptRedirect message the active side
must close the connection, parse the new address, and attempt to connect to the new
25  host of the conference. The transport is assumed to be the same as the current
transport. The address is in ASCII format with the following structure for TCP/IP:
host-name or IP address octet followed by the character ‘:” followed by the port
number followed by the NULL terminator. For example: “yahoo.com:9800” or
“192.168.1.3:9778”.

30
clbSysConfIDRequest (0x00000003)
The purpose of this message is to provide a way for passive devices in a peer-
to-peer conference to not require the active side to have its IP address. Instead a
35  conference ID will be used to address the passive device. The passive device will

connect to a server whose role is to associate conference ID’s and IP addresses and
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themthat this user has signed off the conference 5 There is no nessage
payl oad for this nessage. cl bSysUserStatus (0x00000007) This nessage is
sent fronmwDle/osBsbay server to active client devices when @&Ccags02/33603 has
either joined or left the conference. The message payl oad for this nessage
is: Status (2 bytes) 15 NULL Term nated self- provided descriptive nane
(max 32 chars) The status is either: 20 0x0001: user has joined
conferenc@enddxﬂmwgﬁg%theIﬁa%meéﬁgecahﬁéwefm‘élllfm@ndé@ﬁ?@ ptive name is the

sane as t v | ent cl i nmessage.
35"cl boys B BRR e ob ot il e oty oD TR BRRELAT B3GR, 0
server to dohfeéticedP\dnd €lse WRIdrdseal thien Ofhea thedd2tiot péy sifat tbeonmento aressage
fromone of its clients. Its purpose is to notify the remaining clients
that the cueli-kneweserudtivihbe Iieélr%ﬁr%d todh¢ Bassiyeidevicet rei ved. Nornally the
client devices will then send a cl bSysGet Docunent nessage to the rel ay
server sto obtanp dfi e yRERtne fllsisdRAgAGRud BeORFFMA! | d for peer - to-peer
Col | abor ati on sessi ons an % I gnore %y receiving devices in this
situation. 22 WD 03/043301 PCT/ US02/ 35673 The payl oad of this nessage
cont ai ns: NULL-Thermessageeghytoaddomthis riesdagsuisenfollomisb Sy s Get Docunent
(0x00000009) 10 This message is sent fromclients to relay servers or from
peer-to-peer. The purpose is to obtain the conference docunent.

IP Address (4 bytes)
10

NULL Terminated
password

15 e The IP address is sent in network-byte order.
e The password is sent unencrypted and must be NULL terminated.

clbSysConfIDResponse (0x00000004)

20 This message is sent from a conference ID server application to a client upon

receipt of a clbSysConfIDRequest message.
The conference ID in the message header must be OXFFFF.

The message payload for this message is as follows:

25 Conference ID (2 bytes)

e The conference ID in the payload must be in network-byte order

30
clbSysJoinConference (0x00000005)

This message is sent from the active device (the one initiating the transport

connection) to the passive device immediately after the Collaboration session has

20



Upon recei pt of this nmessage the relay server or the receiving peer device
must send the docunent to the client in a clbSysSet Docunent nessage. 15
The payl owo oofo433hi s nmessage contains: NULL-term nated nameTafsoz/sRseainment
20 If there is no docunent nane in the nmessage (indicated by either no
bytes at all in the payload or a single O byte [the enpty string]) it is
assuned the receiving device knows which docunent is the conference
document areen established pRasdiveipeér devicencandgnarh ¢heonbSyascR $hay sareais Myslssage.
chSysSetg% EHE§%W§OXOOOOOOOA) 30 There are three situations in which this
nmessage c when a peer device wants to send the conference
docunent to the relay server so that it may then be distributed to the
other clients. when the relay server wants to send the conference docunent

to the cliengs.iryf3is W Al Q&%?&%h@%ﬂf‘e&%%é #eR i confiBitelivBraRger devices are
conf er enci ng, an {hrﬁg %;E%t us rf% th1 &)n?é}&flc%ra?laqgls g&%%%@fxas it BQ&SA ot her.

Upon r écei pt ®of! St t he

entire 5 nessa Euﬁg% erag% {‘heg‘?l% ?rvgrngf: ra%esa?l]fl:sen ounent to

"di sk". When ré Sstptatys messags /g allipxslipe canfgrente i ifgans Agiit 18 all the

other clients themmthal thiswsesbas wineddbe eRIESIRRI i s available via a

cl bSysNewDocunent nessage. The clients then have the option of obtaining
t he neW docunerkhewn¢ssage paylda8yfeiGbisDoessaasis Metndlays: 10 The payl oad of this
nmessage contains: NULL-term nated nanme of docunment 15 Docunment itself

20 The device receiving the docunent can determ ne when the entire

docurment has been recei vedusi-ng—the—total—bytes field of the nessage
header. Once the Device Type (2 bytes)
NULL Terminated self-
15 provided descriptive name
(max 32 chars)

e the device-type is one of the following;:
20 o 0x0001: PalmOS PDA
o 0x0002: PocketPC PDA
o 0x0003: J2ME display device
o (add more as necessary)
e The self-provided descriptive name will be sent to other conference
25 participants when users join or leave a conference. This must be NULL
terminated. Relay servers should associate this field with this user in its
internal structures.

30 clbSysLeaveConference (0x00000006)

This message is sent from clients to the relay server when they are leaving the
conference. It usually immediately preceeds a transport connection shutdown by the
client device. Passive peer devices can ignore the message. Relay servers must do

35  the following:

e ifthis is the last user for this conference then the conference is shut down
o ifthis is not the last user for this conference and this conference has not been
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entire docunent has been received and saved the application can act upon
the docunent (perhaps by loading it). 25 cl bSysSet Docunent Response
(Ox000000wB)03/iE381 Nnessage is sent fromclients to relay secCTdarss2/ss675rom
peer-to-peer. The 30 purpose is to let the other side know that it
received the conference docunment just sent in a clbSysSetDocument message.
The payl oad of this nessage contains: 35 Status (2 bytes) 24 WO 03/043301
PCT/ US02/ 35673 sefliyeassa “uublicT sonderengsrthersthe @ty s@rameonaSPENGENdRa( 1) 1 No
errors CLB _SEIEX)SEESSENBEnERR @)l eRitiugeofewase paticipente noteftingnt act .

cl bMsgSet Di spl ajslpdiadit @St ated haOXNORAGTODE)corfdrelte s nessage is used to specify
if the device sending it wants to or does not want to receive D splay
Updat e sMessagesy ngggggﬁﬁglﬁg?@rt%yﬁ@%econt ains: 15 Enable or

di sabl e (2 bytes he status is either: 20 CLB_DI SPLAYUPDATE_ENABLE (1) -
yes, send ne DUMs. CLB_DI SPLAYUPDATE_ DI SABLE (2) - no, do not send ne
DUMs. 25 cl bMsgBat on (Ox0000000D) This message is used to communi cate
requests aflBSysERenS aftus(0x00000007f or the baton. \Wen a conference is in
"projector node" only one device can send Display Update Messages (DUVB)
and Data Edit My5s$age é@'ﬁ%frorﬁtﬂge@éﬁ sPRREESRtive Blidl Qe PREORhdnh Kefler to
send these nessages. fe payl oa his message contains: Baton Action
(2 bytl®s) haRbither Jomed or left the conference.

The message payload for this message is:

Status (2 bytes)

15 NULL Terminated self-
provided descriptive name
(max 32 chars)

o The status is either:
20 e 0x0001: user has joined conference
e 0x0002: user has left conference

e The descriptive name is the same as that provided by this client in the
clbSysJoinConference message.
25

clbSysNewDocument (0x00000008)

This message is sent from the relay server to client devices upon receipt of a
30  clbSysSetDocument message from one of its clients. Its purpose is to notify the
remaining clients that the conference document is available to be retreived. Normally
the client devices will then send a clbSysGetDocument message to the relay server to

obtain the document.

This message is not valid for peer-to-peer Collaboration sessions and must be

35  ignored by receiving devices in this situation.
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WO 03/ 043301 PCT/ US02/ 35673 The baton action nmust be one of the follow ng:
CLB BATON REQUEST (1) - the sender is requesting the baton 5 CLB BATON

_ GRANTED wP)03/4330e sender is granting possession of the ba&Canso2/35673
CLB_BATON _GRANTED DUE TO TI MEQUT (3) - the device that possesses the baton
did not respond to the baton request and therefore gives up possession of
the baton CLB BATON DENIED (4) - the sender is denying the request to give
up the 10 bat crhe @ByRBaPROMECHORAMODMIGANCELLED (5) - the conference is

| eaving projector node. Conference Messages 15 Conference nessages can be
sent fromclients to the relay server, fromthe relay server to clients,
or frompeer to peer. Conference nessages are automatically forwarded to
the other client devices by theyel anSfitNEharkOsE [NOt back to the
originating device). 20 A confer encedw&ge can be determ ned by masking
of f thé upper 16 bits and tHe |ower its of the 32 bit nessage type. For
exanple: if( meg & OX0000FFOO )Tt s a conference nessage 25 For
conference nmessages originating on a client (i.e. not relayed to the client
by the relay server) the user-ID in the header is its own user-I1D. For

conf er encegj ERAPROUThEYEDXDO0000Y)S by the relay server the user-1Din
t he header P?;,t%he ori gl nat((ﬁ' s user-I'D. 30 cl bConf Dat aUpdate This nessage

[ to indi.gat . I f ¢ch ' t. It
be Sent. 1 rom ol {oneesger bnoep ilh SRR RErelf) SEGER R ekl OIRE, ) 55"

peer - t 0- PaRirposeROd et tielcoaferddte soomasgage the relay server will forward
the message 26 WO 03/043301 PCT/ US02/ 35673

Upon receipt of this message the relay server or the receiving peer device must

send the document to the client in a clbSysSetDocument message.

15 The payload of this message contains:

NULL-terminated name of
document

20

If there is no document name in the message (indicated by either no bytes at
all in the payload or a single 0 byte [the empty string]) it is assumed the receiving
device knows which document is the conference document and will respond with it in

25  the clbSysSetDocument message.

clbSysSetDocument (0x0000000A)

30 There are three situations in which this message can be sent:

e when a peer device wants to send the conference document to the relay server
so that it may then be distributed to the other clients.
e when the relay server wants to send the conference document to the clients.
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unchanged to the other clients. The relay server will also update the
mast er docunent. [not in initial version] The payload of this nessage is
dependentwopan4ishe applications that are conferencing. | tPCTaISHbas673
application's responsibility to format the data for this nessage. 5 The
protocol will sinply set the nessage type in the nessage header to

cl bConf Dat aUpdate and deliver the data to the recipient. In order for the
appl i cation o wiednetiviipeer ddvides aceagonitaréreiny @td cmadvansatd|send the cdafesence he

prot ocol specifdeambftab thidéthéd. rst tow bytes of the nessage will contain
fields for version of the data contained in the nmessage. 10 Data Version
(2 bytes) 15 haliredd; td(ﬁ{tﬁis nidsBfR M eV Y ReR R vicd thubbicad MRSa@ee 1S used
to indicate sone type I())f change I'n the display of the conference docunent.
|t canSbe messhgeftombtain themloctroentatself asdsavethe dashmgnsterdesk™t o clients, or
from peer-to-peer. Upon receipt of this nmessage the relay server wll

forward the age,unchanged to . the other clients, T d of this
nessage i s deg‘eaﬁg‘@%fel@'p%ﬁvetr%é@cgﬁﬁml%glte?%%%{hte%él}ugg?cztlfyégﬁ?%&gg@{%gg It is
the appli Ctﬁ&ti%@cdﬁ&@@d&%&hh&ﬁ&sb@aﬂaﬁferﬁéabibSKQ@éﬁDéaﬁnédﬂh&sﬁ@ssage. The
protocol will sinply set the _rressage‘t'ype in the nessage header to

cl bConf Di sPiessfigpigdhan have theeontipaof ohaindag themgwideeupertiitledit . 1 n order for

t he appli cc‘g\%éy%%e{ﬁ?cqgeg{%{g%%f it can interpret and handle the data 30

t he protoc Specities a e first four bytes of the nessage wll
contain fields for application type and version of the data contained in
t he nmE$sage. 27THADAHRa043 804 MRShEEISHRAIBS673 Application type (2 bytes) 5
Data Version (2 bytes) Start of data 10 cl bConf Text This nessage can be
sent fromclient devices to the relay server, fromthe

NULL-terminated name of

document
15 :
Document itself
20
e The device receiving the document can determine when the entire document
has been received using the total-bytes field of the message header. Once the
entire document has been received and saved the application can act upon the
document (perhaps by loading it).
25

clbSysSetDocumentResponse (0x0000000B)

This message is sent from clients to relay servers or from peer-to-peer. The
30  purpose is to let the other side know that it received the conference document just sent

in a clbSysSetDocument message.

The payload of this message contains:

35 Status (2 bytes)
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relay server to client devices, or fromeither peer in a peer-to-peer
session, at any tine 15 after the Coll aboration session has been opened. In
addi ti on wo osle3snessage header described previously the clro@arshZaserdvsg
contains NULL terminated ASCII text for the message i nmedi ately foll ow ng
the header. 20 Destination User ID (2 bytes) Null-term nated ASCI| text
25 if the text is to be delivered to just one user that user-ID nust be
placed in the 30 first two bytes. If the nessage is to be delivered to all
users, or this is a peer- to-peer conference, then the val ue O<FFFF nust be
in the first tvibhdyitesiseitb@ssi on Shut down 35 Either the passive or the
active device can close the Collaboration session at any tinme sinply by

cl osing down the transport connection. 28 WO 03/043301 PCT/ US02/ 35673

Conf erenci ng and Col | aborati on Protocol APl (CCP API) Control Block 5 The
struct dre reterfled SETROCRESRANSEPKHL N0 ¢501passed into every function of
the Coll abosatCloB SEFOOCRESPGONSE SIIRR42)s Exbchyentheas@oit kabivedinitast. | ayer into
the transport nodules. It can be considered the master structure of the
entire protocol stack. It tracks state, address, connection type, nunber
of bytes r j [ ' sage, and other things. This
structure ‘ﬁgﬁgg %ﬁ%p?%ﬁgﬁlﬁ%t%ggﬁgﬂqgﬂﬁ erfacing wth the

CoIIab1 ration |layer and al so ?vai | .abl as an extern in.the dulet\ t he
contains the maliHS BI5PTAEE S 4s6 %Wgﬂ?y 1f§]6°p.ev"f“f?e§reﬁ 1?‘%”‘?’%@%’?55350910 t he

appl i cat i agari hOHCEiVEDigiIAEpddtEe RbsgeS(DORBNGI Ng the variables in the
control block structure. Those instances are noted in this docunent. 15
TSRCt | Bl ock gCtl Bl ock; Function APl cl bGetLi bVersion 20 U nt16

cl bGet Li bVer si ohie twsi kytg payteasaoptginison: Get the version of the Col |l aboration
library. Note this is independent

15

Enable or disable (2 bytes)

The status is either:

20
e CLB_DISPLAYUPDATE_ENABLE (1) - yes, send me DUMs.
CLB_DISPLAYUPDATE_DISABLE (2) - no, do not send me DUMs.

25 clbMsgBaton (0x0000000D)

This message is used to communicate requests and responses to requests for
the baton. When a conference is in “projector mode” only one device can send
Display Update Messages (DUMs) and Data Edit Messages (DEMs). It must possess

30  the baton in order to send these messages.

The payload for this message contains:

Baton Action (2 bytes)

25



of the Coll aboration protocol version. 25 Exanple: if( clbGetLibVersion()
1= 0x0103 ); 30 // error clbRun void clbRun( void ); 35 Description:
Check forwpanmiisgli events, wite any pendi ng out goi ng ness®gadjSozssh73 gi ve
the SR (transport) |layer some CPU tinme. This function nust be called from
the 29 WD 03/043301 PCT/ US02/ 35673 loop in the application's nmain event

| oop. Exanple: // in the app's main event loop. 5 do { clbRun( &gCt| Bl ock
); EvtCGetEvent (&event, 10 ); 10 // Ask systemto handle event. if (false
= SysHandl eEvent (&event)) rest of systemevent handlers.... 15

cl bConnect  Er rThd ia@omantioh mukShOvieBifabk followiml: ock,  TQut put Type xPort, 20
Ul nt 32 coanD Unt32 userlD, U ntl6 appType, Char *passWrd ); 25

Descri pti on: est abl i shing a Col gration session.
The aBpI i cafl ]%m@%‘lilg)é‘k) Iﬁﬁc@ié%’EQ)of ﬁec?ﬁﬁ‘ﬂﬁrc‘tslr g tl’%g ARt or e cal l'i ng
this rdéutine® |(f,‘LBm§ATON GRANTED (2) - the sender is granting possession of the baton
¢ CLB BATON GRANTED DUE_TO_TIMEOUT (3) - the device that
possesses the baton did not respond to the baton request and therefore gives up
possession of the baton
e CLB_BATON_DENIED (4) - the sender is denying the request to give up the
10 baton
e CLB PROJECTOR _MODE CANCELLED (5) - the conference is leaving
projector mode.

Conference Messages
15
Conference messages can be sent from clients to the relay server, from the

relay server to clients, or from peer to peer. Conference messages are automatically
forwarded to the other client devices by the relay server (but not back to the

originating device).

20 A conference message can be determined by masking off the upper 16 bits and

the lower 8 bits of the 32 bit message type. For example:

if ( msg & Ox0000FF00 )
// it’s a conference message

25
For conference messages originating on a client (i.e. not relayed to the client

by the relay server) the user-ID in the header is its own user-ID. For conference
messages relayed to clients by the relay server the user-ID in the header 1s the

originator’s user-ID.

30
clbConfDataUpdate

This message is used to indicate some type of change in the conference
document. It can be sent from client to relay server, relay server to clients, or from

35 peer-to-peer. Upon receipt of this message the relay server will forward the message
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al so set the IP address and port in ctlBlock before calling if attenpting a
TCP/ I P connection. This is an asynchronous call. The caller wll be
notified wbhoaoesnnecti on via a CLB_CONNECTI ON_UP event omCrhsomssmt queue.
30 Parameters: ctlBlock pointer to master control block xPort transport
type (IR or TCP/IP, see sr.h) conflD conference id; entered by user via Ul
35 userI D user id; entered by user via U appType application; known by
aplp: i cat i amchanggd tQhc okhAb chentpathanstay sPavss wolt elsé apdaté the maséar .

Nul | -term pat ed. anpl e. , 40, | Bl ock. connType = appPrefs->Last Transport;
/Il IR or f&g}lllnﬁm'%?&”btlﬁl."ﬁré | = -1; gCl Bl ock. pggsi veMbde = fal sel;o
gCt | Bl ock. byt esRcvdThi sMsg = 0; 45 gC | Bl ock. byt esExpect edThi sMsg = O0;

gQ | Bl ock. conf I Fhepaploall of ainesage BUebBldeskupsnahd Sypticaticisshatany | D,

bCt | Bl ock. bRecei vi ngID_ocurrent. = false; StrCopy( gCtlBl ock, pass\Wrd,

pGadget - >aqopfaresicing Lhisttaapplisaidon’s respnsifdity 3p %KB@O@W@‘P/@S@W@S@?%& /1 set

up addreesswst uff jif (. I == FET { 5 StrNCopy(
gCt | Bl S'c_kfc'“!‘e r8t°?ééﬁf"ﬂ?s%{3§as§§%§ﬁé§%¥ ey SR iR, || DADDRESS BHARS
) port i SclbCorfDatatipyiate and deliver 9@ dadl oake faofperTCPI Pl nf 0. port Num = St r ATol (
10 COLLABORATI ON- PORT

In order for the application to determine if it can interpret and handle the data
the protocol specifies that the first tow bytes of the message will contain fields for

version of the data contained in the message.

10
Data Version (2 bytes)
15 Start of data
clbConfDisplayUpdate
20
This message is used to indicate some type of change in the display of the
conference document. It can be sent from client to relay server, relay server to clients,
or from peer-to-peer. Upon receipt of this message the relay server will forward the
message unchanged to the other clients.
25 The payload of this message is dependent upon the applications that are

conferencing. It is the application’s responsibility to format the data for this message.
The protocol will simply set the message type in the message header to

clbConfDisplayUpdate and deliver the data to the recipient.

In order for the application to determine if it can interpret and handle the data
30 the protocol specifies that the first four bytes of the message will contain fields for

application type and version of the data contained in the message.
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} else // has to be IRfor this version { // nothing to do 15 } if(

cl bConnect ( &Ct| Bl ock, gCtl Bl ock.connType, gCtlBlock.conflD, 20

gCt | Bl ockwogenkidplt ETAppTypeQui ckword, gCtl Bl ock. passWOr @Cr/use2/Bh@ BOK

FrnmCustomAl ert( ErrorAlert, "Error starting connection”, 25 NULL, NULL );

} // now wait for CLB_CONNECTI ON_UP event 30 clbListen 35 Err clbListen(
TSRCt | Bl ock *ctl Bl ock, cl bAppAccept Sessi onCB accept SessCB ); Descri ption:

Starts "listening” on the specified connection type. The connection type
is specified in the ctlBl ock.connType field. Set it to the desired
transport before 40 naki ng this—eaH—Fhts—+s—anr—asynchronous call. Wen a

connection is established the| capplieation type Bebytes)i fli ed via the CLB
CONNECTI ON UP event on the event—guete—Pararreters: ctl Bl ock Pointer to
connection control block. accgpt S2agBriten @lstesho cal | back function to
verifydacceptance of 45 sessilon—Exanpler—gGtl-Blgck. connType =

ETQut put TCPI P; // or ETCQutputl{R 50 §€rldldack. connHdl = -1;

gCt | Bl ock. passi veMbde = true; 131 WD 03/043301 PCT/ US02/ 35673

10
clbConfText

This message can be sent from client devices to the relay server, from the
relay server to client devices, or from either peer in a peer-to-peer session, at any time

15  after the Collaboration session has been opened.

In addition to the message header described previously the clbConfTextMsg
contains NULL terminated ASCII text for the message immediately following the

header.

20 Destination User ID (2 bytes)

Null-terminated ASCII text

25

o ifthe text is to be delivered to just one user that user-ID must be placed in the
30 first two bytes. If the message is to be delivered to all users, or this is a peer-
to-peer conference, then the value OxFFFF must be in the first two bytes.

Session Shutdown

35 Either the passive or the active device can close the Collaboration session at

any time simply by closing down the transport connection.
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gCt | Bl ock.confID = 0; gCtlBlock.userlD = 0; gClBIock.bytesRcvdThi sMsg =
0; gotl Bl ock. byt esExpectedThi sMsg = 0; 5 gC I Bl ock. bRecei vi ngDocunent = 0;
i f( gCt| BvoakioesnnType == ETCQut put TCPIP { PCT/US02/35673

gCt | Bl ock.info. TCPI Pl nfo.addrString[Q] = O;

gC | Bl ock.info. TCPI PInfo.portNum = StrATol ( 10 COLLABCORATI ON- PORT } i f(
cl bListen( &Ct 1Bl ock, Accept SessionFunc ) !'= ETCLBOK { 15 FrnCustonmAl ert (
ErrorAlert, "ErConfdriesicéng agd Collaborbtion Protdcod! APE(CEPIAPIR0 Err

cl bGet Confl D{ TSRCt | Bl ock *ctl Bl ock, TQutput Type xPort, U nt32 userlD
Char *passMor o1 22 Description: Starts the process of obtaining a
conference&gﬂ)&f(grmé’cifew conference. |In a peer-to-peer conference the
passive device will call this function to register its |P address with a
vel | - kfown $he steycturanefared teeasdhe eamirod Afock Fappsgpslentorryenolnetiarridhs p

e

connecting SErver ng re

resul ts frasadléy. It &l Be sohbileroé theassed stractubeofapptitirapraocolisack.nk CLB_CONFI D
event in which the evtData32 will contain the new conference ID. The
appl i cat i orrckssialg) dreserronpgqtiop tyns, awmperiaf bytss repelyed ifer Bh CHBEY. 35

Par amet er §p.orfihb Rl e PRIaYhdr thifedTEPhiS Sk Ak i OhecRlr@FH the main module

10 interfacing with the Collaboration layer and also available as an extern in the module

the contains the main application event loop.

There is little reason the application should be either reading or changing the

variables in the control block structure. Those instances are noted in this document.

15 TsrctlBlock gCtlBlock;
Function API
clbGetLibVersion

20

UIntlé clbGetLibVersion( void );

Description: Get the version of the Collaboration library. Note this is independent
of the Collaboration protocol version.

25
Example:
if( clbGetLibVersion() != 0x0103 );
30 // error
clbRun
void clbRun( void );
35

Description: Check for pending events, write any pending outgoing messages, and
give the SR (transport) layer some CPU time. This function must be called from the
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xPort transport type (IR or TCP/IP, see sr.h) wuserlD user id; entered by
user via U 40 passWwrd Password for this user. Null-term nated. Exanple:

i f( cl bGawCmbkd3)1 &gCt | Bl ock, gC | Bl ock. connType, 45 gCrCBlusok3isser| D,
gCt | Bl ock. passWwrd ) !'= ETCLBOK { FrnCustonmAl ert( ErrorAlert, "Error
getting Conference ID', NULL, NULL ); 50 } 32 WD 03/043301 PCT/ US02/ 35673
cl bSendMsg Err cl bSendMsg( TSRCt | Bl ock *ctl Bl ock, TO bMsg *clbMsg ); 5
Descri pti dnop ivthe epplidatordatrain evenhogol | abor ati on message to the current
connection. The caller is expected to create the nessage using the

cl bCreat e gadrhplecopy the data into the buffer, then call this function to
do the witipg.inThhes abs’ sanaas ghetr ongus call. The caller will be notified
of sucéessfuboconpletion of the wite via an event on the 10 event queue.
Paranmeters: {ctlBlock Pointer to connection control block. outBuf Pointer
to buffer to bRt &9CC185°qRet urns: ETCLBOK No error. ETCLBErr Can't send
this nessage becauyse the stack is currently busy sending another nessage
or thepe are toEgtﬁ%We%ter{af‘ﬁegntodtoggi ng messages the queue. ETCLBErrState
Wn't wite this pBssage.due e stale issue, for exanple, trying to send
a display updatie nBSSA0e WiH8aYaHeHONstvdidye the baton.

// rest of system event handlers....

15
clbConnect

Err clbConnect( TSRCtlBlock *ctlBlock,
TOutputType xPort,
20 UInt32 conflD,
UInt32 userlID,
UIntlé appType,
Char *passWord );

25  Description: Starts the process of establishing a Collaboration session. The
application must set the type of connection desired before calling this routine. It must
also set the IP address and port in ctIBlock before calling if attempting a TCP/IP
connection. This is an asynchronous call. The caller will be notified of a connection
via a CLB_CONNECTION_UP event on the event queue.

30
Parameters:
ctiBlock pointer to master control block
xPort transport type (IR or TCP/IP, see sr.h)
confID conference id; entered by user via Ul
35 userID user id; entered by user via Ul
appType application; known by application. e.g. QuickWord
passWord Password for this user. Null-terminated.
Example:
40

gCtlBlock.connType = appPrefs-s>LastTransport; // IR or TCP/IP
gCtlBlock.connHdl = -1;
gCtlBlock.passiveMode = false;
gCtlBlock.bytesRcvdThisMsg = 0;
45 gCtlBlock.bytesExpectedThisMsg = 0;
gCtlBlock.confID = prefs.conflD;
gCtlBlock.userID = prefs.userID;
bCtlBlock.bReceivingDocument = false;
StrCopy( gCtlBlock.passWord, pGadget->appPrefs->LastPassword );

30



20 Exanpl e: Char |ocal Buf [ MAX_ TEXT_LEN], *payLoad; TCd bTextMsg *cl bMsg; 25
create a Col |l aboration nessage (text to be sent is already in "l ocal Buf")
cl bMsg = Wo@Bdat Msg *)cl bCreat e( cl bMsgText Msg, gC | Bl @ch/usonsics

gC | Bl ock.userlI D, 30 StrLen( localBuf ) + 3 ); copy the data in payLoad =
(Char *)CLB_BUF_ADDR( clbMsg ) + 2; payLoad[Q = 0; 35 StrCopy( paylLoad,

| ocal Buf ); // send it out if( clbSendMsg( &gCtl Bl ock, (Td bMsg *)cl bMsg )
!d: ETCLBXK 1 /A;Oﬁanms(g%(iHAI eg(ﬂg%ErrorAl ert, "Error updating renote

evice", NULL, [up) address 3/ 043301 P S02/ 35673 // wait for
confirmation og(s%%Bi?%'Fﬁ@‘T@%_WTPEEW%E nmessage // before sending
another, 5 ol bDI seapags! ocff o6l DDk scepneslb R ALock *otlBlock ); 10
Description: Disconne b §e @pen eonnection. This 1S an asynchronous call.
The caller will be notifvngdishbsreeeni@etign i s closed via an event on the
event queue. A clpNegteavefankergneendessage Wi ll be sent out prior to
shutti ng down t hectleonsiedhi@ITCPIE nParrerefwr s: Stgl®l ock Poi nter to naster
cont r dl0 bl @ekABORATION_PORT ) ;

else // has to be IR for this version

{

// nothing to do
15 }

if ( clbConnect ( &gCtlBlock,
gCtlBlock.connType,
gCtlBlock.conflID,
20 gCtlBlock.userID,
ETAppTypeQuickword,
gCtlBlock.passWord ) != ETCLBOK )

{

FrmCustomdlert ( ErrorAlert, "Error starting connection",
25 NULL, NULL );

}

// now wait for CLB_CONNECTION_UP event
30

clbListen

35 Err clbListen( TSRCtlBlock *ctlBlock, clbAppAcceptSessionCB
acceptSessCB ) ;

Description: Starts "listening” on the specified connection type. The connection type
is specified in the ctIBlock.connType field. Set it to the desired transport before

40  making this call. This is an asynchronous call. When a connection is established the
caller will be notified via the CLB_CONNECTION_UP event on the event queue.

Parameters: ctlBlock Pointer to connection control block.
acceptSessCB Pointer to callback function to verify acceptance of
45  session.

Example:
gCtlBlock.connType = ETOutputTCPIP; // or ETOutputIR

50 gCtlBlock.connHdl = -1;
gCtlBlock.passiveMode = true;
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cl bCreate 20 TClbHeader *cl bCreate( ETClbMsg nsgType, U nt16 conflD, U ntl6
userl D, Int32 nunBytes ); Description: Creates a Coll aborati on nessage with
t he headewofoslokzsdl an and the 25 payl oad ready to be fill e@CT/Aise2/Basmber of
bytes is the nunber needed for the payload only; this function wll
automatically account for the roomfor the header. It returns a pointer to
the nmessage header (and therefore the nessage itself). Use the CLB BUF_ADDR
macro to get axtéBiockecei@D"payl oad” address. 30 Paraneters: Message type
Exanpl e: clb P\JFOFéx‘tlseréva@gConf Dat aUpdate. Conference ID Unique ID to
identify desir C‘fdé"t%’fi P;IO; er IDUnique IDto identify this
user tgQ servergct@ﬁ? ’F@ecelﬁn Ocu%gié)gd orily do not count nessage header.
35 Exarpl e: i Qom@%&ﬁcgfp Gl bSendMsg) cl bSendDocunent
40 Err cl bSendlpocurrent TSRCt l ock *ctl Bl ock, Char *docNane, Ul ntl16

confI D, U ntl6 ugeﬂfllsli)o&k iRas aet@mso . addbstatihBlcack Boi nter to connection
control bl ock. dgctNayeciNameo acrdoatoanttiun sestAtNULL ter m nated) 34 WO
03/ 043801 deCTARIBAR2IBEET™ )conference I D Conference ID for current
conference. uskr ID User ID Descri pti on Creates a new cl bSysSet Docunent
nmessage with the correct head or mati on, gd§ th ssage out, and

al so finds thelfdoﬁjcﬁlréﬁ‘fe”daf‘%%ééleoc ndAcsCSPfﬂS sz?nFuﬁ‘i mpl et ndDocunent (
ctlBl qgk, * bUdbetF%QcQ%thQHert L@, 3 nBLACks 2GR0 Re o £1B! %IEL?%%%')D )

clbGetConfID
20
Err clbGetConfID( TSRCtlBlock *ctlBlock,
TOutputType xPort,
UInt32 userlD,
Char *passWord );
25

Description: Starts the process of obtaining a conference ID for a new conference.

In a peer-to-peer conference the passive device will call this function to register its IP

address with a well-known server. An active client can then use the conference ID

returned to the passive device to connect to the passive device by connecting to the
30 well-known server and then being redirected.

The results from this call will be passed to the application via the CLB_CONFID
event in which the evtData32 will contain the new conference ID. The application
should then call clbListen to go into listen mode.

35
Parameters:
ctiBlock pointer to master control block
xPort transport type (IR or TCP/IP, see sr.h)
userlD user id; entered by user via Ul
40 passWord Password for this user. Null-terminated.
Example:
if{ clbGetConfID( &gCtlBlock,
gCtlBlock.connType,
45 gCtlBlock.userID,
gCtlBlock.passWord ) != ETCLBOK )
{ FrmCustomAlert ( ErrorAlert, "Error getting Conference ID",
NULL, NULL );
50 }

32



Note: This is an asynchronous nmessage and will result in a

CLB_WRI TEDOC COMPLETE event being sent to the application after the

recei vi ngwoasiersohas acknow edged recei pt of the docunent PETIUSOA3IHE

cl bMsgSet Docunent Response nessage. cl bChangeState voi d cl bChangeSt at e(
TSRCt | Bl ock *ctl Bl ock, TStatusType newState ); 20 Description: Changes
state variabl e nenber of the control block to new state. Valid states are
defined by the TStatusType typedef: typedef enum 25 { // active and

passi ve stadb¥enadMSEConnSt at usDown, ETConnStatusUp, // active states 30
ETConnSt at usUpPendi ng, ETConnSt at usAut hQut Pendi ng, // passi ve states
ETConnSt at usLi st enPendi n ETCon § tusLl eni ng
ETConnSt atfdS ATt FRBESdi 17 Ctlgé?ﬁf)nﬁ Bgt ﬁdl‘hl&Ms? TSt at usType The

applicati sho r S at usDovvn, TConn 40
ETConnSt at ? BHPMEQ%WG‘HE&E%‘%@P a?{nog 1S a tOFfl e§{ eé sP ates are
managed i nt F“'?Gx]?er‘f CreatsdPa mest shBie reé & ’Icé'py %EPI i cation
must  set 1pteethe pufifer, then ealtiinnghersigsiaf 6W“|1‘§8 I 150 gspachropiou

CONNECT| ONThereallomsvitl] izonoffied of surggesful P@Ppmegpié%mte vigen ¢¥e8t 91 e to
ETConri8t ataysioywgueipon recei pt of the CLB_CONNECTI ON- DOAN event

Parameters:
ctlBlock Pointer to connection control block.
outBuf Pointer to buffer to be written.
15
Returns:

ETCLBOK No error.

ETCLBEmr Can’t send this message because the stack is currently busy sending
another message or there are too many pending outgoing messages
the queue.

ETCLBErrState | Won't write this message due to a state issue, for example, trying to
send a display update message while you don't have the baton.

20 Example:
Char localBuf [MAX TEXT_LEN], *payLoad;
TClbTextMsg *clbMsg;
25 // create a Collaboration message (text to be sent is already in
// “localBuf")
clbMsg = (TClbTextMsg *)clbCreate( clbMsgTextMsg,
gCtiBlock.conflID,
gCtlBlock.userlID,
30 StrLen( localBuf ) + 3 );
// copy the data in
payLoad = (Char *)CLB BUF_ADDR( clbMsg ) + 2;
payLoad[0] = 0;
35 StrCopy( payLoad, localBuf );
// send it out
if ( clbSendMsg({ &gCtlBlock, (TClbMsg *)clbMsg ) != ETCLBOK )
{
40 FrmCustomAlert ( ErrorAlert, "Error updating remote device",
NULL, NULL );
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set the state to ETConnStatusDown right before starting a new connection
set the state to ETConnSt at usLi stenPendi ng right before calling clbListen
5 set thwoaBaszsot o ETConnSt at usDown when cancel ing a | i strem/iRaz/asees er s:
ctl Bl ock Pointer to control block new state See valid states above. 10
Exanpl e: cl bChangeState( &gCtl Bl ock, ETConnStatusUp ); 15 cl bGet Peer Nanme
voi d cl bGet Peer Nane( TSRCt| Bl ock *ctl| Bl ock, Char *peerNane, Intl16 maxChars
): 20 Descri pti/oWaifvEREsCopat mator PAFSHEBriia( 8 CLRYRAITE SOYEtETEhe name in
string for‘?ﬁiﬁ‘""? %he connected device. WIIl return result in

NULL-t er mi nat ed PBFRSi REEBT ERE" " The name will be dependent upon the
transpart. For exanple, for TCP/IP it will return an |P address in the
formof " ég% ijsgépl:ctl ". 25 Paraneters: ctlBlock Pointer to control bl ock
peer Nane Bu ]?er o0 place result maxchars of peerNane Size of buffer 30

cl bGet Local Addr voi d cl bGet Local Addr( TSRCt | Bl ock *ctl Bl ock, Char

*| ocal Addrgyrl BiptescdmxEharsrat1sBekDesanigdd on: Makes call to transport (SR)
| ayer to get the name in string format of this, the local, device. WII

r et ur nor espéseriptionUbiscé@ietisnié §stnfoornmBction | KiaisAddsynchighounaate Thd | be
dependent dapenwithge ddtERARRYE EonnE@londX BldRdEvia bR EvehieBh kiR dvlent\jlebe.r eturn an I P

addr ess i A bl dglM &ontckStce hésdeelwill b%QeB%@Fﬁs%%huttﬁgld Gke Pointer to
control bl oek. Jogcal Addr Buffer to place result

15 Parameters:
ctlBlock Pointer to master control block.

clbCreate

20
TClbHeader *clbCreate( ETClbMsg msgType, UIntlé6 confID, UIntlé
userID, Int32 numBytes );

Description: Creates a Collaboration message with the header filled an and the

25  payload ready to be filled. The number of bytes is the number needed for the payload
only; this function will automatically account for the room for the header. It returns a
pointer to the message header (and therefore the message itself). Use the
CLB_BUF_ADDR macro to get access to the “payload” address.

30 Parameters:

Message type Example: clbMsgConfText, clbMsgConfDataUpdate.
Conference ID Unique ID to identify desired conference to server.
User ID Unique ID to identify this user to server.
Number of bytes Payload only; do not count message header.
35
Example: (for example use see comments for clbSendMsg)
clbSendDocument
40
Err clbSendDocument ( TSRCtlBlock *ctlBlock, Char *docName, UIntlé
confID, UIntlé userID );
Parameters:
45 ctiBlock Pointer to connection control block.
docName Name of document to send (NULL terminated)
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maxchars of |ocal Addr Size of buffer 45 36 WO 03/043301 PCT/ US02/ 35673

cl bAppAccept Sessi onCB typedef ETClbResponse (*cl bAppAccept Sessi onCB) ( Char
*user| D, wb oGhas3or passWwrd, U ntl6 appType, Char *renot @&ddrso)/35673
Description: Application callback function to verify if application wants
to accept 10 incom ng sessions. This is passed in as a paraneter to the
clbListen call. Passing NULL inplies approval of all incom ng sessions.
When an i nconi ngngeesiedd cones i n Gdnderendsr Y for winir¢nt cahferenhé-s f uncti on and
react accordi nqustiolld he response i ndisalled by the return code. 15

cl bGet Conf Status U nt16 cl bGet Conf Status( TSRCt| Bl ock *ctl Bl ock ); 20
Descri pt i dpescRptionns Créuesi aviesv claSysSatDaabiment hedsage witk thetdoereftdiehdani ng: i f
conf er gncdnfosmbtio sehddahOmesFageons artailso RISt HEI§IndnDB tabast find $winds devi ce
has baton jpr not (HAVE_BATON) 25 An application can check the status of the

bit fields using this call. Paranmeters: ctlBlock Pointer to connection
control blpemple30 Exanple: if( clbGetConfStatus( ctlBlock ) &
PRQIECTOR- cl bReguastihBateA: 32t i1kl s "elodRequesbBat,on( TSRC | Bl ock

*ctl Bligck ); Description: Createscamlosendsnout, atlelbdbgBa¢dn nmessage with
CLB_BATON _REQUEST in the nessages payload. Starts a tinmer so that if the
other si dQotdOERR'i arl £5AONNMsidsBadBARDNIRESESTaTI MEQUT seconds the stack
will 40 seps WRIRESOR RATINLETATVSn®DEaIM seli folthSaPRANIdED fid @eus .

Par amet er Seceifihk BEACK hELIRhEK 16l Qe HRBRRD NI SehPvitRhOCK.

15 clbMsgSetDocumentResponse message.

clbChangeState

void clbChangeState( TSRCtlBlock *ctlBlock, TStatusType newState )
20
Description: Changes state variable member of the control block to new state. Valid

states are defined by the TStatusType typedef:

typedef enum
25 {
/I active and passive states
ETConnStatusDown,
ETConnStatusUp,
// active states
30 ETConnStatusUpPending,
ETConnStatusAuthOutPending,
// passive states
ETConnStatusListenPending,
ETConnStatusListening,
35 ETConnStatusAuthInPending,
ETConnStatusDownPending
} TStatusType;

The application should only ever use ETConnStatusDown, ETConnStatusUp,
40 ETConnStatusListenPending, and ETConnStatusListening. The other states are
managed internal to the Collaboration module. For example,

The application must
e set the state to ETConnStatusUp upon receipt of the
45 CLB_CONNECTION_UP event
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45 Returns: 37 WD 03/043301 PCT/ US02/ 35673 ETCLBOK No error. ETCLBErr
Anot her baton request is pending (wWwthing the tinmeout period). Exanple:
cl bRequeswBaBomi30&gCt | Bl ock ); 5 cl bRegi ster Event CB voi d PCT/US02/35673
cl bRegi st er Event CB( cal | BackFuncPtr ); Description: Register a call back
function that wll be called when the stack has an 10 event to send to the
application. The events that can be sent are listed in the Events section.
Par amet ers: ecadel BackiteodP CoraStattsrowmumpal redzamtlofthenct i on that wil | handl e
the 15 event. ThBSCONNEGTIONNDBOWNwent he fol | owi ng prototype: Bool ean
EBFunp ]g _QtEvcﬁnt Téépﬁle:s?a‘{é 0 m&im’spitﬁsﬁldwnm@t%fo!r@aﬁhin Wel %Temﬁoh return

rue if i n : ;
cl bRegi st er E\?eﬁ%e Sﬁ%%@%ﬁéﬁé?j Bﬁ@%\gﬁ? gbezf .%ﬁﬁg%seclqutgrrll will |ist
the constant$ (% isﬂ%%so WSO ERE Ancgingd i he  col 1 abor at i on
protocol. 30 CLB_VERSION Sinple version value. Two bytes. Mst significant
byte i s mePHAMELPISi on; |east significant byte is minor version. This val ue
i s placed into @lBesk Col | Rtintento @ntrohledage header by the Col | aboration

| ayer. 35 #def imov €8 VERSIeONlidx@iB2boYe. hi byte maj or version, |o byte
m nor Mersion CLB LIB VERSION Library version nunber. Two bytes. Most
significanExdnipr: i s major version; least 40 significant byte is m nor
versi on. The tidmhahaesvetsi edrtlsladrdepmodesitataodupt he prot ocol

15  clbGetPeerName

void clbGetPeerName( TSRCtlBlock *ctlBlock, Char *peerName, Intlé6
maxChars ) ;

20  Description: Makes call to transport (SR) layer to get the name in string format of
the connected device. Will return result in NULL-terminated form in peerName. The
name will be dependent upon the transport. For example, for TCP/IP it will return an
IP address in the form of "192.168.1.1".

25 Parameters:

ctiBlock Pointer to control block
peerName Buffer to place result
maxchars of peerName Size of buffer
30
clbGetLocalAddr
void clbGetLocalAddr( TSRCtlBlock *ctlBlock, Char *localAddr, Intleé
maxChars ) ;
35
Description: Makes call to transport (SR) layer to get the name in string format of
this, the local, device. Will return result in NULL-terminated form in localAddr. The
name will be dependent upon the transport. For example, for TCP/IP it will return an
IP address in the form of "192.168.1.1".
40
Parameters:
ctiBlock Pointer to control block
localAddr Buffer to place result
maxchars of localAddr Size of buffer
45
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version. 38 WD 03/043301 PCT/ US02/ 35673 #define CLB_LIB VERSI ON OxA QA //
hi byte major version, |o byte minor version 5 Error Codes These are used
bot h as rwowsn43zad ues fromthe APl calls and possi bly pas®eu/usoz/s3se3
application via events. define ETCLBOK 0 10 #define ETCLBErr -1 #define
ETCLBErrState -2 #define ETCLBErr Pendi ngQut Msgs -3 Message Types 15 The
application will never send or receive either a cl bMsgConnect Request,

cl bMsgJoi nConf erence, cl bMsgLeaveConference, clbMsgUserStatus, or a

cl bMsgConndlbAmeAssspSessien{dhge; those are sent and handl ed by the

Col | aboration layer. The appl ication will pass one of the other valid
types into the clbCreate c nessage _types Ox000000FF
= Lot am e £ R BUTOPE L RATEFE T FECOAGET 30 BIBLEF0000 =

user -defined messages O0xFF000000 = undefi ned, rgﬁg\trl 8 i ne

cl bMsgConnect Request Ox00000001 #define cl bI\/lsgC@lnmec} pRAse) 0x00000002
30 #define cl bMsgConfl DRequest 0x00000003 #defi ne cl bMsgConf | DResponse

0x0000000 | e (o]
cl bivs ea%gggﬁer {e}n A@Jpgly%wd sl Wg&@% éat éﬁj\%ﬁt@& §§1 0007 35
#dEf 'n 1m\§§1ie§s approval O%Bl mcoming Sess10ns. Qﬁhen an mgommg SCSSIOII com 0X00000009

in the library will call this function and react according to the response indicated by
the return code.

15
clbGetConfStatus

UIntlé clbGetConfStatus( TSRCtlBlock *ctlBlock ) ;

20  Description: Returns the internal variable that tracks the following:

e if conference is in projector mode or not (PROJECTOR_MODE)
e if this device has baton or not (HAVE_BATON)

25  Anapplication can check the status of the bit fields using this call.

Parameters:
ctIBlock Pointer to connection control block.

30 Example:
if ( clbGetConfStatus( ctlBlock ) & PROJECTOR_MODE )

clbRequestBaton

35 UIntlé clbRequestBaton{ TSRCtlBlock *ctlBlock );

Description: Creates and sends out a clbMsgBaton message with

CLB_BATON_REQUEST in the messages payload. Starts a timer so that if the other

side doesn’t respond within BATON_REQUEST_TIMEOUT seconds the stack will
40 send up a CLB_ BATON_STATUS event with a GRANTED status.

Parameters:
ctiBlock Pointer to connection control block.

45  Returns:
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#define cl bMsgSet Docunment OxO000000A #define cl bMsgSet Docunent Response
Ox0000000B #define cl bMsgSet Di spl ayUpdat eSt at e Ox0000000C 40 #defi ne
cl bMsgBatwo 0@0@300000D #defi ne cl bMsgSet Docunent Ready Ox®@Q@OQ®0DE673tdef i ne
cl bMsgConf Dat aUpdat e Ox00000100 #defi ne cl bMsgConf Di spl ayUpdat e 0x00000200
45 #define cl bMsgConf Text 0x00000300 #defi ne CLBSYSMSGVASK Ox000000FF
#def i ne CLBCONFMSGVASK Ox0000FFQO #define Cl BUSERMSGVASK OxQOFFQQ00 50
#defi ne CLB_RESHRVHIMBK MASKNOXxEBOO0000 39 WO 03/043301 PCT/ US02/ 35673
COLLABORATI ON PERTITIEIErpor t | Aasththieatd@oleljadso isgtendimgvithingahe tilResgipegod)evi ces
will listen on this port. Active devices wll connect to this port. If
this prot?gﬁ{ ﬁgcomes part of a product a 5 port wll have to be

W t

regi stere sl pdennedgcAsnioengd Nunbers Authority). #define
COLLABORATI ON PORT 9800 CLB HEADER BYTES 10 Nunber of bytes in the

Col | abar at i ader. #define CLB HEADER BYTES

(si zeog( Téi%gﬁ%%ng_BUF_ADDR 15 Macro to all ow qui ck and easy access
to the pointer to the "payload"” in a Collaboration nessage. #define CLB
BUF ADDR( X)o16 (41tdkBy & &)l HEABRRRYIERS) ); 20 CLB EVT XXX BASE Thi s

val ues are base values to which a value is added to obtain a unique event
nurber . #dpéscriptichB_R¥IisRY S cBAEk Guncilbn tiche fviilhbe €AlBdRAenEbEtaddABE ah000

#def i ng CLBERMb sbiRER tBOFFp112806h. CLiR evivkS Sl @& sdn Btedisted in the Events

section.

Parameters:
callBackFuncPtr Pointer to callback function that will handle the
15 event. This function must have the following prototype:

Boolean CBFunc( QEventType *evt, void *ptr );

The callback function must return true if it handled the event and false otherwise.

20
Example:
clbRegisterEventCB( myEventHandler );
Constants
25

This section will list the constants (#defines) and types (typedefs) used in the
Collaboration protocol.

30 CLB_VERSION

Simple version value. Two bytes. Most significant byte is major version; least
significant byte is minor version. This value is placed into every Collaboration
message header by the Collaboration layer.

35 #define CLB_VERSION 0x0102 // hi byte major version, lo byte
minor version

CLB_LIB_VERSION

Library version number. Two bytes. Most significant byte is major version; least
40  significant byte is minor version. The library version is independent of the protocol
version.
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30 These val ues are associated with nessages that go on the wire. The
nmessage they are associated wth can be ascertained fromthe constant

name. #deWoma/0€i3BL DI SPLAYUPDATE_ENABLE 1 #defi ne CLB_DI SPCANISPIBSEE DI SABLE
2 35 #define CLB BATON REQUEST 1 #define CLB BATON GRANTED 2 #define
CLBBATON_GRANTED DUE _TO TI MEQUT 3 #define CLB BATON DEN ED 4 40 #define
CLB PRQJECTORMODE CANCELLED 5 #define CLB_SETDOCRESPONSE OK 1 #define CLB
SETDOCRESPONSE ERR 2 45 #define CLB_USERSTATUS JO N 1 40 WD 03/ 043301

PCT/ US02/ 3867 8ne #HRILIAVEREBNUSERIFATUS [ EAVERYE SERpifer e edoTy pEsCYESThi s
section | igfSrttré€sEfuner ated types for the Col |l aboration protocol.

Responses to %n ect Requests These val ues are passed back to the active

si de b)5 thFerr?f %e side in the 10 cl bConnect Response nessage. typedef

enum { cl bResponseAccept NoRedi fect. = 1, 5 ¢l bRespanseAccept Redi r ect ,
cl bResponsHREs é’_f?t"Bﬁ;%l?ﬁﬁ@F Efmmc"ia[}ﬂé ?BH}\&‘S @é&ﬁ%ﬁ@@?ﬁ?lgfy ,Sse%qo i
cl bRespons®REFEONBAROEBES D, ¢l bResponseRej ect BadPassword, 20

cl bResponseRej ect Unsupport edApp, cl bResponseRej ect MaxCl i ent s,
cl bResl%ons*Eﬁé %F%@L cl bResponseRej ect Ot her

#de ine ETCLBEr

#define ETCLBErrState -2
#define ETCLBErrPendingOutMsgs -3
Message Types
15
The application will never send or receive either a clbbMsgConnectRequest,
clbMsgJoinConference, clbMsgLeaveConference, clbMsgUserStatus, or a
clbMsgConnectResponse message; those are sent and handled by the Collaboration
layer. The application will pass one of the other valid types into the clbCreate call.
20
/***
Collaboration message types
0x000000FF = system messages
0x0000FF00 = conference messages
25 O0X00FF0000 = user-defined messages
OxXFF000000 = undefined, reserved
***/
#define clbMsgConnectRequest 0x00000001
#define clbMsgConnectResponse 0x00000002
30 #define clbMsgConfIDRequest 0x00000003
#define clbMsgConfIDResponse 0x00000004
#define clbMsgJoinConference 0x00000005
#define clbMsgleaveConference 0x00000006
#define clbMsgUserStatus 0x00000007
35  #define clbMsgNewDocument 0x00000008
#define clbMsgGetDocument 0x00000009
#define clbMsgSetDocument 0x0000000A
#define clbMsgSetDocumentResponse 0x0000000B
#define clbMsgSetDisplayUpdateState 0x0000000C
40 #define clbMsgBaton 0x0000000D
#define clbMsgSetDocumentReady 0x0000000E
#define clbMsgConfDataUpdate 0x00000100
#define clbMsgConfDisplayUpdate 0x00000200
45 #define clbMsgConfText 0x00000300
#define CLB_SYSMSG_MASK 0x000000QFF
#define CLB_CONFMSG MASK 0x0000FF00
#define CLB_USERMSG_MASK 0x0O0FF0000
50 #define CLB_RESERVEDMSG_MASK 0xFF000000
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} ETClbResponse; 25 Application Types The spec calls for a connection
request to contain an "application type". 30 typedef enum {

ETAppCol Iwbaesatizon = 1, ETAppTypeQui ckword, 35 ETAppTypeQuiuskssmee: }
TCLBAPPType; Types This section describes the types used by the

Col | aboration protocol. The structure of 40 the actual nessages is |listed
here. The application will rarely, if ever, deal directly wth these
structures. Mst of that is taken care of by the Collaboration |ayer. At
the application level the 16-bit and 32-bit integers are in host-byte
order. AS5CCLLABOQRATION WMBRFage Header 41 WO 03/ 043301 PCT/ US02/ 35673
This data is at the start of every Coll aboration nessage. These val ues are
set by theTCEpbitdtrcthaCotabdratyerprotocelhasdibieates wiHllisten Pinghiappiti cat i on
shoul d not As@fe dehReewilatardgct to bhik ppedEfthistpratotol betdmesirt aftagirBitces; Ul nt 32

msgTyps; %Jrf‘%ﬂlﬁha‘%% Versiddted WAhUANAL Bneomht |Asigndd Nih6ers Farthdity). Ul nt 16
reserved, Td bHeader; 15 typedef Td bHeader TC bMsg; Col | aboration
Connect Regps€sic NBDSIFBYRATION PORT 9800

CLB_HEADER BYTES

10  Number of bytes in the Collaboration message header.
#define CLB_HEADER _BYTES (sizeof (TClbHeader))

CLB_BUF ADDR

15 Macro to allow quick and easy access to the pointer to the “payload” in a
Collaboration message.

#define CLB_BUF_ADDR(X) (((UInts *)X)+CLB_HEADER_BYTES)
20 CLB_EVT XXX_BASE

This values are base values to which a value is added to obtain a unique event

number.
#define CLB_EVT_ SYS_BASE 0

25  #define CLB_EVT CONF_BASE 1000
#define CLB_EVT USER BASE 2000

CLB_ Message Constants

30 These values are associated with messages that go on the wire. The message they are
associated with can be ascertained from the constant name.

#define CLB_DISPLAYUPDATE_ENABLE 1
#define CLB_DISPLAYUPDATE DISABLE 2
35
#define CLB_BATON_REQUEST 1
#define CLB_BATON_ GRANTED 2
#define CLB_BATON_GRANTED DUE_TO_TIMEOUT 3
#define CLB_BATON_DENIED 4
40  #define CLB_PROJECTORMODE_CANCELLED 5
#define CLB_SETDOCRESPONSE_OK 1
#define CLB_SETDOCRESPONSE_ERR 2
45  #define CLB_USERSTATUS_JOIN 1
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20 This nessage is sent by active device once the transport connection is
up. It contains the header and the password. The password is a
NULL-t er twoaBee3sSCl | string. typedef struct { 25 TClbHeaaarsombisklr ;
Untl6 appType; Char *password; } TCd bConnect Request; 30 Col |l aboration
Connect Response Message This nessage is sent by the passive device after
recei ving a Connect Request nessage. |t validates the password, and sends
back a resisishste EPRALSERTAIBSSIEBYY a new address 35 and port for the active
side to connect to, typedef struct { TClbHeader clbHdr; 40 U nt16

r esponseCogamergad Iyp¢sedi r ect Addr; } TC bConnect Response; 45 Col | abor ati on
Conference | D Request Message 42 WO 03/ 043301 PCT/ US02/ 35673 This nessage
is sent by a soon-to-be passive device to a well-known server to obtain a
conf er énceThiPsectine lists ieerammsatedyypad 96 therCallpborptiga orotpepdt be set to OxFFFF.
The | P address nust be in network-byte order. The password is a NULL

t er m nat edResp@Gies tsConnegt Requestsedef struct { TA bHeader clbHdr; Ul nt32

| PAddr; 10 Char *password; } Td bConfl DRequest;

These values are passed back to the active side by the passive side in the
10 clbConnectResponse message.

typedef enum

{
clbResponseAcceptNoRedirect = 1,
15 clbResponseAcceptRedirect,
clbResponseRejectBadConfID,
clbResponseRejectBadConfTime,
clbResponseRejectBadUserID,
clbResponseRejectBadPassword,
20 clbResponseRejectUnsupportedApp,
clbResponseRejectMaxClients,
clbResponseRejectByUser,
clbResponseRejectOther
} ETClbResponse;
25

Application Types

The spec calls for a connection request to contain an "application type".

30
typedef enum

{

ETAppCollaboration = 1,
ETAppTypeQuickword,
35 ETAppTypeQuicksheet
} TCLBAPPTypDe;

Types

This section describes the types used by the Collaboration protocol. The structure of
40  the actual messages is listed here. The application will rarely, if ever, deal directly
with these structures. Most of that is taken care of by the Collaboration layer.

At the application level the 16-bit and 32-bit integers are in host-byte order.
45
Collaboration Message Header
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Col | aboration Conference |ID Response Message 15 This nessage is sent by a
wel | -known server to a soon-to-be passive device to give it a new
conf er encwoloB043Bhe conference 1D value in the header nust Po@/ser/336a3 Ox FFFF.
The conference ID field in the payl oad nust be in network-byte order.
typedef struct 20 { Td bHeader clbHdr; U ntl1l6 conflD; }
TdA bConf | DResponse; 25 Col | aborati on Set Docunent Message The purpose of
this message is to indicate that the conference docunent is being sent.
Typi cal | y, Thikdata és atehe stent of everpCotlitwrgomineessagee THwsuvalngs areseibaitheabl e t he
rel ay 30 seslidoranioh llayeeirtthaolbCréiiégiikeViDecpphodtionshsedaot et dicke edliesnt s. The
clients will then send the server a cl bMsgGet Docunent nessage and the
server 5w |dypeéql ptwmdath a cl bMsgSet Docunent nmessage with the docunent.
typedef stfuct 35 { TClbHeader clbHdr; Char *docNane // docunent follows
the above } TEIB38t DOEREYTS540 Col | aborati on New Document Message The

il A L .
pur pose of thP?‘t S @?ﬁrssigrg indicate that a new version of the conference
docunmept exi sElsﬁntl yﬁ’og ﬁy when a new version of the conference docunent
i s 45 avail abjg fhe Jelay server will send an cl bMsgNewDocunment nessage to
all clients. Uﬂetlg\orgaégxgawl PCT/ US02/ 35673 The clients will then send

t he server} acchieMagiet Docunment nmessage and the server will reply with a
cl bMsgSet Docunent nessage with the docunent. typedef struct 5 {
15 typedef TClbHeader TClbMsg;

Collaboration Connect Request Message
20  This message is sent by active device once the transport connection is up. It contains
the header and the password. The password is a NULL-terminated ASCII string.

typedef struct

{

25 TClbHeader c¢lbHdr;
UIntleé appType;
Char *passWord;

} TClbConnectRequest;
30

Collaboration Connect Response Message

This message is sent by the passive device after receiving a ConnectRequest message.
It validates the password, and sends back a response code and possibly a new address
35 and port for the active side to connect to.

typedef struct
{
TClbHeader clbHdr;
40 UIntlé responseCode;

Char *redirectAddr;
} TClbConnectResponse;

45  Collaboration Conference ID Request Message
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TC bHeader clbHdr; Char *docNanme; } TClbNewDocMsg; 10 Col | aborati on Get
Docunment Message The purpose of this nessage is to indicate that the sender
woul d |i keotohm43sew ver sion of the conference document sSemCTIUS02/85673
Typically, when a new version of the 15 conference docunment is avail able
the relay server will send an cl bMsgNewDocunent nessage to all clients.

The clients will then send the server a cl bMsgGet Docunent message and the
server wi | This epbsagais sentbycd svingSdielssivaedrvicres savpl-kawn saneer toieblaient . | f

t he documentonfeemce [D. rifite donfenench yDtviabiese tidreaddr must be segge AyEFFliokdane can
be oni tt edPaiddtdie neBieyin Sittv diR-biyte grdan T hepassheirdiid 4 NTddf terreingted 20 docunent
w || be seg§chagke. typedef struct { TC bHeader clbHdr; 25 Char *docNane;

} TClbGet DocMsg; 30 Col | aboration Set Docunent Ready Message The purpose of
this messaggehss torfetify the other peers or relay server that you have
opened the{ conference docunent. This way, there is no anbiguity of how | ong
it would takecivaesqen afdier; it was received. The relay server can know how
|l ong to 35 bubfmB2nessatpdddunti|l the client is ready. The client sends the
messad® cl bSefBscunent REwd§Verdd t he peer or relay hjandles it. The nessage
expects a DIENGBLIRRFISATedef struct { TClbHeader clbHdr; Char *docNane;

} TClbSet Dgolll:{%%gatllglr;l%on?e?en%g ldDaIP %Il;grtlsle s-ge?g)ét Message 44

15  This message is sent by a well-known server to a soon-to-be passive device to give it
anew conference ID. The conference ID value in the header must be set to OXFFFF.
The conference ID field in the payload must be in network-byte order.

typedef struct
20 {
TClbHeader clbHdr;
UIntleé confID;
} TClbConfIDResponse;

25
Collaboration Set Document Message

The purpose of this message is to indicate that the conference document is being sent.
Typically, when a new version of the conference document is available the relay

30  server will send an clbMsgNewDocument message to all clients. The clients will then
send the server a clbMsgGetDocument message and the server will reply with a
clbMsgSetDocument message with the document.

typedef struct
35 {
TClbHeader c¢lbHdr;
Char *docName;
// document follows the above
} TClbSetDocMsg;

40

Collaboration New Document Message

The purpose of this message is to indicate that a new version of the conference
document exists. Typically, when a new version of the conference document is
45  available the relay server will send an clbMsgNewDocument message to all clients.
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WO 03/043301 PCT/US02/35673 This is a sinple text nessage, just a
Col | aboration header, a user ID, and some NULL-term nated text. Set the
user I D two@bFEBF1 if the text is to be broadcast to all eomnsot/sd7zSers.
O herwi se the nessage will only be sent to the particular user 5 indicated.
This field is ignored for peer conferences. typedef struct { TC bHeader
clbHdr; 10 U nt16 userlD; // variable |length, NULL-term nated ASCI| text
will fol | ofhe dliemEivilldhenvsnd ticoderes o chMzdietidequmant sggrase andthasgrveser
messages (wikrepMyssitlye clbMszserctiment)messagefwidlethedlopumditte application is
expected to call clbCreate to create the nessage, fill in the payl oad, and
call cl bSenaredefo sseirt t he nessage out. The library will ignore the content
of those nkssages and sinmply send them out or pass themup to the
appl i cation upoIP"FeLE pf 80’ Events These constants define the events that
the Col | abpratidn pre ocSI™NE%H send back to the application. The

ave an event handler for these events. 25 The data

appl i cati oh nust ﬁ
associgted with the events will be contained in the "generic" portion of
the evVent_being pa up. The "generic" portion of the event is an array
of Intl6 sco%Pgat@Bgﬁﬁ?&Péﬁ?‘gmtqﬁ‘é?gg% || be overloaded to contain an
address. For each nessage the associated data passed wth the nessage is
given in the comments. 30 CLB_EVT XXX BASE These Vi’:H es. are sinply base
val ues to Tk REPQFelof this messags TsLoyadicate that thgspder yoy lﬁfﬁtaaee%\ysﬁ on
i dent i i erof ty senderencadncymgniesegt to ihgBypicadlyf whethe Bewversion ofite 1000 - 1999,
user eMent@nfrenc2@ivoumerrd9gvai@bleshierelayseeBRul SrdpasibsgNewDocument

message to all clients. The clients will then send the server a clbMsgGetDocument

message and the server will reply with a clbMsgSetDocument message with the

document. If the document name is not known by the sender of this message

docName can be omitted or the empty string (“’) and the default conference

20  document will be sent back.

typedef struct

{
TClbHeader clbHdr;
25 Char *docName ;
} TClbGetDocMsg;

30  Collaboration Set Document Ready Message

The purpose of this message is to notify the other peers or relay server that you have
opened the conference document. This way, there is no ambiguity of how long it
would take to open after it was received. The relay server can know how long to

35  buffer messages until the client is ready.

The client sends the message clbSetDocumentReady and the peer or relay hjandles it.
The message expects a DocName.

40 typedef struct

{

TClbHeader c¢lbHdr;
Char *docName ;
} TClbSetDocReadyMsg;

45
Collaboration Text Message
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#def i ne CLBEVTCONF_BASE 1000 #define CLB EVT USER BASE 2000 40

CLB _CONNECTION UP This event is sent to the application as a result of a

cl bConnecwoan/oedsbli sten call. 45 WD 03/043301 PCT/ US02/ 36TAISOAS®OE| at ed
Dat a: event.evtDatal 6 error code #define CLB_CONNECTI ON_UP

(CLB_EVT_SYS BASE+1) // 1 5 CLB _CONNECTION DO This event is sent to the
application as a result of a cl bbDi sconnect call or if the other 10 side
ends the transport connection. Assocjiated Data; event.evtDatal6 error code
15 #def i neltdy B aCUNRECTHONGSIBAN Ui Eoliappratips hgader pyser [D andispmeR) TENSG
COVPLETE 29UThiterneinatad tix¢ Sesrihe wssr I éo @PPiEFciatiedaxtds tabe rogdoastde all ¢l bwite
call. It icodheat¢dssetshadthedwise thheessaiga wilhonlydersenirtottheparticulartuset r ansport .
Associ at ednfleitad. THRMeldistiPaired or pesravnfecdees. 25 The library will free the
menory used by the outgoing nmessage. #define CLB _WRI TEMSG COVMPLETE
(CLB_EVT_SYSe®ASE#3)ct/ / 3 30 CLB WRI TEDOC COMPLETE Sent to application as

aresult of a clbSendDocunent call. Indicates that the entire docunent has
beenv\z nt . ST%é‘Bi‘?eét eﬂbE%’E'a event.evtDatal 6 error code #define
CLB E varla length E&L%Y\S_epn%%ggc? /SéIIA'te)é]{:Owill follow

} TClbTextMsg;
Collaboration User Messages

15
Any user messages (see Message Types section) are free form. The application is
expected to call clbCreate to create the message, fill in the payload, and call clbSend
to send the message out. The library will ignore the content of those messages and

simply send them out or pass them up to the application upon receipt.
20

Events

These constants define the events that the Collaboration protocol can send back to the
application. The application must have an event handler for these events.

25
The data associated with the events will be contained in the "generic" portion of the
event being passed up. The "generic" portion of the event is an array of Int16's. For
some events these will be overloaded to contain an address. For each message the

associated data passed with the message is given in the comments.
30
CLB_EVT XXX BASE

These values are simply base values to which will be added a value to identify a
unique event identifier. System events are 0 - 999, conference events are 1000 - 1999,
user events are 2000 - 2999.

35
#define CLB_EVT SYS BASE 0
#define CLB_EVT CONF_BASE 1000
#define CLB_EVT USER_BASE 2000

40 CLB_CONNECTION_UP

This event is sent to the application as a result of a clbConnect or clbListen call.
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CLB_DATA RCVD This event is sent to the application when an entire

Col | aborati on nmessage has been 46 WO 03/043301 PCT/ US02/ 35673 recei ved.
The Col | aoroawizsnl | ayer takes care of reassenbly of nessagetfusayssm s t hat
conme up fromthe transport |ayer. Associated Data: 5 event.evtDatal 6 error
code event.evtData32 pointer to TC bMsg. Everything can be determned from
the header. Note: it is the application's responsibility to free the

menory poi Assediatel Bytaevt Dat a32. 10 #defi ne CLB_DATA RCVD
(CLB_EVT_SYSvaaASktimtalll 5Seridr cgét access to the menory the pointer
represents do sonething like this: 15 TClbMsg *cl bMsg; Char *textPtr; [/
cast it cIMgne:C('H'_GIOBN%Q}“I@ly_pEvent(QWD&?Y&’.%QASE@O /§\MLtch( cl bMsg- >m;gType
{ case x| bMsgConf Text: textPtr (Char *)CLBBUF_ADDR(cl bMsg); 25 textPtr +=
sizeof ( Untl6 ); // skip around dest user id FrnCustomAlert( InfoAlert,
textPtr, NULL, NULL ); Note: this exanple is showi ng how to access the data
in the Col CeBo€ HON_D@PNage nessage. 30 CLB NEWDOC ARRI VED Sent to
application when a new conference docunent has arrived. The Col | aboration

| ayer takes care of witing the docurrent itself to the stor . The
app shoul dThigsveny it sepide thheppligaiionos ansaligRfasiiAtsconnsat ¢ g‘%‘%@&tﬁé and read

it. side ends the transport connection.

Associated Data:
event.evtDatal6é  error code

15 #define CLB_CONNECTION DOWN (CLB_EVT SYS_BASE+2) // 2

CLB_WRITEMSG_COMPLETE

20 This event is sent to the application as a result of a clbWrite call. It indicates that all
the data has been written to the transport.

Associated Data:

event.evtDatal6 error code
25
The library will free the memory used by the outgoing message.

#define CLB _WRITEMSG COMPLETE  (CLB_EVT_SYS_BASE+3) // 3

30
CLB_WRITEDOC_COMPLETE

Sent to application as a result of a clbSendDocument call. Indicates that the entire
document has been sent.
35
Associated Data:
event.evtDatal6 error code

#define CLB_WRITEDOC_COMPLETE (CLB_EVT_SYS_BASE+4) // 4
40

CLB_DATA_RCVD

This event is sent to the application when an entire Collaboration message has been
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Associ ated Data: event.evtDatal6 error code event.evtData32 pointer to
nanme of docunent. 40 #define CLB_NEWOC ARRI VED (CLB EVT_SYS BASE+6) // 6
Not e: Do woto3f43e1 t he pointer in evtData32. It is a stati ®CHArsOES560F t he
ctlBlock structure. 45 CLB NEWDOC EXI STS 47 WD 03/ 043301 PCT/ US02/ 35673
Sent to application when soneone has announced that there is a new version
of the <conference docunent ready to be retrieved. The application shoul d
respond byrecaieewtli Thy Geltabaratioh GyeDabkesnarg ofnssssagbly dftreessagesfragmentscthatent
attached t@nidupsfromebs agespoittlayes sinmply a way to let all the participants
know t hey should go retrieve it. 5 The app should free the menory pointed
to by evtDgiddiated Pa@ocCi ated Data: event.evtDatal 6 error code

event . evt Dat.gdd Ravdiey to nangffcogocunent. 10 #define CLB_NEWDOC_EXI STS

(CLB_EVT_SY% B4 7 Cl_ggﬂft Bﬁ@?@ i i on when

someone haﬁorﬁ%gitsg%gﬁ{ he | at t1 \%ﬁ%n o) 'tr\{égct:}gﬁ?g?&e%cg&méglgﬁinent,

probabl y asta estil of a cl DNGGReNPORUITAL..[ESS 308 DRl Aok it - The
0 e app ena ¢ S

stack sends this nessage up._t cument nessage
arrives, 'I*H%‘lngryl%mWB‘?&gEXJ Reta3tt ached to this nessage. 20 The app shoul d

free the et %%g%tr}%gga%%]}by evt %L@%%T Sésgg%@;; e)q Data: event.evtDatal 6

error code" even poi nter to nanme of document. 25 #define

CLB_REQUESH, NP Xss (SHHE rletlery Yive-{Roimbr brdsént8do something like this:

15 TClbMsg *clbMsg;
Char *textPtr;
// cast it
¢lbMsg = (TClbMsg *)pEvent->evtData3l32;
20
switch( c¢lbMsg->msgType )
{
case clbMsgConfText:
textPtr = (Char *)CLB_BUF_ADDR(clbMsg) ;
25 textPtr += sizeof( UIntlé ); // skip around dest user id
FrmCustomAlert ( InfoAlert, textPtr, NULL, NULL );
Note: this example is showing how to access the data in the Collaboration Text
Message message.
30

CLB_NEWDOC_ARRIVED

Sent to application when a new conference document has arrived. The Collaboration
layer takes care of writing the document itself to the storage heap. The app should
35  just get the name of the document from this message and read it.

Associated Data:
event.evtDatal6  error code
event.evtData32  pointer to name of document.

40
#define CLB_NEWDOC_ARRIVED (CLB_EVT_SYS_BASE+6) // 6
Note: Do not free the pointer in evtData32. It is a static member of the ctlBlock
structure.

45

CLB_NEWDOC_EXISTS
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CLB BATON STATUS 30 Sent to application in response to the application
requesting the baton when either: the other device has responded with a
cl bMsgBatwpo oalsssage either granting or denying the bat onpcarusot/bss7s i meout
has expired the baton has been relinquished 35 Associated Data:
event.evtDatal 6 baton status, either CLB_BATON GRANTED, CLB BATON
_GRANTED DUE_TO TI MEQUT, or CLB BATON DENI ED, CLB BATON LOST 40 #define
CLB_BATON ShATU$pliCitBnEvienS¥tieBASEasHnnpunced that BeNEWROCWREASIYN 28theD
03/ 043301 FRufdrtiteAodnndia reddgrtd bt octeipyddi Thiciapplication shdidd dspomeby | s opened.
Resul t of seadipgouDpebTRIMIReadyMagsshi® Thpeds nododushay attehEieo thixp shoul d free
tcgge”gfmm/m%b - @ds Eiﬁld@ya%y@i}i@%ﬁ-the ﬁﬁﬁﬁa@é@%@&k%h%e brevitwgital 6 error
DA efi ne
CLB_!\IE%OC,J_E ?@%W%@&Bﬁgﬁ%é) } /9§1;0 CIE_aB3_2('ZO\IFI D 15 Sent to
applicatio V\:h.EEl cl bSysConf | DResponse nessage has been received (in
response tOSPRE #2t Conf | D cgl 1) with a new conference ID. Associ at ed
Data: eventVSHEHHAH® or B €8%e” 20 event . evt Dat a32 New conf erence | D.
This will bEventegiliatad2, o) REntehioiagts qfidocuyelti ap| e, #define CLB CONFID (CLB
EVT SY& BASEt6) // .10

CLB N WDgC5_ EXISTS (CLB_EVT_SYS BASE+7) // 7

CLB_REQUEST NEWDOC

15  Sent to application when someone has requested the latest version of the conference
document, probably as a result of a clbMsgNewDocument message being sent out.
The stack sends this message up to the app when a clbSysGetDocument message

arrives.
There is no document attached to this message.
20  The app should free the memory pointed to by evtData32.

Associated Data:
event.evtDatal6 error code

event.evtData32  pointer to name of document.

25
#define CLB REQUEST NEWDOC (CLB_EVT_SYS BASE+8) // 8

CLB_BATON_STATUS

30  Sent to application in response to the application requesting the baton when either:
o the other device has responded with a clbMsgBaton message either granting or
denying the baton, or
e the timeout has expired
e the baton has been relinquished

35
Associated Data:
event.evtDatal6  baton status, either CLB_BATON_GRANTED,
CLB_BATON_GRANTED_DUE_TO_TIMEOUT, or CLB_BATON_DENIED,
40 CLB_BATON_LOST

#define CLB_BATON_STATUS (CLB_EVT SYS_BASE+9) // 9

CLB_NEWDOC_READY
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Application's Main Event Loop There are three changes that nust be made to
the application's main event | oop where EvtGetEvent is called and
processedwOA3®aspl e event loop is at the end of this 30 sectriusn2/3s6es bRun
This function perfornms three functions: 35 <checks if there are any
pendi ng out goi ng nessages waiting to be sent and, if so, sends them
checks for any user events to be handled by either the Collaboration |ayer
or the application. If there are any events on the queue it picks the
first one Sdnk to dipliamtibro@hérsthe dbdtamaht eopened.t Ressiteofi f it can handle it. |f
not it caldisSéthecwatitRasdyMdgtedm pecrioegelsy.ered with the cl bRegi st er Event CB
call to see if the application can handle it. One of these two function
must Know pRoNy mmmltﬁemor?\p%mt@dw eRithsd he user event queue.
Calls srRunto glvethetranspo | ayer time. In order to maintain 49
WO 03/ 043381 P& gg/ 35673 responsiveness to user input the calls to sone
transport made in _ non-blocking node. That neans certain
functions af d POt is  nothing to do they sinple return. For
exarrpnla1 | i §f’ T@nﬁﬁbﬁnain?"f&gﬁ'ém?%} a blocking call. The NetLib

t

i nmpl e n of " e k timeout as a

par anetera’%iﬁgl%%cﬁ‘%}s g&_@g@e ?&% E‘B S§s +#106} %Therefore t here nust
be sone ééoé L\ﬂ:]q% function to be caIIed in a Ioop The srRun function
performs t 19 & on. clbRun nmust be called in the application's main
event |oop. 10 Timeout to EvtGetEvent() In order to inplenent the desired
respo at both t a t | ayer and the comrunl i ons Iayer
el { L g aal%gé ﬁﬂ%&?@fﬁféﬁg s bR s o 2
mai n eventreFR%‘ﬁe Hd”‘élk%ﬂ?)‘l"éon Q#rpl e Main Event Loop

voi d AppEvent Loo gd ]()v0| d)

Associat ata:
event.evtDatal6  error code
20 event.evtData32  New conference ID. This will be a 16-bit value in a 32 bit
variable.
#define CLB_CONFID (CLB_EVT SYS BASE+6) // 10

25
Application’s Main Event Loop

There are three changes that must be made to the application’s main event loop where
EvtGetEvent is called and processed. A sample event loop is at the end of this
30  section.

clbRun

This function performs three functions:
35
o checks if there are any pending outgoing messages waiting to be sent and, if
so, sends them.
e checks for any user events to be handled by either the Collaboration layer or
the application. If there are any events on the queue it picks the first one off
40 and calls clbHandleEvent to see if it can handle it. If not it calls the callback
function registered with the clbRegisterEventCB call to see if the application
can handle it. One of these two function must know about and handle any
events pulled off the user event queue.
e Calls srRun to give the transport layer CPU time. In order to maintain
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{ 20 Event Type event; do { // allow the Collab layer to run 25 cl bRun(
&CtIBlock ); // don't pass evtWiitForever into EvtCGet Event Evt Get Event
(&event , wotohssbor ever); EvtCGetEvent (&event, 10); 30 //fcAdalsozymtremto
handl e event. if (false == SysHandl eEvent (&event)) { Systemdid not
handl e event. 35 Word error; // Ask Menu to handle event. if (false ==
MenuHandl eEvent (0, &event, &error)) { 40 // Menu did not handl e event. //
Ask App (that imsspankivelessto heendipat theealls to some(tfaabpast BmcippiRyemadaind| er
(&event)) { // wmpbldildngatodbadthteaneans nértaid finSeonk @v ealled amdapibempsi ate form
FrnDi spat chEventiothifg¥eas Jheylsithpleeettrni fFof brdrsle Aistohpbvea TB2dires ( &event))
end if (false =gmuMyhbRIRRINGERMRNIThE MetléB Vaplementaabsi 6f thk sofkeWa0& P4 3301
PCT/ USG2/ 35673 indikdsfa tfthélu® §s TparaetéaBsld Snestibe(cERYERE Polling fashion.

Therefore, there must be some way for this function to be called in a loop.
The srRun function performs this function. clbRun must be called in the
application’s main event loop.

10 Timeout to EvtGetEvent()

In order to implement the desired responsiveness at both the application layer and the
communications layer a small timeout should be passed into EvtGetEvent in the
application’s main event loop. See the following example.

15
Example Main Event Loop

void AppEventLoop (void)

{

20 EventType event;

do
{
// allow the Collab layer to run
25 clbRun( &gCtlBlock };

// don’'t pass evtWaitForever into EvtGetEvent
// EvtGetEvent (&event, evtWaitForever) ;
EvtGetEvent (&event, 10);
30
// Ask system to handle event.
if (false == SysHandleEvent (&event))
{
// System did not handle event.
35
Woxrd error;
// Ask Menu to handle event.
if (false == MenuHandleEvent (0, &event, &error))
{
40 // Menu did not handle event.
// Ask App (that is, this) to handle event.
if (false == AppEventHandler (&event))

{
// App did not handle event.
45 // Send event to appropriate form.
FrmDispatchEvent (&event);
} // end if (false == AppEventHandler (&event))
} // end if (false == MenuHandleEvent (0, &event,
serror))
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while (event.eType != appStopEvent); } 5 Notifying the stack which
function will handl e events The application nust register a call back
functi on wiOtob/os3ser stack in order to receive events back PComsphiasess ack.
The prototype for this callback function nust be: 10 Bool ean CBFunc(
QEvent Type *evt, void *ptr ); Use the clbRegisterEventCB APl call to

regi ster the callback function. A good place to do this mght be in the
initialize funcil on for/t4ne aEtEeEsef ot MYSHIHCEPFGINAl E¥VeRe3our ce Bot h the
Col | abor at i ort J;,';:eler and the commupi cations |ayer make use of an alert
resource wit KP4 i'§VF1 1065, 'THPRS©BEGUIEe is set in Alert.h. Change the
val ue t a 20 alert resource that takes one paraneter ("~"). dosing the

Log File ca LCI?L st be the end of the application's
AppSt op()ANQB%W%@Fl t‘”%cg %u‘étlot“h"éﬂﬂ}%ﬁglf SVEIS |t | ogging is not enabled the

LOGCLOSE macro resolves to nothing. If logging is enabl ed LOGCLOSE
resolves to LogCl ose() so no parentheses are needed. There is no need to
open t he | bae apnlicationyimusidagistepa £3llbagk gﬁ“ﬁ%"‘h“’“ tapk ip QrYer {QTeReiie.  Handl i ng
Col | abor at ¢entsNiask figasthe stacke Thpprotat e for thigepltbaek artiemBrEticon | ayer wil |
pass ul the follow ng events to the application: CLB_CONNECTI ON_UP
CLB_CONNECTI ON_BOARan 3BFui (BOMWRINTEWEG' COVPLETE Pt rCLB_WRI TEDOC _COVPLETE
CLB_DATA RCVD CLB_NEWDOC ARRIVED CLB NEWDOC EXI STS 40 CLB REQUEST
_NEWDOC  QUB: BATHReEIsFBBentCB API call to register the callback function. A good place

to do this might be in the initialize function for the active form.

15
ErrorAlert Resource

Both the Collaboration layer and the communications layer make use of an alert
resource with an id of 1000. This resource is set in Alert.h. Change the value to an
20  alert resource that takes one parameter (“*”).

Closing the Log File

A call to LOGCLOSE must be made at the end of the application’s AppStop()

25  function to close the log file. If logging is not enabled the LOGCLOSE macro
resolves to nothing. If logging is enabled LOGCLOSE resolves to LogClose() so no
parentheses are needed. There is no need to open the log; it is opened the first time a
logging call is made.

Handling Collaboration Messages to the Application

30
The Collaboration layer will pass up the following events to the application:

CLB_CONNECTION UP
CLB_CONNECTION _DOWN
CLB_WRITEMSG COMPLETE
CLB_WRITEDOC_COMPLETE
CLB_DATA RCVD
CLB_NEWDOC_ARRIVED
CLB_NEWDOC_EXISTS
CLB_REQUEST NEWDOC
CLB_BATON_STATUS
CLB_CONFID

35

40
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CLB CONFI D 51 WD 03/043301 PCT/ US02/ 35673 The application nmust handl e
these events in the function passed in via the
cal | . Herwoios/asssanpl e function.

( Not e:

cl bRegi st er Event CB API
t hi s does not havecTarsy2/asrsial

code

to handle the events; it is nerely to illustrate the structure) 5 Bool ean
{ Bool ean handl ed =

Mai nFor nHandl e bEvent s( QEvent Type *pEvent,

fal se; TSRCtI Bl ock *ctlBlock = (TSRCtI Bl ock *)ptr;

pEvent - >evt Type

{ case CLB CONNECTI ON UP: handl ed

void *ptr

10 switch(

true;

15 break;

case

CLB CONNECThéRpplicMiin mhsthehdld thest eveats inbhefuketionsssddiBWR TREMSGCOVPLETE: 20
handl ed = glbRegisteiFRakiCB ARS eal CLIBWRITERRIIORRICETE: (Ndtantlisaidesndtriaee br eak;

25 case CLBRATAAREME to haade kirtevends! # & merldlyaskllustaeahELENMBOCARRI VED:
handleq;: true; 30 break; case CLBNEWDOCEXI STS:

Boolean MainFormHandleClbEvents( QEventType *pEvent, void *ptr )

10

15

20

25

30

35

40

45

50

{

Boolean handled =
TSRCt1Block

switch( pEvent->evtType )

{

case CLB_CONNECTION_UP:

handled = true;
break;

false;

*ctlBlock = (TSRCtlBlock *)ptr;

case CLB_CONNECTION_DOWN:

handled = true;
break;

case CLB_WRITEMSG_COMPLETE:

handled = true;
break;

case CLB_WRITEDOC_ COMPLETE:

handled = true;
break;
case CLB_DATA RCVD:
handled = true;
break;

case CLB_NEWDOC_ARRIVED:

handled = true;
break;

case CLB_NEWDOC_EXISTS:

handled = true;
break;

case CLB_REQUEST NEWDOC:

handled = true;
break;
case CLB_BATON STATUS:
handled = true;
break;
case CLB_CONFID:
handled = true;
break;
default:
handled = false;
break;
} // end switch

return handled;

Though the invention has been described with respect to a specific preferred

52

embodiment, many variations and modifications will become apparent to those skilled



handl ed = true; break; case CLBREQUEST NEWDOC. 35 handled = true; break;
case CLB BATON STATUS: handled = true; break; 40 case CLBCONFID: handl ed
= true; Wwoaaks3dodefault: handled = false; 45 break; } //Pcantozsdersh
return handled; } 50 Though the invention has been described with respect
to a specific preferred enbodinent, many variations and nodifications wll
becone apparent to those skilled 52 WO 03/043301 PCT/US02/35673 in the
art upon rie#ui avyupdnerepding thetpresspll apphication. 1yis theseforethe fndentionibatithg ent i on
that the appended.cl ai be. i nter - br. ible in view of
the prior agB?nc@g Cgllrﬁcsfﬁtejl eergﬁtecgaﬁg%ﬁ@a\r;@ ?sgqol%%rl?ge 1§§9 V?’/Yggﬁ%]? 'r%ggf%ujgkos. 53 WO

03/ 043301 iRTiddIS0a(cB3anationdan&¥diMicafionsA Wi rel ess col | aborati on software
program execut abl e on a PDA readable nedium conprising: a conferencing
and col | aboration protocol (CCP) enabled to wirelessly 5 comunicate with
anot her said wreless collaboration software programresident on a
physically renote comruni cation device in near real tine.
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2. The wireless collaboration software programas specified in Caim1l
wherein the CCP is enabled to wirelessly coll aborate data of an

appl i catiwo omsong on the PDA with a common applicati onPCarrsongsesh t he
physically renote device without 10 substantial changes to the PDA
application. 3. The wireless coll aboration software program as specified in
Caim2 wherein the CCP is enabled to update the PDA internal state to
mrror thWEJSELAR:physically renbte conmunication device. 4. The wirel ess
col | aboration software programas specified in Claim3 wherein 15 the CCP

is enabled to cpol |l abor at . I i . i rel ess

col | abor aﬂi' on &Wrﬁgﬁsegoéﬁgggi%% g&;ﬂg%g@f%?%%%{(%ﬁ%% Eaél %PiPéﬁer}g?ar?‘ﬁ% the CCP is
enabl ed sugddidhadonipeigRigved screen information can be selectively filtered
whi | e processing received data information. 6. The wirel ess coll aboration
software programas specified in Claim1 further 0, conpri sing an

appl i cation pr dgeafFrensing g cellphgnption %‘i%?k(ﬁ?&gﬁ eB?}’%?‘h@ VPSS " The wirel ess

col I abar at j,Qn, S Qfl MR aRSREY s%ﬁi‘ @ﬁelé#%ilggcf?&idr{‘so%érbx_@tgymfﬁfd@nt e CCP is

enabl ed to comuni cate asynchronously exchange data wi th the renote
communi catphgsicalbuwiemete @miingcationaleess icndar adadtimtei on sof t ware program as
specified in Caim6 further 25 conprising a CCP systemlibrary

i npl enented by . the API. 54 WD 03/ 043301 PCT/ USQ2/ 35673 i.r el ess
col | abor a?i‘on g&?t‘“&ﬁ?‘?sﬁ?@ﬂ%péarﬂoé?ssoé‘ﬁgrceir*r?%rami % S&?Céﬁ?glél Qf\ﬁienrly%ﬁle% e CCP
syst em | i BRACYPiiSer@RALtE hitcleshigdlishean Hen ofer apFEafge urding ditheCP

communi cated to and fromthe renote conmuni cati on device. 10, The wreless

col | abor atAlyh witbfaapameohrrpdicaiinreeinsins o therhysically smeto daries withouts ¢ he
conf ergnce g@gn%%ggl%nggsrr@rtﬁgﬁ)goi@ﬁgqﬁﬁe prot ocol nessages, system update
gy % edi nd sy:

messages, stem nessages, system updat e nessages. 11. The
w reless coll aboration software programas specified in Caim10 wherein
t he conf erdence Thesdsdess call#boratinrsofitvaregotogrem asfspeoifiedin Ql2im Iivéherdinel ess

col | aboratjon soft e progra pecifjed in Claim@8 further 10

conpri si ngh&l %%{ﬁd tg&ﬁ%@%%%é‘ggﬁnﬁfgﬁ%tﬁ&wl?‘&” grhfrhe apsisalid by the
CCP  syst e biRbAimickfion dBGcYM rel ess col [ aboration software program as
specified In Caim12 further

4, The wireless collaboration software program as specified in Claim 3 wherein

15 the CCP is enabled to collaborate data and screen information.

5. The wireless collaboration software program as specified in Claim 4 wherein
the CCP is enabled such that received screen information can be selectively filtered

while processing received data information.

6. The wireless collaboration software program as specified in Claim 1 further

20  comprising an application program interface (API) implemented by the CCP.

7. The wireless collaboration software program as specified in Claim 6 wherein
the CCP is enabled to communicate asynchronously exchange data with the remote

communication device.

8. The wireless collaboration software program as specified in Claim 6 further

25  comprising a CCP system library implemented by the APL
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conprising a plurality of function blocks, wherein the CCP event handler is
al so adapted to handle specific events to existing and new said function
bl ocks. 1WO0b3/043Bbe wi rel ess col | aborati on software programcagsepsssisied in
Claim1 wherein the wireless collaboration software programis enabled to
automatically send a docunent to another said wirel ess collaboration

sof tware program upon conmmunication therewith, the docunent being editable
by both t e PDAharvdral¢se cofabpsitivalspiiweaermsegrapioassnedifed indplate§ivdereizg 15. The
wirel ess col orati sof.t war roqr ecifi i ~ 1 wherein
the appli & ‘li:gﬁ S?’%elgﬁ{%&ry 13 P geﬂlg? g glé%%‘?}lg%rt% B%enmesfggesfﬁé}%w&rtg} ess

col | abor atch@im@fatatab and RS deré@sote pemhfunedtibnd&tieé.m 1 wherein the renote
conmuni cati on device is another PDA. 17. The wirel ess col |l aboration

software program as, specified in C.aim1 wherein 25 the renote .

conmuni catlPon ddgivaesless callghosatiogsofwass ragramss 99@91%99 @‘4@@5"1 PEEFB02/ 35673
18. The wiye I [Nola it S OGEAT&Sa SR ES RS &;dia{g:CIaiml
vvhereiﬁ tﬂllileeéo(r?%r%%?% I%gsgn%eﬁltcgglp P%érzéogl‘é%écee%rs a Irﬁlve?g?e’?&éat eway. 19. A PDA
enabl ed t eneskageb,aystem editl thesbageatand wyitbmapdatemiessagesmuni cat i on device in
near real-tinme, conprising: 5 nmenory, a CPU, and a PDA operating system

d i rel | 1. t] ft | oaded d table b
The “PDA, dompriEiHEEIs CEUPERBCE Ty CIogar ol o Gemt AErefede) ©

enabl ed t%%dn?ér@%desswmﬁn&iédﬂoﬁ eher said wirel ess collaboration
sof tware program reside on a 10 physically renote conmuni cati on device

in near real tine. 20. The wireless collaboration software gro ram as
speci fi ed 12n OTenvitdessiseHahorationseftwaye nregrameas specified i ¢laine §fifheso| | abor at e

dat a an i catd ' c A €@t ion
ranni 15 oRoRRBstE 3 8 TR Rl Pl SR e R P nges to the
PDA appl i ggadteianibrak. 21. The wirel ess col | aboration software program as

specified In Claim19 wherein the CCP is enabled to update the PDA
internal state _to mirror at of the physically . te.co i cation
devi ce. 223 Thé“‘\ﬁ/i"\”éql%%@ﬁ qraatl?S‘rSBFtWS‘% %BWWa%SéPB?ﬁéﬁjM@HH%E%@%d in
A ai m 20 wB#i8ikig a plurality of function blocks, wherein the CCP event handler is also

adapted to handle specific events to existing and new said function blocks.

15  14. The wireless collaboration software program as specified in Claim 1 wherein
the wireless collaboration software program is enabled to automatically send a
document to another said wireless collaboration software program upon
communication therewith, the document being editable by both the PDA and the

physically remote communication device.

20 15. The wireless collaboration software program as specified in Claim 1 wherein

the application is an off-the-shelf application.

16. The wireless collaboration software program as specified in Claim 1 wherein

the remote communication device is another PDA.

17. The wireless collaboration software program as specified in Claim 1 wherein

25  the remote communication device is a desktop computer.
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the CCP is enabled to collaborate data and screen information. 20 23. The
w reless coll aboration software programas specified in Caim2l1 wherein

t he CCP iwoanaidsed such that received screen infornmation eam/usexswhectively
filtered while processing received data information. 24. The wrel ess

col | aboration software programas specified in Claim19 further conprising
an application programinterface (APlI) inplemented by the CCP. 56 WO

03/ 043301 1BCT/ U302y1836% 3ollat®ratipnesofiivers mggramoaswab@ﬁqi/ indplagnf tWieren pr ogr am
as speci fiﬁd in . Caiml9 wheé ein. tﬂleetC(aD itgw nabl ed to comuni cate

asynchr ondUET S CPIRPRCHIILINEHS f HE P et € % omuni cati on device. 26. The
w rel ess coll aboration software programas specified in Claim?24 further 5
conpri si ngoa CQPPPWsérableditd karclesslpbrateritedithy reeteARImmaticatibhalevice el ess

col | aboration software program as specified in Claim26 wherein the CCP
syst em | i BR g3 rPd-tidpa SPBATEBShandl e conf erence nessages of the CCP

comuni cated to and fromthe renpte communi cati on device. 28. The w rel ess
col | abgration sekiy! LCPIOGFENPPA SRERIGGllemflufd 8 m 27 wherein 10 the
conferénce message conpri$e conference protocol nessages, system update
nmessages, system edit nessages, and system update nmessages. 29. The

wi rel ess col | aboviatlessreolalfareléamesofivats progms opded on al ¢xgcdhible by 2t wher ei n

t he conferp%g&e nep?_\%gl%,es are a structured set of bytes. 30. The wirel ess

col | abor at'i gty € e program as specified in daim26 further 15
conprising a CCP event handl er processing specific events produced by the
CCP system | i breahferending abdecolihba@hb@sproicbald@MBtenatied af wiselessiypr ogr am as
specified in Caim30 further conprising a.plurality of function bl ocks,
wher ei n t femonmicaieyith gaefheresald wirglesssollabpsptiysaftyv e RrpsEane Frstdent @ &vent s t o

exi st i;ng gjﬁl‘gg%#éﬂf‘)fk éogé]ﬂuigg&i(}#%g{&gin %%raﬁﬂ tilfte Wi rel ess coll aboration

sof tware gram as spe I alm erein the CCP is enabled to
autonatically send a docunent to another said wireless collaboration
sof t war e @0ogr dihervesdlelisgllaborative soéwateeprognamuasi spetifiehindelaing é9 wdsrein

comuni catj o heremith. 33. The w reless, caqllaborat.ion software program as
speci fi ed b Cepis riabledipaniosh3s e a5 Spieiod a0 PO RUOR Aiete S s hel 1
appl i cati @A with a common application running on the physically remote device without

substantial changes to the PDA application.

15 21.  The wireless collaboration software program as specified in Claim 19 wherein
the CCP is enabled to update the PDA internal state to mirror that of the physically

remote communication device.

22.  The wireless collaboration software program as specified in Claim 20 wherein

the CCP is enabled to collaborate data and screen information.

20 23.  The wireless collaboration software program as specified in Claim 21 wherein
the CCP is enabled such that received screen information can be selectively filtered

while processing received data information.

24.  The wireless collaboration software program as specified in Claim 19 further

comprising an application program interface (API) implemented by the CCP.
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57 WD 03/043301 PCT/ US02/ 35673 34. The PDA as specified in Caim19,
wherein the wireless coll aboration software programis enabled to

col | abor awe osiotdsonnot her renote PDA device in near real -ticmaso335673he PDA
as specified in Caim19, wherein the wireless collaboration 5 software
programis enabled to collaborate with a desktop conputer in near
real-tinme. 36. The PDA as specified in Caim19, wherein the wreless
col | abor atZSon TWefwingess colladwratinn sefteaesiiregramoasspb¢ifipbitetleiml P wherdin vef eed
gateway in n real-time. 37, fi i rel I i ng

bet ween a t%ﬁégdae%ab&ﬁ{;g iSRG géﬁ%%m%g%%nﬁxga %gzia ﬁﬂc@g?ﬁﬁﬁéar

real -ti mecopitidagiondevie® t he PDA executing a first resident program and
col l aborating with the physically renote comunication device al so

executing the first resident programto wrel ess(léizgg_ol | aborate therewith
in near r@&tti e vamelespicallzrorsing sQEWaSRIPERBRS SRedttisd h SMRE BT cach t he

PDA and jtQg@%@%%aééysy%%BMgﬁmgﬁg?Fgghed&pice are running a common

application ein sa w Tel'ess col [aboration is performed w thout
substantial changes to the application of either the PDA or the physically
renot e comlfuni clitivareless\collghor8n stfiwaregirhgdmaas sppa fied ing@laim 2Eiwdierails 7

wherein the i ncl udes a wrel.es ol | gborati on sof twar rogram
execut anl AshCPretpmAT Ry peereigs randErEPEne mesas R CEBr ot on
protocol (ERurfdad B%nk FroaPEYEhER CEmMnktatidh davied.her said wireless
col | aboration software programresident on a renbte comunication device

in near real time. 40. The nethod as specified in C aim39 wherein the
col | abor at28on sdfetwisgless colehpratinn seftypeeprpgampsspegfchindClale ddtIredn by t he

renot €,Co i i i C : i fl i i m37
wher eieig t @ Xé} %@‘oegﬁg%?{%eﬁ%m&’%ﬁég ere%és&%gcg%?ﬁ? %‘ra%%sf E}??e altltl gp(gé@m' rror that
of the physdseadek,systennidet raessmaes] andtsiystomdpdateenessgeNO 03/ 043301

PCT/ US02/ 35673 42. The nethod as specified in Claim38 wherein the PDA is
enabl ed tq col |l gborate dafa and screen information. 43. The hod as
Speci {1 ed Pn O e GYeSRHa B1oRPHRSO A OB AT SRoS ™ G 2 SHETad. scr een
i nformat i qﬁle&ﬁﬂergﬁces[ggs%géés\é% ¥sthichlr6d &4 oBites Processing received data

30. The wireless collaboration software program as specified in Claim 26 further

15 comprising a CCP event handler processing specific events produced by the CCP

system library.

31. The wireless collaboration software program as specified in Claim 30 further
comprising a plurality of function blocks, wherein the CCP event handler is also

adapted to handle specific events to existing and new said function blocks.

20 32. The wireless collaboration software program as specified in Claim 19 wherein
the CCP is enabled to automatically send a document to another said wireless
collaboration software program residing on the remote communication device upon

communication therewith.

33. The wireless collaboration software program as specified in Claim 19 wherein

25  the application is an off-the-shelf application.
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5 information. 44. The nethod as specified in Caim39 wherein the wirel ess
col | aboration software program also conprises an application program

i nt er f acewOABI0¥33nnpl emrented by the CCP. 45. The wi rel ess pecalusabsseat i on
software program as specified in Caim35 wherein 10 the CCP is enabled to
comuni cat e asynchronously exchange data with the renote conmuni cation
device. 46. The wirel ess collaboration software program as specified in

Cl ai m 39 \viMder eiThe Rk ag specifipdrinGlam b mhareirethe vatplesmeolabomationconpri ses a

CCP system Li brar i npl enent ed the ARPI. 15 47 . The Wwrel e
col | abor at¥’ agecﬁrg%ﬁ?lgg 6?%’3?‘2‘&%" @&%%&“@F‘e Ogl}?r Eﬁnéﬁt?n?g)é %Vé?eel?‘?lleart he CCP
system | i Qegltndé. S adapted to handl e conference nessages of the CCP

conmuni cated to and fromthe renote conmuni cati on device. 48. The w rel ess
col | aborati on software prog_ram as specified in Claim47 wherein the
1

conf er encéSmessigd b appresicddn (&ianide WIS WiFsE 4p1aD0ralipst em updat e 20
nmessages, . , ; -tire€
wirel e§s cséﬁg%(r}]rra F%ﬁ%%@%@ecog?%éaéﬁlg? &sbgg%#)% Pgﬁgﬁl&ﬁ%dﬁ %air?r?%zély\%her ein
the conference nessages are a structured set of bytes. 50. The w rel ess

col | abor at36on SHfetRIzA es greoifiedrin &8aispkd; whierth tha WitcéssceiBabeiatiosi ' t he

col | aborati gn software program further c rising CCR event .handl er 25
processi ng° éfﬁﬁri)%ra’é’\}éﬁf‘@’qiff@cﬁ?ﬁ@lborﬁtﬁ W‘%MG&WI lpﬁfgrrﬁ?lnl%‘ﬁ VO
03/043301 PCT/ US02/ 35673 51. The wirel ess col |l aboration software program

as specifizd i M Hefiod oI WikdeE§i ddlla izt ehodarat D Arand Qfphyeic lyea@tam

further conprises a plurality of function blocks, wherein the CCP event
handl er i soaimunicatigpdevice i wrakecabHMEsCARPIBSNILSt i ng and new said function
bl ocks. 5 52. The nethod as specified in Claim37 further conprising the

step t he PD [ HelgF 1 WCTo 1162l ggnding a first
documcei&)t to thgheb yéln%ggﬁ@g renglgéﬁgﬁc;tm%gg??ghﬂﬁ%tgg ‘%’% Elegi n the
W rel ess ghlybiadibreinoanconmBuni¢itennieyive dlsasxsqueiog theefikst resident pro@dmftar t her

conprising the step of the hysically renote communi cati on device being
desi gnat ed"léeq?%g’tcoﬁﬁ@raﬁtt%ﬁﬁ‘&%éIP?‘%ﬁrr%ﬁl@%ndi ng the first docunent to the
PDA to begin the wrel ess coll aboration.

38.  The method as specified in Claim 37 wherein each the PDA and the physically

remote communication device are running a common application, wherein said

15  wireless collaboration is performed without substantial changes to the application of

either the PDA or the physically remote communication device.

39. The method as specified in Claim 37 wherein the PDA includes a wireless

collaboration software program executable on the PDA, comprising:

a conferencing and collaboration protocol (CCP) enabled to communicate with
20  another said wireless collaboration software program resident on a remote

communication device in near real time.

40. The method as specified in Claim 39 wherein the collaboration software

program is also resident on and executable by the remote communication device.

41. The method as specified in Claim 37 wherein the PDA is enabled to update its

25  internal state to mirror that of the physically remote communication device.
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54. The nethod as specified in Caim37 wherein the common application is
an off-the-shelf application. 55. The nethod as specified in Caim 37
wherei n twe ms@msbe comruni cati on device i s another PDA. P&TAG02/3%%e3 net hod
as specified in Claim37 wherein the renote communication device is a
desktop conputer. 57. The nethod as specified in Caim37 wherein the
renote conmunication device is a |livefeed gateway. 58. The nethod as
speci fi ed 42n CThem&Roduvnespetified neClaim 88 wheoumthetPDA iectiabkdite by 20 bot h

t he PDA and the p si%a%éy regnte.connunication device. 59. The nethod as
speci fi ed *PHabergf frggngsereen OHEIPTr st docunent is editable by both the
PDA and the physically renote communi cation device. 60. The nethod as

speci fied 3n Clichhetilod 44 Spbeific® A0k 30 gwhéteingh€PDAf is ehabl&DAch that
si mul t aneousl y exchangi ng voi ce conmuni cati on with the physi (;aldl(}/trermt e 25
a

communi catréesivedevieer informaipnicae be stlecyelysilfesed whigprocessing received data

5  information.

44, The method as specified in Claim 39 wherein the wireless collaboration
software program also comprises an application program interface (API) implemented

by the CCP.

45.  The wireless collaboration software program as specified in Claim 35 wherein
10  the CCP is enabled to communicate asynchronously exchange data with the remote

communication device.

46.  The wireless collaboration software program as specified in Claim 39 wherein
the collaboration software program further comprises a CCP system library

implemented by the APL

15 47. The wireless collaboration software program as specified in Claim 46 wherein
the CCP system library is adapted to handle conference messages of the CCP

communicated to and from the remote communication device.

48. The wireless collaboration software program as specified in Claim 47 wherein
the conference message comprise conference protocol messages, system update

20 messages, system edit messages, and system update messages.

49.  The wireless collaboration software program as specified in Claim 48 wherein

the conference messages are a structured set of bytes.

50. The wireless collaboration software program as specified in Claim 39 wherein
the collaboration software program further comprising a CCP event handler

25  processing specific events produced by the CCP system library.
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51.  The wireless collaboration software program as specified in Claim 39 wherein
the collaboration software program further comprises a plurality of function blocks,
wherein the CCP event handler is also adapted to make calls to existing and new said

function blocks.

52.  The method as speciﬁéd in Claim 37 further comprising the step of the PDA
being designated a host and automatically sending a first document to the physically

remote communication device to begin the wireless collaboration.

53.  The method as specified in Claim 37 further comprising the step of the
physically remote communication device being designated a host and automatically

sending the first document to the PDA to begin the wireless collaboration.

54.  The method as specified in Claim 37 wherein the common application is an

off-the-shelf application.

55.  The method as specified in Claim 37 wherein the remote communication

device is another PDA.

56.  The method as specified in Claim 37 wherein the remote communication

device is a desktop computer.

57.  The method as specified in Claim 37 wherein the remote communication

device is a livefeed gateway.

58.  The method as specified in Claim 52 wherein the first document is editable by

both the PDA and the physically remote communication device.

59.  The method as specified in Claim 53 wherein the first document is editable by

both the PDA and the physically remote communication device.

60.  The method as specified in Claim 37 further comprising the step of the PDA
simultaneously exchanging voice communication with the physically remote

communication device during the collaboration.
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