F0449/ 3122 -9 MAY 2005 1 DESCRI PTI ON AUTHENTI CATI ON SYSTEM  AUTHENTI CATI ON

UNDERTAKFR&GLAPBARATUS, 5 AND TERM NAL APPARATUS TECHNI CAL Fl ELD The present

i nvention relates to an authentication system which provides authenty ﬁ@l [fﬂ?
data necessary for authentication of a nmenber to a site 10 which pro['\/ ez
services to the nenber via a comuni cation network, to thereby elimnate the
necessity of manual input of authentication data which the nenber would

ot herwi se have to input for acceséml;rid)ﬁf by use of a term nal
apparatus. The present invention [ es to an authentication

undert aki ng apparatus and a term nal apparatus which constitute the 15

aut hentication system BACKGROUND ART W despread use of the Internet has |ed

to creation of a nenbershi _ -mevi des a service to
limted menbers over the In%??e% ang creation df a site which provides a
different servi ceAdd THENIICGALTTQN UNRERTAKINGAPRARMAEUS her ei nafter,

these;sites will be referrgNDorERMINAIEAPPARATESt es” or sinply as
"sites"). The operators of these sites issue to each registered nenber or

regi stered user (hereinafter referred to as a nenber) a wunique ID

(i dentificationcgrjata and a password (hereinafter, ID and password 25 wll
be coll e@ﬁ@ﬂm AL to as individual authentication data). Wen a
certain nenber, accesses. a site froma term npal %%Parat us in ,order to use a

service provi BrFseRlelisiepdion Wéag?!sttgag} apdienticafion; %t‘?@r‘ﬁmﬁsh appar at us
o TGS EABAR AR h UL SORD 5 1

FO44 31%Aich provides services to the member via a communication network, to

thereby eliminate the necessity of manual input of authentication data which
the member would otherwise have to input for accessing the site by use of a
terminal apparatus. The preSent invention further relates to an authentication
undertaking apparatus and a terminal apparatus which constitute the

15  authentication system.

BACKGROUND ART
Widespread use of the Internet has led to creation of a membership
Internet site which provides a service to limited members over the Internet and
20  creation of a site which provides a different service on a user-by-user basis
over the Internet (hereinafter, these sites will be referred to as - “members-
only sites” or simply as “sites”). The operators of these sites issue to each
registered member or registered user (hereinafter referred to as a member) a
unique ID (identification data) and a password (hereinafter, ID and password
25 will be collectively referred to as individual authentication data). -
When a certain member accesses a site from a terminal apparatus in
order to use a service provided by the site, the site transmits to the terminal
apparatus of the member a form for inputting individual authentication data

and requests the member to input the individual authentication data. In



-9 MAY 23%4 é éggponse to the input request, the nenber manually inputs the
i ndi vi dudll*43de tication data by operating the term nal apparatus. The site
receives the individual authentication data, and when the received 3 MAY 2005

i ndi vidual authentication data are correct, authenticates that the service
usage request fromthe ternminal s apparatus is a usage request from a nenber
or the like. Thereafter, the user of the authenticated term nal apparatus
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to respectlve servi ces | er fDO 1ze t servil ces, en the I ndlvidual

aut hent i gadivithAadhefticatich 88talaAd WREn thdtdtebdd indiVvidearMitheatiehioni f i ed
to common aut hentication data, the problemthat the user mnust nenorize a

pl ur al i t dagf aresbryédty alithentizands gt ithe séptice aeige requdie ffomvgd tdomiager, in
actuality, indivi dual authentication data do not have a 15 unified format.
and/ oy apppatatudis # usage rdrpuest dramdi fifembememge Iské¢.es Theveaftex ahpluser

i ndi vi dual aut hentication data of a certain site may consist of an ID
conposedobthetanthedticatst termihal appanatumoay usad despeslssarvice prported by 8 to
12 al phabetic characters only; and individual authentication data of another
site maythmosiée.st of an ID only, which is conmposed of 9 to 10 al phanuneric 20
characters. In many nbers can sel.ect indivjdual authentication

_ ites,, ot
" data freely. IﬁJP%‘Ffe‘Pf,?aEﬁimﬂggﬁpﬁﬁr%?sj‘ﬂﬂpbilﬁﬂh@esﬁp ﬁklitlfé)tfism ata among a
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the casesdryivdy £8 ddigieds® cathnior &ifHehticafiBRAaiAh Uheoblem that the user
| must memorize a plurality of individual authentication ._déta sets may be solved.
| However, in actuality, individual authentication data do not have a
15 unified format and/or an attribute and therefofe differ among sites. - For
- example, individual authentication data of a certain site may consist of an ID
composed of 4 to 8 numeric characters only and a password composed of .8 to
12 alphabetic characters only; and individual autheﬁtication data df another
site may consist of an ID only, which is composed of 9 to 10 alphanumeric
20 characters. In many sites, members cannot select invd_ividual authentication
data freely. Further, unification of individual authentication data among a
plurality of sites is not desirable from the viewpoint of security. Accordingly,
consolidating-individual authentication data sets through unification thereof
has been difficult. |
25 Even when individual authentication data sets can be unified to a
common set, the user's inconvenience of having to manually input individual

authentication data when utilizing a members-only site has not been solved.

For example, even in the case in which the user of a terminal apparatus has



F0449/ 3122 -9 MAY 7005 3 utilized a service of a certain nenbers-only site
upon ianP46?/§%?%ain I ndi vi dual authentication data and the user
subsequently utilizes a service of another nenbers-only site which-adgmns
t he sanme individual authentication data, the user mnust input the individual
authentication data again. 5 Some nethdds are highly convenient for a user,
because the nethods elimnate necessity of inputting individual

h i N dat a. ' I hod utilize | nal
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stored in the term na paratus, there Is a possibility that a third party
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fraudulently. Further, this od-is not prefei-able fromthe viewpoint of

secur i t yelithisgtearstesxiayf ¢énpettimdindividussathenticalibadlagh.obal 1D servi ce-
This service provides neans which enables a user to store, at the site which

provi-des thi sAsfrsticcamplepnettadd tsiligts artdrminaladpparahsneonfagured dasacket.s 20

for a plurality of nmenbers-only sites to be used. Wen a user of this service
| ogs i n a oarmer shaewhgni theuernmalappapatisdresepeassiboan doe inPEIngt er net, the
site provides, to.an individual nmenbers-only site which the user wishes to
utilize, Indivigugl authentigation data the teraunal gRpasys apjomaacaHyUNPERE S from
t he menmbers-. on %si te..In. ot users of..this setrvice ,ﬁée relieved of
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data setg,RLAfiEfion data into the terminal apparatus. |
However, in this case, since the individual authentication data is stored
in the terminal apparatus, there is a possibility that a third party obtains the
15  stored individual authentication data and uses it fraudulently. Further, this
method is not preferabie from the viewpoint of security.
A secoﬁd example method utilizes a so-called global ID service.
‘This service provides means which enables a user to store, ét the site
~which provides this service, a plurality of individual authentication data sets
20 for a plurality of members-only sites to be used. When a user of this service
logs in to the site by inputting an ID and a password over the Internet, the site
provides, to an individual members-only site which the user wishes to utilize,
individual aut-hentication data that satisfy the requirements from the members-
only site. In other words, users of this service are relieved of the necessity to
25  manually input individual authentication data for each members-only site.
However, when the ID and password necessary for logging in to the
global ID service are leaked, all the individual authentication data sets stored

In the site are leaked simultaneously. That is, use of the global D service



in the site are -leaked sinultaneously. That is, use of the global 1D service
F0449/ 3159489KR¥22005 4 increases the risk of |eaking individual -
aut henti cati on data as conpared with the case in which each user ma 2@95203’5
plurality of individual authentication data sets. 5 DISCLOSURE OF T

| NVENTI ON The present invention providds an authentication processing system
conprising a comruni cation network; a plurality of term nal apparatuses,
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for storj ?Qi’se{t%r each user of the term nal apparatuses, a plurality of
i ndi vi du uthentication data sets to be putted into the sites;

aut hentication neans for authenticating the user of each term nal apparatus
through 15 utilization of at |east either data fixedly assigned to the

ter mjal (RFAESURE'OF THE PEVENTBIONO the user; specification nmeans for
specifying a site which the wuser authenticated by the authentication neans

wi'shes to utiThegresdrt invedeohakiovideran autixntiedti®t progessing byseher ence to
the first database, individual authentication data corresponding to the user
aut hent i campaisiyg &lmRmumt dteon neavorna arphraliey of téemaial @ppaesatidsiesd by t he
speci fication neans and for roviding the extracted individual

aut hent i cach baingatennestable topdei dcamuuiicatiopnet wonkivya conENEDICAN®N cat i on
processi ng system of the present invention authenticates. the user of each

t er mi nal meapsaadeonneckl]E tawd pluralitoat sues a3 theeemmunicagion Rewarksody.

More preferably,, the term nal appar atus 25 incl ude%1 rre%gs for perfarmng a
firste hafRdan SRUCAHOR HNOgH APBRELYS RgNnecfeditod 1§8HQ@0pecul i ar

Lo L e MHORNoRO VT E LSl abor e RRY ASShAl B5RBEREL MnRS! om of the
database for storing, for each user of the terminal apparatuses, a plurality of
individual authentication data sets to be putted into the sites; authentication
means for authenticating the user of each terminal apparatus through

15 utilization of at least either data fixedly assigned to the terminal apparatus or
~data peculiar to the user; specification means ior specifying a site which the
user authenticated by the authentication means wishes to utilize; and
undertaking means for extracting, with reference to the first database,.
individual authentication data corresponding to the user authenticated by the
20 - authentication means and the site specified by the specification means and for
- providing the extracted individual authentication data to the specified site.
Preferably, the authentication processing system of the present
invention autl-lenticates the user of each termnal apparatus through utilization
of data peculiar to a human body. More preferably, the terminal apparatus
25  includes means for performing a first-half stage of authentication processing
for the obtained data peculiar to the human body.

Preferably, the authentication processing system of the present

invention includes authentication level selection means for enabling the user



I nvention includes authentication |evel selection neans for enabling the user
F0449/ 3159449/ 41¥22005 5 to select an authentication |evel. More preferably,
the authentication processing systemof the present invention includesiy 2005

I nsurance-prem um charge neans for determ ning an insurance prem umon the
basis of the selected authentication bevel. 5 Preferably, the authentication
processi ng systemof the present invention includes authentication

valid-term agement ans for nagi n val,i d.ter ur.i ng which the
aat hent | IAIBH PEApanpicapon Bvah ) MoRcpeeliy: e a B BbER80E 1 sy ot em of
the pres .o ' el . | : LLy of
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for storing, for each us 0 e termnal "~ apparatuses, a plurality of
i ndi vi dughthaHtibgbhgatéon data sets to be putted into the sites;
aut hentication neans for authenticating the user of each termnal C, 15
apparat us t hrppefrably! iheadiiidenfiCafbnleséssihg Restdiatof theedbant@ssi gned to-the
term nal apparatus of data peculiar to the usef; specification neans for
speci f yi figyeationt iacideshadthentisarioawablikhteroaherhdpe théet mehhs for nainagingeans
wi shes to utilize; and undertaking neans for extracting, with reference to
the  firawvalditatmshyringevhiciithe anthérticatoen iowalidt a corresponding to the user
20 aut henticated by the authentication neans and the site specified by the
speci f i cat i onBrafeeatdyai¢ awheprigatian pyocessing systars©fithaipresent]
aut henti cation _daia to the specified site. Pref&&a%&y, t he aut hentication

aheh of
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under t akignHepansiudesdipdaie 1peareHr enablig thshp sHesdopdaiger of

each termnal a ratus through utilization
10 the seconapdaatgbase. 9

The present invention provides an authentication undertaking apparatus
which comprises a first database for storing, for each user of the terminal
- apparatuses, a-plurality of individual authentication data sets to be putted into
the sites; authentication means for authenticating the user of each terminal
15 apparatus through utilization of at least either data fixedly aSsigned to the
terminal apparatus or data peculiar to the user; specification means for
specifying a site which the user authenticated by the authentication means
wishes to utilize; and undertaking means for extracting, with referénce to the
first database, individual authentication data corresponding to the user
20 authenticated by the authentication means and the site specified by the
specifications means and for providing the extracted individual authentication
data to the specified site.
Preferz;bly, the authentication undertaking apparatus of the present
invention authenticates the user of each terminal apparatus through utilization
25  of data peculiar to a human body.
The present invention provides a terminal apparatus comprising
communication means connectable to a communication nefwork; connection

means connectable to a site and an authentication undertaking apparatus via



25 of dat culiar to a human body. The present invention provides a
terninalfgﬁg§/§ﬁﬁg conprising conmunication neans connectable to a

communi cati on network; connection means connectable to a site and am MAY 2005
aut henti cati on undertaki ng apparatus via F0449/3122 -9 MAY zm 6 the

communi cation network-, means for obtaiting data peculiar to a human body;
and neans for performng a first-half stage of authentication processing for
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~authenti ggf fpobvasiesd akia @ﬂp‘ﬁ-rtgttﬁécfﬁ}{gaﬂ%%n the first and second

enbodi nents. FIG 3 Is a conceptual diagramshow ng the configuration of an
I ndi vidual table TI provided in an authentication database VDB. FIG 4 is a
conceptual diagram show ng the configuration of a site table 15 72 provided

in asit@BRERDISSCRIBTION-OB THREDRIAOMNGSgr am of a cel lul ar phone M5 used
in the first and second enbodinents. FIG 6 is a schematic view of a

- det er m nat i on HiG tlois athlqukodiageainoshawmg thel confagurdtioreof8n 20 FIG 7 is a
di agram showi ng an exanpl e screen di spl ayed on the_ cellular phone M52. FIG
8 is a dauthenication systemaisedow farst gadasesondrembpdementsef the presentcel | ul ar
phone MS2 of the first enbodi nent perforns nenbership registration. FIG 9
is a floWeYRIMOhowi ng the flow of processing which the cellular

FIG. 2 is a block diagram showing the configuration of an
10 authentication-ﬁndertaking apparatus PVC used 1n the first and second
embodiments.
FIG. 3 is a conceptual _diﬁgrarn showing the configuration of an
individual table T1 provided in an authentication database VDB.
FIG. 4 is a conceptual diagram showing the configuration of a site table
15 T2 provided in a site database SDB.
FIG. 5 is a block diagram of a cellular phone MS used in the first and
second embodiments. ;
FIG. 6 is a schematic view of a determination button 41 provvided.on the
cellular phone MS. |
20 FIG. 7 is a diagram showing an example screen displayed on the
cellular phone MS2. |
FIG. 8 1s a diagram showing the flow of data at the time a user of the
cellular phom; MS2 of the first embodiment performs membership registration.
FIG. 9 is a flowchart showing the flow of processing which the cellular
25  phone MS of the first and second embodiments performs when a tag for
inputting authentication data is contained in HTML data.
FIG. 10 1s a diagram showing the flow of data at the time the user of the-

cellular phone MS2 of the first embodiment performs menu registration.



25 phone IX? gf ﬁi?? first and second enbodi nents per-forns when a tag for ‘
I nput ti na & ﬁé cation data is contained in HTM. data. FIG 10 is_egaw ?@Eam
showing the flow of data at the tine the user of the cellular phon 2

the first enbodi ment performs nenu registration. F0449/3122 -9 MAY 2005 7
FIG 11 is a flowhart showing the flowW of authentication undertaking 1~
processi ng perfornmed by the authentication undertaki ng apparatus PVC of the

e
ot hent | RN RERBCAISPINY Anhconl st ARt R By CBriRen |

14 is a geiicaRbHalmEh@9r am showi ng aut hentication processing io performed in
the authentication service according to the first enbodinent. FIG 15 is a

di agram show FYGL 1@ it lzofiagtamaiibwing fife floweof datd'aethedinicheasidrdfahephone
M5 | uses the authentication service according to the first enbodinment in

or ders t ocellitlar phoheMFladf the fitstsarhbediinenentiliZes ahl fathéftication deagicam

showi ng the flow of data at the tine the user of the 15 cellular phone MS3
uses an actdrdmg tcathefirstneabodknegt.servi ce.  -F-1G 17 is a di agram showi ng an
exanpl e screen displayed on the «cellular phone M53. FIG 18 is a table

showi ng aut hellGedtiion diegeam dfowing anexemplescresn displayedondbd in t he
first and second enbodi ments. 20 FIG 19 is a diagram showi ng the fl ow of
data at €éular pROREMShe user of the cellular phone M | utilizes an

aut henticatio er,vi.ce accordi fo the, second enbhodi nt. )
F16°14'i5% conceptuglgdlagram showing authentication processing

10 = performed in the authentication service according to the first embodiment.
FIG. 15 is a diagram showing the flow of data at the time the user of the
cellular phone MS1 uses the authentication service according to the first
embodiment in order to utilize a plurality of sites S1 and S2.
FIG. 16 is a diagram showing the flow of data at the time the user of the
15 cellular phone MS3 uses an authentication undertaking service.
~"FIG? 17 15 a diagram showing an example screen displayed on the
cellular phone MS3. |
FIG. 18 is a table showing authentication levels of the authéntication
systems used in the first and second embodiments. |
20 FIG. 19 is a diagram showing the flow of data at the time when the user
of the cellular phone MS1 utilizes an authentication service according to the

second embodiment.

BEST MODE FOR CARRYING OUT THE INVENTION

25 The present invention will next be described 1n detail with reference to
the attached drawings.
<A. First Embodiment>

<A-1. Configuration>



-phone VPIAMSION S1ES0
utilizatjon of nbers- only service.provision site S (S, S2). The
aut hent i t:[ﬁf:m?ﬁ Iggﬁiiad'é{‘ilgaée"é%y ﬁ%‘ﬁ'{%ré}@él y service. The authentication

BEST I\/UDF Félg? CARRYI NG QUT THE | NVENTI ON 25 The present invention will next
be- descr Be (n detail with reference to the attached draw ngs. <A. First
Enbodi ment> <A-1. Configurati on> F0449/3122 -9 MAY 2005 <A-1-1- Genal &I 2003
DesLription> FIG | is a block diagram show ng the configuration of an

aut hentication systemaccording to a fifrst enbodi nent of the present

I nvention. As shown in FIG 1, the authentication system according of the

present s erbod el aut henti cati on undertaki ng apparatus PVC, a
pl urali tyA W%ﬁ%&%@g@ﬁ (NS to Ms3), a plurality of nenbers-only

Service  provEgGo i§iatt%c§di§grar§%ho“ﬁngvﬂwé&%ﬁmcﬁﬁéfQﬁ network MPN, the

Internet | NET, and a gateway Server GA5~ The n er of the cellular phones M

accomodghdenication sySRm dcevidifs ttb Gafirgredbotament of the poedenttine catiopnent
enbodiment is arbitrary, and therefore is not limted to that showm in FIG

1. The narBRowa i FEGsil| dse Suthenticatioted wiemi dddordime ofithd pnéserat i on system

according to the present enbodinent is arbitrary, and therefore is not

lim tsed ¢mbodameahmaeludes &ih Guthentidaticnithdettakaig appanaties PVAKj o plaraglayat us

PVC is connected to the 15 Internet |INET. The authentication undertaking

appar at uef exltilar phiones MS (d45VitodMS79s aiplafalety obmemberstonlyssexvi¢e ent i cat i on

undert aki ng processi ngé whi ch is _perforned, on behalf of a user of a cellular
i hd)inmahile communigatigiencvrk WEPNs the t s

undert 2k, 19 cppR R in L 07 BB QB e R EART O e
Each of 1 fefifbhiibA’syBfM GecHdink thbInk frasdRPembBlimehA N AtluaPPnasd ' on
therefore is not limited to that shown in FIG. 1. The number of the sites S
accommodated within the authentication system according to the present
embodiment is arbitrary, and therefore is not limited to that shown in FIG. 1.
The authentication undertaking apparatus PVC is connected to the
15 Internet INET. The authentication undertaking apparatus PVC provides a
service (hereinafter referred to as authentication undertaking processin g)
which 1s performed on behalf of a user of a cellular phone MS, which
processing the user performs when the user starts utilization of a rhembers—
only service provision site S {(S1, S2). The authentication service is a
20 members-only service. The authentication undertaking apparatus PVC
provides a member number to each membér of the service and requests the
member to register general authentication data.
Each of the cellular phones MS (MS1 to MS3) can establish connection
with the mobile communication. network MPN by means of radio
25 communication. |
The members-only service provision sites S (S1, S2) are connected to
the Internet. The sites S (S1, S2) provide members-only services to users of

the Internet. The sites S (S1, S2) each have a member information database



with thezppbd} € communi cation network MPN by neans of radio 25 communicati on.
The nmenbers-only service provision sites S (SI, S2) are connected to the
Internet. The sites S (SI, S2) provide nenbers-only services to usegpfps
thelntenet. The sites S (SI, S2) each have a nmenber information database
F0449/ 3122 -9 MAY 2005 9 CDB (CDB 1, &DBZ) whi ch stores individual

aut hentication data to be used for authenticating nmenbers who utilize the

servi ce. CEIF(CPIB 1, "€DB2 P¥hich Bictés ¢RdividAaBaithefficanon dtatoDe@dErs
regi stered in the nenber” information database. The individual authentication

dat a i ncforcritenticiiie meilbber whoaihiéze tHe semvicaut Baohiofaheited 8 a

(password). The site S| in the present enbodi nent provides the nenbers-only
servi ce providgeptressariitecanl yutd thezmeatrersregmteed methesmehibelr enpl oys the  SSL
(Secure Sockets Layer) encryption protocol (hereinafter referred to as SSL
comuni caformation @atateaseobiThe cndivedialaaitbanticationidatPindlnde adeenabed ural ity
of base stations, a plurality of swtch stations, a plurality of

i nt escormambenmgaberd])) and agthentmatioisdata (passwprdy of subscri ber

processi ng apparatuses, a gateway server GA5 and wireless and wired

communi cat i onl ¢ §8& SoHhtha pregen émbodm@wpm%mﬁeimrw%twk- VPN

has a function of rel ayi data 15 bet ween the cellul ar hlgnes VB apld t he
Internet*FKER tgﬂae@eﬁ%%&q?%ﬁaem %ﬁwfﬂlﬁé“%épga‘ﬁ%&’é'ﬁ Prreglﬁyéft Ehe

. . . N
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| nt er net [ én conversion of communi cati on protocols different anpong
" the net V\%$QIS% Iie}h?éﬁgn’gna?f eway server GA5 is preferably disposed at an o
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(herei najrhgéng,&f plurglty 6f 3wikth stations, a plurality of interconnecting gateway

switch stations, a plurality of subscriber processing apparatuses, a gateway
- server GWS, and wireless and wired communication lines connecting them.
- The mobile communication network MPN has a function of relaying data
15 between the cellular phones MS and the Internet INET and a function of
charging the users fees for use of the mobile communication network MPN.
The gateway server GWS mutually connects the mobile communication
network MPN with other networks, including the Internet INET, through
conversion of communication protocols different among the networks. The
20 gateway server GWS is preferably disposed at an interconnecting gateway
switch station of the mobile communication network. Upon receipt of a GET
request of HTTP (HyperText Transfer Protocol) (hereinafter referred to as a
GET request)-frorn a cellular phone MS, the gateway server GWS analyzes an
URI (Uniform Resource Identifier) contained in the GET request. 'When the
25  URI designates a site on the Internet INET, the gateway server GWS transfers
the GET request to the Internet INET. The gateway server GWS receives a
response to the GET request transmitted from the Internet INET and transmits

the response to the cellular phone MS.



GET req“?ﬁﬁlsfﬁﬁ?ﬂa cel lul ar phone MS, the gateway server GA5 anal yzes an
URI (Uniform Resource Identifier) contained in the GET request. Wen ;ﬂg 25
URI designates a site on the Internet INET, the Gateway server GA5 ¢ S
the GET request to the Internet INET. The gateway server GA5 receives a
response to the GET request transnitted®fromthe Internet INET and transmits
the response to the cellular phone M5. F0449/3122 -9 MAY zOOb6 10 Wen the

URI represent Wiged %Wr%g%égﬁs%e%%)’cééfﬂ% g%ay BSWEQEGW‘S%’&?@WH G5

transmts to the cellular M5 a resource orresponding to the CGET

request . gﬁ%wyfmeﬁGWWahbﬂﬁQ&th%yCe&RﬂﬁﬁEhoﬁé\MSE regbrurde definition data
whi ch are described in HTM. (Hyper Text 5 Markup Language) and define a user

interfaceonéwmiingltbuharGEmdbﬁ. Rekourysrhelditey thd gaesidy barveghone M5
carri es out TP communication with a certain site on the Internet while

usi ng t h&WSLinchnder Ubtdedmipoatdatalwii bsargndesedibied it HIMU {Hypeeleptt eway
server GA5 does not participate in the communi cation between the cellular
phone MeMarttupHsanguage) and dgfine a.usantintenficeaef the celdielar phiong Mppar at us> FI G
2 is a block diagramshow ng the configuration of the _authentication
under t aki ng abigayexais whes theesimlagpheneMSpeagissiouteddifddi nent - As shown in

R B et Rt
P2, *a i SprpReRdRRRac eGP B Bl R RByn fer CRLTHABR 5" e
ot et B Ih R R RS B 5l CHUR BN S e T
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<A-1-2. Authentication Undertaking Apparatus>
FIG. 2 1s a block diagram showing the configuration of the
authentication undertaking apparatus PVC according to the present
embodiment. As shown in FIG. 2, the authentication undertaking apparatus
15 . PVC according to the present embodiment includes an authentication database
VDB, a site information database SDB, a communication section P1, an
‘operation section P2, a display section P3, a stbrage unit P4, and a control
section P5. |
The authentication database_ VDB includes an individual table T1.
20  FIG. 3 1s a conceptual view showing the conﬁguration'of the individual table
T1. The individual table T1 will be described with reference to FIG. 3.
The individual table T1 contains a record for each member of the
authentication service. The record has a member number field for storing a
unique member number; a name field for storing the appellation (name) of the
25 member; a phone number field for storing the phone number of a cellular
phone MS which the member uses; a general authentication data field for

storing, in an encrypted form, data (hereinafter referred to as general

authentication reference data) based on which authentication of the member



TI. The L fszair table TI will be described with reference to FIG 3. The
I ndi vi dua ab | contains a record for each nenber of the authentication
service. The record has a nenber nunber field for storing a unique-getitsedin
nunber; a nane field for storing the appellation (name) of the 25 nenber; a
phone number field for stori ng the phdre nunber of a cellular phone NI'S

whi ch the rrenber uses; a general authentication data fiel d for storing, in

an encry, ngg% e g,teqj {dﬁmﬁg gbﬂ@xfatl%htﬁ@ﬁt%dtﬁﬁl)tig P eSH aut henti cation

ref erenc ase h aut henti cati on the ne er F0449/ 3122 NAY

2005 (heﬂitﬁbﬂﬁéét%n I@Jeqrfi@la hovARd aafefield fot SomdL atvadil term GPEEREMRT; an
authentication level field-, a valid termfield for storing a valid term of

gener al atﬁhéhﬁmtﬁ@x&tG(ﬁﬂ]ﬁC@W@@ﬁtimm(ﬁﬁiDl fields for Istorfing 18 dfocomientiorg | Ds of
connection destinations (sites) for which the authentication service nust be
per f or medistinatiods \(sidesyl foruvhiohi theaduthentieatohiserdieefmuossbo perfgrmed; an
encrypted form individual authentication data sets to be putted into the
connéct iindivideat authenticatioarddtadigldsder prormginfareedcrypted formnpg an i nsurance
premiumfor ~coverage against illegal use by a third party; and a usage-fee
field fonditidnphguthenticagenrtdaarsets hbe puttedninite she 6ANBEENPR e . 10 The

pl ural i lféf of connecti on destination l,ci)h?l ds and the plurality

1 ndi vi dulgStRaPeas: ?’éé@fﬂﬂ'ﬁnﬁﬁﬁemﬂéﬂh € TAABAE 3 {pIAREE pr%rmmmtﬁm eTI

d t | tinat
o oD 2Sh e B i LA TR B AR08 4 B0 BE TG cepr i
data f | d. The individual authentication dat
il ds afReicn e ltqngﬁt&%&*ﬂ%%f@%a%fﬂﬁ & el d _Znh”a' passvord field. A the time
of ngg”ber shi pl"l‘i@ghﬁ% ﬁ b?'&op‘ﬁ%&ﬁ?ﬂrcfeﬁﬁh%%ﬂ )1 §s Eﬁﬁﬁﬁetﬁh‘iﬁlht& gt ds for

nunber one nu phone M5,

gener al jadiVignhl sdbeafich@bardita Ficlas eoftaihbg 1ﬂﬂH@Qfld1\hﬂ§h‘I @pge TPrem um and
usage fee, anong the above-described fields. 20 The site information database

SDB i ncldetesspanditoea pRirakty af connection destinations which the member utilizes.

The general authentication data field is divided into a voiceprint data field and
a fingerprint data field. The individual authentication data fields are each
15 divided into an ID field and a password field.

'~ ~At the time of membership registration, data are stored in the respective
fields for member number, appellation (name), phone number of the cellular
phone MS, general authentication reference data of the member, ihsurance

- premium, and usage fee, among the above-described fields.
‘20 The site information database SDB includes a site table T2.
FIG. 4 1s a conceptual view showing the configuration of the site table
T2. The site table T2 will be described with reference to FIG. 4.
The site table T2 includes a record for each connection destination ID.
The record has a connection destination ID field; a title field for storing the
25 title of a connection destination; a connéction data field for storing data,
including a URI, required for establishing a connection; a classification field
for storing a classification of a provided service; an ID necessary/unnecessary

field for storing data représenting whether an ID is to be input before usage of
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FIG 4 i
The Sit eé(%%t)

%og%pt ual view showi ng the configuration of the site table T2_
will be described with reference to FIG 4. The site table

e a

connection destination IDfield; atitle field for storlng t he

connection destination; a connection dsta field for stori ng data

|nclud|ng a

URI, required for establ I shing a connection; a classification field for
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field for storing data

resenting whether a password is to be input before

usage of D heribwity ifegd f@flstdrﬁl thie¢ htiribaité i(eled thermanber 0§ byfes)adf ahlim e (e. g.
t he nunber of bytes) of an | when the IDis to be input- and a password

at t ri butwhénehe IDors tethe 1rgg.1t; hed%s passwdnd stufibute fieldhéomsoooimg tie byt es) of a
|

password when the passwor

s to be input. The ID attribute and password

at t r sbutatmbute (eegy teenumbegwoirbytes) of armgamrdg)vhem the password ne kadieng t he

nunber and types of characters whi.ch can _be used in individual

aut hent ilggut.on TdetlD \aﬁrthut@aad PASABETS.- aﬁmbutgeﬁraﬁlb@prcwmrﬁgglmmen@ tinme of

aut henti cat I& Further, the di vi dual fabl e Tl of lo 83
ngdataefpémaéuat: 1ng thgdmmgbeeand (ypes ¢ 6 %@@ﬁ%"étw

D

the site
can -

can _comruni cat e

dest t Th 1 t
Creh of e e iSRS R enn ISR NBH Wiheh S3ch TR Bb et AmE Sepvne! udas a

(b ude TeAueS f PP yir@ ol B e yn T R t@%@?‘?@hﬁﬂ AR S

further inc e an arbitrary ay uni e external

i ncl udesdefintiont ¢ uSedlhskeysi t and a hard

ora-

datg, Thes Qﬁ&ghé&té%%leoi’z%? Fé!lﬁffs.pcf'gf‘éréla@c?%@é(ch Ehf'erd{avsiﬂ{ ihe é&ﬁﬁé

85of ™

The communication section P1 can communicate with other nodes via

the internet INET.

- The opefation section P2 includes a keyboard and a pointing device.

15 The operation section P2 may further include an arbitrary device used for

inputting operation instructions and data.

The display section P3 includes a display. The dlsplay secnon P3 may

further include an arbitrary display unit.

The external storage unit P4 includes an electronic disk unit and a hard

20 --disk ‘drive. The external storage unit P4 may further include an arbitrary

external storage unit.

The control section P5 includes a CPU (Central Processing Unit) 52, an

interface P51

, ROM (Read Only Memory) 53, and RAM (Random Access Memory) 54.

25 The interface P51 connects the CPU 52 and the respective sections

VDB, SDB, and P1 to P4.

The CPU 52 controls the respective sections VDB, SDB, and P1 to P4

via the interface P51 and causes the authentication undertaking apparatus PVC



20 di sk Pél&’@/ﬂ-ﬁ‘f external storage unit P4 may further include an arbitrary
external storage unit. The control section P5 includes a CPU (Central
Processing Unit) 52, an interface P51 ROM (Read Only Menory) 53, and MAXM0G
(Random Access Menory) 54. 25 The interface P51 connects the CPU 52 and the
respective sections VDB, SDB, and P 1130 P4. The CPU 52 controls the
respective sections VDB, SDB, and P | to P4 via the interface P51 and causes

t he aut | | [ atu : _ & _ 5 13 to
per f or m%é@ﬁfgh%%? (gjgg?sl?ieﬁgs,ﬁﬁi’hgfdjgi@lnf gttﬂg{r%%r%gcs:g%s{\% ?8 -2>),
comuni CedrnBiMEASER ﬂrﬁ@eds‘fﬁg %EA-3B§,nﬁﬂiﬁtb&r@hnemgtﬁgﬁaﬁbﬁrprpt@§ﬁ | QOA( <A-

4-3>), nmenu registration processing (<A-5-3>), authentication undertaking

pr ocessi A3>)<fheinidregdaitation Hréedssing (aPRBCe> | hatemication esdergking- 7>), 5
and site registration processing (<A-8>), which will be described l'ater. The
ROM 53 spracessiagf(warte3ntamh<Ahr6-BP) hdueamm+tkarging prdeesding (sek{)n t he
above-descri bed various types of processing, various types of data to which
t he GPU &Rl sit¢ eesistrationgprioeessioft (wh-S>gnaviughavilhbe daveBbeiddatezed as a work
menory of the CPU 52. The | o authentication undertaking apparatus PVC of the
present enbodlTheROM3 stargsusnitware winehthe CRIPUS exeutgsinerdec 40i on
under t aki ng appar at us (E‘\égr& t he present enbodi nent nay. be contr(%lciﬁgd in a
-central i Fratheabgye- daYATiH PYRESOT BIOCG IR, ¥aBOHg ItkPepOl dida shown

1S, 6wl RS2 R GalTRIRG! B uEe Bl PRy 201, v 2
oot n® o oA ST GR A7 Mordfenfth o i PRSI S 2y o o Fo the
10 authentication undertaking apparatus PVC of the present embodiment may
include any number of CPUs. The authentication undertaking apparatus
PVC of the present embodiment may be controlled in a centralized manner by
use of an apparatus including a single CPU, as shown in FIG. 2, or in a .
distributed manner by use of an apparatus including a plurality of CPUs.
15 |
<A-1-3.  Cellular Phone MS>
FIG. 5 is a block diagram showing an example configuration of the -
‘cellular phone MS according to the present embodiment. = As shox-vn in FIG. 5, _
the cellular phone MS includes a communication section 1, an audio output
20 section 2, an audio input section 3, an operation section 4, a display section 5,
and a control section 6. |
The communication section 1 includes an antenna, a transmitter, and a
receiver for pE:rformjng radio communications. The communication section
! can communicate with the mobile communication network by means of
25 radio. The audio output section 2 includes a sound source, a speaker, and a
unit for generating sound. '
The audio input section 3 includes a microphone for inputting voice.

The opefation section 4 includes a keypad (not shown) for inputting



t he cell M5 i ncludes a comruni cation section 1, an audi o out put 20
A9

section 2, an audio input section 3, an operation section 4, a displa
section 5, and a control section 6.. The conmunication section | incTﬁﬁ%ﬁZ&H
antenna, a transmtter, and a receiver for perform ng radi o comunicati ons.
ne conmuni cation section | can commuri‘cate with the nobil e communication

networ k by nmeans of 25 radi o. The audi o output section 2 includes a sound

sour ce, dasﬁﬁéﬁbﬁrandadﬂaa?uttaha (het sERa) Foi %ri%%'d%‘é]ecﬁtﬁlsa‘éﬁﬂoa i nput section

3 inclu m cr ophone I nputting voice. The operati on section 4

I ncl udedetesRiti®drf P@ftogAquwn) for inputting FO0449/3i22 -9 MAY 2005 14
I nstruction and data, buttons (not shown) for various selections, and a

det er m nat i orTheitiigplay $ection Mircphdys adapuidrerysiahcisglasg for displag cryst al
di splay for display operation. 5 The control section 6 includes an interface

61, a CRipes2tioROM 63, flash menory 64, and RAM 65. The interface 61 connects
the CPU 62 and the respective sections | to 5. The CPU 62 controls the

respbctive scthe oastrpl section banchedénirinteatasedil, QP £ds ROMO3cel | ul ar

phone NI S to per- form various tgpes of processing, |lo including start
procesmﬂﬂjih(mﬁ«ﬂm N processing (<A—3>) menber shi p

S SR e P LIRS,
U Sézé)x:acﬁm@ihﬁ?’% Pf?orﬂﬁgl%sth% faé‘#?ﬁég%@?%ﬁgi? e BPAEE 4 nee of
o 002l AR THE pLARER lofE0eS 1hcHl POV ETREE o i, oL
enaphi ngnaluéifg sBirt b?@cés%iﬁg’kaAhZEB‘,o&?rnﬂhﬁucanon processing (<A-3>),
membership registration request processing (<A-4-2>), menu registration
request processing (<A-5-2>), and authentication undertaking request
processing (<A-6-2>), which will be described later. _
The ROM 63 stores software which the CPU 62 executes in order to
15 perform the above-described various types of processing, various types of data
to Which the CPU 62 refers, and other software and data. In particular, the
- ROM 63 stores browser software for enabling a user of the cellular phone MS
to utilize WWW (World Wide Web) services on the Internet, and a~URI for
designating a resource of the gateway server GWS in which Ul data are stored,
20 as a URI (hereinafter referred to as home URI) which the browser accesses
first. ‘ |
- The browser used in the present embodiment is configured in such a
manner that when the browser receives HTML data including an input tag for
inputting general authentication data, the browser can identify the input tag.
25  Further, the browser can display a screen which prompts a user of the cellular
phone to input general authentication data designated by the input tag and,
when the user inputs general authentication data, transmits the input general

authentication data to the source of the HTML data. In the present



to utiligg, {}rlid Wde Web) services on the Internet,and a UR for ‘
designating a resource of the gateway server GA5 in which U data areg mgtyoses,
20 as a URI (hereinafter referred to as hone URI) which the browser accesses
first. The browser used in the present. enbodi ment i-s configured in such a
manner that when the browser receives M data i ncl udi ng an input tag for
I nputting general authentication data, the browser can identify the input

tag. 25 Ewbbifhent FOVERIng ABsidinakd A yahe GhpaNtapbClemiaIpt s a user of
t he cel Iﬁ#&ar pﬁ%ﬁ‘g@?g inputn‘:gene@al aut Kenticgtiong/\%%t% desi gnated by the

input t aguthefticatitedathihdlades I'ObtdinmanasfaVoiue' hard ' Obtaiamatatef Vbi@nsn ts
the i nput general authentication data to the source of the HTM. data. In the
present Fiphadafad FEinfefgiihtZifdge. 15 enbodi nent, the processing designated by
the input tag for general authentication data includes "Obtainnment of Voice"
and " Qbt ai nefhe flaskanemorgi(goavolatile Fhegwry) DAtstorsgdata tTamsfereshinoaror y
(nonvol atile nenory) 64 stores data transferred from 5 the CPU 62. The RAM
65 i § ustbe GBU2062wrk menory of the CPU 62. (Determination Button 41) FIG 6
is a schematic view showi ng the internal structure gbcéfe 10 determ nation
button 41 proVha&AM 6pHs uspdiasta BPTKaREMORY Al et {ular phone MS |
according to the present enbodinent. As shown in FIG 6, the determ nation
‘button 41 includes a transparent plate 411, a support nenber 412 for

supporti t he. transpar.ent ate 411, a .support nenber 413 fixedly assigned
to the c@gfi’tﬁ "b"at{%ﬁyéqqnu‘f’ﬂr phone, a 15 canera 42 attached to the support

nmber 413, - : - | ' b f
he tr anspar oo it SAFhERHHE G sPwid gy e el BT ) e *ads, -

t he ;gamei&efiRinaith bliRoh 43NprevqHEq &t 4ie operation section 4 of the cellular

phone MS 1 according to the present embodiment..

| As shown in FIG. 6, the determination button 41 includes a transparent
plate 411, a support member 412 for supporting the transparent plate 411, a
support member 413 ﬁXedly assigned to the casing of the cellular phone, a
15 camera 42 attached to the support member 413, and a light source 43. An
internal gap is defined by means of the transparent plate 411, the support
member 412, the support member 413, the camera 42, and the light source 43.
‘When the transparent plate 411 and the support member 412 are
depressed from above in FIG. 6 by means of a finger of the user, they move
20 downward in FIG. 6. When the pressing force is released, the transparent
plate 411 and the support member 412 return to their original positions. The
transparent plate 411 may be formed of a transparent or semi-transparent
material such as glass or acryl.
The camera 42 is disposed so as to photograph, via the transparent plate
25 411, the front surface (fingerprint) of the finger which presses the transparent
- plate 411. A CCD (Charge-Coupled Device) camera may be used for the
camera 42.

The light source 43 is disposed in an annular 'shape to surround the



When theFélﬁgwg@%gnt pl ate 411 and the support nenber 412 are depressed from

above in y neans of a finger of the user, they nove 20 downward in
FIG 6. Wien the pressing force is released, the transparent plate 413 MMid005
t he support nmenber 412 return to their ?ri gi nal positions. The transparent
plate 411 may be fornmed of a transp_are?'n or sem -transparent material such
as glass or acryl. The canera 42 is disposed so as to photograph, via the
transpar gifhePd 326n &aeﬂﬂuniﬂ&ﬂ?qnhrﬁ%f@% ﬁh(geﬁ@,m&é ser %i&%@r&smer

whi ch presses the transparent pfate4dll. A CCD (Charge- Coupl ed Vi ce) canera
nmaybe usgft fr@hspdient pRiteYd 142. ARMEED (bightdmérinSDisde) arastee usadfor annul ar
shape to surround the F0449/3122 -9 Y 2005 16 canera 42 in order to

uni f or m she lighsaaice 4he finger of the user which presses the transparent
plate 411. An LED (Light-Ernitting D ode) maybe used for the |light source 43
5 <A-2. Start Processino,> Upon power on, the CPU 52 of the authentication
undert aki ng_ apparatus PVC executes the software stored in the ROM 53 in
orders t o<dadsétart Reoeqsshegt i cati on undertaki ng apparatus PVC to start
accepting SSL__ comruni cation, nenbership registration processing, menu
registrati on FPOsBRWSEEPRgthaiHd ™S @ Eh%?\“&#?@é‘ﬁ@&‘l@nn‘émﬂﬁfé%]@él& ng, and site

T T T

: U 0f- . '

O e e Rlch s Bt Aia AR RIS e SSE, S e L1, e
£, \pon dahasiipnuch, BRrOSAHIELERAED ALReqhes Ul teglnkieae o 2 L

connect Spidessitly] dutiertiofR MinderthigPRide8sing, and site registration
processing. Further, the CPU 52 causes the authentication undertaking
~apparatus PVC to start insurance-charging processing.
Upon power on, the CPU 62 of the cellular phone MS executes the
software stored in the ROM 53 and then monitors an instruction input from the
15 operation section4. Upon detection of an instruction that indicates start of
usage of a WWW service, the CPU 62 executes the browser stored in the =
“ROM 63. The CPU 62 connects the cellular phone MS to the mobile
communication network by controlling the radio communication séc.tion.
The browser transmits a GET request to the gateway server GWS in
20 order to obtain the Ul data which are stored in the gateway server and are
designated by the home URI stored in the ROM 62.
Upon receipt of the Ul data, the CPU 62 provides a user interface to the
user of the cellular phone MS on the basis of the Ul data and then.ends the
start processing. = At this time, a main menu (e.g., a screen G111 shown in

25 FIG. 7) is displayed on the display section 5 of the cellular phone MS.

<A-3. Communication Processing>

The browser operating on the cellular phone MS transmits an SSL



conmmuni cgghgg/gﬂyvork by controlling the radi o conmunication section. The
browser tranuriits a GET request to the gateway server GAS in 20 ordeMAYt m05
obtain the U data which are stored in the gateway server and are designated
by the honme URI stored in the ROM 62. on receipt of the U data, the CPU 62
provi des a user interface to the usertof the cellular phone NI'S on the basis
of the U data and then ends the start processing. At this tinme, amain nmenu

(e 9., ac§ ichtidn ré M.tbﬁhgéuﬁ&ti&hi(ﬁﬁ ufdeplagy s agpaﬁtﬁs ¢gpl ay section

5 of the cellular phone M- <A- Communi cat i on Proc%s np The browser
operating on Updnaeckiptasf theS8L Monumunicdition aaqisst, fidahdhticatidoVAY Vb 17

conmuni cation request to the authentication under t aki ng apparatus PVC. Upon
recei pt whdémskiglapparawsi RYO startsaqueatidshake with thotdetlad aophone S ki ng
apparatus PVC starts to handshake with the cellular phone M5 in accordance
w th an &Stordancsshatheap S&lohahdstakdprotesohbl i shment of a new cessi on bet ween
t he aut hentication undertakina apparatus PVC and the cellular hone MS, the
aut hént i cat i obpon gstallishrment afha aeye casuien betweenrthe asghendeai@ncat i on. Wen

the session is . not established,  the authenticat] nder t aki.ng .appar at us PVC
ends t heundertakinganpagatus fo¥ Esand ghecelular H?&mo}/ﬁgn‘g@ @thSEHC@Bﬁﬂuni cati on.

'§ ?’n”ESlr ?Jm,l S&eﬁ%ﬁ&ﬁ@%ﬁ@%@fﬁ%&%ﬁﬁaﬁéﬁ?s%érfi?h%@%’ﬁ%i%‘éi‘%éed e
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conmuni o0t Siafihedhe affidaticalti, SBeaRind dPPEA N BB GBENE L or ot us puc
cél O S il ok O thti P
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10 Use of SSL communication reduces the risk of transmitted and received data

(in particular, data including voice and fingerprint image) being used
fraudulently by a third party.

The cellular phone MS performs SSL. communication with the site S1.
The authentication undertaking apparatus PVC can perform SSL

15 - communication with the site S1.

<A-4. Membership Registration Processing>
<A-4-1. General Description>
FIG. 8 is a diagram showing the flow of data at the time a person who

20  wishes to utilize the authentication service of the present embodiment registers

himself or herself as a member of the authentication service of the present

embodiment from a cellular phone MS2 owned by the person. Here, we

assume that the user, the phone number of the cellular phone MS2, and the

appellation ("B" in this example) of the user of the cellular phone MS2 are not
25  stored in the individual table T1.

(Step 101): SSL communication starts between the cellular phone MS2 and

the authentication undertaking apparatus PVC.

(Step 102): Upon start of the SSL communication, the cellular phone MS2



FIG 8 iggp,4jppsamshowing the flow of data at the tinme a person who 20

wi shes to utilize the authentication service of the present enbodi Menty may 2005
registers hinself or herself as a nenber of the authentication service of
the present enbodinent froma cellular phone M52 owned by the person. Here,
we assunme that the user, the phone nuhber of the cellular phone MS2, and the
appellation ("B" in this exanple) of the user of the cellular phoneMs2 are

appel 12 . IS ex: , ' e o
no RARNAHS td théglultmwéadmi uhabhaki 1o aﬁ»ﬁﬁﬁ@uslﬁvc_aséﬂﬂc %ﬁg@etfga;( ?Eg

starts between the cellular phone M52 an e aut henti cation

appar at uigiyMGHablcentdiag khe Yhonestaiibep bf the cEBulagshiome M§2on, the cel lul ar
phone MS27F0449/ 3122 9 MAY 2005 transmts to the authentication undertaking

appar at UStelyt03) poneeeiiit of hreaGEThedquosnsegned, tHeaptheneicatioler of t he
cellular phone NIS2. (Step 103): Upon recei pt of the GET request signal, the
aut hent i wredértakingragppar atas gV éppriges vsheer jthe gser o thdeellokar preene MS2he
cel lul ar. phone M52 5 is a nenber of the authentication service. Wen the user
of the ciéld membereiibensrhesticaidgasdensicet o be a member of the authentication
service, the authentication undertaking apparatus PVC transmts to the
cel lular phon¥hgspthe wseyd thergellulae phdas M %@undgpgmtit@rbe 2 duembes| ecti on

request. VWhep the user of. the cellul ar phone 2 .0.s judged t a nmenber
of " he oA aHReRtiFaioS setyice, e agnReAlPBINds Rk BE AP RSBYE at us PVC
roceeds _t o authenticat,ion under hng.-pr I which wll| be described
Moo (el i the SBHPE ARG MS2 ASIBRBEGRR ifidhudt] i bl BeBiE Nt | ot i on
| evel 1{:‘16%81%&%881]&8@“@&@, the cellular phone MS2 displays a screen for
requesting € user tO sélect an authentication |evel. Upon conpletion of

FeLayon o WhomhisldcR nernng phiyt MSTR 0k p3p d Wetoehere 1o
the authentication service, the authentication undertaking apparatus PVC
proceeds to authenticétion undertaking processing, which will be described
later.

(Step 104): Upon receipt of the signal that includes an authentication level
15  selection request, the cellular phone MS2 displays a screen for requesting the
user to select an authentication level. '
Upon-completion of selection of an authentication level by the user, the
cellular phone MS?2 transmits to the authentication undertaking apparatus PVC
data representing the selected authentication level.
20  (Step 105): The authentication undertaking apparatus PVC transmits to the
cellular phone MS2 a signal that includes a reference data input form.
(Step 106): Upon receipt of the data that includes the reference data input form,
the cellular p1-10ne MS?2 prompts the user of the cellular phone MS?2 to input
general authentication data. |
25 Upon completion of input of general authentication data by the user, the
cellular phone MS2 transmits the input general authentication data to the

authentication undertaking apparatus PVC.

(Step 107): The authentication undertaking apparatus PVC registers the



dat a repggggg;%ggzthe sel ected authentication level. 20 (Step 105): The
aut hentication undertaki ng apparatus PVC transmts to the cellular pheme 62
a signal that includes a reference data input form (Step 106): Upon recei pt
of the data that includes the reference data input form the cellular phone
M52 pronpts the user of the cellular phdne MS2 to input general

aut hentication data. 25 Upon conpletion of input of geneial authentication

et o B Eend B R r A, PO RS ki sonc

aut henti'cat’i on ertaking apparatus PVC. (Step
107): T [ | ndert aki ng apparatus PVC regi sters the F0449/ 3122
h&@ﬁﬂ%ﬁgg@ééﬁgxg&

-9 MAY 20 19 recel ve eneral authentication data and conpletes the

nmenbership rRyisd Eﬂisbﬁf‘gﬁitﬁﬁﬁﬁﬁin@,g%erhétaﬂ hathsesaidn eaRdd oRiitedgener al
aut hori zation can be ornitted inmmediately after conpletion of menbership

regi st r ajhmediatbby after eonipietion aftrhentbersthiporegistdation ak Thgrefurer aheils PVC
transmts to the cellular phone M52 a passport nenu signal which enables the
user st o methenticanonteetakingappatdtes PAVCHemsmes itorthe eellubar phuste BAS2
performed. The passport nenu signal will be described later. |o <A-4-2.

Oper at i onpassprat maral signghmdriob enablagktheenser to Tiettsan Henofor wégokshe
Processing> (Step 101):. When the user selects "Passport” fromthe_ pmain nenu
(scr een awthenticagfomservigy muside perforamedshohbe pesspedmenssigrdmvidhibeat i on
with the, au h%ir\%i cation undertaking apparatus PVC. 15 (Step 102): The

cel | ul ardﬁ‘:ﬁ%#\@ T ransnLits to the authentication undert aki ng appar at us
PVC a GET request signal that contains data representing the phone nunber of
the cellular phone M52. (Step 103): Upon receipt of the signal that includes

an 3 nephl £d i Gfelathl of TEiifta HppBALES or MEmBElhth RedlBRARONS2 di spl ays
Request Processing>
(Step.lol): When the user selects "Passport” from the main menu (screen
G111 of FIG. 7), the cellular phone MS2 starts SSL communication with the
authentication undertaking apparatus PVC. .

15 - (Step 102): The cellular phone MS2 transmits to the authentication
undertaking apparatus PVC a GET request signal that contains data
representing the phone number of the cellular phone MS2.

(Step 103): Upon receipt of the signal that includes an authentication level
selection request, the cellular phone MS?2 displays on the display section 5 a
20 screen for prompting the user to select an authentication level (e.gﬂ.‘», screen
- G131 of FIG. 7), on the basis of the authentication level selection request.
(Step 104): When the user selects "Voice Only," the cellular phone MS2
transmits to the authentication undertaking apparatus PVC an authentication
level corresponding to "Voice Only" (in the present embodiment, the

25 - authentication level 1s set to "1" for the case of "Voice Only" and to "3" for the

case of "Fingerprint Data and Voiceprint Data").

(Step 105): Upon receipt of the reference data input form, the cellular phone

MS?2 interprets a tag for general authentication data input contained in the



20 screen. f r ting the user to select an authentication |level (e-g
screen Gigigé{glli?gp 7), on the basis of the authentication |evel selection
request. (Step 104): Wen the user selects "Voice Only," the cell ul-arygyhgoe
M52 transmts to the authentication undertaking apparatus PVC an

aut hentication |evel corresponding to20Voice Only" (in the present

enbodi nent, the 25 authentication level  is set to " 1 " for the 6se of "Voice

(5 bp TotterengtAtadbpRt s ndingt DREREE bl RHBeRY e RRatEh RS, hnone

S ST Lo TR O TS M R
select e RIS 5 GY8 ol hucphti el 58 Bl o8 B aupiie
I nterpr eééct{]d}FS Lolered ﬁ*oPBt?&\ll}gi)’ingot?xgﬁgﬁrQbﬁﬂgg% Vgi%‘%?-? sgr%néﬁf 1%2‘(8{“ or

pronpting the user to inp scr steps SA

and 8A2 PTGH??&S@@)S St 8Rd 82 of YR gijt ection of depression of the
wtch 41 by

determi nation _ the user, ‘the cellular phone M52 transnits to the
aut hent i SrepAD@NURISrREEREtionaPPAEFredsi VT ted¥eirignitios Rwitch 2pWy from the

sound i nput section 3 at the tine of depression and serves as general

aut hent i getusern, thet celhiidr phene!M SQotrpheh@ts tbithermthentitation agidettakingn request

processing. <A-4-3. Qperation of Authentication Undertaking Apparatus for
Menmber s happarka BViGthewoReowhssh mympustiepmiihe) sowsgl inmitisentioat3 antlbet ween

t he aut hentication undertaking 15 apparatus PVC and the cellul ar phone MS2
starts. tiseeef dapepsionmind serviesrasi gendrahautheaticakiongdatppadathes, PVC recei ves
via the comunication section Pl a GET request transmtted froma
nonfenbeempletes die Mmembershep £egHRLIORAEINES URERGESSHIE -ng appar at us PVC
searches the individual table TI while using the phone nunber of the

cel l ul ar phone Ms2

<A-4-3. Operation of Authentication Undertaking Apparatus for Membership
Registration Processing> |
(Step 101):  SSL communication between the authentication undertaking
15 apparatus PVC and the cellular phone MS2 starts. |

" (Step102): - The authentication undertaking apparatus PVC receives via the
communication section P1 a GET request transmitted from a non-merriber.
(Step 103): The authentication undertaking apparatus PVC_searches the
individual table T1 while using the phone number of the cellular phone MS2

20 contained 1n the received GET request as a key.

- When the anthentication undertaking apparatus PVC detects that a
record containing the phone number has not been registered in the individual
table T1, the authentication undertaking apparatus PVC adds a record to the
individual table T1. _

25 The authentication undertaking apparatus PVC generates a new member
number, stores it in the member number field of the added reéord, and stores a
usage fee "100" in the usage-fee field of the record.

'The authentication undertaking apparatus PVC transmits to the cellular



20 contaiﬁ 9 i #gg recei ved GET request as a key. Wen the authentication
under t akf g %6%% tus PVC detects that a record containing the phone nunber
has not been registered in the individual table TI, the authenticat_iggA ;
undertaki ng apparatus PVC adds a record to the individual table T L Hﬂ@
aut henti cati on undertaki ng apparatus RBC generates a new nenber nunber,
stores it in the nenber nunber field of the added record, and stores a usage

under t akP PP RS SR TERLHEIRIE o MehSRE A p T IRA IR RNy 2005
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request. entica ng apparatus PVC stores in

2o AT Lol S ol st mEReae et o

represents n accordance with

t he aut hgpidisaloresedts "Soice Only.™hi ch represents " Voice Only," the
aut hent i cat(|£ on Ijundertak'i ng appgr atus PVC transmits to the cellular phone M2

a si ghal (3¥8p ADSH R Hel&srdante et RS al@ientiditidn leveD Mawhith¢bpetaents tag for
i nputting voice as general authentication data and a tag for 1nputting the

appel | at "'agicefOmlye" Muthéﬁtiilfﬁﬁomﬁmmmk:ingi@pwﬂm@rPV@ trans@ia’ @t e PVC
stores into the insurance premumfield of the record a value "100"

cor r espocellulgr phohtM Stahsigniat athich inchudds 4 referemcecdataampas dorm thdoi ce Onl y”
("50" when the authentication level is-"T, and T" when the authentication

| evel i sinciudes g Sigeforiopyttimgecace hegenerl athanteatiakidaga apgar tagiforPVC
receives,  voi ce as 15 general_ authentication data. The authentication

under t akinpytapp theapBe aeidhgtuseryoi ceprint data fromthe received voice -

and stores t voi ¢ceprint. data.in fhe voicepri data f.ield of the record
aft &0 encr ypm% apﬁppqggtaél_on und-ertaltqng appara?us BR’C stores 1nto the insurance ‘

premium field of the record a value "100" corresponding to the authentication

level "1," which represents "Voice Only” ("50" when the authentication level

is 2" and "0" when the authentication level is "3"). |

(Step 106): The authentication undertaking apparatus PVC receives voice as
15  general authentication data.

The authentication undertaking apparatus PVC generates voiceprint
data from the received voice and stores the voiceprint data in the voiceprint
data field of the record after encrypting the data. |

Also, upon receipt of data containing the appellation of the user, the

20 authentication undertaking apparatus PV C registers the received appellation in
the name field of the record.

Further, the authentication undertaking apparatus PVC obtains the
present time and stores in the valid term field of the record. a time which is
later than the present time by a certain interval.

25 The system may be modified to enable the user to set the valid term.
For example, this can be realized through employment of a reference data
input form which includes an additional tag for inputting a valid term.

Further, this can be realized though addition of a shift time field to the



Al so, upaon r c%i of data containing the appellation of the user, the. 20
authentié'#ﬁgﬁ &ﬁ ertaki ng apparatus PVC registers the received appellation
in the name field of the record. Further, the authentication under-gakinijs
apparatus PVC obtains the present tinme and stores in the valid termfield of
the record a time which is later than2g€he present tine by a certain
interval. 25 The systemnay be nodified to enWe the user to set the valid
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Step 106, on undertaki ng apparatus PVC ends the nenmbership
regi s§ r ahiifientivatiodsendertaking @ppareiis PWQ endy dee hicisbeghip peg RtrasidrvC

transmts to the cellular phoné M52 a signal that includes a passport nenu
signal , pftéeissitg.ch the menbership registration processing ends. In the
present enbodi ment, io general authorization can be omtted i mrediately after
conpl eti on of Theeaithenticatior ginslertaking appacatas dé€C tramsmaits tenhe calliudar
undert aki ng apgar atus PVC transmts to the cellul ar phone M52 a passport
menu si gphbne M52 sigaal geattineludasra passpuire meransignals afger which thee |
aut hentication service nust be perforned. .<A-5. Menu Registration
Pr ocessi Aigmbership 1egistptoa prosgssingiansls> Anghepresentbemoggimensnowi ng t he
fl ow of data:ixt the.'tirrearr%rrber.of . . .
10 general authorization can be omitted immediately after completion of
membership registration. Therefore, the authentication undertaking
apparatus PVC transmits to the cellular phone MS2 a passport menu signal
- which enables the user to select an item for which the authentication service
must be performed.
15
<A-5. Menu Registration Processing>
<A-5-1. General Description> »
FIG. 10 is a diagram showing the flow of data at the time a member of
the authentication undertaking service of the present embodiment registers a
20 menu in the authentication service provided by the authentication undertaking
apparatus PVC, from the cellular phone MS2 owned by the member. Here,
we assume that the cellular phone MS2 has completed general authentication.
Here, we also assume that the phone number of the cellular phone MS2
and the appellation ("B" in this example) of the user of the cellular phone MS2
25 have already been stored in the individual table T1.
(Step 201): The cellular phone MS2 transmits to the authentication
undertaking apparatus PVC a signal that includes selection data representing

the shift to menu registration processing..



t he a”th?ﬁ£%%75g€? undertaklng service of the present enbodi ment registers a
20 menu hentication service provided by the authentication &Y 7005
undert aki ng apparatus PVC, fromthe cellular phone M52 owned by the- %@&%
Here, we assune that the cellular phone M52 has conpl eted general

aut henticati-on. Here, we al so assune #hat the phone nunber of the cellul ar
phone M52 and the appellation ("B" in this exanple) of the user of the

f% p Sél@ RO et B Pal it e R el bl ™ © ™
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a signalgd tioFTE 8% adpluedist 6RLien sel ection nenu contai ni ng connection
desti nat‘"?oéri:ﬁ‘Iai # $ ai?a iﬂt@t ?15|tes 5 (Step 203): Upon receipt of the

signal t{®kp203) uv,gﬁ)ﬂ&%ei;ﬁ%ﬁmeaélgﬁm deltdathies thetegisthicekéldctioPhone M52

di spl ays a screen or pronpting the User to select a S|te (e.g-, screen G134
of FIG enulMiencellslar phvhe MSMhdsplewd aderderefargposhptinghheaskb2ot ransm ts

to the authentication undertaking apparatus PVC a signal that includes the i
.0 connecddlect alsie (ot sureeD (D34 b & .éoted site. (Step 204): Upon receipt of
the signal that includes the connection destination ID, the authentication
undert aki ng apfirna sstemas heeansatected; she wellubari phong M$id teansB2ita teitheal t hat

I ncl udes an i ndi vi dual istration form. (Step 205): Wen the cellular
phone Nswthéaepaté@nmélegﬁa%mg apparatpp 8\ gex Sienal gaay ingludenthe registration
form on the basis of the Hsdlv dua re istration for-in, the cellular phone

VB2 18i s pFRRReChIOfesinatign F’r?& ¢¢e L?été’r to input individual
authent C(%ItI 050%1? 6p%%rrreecgpp% dflth% stlgvnglpﬁ')a% 1nclu§d%s%é cOAneC 10%15135 of

destination ID, the authentication undertaking apparatus PVC transmits to the
cellular phone MS?2 a signal that includes an individual registration form.

(Step 205): When the cellular phone MS2 receives the signal that includes

15  the individual registration form, on the basis of the individual registrati.oﬁ
form, the cellular phone MS2 displays a screen for prompting the user to input
individual authentieation data corresponding to the site (e.g., screen G135 of
FIG. 7). |

Upon input of the individual authentication data, the cellular phone

20  MS2 transmits to the authentication undertaking apparatus PVC a signal that
includes the individual authentication data.

(Step 206): Upon receipt of the signal that includes the individual
authenticatior-l_ data, fhe authentication undertaking apparatus PVC performs
menu registration.

25 The authentication undertaking apparatus PVC‘ transmits to the cellular
phone MS2 a signal that includes a registration completion report.

(Step 207): Upon receipt of the signal that includes the registration

completion report, the cellular phone MS2 transmits to the authentication



FIG 7). Upon i ngut of the individual authentication data, the cellular phone
20 M52 t F4A4AT 84280 the authentication undertaking apparatus PVC a signal
that includes the individual authentication data. (Step 206): Upon O giYel(ds

of the signal that includes the individual authentication data, the

aut henti cati on undertaki ng apparatus R4 perforns nenu registration. 25 The
aut henti cation undertaking a"- aratus PVC transmts to the cellular pp

phone I\/BZSSl nal that in es.are%istr ti,on co etion report. (Step
207): UpBRdgER 'qg}am?arﬁﬂb% ﬁ’ﬁaﬁlg%ht ?HHF‘ﬂHé@S 2HL 'hé‘@%tﬂ?%tr‘? . corr})l etion
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Ther forﬁgﬂfgﬁgatﬁégﬁﬂ%%b géﬁ&%ﬂﬁénﬁ%ﬁ{ﬂﬁfi@ﬁr aTH%Té?MFe {thgnsm ts to the

cel l ul ar a passport nenu sign enabl es t’he user to sel ect

an item éﬂﬂhewﬁbsﬁohhﬁldeﬁ\tﬂmﬁ%tgbgaﬁdtﬁg PSEC Mk &85 S ko e BENORIPHbnel RS2 5- 2.
Operation of Cellular Phone or Menu Registration Request> (Step 201):

Wien t hea pagspsie ingsiih sighlvwisighsinablésothe hissintot stdedtaas itent forewhiclstigwal . the
cel lul ar phone MS2 transmits to the authentication undertaking apparatus PVC

a si gnal anthehticanbndesvcel mast e peeformedpr esenti ng the sel ection of "New
Registration.” 15 (Step 202): Upon receipt of the registration selection
menu, the cellular phone MS2 displays on the display section 5 a screen
(6- %'0’ Sg,rfxe—g—nz-%ggra?{onlzcl)fe Cefl)ular Phone MS for Menu Registration Request>
(Step 201): When the user selects "New Registration” from the passport menu
signal,. the cellular phone MS2 transmits to the authentication undertaking
apparatus PVC a signal that includes selection data representing the selection
of "New Registration."
15 (Step 202): Upon receipt of the registration selection menu, the cellular phone
- MS2 displays on the display section 5 a screen (€.2., screen G134 of FIG. 7)
for prompting the user to register an item for which authentication is to be
undertaken. |
(Step 203): When the user selects a desired item ("Quiz for Prize Contest" in
20  this example), the cellular phone MS2 transmits to the authentication
undertaking apparatus PVC a connection destination ID ("5" in this example)
corresponding to the selected item.
(Step 204): When the cellular phone MS2 receives the individual .
authentication registration form, on the basis of the individual authentication
25 registration form, the cellular phone MS2 displays on the display section 5 a
screen (e.g., screen G135 of FIG. 7) for prompting the user to input an ID only.
(Step 205): Upon detection that the user has input an ID ("65883" in this

example) and then depressed a transmission button, the cellular phoné MS2



for promyin %tﬂgzuser to register anitemfor which authentication is to be
undert aken. ?é €p~203): When the user selects a desired item ("Quiz for Prize
Contest” in 20 this exanple), the cellular phone M52 transnits to™ 1 N&Y 2005
aut henti cati on wundertaking apparatus PVC a connection destination ID ("5" in
this exanple) corresponding to the sefected item (Step 204): Wen the

cel l ul ar phone MS2 receives the individual authentication registration form

or, e RS sy pUEITY Bl AUIBANLAGSY MBerAR sSSPV LR he

G135 of Fdevidialther@daidndatdre user to input an ID only. (Step 205): Upon
detection that the user has input an ID ("65883" in this exanple) and then

depr esseest%gtzm W56 fscdipt bPA repherdiiid sbmipletioneepbr (R4 Rirddd%errof MAY

7005 25 transmits the input ID to the authentication undertaking apparatus
PVC as tdpbrt), dhe ceRuldrgtormeaM S dikpilays Obtthe diSiflay ddecionr asicpéew{ca.,

regi stration conpletion report (or a format error report), the cellular
phones Mgcrdea b by6 ooiGl e odiF6d.a5) featotifiying theaseethatamew registracroaeof G136 or
Gl37 of FIG 7) for notifying the user that new registration of the
connect i the desndéatiin destieatidrebas beeplcamspleted (énfdibet)). (Step 207): Upon
detection that the user has depressed the "Next" button on the screen for
reporti ngStEeprd¥ Bt i ddpen desestson abatothegrser has glapsessedther dNext'i yttan gr nat
error, the cellular phone MS2 tﬁansrri s a confirmation rea&rot to the 10

aut hent i 1t §GRED AQEFERNTIRG PRI QR OpVegisHation ok the,scriegh JOF £GP g idon

huthent | IR Rs SEMRE hand M BESRER eontrma i Feiortno Mibcoss | ng>
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request processing successfully (or unsuccessfully). :

<A-5-3. Operation of Authentication Undertaking Apparatus PVC for Menu
Registration Processing>
15  (Step 202): Upon receipt of a signal that includes selection data, the
authentication undertaking apparatus PVC transmits to the cellular phone MS2 -
a registration selection menu for selecting an item for which authentication is
to be undertaken. |
This registration selection menu includes connection destination IDs
20 and titles of all selectable connection destinations (step SB14 of FIG. 11).
(Step 204): Upon receipt of a connection destination ID, the authentication
undertaking apparatus PVC extracts from the site table T2 a record specified
by the connection destination ID.
The authentication undertaking apparatus PVC transmits to the cellular
25 phone MS2 an individual authentication registration form corresponding to
contents of the ID necessary/unnecessary field and password
necessary/unnecessary field of the record (in this example, an ID 1s necessary,

but a password is unnecessary) (step SB15 of FIG. 11).



a regi stg%tlli‘lgz ?gkec‘tion menu for selecting an itemfor which authentication
is tob AdéPtaken. This regi stration selection nenu includes conne h’lé?r}
destination IDs 20 and titles of all selectable connection destinat ig 003
(step SB 14 of FIG 11). (Step 204): Upon receipt of a connection
destination ID, the authentication unélertaking apparatus PVC extracts from
the site table T2 a record specified by the connection destination ID. The

V2 an | oo R o ipE P e i PudeaiRAlon ditlediing Mpgdrafus = phone
cont ent spgfC igtg%és%ﬂ%ﬂ?eﬁ%%ﬁhpﬂt Wﬁsﬁe‘é_tﬁb%éu%ﬂl&ﬁ%gﬁe’ﬁﬁgﬁ ID

necessary/ un ssary field of the record (in this exanp IDis

necessar Yiribatd sdred s tRe ID srtBaRCAERPOT thd sd@ird T the sife fabfe TPL{in
F0449/ 3122 -9 MAY 2005 26 (Step 206): Upon receipt of the ID, the

aut hent i gt iexanipldenodeless shapdas pes dut NC grosige thah &t ietes ) (BieErSBmldff
satisfies the requirenent regarding ID attribute stored in the ID attribute
field of FiGellkcord of the site table T2 (in this exanple, not |less than 4
bytes but not greater than 8 byt es}%(st.ep SB 16 of 5 FIG 11). Wwen the ID
satisfies the mthe IDwatisfieguhe dReattribukerequinement dhe anthemideatiaki ng
apparatus PVC stores "5" and "65883" to the connection destination IDfield

and 1D f u@ﬂW@hWMﬂF%BU@BM% éé%laﬁd_('r@ﬁﬁ?d' WOW nunber is "2")
of uhe. ) Qebvasuel 1habls Ik 18 A8 SIS el it iR RA S Y
the  aut MEBEAY BRIt Vot B DSIARIIMNGCT L, aneri Cs a format error report
2 ! LR RROR ol B SBCRAE Bha B EV R edbac o
completion report to the cellular phone MS2 (step SB17 of FIG. 11).
When the ID fails to satisfy the ID attribute requirement, the
authentication undertaking apparatus PVC transmits a format error report to
the cellular phone MS2 (step SB18 of FIG. 11).
15  (Step 208): Upon receipt of a signal that includes a confirmation report, the
authentication undertaking apparatus PVC ends the menu registration
processing (step SB19 of FIG. 11). In the present embodiment, general
authorization can be omitted immediately after completion of menu
registration. Therefore, the authentication undertaking apparatus PVC
20 . transmits to the cellular phone MS2 a passport menu signal which enables the

user to select an item for which the authentication service must be performed.

<A-6. Authentication Undertaking Processing (Passport Menu)> |
<A-6-1. General Description> _

25 FIG. 12 is a diagram showing the flow of data at the time a member of
the authentication service of the present embodiment utilizes a members-only
service provided by the site S1, while utilizing the authentication service

provided by the authentication undertaking apparatus PVC, from the cellular



aut hent i L Qn ertaki ng apparatus PVC ends the nenu registration :
processiﬁgi}tg{%gggB 19 of FIG 11). In the present enbodi nent, general MAY 7005
aut hori zation can be omtted i mediately after conpletion of nmenu

reui stration. Therefore, the authentication undertaking apparatus PVC 20
transnmits to the cellular phone M52 a dhssport nenu signal which enables the
user to select an itemfor which the authentication service nust be

per f or < . [ ' dert aki ne Processing (Passport Menu)>
ons IS LMY R hERPEE

<A- 6- 1. _ 12 is a diagram show ng the* flow of

data at the tqféFe awEBDEMmethat Eﬁl@eﬁéh@%ﬂlﬁé’ﬁ bPthSBENUER Horc RIPT apent

enbodi nent util1 Zes a nenbers-onl service provided by the site S'1, while
uti I'i zi nghel dphedlti RANEICCRE Mis eRAMiple) ofthy udedobyhd BellalirHine M $ on

undert aki ng "apparatus PVC, fromthe cellular F0449/3122 -9 MAY 2005 27 phone
M5 | ownlegvebiirtdd@y Besh etoredeinathevindisiclua® tabletTt.he phone nunber of the
cellular phone NI'S | and the appellation ("C'" in this exanple) of the user
of the cell ul We glsorssiiie thabsve neemberlyeleetod SVoicedt iHingbeprimedias amal t abl e
TI. 5 W also assune that the nmenber selected "Voice + Fingerprint" as an

aut hent i autheoticazorllewtl atitbettime offmembesskip egistgadonat i on. Further, we al so
assune that several hours or nore has el apsed since the nenber has | ast
utilized the Hutthentwe alswmassssne that several heurs«n mose has ehapsedssincedhest ep

301): SSL ¢ ni cat i on .between the authenticatigon undertaking , apparatus PVC
and t he WERMRATAAsIASHRUNESS e ANIMEnteam Strsyce iosh t0e CMAIPRARE of a SSL
comruni C@tai]ion session, the cellular phone MSI transmts to the

aut hent i ‘on undertaki ng apparatus PVC a GET request signal that contains

e 2B B3R B 1 BRI ARniRENTnE apt e Rt aRoR UilicrtRfe 08! P Of
transmi tg,3.0.hiiepve! it Bhe BEROR DR MODRtartdiat .

(Step 302): Upon establishment of a SSL communication session, the cellular

phone MS1 transmits to the authentication undertaking apparatus PVC a GET
request signal that contains the phone number of the cellular phone MS1.

15 (Step 303): Upon receipt of the GET request signal, the authentication
undertaking apparatus PVC transmuts to the cellular phone MS3 a signal that
includes data representing an authenfication data input form. |
(Step 304): Upon receipt of the signal that includes the data repres-enting an
authentication data input form, the cellular phone MS1 prompts the user of the

20 cellular phone MS1 to input general authentication data.
When the user inputs general authen_tication data, the cellular phone
MS]1 transmits the input general authentication data to the authentication
‘undertakingv a;pparatus PVC. |
(Step 305): Upon receipt of the general authentication data, the authentication

25 undertaking apparatus PVC performs authentication processing.

When the authentication undertaking apparatus PVC - completes the
authentication processing successfully, the authentication undertaking

apparatus PVC transmits to the cellular phone MS1 a passport menu signal



I ncl udenggag/?g\??}esenti ng an authentication data input form (Step 304):
Upon receipt o e signal that includes the data representing an -9 MAY 7065
aut hentication data input form the cellular phone MS 1| pronpts the user of
the 20 cellular phone NIS | to input general authentication data. Wen the
user inputs general authentication dat4® the cellular phone M 1 transmits
the i nput general authentication data to the authentication undertaking

appar at Ugv%@{ggpéﬁe%ﬁg%i tyeerg(c&%qk&h oF mi%ggg%em cAHERGOh serl i@ data,

the auth Ion under -t aki ng apparat us pertorns authentication
processi st YRgierfdignédt henti cation undertaki ng apparatus PVC conpletes the
aut henti cati on "processi ng successfully, the authentication undertaking

appar at us PVCWhén siié hetHenhtidagiotrhhdeakippodppdratas PY @asipRrin tilenu si gnal
F0449/ 3122 -9 MAY 2005 28 which enables the user to select an item for which

t he aut heathepgicationgrocessng s alhepeaichnomarhdeftelinphepparhhsnPVeat i on
undertaki ng apparatus PVC fails in thé authentication processing, the

aut hent i ransmntsamdauthekticgtiapdarlare sepMe tohs cetlatamphenaM8ds hadt i cat i on
failure report to the cellular phone M5 1, and conpletes the authentication
pr ocessi pgmphetes the badrenicaingepaiagssing, baypigbeen ugsvscestfvbt i on that the
user has selected one site fromthe passport nenu signal, the cellular phone

MS |t raf&t_ﬁpt@ﬁ)éum d@ftelﬁ?élﬁtﬂ! hat F]@ﬁ’lus%hé? selreteyl @%gitﬁtfﬁgﬂm sel ection
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apparatus PVC generates individual login data and transmits them to the
cellular phone MS1.
(Step 308): Upon receipt of the individual login data, the cellular phone MS1
starts SSL communication with the site S1 in accordance with a method
15 described in the individual login data.
(Step 309): When SSL comurunication has been started, the cellular phone
MS1 longs in the site S1 1n a manner described 1n the individual login data.
For the login of the user of the cellular phone MS1, the site Sl performs
authentication processing with reference to the member information database
20 CDBL. |
(Step 310): When the site S1 completes the authentication successfﬁlly, the
site ST provides to the user the members-only service, including provision of

contents.

When the site S1 fails in the authentication, the site S1 ends the

25 authentication processing.

<A-6-2. Operation of Cellular Phone MS for Authentication Undertaking

Request Processing>



(Step 30@%'4y%§ ,»oL conmuni cation has been started, the cellular phone M |
| ongs in %e site S| in a manner described in the individual |ogin-gda. o5
For the login of the user of the cellular phone MSI, the site S| perforns
aut henti cati on processing with reference to the nenber infornmation database
20 CDBL (Step 310): Wen the site S| £bnpletes the authentication
successfully, the site S| provides to the user the nenbers-only service,

i ncludin {151 - | SN A

aut hent | SEPaI1S; RIb doeQhipRihat aff Bl OFUR fAIdal M DI, 0. <a6-2

Oper at i %leéte@B‘PdégqértP*ffb}ﬁ tE thefn Menterickédt AN 1WEFIGaR) Nhe RaANAst
Processi ng> F0449/ 3122 -9 MAY Mo 29 (Step 301): Upon detection that the user

of the cshéned MSPReies SEE domasunisatioatwith thesanneaticAtiemunderskingmenu
(screen Il I of FIG 7), the cellular phone M5l starts SSL comuni cati on
wi th t heappirhant PV@.i on undertaki ng apparatus PVC. 5 (Step 302): The
cellular phone NIS I transmts to the authentication undertaking apparatus
PVC a GHBtep@029t Theatellbar phose M8 1 thamsmitanb¢he afitherdtecatmd ul ar phone MS 1.
(Step 303): Upon receipt of a general authentication data input form '
i ncl udi ngndertakiggtappnarasi BY 6 @ GEDoegnasiethat ebntains éhsiploae mnaber eder print
Il mage,” the 1Q CPU 62 of the cellular phone MSI displays on the display

sect i on thexedbdaephpre MSlscreen @ 12 of FIG 15) for pronpting input of
' gener al

ion data,.on the basjs of the jnput t Upon

th i C (Ste 04):
Lo eer! dtep ) Elrorecs bl Beharatauahonicaios gathiinyy Torioiniluaimg ne oy

e RSPy I S PR BB,

via,phe EpRNERYIAL RIRi& phone MS1 displays on the display section 5 a screen
(e.g., screen G112 of FiG. 15) for prompting input of general authentication
data, on the basis of the input tag.
(Step 304): Upon detection of depression of the determination button 41 by
the user, the CPU 62 turns the LED light source 43 on and records
15 (photographs) an image captured by the CCD camera 42.
At this time, the CCD camera 42 photographs via the transpafent plate
411 the front surface of the finger which has depressed the determination
button 41. |

At the time of the determination button 41 being depressed by the user,

20 - the CPU 62 obtains voice input from the sound input section 3 (steps SA1 and
SA3 of FIG. 9).

The CPU 62 transmits the photographed fingerprint image and the voice
to the authentication undertaking apparatus PVC, as general authentication
data. _

25  (Step 305): Upon receipt of a passport meénus signal, the cellular phone MS1
displays on the display section a screen (e.g., screen G151 of FIG. 13) for
prompting selection of an item for which the authentication service is to

undertake authentication processing.



411 the fﬁ(ﬁ@k syr, rbace of the finger which has depressed the determ nation
button 4 t/ the time of the determnation button 41 being depressed My 06k
user, 20 the CPU 62 obtains voice input fromthe sound input section 3 -
(steps SA 1 and SA3 of FIG 9) The CPU 62 transnits the photographed
fingerprint image and-the voice to théPauthentication undertaking apparatus
PVC, as general authentication data. 25 (Step 305): ‘Upon receipt of a

~passport ¢ §06 Qﬁ‘ﬁen delictfisi it@f%&e%@ﬁf@@ﬂfﬁct% SRRy SCBMmpdiy B SP! ay

section een (e’ g., screen pronpt 1'ng “sel ecti on of

an item fFQﬁnt’“‘“tHé‘cél'l‘@ MBI rahsaffsiccthe AuthentivRABhtuidereakingnt i cation
processi ng. I'—‘0449/3122 Y 2005 30 (Step 306): Upon detection that the user

~has sel egp ?dra'mypt\ec sepsmisty dita that népresehetieesdlet@ontahat el transmits to
the aut hentication undertaking apparatus PVC sel ection data that repr esent

the sel e¢Btepn308): tlipdn sectapt 0Btirdivi@6al 10ginnlatecibiepdel hflar pionedUd1 | ogi n -
data, the cellular phone NFS | 5 starts S SL conmunication with the site S|

descr § bedtdrts $8E ¢ommuimaoation orgntlm thelaite.S | SesqriBéd)n the imdividhealdslgin
comuni cation with the site S1 has been started, the cellular phone NIS 1
t ransm t slaga. sequence of the GET request descri bed in the individual |ogin
data to a resource "//ww. c, co. ] p/ poi nt/ poi nt, 1" which i o perforns

e udpUARR addi e bl Boske sl beloiiad
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individual login data. This transmission replaces a manual login procedure.

(Step 31 0): Upon receipt of the GET request, the site S1 starts authentication
processing for the cellular phone MS1. Since "docomo" and el
have been correctly input as an ID and a password, respectively, the user of

15  the cellular phone MS1 is authenticated to be a member of the service
provided by the site S1.

After this, the site S1 transmits to the cellular phone MS1 personal
service contents (data) for the user (in this example, the site Si trahsmits to the
cellular phone MS1 data that indicate a cumulative point of the cellular phone

20  MSI obtained through utilization of a shopping service provided by the s.ite
S1). |

Upon receipt of the contents, the cellular phone MS1 displays on the

display section 5 a screen (e.g., screen G152 of FIG. 7) for reporting the point
the user has acquired.

25
<A-6-3. Operation of Authentication Undertakihg Apparatus PVC for
Authentication Undertaking Processing>

(Step 301): The authentication undertaking apparatus PVC and the cellular



After th|§ 52? te S| transmts to thé cellular phone M5 | personal
servi ce €0t $ %data) for the user (in this exanple, the site S| transmts
to the cellular phone MS | data that indicate a cumul ative point of E@ﬁ AL
cel lul ar phone 20 MS1 obtained through utilization of a shopping service
provided by the site Sly Upon receipt3df the contents, the cellular phone MS
| displays on the display section 5 a screen (e.g. screen Gl52 of FIG 7) '

f i f
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P dth
Cer Lo o ClEpHIZD LA tochifr 874 GRT & %?“S%E@fwgéﬁhQ%mmn. ik hone 20gg
of FIG  1hhmbeplof ddillar gﬂ%er %€ hitthediticatiga uAESHERTn htdPVIT | ncl udes

t he phone nunber of a cellular phone, the aut hentlca under t aki ng

appar at Usedtihes fored ?éthrdfé?tfntaxmﬁgCth@ @mm@rtwethpﬂwe@n@ertbqhe Wi th
reference to the s individual 1. Wen the authenticati on undert aki ng

apparsat uindividuzsabledItb) eWeleh ke aadiarticatioreanderthiing fpparutusePM(C daison
undertaki ng apparatus PVC extracts the record. Here, the record which stores

"1" in t bempietbdithe seatolr sudaisdfully, eheraalmlnmm(&tlcupuﬁﬂenakln-'g appdmitus The
authentication undertaking apparatus PVC gbtajns the present ti me |o and
conpar esPMC extractshbetregerdt oHarei the resovdiwhichestares &l 'dinothermembetor d. 1n

| act " T obuIben o4 heRiRRIL IS REOFHID, U3a Chorof or e (he general
aut hent | cat | oRhPARINERACHHen pBUERaRiEE aparatifs PG AR WERTESRIUNGR 1 aki ng
APPANAL Uzn F¥Gmt a?esS P Vitn Re'hGeSbted & tf98d I}@rm field of the record. In
the present example, a long period of time has elapsed since the user has last
received the authentication service, and therefore the general authentication
has expired (step SB4 of FIG. 11).
(Step 303): Since the authentication level of the record is "2," the
15  authentication undertaking apparatus PVC transmits to the cellular phone MS1
an au"thentica}ion data input form jncl"'uding an input tag that designates |
"Obtainment of Voice Signal and Fingerprint Image" (step SB5 of FIG. 11).
(S'tep 304): The authentication underfaking apparatus PVC receivés voice and
a fingerprint image as general authentication data (step SBS5 of FIG. 11).
20 " The authentication undertaking apparatus PVC generates voiceprint
data and fingerprint data from the voice and the fingerprint image.
The authentication undertaking apparatus PVC collates the voiceprint
data and the t:mgerprint data with the general authentication reference data (in
this example, voiceprint reference data and fingerprint reference data) stored
25 1n the previously selected record.
At this time, the authentication undertaking apparatus PVC reads and
- decrypts the encrypted general authentication reference data stored in the

record, uses the data for the collation, and discards the data after completion of



an aut henhi ggti@g data input formincluding an input tag that designates

" bt ai nnBAFdf fce S gnal and Fingerprint |Inmage" (step S135 of FIG 11).
(Step 304): The authentication undertaking apparatus PVC receives vorg&Aamnds;
a fingerprint imge as general authentication data (step S135 of FIG 11). 20
The aut hentication undertaking apparat3s PVC generates voiceprint data and
fingerprint data fromthe voice and the fingerprint inmage. The authentication

data i t IRV, ofn IfSirERON S Foal 4R, VERERREAE af PR UERPE P

voi cepri SBH@]{FT ngp) data and fingerprint reference data) stored 25 in the
previousl'y selecied Tecord. At this tine, the authentication. undertaking

appar at us PVCpiGagg i@&ddiagﬁghmfoiw RMiithBhadadendcedinbapepcati on

reference data stored in record, uses the data for the collation, and

di scar dsp¢Hermed anahé autkaititfidPandertERADAPp2AMS. VAX shoRon idFIChel 4,
collation. In this manner, |eakage of reference data is prevented (step SB6
of FIsG k) authbfiticddon pracelistgg atapshrmlirdgs filtee protbssihgsfiteigaenpyocessi ng step
perfornmed in the authentication undertaking apparatus. AsshowninFlG 14, 5

t he aut hamiliysistprocessingefesiture exepctioniprdesssing) fratpreonesmahgatibnequency

anal ysi s processing, feature extraction processing, feature nornalization

processi prpceasiage and Lolkaon( Fi | t er processing): The authentication

undert aking apparatus PVC renpves fromthe received raw data, which contain
dat a pecUritgr precassmngadde @ggynppathz.tmqméﬂégma@tqsiﬁ@@ﬁmﬁwesmage or

T RO R T S S
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useful data. _ | . -
(Frequency analysis processing): The authentication undertaking apparatus
PVC subjects the filtered data to spatial or temporal frequency analysis
processing.
15  (Feature extraction processing): The authentication undertaking apparatus
PVC extracts from the"signal subjected to the frequency analysis processing a
feature parameter that characterizes the data peculiar to the human body to be
obtained. | |
(Feature normalization processing): The apthentication undertaking apparatus
20 PVC normalizes the thus-obtained individual feature parameter to thereby
obtain a normalized feature parameter.
(Collation): The authentication undertaking apparatus PVC collates the
normalized fE;ature parameter and the general authentication reference data.
The collation in the present embodiment may be performed by a method based
25  on pattern matching.
When the authentication undertaking apparatus PVC have succeeded in
the collation, a time which 1s later than the present time by a certain period

(e.g., 30 mun) 1is stored in the valid term field of the record (step SB8 of FIG.



15 (Featurg gygrﬁgtion processi ng): The authentication undertaki ng appar at us
PVC extr 58t 5fitt he signal subjected to the frequency analysis processing a
feature parameter that characterizes the data peculiar to the human bddAY #G5
be obtained. (Feature normalization processing): The authentication
under t aki ng apparatus 20 PVC normaliz&$ the thus-obtained individual feature
paraneter to thereby obtain a nornalized feature paranmeter. (Collation): The
authenti&?Lion undert aki ng apparatus PVC collates the nornmalized feature

par anet e nd the general authentication reference data. The collation in

- the pres gsmdmﬂtrﬁ?@r%nests%&mggg{gaggléﬁttﬂe%uméﬁg% jon pattern

mat chi ng. he aut henti catron un ng dppar at us ve succeeded in

the coll ?{éhgﬂakgg%ﬂé(ﬁiscﬁ\ﬂ@ og?éiﬁga}]&%rﬁq_ffsr B _ofg{@a@memﬁ%é@i n

peri od I's stored 1nthe valid termfield of the record (step

SB8 of Fb&lulﬁeiaﬁ%lé,lzad%xm&sw, radity OPirepisteed colndetici @eaivegion IDs.

I ndi vidual tabl'e TI, the authentication undertaking apparatus PVC obtains a

recorgd f Subtdgueithy, thé attieerivaion undérdkigehppiratupPYE reford texthe adtes a
plurality of registered connection destination IDs. 5 Subsequently, the

aut hent i tzle A2 whdlerwsikgrthe appaacttd soRheEctien elestinatiohs IBistas keydbard T2 whil e
using the extracted connection destinations |IDs as keys and extracts the
titles apxtrectagbeftittest arwhelassificasianist efthier sites Fomm vecards cosprspodindgngdo t he
connectign destinations_ | Ds. The authentication undertaki ng apparatus PVC
gener at ethesconregiiom destonahions Hd$nal that includes data representing the

titles and the_ conngction. dest, nai(i on | Ds of W extracted connection
desti nati ons. ﬁ‘ﬁ ac‘ﬁﬁ%“@‘é%ré‘?n trdegaking geRaratis & ViCgenerates 3passhnal ¢ hat-

01 bl Bl SARTB R L SRR FREROTNS A BRI o 1 v
and a ti gl&indtidd DYt hE extatted E0hhESHON Helfnations. In this case, there is
| generated a passport menu signal that includes a title "Company D Point"

corresponding to the connection destinétion whose connection destination ID
is "7" and the connection ID "7"; and a title "Prize Contest List" corresponding
15  to the connection destina.t'i'on whosé connection destination ID is "S" and the
- connection ID "5."
In the present embodiment, the authentication undertaking apparatus
PVC adds connection information entitled "New Registration" to fhe-paSSpon
menu signal.

20 The authentication undertaking apparatus PVC transmits to the cellular
phone MS1 a passport menu si'gnal which has been generated in the above-
described manner and enables the user to select an item for which the
authenticatior-l service is to be performed (step SB9 of FIG. 11). .

(Step 306): Upon receipt of the selection data, the authentication undertaking
25  apparatus PVC judges the type of the seléction data. When the selection data
| require registration of a new menu, the authentication undertaking apparatus

PVC proceeds to menu registration processing (step SB12 of FIG. 10). Here,

we assume that the connection destination ID "7" has been selected.



15 to thgog¥gp§f%'on destinati on whose connection destination IDis "5 " and
the connection "5." In the present enbodi nent, the authentication_gpMYZMS
undert aki ng apparatus PVC adds connection information entitled "New

Regi stration” to the passport nenu signal. 20 The authentication undertaking
apparatus PVC transmits to the cellul at4 phone M5 | a passport nenu signal

whi ch has been generated in the above- described manner and enabl es the user

t | ! ot e ner o f >
(St op Seooigp A T el U RERAE Ao R SR RY EReroor Batar the
aut hent i iy fual 'I'G'V%irnt &ty referidRP 36 Fhe SnBMGdudladied T AP T OWHINE

sel ei ction dat a. en the“selection data require registration of a new nenu,

t he aut hgdihiaRt icOmneBHehtddstinatidRPED @onsainedGnhesebsttidipdarnas hdgiywt ration
processi ng fstep SB12 of HG 10). Here, we assune that the connection

desti nation |I'Dhéindnddbaklvginldats ade HDNHO/at® 2/hidh iy deSénb&tisp 80 : The
aut henti cation undertaki ng apparatus PVC generates individual |ogin data by
ref ersr i naptbmatizliynsind a@aETtrahest Whearttieiadwhiduel logindataleeconnect i on
destination ID contained in the selection data as a key. The_ individual |oom
dat a ar eintmprei@sk andvakecntade dde indivaded login datdaedesaaibachin yushrid a GET
request when the individual |ogin data are intgérﬁrete and executed. The
i ndi vi duBranpggthatdbe OBl aequest incbades,a sgarence femmransierang ltﬁfmlequest
i ncl udes ahseguencec%% transferr.ing,individual aut hﬁiﬁf ication data to a
connect | YHDEBEFRHAR doA LQ R CONRGRHORAGHIRANON COTASROATNESOHeat i on I D Here,
the indiyjdual.|ogln: e rated f. ' e r 1" and the
 nai vi agion Badtisdtich 3 #RaE MRk R e iR A ffom |
dest,inat i | ; " | I: S a]
aut At i RS pamBRE EOAE he indiiBpal AU 1B rsuid by 2

site whose connection destination ID is "7" and whose title is "Company D

Point.”

The authentication undertaking apparatus PVC transmits the individual
login data to the cellular phone MS1 and then ends the authentication

- 15 undertaking processing (step SB13 of FIG. 11).

<A-6B. Valid Term of General Authentication Data and Omission of Input of
General Authentication Data> |
The flowchart of the authentication undertaking apparatus shown in
20  FIG. 10 shows two cases in which input of general authentication data is
onﬁﬁed and individual anthentication undertaking processing is performed.
In the first case, after completion of membership registration (step SB3),
the authentication undertaking apparatus PVC proceeds from step SB2 to step
SB4. In this case, at the time of membership registration, a time which is
25 later than the time of membership registration is set as a valid term, and
therefore, the present time 1s judged to be within the valid term of the general
authentication.. Therefore, the authentication undertaking apparatus PVC can

: procéed to the passport menu (step SB9) while omitting general authentication



I ogin datg,49 /4he,cel lul ar phone M5 | and then ends the authentication 15
undert aki ng p/ocessing (step SB 13 of FIG 11). <A-6B. Valid Term of General
Aut henti cation Data and Onission of Input of General Authentication “Bat®>2005
The flowchart of the authentication undertaking apparatus shown in 20 FIG
10 shows two cases in which input of géferal authentication data is onitted
and individual authentication undertaking processing is performed. In the

first capfocdShi. RIS thathd! HERRHANAHORAFRIAR dijtRuibPC the

aut henti Cat1on I ng apparatus PVC proceeds fromstep S132 to step

'SB4. In pbimitsane usef td hise théePasdpore ikaiisffter HRIhfdmbédship réeistragiomi ch is 25
| ater than the time of nmenbership registration is set as a valid term and

t her ef or Puriie thik eperition Nthel strecill o€ thé celialas piure ¢iengesl frdnt eeserdeenhe
general authentication. Therefore, the authentication undertaking apparatus
PVC can i eethe serete (pE3S pondttherno the sepeeaBd) 38hof EIGnVi ti ng general

aut henti cati on F0449/3122 9 MAY 2005 35 processing. In this manner, the

aut hent i cat i ofin thelsecand ngsey@mbtar atompRUOn pememsragheiraiden (stepuSB 1 e
passport nenu after the nenbership registration- During this operation, the
- screen othe autheaticatian undentaking apparatus RY Geprnceedsn tostesSBdo t he screen G

138 and en to the screen.G 139.of FIG 7. 5 | n the second case,. after
conpl eti r@lﬁglhéﬁﬁmgeéesvﬁaf fen 4» ugch apnagper thaﬁéﬂﬁﬂﬁﬁéﬁk igiheppcation
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aut henti cation data exgl res during the coursé of site registration,
general aphéMalBRintRALHH datAUSpiRS dﬁlﬁﬂ% ﬁﬁé%bﬁrse Bf 5118 réfistiaticas 8het he

menber of the authentication service of e present
' general authentication data must be input again.
In the third case, the member of the authentication service of the present
embodiment shown in FIG. 15 utilizes the site S2 after usage of the site S1, by
15  use of the cellular phone MS1 that the member owns. During this operation,
the screen of the cellular phone changes from the screen G151 to the screen
G152, then to the screen G151, and then to G153 of FIG. 13. However,
when the valid term of the general authentication data expires d.uri.ng usage of
the site .Sl, the general authentication data must be input again before usage of
20 the site S2. | _
As described above, the authentication undertaking apparatus PVC

maintains a balance between convenience of users and security by managing

the valid term of the general authentication data.

25 <C-6C. Fraudulent Utilization of Authentication Service>
Here, we assume that a third party (hereinafter referred as a user) has
picked up a cellular phone MS3 owned by a registered member (member

number: "3") of the authentication undertaking service and tries to receive the



enbodi rreph;?pﬁlzén FIG 15 utilizes the site S2 after usage of the site S 1,
by 15 use 0 e cellular phone M5 | that the nmenber owns. During t_gil@f 005
operation, the screen of-the cellular phone changes fromthe screen %o
the screen G152, then to the screen GL5 1, and then to G153 of FIG 13-
However, when the valid termof the géheral authentication data expires _
during usage of the. site S 1, the general authentication data nust be input

again bel @hgnteaien Undgpfhkiflf st eS? whsleastimed rphane uddihAubgRu cati on

undert aki ng appar a naintains a etween conveni en users

and secupp e BYII{TBRGHAIE MITS sédéial Ho%&@a?ﬁerttﬁéirg%i@%réﬂ_ﬁEHI%?tHMaisP“ dat a.

25 <C-6C." Fraudul ent” Util1zation of Authenticat Service> Here, we assune
that a thfilisedeié MulthsiRiabivht endéeilineestratced user) has picked up a cellular
phone MS3 owned by a registered nenber (nenber nunber: "Y) of the

aut hent i cat i ofn thideabekinsheeninddGnL6 when the usecseleetd MBadspotd! Bb2d -9 MAY
2005 36 authentication undertaking service. W al so assunes that the user
has i ckée mam temc@credmG IdHooEFIG3 19¢ bar gpernungsthafaediulahphoegi eSS, ed
menber has last utilized the authentication undertaking a service. In this
case, asashonection Fe@lestds tamemitted fien theetellular phonepdtS3 td flegn 5 the main .
menu (screen @ 11 of FIG . 17) by operating the cel|ul ar phone N83, . a
.connect | $itheatigadonundertakdng EpParatus k Yhe cAS I%ﬂeépltpﬁgrxegﬂﬁgshms

per ngt[neégggi\%/%aﬁa r#%?%tgfﬁ oh? e%ﬁﬁféfm%?séﬁsafthéeiﬁ%@ﬁ?%aﬁ SRRk ng
SB'1 of dmearey PRC S BRER LR BT Rt IR CEPRBIC gp™

" Passpor &g i Fic;a itted fromthe cellular phone MS3 to the authentication
undZL?)t aklsﬁg} éfappa‘rg us PVC- Upon receipt of the CGET request, the

authenti cati oNext, a GET request corresponding to the selection of "Passport” is

transmitted from the cellular phone MS3 to the authentication undertaking
apparatus PVC. Upon receipt of the GET request, the authentication
undertaking apparatus PVC searches the individual table T1 while using as a
15 key the phone number contained in the GET request (step SB2 of FIG. 11).
As aresult, a record in which "3" is stored in the member number field is
extracted. Since a time before the present time is stored in the valid term
field of the record, an authentication data input form prepared on fhe basis of -
that record is transmitted from the authentication undertaking apparatus PVC
'20 to the cellular phone MS3 as a response to the GET request (steps SB4 and
SB5 of FIG. 11).  Notably, since "1" is stored in the authentication level field
of the record which includes "3" in the member number field thereof, a tag
that designatf;s "Obtainment of Voice Signal" is incorporated into,fhe
authentication data input form as an input tag.
25 Upon receipt of the authentication data input form, the cellular phone
MS3 interprets and executes the authentication data mput form in order to
display a screen for prompting input of general authentication data (e.g.,

screen G112 of FIG. ). -Having viewed this screen, the user depresses the



undertakigg ﬁzﬁar tus PVC searches the individual table TI while using as a
15 key t R ﬁ oné2funber contained in the GET request (step SB2 of FI( M#}%WS
As a result, a-record in which "Y is stored in the nenber numnber fiel S

extracted- Since a tine before the present tine is stored in the valid term
field of the record, an authentication3data input form prepared on the basis
of that record is transmtted fromthe authentication undertaki ng apparat us

PVC 20 t el |l ,_ : t SB4
and sp Betspmifition bl BfRe pPRaRCERAIR b o AcE sl A ARITh (FPPC
level Tigldsodtd hﬂﬁnrsg%bﬁ i ﬁm%gﬁw@'@ﬁméﬁﬁnredtﬂ&eth@emﬁénﬁ@msﬁ field
thereof, a tag that designates tai nment of Voice Signal” 1s I ncorporated

i nto t heynaithRitg &ppdrafustPVT by RiéhefAlrAithenabationdatd.ag 25 Upon receipt of
the authentication -data input form the cellular phone M3 interprets and

executes the pdierddeist dfothedadieeisighial 4ngondral audesnticatioti d@aayhe screen for
pronmpting i nput of general authentication data (e-g., screen G 112 of FIG
Havi ry vaeshedtichiionaordestaking appaeatuddpY €5gemcriabes FO4print Aata rdith2005 37
determ nation button 41 while producing voice, and a voice signal input from
t he soundoicepignaleand callatestthehiceprnt data watlsthe veigepont Wataataredtincat i on
undert aki ng apparatus PVC as general authenticatiqn_data. Upgon receipt of the

voi ce si gTihPfeé@O‘g%lMéﬁmCtgdﬁﬂ@gﬁq @é@PQ)ﬁBGﬁa@%ﬂi Stha of E’l_@t- Héﬂ{c i cdbfekhandert aki ng
o SELeLA R S e PN o,
dat _ ar eMiRCine THELTD e 4 AAsERCAiRe drf5rigkihe dBPBFEl R Colgges  °°P' ™
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aut right; SapeficftpRTE Ha R fang g Al Yh e AERTO A iufeep B abBmieed

Lo L1 PN g PQeadRiptealion Mg YL
i ndi cati (@ep8BT #nd 8B10 of FIG. 11). As a result, a screen indicating failure in
general authenticatioh {(e.g., screen G112 of FIG. 17) is displayed on the
cellular phone MS3.
15
<A-7. Insurance, Charging Processing>
In the authentication system of the present invention, an insurance
premium is determined on the basis of an authentication level whfch the user
has selected at the time of membership registration and which is utilized for
20 ° general authentication. In the present embodiment, first to third
authentication levels are provided, and, as shown in FIG. 18, collation data to
be used and an insurance premium are set for each of these levels.
The authentication undertaking apparatus PVC stores an aufhentication
level selected by the user in the authentication level field of the individual
25  table T1 and stores an insurance premium corresponding fo the
authentication level in the insurance premium field.

At a certain time, the authentication undertaking apparatus PVC charges

each of the plurality of users of the terminal apparatuses an amount of money
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gener al gblélpglnﬂ\gtion (e.g., screen G 112 of FIG 17) is displayed on the
cel I ul ar phone . 15 <A-7. Insurance, Charging Processing> In the

aut hentication systemof the present invention, an ins urance prem und MaY 2005
determ ned on the basis of an authentication |evel which the user has
selected at the tine of nenbership regi®tration and which is utilized for 20
general authentication. In the present enbodi nent, first to third

aut hent.i gabh o hﬁ&ﬁgﬁ AR B 48 thsi#dfce e%ﬁﬁemaﬁ@ﬁﬁis oelf%eeﬁﬁié@ﬁﬁon dat a

to be used and an Fnsurance preni um are or each of “these Tevels The

aut hent iﬁﬁté&pestﬁmﬁﬁﬁglﬂé]gs JTRRE JhdFviBYS e dgs.an aut hentication |evel

sel ected by the'user Tn the authentication level field of the individual 25
table Tl and Atehsime, ths dhdiretication widértsloinpeapRatdunoPVC ey
authentication level in the insurance prem um fiel'd. At a certain time, the
aut hent i gaxidrate cingreetdita ngclagiag ahe abBVE-ddserdes]l amaaht ahdtthe pHonteal i ty of
users of the term nal apparatuses an anount of noney F0449/3122 9 MAY 2005
38 oist ai memhbeh o tiyh teruadinial appafatas andsvassmod theatrtano dhd mobHdege fee stored
in the corresponding fields of the individual table TI. At-this tine, the
aut hent i cemiumigaden nekwogk AMPBAY to thereby lraye the abargiagdracgssiogtte thecl udi ng
t he above-described amount and the Bhone 5 nunber of the term nal apparatus
Dbrmuni cat i on network MPN to thereby

| eave the ch in rocessi ng.to.the  nohi ni cati on ne rk MPN. The
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10 fee to the above charge.

<A-8. Site Registration Processing>
The authentication system of the present embodiment has a function of
adding a record to the site table T2 of the authentication undertaking apparatus
15 PVC. |
7 'ihrough execution of an agent program, the authentication undertaking
apparatus PVC collects data regarding sites which are connected to the
Internet and which provide members-only services, and auto_maticél-ly adds a
record to the site table T2 for each of the sites in order to effect site
'20 - registration.

The agent program collects on the Internet HTML data which include a
sequence for enabling a member to transfer an ID and a password to an
authenticatior; program described for each site. The agent program analyzes
the collected HTML data and detects tags indicating ID input and password

25 input from the HTML data, judges attributes (data representing the number
and types of usable charaéters) that are required for the ID and password, and
stores them into the ID attribute field and password attribute field of the site

table T2.



The aut h?@%&fﬂ%igf system of the present enbodi nent has a function of adding
a record te table T2 of the authentication undertaking apparﬁt@‘s¥ | S
PVC. ' T hrough execution of an agent program the authentication undeft i&ﬂ@ﬁ
apparatus PVC collects data regarding sites which are connected to the.

| nt ernet and whi ch provi de menbers-onl3f services, and automatically adds a
record to the site table T2 for each of the sites in order to effect site 20
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passwor Gglagdificaibarmeane e the olagsificatidn field ofatrecbrélod thedieaabt®T® attri bute
field of the site table T2. F0449/3122 -9 MAY 2005 39 Further, on the basis

of data odrr dingaothéesad. in the site fromwhich the HTM. data have been
col l ected and which are designated by tags, the agent programmy try to

cl assi fy the Mareoser tbe anthentwatiosspodeitakingappaiatus BMGofithapresenhe
classification field of a record of the site table T2 corregondi ng to the
site Morembedimenkehas g fenctionof shangies thk cagtenip of she soppechpn datapr esent
enbodi ment. has a.functiqn of _changin ‘he cont ent f. the copnnecti on data
corre ek Slashitasttiam Pl TY BeacssaRy Moy Jirl0e BB T o1 o macomr d
necessary/ unnecessary fiel t Lr.g but ield, and pas [ ttripute field
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I NSt LHucty Ol arbitrary record of the site table T2 in accordance with an instruction

from the outside (e.g., an operator of the site S1).

<B. Second Embodiment>
The configuration of the authentication system according to a second
15 embodiment of the present invention is the same as that of the first
embodiment, which is shown by ihe block diagram of FIG. 1.
<B-1. Authentication Undertaking Processing>
FIG. 19 is a diagram showing the flow of data at the time a inember of
the authentication service of the present embodiment utilizes a members-only
20  service provided by the site S1, while utilizing the authentication service
provided by the authentication undertaking apparatus PVC, from the cellular
phone MS3 owned by the member.
Here, vs-/e assume that the user of the cellular phone MS3 who utilizes
the authentication service has selected the authentication_l-evel "1":1.e., "Use
25  of Voiceprint Data" at the time of membership registration.
We also assume that the user of the authentication undertaking service
has not utilized the authentication undertaking service for a considerably long

period of time.



fromtheppisjfe,{e-9., an operator of the site S1). <B. Second Embodi ment >
The configuration of the authentication systemaccording to a second 15
enbodi ment of the present invention is the same as that of the first -3 MAY 2005
enbodi nent, -whi ch is shown by ihe block diagramof FIG | <13-1.

Aut henti cati on Undertaki ng Processi ng>4q:| G 19 is a diagramshow ng the flow
of data at the tine a nenber of the authentication service of the present

enbodi ment ut §iriceaieHriBERShS sHBwh iR FIEENY &%d BiovigRGARYtoRe Site S1, while
utilizing the authentication service provided by the authentication

under t akprogessingrafithe fiRdCeniiciinidit stRiwnia FIGRMdRawShawnesimisiohhe nember .

Here, we assune that the user of the cellular phone MS3 who utilizes the
aut hent ipertions, ealy posidwstire|diffeedvilhbe desordbedcation level " | "; i.e.,
"Use 25 of Voiceprint Data" at the time of nenbeiship registration. W also
assune t{$ep 403) dépon dceipeohatgemerakcasthenticationt ditangpsetorine enchalingot
utilized the authentication undertaking service for a considerably |ong

peri 6d of tag that desigmatest XObtanmentagfo¥oiceoSignade thaCBYUR2 of ithg ce in FIG
19 and the authentication Br ocessing of the first enbodi ment shown jn FIG

12 have phone Mowhdisplays onghe displiay ss6ianon@ sargen §oF PEYMpFINE BPUiecr i bed.
Step 403) Upon tecei pt. of, a general aut [ ' ata jnput.fo i ncl udin
0D e e ouhERECRtOR data eer sCraeh Gof b OB I 3 bR sheBasisnSE fhe e ' "

cel | ul ar. Eﬁagge MB3 di spl ays on the display section 5 a screen for pronpting
i nput ome§ -al authentication data (e.g., screen G 12 of FIG 13), on the

et ol ot £ 65 S AT AR AN ot RN, v o
buttgn 4L HehMafifiY aRESF he d&t@rmination button 41 being depressed by the
user. | |

The CPU 62 subjects the obtained voice signal to a first-half stage of
the authentication processing.

In the present embddimen—t, the first-half stage of the authentication

15  processing includes filter processing, frequency analysis processing, feature

~ extraction processing, and feature normalization processing.

After completion of the first-half stage of the authentication processing,
the cellular phone MS1 transmits normalized feature data to the aﬁthentication
undertaking apparatus PVC.

20  (Step 405): Upon receipt of the normalized feature data, the authentication
undertaking apparatus PVC collates the received normalized feature data with
the general authentication reference data stored in the corresponding table of
the individuai table T1, as a second-half stage of the authentication processing.

Upon attaining success in collation, the authentication undertaking

25 apparatus PVC transmits a passport menu signal to the cellular phone MS3.

<C. Modifications>

<(C-1. Modification 1>



user. %f ?g §ubjects t he obtai ned voice signal to a first- half stage of
t he authen r'on processing. In the present enbodinent, the first-half
stage of the authentication 15 processing includes filter processi ngd MAY 7005
frequency anal ysis processing, feature extraction processing, and feature
normal i zati on processing. After conpl étlion of the first-half stage of the
aut hentication- processing, the cellular phone M I transnits normalized

f eat dat _ t , 405
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aut hentication reference data st ed I n the correspondi ng table of

i ndi vi dugdingabpigorlé nuather Hepaivd toed teHuhapdnd MSautieweeatthen processing.
Upon attaining success in colTation, the authentication under’t aki ng 2-5

appar at ugserieyl authesivichtioa presessing mey bespafiaimed ihvachel nanwer thanehedvs3.

<C. Modifications> <G 1. Mdification |I> F0449/3122 9 NMAY 2005 41 Wen the
aut hent i inali viduab yatile T bis s¢mrched odiibeandlpef the nsegefithatellalar iphuneat i on
processing, the system searches the individual table T | while wusing a phone
nunber tiesedt a5 a key) insttead phhephene mawmaber tharpef. gEndher, thet henti cati on
processing ngfﬂ/l be perfarmed in such a panner, that .the 5 individual table TI
i's sear cERIEN amt@eaﬁcanoafprpﬁésmggrrn@;y berReréermed 4p syﬁbraemameré akHE as a
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cellular phone MS of another person.

<C-2. Modification 2>
- The authentication system of the embodlments always performs

15  collation of voiceprint data during general authentication. However, the
authentication system may perform collation of fingerprint data without
performance of collation of voiceprint data. In this case, the authentication
undertaking apparatus PVC writes an authentication level "2," for éxample, in
the authentication level field of the corresponding user's record of the

20 individual table T1. Further, the authentication undertaking apparatus PVC
writes an insurance premium "50" in the msurance premium field of the

corresponding record.

<C-3. Modification 3>

25 The authentication system of the embodiments may utilize general
authentication data which include data peculiar to the human body such as an
iris pattern.  Further, the authentication system of the embodiments may |

utilize general authentication data which include data, other than data peculiar



cel I ul ar ghege ;¥B,0f anot her person. <G 2. Modification 2> The authentication
system of the enbodi nents always perfornms 15 collation of voiceprint data
during general authentication. However, the authentication system-@ady 7005
performcollation of fingerprint data without perfornmance of collation of

voi ceprint data- In thi's case, the aut fiénti cation undert aki ng apparatus PVC
wites an authentication level "2," for exanple, in the authentication |evel

field of td ite RAAAAPONE WHichS@In SedRE HigH 1dve¢ ofQetOfityi dual table TI.
Further, the authentication undertaking apparatus PVC ‘wites an insurance

prem um "50" in the insurance premumfield of the corresponding record.
<C-3. Modification 3> 25 The aut hentication system of the enbodi nents may
utilize g€hdr Modididahent4xati on data which include data peculiar to the human
body such as an iris pattern- Further, the authentication systemof the
enbodi ment s ndhe authentieatgem systenaof theemizodiorentatmaywbeanodifetddeo aat a,
other than data peculiar F0449/3122 -9 NMAY 2065 42 to the human body, which
can secut®enableghperseal otber thanupisupscriber of anporntablederminaltotialize the
aut henti cation :ﬁstem of _the enpbodi rreniaf may . be rmdifiedui?g aﬁ S to enable a
person oSYHEM: haHOBEXUBPIES.1BOTdsT to epableapisubsameof the subsenbeetohe system
For exanpl.e, in order to enable a substitute of the subscrtiber to wutilize
The aur nBifize she Shihnsisann wadedakingsscnice whence-SihEberBeshlies inabl o t o
i nput geperal . .aut hentication t Lnjury- -a fi for substitute
IS addeduﬁgﬁfﬂlteht eY ggﬁglfalt%éﬂ'g%@%%ﬁlﬁ?%ggtqaﬁ%ﬁéﬁms{ydﬁgllﬁ&tda reaaTl, 10 and
voi cepri | | t | Q- in the
field. T_ﬁﬁeb%eﬁpﬁeo{ds N yh‘?fﬂﬁgﬁ{t GO R Bl sbsLBE HPHA IdiidiR abR T, 0 NG°
fingey Prand véaéeprintSdata {hhd Fingerprint data) of the substitute are stored in the

field. The method by which the substitute stores the voiceprint data (and

fingerprint data) is arbitrary.

<C-5. Modification 5>

15 The authentication undertaking apparatus PVC of the embodiments may

serve as a gateway server GWS as well. 1n this case, the authenticétion
-undertaking apparatus PVC can perform the general authentication processing
‘while utilizing origination (caller) iDs of cellular phones MS authénticated by
the gateway server GWS, as data fixedly assigned to terminal apparatuses.

20 In this case, if security can be secured, unencrypted communications may be
performed between cellular phones within the mobile commﬁnication network
MPN and the authentication undertaking apparatus PVC (= gateway server
GWS), and e;lcrypted communications may be carried out between the
gateway server GWS and the sites S (S1 and S2) only. That is, the system

25  may be modified in such a manner that encrypted communications are carried

out between servers only.

<(C-6. Modification 6>



<C-5. I\/bp(%IM:/agi?? 5> 15 The aut hentication undertaki ng apparatus PVC of the
enbodi nents nmay ~ serve as a gateway server GA5 as well. In this case, the

aut hentication undertaking apparatus PVC can performthe general 3 MAY 2005
aut hentication processing while utilizing origination (caller) IDs of

cel lul ar phones MS authenticated by the gateway server GA5, as data fixedly
assigned to term nal apparatuses. 20 In this case, if security can be

secured, - unemphy B -RAHIGH SRERTST W eRBoJIHCHR fRA) BEHBEITIGPlA Ul ar phones

within the no e conmuni cation netwo MPN and t he “aut henticati on

under t akhiagr dRAABIHSE uBMCd Fd@ab QWBYssporRienu@iBhal angteewhiotPhad not
communi cations may be carried out between the gateway server GA5 and the

sites S Heeh mpdst8ad fmthe pddsplort ferthsigaphtana® temyobewhiohithéed in such a
manner that encrypted conmunications are carried out between servers only.
<C- 6. Mulithen@tation 6eriod 4 IR2pedot#éd2005 43 The aut hentication system of
t he enbodi nents may be nodified in order to enable a user to add to a
passport nenuAsithmtimeof menunagsirationntite usrrert thegeallwlae phiomet MES passport
menu signal, as an itemfor which the authentication service nust be '
per f or nettsignates additiomef afsitewhich fias maitbiesn reghgerrdbin the passpsyt| ul ar phone
M5 designates additjon of a site icﬂ has not . been rgﬂi stered in the
-passportmeﬂ’éﬁﬂg%@lgﬂﬁi Rl AGRUES thegliesconrection daty glasdicaHodat a,

LS ST BTG T SE l 5 7
20CT P! B PSR I RSG R bghg Pe dded. the authentication |
50, O TR o e 3B R0Ld ldndon,
desti natyyfertdXinetdpparatus PVC adds the data regarding the additional site to a
record of the individuél table T1 for the user. At this time, the authenticat_ion
undertaking apparatus PVC allocates a new connection destination ID with
reference to the site table T2. .
15 The authentication undertaking apparatus PVC may perform the
‘addition of the site through addition, to the individual table T1, of a new field
for storing connection data of a site. |
Alternatively, the authentication undertaking apparatus PVC may
perform the addition of the site through an operation of adding a record to the
20 site table T2 and storing the received data of the additional site in the record.
Further, the authentication undertaking apparatus PVC may be modified in
such a manner that the authentication undertaking apparatus PVC does not
request the user to input data indicating whether an ID and a password are

necessary, and judges whether an ID and a password are necessary through

25 analysis of the received individual authentication data.

<C-7. Modification 7>

- The terminal apparatus of the embodiments 1s not limited to a cellular




referengey {0y the,site table T2, 15 The authentication undertaking apparatus
PVC may performthe addition of the site through addition, to the individual
table TI, of a newfield for storing connection data of a site. -9 MAY 2005
Al ter natively, t he aut henticati on undertaki ng apparatus PVC may performthe
addition of the site through an operat414on of adding a record to the 20 site
table T2 and storing the received data of the additional site in the record.
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such a rranner t hat” the aut henticati on undertaki ng apparatus PVC does not

request enhlsodiseentsdnchieta dadkie actiepanbloterirdhbleapparahidy whickipassword are
necessary, and judges whether an ID and a password are necessary through 25

anal ysi comhettes toea statssharpgihombulaé foaatisefand vdticlhoandiaadleCodkiddydi fi cati on
7> The term nal apparatus of the enbodinents is not limted to a cellular
F0449/ 322h-8 adaskiopsompuisnare seiviopgbax aywega browser; exargokie of the
terininal apparatus of the _enhodinents include.a cookie acceptable term nal
appab at wnagkeptable teraunabetighus canaestadotms ytasiuray biaicebetose ang awd ch can
handl e cooki es, eskto conp box having a
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cookie unacceptable terminal which is used in combination with an SIM or a
UIM.
The terminal apparatus of the embodiments which can use cookies may
record in a cookie an ID which specifies a user and use the ID as data fixedly
15 assigned to the terminal apparatus during the genéral authentication processing.

| The terminal apparatus of the embodiments which use a cellular
phone (or SIM or UIM) may use a phone number fixedly assigned to the
cellular phone (or SIM or UIM) as data fixedly assigned to the terfninal

- apparatus during the general authentication processing.

20 Further, the cellulaf'phone of the embodiments may be a cellular phone
which can use codkies- Ih this case, the cellular phone of the embodiments
which can use cookies may record in a cookie an ID which specifies a user
and may use the ID as data fixedly assigned to the cellular phone terminal
during the general authentication processing.

25
<C-8. Modification 8>

The terminal apparatus of the embodiments may be a cellular phone MS

which does not have a function for inputting ﬁngerprinf images. The



record igyg £ookj£ an | D which specifies a user and use the IDas data fixedly
Is assigned to the term nal apparatus during the general authentication
processing. The terminal apparatus of the enbodi nents which use a cetd UMagog;
phone (or SIMor LTIM may use a phone nunber fixedly assigned to the

cel lul ar phone (or SIMor Um as datésfi_xedl y assigned to the term nal
apparatus during the general authentication processing 20 Further, the

cel | ul anephnng a?paﬂtﬁs%mﬂéidiﬂ%éilﬂ@ms%agl l{eeé cellalarplesiee MBiwhigan use

cookies. In this case, the cellular phone”of the enbodi ments which can use

cooki es gaanot detdot al gerferabaiinendicationvdatatinppeedd.i es a user and may use the
I D as data fixedly assigned to the cellular phone termnal during the

gener al aut héfl¢ pedsent ipventéss isigot Abnitéd 8o thddbdveatdsenibéd speeifier m nal
apparatus of the enbodi nents nmay be a cellular phone NIS which does not have
a f unct ieonbédimeénts wainidi mngyfbmgm(%ﬁbdtarbitagély. withanRbe 4eo0pe2leseribiad 05 45
term nal apparatus of the enbodi nents nmay be a cellul ar phone MS which

cannbt dbC@EalHﬁ-general aut hentication data input tag. The present invention
is not limted to the above-described specific enbodinents and nay be
nodified arbitrarily within the scope described in 5 the clainms. <D.

Suppl ene aﬁi Df?;ﬁri gi[_}lﬁg» As descri bed above, the enbodi nents of the present
‘i nvent i o1 ePVRPIFIMEArY, GSEERLONY, of menori zi ng i ndi vi dual aut henti cati on

date, (20 |2 o8l BRTRRE ShoBBoMER S RSB Bhp LA PRI
pasouor kBBt bPpagAlSTn BRI SIS TR
cel | yl amRERBEAY &vd® wHEPtHNG R GTSLESIBfAr Phohe utilizes various personal

services which require input of an ID and a password 1n order to secure

security. Further, since the individual authentication data are not sfored in

the cellular phone, even when the cellular phone falls into the possession of a

third party, the individual authentication data are not leaked.

15 Further, the embodiments of the present invention can reliably prevent
fraudulent use of the authentication undertaking service by a third party. In
particular, since data peculiar to the human body, such as voiceprint data and
fingerprint data, serve as general authentication data, authenticatioﬁ ofa
person himself or herself éan be performed more reliably, as compared with

20 the case in which a password or password number is used. Moreover, since
the user does not have to memorize such data peculiar to the human body, the
burden imposed on the user can be reduced.

Furtherl the embodiments of the present invention can provide the
authentication service to a user of a cellular phone MS2 which does not have a

25  function for obtaining a fingerprint imageé. Therefore, the user can utilize the

service without replacing a presently-used terminal with a newly-bought

terminal. - Further, use of a cellular phone having a function for inputting

voice eliminates the necessity of newly providing hardware for voiceprint




third pag§yso g4 ndividual authentication data are not |eaked. 15 Further,

t he enbodi nents of the present invention can reliably prevent fraugyléﬁf]t dﬂse
of the authentication undertaking service by a third party. In parti z;p
since data peculiar to the human body,, such as voiceprint data and
fingerprint data, serve .as general authentication data, authentication of a
person hinself or herself can be perfornmed nore reliably, as conpared with 20
t he caseautReiditstion. password or password nunber is used. Mreover, since the
user does not have to nenorize such data peculiar to the human body, the

bur den i nposeMmeovbg alSEID camere is pdoeried withiharbuttdre fenhstruaeinigs of the
present invention can provide the authentication service to a user of a '
cel | ul arinpunonadVBhsshisstordof genertal havkewticatior dat, iand £ fingebwdichng a
fingerprint imag6. Therefore, the user can utilize the service wthout

repl aci rgreacpif @8 éne byttosetimeg mpal ofuhehgenerahaytheniigation dataiinal . Furt her,
use of a cellular phone having a function for inputting voice elimnates the
necedsi tRhopgrphed $0 avitaiobiaiiat Sngceprst lmag@epﬁmwefrmm@/us@zgan IDPNAY nu

46 aut hentjcati on. gj\/breov.er, a Cﬁrca ra_iél provi ded wit.hin a button for
instructqrﬁgtrapﬁ'ﬂi‘ﬁtta WESTPHAE HNAgE ST PR SREIE QRATABAN; cath8ASdata, and a
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simat o e (3R iRR By Soti BRI OB ISCOs T the case of a ©
port abl o e b SUEA® ferf RELL LR crRRANRunEAGKAIEN, 8 Shufi en oper ati on

is difficult. a va erm i e ener al’ aut henti cation, and

Wit hion tgid tedny,al igkrt @it Rz 88 aGfbrtidatichPuidert alipesiry i wdthotider t aki ng
service w thout ~ performance of general authentication. This reduces users'

t roubl e.perfrmaye of beherad aathientioation. pr Thie fettndesuusersdtroubdevi dual
aut hentication data
Moreover, before a form for prompting input of individual authentication data
is transmitted from a site to a cellular phone, individual authentication data are
transferred to an authentication program which performs collation of the
15 individual authentication data at the site. Therefore, the user can skip the
‘processing regarding the form so as to obtain a desired page.

Further, the provision of a plurality .of selectable authentication levels
enables provision of various services, and therefore, the po’ssibility that a user
can receive a desired service increases. For example, proper services can be

- 20 provided to a user who wishes to utilize the service by use of an old cellular
phone which lowers the'reliability of authentication, a user who wishes to
shorten the time necessary for authentication processing which may result in
lowered relial;ility, and a user who wishes to secure secunty even if the time
and labor necessary for authentication processing increase.

25 Moreover, a plurality of authentication levels are provided; and a low
insurance premium is set when a high authentication level is selected.

Therefore, provision of a  variety of services at sites and encouragement of

user's movement to a higher authentication level can be realized
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is trans§3£4§g3%59n1a site to a cellular phone, individual authentication
data are transterred to an authentication program which perforns colig@ion
of the 15 individual authentication data at the site. Therefore, the” t 280&n
skip the processing regarding the formso as to obtain a, desired page.
Further, the provision of a pIuraIity,y%f sel ect abl e aut hentication |evels
enabl es provision of various services, and therefore, the possibility that a

user ¢ | degj I NG 16 i r services
can be B R R I1EG (R AU oo o an
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who wi shes to shorten the tinme necessary for authentication processing which

may resudidthentichtboeileeelcel i ability, and a user who wi shes to secure security
even if the tinme and |abor necessary for authentication processing increase.
25 Mor eover, Bugpher,ahithy emibadirhemtsiafahe presentainy eati®ny nov ioddyl geaedala | ow

i nsurance Bren_‘i umis set when a high authentication |evel is selected.

Ther &f orauthpraeationtlats but also heyplvnesumbes o cellakas phemedaasedaareannt of
user's novenent to a higher authentication |evel can be realized, FO449/3122 9
MAY 71108ssemtiakelenenidgenaral puthansicatigne onbagre farg. aiotsmdyinrepriegx of
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par tihcul gehavibPeftife 6&lf Ul ar phone is carried by a user, general _
aut henti cation can be performed with high accuracy without restricting 10

behavi or of tRgrthegthe Ewibdimenits®fafbgdbsmntinvehtiohemittesproviRi@mioifon
enabl es provi sion of
authentication service which a member can use easily and safely in order to
utilize a site from a terminal apparatus. Thus, the embodiments of the |
present invention can improve the value attained through provision of the
15  service. Further, since a user can utilize a variety of services easily and
-safely, the user's desire of utilizing members-only services which tequire

authentication is expected to increase.

INDUSTRIAL APPLICABILITY

‘20 The present invention provides an authentication system which raises
the desire of users to utilize services provided by sites which require input of
authentication data. The present invention further provides an authentication
undertaking a-pparatus and a terminal apparatus which constitute the
authentication system.

25




aut henti cati on service which a nmenber can use easily and safely in order to
utilize a site froma term nal apparatus. Thus, the enbodi nents of the
present invention can inprove the value attained through provision o @ﬂ é?
service. Further, since a user can utilize a variety of services easrl afl
safely, the user's desire of utilizing nenbers-only services which require
authentication is expected to increase. | NDUSTRI AL APPLI CABI LITY 20 The
present invention provides an authentication systemwhich raises the desire
of users to utilize services provi ded48y- sites which require input of

aut henti cation data. The present invention further provides an authentication
under t akiGlgaAlaApPar at us and a term nal apparatus which constitute the

aut henti cation system 25 -9 MAY 2005 -48 CLAIMS: 1. An authentication
processing system conprising: a) a site database for connection data sets
for connéctlngAﬁbﬁl@h@@ﬁcahwnHBGKSB&MquNM®ansxﬁnprnnggstrat|on including: i)

col l ecting nean for., co ng.a connect.i on ta set ui red. for
connecting to §'§?t Yte é%&aﬁﬁf addi Bnﬁgﬁh %dﬂ?ﬁgﬂ§él§ M i%n data
set col Isgelsed by sai d coll ecting neans to sald site database; c) an

aut henticati on database for respectively storing at |east one individual

aut hent i cat i onbjjaegis¢etinganeaspdndiragisttateze inofidingl east one user of said

thenti cat t f f .said a , f
Gaid at Teast one i nl GPHRAR G IERE 2 CONCHHTE SctonBErNgPr BaiRct el y ¢

requi red rbuAtEERT rdRilyy td/al ditk;angr m nal  apparat us;
ii) adding means for adding said connection data set
collected by said collecting means to said site database;
¢) an authentication database for respectively storing at least one
‘individual authentication data set corresponding to each of at least one
user of said authentication processing system; for one of said at least
one user, one of said at least one individual authentication data set
being respectively required to access a site by using a terminal
apparatus;

-d) authentication means for authenticating a user of said
terminal apparatus on the basis of at least either terminal-unique data
unique to said terminal apparatus or user-unique data unique to said
user of said terminal appafatus;

- e) site selection means for selecting a site in accordance with a
request of said user authenticated by said authentication means; and

f) authentication wundertaking means for undertaking
authentication, including:
i) 1st extracting means for extracting, from said
authentication database, an individual authentication data set required-
for said user authenticated by said authentication means for connecting

to said site selected by said site selection means;
ii) 2nd extracting means for extracting, from said site

database, a connection data set required for connecting to said site



d) authentication nmeans for authenticating a user of said term nal apparatus
on the basis of at |east either term nal -unique data wunique to said term nal
apparatus or user-unique data unique to said user of said term nal -9 MiY 2465
apparatus; c) site selection nmeans for selecting a site in accordance with a
request of said user authenticated by said authentication neans; and O

aut henti cati on undertaki ng neans for undertaking authentication, including:
i) 1st extracting neans for extracting, fromsaid authentication database, an
i ndi vi dual authentication data set reft®red for said user authenticated by
sai d authentication nmeans for connecting to said site selected by said site

sel ection neans; ii) 2nd extracting neans for extracting, fromsaid site
dat abase g i SOMMRCLL RNsFALA] frfﬁ?éﬂ.r{ d,{®r connecting to said site -9 MAY
2905 -45’esel ected %ly zlaiél? séi%?eo se ectsﬁon means; and iii) transmtting neans

for transmtting sai di)i nrinsedifaing anehnst foraticorsmatings ebhidxitdicidechlby sai d
| st extracting neans to said site by utilizing said connection data set
ext r act e@Wpegsicatiogy dags sl GxtractasaRy. said et sHtRERNE BIGaH 59 0®ddsi ng

system ag Iulifizf & Gaik Jﬁﬁéé{?drhcaﬁ&{i S ExtvRARY NG, MEARS AR updating

r i
sai d si teﬁ:t%afll5 basé I'h Eaceor dance W th an ms%ructl on %irg(r%one of said sites.
3. An autkkeridtirgd msarpg.ocessi ng system according to claim1, wherein said
aut henticati on neans authenticates said user of said term nal apparatus on
the basis of at |east said user-unique data, and - sai d user-uni que data

 ncl ude g 1D g, Salth ko fn S HrdcL QLY st AbHiing 1ATIHRNGNT i cat i on
processing systemaccording to claim1,
‘ further comprising: updating means for updating said site database in

accordance with an instruction from one of said sites.

3. - An authentication processing system according to claim 1,
wherein said authentication means authenticates ‘said user of said
terminal apparatus on the basis of at least said user-unique data, and
said user-unique data include an ID of said user of said terminal

apparatus.

4. An authentication processing system according to claim 1,
wherein said authentication means authenticates said user of said
terminal apparatus on the basis of at least said user-unique data, and
said user-unique data include human-body-specific data of said user of

said terminal apparatus.

S. An authentication processing system according to claim 4,
wherein said human-body-specific data include fingerprint data and

voiceprint data.

5. An authentication processing system according to claim 1,
wherein said authentication means authenticate said user of said

terminal apparatus on the basis of at least said terminal-unique data;




wherein said authentication nmeans authenticates said user of said termnal
apparatus on the basis of at |east said user-unique data, and said
user-uni que data include human-body-specific data of said user of sai YAY 72005
term nal apparatus. 5. An authentication processing systemaccording to claim
4, wherein said human-body-specific data include fingerprint data and

voi ceprint data. 6. An authentication processing systemaccording to claim1,
wherei n said aut hentication neans authenticate said user of said term nal
apparatus on the basis of at |east sai®Cterm nal-uni que data-, 9 MAY 2005

50 and said term nal -uni que data include a phone nunber of said term nal
apparatus. 7. An authentication undertaking apparatus, conprising: a)

connect i ehdreaitstdrenireonmeiiuadato inclielend Fored parabes ofRdid aérrthaastt one
site; b) a site database for connection data sets for connecting to sites;

c) regi st@HgAeans for registration including: i) collecting neans for
collecting a connection data set required for connecting to a site; and ii)
addi ng neans for adding said connection data set collected by said

col lecting means hathenticatibe Watshakeng ppairadus hedrhipeasihgn dat abase for
respectively storing at | east one individual authentication data set
correspondi ng 8 CORACHPONMgagHs{or eprrNeedRgdP & deumitahapprtatiisofAngr ocessi ng
system f(Erleg e 8{: Si%i-d at |east one user, one of said at |east one

i ndi vi dudl" ‘5 ication data set being respectively required to access a

site by using a)tergit@alatadpieer 8itTonnection data sets for connecting to
sites;

c) registering means for registration including:

i) collecting means for collecting a connection data set
required for connecting to a site; and

ii) adding means for adding said connection data set
collected by said collecting means to said site database;

d) an authentication database for respectively storing at least
one individual authentication data set corresponding to each of at least
one user of said authentication processing system; for one of said at
least one user, one of said at least one individual authentication data
set being respectively required to access a site by using a terminal
apparatus; |

e) authentication means for authenticating a user of said
terminal apparatus on the basis of at least either terminal-unique data
unique to said terminal apparatus or user-unique data unique to said
user of said terminal apparatus;

1f) site selection means for selecting a site in accordance with a
request of said user authenticated by said authentication means; and

g) authentication undertaking means for undertaking
authentication, - inciuding:

i) 1st extracting means for extracting, from said

authentication database, an individual authentication data set required



e) authentication nmeans for authenticating a user of said term nal apparatus
on the basis of at least either term nal-unique data wunique to said term na
apparatus or user-unique data unique to said user of said terninal_g zgﬁ&us
f) site selection neans for selecting a site in accordance with a r 3@ of
sai d user authenticated by said authentication neans; and g) authentication
undertaki ng neans for undertaking authentication, including: 1) Ist
extracting nmeans for extracting, fromsaid authentication database, an

i ndi vi dual authentication data set required 9 MAY 2005 for said user

aut henticated by said authentication neans for connecting to said site

sel ected by said site selection nmeans; ii) 2nd extracting means for
extracti fgr shidPisspiaththicheicaded d AuGRtestien niedds s&t coeAbtiiag for
connecting to said site selected by said site selection nmeans; and iii)

transmi t tPrgidsaiesseloetad byiswid tsitegselacdonacandual - aut hentication data set
extracted by said Ist. tracting, .nmeans to id_site by utilizi.ng said
connection data set éq(t %%tgjaér tlggi an%as s@%t?’&%??ﬁﬂgnﬁgﬂgf Sél.laAsftgr_m nal
appar at Ugiat&BHBE & BBhnedliofOAMAI §&t requirednfor! ebnheBHHB! ERtdNE ¥ita a
conmmuni cation network; b) connection neans for connecting to a site and an
aut hent i seldcdad indsricakite gelapmrmmeans;&shi d comuni cati on network; c¢)

dat a- obt ai ni ng nmeans..for_obtai.ni ng term nal -uni que. data unjque,.to said
term nal apparat us o}”)ugearqs?.}mtﬁﬁtggd‘ﬁ?%nfnn‘?’ﬁugrarn%n_&ltﬁ?@r Sabc} Ciéjgi“éll%t m nal
apgar ?t E%.htﬁ@ﬁtic@lio@l ek IRt dsitrhctedr byl daigonSeekiGting Bthadb hendi cation
under t aki ng

site by utilizing said connection data set extracted by said 2nd

extracting means.

8. A terminal apparatus, . comprising:
a) communication means for communicating via a
communication _ network;
b) connection means for connecting to a site and an
‘authentication undertaking apparatus via said communication network;
c) data-obtaining means for obtaining terminal-unique data
~unique to said terminal apparatus or user-unique data unique to a user
of said terminal apparatus; - and
d) a control unit for:

i) connecting to said authentication undertaking

-apparatus by using said ~ connection means;

ii) obtaining said términal-unique data or user-unique
data by using said data-obtaining means, on receiving a specific data
transmitted from said authentication undertaking apparatus; and

iii) transmitting said terminal-unique data or user-unique
‘data to said authentication undertaking apparatus by using said

communication means.



apparatus by using said connection neans; ii) obtaining said term nal-unique
data or user-uni que data by using said data-obtaining neans, on receiving a .
specific data transmtted from said aut hentication undertaki ng appdr MYud)g;
and iii) transmitting said term nal-unique data or user-unique data to said
aut henti cati on undertaki ng apparatus by using said conmunication nmeans. -9
MAY 2005 -52 9. A term nal apparatus, conprising: a) conmunication neans
for conmunicating via a comunication network; b) connection neans for
connecting to a site and an authent+&&+ on undertaki ng apparatus via said
comuni cati on network; c¢) data-obtai-ning nmeans for obtaining human-body- _
specific data of a user of said termnal apparatus; and d) a control unit fo

r: i comnectipg to saidapthgRfication lrégﬁf:%.ta ing appara % ap%ifﬂgéfng sai d

connection nmeans; i) obtaining said hu ody-specific id user
of said term nal appaumiuschionsi noesaisd - diara- chimmiminigataens, ven  Becei vi ng
a specific data.trgnsmtted fromsaid authentication undertakin paratus;

and iii) CPPHRSMIERHAY said hunan- body-specific data of said BEEYOLE said
tsgirgi Qg'rmﬁﬁfg;ﬁ gﬁzoﬁnglae}gi_cﬂl auhBeRt! Bt B HHARIHAKLBY o RARS ALY bYnpusi ng
authentication undertaking apparatus via said communication network;
¢) data-obtaining means for obtaining human-body-specific data
of a user of  said terminal apparatus; and
d) a control -~ unit for:
i) connecting to said authentication undertaking
apparatus - by u.sing said connection means;
ii) obtaining said human-body-specific data of said user
of said terminal apparatus by using said data-obtaining means, on
receiving a . specific data transmitted from said authentication
undertaking  apparatus; and
 iii) transmitting said human-body-specific data of said

user of said terminal apparatus to said authentication undertaking

apparatus by using said communication means.




