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-1 - DESCRIPTION COMMUNICATION SYSTEM AND
COMMUNICATION APPARATUS 5 Technical Field The present
invention relates to a communication system and a
securer-communication apparatus, which are capable of transmitting and
receiving data by wireless communication. 10 Background Art
Communication systems in which information processing apparatuses,
such as computers, are connected to each other with wireless
communication means, such as a WLAN (wireless local area network) or
Bluetooth(r), to transmit and receive 15 information including files and

data and to share_ the info_rmatg%%r&% %rlglly built along with
advancement of information technology.’In recent years,
long-range-communication-function mounted apparatuses, in which
communication devices capable 20 of long range communication using
Blueto6HHFtHE-filte e ST a2 oM BEHESIONp AROFRA TUS
computers, are used to transmit and receive large volume data including
moving picture data and music data (for example, refer to Japanese

TélrexamineriRatent Application Publication No. 2003-324446) 25 In order
to reduce the risk in security in the long 2 range data communication,

introd OGS BF Hlta BHERANIGH pF6dEdsts écomEsTEBMmBRhtéRin Frihgen

aA@U%I%@Q%rercommunication apparatus, which are capable of

transmitting and receiving data by wireless communication.

Background Art

Communication systems in which information processing
apparatuses, such as computers, are connected to esach other
with wireless communication means, such as a WLAN (wireless
local area network) or Bluetcoth®, to transmit and receive
information including files and data and to share the
information are generally built along with advancement of
information technology.

In recent years, long-~range-communication-function
mounted apparatuses, in which communication devices capable
of long range communication using Bluetooth or the like are
mounted con mobile phones or personal computers, are used to
transmit and receive large velume data including moving
picture data and music data {for example, refer to Japanese
Unexamined Patent Application Publication No. 2003-324446) .

In order to reduce the risk in security in the long-
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communication. The risk in security includes sniffing of data by third
parties with long-range-communication-function 5 mounted apparatuses
and alternation of data. It is necessary to identify communication partners
in order to perform the encryption process in the long range
communication adopting Bluetooth or the like. However, unexpected
long-range-communication-function mounted 10 apparatuses are possibly
identified as the communication partners because of the wide
communication area of the long ra_ng% communication. Even if the
communication partners are identified, it is necessary to share a session
Jt:Iée;ly us%g ggl‘ starting more, 15 secure communication between the

58 parthers. FdWever, thafd i 4 posginility tRaf e $84si6R

Gommunication par
pkeyiss spiffed apddecrypiachby the, third padiesoith the long-

range-communication-function mounted apparatuses when the session
CREVIHraASATIBed t3 fise EbAtMbRicAtionParhern 20 Yieauseidfihagvide

JGemmunication area of the long range communication. Accordingly, itis.
neces?ary to%lncrpe%rs%ltﬁsé g%r%%r] g%?%lg the SESSION %tﬁ?flo%aécxlfrﬁplgf%ﬁt +on

miengtheniagiheskeys anga thereferen to previde agaigher processing power
to the long-range-communication-function mounted apparatuses. 25
Accotdingfy, BEiseas dbject Of 1HE prédentipventiorr S-terpiovideraew dmd

oggg%og’p@gbgé%g%‘ﬂ@%ﬂ%” S/gemand, communication appayatus, which
communication adopting Bluetooth or the like. However,
unexpected long-range-communication-function mounted
apparatuses are possibly identified as the communication
partners because of the wide Communicatioﬁ area of the long
range communication.

Even if the communication partners are identified, it
is necessary to share a session key used for starting more
secure communication between the communication partners.
However, there is a possibility that the session key is
sniffed and decrypted by the third parties with the long-
range-communication-function mounted apparatuses when the
session key is transmitted to the communication partner,
because of the wide communication area of the long range
communication. Accordingly, it is necessary to increase the
strength of the session key, for example, by lengthening the
keys and, therefore, to provide a higher processing power to
the long-range-communication-function mounted apparatuses.

Accordingly, it is an object of the present invention
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identifying a communication partner and securely sharing a session key
between the communication apparatus the 5 communication partner even
if the communication apparatus has a processing power that is not so
high. Disclosure of invention According to a first aspect of the present
invention, 10 there is provided a cofamunication system including a
plurality of communication apparatuses, wherein a first communication

to ARparalusincludes; shoptrange active. comrunicatian means-fon
transmitting an inquiry signal to a short-range external communication
comrappatatits dy kooglecttamagnetic wiaves and ayaitirig:for 2 responsge to the
~_inquiry signal; long-range communication means capable of k
icdercpohdmitiRidatiory BYNe efettrbfiaghetic hrved i aTaAge Wider fivan-tHe @
commgnicagor)t area oftthe short-range agtive communijcatio jmeans;
5 Lwitehing'means for switching 1o either 20'tHe shiott-range active
comGOMMyRication, megns ordhe long-range commuynicationmeans:-and s
asymmetric key generating means for generating a pair of an encryption
has keyrand-a decryptipnkey coreesponding:todhe lehgryption key, the
encryption key and the decryption key in the pair being asymmetric to
each 25 other, wherein a second communication apparatus includes:

. Sfort-range passive communication means for receiving the -4- inquiry
Disc OSLfer O i HV@I}ELOH . .
signal fronT a short-range external communication apparatus and

U%@%B@HE%%r%%x@5§§%¥¥ﬂ£%5§%@n§?t%he present invention,
there 1s provided a communicaticon system including a
plurality of communication apparatuses, wherein a first
communication apparatus includes: short-range active
communication means for transmitting an inguiry signal to a
shorf-range external communication apparatus by
electromagnetic waves and waiting for a response Lo the
inguiry signal; long-range ccommunication means capable of
communication by the electromagnetic waves in a range wider
than the communication area of the short-range active
communicaﬁion means; switching means for switching to either
the short-range active communication means or the long-range
communication means; and asymmetric key generating means for
generating a palir of an encryption key and a decryption key
corresponding to the encryption key, the encryption key and
the decryption key in the pair being asymmetric to each
other, wherein a second communication apparatus includes:

short-range passive communication means for receiving the
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the inquiry signal; long-range communication means capable of
communication by the electromagnetic waves in a range 5 wider than the
communication area of the short-range passive communication means;
switching means for switching to either the short-range passive
communication means or the long- range communication means; session
key generating means for generating a random number and using the

LngPfhe ] %%é%’ld%&n? ’2%“998&%0—%%@%%@&%%%5%’1 key:ANd encrypiing

encrypting the session key, wherein the secon
app£emgnisation: apparatus usgs he-eneryptien key transmitted frpmthe +o
first communication apparatus to encrypt the session key into an
the enctypted sedsion key anddransmiits thereneryipted sessionaibkeyetoahés
first communication apparatus, and wherein the first communication

of HYFAFEtGS B5e8 thePde&ybticr key 1o HEenit the ERERDLed ss<ian Rey

wid&yoéﬁgéeéﬁgné@%ﬁﬁ@igg@§g%$§%éﬂﬁ%%?%W%P% g%%W¥g§$% passive
apparatus a communication switching request signal to request'the

comBWtChingite-thedangsrange; commwRiGalion means and :cammynicatian bye »
using the long-range communication means. The short-range active

the communicatigremeans imay tramsmit iderntificatior mfermatiaralldcated-to
the short-range active communication means to the short-range passive

rangs SORGHMGHICatioh MeARs alGiFwith thet8icryphish Reyandifie's for
shg;&tirgggg plagﬁi(\](e commgnication means m%%(t%ransmit

gener o numper and using generated random
number to generate a session key; and encrypting means for
encrypting the session key, wherein the second communication
apparatus uses the encryption key transmitted from the first
communication apparatus to encrypt the session key into an
encrypted session key and transmits the encrypted session
key to the first communication apparatus, and whereln the
first communication apparatus uses the decrypition key to
decrypt the encrypted session key into the session key and
transmits to the second communication apparatus a
communication switching request signal to reguest the
switching to the long-range communication means and
communication by using the long-range communication means.
The short-range active communication means may transmit

identificaticon information allocated to the short-range

active communication means to the short-range passive
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identification information allocated to the short-range passive
communication means to the short-range active 5 communication means
along with the encrypted session key to provide the identification
information of the communication partner to the long-range
communication means provided in-the first and second communication
apparatuses. According to a second aspect of the present invention, 10

comiIgre s Provided & communication apparatus comprising: ,short-tange. .

i

active communication means for transmitting an “inquiry signal to a
shoShorzrangeexiernakcommunication i apparaiussby.electremagnetic waves
and waiting for a response to the inquiry signal; long-range
i derconimanication 15meang capalie bf coimmuriicationcbyster t—range
electromagnetic waves in a range wider than the communication area of

P& s $hd $hoH Fange adtive caimmnliniichtion Meahs? Sitching méars for

comgitehing to either the shart- a@&%ﬁﬁ&\f?&%@@@@&ﬂs@seépér?f_m to

ong-range communication means; and asymmetric 20 key generating
provieans for generatingia pair of an-eneryptionokey and Redecryption key i on

corresponding to the encryption key, the encryption key and the
partgeeryptiontKey inthe pairbeing asymmenrit to each atterpwheisiadhé n

communication apparatus uses the decryption key to decrypt an

£ 4 o +
the ghthited o5 S65581 K&y HAREmitied-fom e 62 ExE R
comppieation apparails ad UANSINES t9:he neX'ial SRTMUNIEAtILy,
apparatus a communication switc 1ing
there is provided a communicaticon apparatus comprising:
short-range active communication means for transmitting an
inguiry signal to a short-range external communication
apparatus by electromagnetic waves and walting for a
response to the inguiry signal; long-range communication
means capable of communication by the electromagnetic waves
in a range wider than the communication area of the short-
range active communication means; switching means for
switching to either the short-range active communication

means or the long-range communication means; and asymmetric

key generating means for generating a pair of an encryption

key and a decryption key corresponding to the encryption key,

the encryption key and the decryption key in the pair being
asymmetric to each other, wherein the communication
apparatus uses the decryption key to decrypt an encrypted

session key transmitted from the
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request signal to request the switching to the long-range communication
means and communication by using the long 5 range communication
means. The short-range active communication means may transmit
identification information allocated to the short-range active
communication means to the externFcommunication apparatus along
with the encryption key. 10 The short-range active communication means

= J0AL st dentifcation nfouation allocated tg the shotrange active

communication means to the external communication apparatus along
ext avitththe-eneryptionkey-and: prayreceiveaidestificationdafosmation: cring

allocated to the external 15 communication apparatus from the external
requomimeanication tappatatus storighwith the ehcryptadbsassion kegto ange

provide the identification information of the communication partner to the

COmsig-ramge Eomtitiication meAs provided i the commrtanication®< ™
r an?a@p(?{)%gﬁlgg@g gxternal communication 20 apparatus. According to a

hird aspect of the present invention, there is provided a communication

apparatiscomprising sherivange passive semmunication means fofh smit

receiving an inquiry signal from a short-range external communication 25
iderapphiatas ahd transmitting iabrespbhse sigial inresponse to- tthe dngLgry

signal; long-range communication means cagable -7- of communication

actjowglee@%mgéﬁétwavg?ﬁﬁ;ré“ﬁ\get\%%ee?x ernal communication

apparatus along with the encryption key.

The short-range active communicaticn means may transmit
identification information allocated to the short-rangse
active conmunication means tc the external coemmunication
apparatus along with the encryption key and may receive
identification information allocated to the external
communication apparatus from the external communication
apparatus alcng with the encryvpted session key to provide
the identification information of the communication partner
to the long-range communication means provided in the
communication apparatus and the external communication
apparatus.

According to a third aspect of the present inventicn,
there 15 provided a communication apparatus comprising:
short-range passive communication means for receiving an
inguiry signal from & short-range external communication
apparatus and transmitting a response signal in response to

the inguiry signal; long-range communicaticon means capable
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than the communication area of the short-range passive communication
means; switching means for switching to either the short-range passive
communication means or the long 5 range communication means; session
key generating means for generating a random number and using the
generated random number to generate a session key; and encrypting
means for encrypting the session key, wherein the communication

of @&%5?}98é‘é%éﬁ%%ﬂc&@@&‘ﬂ@%%%%@@e%%% the, 10 exterpal s g

communication apparatus to encrypt the session key into an encrypted
£ harpessiondey-and transnaits theeeneryptede session keytetheassive
communication apparatus, and the communication apparatus receives
comfigm the: exterma aconmmemicativhrappatatus afcomsighicationswitehingt her
request 15 signal to request the switching to the long-range
the rihGnicalio mdhs ard Cofftnidation By d&ig the fongl fange 9~
icati eans hort-r assive icatio S
re e atar Hormaton S lbosoat 1 e Exiainal By tox

gend£ommyaication apparatus:alongwith theieneryptiongkei dhe-shorizrange
passive communication means may receive identification information

nuniafipcateddethe ekternal sesmunidation apparatusafong withrthens for
encryption key and 25 -8- may transmit identification information allocated

enc g e Shortiands Passive tommiitication meaRs t6 THe Bxtaral o7

apparatus uses an encryption key transmitted from the
external communication apparatus to encrypt the session key
into an encrypted session key and Transmits the encrypted
session key to the communication apparatus, and the
communication apparatus receives from the external
communication apparatus z communication switching reguest
signal to reguest the switching to the long-range
communication means and communication by using the long-
range communication means.

The short-range passive communication means may
receive identification information allocated to the externail
communication apparatus along with the encryption key.

The short-range passive communicaticon means may receive
identification informaticn allocated to the external

communication apparatus along with the encryption key and
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communication apparatus along with the encrypted session key 5 to
provide the identification information of the communication partner to the
long-range communication means provided in the communication
apparatus and the external communication apparatus. In example
embodiments, since the communiedtion partner 10 can be easily
identified in the short range communication and the session key can be
shared between the communication apparatus and the communication
partner even if the communication apparatus has a processing power that
may 1% pah saiigh deiscpassible iareducedhedisk of tha sessiord5keydhat is
sniffed and decrypted and to achieve the long range data communication.
sho Brief Deseripticn of theDREAWIRGS Figl dristeescrentatictdiagrint Showing
the structure of 20 a communication system according to ag embodiment.

“OMEg I3 e BlockRiidgrat Scterhatitatly showity Ha” Strticttire 6P & Setiire™®Y
to FPOYRURIcation apparatus according 49.-a0.embodiment. Fig, 3 is a block

diagram schematically showing the 25 structure of another secure

comeoiiMumrication appaeatus: @cedrding toyan empodiveftin Ocfig. chisr@ ans
block diagram schematically showing the structure of an active
procedfrunication uRitratesrdiRg-tocan Embedimentand the external

communication apparatus.

In example embodiments, since the communication partner
can ke easily identified in the short range communication
and the session key <¢an be shared between the communication
apparatus and the communication partner seven 1f the
communication apparatus has a processing power that is not
s0 high, 1t i1s possible to reduce the risk of the session
key that 1s sniffed and decrypted and to achieve the long

range data communication.

Brief Description of the Drawings

Fig. 1 is a schematic diagram showing the structure of
a communication system according to an embodiment.

Fig. 2 1s a block diagram schematically showing the
structure of a secure ccocmmunication apparatus according to
an enmbodiment.

Fig. 3 is a block diagram schematically showing the
structure of another secure communication apparatus

according to an embodiment.
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Fig. 5 is a sequence diagram schematically showing a 5 series of
communication processing in the communication system, according to an
embodiment. Fig. 6 is a schematic diagram illustrating short range
communication between the secure-communication-function mounted
apparatuses, according to an embodiment. 10 Fig. 7 is a schematic
diagram illustrating a process of establishing secure communication in
the short range communication between the
secure-communication-function mounted apparatuses, according to an
embodiment. Fig. 8 is another schematic diagram illustrating the 15

procgss, of gsiablishing secyre communication ihe shott tenge
communication between the secure-communication- mec ion m8u ed

sappataitises fageording i@ anpmbadiraent rBestiMogdedor &atkying Qut
the Invention 20 Preferred embodiments of the present invention will be
SRfeSEriBEA in detail with reference to the accompanying drawings. The

same fgference nuraerals are useddn the fallowing description and the
accompanying drawings to identi componentsahavmg a\f)proxméltcély the

ssaees furctions2h and-steactures: A duplicateddescrigtionrafsitichon
components - 10 - is omitted herein. A communication system according

X5 Se mBotRhehENilf hdl HE@estrbfwith reference to Fig. 1. Fig. 1 is
a schematc diagram.showing. the siyciirs of the communication ..

communication between the secure-communication-functiocn
mounted apparatuses, according to an embodiment.

Fig. 7 is a schematic diagram illustrating a process of
establishing secure communication in the short range
communication between the secure-communication-function
mounted apparatuses, according to an embodiment.

Fig. 8 is another schematic diagram illustrating the
process of establishing secure communication in the short
range communication between the secure-communication-

function mounted apparatuses, according to an embodiment.

Best Mode for Carrying Qut the Invention

Preferred embodiments of the present invention will be
described in detail with reference to the accompanying
drawings. The same reference numerals are used in the
following description and the accompanying drawings to
identify components having approximately the same functions

and structures. A duplicated description of such components
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5 system according to this embodiment. As shown in Fig. 1, the
communication system according to this embodiment includes at least
multiple secure- communication-function mounted apparatuses 10 (10a,
10b, ..., 10j). 10 Also as shown in Fig. 1, a mobile phone, a PDA
(personal digital assistant), a pen, a personal computer, and so on each
include short range communication means according to Near Field
Communication (NFC) or the like, long range communication means
using Bluetooth(r) or the like, 15 and-other wireless communication means
to securely perform data communication of any kind. The secure
comm%@ggti%g Mmeans that information is exchanged between the _
differént Secure-communication- function mounted apparatuses 10 in a
stateAn yighthe 20 infounatien isprevented from being.saifed-or-alisred
by a third party with the secure-communication-function mounted
napparatds I0-akg the iifermafionds proteetdtt withbut Hurting thésezurity
R ot bt D Sbbhe B S (ot e - 1o
sapparatyses 10ante 1Of must bena readesvriter in order to establish the
short range communication using the NFC technology. The NFC
techAslog} ¢iEhé 3hBiSranbe EomnfimieativrFation system according

to this embodiment includes at least multiple secure- &

i

communication-function mounted apparatuses 10 (10a, 10b, ..,
103 .

Also as shown in Fig. 1, a mobile phone, a PDA
{(personal digital assistant), a pen, a personal computer,
and so on each include short range communication means
according to Near Field Communication (NFC) or the like,
long range communication means using Bluetocoth® or the like,
and other wireless communication means to securely perform
data communication of any kind.

The secﬁre communication means that information is
exchanged between the different secure-communication-
function mounted apparatuses 10 in a state in which the
information is prevented from being sniffed or altered by a
third party with the secure-communication-function mounted
apparatus 10 and the information is protected without
hurting the security or integrity of the information.

In the communication system shown in Fig. 1, one or

more of the secure-communication-function mounted
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5 uses an electromagnetic wave transmitted from the reader- writer to
establish device communication between an IC card and the
reader-writer. In addition, the NFC technology is superior in security to
the wireless communication, for example, using the 10 Bluetooth or over a
wireless LAN in a physical aspect, because the communication range of
the NFC technology, corresponding to the distance between devices, is
as short as about 10 cm. For example, it is difficult for a third party to
sniff information with the secure-communication 15 function mounted
apparatus 10 when the NFC technology is used. Furthermore, the NFC
technalogy h charagcteristic _which is different from the characteristics
R o it At ReRH R Clied s A G akTambe (ptate 16

e pestormad whendhe sectie-conyndnication-fupstion meurted 2G-c
apparatuses capable of the near field communication are positioned

L§GfHA sogfedetermined range. Although the communication system
accofginq\] CIhj:s mbodiment has the wireless communication function,
for exaemp'rg, ac%???é}%%?g%:é?\l%%eorsﬂ?ﬁé the' %?L?et%%f%wﬂé%tﬁroe%ent

usRvention:Baralidinie te thisexampleatbe ik present ventionds r -
applicable to cases using@an_y other wireless communication protocols. As

WittdlseFibea S0V tHE N EE T4 BecSiAfUHIGEON- prvtBES frthens gt card

2J8Ngg ecogg@éj&c_qg@{lt@é galegtromag netic

In addition, the NFC technology is superior in security
to the wireless communication, for example, using the
Bluetocth or over a wireless LAN in a physical aspect,
because the communication range of the NFC technolegy,
corresponding to the distance between devices, is as short
as about 10 cm. For example, it is difficult for a third
party to sniff information with the secure-communication-
fﬁnction mounted apparatus 10 when the NFC technclogy is
used. Furthermcre, the NFC technology has a characteristic
which is different from the characteristics of known
communication technologies and in which automatic update is
performed when the secure-communication-function mounted
apparatuses capable of the near field communication are
positioned within a predetermined range.

Although the communication system according to this
embodiment has the wireless communication function, for
example, according to the NFC or using the Bluetcoth, the

present invention is not limited to this example. The
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5 induction. Carrier waves having a single frequency are used between
the secure-communication-function mounted apparatuses 10 in the NFC.
For example, the frequency of the carrier waves is equal to 13.56 MHz
within ISM (Industrial Scientific Medical) band. 10 The short range
communication means communication in which communication
apparatuses within a distance of about 10 cm communicate with each
other, and includes communication established by the apparatuses (or
the cases of the apparatuses) with 6§in@ in contact with each other. 15
The long range communication means communication in which
cog%rggnicgyog Apparatuses \ﬂggﬁ giségnce that is Ion%]e_r than _that
Plabotit 10 ¢ in the shorf Fange commUiicafisit “commtinicatd ith 8ach
w Othar £or examplecH:Blietgethy; dhe 1gommunication apparatuses within a
distance shorter than 10 20 m can communicate with each other. Two

comurfiéaion-Rittezb st is tapasEivel modecmrhan L getiieo matkoarecol
sqvaligble inthe NEC, In order o, desaribe the tyo communication modes,
the communication between fﬁe secure-communication-tfanction mounted

iepparatts. 10aapdibe 2k secungscammunication-functionmeemted e used
apparatus 10b, among - 13 the secure-communication-function mounted

DppERAISRY FRLTT STOTSHBNH RRFiR T, fBRérplifis@ Uit passive

afpade giler the securg-coppunication: fupgtion maunted apparatys 10a
or the secure-communication-

the carrier waves 1s equal fo 13.56 MHz within ISM

(Industrial Scientific Medical) band.

The short range communication means communication in
which communication apparatﬁses within a distance of about
10 cm communicate with each other, and includes
communication established by the apparatuses (or the cases
of the apparatuses) with being in contact with each other.
The lcng range communication means communication in which
communication apparatuses within a distance that is longer
than that {about 10 cm) in the short range communication
communicate with each other. For example, in Bluetooth, the
communication apparatuses within a distance shorter than 10
m can communicate with each other.

Two communication modes, that is, a passive mode and an
active mode are available in the NFC. In order to describe
the two communication modes, the communication between the
secure-communication-function mounted apparatus 10a and the

secure-communication-function mounted apparatus 10b, among
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5 function mounted apparatus 10b (for example, the secure
communication-function mounted apparatus 10a) modulates an
electromagnetic wave (the carrier wave corresponding to the
electromagnetic wave) that is generated by itself. After the modulation, the
secure-communication-function 10 mounted apparatus 10a transmits the
modulated data to the other secure-communication-function mounted
apparatus, that is, the secure-communication-function mounted
apparatus 10b. The secure-commurlicafion-function mounted apparatus
10b performs load modulation to the electromagnetic wave (the 15 carrier

Wave corresponding fo the g}!}qc%onrgggnetic wave%dgenerated :;g the o
declire-comniunication-function mounted ApBaratds 1684 FtGirnd fie ¢©

1mpditated datartotheisecises gempnurication-function mounted
apparatus 10a. In contrast, in the active mode, both the secure 20

commEnicEtigiRRMEIBn T RBantetl&ppardins 19acartktheopecurecation—

sgammunication-function mounted.apparatys lob modulate . .
electromagnetic wave p(%l.?’fﬁlrlélrswaves Corresponding to t granication

felectiomagoetie wavesy genctateddpy theypselyesing, trapsmife the-e -
modulated data. 25 In the short range communication by electromagnetic

CORAHFIRN ToOMELAhPIe, THE Hedt st ebaAtHanitaionmed bpparatss
o DRt frst outauLs the; electiomagnetic wave lo, start the communication, ,
and that has the initiative of the communication is called an mitigtor . The

elpitatofmagnetic wave) that is generated by itself.

After the modulation, the secure-communicaticn-function
mounted apparatus 10a transmits the modulated data to the
other secure-communication-function mounted apparatus; that
is, the secure-communication~function mounted apparatus 10b.
The secure-communication-function mounted apparatus 10b
performs load modulation to the electromagnetic wave (the
carrier wave corresponding to the electromagnetic wave)
generated by the secure-communication-function mounted
apparatus 10a and returns the modulated data_to the secure-
communication~function mounted apparatus 10a.

In contrast, in the active mede, both the secure-
communication-function mounted apparatus 10a and the secure-
communication-function mounted apparatus 10b modulate
electromagnetic waves (carrier waves corresponding to the
electromagnetic waves) generated by themselves and transmit
the modulated data.

In the short range communication by electromagnetic
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5 transmits a command (request) to the communication partner and the
communication partner returns a response in response to the command
to establish the short range communication. The apparatus that returns
the response in response to the command from the initiator and that is
the communication 10 partner is called a target. For example, when the
secure-communication-function mounted apparatus 10e in Fig. 1 outputs
an electromagnetic wave to start the communication with the secure-
communication-function mounted ap aratus 10a, the secure 15
communication-function mounted apparatus 10e is the initiator and the

:SRRUEsRTTRUD caondyncrion Iouied  apparalysAda, 2 e fardely

the passive mode, for example, when the secire” 2Ommunication-function

amountedapparatus 16jdnddgplis 20.the initiatesehibeic wave to
secure-communication-function mounted apparatus IOg in Fig. 1 is the

St&gkt, the SEEHFT E6ATMGRICATIEN FAEtiGR M ditedbippar 5tse1 0jf wiHieh

Sl Jaliaiar, continyaysly olinyte.an elegiomagnetic ypye, fodulates
the electromagnetic wave that Is output%y itself, and transmits the data

t ta thensesure-commudicatienfenetion s 15hsmeuwrtedrapparatss logrwhich
is the target. The secure- communication-function mounted apparatus log

PRt HE St ModilafiGr t6 fife BRICHOHagnERERAREDUPUERBRPNS S
cdhe rsecuigcommupnication; fungion,mounted apparatus Q) which. ;
The apparatus that returns the response in response to the
command from the initiator and that is the communication
partner is called a target.

For example, when the secure-communication-~function
mounted apparatus 10e in Fig. 1 ocutputs an electromagnetic
wave to start the communication with the secure-
communicaticn-function mounted apparatus 10a, the secure-
communication-function meounted apparatus 10e is the
initiator and the secure~communication~-function mounted
apparatus 1l0a is the target.

In the passive mcde, for example, when the secure-
communication-~function mounted apparatus 107 in Fig. 1 is
the initiator and the secure-communication~function mounted
apparatus 10g in Fig. 1 is the target, the secure-
communication-function mounted apparatus 103, which is the
initiator, continuously outputs an electromagnetic wave,
modulates the electromagnetic wave that is output by itself,

and transmits the data to the secure-communication-function



10

15

20

25

5 is the initiator, and transmits the modulated data to the
secure-communication-function mounted apparatus 10j. In contrast, in-the
data transmission in the active mode, the secure-communication-function
mounted apparatus |Oj, which is the initiator, starts to output an 10
electromagnetic wave, modulates the electromagnetic wave, and

trans

mits the modulated data to the secure- communication-function

mounted apparatus log, which is the _target. After the data transmission is

termi

nated, the secure-communication-function mounted apparatus 1Oj

stops 15 the outputting of the electromagnetic wave. Similarly, in the data
sansmission. the:secugcommupicationfuncion, mounteg apparatus log

which is the target, also Starts to output an electromagnetic wave,
crmgdutdtes tthen eleotromagneticawave, apd4ransmits the prwodedated data

to 20 the secure-communication-function mounted apparatus 10j, which

"RAATTRYEE AR the dalts 1RaRTiSSBATE StetmiMated, e put from the
sé%ﬁ&%kQQﬁﬁ&%WSQHQB{U@E@H%ﬁE&”H%%n%%%@%ﬁB%E%%é%*?&?? which

outputting of the electromagnetic wave. 25 The short range
igommunication ttocording torthe MEC s- thedescrited aboveris used-to:

gerform a

cess of establishing secure communication according to this

ro
S8m %%Tr%%%?u?ﬁg%?688§§8F8§th%ﬂsmﬂﬁn§€&répﬁéﬁﬁ‘ﬁtﬁﬁicéﬁén is a

commynication.start sessign iWhich 8. nsmission in the active

mode,

103,

the secure-communication-function mounted apparatus

which is the initiator, starts to ocutput an

electromagnetic wave, modulates the electromagnetic wave,

and transmits the modulated data to the secure-

comrurnication-function mounted apparatus 10g, which is the

target. After the data transmission is terminated, the

secure-communication-function mounted apparatus 107 stops

the outputting of the electromagnetic wave. Similarly, in

the data transmission, the secure-communication-function

mounted apparatus 10g, which is the target, also starts to

output an electromagnetic wave, modulates the

electromagnetic wave, and transmits the modulated data to

the secure-communication-function mounted apparatus 107,

which is the target. After the data transmission is

terminated, the secure-communication-function mounted

apparatus 10g stops the outputting of the electromagnetic

wave.

The short range communication according to the NFC,
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5 predetermined process is performed at the start of secure data
communication between apparatuses. As described below in detail, the
process of establishing secure communication according to this
embodiment is a communication start session capable of using the
characteristic in that the near 10 field communication is limited to a
narrower range to further improve the security, compared with known
processes of establishing secure goq@gﬂnication. Specifically, in the
communication system according to this embodiment, when the data
communication is performed 15 between the

csecweromauMeation-fuacipn.maunted apparatiises 10, bpth of the

secure-communication-function mounted apparatuses 10 use the short
erdigeldominunications suchrasitheanganfield comamunmicatiort; te perform
t e process of %ﬁtablishing secure communication before starting the 20
|

CeSrRRT S PICReSSrotEss dF eRtabiihiit §6cures

ata’communica

ceemmunrication, for example, a:sessionkey Lﬁ;%h%r@gs\ﬁ\_’gﬁ ttﬂ% which a
communication partner and the short range communication is switched to

PP RyRhtRCcomPRgsieation Bsing; foreekarnple;etheBluetodth{s defere
dthce data communicatiog is started. 25 With the above structure

berforming the process of —£7 TetRRIRsHING $88ure ABnfIRGRIEARGH ik e
ishedrange eamrpunicationds adyange beforethedata.communication is,

started can prevent confidential information, such as the session key,
2HBRTBENY SRiffedito safeydparortn iise bogpmmunication start

session capable of using the characteristic in that the near
field communicaticon is limited to a narrower range to
further improve the security, compared with known processes
of establishing secure communication.

Specifically, in the communication system according to
this embodiment, when the data communication is performed
between the secure-communication-function mounted
apparatuses 10, both of the secure-communication-function
mounted apparatuses 10 use the short range communication,
such as the near field communication, to perform the process
of establishing secure communicaticn before starting the
data communication. In the process of establishing secure
communication, for example, a session key is shared with the
communication partner and the short range communication is
switched to the long range communication using, for example,
the Bluetooth® before the data communication is started.

With the above structure, performing the process of



10

15

20

25

5 range data communication. In the case of the Bluetooth communication,
which is one kind of the long range communication according to this
embodiment, the secure-communication-function mounted apparatus 10
can transmit data to another secure 10 communication-function mounted
apparatus 10 that is around 10 m away from the original
secure-communication-function mounted apparatus 10. Accordingly, if the
secure- communication-function mounted apparatus 10 attempts to
perform the process of establishing seture communication in 15 the long
range communication, there is a possibility that data is sniffed by a third

e@@r%ywtgﬁn rtlhe gg(r:nurggnlgatlon are A secure ommunlcatlon apparatus
0 seiving as an initiator, According to ah 8mbodimsnt will ‘o be

dﬁﬁﬁﬂﬂmﬁhﬁKbWﬂhﬂe&afﬂﬁedoﬁago%eFEh@|§ét@°§5ﬁﬁﬁﬁ@ﬁﬂtlon is
schematically showing the secure communication apparatus according to
SfrAd ERthdthment X8 Showit i FRy: 21 #e ééé@r@@d?ﬁmunléaﬁ@n as the

SBBBAIBS 20 P00l 00 104 ambod e LnoU e A ave 2Re hond

communicafion unit 101 capable of the nearsfl mmunica

rasymmettie keyngemnaratar t@2, a decryptor 103, a long-range
communication unit 104, an encryptor/decryptor 105, and a switching unit

111. The e SorfimuniCaforiapparaius 2oms pieAgean, which is

one kind of the long range communicatiin according to this
embodiment, the secure-communication~function mounted
apparatus 10 can transmit data to another secure-
communication-function mounted apparatus 10 that is around
10 m away from the original éecure-communication—function
mounted apparatus 10. Accordingly, if the secure-
communication-function mounted apparatus 10 attempts to
perform the process of establishing secure communication in
the long range communication, there is a possibility that
data is sniffed by a third party within the communication
area.

A secure communication apparatus 20 serving as an
initiator, according to an embodiment, will now be described
with reference to Fig. 2. Fig. 2 is a block diagram
schematically showing the secure communication apparatus
according to this embodiment.

As shown in Fig. 2, the secure communication apparatus
20 according to this embodiment includes an active

communication unit 101 capable of the near field
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5 inside or outside the secure-communication-function mounted

apparatus 10. The secure-communication-function mounted apparatus 10
can establish the data communication with an external apparatus by the
use of the communication function of the secure communication
apparatus 20. 10 The active communication unit 101 is an initiator
capable of the above-described near field communication and generates
an electromagnetic wave for a passivg, communication unit, which is a
target, described below. An identifier (ID) used in the short range
communication or the 15 long range communication is allocated in

c@QM@&Q%H%QBQ,5@1’19%%&%%%6QQE;@HH@P&iQQHWB%_QlaAﬁé@? in,.

Fig. 2, an ID "A" (ID A) is allocated to the active communication unit"101.
1¥he IB isaiot tingitect to- thenstoraget imrtherdctiveocomatunication unit 101
eggg m%gjp?d%%stored inl block as long as the block is provided with

storing means. i 3adftion, the TBRIRCAIES {8 tHTadie" cohimunication

unit 10k isaetlinmitediathe IB-A andanw IR +pay he allocated fglhe

_active communication unit 101. The asymmetric key generator 102
igéhefrates 1125 Hdynimetrickey thatisapdic of anrentryptico keyandtad

19_decryption key, A plain text (data) encrypted with the  encryption key
a%ﬁé"r’é?r‘?ﬁ et 8 “M%%%%‘ﬁ%‘%&%é&%&&%my

ter sometlmessr%?élﬁ%d oaSa pu

apitrthedearyptien key: fhereinaftersometimesriaferred £q.as a,seereln
key), which

external apparatus by the use of the communication function

of the secure communication apparatus 20.

The active communication unit 101 is an initiator
capable of the above-described near field communicatiocn and
generates an electromagnetic wave for a passive
communication unit, which is & target, described below. 2an
identifier (ID) used in the short range communication or the
long range communication is allocated in advance to and
stored in the active communication unit 101. As shown in
Fig. 2, an ID "A" (ID &) is allocated to the active
communicaticn unit 101. The ID is not limited to the
storage in the active communication unit 101 and may be
stored in any block as long as the block is provided with
storing means. In addition, the ID allocated to the active
communication unit 101 is not limited to the ID A and any ID
may be allocated to the active communication unit 101.

The asymmetric key generator 102 generates an

asymmetric key that is a pair of an encryption key and a
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5 is one-half of the generated pair. Among the keys generated by the
asymmetric key generator 102, which is the initiator, the encryption key is
transmitted to a passive communication unit 106, which is a target, and is
used as the encryption key when the session 10 key is transmitted. The
passive communication unit 106 and the session key will be described
below. The encryption key and the decryption key, generated by the
asymmetric key generator 102, are based on a public key cryptosystem,
such as a Rivest Shamir Adleman (RSA) 15 cryptosystem, an elliptic
curve cryptosystem, or an EIGamal cryptosystem. In order to verify the

qyalidity.of the, generated;encryption key, a digital certificate conforming to
an ii(ril}t%/rngtionﬁitand:%, such as %.5%93, r?lqay%%c%Va%%ﬁtt%%o%rg%vith
ethergncryptionkey! by, fot exatrple s 20 PAuiblicK ey infrastructure, PKI).

Although the asymmetric key generator 102 according to this

PRRBSHifEnt gefreritestRemdrsption key Hridhthe: 8cdppstiokey, Which

(REs-asymmetricdg.each,other, e, prgsent invention is. pot limited to, this,
case. For example, 25 the asymmetric key generator 107 ma generate

iancercriplidn o 20c keygna: axdeetyptidr key, which are symmetric to each
other (the encryption key and the decryption key are sometimes

colleBHTE reféird§ 15 aS5R 8O/ RKéy T "heé EBRmISE E05%ecrypts
gERepyited data, syeh @s ans +he initiator, the encryption key is

transmitted to a passive communication unit 106, which is a
target, and is used as the encryption key when the session
key is transmitted. The passive communication unit 106 and
the session key will be described below.

The encryption key and the decryption key, generated by
the asymmetric key generator 102, are based on a public key
cryptosystem, such as a Rivest Shamir Adleman (RSAZ)
cryptosystem, an elliptic curve cryptosystem, or an ElGamal
cryptosystem. In order to verify the validity of the
generated encryption key, a digital certificate conforming
to an international standard, such as X.509, may be
transmitted along with the encryption key by, for example,
Public Key Infrastructure (PKI).

Although the asymmetric key generator 102 according to
this embodiment generates the encryption key and the
decryption key, which are asymmetric to each other, the
present invention is not limited te this case. For example,

the asymmetric key generator 102 may generate an encryption
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5 encrypted session key, received by the active communication unit 101,
with the decryption key generated by the asymmetric key generator 1102.
When the received encrypted data is the encrypted session key, the
encrypted session key is decrypted into a session key that is used as a
common key 10 for encryption and decryption in the communication with
the long-range communication unit 104, described below. The encryption
and decryption with the common key is based on a secret key
cryptosystem and has a processing éﬁeé'd that is several hundred to
several thousand times higher than that 15 of the encryption and

ecryption with the public key or the secret key. Accordingly, the
k - )
% cr%lgﬁoﬁ \gin@dp 5@8@%%%%’ i t‘i!ﬁgelé:om?nroen 5&“’%‘8& %ll%vscegr rocesShge®
(lord emtheppparatus; Thadongaange cgmmunicatipnunit 104has.a s
function of transmitting and receiving data in the long range 20

CEMPTIRES SN TsHeg, F8F ekanfdle atheoBiwetodthyWhen the data is
transmifted in the long range communication, it is necessary to specify
the 1D (for gfar%%f%, ID g;}ofd %%r%%gﬁsmﬁﬁfé%%géepgrfir:\aetr?\’/vhffawci &s ‘an

ealtagateddn sdviance, Bad toryansmititheyspecified:1D 25 dhenunicat ion
encryptor/decryptor 105 decrypts the data received - 21 by the long-range

ugdmmdricaibhini 04 St itlel e8sdien kanasaryptedbytthe decryptor
e e R T
dd0a40is the encrypted session key, the encrypted session key
is decrypted into a session key that is used as a common key
for encryption and decryption in the communication with the
long=-range communication unit 104, described below. The
encryption and decryption with the common key is based on a
secret key cryptosystem and has a processing speed that is
several hundred to several thousand times higher than that
of the encryption and decryption with the public key or the
secret key. Accordingly, the encrypticn and decryption with
the common key has a lower processing lcad on the apparatus.

The long-range communication unit 104 has a function of
transmitting and receiving data in the long range
communication using, for example, the Bluetooth. When the
data is transmitted in the long range communication, it is
necessary to specify the ID (for example, ID B) of the
communication partner, which is allocated in advance, and to
transmit the specified ID.

The encryptor/decryptor 105 decrypts the data received
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5 another secure-communication-function mounted apparatus 10. The
encrypted data is externally transmitted through the long-range
communication unit 104. The switching unit 111 controls the operations of
the active communication unit 101 and the long-range 10 communication
unit 104 to switch the communication means in response to an external
response. For example, when the decryptor 103 returns a response

indicating that the encrypted sesslog jlfey has been decrypted, the
switching unit 111 controls the comrunication functions of the active 15

communication unit 101 and the long-range communication unit 104 to

b§W£tﬁE fﬁoéﬂéh‘% ﬁg&t @5‘ eucr:lonc;]a l'%.noica.ltwjlonn o tﬂ?&}longt ar% ¥ session
communicaftion ndover). Tﬁe switching between fhe shorFrange

kegmimunigatied and thedoagdapgecomminicativhe agserdiag §9 thise
embodiment will be described below. 20 A secure communication

CQFpYPAOE SE LS HRTy 1P AncBRBGdiment Al Howltse 8858ABEd With from

creference 1o Fig. 3, g 8:i5.2 black diagram schematically showing the
structure of the secure communication apparatus accoE?Hlng to " this

apaiiadiment 26 Assiown ia Eign3, thecece coaHauRiCatipn apparalus,
-22 22 accordirlljgﬁto this embodiment includes the passive

TRBnfiftRidatidh (ift 206 TapRbie BRthe/néarield EominmiEaten, &he
18REDRIAL L0 Afandam pumber gengggtor 108, a long-range

communication unit 109, an
The switching unit 111 controls the operations of the

active communication unit 101 and the long-range
communication unit 104 to switch the communication means in
response to an external response. For example, when the
decryptor 103 returns a response indicating that the
encrypted session key has been decrypted, the switching unit
111 controls the communication functions of the active
communication unit 101 and the long-range communication unit
104 to switch from the short range communication to the long
range communication (handover). The switching between the
short range communication and the long range communication
according to this embodiment will be described below.

A secure communication apparatus 22 according to an
embodiment will now be described with reference to Fig. 3.
Fig. 3 is a block diagram schematically showing the
structure of the secure communication apparatus according to
this embodiment.

As shown in Fig. 3, the secure communication apparatus



10

15

20

23

5 encryptor/decryptor 110, and a switching unit 112. The secure
communication apparatus 22 is provided insi-de or outside the
secure-communication-function mounted apparatuses 10, like the secure
communication apparatus 20 described above. 10 The passive
communication unit 106 shown in Fig. 3 is a target capable of the near
field communication, described above, and can respond to the
electromagnetic wave transmitted from the initiator. The passive
communication unit 106 can receiVe?tﬁe‘eIectromagnetic wave from the
15 initiator to generate an electromagnetic wave and can return the
enerated electromagnetic wave, An identifier (ID) used in the short range

ZComnTUHICALISh BF thé iond PaTgE ESMmdMcation s &ftscdtad Sihadvance
cdonifeh stareddn the passive eampmunication it 20,106.;4s shown in Fig.
3,an ID "B" (ID B) is allocated to the passive communication unit 106.
cTheUDiis Fot dimited: tonthe sroragelii the passheccommmuirticatiom eni ko6
l%rgd rga;iot%ie §trorgd in an block ats,long as,the_block is provided with
stofing means. M addition. te 1D ai6Cat&d o thé pative 25
cBQPPHHIeation tAE-1A6 isinot limited ta fhe HR B.and.any 1D,223 may be
allocated to the passive communication unit 106. The encryptor 107 uses
the ehERyptiRAKEy, SRRIEANIS CRanSMittatbroatthe détivescommuiesdtion

. unit 101 being the initiator and is received by the passjive communication
inslde oy outside e secure-communication-zunction mounted

unit
apparatuses 10, like the secure communication apparatus 20
described above.

The passive communication unit 106 shown in Fig. 3 is a
target capable of the near field communication, described
above, and can respond to the electromagnetic wave
transmitted from the initiator. The passive communication
unit 106 can receive the electromagnetic wave from the
initiator to generate an electromagnetic wave and can return
the generated electromagnetic wave.

An identifier (ID) used in the shcrt range
communication or the long range communication is allocated
in advance to and stored in the passive communication unit
106. As shown in Fig. 3, an ID "B" (ID B) is allocated to
the passive communication unit 106. The ID is not limited
to the storage in the passive communication unit 106 and may
be stored in any block as long as the block is provided with
storing means. In addition, the ID allocated to the passive

communication unit 106 is not limited to the ID B and any ID
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5 106 being the target, to encrypt the generated data, such as the
session key, and supplies the generated encrypted data to the passive
communication unit 106. The random number generator 108 generates a
random number having a predetermined number of digits at random. 10
The generated random number is used as a bit pattern of the session key
(hereinafter sometimes referred to as the random number). Since the bit
pattern is the random number generated at random, the bit pattern of the
session key is not likely to be gue_sséa by a third party. 15 Although the
random number generator 108 according to this embodiment is, for

example,.a circuit including hardware that performs sampling for a
SR rirealonss GSHior rcht 15 SeRer e R Hha T andBm Humbey Sthe

randamenumber geperator 108d4s natdimitad-ta-such aicreUit, 2O For <
example, the random number generator 108 may be a computer program
LFRIRdAG Gtk 6F ATbrérRodalesthat gemerdtea pseudoirandom haiberthe
.on the basis of.a seed, which is an input bit pattern. Since the long-range
R EaRon it 106 e 35 Thcry BTy soF TT0. BRAARE T ot
1switebingounit 4 12124 pcoosdingdoythis embogiment have appsoximatalya s
the same structures as the long-range communication unit 104, the

téﬁc%%éri/a@cﬂg@zor 205, &vdPHe SWittRAmoPaRie 111 tespeetrily st
tg]EK%:%éggﬁggegé%ﬁﬁﬁ%@ggﬂgn unit 106. a

The random number generator 108 generates a random
number having a predetermined number of digits at random.
The generated random number is used as a bit pattern of the
session key (hereinafter sometimes referred to as the random
number}. Since the bit pattern is the random number
generated at random, the bit pattern of the session key is
not likely to be guessed by a third party.

Although the random number generator 108 according to
this embodiment is, for example, a circuit including
hardware that performs sampling for a high-frequency
oscillator circuit to generate & true random number, the
random number generater 108 is not limited to such a circuit.
For example, the random number generator 108 may be a
computer program including one or more modules that generate
a pseudo random number on the basis of a seed, which is an
input bit pattern.

Since the long-range communication unit 109, the

encryptor/decryptor 110, and the switching unit 112
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5 omitted herein. Although the secure communication apparatus 20 and
the secure communication apparatus 22 are separated from each other
in the above embodiments, the present invention is not limited to this
case. For example, the secure communication 10 apparatus 20 and the
secure communication apparatus 22 (the initiator and the target) may be
integrated into one. The active communication unit 101 according to this
embodiment will now be described v§i h reference to Fig. 4. Fig. 4 is a
block diagram schematically showing the 15 structure of the active
communication unit according to this embodiment. Since the passive

=conymupiealion il 108, show b Fig. 3 is, siyctired In apprgumately the
same manner as in the active communication unit TS%, adetaled

stdesctiptien abthenpassive commpenisationdinit:1064s amitted hereirn 20
As shown in Fig. 4, the active communication unit 101 according to this

BB T ERENIIES an Anteriis! 30 T.ea SreteRick 303 % derhbtulator
réid 2dgeader 3973, dala qrgcessor.399,.an engoder 311, a selecior

313, an electromagnetic wave outputter 315, a modulator 317, a foad” 25
ombdekatore3Edna controller 321, and a power supplier 323. - 25 The
antenna 301 js a closed loop coil and outputs an electromagnetic wave in

respOhsRIBR VARLLGH A TUT PR dwing: PRoGER #é BB, AV aRtioR A
sG{ng@aeeﬁmﬂ%mgﬂggggs§9@J9n§té0@9g as.the.antenna 301 causes

other in the above embodiments, the present invention is not
limited to this case. For example, the secure communication
apparatus 20 and the secure communication apparatus 22 (the
initiator and the target) may be integrated intc one.

The active communication unit 101 according to this
embodiment will now be described with reference to Fig. 4.
Fig. 4 is a block diagram schematically showing the
structure of the active communication unit according to this
emboediment. Since the passive communication unit 106 shown
in Fig. 3 1s structured in approximately the same manner as
in the active communication unit 101, a detailed description
of the passive communication unit 106 is omitted herein.

As shown in Fig. 4, the active communication unit 101
according to this embodiment includes an antenna 301, a
receiver 303, a demodulator 305, a decoder 307, a data
processor 309, an encoder 311, a selector 313, an
electromagnetic wave outputter 315, a modulator 317, a load

modulator 319, a controller 321, and a power supplier 323.
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5 current to flow through the antenna 301. The receiver 303 receives the
current flowing through the antenna 30, performs at least tuning and
detection, and supplies a signal to the demodulator 305. The demodulator
305 demodulates the signal supplied from the receiver 303 10 and
supplies the demodulated signal to the decoder 307. The decoder 307
decodes, for example, a Manchester code, which is the signal supplied
from the demodulator 305, and supplies data resulting from the decoding
to the data processor 309. 15 The data processor 309 performs
predetermined processing on the basis of the data supplied from the

decogder 307. The da_3 processor. 309 also supplies data to be
transmittedntt(:neanrrlﬁ‘dathetré‘"‘élpff)araatugJt8"?ﬁé?l sin%%%eg%i . T8 SHETRr 31"

cpacodesdbe data supphed frorm the lata 20 precasser 399 int, fokrrent
example, a Manchester code and supplies the encoded data to the
LLgIECHGr SESOTRE seléctsr 313 sbletts éitftérthelmotinfator 817 brthé lux

+10ad, moduylator 319 and supplies the signal supplied fram the encoder
311 t%pthe selected modulator. 25 The ggleec?c?%f? gelge@%s fre o dut&tor
o3t 7eortthedoatcw26 hnedutateh 312 winster 4he control of the controller 321.

The controller 321 controls the selector 313 so as to select the modulator

317 ﬁlfﬁg%%?ﬁﬁwﬁ%a%% ﬁl%ﬂ%jigﬁtﬁetééﬁivéqﬁééétorfiiﬂ’wéng through
cip@mmupicatiopymage,is fhe passive mode and the .« yecection, ang

supplies a signal to the demodulator 305. The demodulator
305 demodulates the signal supplied from the receiver 303
and supplies the demodulated signal to the decoder 307. The
decoder 307 decodes, for example, a Manchester code, which
is the signal supplied from the demodulator 305, and
supplies data resulting from the decoding to the data
processcr 309,

The data processor 309 performs predetermined
processing on the basis of the data supplied from the
decoder 307. The data processor 309 also supplies data to
be transmitted tc another apparatus to the encoder 311.

The encoder 311 encodes the data supplied from the data
processor 309 into, for example, a Manchester code and
supplies the encoded data to the selector 313. The selector
313 selects either the modulator 317 or the load modulator
319 and supplies the signal supplied from the encoder 311 to
the selected modulator.

The selector 313 seleéts the modulator 317 or the load
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5 active communication unit 101 is the initiator. The controller 321
controls the selector 313 so as to select the Load modulator 319 if the
communication mode is the passive mode and the active communication
unit 101 is the target. Accordingly, the signal output from the encoder 311
is 10 supplied to the load modulator 319 through the selector 313 in the
case where the communication mode is the passive mode and the active
communication unit 101 is the target.ln contrast, the signal output from
the encoder 311 is supplied to the modulator 317 through the selector
313 in the other 15 cases. The electromagnetic wave outputter 315
rRRRIES 40 the sanienna 391, a.CyYireps caysipgthe anienna 301-o;radiate,
a carrier wave (the electromagnetic wave corresponding to the carrier
cwavey having’a predetermized frequehey e 23modutator31%elect the
mrgfggj%ulates the_carrier wave, which is the current supplied from the
electr

BDivgrietic wave SutpaaH315 258 HoWiAG throughthe ErtERAnEstaL,
ol accardansenwith the, signaksupplied from theselector 313. The «ne

antenna 301 radiates the electromagnetic wave resulting from the 25
affoditationofithie ehidar wave indécdrzlance with the data. - 2Thsupplied

CQSQ};E elggtaBE)EocceC§I§gr 309 t&}he encoder 311. The load modulator 319
Varies the impedafice ocetrring: witen TiTe 2bil e éxtstnafly viewit 8§ thehe

1aatennad04 48 racaardance wath-the-signak sypplied from the selegtar 313,

mode and the active communication unit 101 is the target.
Accordingly, the signal ocutput from the encoder 311 is

supplied to the load modulator 319 through the selector 313

" in the case where the communication mode is the passive mode

and the active communication unit 101 is the target. In
contrast, the signal output from the encoder 311 is supplied
to the modulator 317 through the selector 313 in the other
cases.

The electromagnetic wave outputter 315 applies, to the
antenna 301, & current causing the antenna 301 to radiate a
carrier wave (the electromagnetic wave corresponding to the
carrier wave] having a predetermined frequency. The
modulator 317 modulates the carrier wave, which is the
current supplied from the electromagnetic wave outputter 315
and flowing through the antenna 301, in accordance with the
signal supplied from the selector 313. The antenna 301
radiates the electromagnetic wave resulting from the

modulation of the carrier wave in accordance with the data
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5 If another apparatus outputs an electromagnetic wave, which is a
carrier wave, to form an RF field (magnetic field) around the- antenna
301, the impedance occurring when the coil is viewed as the antenna 301
is varied to vary the RF field around the antenna 301. As a result, the
carrier wave, 10 which is the electromagnetic wave output from the other
apparatus, is modulated in accordance with the signal supplied from the
selector 313 and the data supplied fr the data processor 309 to the
encoder 311 is transmitted to the othér apparatus outputting the
electromagnetic wave. 15 The modulator 317 and the load modulator 319

L, for Dle litude shift keying (ASK the modulati
S?h%%é%ﬁ?ﬂ? (iéhzé%nleoad ugé:t?ocne metho %%c?%)%)eg %llrff té' Cr%%% u Ia%gr 17
and thtecloaskmathdatos 849 is net limitedstor the AflcRhase shifikeying
(PSK), quadrature amplitude 20 modulation (QAM), or others may be
"BEBptEE aSthe mMddarativh™ fretkod 1f tfe nistuiatorBieana tHé lodd

maduiator:319. The deqreg of the madulation is not limited to

: predetermﬁ?ned value, sucf?gs a vé%%% from 8‘%%18 ;%b% %&g‘]f/c?,corofoo%}o?'

I finglhmalye bessatdoaz preferredwalue 25 Thewontalles 321 ¢entegls@achh
block in the active - 28 communication unit 101. The power supplier 323

L3upphids & FEqUitE8 poiertdEacdbBEK §i &l athog eohimuAicadivh unit

=101 Refewing {o Fig,. 4 dinesiipdicating dhe control gf.gach block in the
active communication unit 101 by the

coil is viewed as the antenna 301 is varied to vary the RF

field around the antenna 301. As a result, the carrier wave,

which is the electromagnetic wave output from the other

apparatus, is modulated in accordance with the signal

supplied from the selector 313 and the data supplied from

the data processor 309 to the encoder 311 is transmitted to

the other apparatus outputting the electromagnetic wave.

The modulator 317 and the load meodulator 319 adopt, for
example, amplitude shift keying (ASK) as the modulation
method. However, the modulation method adopted in the
modulator 317 and the load modulator 319 is not limited to
the ASK. Phase shift keying {PSK), quadrature amplitude
modulation (QAM), or others may be adopted as the modulation
method in the modulator 317 and the load modulator 319. The
degree of the modulation is not limited to a predetermined
value, such as a value from 8% to 30%, 50%, or 100%, and may
be set to a preferred wvalue,

The controller 321 controls each block in the active
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5 controller 321 and lines indicating the supply of the power to each block
in the secure-communication-function mounted apparatuses 1 by the
power supplier 323 are omitted for simplicity. Although the decoder 307
and the encoder 311 process 10 the Manchester code in this
embodiment, the present invention is not limited to the above case. The
decoder 307 and the encoder 311 may select one kind of code from
multiple kinds of codes including rlotz%nly the Manchester code but also
modified mirror and non-return-to-zero (NRZ) 15 to process the code of
the selected kind. If the active communication unit 101 operates only as
in the ivenode,.the selector 313, the electtomagnetic
i SUAptes S5 A the madeidiar 517 W B frmaved o 18 *
ragtive evnpmwuaicationewnih 1010 k20 thisiease; the-pownersupplier 8322
yields gower, for example, from an external electromagnetic wave

uidceivdd by thet antdmta 3015 Fhe sbeutd RommbRictibherineigncontrol
o faunied.apparatys 10, agearding fo.this emiqdiment is strygturgd B

to be 25 capable of the communications according to one or more -
coommubicatiohlprotacdlsprsaddition 46 the nelas fielb commfinicadiofcwe r
described abagve. Accordingly, the near field communication is one of the

* LoRifitinfeatiohs docdtaint fo Mt BTG ARINEAToN ProtogBIsTHat <
aéﬁ@yggﬁgégkﬁlby the power supplier 323 are omitted for =

simplicity.

Although the decoder 307 and the encoder 311 process
the Manchester code in this embodiment, the present
invention is neot limited to the above case. The decoder 307
and the encoder 311 may select one kind of code from
multiple kinds of codes including not only the Manchester
code but also modified mirror and non-return-to-zero (NRZ)
to process the code of the selected kind.

If the active communication unit 101 operates only as
the target in the passive mode, the selector 313, the
electromagnetic wave outputter 315, and the modulator 317

may be remcved from the active communication unit 101. In

this case, the power supplier 322 yields power, for example,

from an external electromagnetic wave received by the
antenna 301.

The secure-communication-function mounted apparatus 10
according to this embodiment is structured so as to be

capable of the communications according to one or more
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5 protocols include, in addition to the NFC, ISO/IEC (International
Organization for Standardization/International Electrotechnical
Commission) 14443 defining the communication with an IC card, ISO/IEC
15693 defining the communication with an RF tag (radio 10 frequency
tag), Bluetooth, and WLAN or other communication protocols. A series of
communication processing in a communication system 100 according to
an embodiment will now be descripegl with reference to Fig. 5. Fig. Sis a
sequence diagram 15 schematically s%owing the series of communication
processing in the communication system according to this embodiment.

cARANNLIN Bl 2, whien the segurescommunigation: function moynted
apparatus 10a communicate’s with the secure- communication-furiction

cmounted apparatissHRh Hik s 20 mesessarytorestablish theiseguter £ie14d
communication in the short range communication. Hence, the

C BRI CAMtNit AtiBRS fuictiohSmB ORtEH AF paretis 10898 TRéGEd A

nAHYaRGS OAaNge. PRI e le-coppupisationsunelan
mounted apparatus 10a can establish the short range communication 25

pwithadheisecureicaimmuinicatinii-funationcmobatedrappastus 40b. - 30 A
case where the secure-communication-function mounted apparatus 10a

{ ARGTRB LRS- Lo AR RuncEBN mounted apparatus 10b,
s@caarding 1o this.embediment ate jogated  within.a rangs inyhich the .,

short range communication can be
14443 defining the communication with an IC card, ISQ/IEC

15683 defining the communication with an RF tag (radio
frequency tag), Bluetooth, and WLAN or other communication
protocels.

A series of communication processing in a communicaticn
system 100 according to an embodiment will now be described
with reference to Fig. 5. Fig. 5 is a seguence diagram
schematically showing the series of communication processing
in the communication system according to this embodiment.

As shown in Fig. 5, when the secure-communication-
function mounted apparatus 10a communicates with the secure-
communication-function mounted apparatus 10b, it is
necessary to estabiish the secure communication irn the short
range communication. Hence, the secure-communication-
function mounted apparatus 10a is moved, in advance, to a
range in which the secure-communication-function mounted
apparatus 10a can establish the short range communication

with the secure-communicaticn-function mounted apparatus 10b.
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5 established between them will now be described with reference to Fig.
6. Fig. 6 is a schematic diagram illustrating the short range
communisation between the secure-communication-function mounted
apparatus 10a and the secure-communication-function mounted
apparatus 10b 10 according to this embodiment. As shown in Fig. 6, when
the secure-communication- function mounted apparatus 10a is moved to a
range, for example, of about 10 cm £ 8m_the secure-communication-
function mounted apparatus 10b, both“the secure 15
communication-function mounted apparatuses 10a and 10b are within the
range, i ich the short rapge communication can be_established.
Se(?u%er%%l%mmu%c%%o%ﬁg gsgtggﬁ&"e%og&ﬁlelecna fenFunction mounted
apeeuresceminiunieationfenetiem mourtechappasatuses 0a-anth1Qb i@ tea
achieve the long range data communication. 20 Although the
2BBEHR ESMMiicafGRHhEHort tndinted UppRiafen 10adnTFig 06 3¢ ad
mqbile ph d.the secure: communication-function mounted
At T B B e A S e on can b
eseelrkictribrication- functionimounted appaketusesdQasanchthe 10b
are not limited 25 to this example. The headset, which is provided with a -

T35S EFESRerand Homidtophdhe:; trindmitd & Fétees dhamraita to and
i g the, mobjle-phone ko tealize, drect gEImmLINGAlion il lhe mobile

phone even it a user does not directly have the mobile phone at one ear.
secure-communication~function mounted apparatus 10a and the
secure-communication-function mounted apparatus 10b
according to this embodiment.

As shown in Fig. &, when the secure-communication-

function mounted apparatus 10a is moved to a range, for
example, of about 10 cm from the secure-communication-

function mounted apparatus 10b, both the secure-

communication-function mounted apparatuses 10a and 10b are

- within the range in which the short range communication can

be established. Secure communication is established between
the secure-communication~function mounted apparatuses 10a
and 10b to achieve the long range data communication.
Although the secure-communication-function mounted apparatus
10a in Fig. 6 is a mobile phone and the secure-
communication-function mounted apparatus 10b in Fig. 6 is a
headset for the mobile phone, the secure-communication-
function mounted apparatuses 10a and the 10b are not limited

to this example., The headset, which is provided with a
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5 The process of establishing secure communication in the short range
communication between the secure-communication- function mounted
apparatuses 10 according to this embodiment will now be described with
reference to Figs. 7 and 8. Figs. 7 and 8 are schematic diagrams
illustrating the process of 10 establishing secure communication in the
short range communication between the secure-communication-function
mounted apparatuses 10 according tg)ltth embodiment. As shown in Fig.
7, the secure-communication-function “mounted apparatus 10a, which is
the initiator, and the 15 secure-communication-function mounted

5PRRYAISES 100 and. 193, which arg the fargels, are provided, The .
ecure- communication-function mounted apparatus 0a ‘emits an
telestrontagneticiwaneoiliside:dhe secure-communicadion-tmeteni cation
mounted apparatus 10a 20 can detect a variation of 1% or more in the

"iridynetit e ithat RO BRSFCET by fts8If USpécifiesity, 1Pa vatitiohlof 195e
+RE %ﬁﬁ@éh%%ﬂn%@c field is.caused by an external

secure-communication-function mounted apparatus 10, the
secufdreoprmunication-famctipn Mauntedsapparatusohoa cana25 determinge
that the variation corresponds to a response from - 32 the external

SBBE (L B0 AN S8 HAE5N HTSUIRER dpparafE 10, AL EREWE & ERf—
£dn 8 SECUWECQOMUpcation:functian, mounted;apparatus 100680 4+ on ¢

absorb 4% of the magnetic field
will now be described with reference to Figs. 7 and 8. Figs.
7 and 8 are schematic diagrams illustrating the process of
establishing secure communication in the short range
communication between the secure-communication-function
mounted apparatuses 10 according to this embodiment.

As shown in Fig. 7, the secure-communication-functicn
mounted apparatus 1l0a, which is the initiator, and the
secure-communication-function mounted apparatuses 10b and
i0a, which are the targets, are provided. The secure-
communication-function mounted apparatus 10a emits an
electromagnetic wave outside.

The secure-communication-function mounted apparatus 1Q0a
can detect a variation of 1% or more in the magnetic field
that is preduced by itself. Specifically, if a variation of

% or more in the magnetic field is caused by an external
secure-communication-function mounted apparatus 10, the
secure-—communication-function mounted apparatus 10a can

determine that the variation corresponds to a response from
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5 (or the electromagnetic wave) produced by the secure
communication-function mounted apparatus 10a. The secure-
communication-fanction mounted apparatus 10b can reflect the absorbed
magnetic field so as to vary 1% or more of the generated magnetic field
to respond to the secure 10 communication-function mounted apparatus
10a. In other words, the secure-communication-function mounted
apparatus 10b shown in Fig. 7 is located within a range of, for example,
about 10 cm away from the secure- gémimunication-function mounted
apparatus 10a. The short 15 range communication between the
securec-cgwniurs\ication- function. mounted apparatus 10a and the

Bl ComuREaioR. RGN MOUNTAt ARPSratiS 10 B3R Bk 2PP2r=*as

1 @stablished within the range. The secure-communication-function
mounted apparatus 10c 20 can only absorb 0.5% of the magnetic field
genérated: By the Nséduife-comiftthisativr-furictionunoaatedapparatbs on
10a. Even if the secure-communicatian-function mounted apparatys 1Qc

“ElGe AR SgebioL maghelE T (e ceboi s necrcent Held

( coMmenicationriiinetian tneunted-apparsiusdQawannet deteeta -25
variation in the magnetic field. Consequently, the secure - 33
CEPFRTMLRTCat M-t A TolRtE - apparitas 208 Tahhdt re§pond aoithe-

céﬁ%&ﬁ‘%&? Jnunicationsfunclion mounted apparatus, j0a.In ."%h%ﬁw%d%he
the secure-communlcatlon-%ﬂnctlon moﬁjﬁ)ted apparatus f&c IS FOC& e
abdthinadrangemibwbichitbed so as to vary 1% or more of the
generated magnetic field to respond to the secure-
communication~function mounted apparatus 10a.

In other Words, the secure-communication-function
moeunted apparatus 10k shown in Fig. 7 is located within a
range of, for example, about 10 cm away from the secure-
communication-function mounted apparatus 10a. The short
range communication between the secure-communication-
function mounted apparatus 10a and the secure-communicaticon-
function mounted apparatus 10b can be established within the
range.,

The secure-communication-function mounted apparatus 10c
can only absorb 0.5% of the magnetic field generated by the
secure-communication-function mounted apparatus 10a. Even
if the secure-communication-function mounted apparatus 10c
reflects all the abscrbed magnetic field, the secure-
communication-function mounted apparatus l0a cannot detect a

variation in the magnetic field. Consequently, the secure-
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5 short range communication with the secure-communication- function
mounted apparatus 10a cannot be established. Since the short range
communication according to this embodiment can only be established
within a limited range, the risk of the data sniffing is reduced, compared
with 10 communication means having a wider communication area, for
example, having a radius of 10 m. Next, as shown in Fig. 8(a), in order to
establish the secure communication_according to this embodiment, the
secure-communication-function moutited apparatus 10a 15 generates an
encryption key and a decryption key corresponding to the encryption key.

cShg gnerypton key is fransmitted ouiside fromthe agnat a
Secure-comntnication-fancfion mounted-apparatus T6a 608F e T&Spon

tagnetic-lielde Aceardinglya as show, it Eigh 8@R)uPoth 204h8ratus 10a.
secure-communication-function mounted apparatus lob and the

secute-corRtinitatidh-furitio A TAB AP EPParatis- 108 tAnn fédaive the

=Jaia Loadiass elunetner fhey are Jagated. within the.fande, I whidh,the
short range communication can be established. 25 ﬁowgver, as shown in

skig:t8(binthe seeiien i34 communication=funsiondaneunteshapparatus [0c
cannot respond to the secure-communication-function mounted

P patauIPR" 666N FARR e WinrrmGioRsfuReEeR Fetirrd

appasafs. 1cregrives the.gacryplion ey, a3 desgribed aboye with, . |
embodiment can only be established within a limited range,
the risk of the data sniffing is reduced, compared with
communication means having a wider communication area, for
example, having & radius of 10 m.

Next, as shown in Fig. 8(a), in order to establish the
secure communication according to this embodiment, the
secure-communication-function mounted apparatus 10a
generates an encryption key and a decrypticn key
corresponding to the encryption key.

The encryption key is transmitted outside from the
secure-communication-function mounted apparatus 10a over the
magnetic field. Accordingly, as shown in Fig. 8(a), both
the secure-communication-function mounted apparatus 10b and
the secure-communication-function mounted apparatus 10c can
receive the data regardless of whether they are located
within the range in which the short range communication can
be established.

However, as shown in Fig. 8(b), the secure-
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5 reference to Fig. 7. Hence, only the secure-communication- function
mounted apparatus 10b can encrypt the session key generated by itself
and returns the generated session key to the
secure-communication-function mounted apparatus 10a. As shown in Fig.
8(c), even if the secure 10 communication-function mounted apparatus
10a decrypts the encrypted session key that is received, encrypts data
with the session key, and transmits ghe encrypted data to the
secure-communication-function mounted apparatus 10c, the
secure-communication-function mounted apparatus |0c cannot 15 decrypt

%gggg@{gg) rqlgg{tf even if the secure- communication-function mounted

e 10 can Tecae the Erdryp(iet dafh: BochtSe TRERS s Spond

tsessionsayufos thendeeryption &f the encrypteddata . Aceprsingly::sincea
there is no risk of the encrypted 20 data that is sniffed and decrypted if

e sédurd CorRmURTCAHITTRMCEID A ADU R AP p & JTGSES ¢0 aFBNoEateds

1 Within in.the. tange. in.which the shqrt range communication, cannot.
established, it is posgiblg%segure y %’sta%b is%e%ceré%r?\cr{n&r}ﬁ%gﬁoﬁl%%

rafditiom; ¢he siskigf anbtheHseeure 25 tommunicationSupetienmostedn -
apparatus 10 that is located - 35 within the range in which the short range

L e BhmGRiCATIoN Cth BPesabhsheéds FaR) RRE THHS i< Becasss ivrakey
o hich g, shart iange, compmuynication,can e established s imited in .

space and is under the control of the user.
the secure-communication-function mounted apparatus 10a.

As shown in Fig. 8{(c), even if the secure-
communication-function mounted apparatus 10a decrypts the
encrypted session key that is received, encrypts data with
the session key, and transmits the encrypted data fo the
secure~-communication~function mounted apparatus 10c, the
secure-communication-function mounted apparatus 10c cannot
decrypt the encrypted data, even if the secure-
communicaticn~function mounted apparatus 10c can receive the
encrypted data, because there is no session key for the
decryption of the encrypted data.

Accordingly, since there is no risk of the encrypted
data that is sniffed and decrypted if the secure-
communication-function mounted apparatuses 10 are located
within in the range in which the short range communication
cannot be established, it is possible to securely establish
the communication. In addition, the risk of another secure-

communication-function mounted apparatus 10 that is located
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5 The session key according to this embodiment is a one- time key used
in the long range data communication. Accordingly, a new session key is
generate-d, for example, for every predetermined time or for every
communication session, like a one-time password. 10 It is enough for the
session key, which is first generated with the random number, to be kept
secret until the subsequent session key is newly generated. Hence, it is
sufficient for the encryption key generated by the asymmetric key
generator 102 to have a length that cahriot be 15 decrypted in a short
time, for example, in one second before the session key is generated and

@&g%s ion key is shared. be n the secure-communication-function
“mounte ggpégr% lses' 18" Ctgl\{%ewoserh 3T it i§ HREBSEARTO tetingte iR

ppracessrofiestablishingsegure sommunication;:20-in,a shextperiad of time
in order not to provide to a third party an adequate time when the first
wadsdiohéeys MtfiEh TenHe corfidentiarinformation, arche detiyited. is

S ven if the first session key is sniffed, a secret key having a higher

lggéi%@/e s%% r%;ptﬁ% g%%ﬁaérgtsédugtgt e s%beseccﬁé At 2 t?n%i ngghaenéi1 ?%er first
sessitinekey iss disposed, the-fist : 3§ +sesgion keyhasine fisk of being . -
abused. Referring back to Fig. 5, first, the active communication unit 101

e g8t tormiititatti6RIuleise AstAterrapparhaas 108 performs

A@QB%@EG&E?YFgoﬁ%§ggg%gkon key 1s generated, for example,
for every predetermined time or for every communication
session, like a cne~time password.

It is enough for the session key, which is first
generated with the random number, to be kept secret until
the subsequent session key is newly generated. Hence, it is
sufficlent for the encryption key generated by the
asymmetric key generator 102 to have a length that cannot be
decrypted in a short time, for example, in one second before
the session key is generated and the session key is shared
between the secure-communication~function mounted
apparatuses 10. In other words, it is necessary to
terminate the process of establishing secure communication
in a short period of time in order not to provide to a third
party an adequate time when the first session key, which is
the confidential information, can be decrypted. Since, even
if the first session key is sniffed, a secret key having a
nigher security strength is generated at the subseguent

timing and the first session key is disposed, the first
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5 Step S501. The passive communication unit 106 in the
secure-communication-function mounted apparatus 10b receives the
polling-and transmits a response to the polling to the active
communication unit 101 in Step S502. It is assumed that the
secure-communication-function 10 mounted apparatus 10a and the
secure-communication-function mounted apparatus 10a, shown in Fig. 5,
are located within the range in which,the short range communication can
be established, described above. The active communication unit 101
receives the response 15 transmitted from the passive communication

541t 106 in.[espanse fo,the,pelling, geperies an encryption key and a

decryption Key, and transmits the encryption key and an ID (for example,
an NREfD)dltorated ko the active scommtstication=unit 103(S503). The
NFC ID corresponds to, 20 for example, "ID A" or "ID B", described above

R PerePéiCe e Bigs. Pdnd 3. Biter 176 PatSEBIAktiidaior URR 2oen
nFRGEIVes g@%aeﬁrmgtiqr@gegépfiotﬂﬁs'Dpé*mﬂggg%;%wbﬁ%@gg%@ ) in

108 generates a random number at random ( . The generated 2
Srardchhiumbéhis psed as¢he sessmickey, as descridetbabavehe37 The

encr é)tor 107 encrypts the generated session key with the encryption key
it BRB ACRty TRCANEY" 1SB08 Theen B Sesidn RegigeL ves

tHanspitteddodhe activescammunication Hoit 101 alongwith anJD fog .
exqmple, . . .
active communication unit 101 in Step $502.

It is assumed that the secure-communication-function
meounted apparatus 10a and the secure-communication-function
mounted apparatus 10a, shown in Fig. 5, are located within
the range in which the short range communication can be
established, described above.

The active communication unit 101 receives the response
transmitted from the passive communication unit 106 in
response te the polling, generates an encryption key and a
decryption key, and transmits the encryption key and an ID
(for example, an NFC ID) allocated to the active
communication unit 101 (8503). The NFC ID corresponds to,
for example, "ID A" or "ID B", described above with
reference to Figs. 2 and 3.

After the passive communication unit 106 receives the
encryption key and the ID, the random number generator 108
generates a random number at random (S504). The generated

random number is used as the session key, as described above.
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5 an NFC ID) allocated to the passive communication unit 106 (5506).
After the active communication unit 101 receives the encrypted session
key and the ID, the decryptor 103 decrypts the encrypted session key
with the generated decryption key 10 (5507) to yield the session key. The
active communication unit 101 can identify the passive communication
unit 106 (the secure-communication- function mounted apparatus 10b),
which is the communication partner, on the basis of the ID received from
the passive 15 communication unit 106. The passive communication unit
106 can identify the active communication unit 101 (the secure-

communication:function mounted apparatus 10a), which is the .
communication%gartner, on thxe‘i%a%a%;%ft el ?%eﬁ%&%losnegssv@iﬁwnthkeey
waritryptiondeyr 20tThe: deerypiad sesaiordkeynisasupplied todbeived
encr%/ftor/decryptor 105 and the ID of the passive communication unit

(£06, receivety by & WREiGE cHffmtAfcaliBr driit toEriswipptidd e thee

alongoranag-campudnication init 194. The 1P of the acfive communicatio
unit 101, received 25 by the passive comrr?uniéaﬁon unl?tljio ,CI}Sr sﬁﬁ%ﬁg &

ato theC- 38) lonblrarnge=communieation: gnitd 0%and the-sessiankey: 106
g%l%rated by the random number generator 108 is supplied to the

(BREY tor/decryptor 110. As a result, both the long- range communication

unit 334 apdhe 19RY3A98 ommunication unit 101 receives the -
encrypted session key and the ID, the decryptor 103 decrypts
the encrypted session key with the generated decryption key
(8507) to yield the session key.

The active communication unit 101 can identify the
passive communication unit 106 (the secure-communication-—
function mounted apparatus 10b), which is the communication
partner, on the basis of the ID received from the passive
communication unit 106. The passive communication unit 106
can identify the active communication unit 101 (the secure-
communication-function mounted apparatus 10a), which is the
communication partner, on the basis of the ID received along
with the encryption key.

The decrypted session key is supplied to the
encryptor/decryptor 105 and the ID of the passive
communication unit 106, receiwved by the active communicatiocn
unit 101, is supplied to the long-range communication unit
104. The ID of the active communication unit 101, received

by the passive communicaticn unit 106, is supplied to the
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5 communication unit 109 can identify the communication partner. After
the decryptor 103 decrypts the encrypted session key into the session
key (Step 5507), the switching unit 111 transmits a switching request to
switch from the short range 10 communication, such as the near field
communication, to the long range communication using, for example, the
Bluetooth, (for example, a request signal for communication switching or
a media handover request) to the pa§§iv§ communication unit 106
through the active communication unit 101 (S508). 15 The Bluetooth
communication has a higher transmission speed, transmits large volume

et maresapidivand. elficleny, and i3e auider commupicatipn jange.

compared with the near field communication. Accorcﬁngly, itis Useful to

gswitch fraimitheshort rangencamniunication ta the- 20deng $sar@eplied to
communication, for example, when a user makes a call with the headset

ittt FERARG tAE ThEBITE Phond withhig hERe e s #ié: sitehikeid
rEquestdsiansmittedy communication inforingtion necessary for the long

range 25 communication is exchanged between the
cswoura-colmuonicationl-(39 dancticr mouhtedeppasatisesckD; in-addition

to the identification information, such as the NFC ID, already acquired in
PR RRbrt range communication. The communication information

necessagy-fartbedopg fange 103 decrypts the encrypted session

key into the session key {Step $507), the switching‘unit 111
transmits a switching request to switch from the short range
communicaticn, such as the near field communication, to the
long range communication using, for example, the Bluetooth,
{for example, a request signal for communication switching
or a media handover request) to the passive communication
unit 106 through the active communication unit 101 (S508).

The Bluetooth communication has a higher transmission
speed, transmits large volume data more rapidly and
efficiently, and has a wider communication range, compared
with the near field communication. Accordingly, it is
useful to switch from the short range communication to the
long range communication, for example, when a user makes a
call with the headset without holding the mobile phone with
his hand.

When the switching request is transmitted,
communication information necessary for the long range

communication is exchanged between the secure-communication-



i0

15

20

25

5 communication is exemplified by a Bluetooth device address identifying
the communication partner in the long range - communication. After
receiving the switching request, the passive communication unit 106
transmits a response (for example, a 10 media handover response) to the
switching request transmitted from the active communication unit 101 to
the active communication unit 101 (5509). The active communication unit
101 receives the response. The securg-communication-function mounted
apparatus 10a 15 switches from the short range communication by the
active communication unit 101 to the long range communication using,

s{Qrexample, the Bluetooth. b, the long-range. communication  unit 104
(handover) (S511). The secure-communication- function mounted
igppatdtusatGlyswitclies:from tine shottirange20:cammunicationr oydthe
assive communication unit 106 to the long range communication by the

STSHY-F&Rg e RomRuRitafibnT BRR A0S IHEMLR P (@510)TBRaring of the
SERBieNKeY: Batween the secure; communicatiop-function rounted.

apparatuses 10a and 10b 25 causes the secure communication to be
cenmblishadiand e e¥onshoftiradgescommlnicatiorbetseerethediacties
unit 101 and the passive communication unit 106 is

., communicatio
S CSA T AYs FobI5) B EhchTe UADRBATRANAtGA T baFB T ERith

cthunication. -

After receiving the switching regquest, the passive
communication unit 106 transmits a response {for example, a
media handover response) to the switching reguest
transmitted from the active communication unit 101 to the
active communication unit 101 (8509). The active
communication unit 101 receives the response.

The secure-communication~function mounted apparatus 10a
switches from the short range communication by the active
communication unit 101 to the long range communicatien using,
for example, the Bluetooth, by the long-range communication
unit 104 (handover) (S511). The secure-communication-
function mounted apparatus 10b switches from the short range
communication by the passive communication unit 106 to the
long range communication by the long-range communication
unit 109 (handover) {(5510).

Sharing ©f the session key between the secure-
communication-function mounted apparatuses 10a and 10b

causes the secure communication tc be established and the
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5 session key shared in the short range communication between the
switched long-range communication unit 104 and long- range
communication unit 109 (S513). The first- session key shared in the short
range communication is newly generated, for example, each time the
session is terminated. With this 10 structure, it is possible to further
improve the security, compared with the process of establishing secure
communication in the long range cpnlr@upication. Although the common
key on the basis of a common key cryptosystem is used as the session
key according to this embodiment, the present 15 invention is not limited

dosuch-asession ke Wieniheshort 1angs, commungalion is swiiched
to the long range communication, the long-range communication uni 164
uand thé lorgwange coarmunicationunit £09 can ideatify: the i s
tcommurg;ic:ation artner to perform the data communication 20 even if the
gorrrﬁ%ﬁ'll?nfégtiéﬁ%a%t)n'er is not specified by the user. Since the long-range

commyBicatiop it 104 and-the lang:rangs, C?Q"?%QiﬁsyﬁQ&‘”&%%g £Ro
identify the communication partner on the basis of the identification 2
sifermaticn (for lexaraplen thd NRQ D kot thegeommumication : 44 parnesn

Iready acquired in the short range communication, the long-range
ks T AT b o i

rBgyestabtishihedata communigation with communieation papners, other,
than the
shared in the short range communication is newly generated,
for example, each time the session is terminated. With this
structure, it is possible to further improve the security,
compared with the process of establishing secure
communication in the long range communication. Although the
common key on the basis of a common key cryptosystem is used
as the session key according to this embodiment, the present
invention is not limited to such a session key,

When the short range communication is switched to the
long range communication, the long-range communication unit
104 and the long-range communication unit 109 can identify
the communication partner to perform the data communication
even 1if the communication partner is not specified by the
user.

Since the long-range communication unit 104 and the
long-range communicatiocn unit 109 can identify the
communication partner on the basis of the identification

information (for example, the NFC ID) of the communication
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5 ones identified with the acquired identification information. Accordingly,
it is possible to prevent improper data communication with false
communication partners. As described above, when the data
communication is established between the
secure-communication-function 10 mounted apparatuses 10 in the
communication system according to this embodiment, only one
secure-communication-function rQOLH'Ilteg apparatus 10 first entering the
communication area in which the short range communication can be
established can be identified to securely exchange the session key 15

pWithput complicated settingsdar the %ﬁ%ur@n%%%g%ti%dmgggi@m,
the secure communication can be established in the Tong range

tbembnumgicatiophavengraniicer communicatidoh areh ahd alhigherange
communication speed, compared with the short range communication, by

CQteRing o thE short Yang€ 20°lorfifiidatth {0 he dhd range
cSRmmuURication and Ysing.then sessionkey.shareddn the shortrange, o

communication. Since the communication partner (the secure-
cpemmidsichtidnddneticr mMownted apparatus 19) of the tdng rangéormation.

A8gmrn(}lurxllic tion.ctanige i%esr%ty'e;ldeby exchangin the 25 sess'ion key uged
if the Shortfange com unlca!flon, ﬁ?sgﬁfiv%b SsiBIE & Biifnifn&tethe ris
cohestablishing the date LOmMUBIGRIANWINR &R ynspedified 5

secure-communication- function mounted apparatus 10, thus easily

identifgirntether dormimapicationpartndie astabliskrthmidatation is
eggggggg§§gogétween the secure-communication-function
mounted apparatuses 10 in the communication system according
to this embodiment, only one secure-communication-function
mounted apparatus 10 first entering the communication area
in which the short range communication can be established
can be identified to securely exchange the session key
without complicated settings for the secure communication.
In addition, the secure communication can ke established in
the long range communication having a wider communication
area and a higher communication speed, compared with the
short range communication, by switching from the short range
communication to the long range communication and using the
session key shared in the short range communication.

Since the communication partner (the secure-

communication-function mounted apparatus 10) of the long

range communication can be identified by exchanging the

session key used in the short range communication, it is
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5 In the process of establishing secure communication in the short range
communication, it is sufficient for the encryption key used for keeping the
session key exchanged between the secure-communication-function
mounted apparatuses 10 secret to have a key length so as to provide 10
a strength against identification of the session key by a third party after
the encryption key is transmitted before the session key encrypted with
the encryption key is decrypted, theg ssion key is exchanged, and the
long range communication is started. Hence, it is possible to 15 efficiently
perform the process of establishing secure communication even if the

oRIOCESSING powet, for example, the, 1‘2%’?”&%@%%%‘5%?9&“%‘?{ each
apparatus Is not so Jhlgah It is sufficient to génerate the pair o the

cengrypliontkey antttheadearypien key eccordingdo dbisembeodiment; if
20 necessary. Since a digital certificate or the like of the pair is not

fHESéés%ﬁilf_F_?é&ﬁi?@d,%’%@ﬁﬁﬂi&%téd) prcféé}b%réafbﬂégijs_ﬁ%‘ﬁ%ﬁfdﬁi_tﬁé the

Higitahcenticate ganhe.omitted.. The serjes. of pracessing, deseribed .
above, may be performed by dedicated hardware or may be performedrl)y
25 scftwate: Ibthecseriesof procassinghisrperfarmead: by erdd: rsoftitaren thien

tErﬁograms in the software are installed in a general-purpose computer or a

CrOCBRIpUtRRIPh & PROYAHTE Thad beldtoted aAdv&RcE In Atardlfisk
e%%‘l&&@&) icluded. 4n fae compuer ot in.a SIrage device. SUG.asg &y
betweén the secure-communication-function mounted
apparatuses 10 secret to have a key length so as to provide
a strength against identification of the session key by a
third party after the encryption key is transmitted before
the session key encrypted with the encryption key is
decrypted, the session key i1s exchanged, and the long range
communication is started. Hence, it is possible to
efficiently perform the process of establishing secure
communication even 1f the processing power, for example, the
computational capacity of each apparatus is not so high.

It is sufficient to generate the pair of the encryption
key and the decryption key according to this embodiment, 1f
necessary. Since a digital certificate or the like of the
pair is not necessarily required, a complicated procedure
for registration of the digital certificate can be omitted.

The series of processing, described above, may be
performed by dedicated hardware or may be performed by

software. If the series of processing is performed by
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5 The programs may be temporarily or permanently stored (recorded) in a
removable recording medium, such as a flexible disk, a CD-ROM
(compact disc read only memory), an MO (magneto-optical) disk, a DVD
(digital versatile disk), a magnetic disk, or a semiconductor memory, in
addition to the 10 above-mentioned HDD or the ROM. Such a removable
recording medium may be provided as package software. The programs
may be transferred by wireless communication from a download site in
the computer over an artificial satellité for digital satellite broadcasting or
15 may be transferred by wire communication in the computer over a

n Ework sug¢ asaLANrgocal ar anetvvtor‘lg) or the Intern%t,ﬂ agldition to
3 ward =] 81‘0%}:‘& S 1n tl e SO & are 81:‘8 1n? a S] Jtrl a
Belng installed from the removable “recording medium Tn the computer.

gdhecomputerseeeivesghec programsdiansieragddndbe above mavhehns
and installs the 20 programs in the storage device. In this description, the

Mo eSS spsideSEbiRg Stheproghard \ihieh tHe tomplitep useggsuded

. pe fgrm a vari%t of Processing iS not n%cessarily Qerfﬁ)rmed inR;' e
lsefcleg2 in the order described in %ﬁéaggqugﬁfclecal’agrgr%, suchas g% 5,25

and may he-pedermedandividuaihyserinparallel{includinge n 44y feftored
example, a parallel process and an object process). Although the wireless
(EBAMARTCALIOR i$ cOTBRIE M thig EIAbEdmTe et Pressitindéntion is

sDoLlimjted o the wirgless,gompmuynication, For example, fhe presenty | .
Invention

MO (magneto-optical) disk, a DVD {digital versatile disk), a

magnetic disk, o¢r a semiconductor memory, in addition to the

above-mentioned HDD or the ROM. Such a removable recording

medium may be provided as'package software.

The programs may be transferred by wireless
communication from a download site in the computer over an
artificial satellite for digital satellite broadcasting or
may be transferred by wire communication in the computer
over a network, such as a LAN {(local area network) or the
Internet, in addition to being installed from the removable
recording medium in the computer. The computer receives the
programs transferred in the above manner and installs the
programs in the storage device.

In this description, the processing steps describing
the programs which the computer uses to perform a variety of
processing is not necessarily performed in time series in
the order described in the sequence diagram, such as Fig. 5,

and may be performed individually or in parallel (including,
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5 is applicable to wire communication or communication in which the
wireless communication is mixed with the wire communication. While the
present invention has been described with reference to what are
presently considered to be the 10 preferred embodiments and the
accompanying drawings, the invention is not limited to the disclosed
embodiments. On the contrary, it will be further understood by those
skilled in the art that the invention is intended to cover various
modifications and equivalent arrangements included within 15 the spirit
and scope of the appended claims. Although the blocks including the

££5YISc key. generalpr 102, h deciyplor 103, the encrypior/decryplor
165, ana-the switching unit 111, in the secure comn?umcaﬁon apparatus

20, aretesethedras hamhwarssindberabove:2Q embodimentsdheipresent
invention is not limited to this example. For example, at least one block,

CBRRGHG THE abbl6 BIBRRE nal BE AT redrdrm iRcltidingiéhe ér rRofd e

«10QdWes oL RamPpeRgRIs; Althquah the blocks including the encryptor. 107,
the 25 random number generator 108, the encryptor? ecryptor 110, - 45

i angctheiswitdhing wnitikEl donthersecste convrURICAROR iapparius 22,
are described as hardware in the above embodiments, the present

R EhtidifisHotdintitsd FSTREREREMDR Fot Sxartlev At fedst drigiBiBck,
~ARRg the abgve .

While the present invention has been described with
reference to what are presently considered to be the
preferred embodiments and the accompanying drawings, the
invention is not limited to the disclosed embodiments. On
the contrary, it will be further understood by those skilled
in the art that the invention is intended to cover various
modifications and equivalent arrangements included within
the spirit and scope of the appended claims.

Although the blocks including the asymmetric key
generator 102, the decryptor 103, the encryptor/decryptor
105, and the switching unit 111, in the secure communication
apparatus 20, are described as hardware in the above
embodiments, the present invention is not limited to this
example. For example, at least one block, among the above
blocks, may be a program including one or more modules or
compeonents.

Although the blocks including the encryptor 107, the

random number generator 108, the encryptor/decryptor 110,
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5 blocks, may be a program including one or more modules or
components. Although the case in which two secure-communica-tion-
function mounted apparatuses establish the communication is
exemplified in the above embodiments, the present invention 10 is not
limited to this example. For example, the present invention is applicable
to a case in which three secure- communication-function mounted
apparatuses establish the commu_rlic4a?tio_n. In this case, one of the three
secure- communication-function mounted apparatuses may serve as an
15 intermediator that relays data transferred between the remaining two

SeeurRcammunicafion; functipy; mounted apparatuses. Although,the
secure communication apparatus 20 is separateé From the secure
aggramunicaticn apparatas 22 isethes 20nahoveembddimeats; ghepresent

invention is not limited to this example. For example, the secure

SEGRTINRATon RS AREREDD dity i dedurbatpinuhicitioifiappaiatis

Faigax be inegled o he-sqaug-communication ynelinmounied.
apparatus 10 as a single apparatus. 25 - 46 - Industrial Applica mty he
bpresent imgEntion is applicadle i0:alcommynication: Systesm anthd secuke
communication apparatus, which are capable of transmitting and

FEESNARD ‘Fata by wireless

Although the case in which two secure-communication-
function mounted apparatuses establish the communication is
exemplified in the above embodiments, the present invention
is not limited to this example. For example, the present
invention is applicable to a case in which three secure-
communication-function mounted apparatuses establish the
communication. In this case, one of the three secure-
communication-function mounted apparatuses may serve as an
intermediator that relays data transferred between the
remaining two secure-communication-function mounted
apparatuses.

Although the secure communication apparatus 20 is
separated from the secure communication apparatus 22 in the
above embodiments, the present invention is not limited to
this example. For example, the secure communication
apparatus 20 and the secure communication apparatus 22 may
be integrated into the secure-communication-function mounted

apparatus 10 as a single apparatus.



5 communication. 47 - CLAIMS 1. A communication system including a
plurality of communication apparatuses, 5 wherein a first communication
apparatus includes: short-range active communication means for
transmitting an inquiry signal to a short-range external communication
apparatus by electromagnetic waves and waiting for a response to the
inquiry signal; 10 long-range communication means capable of
communication by the electromagnetic waves in a range wider than the
communication area of the short-range active communication means;
switching means for switching to either the short-range 15 active
TReRYRUnicatignmeans of the long-range communication means; and
asymmetric key generating means for generating a pair of an encryption
key @h¢ ardecryption keyrdorras ponding td che lencryptiorrkeyuthecation
engr)r/rptiondkey and the decryption 20 key in the pair bein?i asymmetric to
S EACH other, Wherein 2 s&ChY BéFidntatsR %ﬁ%&?gtuﬂ cltde8’®

cSheHrENge passive commynicationdneans for rpcelving thednguiry signal
from a short-range external communication apparatus and transmitting a
cosgporsE Sigrral in response to 25 the inquiry signal;
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- 48 long-range communication means capable of communication by the
electromagnetic waves in a range wider than the communication area of
the short-range passive communication means; 5 switching means for
switching to either the short-range passive communication means or the
long-range communication means; session key generating means for
generating a random number and using the generated random number to
generate a 10 session key; and encrypting means for encrypting the
session key, wherein the second comimunication apparatus uses the
encryption key transmitted from the first communication apparatus to
encrypt the session key into an e 15 session key and transmits
the encrypted session key to the first’cOommunication apparatus, and
wherein the first communication apparatus uses the decryption key to
decrypt the encrypted session key into the session key and transmits to
tHe seBoRETEBMMEMIcEONS2C BpPpaiatsw ésmniuméatand Siitching

-deguest signal to, I‘%%}%%%t the switching to the long-range communication
means and commtnication y’using the long-range communication

meani=25b 2 Thercommuwieation systes aseprding t@ Clain dde49

short-range active communication means for transmitting
an inquiry signal to a short-range external communication
apparatus by electromagnetic waves and waiting for a
response to the inguiry signal;

long-range communication means capable of communication
by the electromagnetic waves in a range wider than the
communication area of the short-range active communication
means;

switching means for switching to either the short-range
active communication means or the long-range communication
means; and

asymmetric key generating means for generating a pair
of an encryption key and a decryption key corresponding to
the encryption key, the encryption key and the decryption
key in the pair being asymmetric tc each other,

wherein a second communication apparatus includes:

short-range passive communication means for receiving
the inguiry signal from a short-range external communication
apparatus and transmitting a response signal in response to

the inquiry signal;
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wherein the short-range active communication means transmits
identification information allocated to the short- range active
communication means to the short-range passive communication means
along with the encryption key, and 5 wherein the short-range passive
communication means transmits identification information allocated to the
short- range passive communication means to the short-range active
communication means along with the encrypted session key to provide
the identification information of thé cofmmunication 10 partner to the
long-range communication means provided in the first and second
commupication apparaluses. 3. 4 communication, apparaius compyising;
short-rar?ge active communication means Tor tFansmi tiﬁ}g fgrgrﬁuinﬁﬁﬁylon
b§igiad te Rsherdragge externa, eammunicationapRaralus ¥, the
electromagnetic waves and waiting for a response to the inquiry signal;
CHIRYLRARGE EoMmbiRftatibn mBaks ¢apabié 8f compriticatiombi it ion
mgé%cgr;omagnetic waves in a range wider than the 20 communication area
of the short-range active communication means; switching means for
switching da withetdhe shartranget active communicationaeans ot thenge
long-range communication means; and 25 asymmetric key generating
PIAEArS forGBHErfing P PafeBY dtan-8fcryplisn keyHhd arieEiysids on
mgggsc’_orresponding to N

session key generating means for generating a random
number and using the generated random number to generate a
session key; and

encrypting means for encrypting the session key,

wherein the second communication apparatus uses the
encryption key transmitted from the first communication
apparatus.to encrypt the session key into an encrypted
session key and transmits the encrypted session key to the
first communication apparatus, and

wherein the first communication apparatus uses the
decryption key to decrypt the encrypted session key into the
sessicn key and transmits to the second communication
apparatus a communication switching request signal to
request the switching to the long-range communication means
and communication by using the long-range communication

means.

2. The communication system accerding to Claim 1,
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the encryption key, the encryption key and the decryption key in the pair
being asymmetric to each other, wherein the communication apparatus
uses the decryption 5 key to decrypt an encrypted session key
transmitted from the external communication apparatus and transmits to
the external communication apparatus a communication switching
request signal to request the switching to the long-range communication
means and communication by using the long 10 range communication
means. 4. The communication apparatus according to Claim 3, wherein
the short-range active communication means transmits identification

information allogated fo the shal 15 rangg.adtiye.communieation means
to the external communication apparatus along with the encryption ﬁey,
tand swhereindhershort-sange: active eaamuRicaliop Faeans teceives short -

identification information allocated to the external communication

*apRaratas 1t tRERRTRT 20 LIt CRIcT&p FARMGS RSP WRATRE VS
-BRcLyRied sessian.key. to-provide;thg idgntification infarmation of the

communication partner to the Tong-range communication means provided
in thercemmunicasionrapparatussang fe externatreommanicationeans
apparatus. 25 - 51 5. A communication apparatus comprising:

CERGAHAhGe PLEve L6RATERICATON TREARS Forretefifhgd tO the short-

range passive communication means to the short-range active
communication means along with the encrypted session key to
provide the identification information of the communication
partner to the long-range communication means provided in

the first and second communication apparatuses.

3. A communication apparatus comprising:

short-range active communication means for transmitting
an inquiry signal to a short~range external communication
apparatus by electromagnetic waves and waiting for a
response to the inquiry signal;

long~range communication means capable of communication
by the electromagnetic waves in a range wider than the
communication area of the short-range active communication
means;

switching means for switching to either the short-range
active communication means or the long-range communication
means; and

asymmetric key generating means for generating a pair
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an inquiry signal from a short-range external communication apparatus
and transmitting a response signal in response to 5 the inquiry signal;
long-range communication means capable of communication by
electromagnetic waves in-a range wider than the communication area of
the short-range passive communication means; 10 switching means for
switching to either the short-range passive communication means or the
long-range communication means; g%ssmjon key generating means for
generating a random number and uSing the generated random number to
generate a 15 session key; and encrypting means for encrypting the

oesRiOew, whereiphe communication.apparatys uses an gneryplion

W
e?/r%re?nns‘?nﬁyt%d rom the éxternal communication pparatus to encrypt the

t 15€SsIAkey N0 aneenCrypted sessipn key and,2Qdrmnsmaits the eperypied
session key to the communication apparatus, and the communication
ke parattiidebdive sAFdmethes BRsthak CorhtnfficatiG apparatus a

compnjeation awilening, feauestslonaldoeansst e switshiog e e, o,
long-range communication means and communication by using the long
k&b rangescompiurdication meansi -bik 61 dhekegmaniiieation apparaidSthe
according to Claim 5, wherein the short-range passive communication
eFREARGL communication apparatus and transmits to the
external communication apparatus a communication switching
request signal to regquest the switching to the long-range

communication means and communication by using the long-

range communication means.

4. The communication apparatus according to Claim 3,
wherein the short-range active communication means
transmits identification information allocated to the short-

range active communication means to the external
communicaticn apparatus along with the encryption key, and -
wherein the short-range active communication means
receives identification information allocated to the
external communication apparatus from the external
communication apparatus along with the encrypted session key
to provide the identification information of the
communication partner to the long-range communication means
provided in the communication apparatus and the external

communication apparatus.
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receives identification information allocated to the 5 external
communication apparatus along with the encryption key, and wherein the
short-range passive-communication means transmits identification
information allocated to the short- range passive communication means to
the external 10 communication apparatus along with the encrypted
session key to provide the identification information of the
communication partner to the long-range communication means provided
in the communication apparatus and’the external communication
apparatus. 15 ABSTRACT A communication apparatus capable of
easily ;\decnchng a, ggrporplugicatigg Rartner aglrdi%ecur(:ely sharing a e_‘,ession
key 5 between the communication apparaIPus andtié communication

partnat@ven-ii e coaypRicatiomnaparatushasmaNrecessinge pevverthat
is not so high includes a short-range active communication unit 101
aran3Atiting & #qing Sitfhat t6 B Shoraafge Sxterhat oRTMTHication - on

BPRALAS by, 40 @%%%%T@QQ&#}%‘"’%‘.@GSS and é’V_as't{(';‘% fora Ele%%%%%?ntsoeth@o
inquiry signal; a long-range co munication unit T capéb e o

tkemmuynicationilyntie; electromagnetic waves in a range wider than the
communication area of the short-range active communication means; a

&Nﬁdﬁﬁgiﬁﬁpﬁfl§Rm%ﬁﬁﬁfﬁﬁion means capable of communication

by electromagnetic waves in-a range wider than the
communication area of the short-range passive communication
means;

switching means for switching to either the short-range
passive communication means or the long-range communication
means;

session key generating means for generating a random
number and using the generated random number to generate a
sessicn key; and

encrypting means for encrypting the session key,

wherein the communication apparatus uses an encryption
key transmitted from the external communication apparatus to
encrypt the session key into an encrypted sessicn key and
transmits the encrypted session key to the communication
apparatus, and the communication apparatus receives from the
external communication apparatus a communication switching
reguest signal to request the switching to the long-range
communication means and communication by using the long-

range communication means.



15 either the short-range active communication unit or the long-range
communication unit; and an asymmetric key generator 102 generating a
pair of an encryption key and a decryption key corresponding to the
encryption key. The communication apparatus is characterized by using
the 20 decryption key to decrypt an encrypted session key transmitted
from the external communication apparatus and transmitting to the
external communication apparatus a communication switching request
signal to request the switching to the’forig-range communication unit and
25 communication by using the long-range communication unit.

6. The communication apparatus according to Claim 5,

wherein the short-range passive communication means
receives identification information allocated to the
external communication apparatus along with the encryption
key, and

wherein the short-range passiveicommunication means
transmits identification information allocated to the short-
range passive communication means tc the external
communication apgparatus along with the encrypted session key
to provide the identification information of the
communication partner to the long-range communication means
provided in the communicaticn apparatus and the external

communication apparatus.
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ABSTRACT

A communication apparatus capable of easily identifying
a communication partner and securely sharing a session kesy
between the communicaticn apparatus and the communication
partner even 1f the communication apparatus has a processing
power -that 1s not sc high includes a short-raage active
communication unit 101 transmitting an ingquiry signal to a
short-range external communication apparatus by
electromagnetic waves and waiting for a response to the
inguiry signai; a long-range communicaticon unit 104 capable
cf communication by the electromagnetic waves in a range
wider than the communication area of the short-range active
communicaticn means; a switching unit 111 switching to
either the short-range active communication unit or the
long-range ccommunication unit; and an asymmetric key
generator 102 generating a pair of an encryption key and a
decryption key corresponding to the encryption key. The
communication apparatus is characterized by using the
decryption key to decrypt an encrypted session key
transmitted from the external communication apparatus and
transmitting to the external communication apparatus a
communication switching request signal to request the
switching to the long-range communication unit and

communication by using the long-range communication unit.



