
- 1 - DESCRIPTION COMMUNICATION SYSTEM AND
COMMUNICATION APPARATUS  5 Technical Field The present
invention relates to a communication system  and a
securer-communication apparatus, which are capable of  transmitting and
receiving data by wireless communication.  10 Background Art
Communication systems in which information processing  apparatuses,
such as computers, are connected to each other  with wireless
communication means, such as a WLAN (wireless  local area network) or
Bluetooth(r), to transmit and receive  15 information including files and
data and to share the information are generally built along with
advancement of  information technology. In recent years,
long-range-communication-function  mounted apparatuses, in which
communication devices capable  20 of long range communication using
Bluetooth or the like are mounted on mobile phones or personal
computers, are used to  transmit and receive large volume data including
moving  picture data and music data (for example, refer to Japanese
Unexamined Patent Application Publication No. 2003-324446) 25 In order
to reduce the risk in security in the long 2  range data communication,
introduction of data encryption  processes becomes common even in the
long range  



communication. The risk in security includes sniffing of  data by third
parties with long-range-communication-function 5 mounted apparatuses
and alternation of data. It is necessary to identify communication partners
in  order to perform the encryption process in the long range
communication adopting Bluetooth or the like. However,  unexpected
long-range-communication-function mounted 10 apparatuses are possibly
identified as the communication  partners because of the wide
communication area of the long  range communication. Even if the
communication partners are identified, it  is necessary to share a session
key used for starting more  15 secure communication between the
communication partners. However, there is a possibility that the session
key is  sniffed and decrypted by the third parties with the long-
range-communication-function mounted apparatuses when the  session
key is transmitted to the communication partner, 20 because of the wide
communication area of the long range  communication. Accordingly, it is
necessary to increase the  strength of the session key, for example, by
lengthening the  keys and, therefore, to provide a higher processing power
to  the long-range-communication-function mounted apparatuses. 25
Accordingly, it is an object of the present invention -3- to provide new and
improved communication system and  communication apparatus, which
are capable of easily  



identifying a communication partner and securely sharing a  session key
between the communication apparatus the 5 communication partner even
if the communication apparatus  has a processing power that is not so
high. Disclosure of invention According to a first aspect of the present
invention,  10 there is provided a communication system including a
plurality of communication apparatuses, wherein a first  communication
apparatus includes: short-range active  communication means for
transmitting an inquiry signal to a  short-range external communication
apparatus by 15 electromagnetic waves and waiting for a response to the
inquiry signal; long-range communication means capable of
communication by the electromagnetic waves in a range wider  than the
communication area of the short-range active  communication means;
switching means for switching to either 20 the short-range active
communication means or the long-range  communication means; and
asymmetric key generating means for  generating a pair of an encryption
key and a decryption key  corresponding to the encryption key, the
encryption key and  the decryption key in the pair being asymmetric to
each 25 other, wherein a second communication apparatus includes:
short-range passive communication means for receiving the -4- inquiry
signal from a short-range external communication  apparatus and
transmitting a response signal in response to  



the inquiry signal; long-range communication means capable  of
communication by the electromagnetic waves in a range 5 wider than the
communication area of the short-range passive  communication means;
switching means for switching to either  the short-range passive
communication means or the long- range communication means; session
key generating means for  generating a random number and using the
generated random 10 number to generate a session key; and encrypting
means for  encrypting the session key, wherein the second
communication  apparatus uses the encryption key transmitted from the
first  communication apparatus to encrypt the session key into an
encrypted session key and transmits the encrypted session 15 key to the
first communication apparatus, and wherein the  first communication
apparatus uses the decryption key to  decrypt the encrypted session key
into the session key and  transmits to the second communication
apparatus a  communication switching request signal to request the 20
switching to the long-range communication means and  communication by
using the long-range communication means.  The short-range active
communication means may transmit identification information allocated to
the short-range  active communication means to the short-range passive
25 -5- communication means along with the encryption key, and the
short-range passive communication means may transmit  



identification information allocated to the short-range  passive
communication means to the short-range active 5 communication means
along with the encrypted session key to  provide the identification
information of the communication  partner to the long-range
communication means provided in  the first and second communication
apparatuses. According to a second aspect of the present invention,  10
there is provided a communication apparatus comprising:  short-range
active communication means for transmitting an  inquiry signal to a
short-range external communication  apparatus by electromagnetic waves
and waiting for a  response to the inquiry signal; long-range
communication 15 means capable of communication by the
electromagnetic waves  in a range wider than the communication area of
the short- range active communication means; switching means for
switching to either the short-range active communication  means or the
long-range communication means; and asymmetric 20 key generating
means for generating a pair of an encryption  key and a decryption key
corresponding to the encryption key,  the encryption key and the
decryption key in the pair being  asymmetric to each other, wherein the
communication apparatus uses the decryption key to decrypt an
encrypted  25 session key transmitted from the -6- external
communication apparatus and transmits to the  external communication
apparatus a communication switching  



request signal to request the switching to the long-range  communication
means and communication by using the long 5 range communication
means. The short-range active communication means may transmit
identification information allocated to the short-range  active
communication means to the external communication  apparatus along
with the encryption key. 10 The short-range active communication means
may transmit  identification information allocated to the short-range  active
communication means to the external communication  apparatus along
with the encryption key and may receive  identification information
allocated to the external 15 communication apparatus from the external
communication  apparatus along with the encrypted session key to
provide  the identification information of the communication partner  to the
long-range communication means provided in the  communication
apparatus and the external communication 20 apparatus. According to a
third aspect of the present invention,  there is provided a communication
apparatus comprising:  short-range passive communication means for
receiving an  inquiry signal from a short-range external communication 25
apparatus and transmitting a response signal in response to  the inquiry
signal; long-range communication means capable -7- of communication
by electromagnetic waves in a range wider  



than the communication area of the short-range passive  communication
means; switching means for switching to either  the short-range passive
communication means or the long 5 range communication means; session
key generating means for  generating a random number and using the
generated random  number to generate a session key; and encrypting
means for  encrypting the session key, wherein the communication
apparatus uses an encryption key transmitted from the 10 external
communication apparatus to encrypt the session key  into an encrypted
session key and transmits the encrypted  session key to the
communication apparatus, and the  communication apparatus receives
from the external  communication apparatus a communication switching
request 15 signal to request the switching to the long-range
communication means and communication by using the long- range
communication means. The short-range passive communication means
may  receive identification information allocated to the external  20
communication apparatus along with the encryption key. The short-range
passive communication means may receive  identification information
allocated to the external  communication apparatus along with the
encryption key and  25 -8- may transmit identification information allocated
to the  short-range passive communication means to the external  



communication apparatus along with the encrypted session key 5 to
provide the identification information of the  communication partner to the
long-range communication means  provided in the communication
apparatus and the external  communication apparatus. In example
embodiments, since the communication partner  10 can be easily
identified in the short range communication  and the session key can be
shared between the communication  apparatus and the communication
partner even if the  communication apparatus has a processing power that
is not  so high, it is possible to reduce the risk of the session 15 key that is
sniffed and decrypted and to achieve the long  range data communication.
Brief Description of the Drawings Fig. 1 is a schematic diagram showing
the structure of  20 a communication system according to an embodiment.
Fig. 2 is a block diagram schematically showing the  structure of a secure
communication apparatus according to  an embodiment. Fig. 3 is a block
diagram schematically showing the  25 structure of another secure
communication apparatus  according to an embodiment. - 9  Fig. 4 is a
block diagram schematically showing the  structure of an active
communication unit according to an  embodiment. 



Fig. 5 is a sequence diagram schematically showing a  5 series of
communication processing in the communication  system, according to an
embodiment. Fig. 6 is a schematic diagram illustrating short range
communication between the secure-communication-function  mounted
apparatuses, according to an embodiment. 10 Fig. 7 is a schematic
diagram illustrating a process of  establishing secure communication in
the short range  communication between the
secure-communication-function  mounted apparatuses, according to an
embodiment. Fig. 8 is another schematic diagram illustrating the  15
process of establishing secure communication in the short  range
communication between the secure-communication- function mounted
apparatuses, according to an embodiment.  Best Mode for Carrying Out
the Invention 20 Preferred embodiments of the present invention will be
described in detail with reference to the accompanying  drawings. The
same reference numerals are used in the  following description and the
accompanying drawings to  identify components having approximately the
same functions 25 and structures. A duplicated description of such
components - 10 - is omitted herein. A communication system according
to an embodiment will  now be described with reference to Fig. 1. Fig. 1 is
a  schematic diagram showing the structure of the communication 



5 system according to this embodiment. As shown in Fig. 1, the
communication system according  to this embodiment includes at least
multiple secure- communication-function mounted apparatuses 10 (10a,
10b, ...,  10j). 10 Also as shown in Fig. 1, a mobile phone, a PDA
(personal digital assistant), a pen, a personal computer,  and so on each
include short range communication means  according to Near Field
Communication (NFC) or the like,  long range communication means
using Bluetooth(r) or the like, 15 and other wireless communication means
to securely perform  data communication of any kind. The secure
communication means that information is  exchanged between the
different secure-communication- function mounted apparatuses 10 in a
state in which the 20 information is prevented from being sniffed or altered
by a  third party with the secure-communication-function mounted
apparatus 10 and the information is protected without  hurting the security
or integrity of the information. In the communication system shown in Fig.
1, one or  25 more of the secure-communication-function mounted - 11
apparatuses 10a to 10f must be a reader-writer in order to  establish the
short range communication using the NFC  technology. The NFC
technology in the short range communication  



5 uses an electromagnetic wave transmitted from the reader- writer to
establish device communication between an IC card  and the
reader-writer.  In addition, the NFC technology is superior in security  to
the wireless communication, for example, using the 10 Bluetooth or over a
wireless LAN in a physical aspect,  because the communication range of
the NFC technology,  corresponding to the distance between devices, is
as short  as about 10 cm. For example, it is difficult for a third  party to
sniff information with the secure-communication 15 function mounted
apparatus 10 when the NFC technology is  used. Furthermore, the NFC
technology has a characteristic  which is different from the characteristics
of known  communication technologies and in which automatic update is
performed when the secure-communication-function mounted 20
apparatuses capable of the near field communication are  positioned
within a predetermined range. Although the communication system
according to this  embodiment has the wireless communication function,
for  example, according to the NFC or using the Bluetooth, the 25 present
invention is not limited to this example. The - 12  present invention is
applicable to cases using any other  wireless communication protocols. As
described above, the NFC is a communication protocol  for the short
range communication by electromagnetic 



5 induction. Carrier waves having a single frequency are used  between
the secure-communication-function mounted  apparatuses 10 in the NFC.
For example, the frequency of  the carrier waves is equal to 13.56 MHz
within ISM  (Industrial Scientific Medical) band. 10 The short range
communication means communication in  which communication
apparatuses within a distance of about  10 cm communicate with each
other, and includes  communication established by the apparatuses (or
the cases  of the apparatuses) with being in contact with each other. 15
The long range communication means communication in which
communication apparatuses within a distance that is longer  than that
(about 10 cm) in the short range communication  communicate with each
other. For example, in Bluetooth, the  communication apparatuses within a
distance shorter than 10 20 m can communicate with each other. Two
communication modes, that is, a passive mode and an  active mode are
available in the NFC. In order to describe  the two communication modes,
the communication between the  secure-communication-function mounted
apparatus 10a and the 25 secure-communication-function mounted
apparatus 10b, among - 13  the secure-communication-function mounted
apparatuses 10a to  10f shown in Fig. 1, is exemplified. In the passive
mode, either the secure-communication- function mounted apparatus 10a
or the secure-communication- 



5 function mounted apparatus 10b (for example, the secure
communication-function mounted apparatus 10a) modulates an
electromagnetic wave (the carrier wave corresponding to the
electromagnetic wave) that is generated by itself. After the modulation, the
secure-communication-function  10 mounted apparatus 10a transmits the
modulated data to the  other secure-communication-function mounted
apparatus, that  is, the secure-communication-function mounted
apparatus 10b.  The secure-communication-function mounted apparatus
10b  performs load modulation to the electromagnetic wave (the 15 carrier
wave corresponding to the electromagnetic wave)  generated by the
secure-communication-function mounted  apparatus 10a and returns the
modulated data to the secure- communication-function mounted
apparatus 10a. In contrast, in the active mode, both the secure 20
communication-function mounted apparatus 10a and the secure-
communication-function mounted apparatus lob modulate
electromagnetic waves (carrier waves corresponding to the
electromagnetic waves) generated by themselves and transmit  the
modulated data. 25 In the short range communication by electromagnetic
- 14  induction, for example, the near field communication, the  apparatus
that first outputs the electromagnetic wave to  start the communication
and that has the initiative of the  communication is called an initiator. The
initiator 



5 transmits a command (request) to the communication partner  and the
communication partner returns a response in response  to the command
to establish the short range communication.  The apparatus that returns
the response in response to the  command from the initiator and that is
the communication 10 partner is called a target. For example, when the
secure-communication-function  mounted apparatus 10e in Fig. 1 outputs
an electromagnetic  wave to start the communication with the secure-
communication-function mounted apparatus 10a, the secure 15
communication-function mounted apparatus 10e is the  initiator and the
secure-communication-function mounted  apparatus 10a is the target. In
the passive mode, for example, when the secure- communication-function
mounted apparatus 10j in Fig. 1 is  20 the initiator and the
secure-communication-function mounted apparatus lOg in Fig. 1 is the
target, the secure- communication-function mounted apparatus 10j, which
is the  initiator, continuously outputs an electromagnetic wave,  modulates
the electromagnetic wave that is output by itself, 25 and transmits the data
to the secure-communication-function - 15  mounted apparatus log, which
is the target. The secure- communication-function mounted apparatus log
performs the  load modulation to the electromagnetic wave output from
the  secure-communication-function mounted apparatus lOj, which 



5 is the initiator, and transmits the modulated data to the
secure-communication-function mounted apparatus 10j. In contrast, in-the
data transmission in the active  mode, the secure-communication-function
mounted apparatus  lOj, which is the initiator, starts to output an 10
electromagnetic wave, modulates the electromagnetic wave,  and
transmits the modulated data to the secure- communication-function
mounted apparatus log, which is the  target. After the data transmission is
terminated, the  secure-communication-function mounted apparatus lOj
stops 15 the outputting of the electromagnetic wave. Similarly, in  the data
transmission, the secure-communication-function  mounted apparatus log,
which is the target, also starts to  output an electromagnetic wave,
modulates the  electromagnetic wave, and transmits the modulated data
to 20 the secure-communication-function mounted apparatus 10j,  which
is the target. After the data transmission is  terminated, the
secure-communication-function mounted  apparatus log stops the
outputting of the electromagnetic  wave. 25 The short range
communication according to the NFC, - 16  described above, is used to
perform a process of  establishing secure communication according to this
embodiment. The process of establishing secure  communication is a
communication start session in which a 



5 predetermined process is performed at the start of secure  data
communication between apparatuses. As described below  in detail, the
process of establishing secure communication  according to this
embodiment is a communication start session capable of using the
characteristic in that the near  10 field communication is limited to a
narrower range to  further improve the security, compared with known
processes  of establishing secure communication. Specifically, in the
communication system according to  this embodiment, when the data
communication is performed  15 between the
secure-communication-function mounted apparatuses 10, both of the
secure-communication-function  mounted apparatuses 10 use the short
range communication,  such as the near field communication, to perform
the process  of establishing secure communication before starting the 20
data communication. In the process of establishing secure
communication, for example, a session key is shared with the
communication partner and the short range communication is  switched to
the long range communication using, for example,  the Bluetooth(r) before
the data communication is started. 25 With the above structure,
performing the process of - 17  establishing secure communication in the
short range  communication in advance before the data communication is
started can prevent confidential information, such as the  session key,
from being sniffed to safely perform the long  



5 range data communication. In the case of the Bluetooth communication,
which is  one kind of the long range communication according to this
embodiment, the secure-communication-function mounted  apparatus 10
can transmit data to another secure 10 communication-function mounted
apparatus 10 that is around  10 m away from the original
secure-communication-function  mounted apparatus 10. Accordingly, if the
secure- communication-function mounted apparatus 10 attempts to
perform the process of establishing secure communication in 15 the long
range communication, there is a possibility that  data is sniffed by a third
party within the communication  area. A secure communication apparatus
20 serving as an  initiator, according to an embodiment, will now be
described  20 with reference to Fig. 2. Fig. 2 is a block diagram
schematically showing the secure communication apparatus  according to
this embodiment. As shown in Fig. 2, the secure communication
apparatus  20 according to this embodiment includes an active 25
communication unit 101 capable of the near field - 18  communication, an
asymmetric key generator 102, a decryptor  103, a long-range
communication unit 104, an  encryptor/decryptor 105, and a switching unit
111. The secure communication apparatus 20 is provided 



5 inside or outside the secure-communication-function mounted
apparatus 10. The secure-communication-function mounted  apparatus 10
can establish the data communication with an  external apparatus by the
use of the communication function  of the secure communication
apparatus 20. 10 The active communication unit 101 is an initiator
capable of the above-described near field communication and  generates
an electromagnetic wave for a passive  communication unit, which is a
target, described below. An  identifier (ID) used in the short range
communication or the 15 long range communication is allocated in
advance to and  stored in the active communication unit 101. As shown in
Fig. 2, an ID "A" (ID A) is allocated to the active  communication unit 101.
The ID is not limited to the  storage in the active communication unit 101
and may be 20 stored in any block as long as the block is provided with
storing means. In addition, the ID allocated to the active  communication
unit 101 is not limited to the ID A and any ID  may be allocated to the
active communication unit 101. The asymmetric key generator 102
generates an 25 asymmetric key that is a pair of an encryption key and a -
19  decryption key. A plain text (data) encrypted with the  encryption key
(hereinafter sometimes referred to as a  public key) can be decrypted only
with the decryption key  (hereinafter sometimes referred to as a secret
key), which 



5 is one-half of the generated pair. Among the keys generated by the
asymmetric key  generator 102, which is the initiator, the encryption key is
transmitted to a passive communication unit 106, which is a  target, and is
used as the encryption key when the session 10 key is transmitted. The
passive communication unit 106 and  the session key will be described
below. The encryption key and the decryption key, generated by  the
asymmetric key generator 102, are based on a public key  cryptosystem,
such as a Rivest Shamir Adleman (RSA) 15 cryptosystem, an elliptic
curve cryptosystem, or an ElGamal  cryptosystem. In order to verify the
validity of the  generated encryption key, a digital certificate conforming  to
an international standard, such as X.509, may be  transmitted along with
the encryption key by, for example, 20 Public Key Infrastructure (PKI).
Although the asymmetric key generator 102 according to  this
embodiment generates the encryption key and the  decryption key, which
are asymmetric to each other, the  present invention is not limited to this
case. For example, 25 the asymmetric key generator 102 may generate
an encryption - 20  key and a decryption key, which are symmetric to each
other  (the encryption key and the decryption key are sometimes
collectively referred to as a common key). The decryptor 103 decrypts
encrypted data, such as an  



5 encrypted session key, received by the active communication  unit 101,
with the decryption key generated by the  asymmetric key generator 1102.
When the received encrypted  data is the encrypted session key, the
encrypted session key  is decrypted into a session key that is used as a
common key 10 for encryption and decryption in the communication with
the  long-range communication unit 104, described below. The  encryption
and decryption with the common key is based on a  secret key
cryptosystem and has a processing speed that is  several hundred to
several thousand times higher than that 15 of the encryption and
decryption with the public key or the  secret key. Accordingly, the
encryption and decryption with  the common key has a lower processing
load on the apparatus. The long-range communication unit 104 has a
function of  transmitting and receiving data in the long range 20
communication using, for example, the Bluetooth. When the  data is
transmitted in the long range communication, it is  necessary to specify
the ID (for example, ID B) of the  communication partner, which is
allocated in advance, and to  transmit the specified ID. 25 The
encryptor/decryptor 105 decrypts the data received - 21  by the long-range
communication unit 104 with the session  key decrypted by the decryptor
103. Alternatively, the  encryptor/decryptor 105 encrypts data to be
transmitted from  the secure-communication-function mounted apparatus
10 to 



5 another secure-communication-function mounted apparatus 10.  The
encrypted data is externally transmitted through the  long-range
communication unit 104. The switching unit 111 controls the operations of
the  active communication unit 101 and the long-range 10 communication
unit 104 to switch the communication means in  response to an external
response. For example, when the  decryptor 103 returns a response
indicating that the  encrypted session key has been decrypted, the
switching unit  111 controls the communication functions of the active 15
communication unit 101 and the long-range communication unit  104 to
switch from the short range communication to the long  range
communication (handover). The switching between the  short range
communication and the long range communication  according to this
embodiment will be described below. 20 A secure communication
apparatus 22 according to an  embodiment will now be described with
reference to Fig. 3.  Fig. 3 is a block diagram schematically showing the
structure of the secure communication apparatus according to  this
embodiment. 25 As shown in Fig. 3, the secure communication apparatus
- 22  22 according to this embodiment includes the passive
communication unit 106 capable of the near field  communication, an
encryptor 107, a random number generator  108, a long-range
communication unit 109, an 



5 encryptor/decryptor 110, and a switching unit 112.  The secure
communication apparatus 22 is provided  insi-de or outside the
secure-communication-function mounted  apparatuses 10, like the secure
communication apparatus 20  described above. 10 The passive
communication unit 106 shown in Fig. 3 is a  target capable of the near
field communication, described  above, and can respond to the
electromagnetic wave  transmitted from the initiator. The passive
communication  unit 106 can receive the electromagnetic wave from the
15 initiator to generate an electromagnetic wave and can return  the
generated electromagnetic wave. An identifier (ID) used in the short range
communication or the long.range communication is allocated  in advance
to and stored in the passive communication unit 20 106. As shown in Fig.
3, an ID "B" (ID B) is allocated to  the passive communication unit 106.
The ID is not limited  to the storage in the passive communication unit 106
and may  be stored in any block as long as the block is provided with
storing means. In addition, the ID allocated to the passive 25
communication unit 106 is not limited to the ID B and any ID - 23  may be
allocated to the passive communication unit 106.  The encryptor 107 uses
the encryption key, which is  transmitted from the active communication
unit 101 being the  initiator and is received by the passive communication
unit 



5 106 being the target, to encrypt the generated data, such as  the
session key, and supplies the generated encrypted data  to the passive
communication unit 106. The random number generator 108 generates a
random  number having a predetermined number of digits at random.  10
The generated random number is used as a bit pattern of the session key
(hereinafter sometimes referred to as the random  number). Since the bit
pattern is the random number  generated at random, the bit pattern of the
session key is  not likely to be guessed by a third party. 15 Although the
random number generator 108 according to  this embodiment is, for
example, a circuit including  hardware that performs sampling for a
high-frequency  oscillator circuit to generate a true random number, the
random number generator 108 is not limited to such a circuit. 20 For
example, the random number generator 108 may be a  computer program
including one or more modules that generate  a pseudo random number
on the basis of a seed, which is an  input bit pattern. Since the long-range
communication unit 109, the  25 encryptor/decryptor 110, and the
switching unit 112 - 24  according to this embodiment have approximately
the same  structures as the long-range communication unit 104, the
encryptor/decryptor 105, and the switching unit 111,  respectively, shown
in Fig. 2, a detailed description is  



5 omitted herein. Although the secure communication apparatus 20 and
the  secure communication apparatus 22 are separated from each  other
in the above embodiments, the present invention is not  limited to this
case. For example, the secure communication 10 apparatus 20 and the
secure communication apparatus 22 (the  initiator and the target) may be
integrated into one. The active communication unit 101 according to this
embodiment will now be described with reference to Fig. 4.  Fig. 4 is a
block diagram schematically showing the 15 structure of the active
communication unit according to this  embodiment. Since the passive
communication unit 106 shown  in Fig. 3 is structured in approximately the
same manner as  in the active communication unit 101, a detailed
description  of the passive communication unit 106 is omitted herein. 20
As shown in Fig. 4, the active communication unit 101  according to this
embodiment includes an antenna 301, a  receiver 303, a demodulator
305, a decoder 307, a data  processor 309, an encoder 311, a selector
313, an electromagnetic wave outputter 315, a modulator 317, a load  25
modulator 319, a controller 321, and a power supplier 323. - 25  The
antenna 301 is a closed loop coil and outputs an  electromagnetic wave in
response to a variation in a current  flowing through the coil. A variation in
the magnetic flux  through the coil functioning as the antenna 301 causes
the 



5 current to flow through the antenna 301. The receiver 303 receives the
current flowing through  the antenna 30, performs at least tuning and
detection, and  supplies a signal to the demodulator 305. The demodulator
305 demodulates the signal supplied from the receiver 303 10 and
supplies the demodulated signal to the decoder 307. The  decoder 307
decodes, for example, a Manchester code, which  is the signal supplied
from the demodulator 305, and  supplies data resulting from the decoding
to the data  processor 309. 15 The data processor 309 performs
predetermined  processing on the basis of the data supplied from the
decoder 307. The data processor 309 also supplies data to  be
transmitted to another apparatus to the encoder 311. The encoder 311
encodes the data supplied from the data  20 processor 309 into, for
example, a Manchester code and  supplies the encoded data to the
selector 313. The selector  313 selects either the modulator 317 or the
load modulator  319 and supplies the signal supplied from the encoder
311 to  the selected modulator. 25 The selector 313 selects the modulator
317 or the load - 26  modulator 319 under the control of the controller 321.
The  controller 321 controls the selector 313 so as to select the  modulator
317 if the communication mode is the active mode  or if the
communication mode is the passive mode and the 



5 active communication unit 101 is the initiator. The  controller 321
controls the selector 313 so as to select the  Load modulator 319 if the
communication mode is the passive  mode and the active communication
unit 101 is the target. Accordingly, the signal output from the encoder 311
is  10 supplied to the load modulator 319 through the selector 313  in the
case where the communication mode is the passive mode  and the active
communication unit 101 is the target. In  contrast, the signal output from
the encoder 311 is supplied  to the modulator 317 through the selector
313 in the other  15 cases. The electromagnetic wave outputter 315
applies, to the  antenna 301, a current causing the antenna 301 to radiate
a  carrier wave (the electromagnetic wave corresponding to the  carrier
wave) having a predetermined frequency. The 20 modulator 317
modulates the carrier wave, which is the  current supplied from the
electromagnetic wave outputter 315  and flowing through the antenna 301,
in accordance with the  signal supplied from the selector 313. The
antenna 301  radiates the electromagnetic wave resulting from the 25
modulation of the carrier wave in accordance with the data - 27  supplied
from the data processor 309 to the encoder 311.  The load modulator 319
varies the impedance occurring  when the coil is externally viewed as the
antenna 301 in  accordance with the signal supplied from the selector 313.



5 If another apparatus outputs an electromagnetic wave, which  is a
carrier wave, to form an RF field (magnetic field)  around the- antenna
301, the impedance occurring when the  coil is viewed as the antenna 301
is varied to vary the RF  field around the antenna 301. As a result, the
carrier wave, 10 which is the electromagnetic wave output from the other
apparatus, is modulated in accordance with the signal  supplied from the
selector 313 and the data supplied from  the data processor 309 to the
encoder 311 is transmitted to  the other apparatus outputting the
electromagnetic wave. 15 The modulator 317 and the load modulator 319
adopt, for  example, amplitude shift keying (ASK) as the modulation
method. However, the modulation method adopted in the  modulator 317
and the load modulator 319 is not limited to  the ASK. Phase shift keying
(PSK), quadrature amplitude 20 modulation (QAM), or others may be
adopted as the modulation  method in the modulator 317 and the load
modulator 319. The  degree of the modulation is not limited to a
predetermined  value, such as a value from 8% to 30%, 50%, or 100%,
and may  be set to a preferred value. 25 The controller 321 controls each
block in the active - 28  communication unit 101. The power supplier 323
supplies a  required power to each block in the active communication  unit
101. Referring to Fig. 4, lines indicating the control  of each block in the
active communication unit 101 by the 



5 controller 321 and lines indicating the supply of the power  to each block
in the secure-communication-function mounted  apparatuses 1 by the
power supplier 323 are omitted for  simplicity. Although the decoder 307
and the encoder 311 process  10 the Manchester code in this
embodiment, the present  invention is not limited to the above case. The
decoder 307  and the encoder 311 may select one kind of code from
multiple kinds of codes including not only the Manchester  code but also
modified mirror and non-return-to-zero (NRZ) 15 to process the code of
the selected kind. If the active communication unit 101 operates only as
the target in the passive mode, the selector 313, the  electromagnetic
wave outputter 315, and the modulator 317  may be removed from the
active communication unit 101. In 20 this case, the power supplier 322
yields power, for example,  from an external electromagnetic wave
received by the  antenna 301. The secure-communication-function
mounted apparatus 10  according to this embodiment is structured so as
to be 25 capable of the communications according to one or more - 29
communication protocols, in addition to the near field  communication
described above. Accordingly, the near field  communication is one of the
communications according to  multiple communication protocols. The
communication 



5 protocols include, in addition to the NFC, ISO/IEC  (International
Organization for  Standardization/International Electrotechnical
Commission)  14443 defining the communication with an IC card, ISO/IEC
15693 defining the communication with an RF tag (radio 10 frequency
tag), Bluetooth, and WLAN or other communication  protocols. A series of
communication processing in a communication  system 100 according to
an embodiment will now be described  with reference to Fig. 5. Fig. 5 is a
sequence diagram 15 schematically showing the series of communication
processing  in the communication system according to this embodiment.
As shown in Fig. 5, when the secure-communication- function mounted
apparatus 10a communicates with the secure- communication-function
mounted apparatus 10b, it is 20 necessary to establish the secure
communication in the short  range communication. Hence, the
secure-communication- function mounted apparatus 10a is moved, in
advance, to a  range in which the secure-communication-function
mounted  apparatus 10a can establish the short range communication 25
with the secure-communication-function mounted apparatus 10b. - 30  A
case where the secure-communication-function mounted  apparatus 10a
and the secure-communication-function mounted  apparatus 10b,
according to this embodiment, are located  within a range in which the
short range communication can be 



5 established between them will now be described with  reference to Fig.
6. Fig. 6 is a schematic diagram  illustrating the short range
communisation between the  secure-communication-function mounted
apparatus 10a and the  secure-communication-function mounted
apparatus 10b 10 according to this embodiment. As shown in Fig. 6, when
the secure-communication- function mounted apparatus 10a is moved to a
range, for  example, of about 10 cm from the secure-communication-
function mounted apparatus 10b, both the secure 15
communication-function mounted apparatuses 10a and 10b are  within the
range in which the short range communication can  be established.
Secure communication is established between  the
secure-communication-function mounted apparatuses 10a  and 10b to
achieve the long range data communication. 20 Although the
secure-communication-function mounted apparatus  10a in Fig. 6 is a
mobile phone and the secure- communication-function mounted
apparatus 10b in Fig. 6 is a  headset for the mobile phone, the
secure-communication- function mounted apparatuses 10a and the 10b
are not limited 25 to this example. The headset, which is provided with a -
31  speaker and a microphone, transmits and receives audio data  to and
from the mobile phone to realize direct communication  with the mobile
phone even if a user does not directly have  the mobile phone at one ear. 



5 The process of establishing secure communication in the  short range
communication between the secure-communication- function mounted
apparatuses 10 according to this embodiment  will now be described with
reference to Figs. 7 and 8. Figs.  7 and 8 are schematic diagrams
illustrating the process of 10 establishing secure communication in the
short range  communication between the secure-communication-function
mounted apparatuses 10 according to this embodiment. As shown in Fig.
7, the secure-communication-function  mounted apparatus 10a, which is
the initiator, and the 15 secure-communication-function mounted
apparatuses 10b and  10a, which are the targets, are provided. The
secure- communication-function mounted apparatus 10a emits an
electromagnetic wave outside. The secure-communication-function
mounted apparatus 10a  20 can detect a variation of 1% or more in the
magnetic field  that is produced by itself. Specifically, if a variation of  1%
or more in the magnetic field is caused by an external
secure-communication-function mounted apparatus 10, the
secure-communication-function mounted apparatus 10a can 25 determine
that the variation corresponds to a response from - 32  the external
secure-communication-function mounted apparatus  10. As shown in Fig.
7, the secure-communication-function  mounted apparatus 10b can
absorb 4% of the magnetic field  



5 (or the electromagnetic wave) produced by the secure
communication-function mounted apparatus 10a. The secure-
communication-fanction mounted apparatus 10b can reflect the  absorbed
magnetic field so as to vary 1% or more of the  generated magnetic field
to respond to the secure 10 communication-function mounted apparatus
10a. In other words, the secure-communication-function  mounted
apparatus 10b shown in Fig. 7 is located within a  range of, for example,
about 10 cm away from the secure- communication-function mounted
apparatus 10a. The short 15 range communication between the
secure-communication- function mounted apparatus l0a and the
secure-communication- function mounted apparatus l0b can be
established within the  range. The secure-communication-function
mounted apparatus 10c  20 can only absorb 0.5% of the magnetic field
generated by the  secure-communication-function mounted apparatus
10a. Even  if the secure-communication-function mounted apparatus 10c
reflects all the absorbed magnetic field, the secure
communication-function mounted apparatus 10a cannot detect a  25
variation in the magnetic field. Consequently, the secure - 33
communication-function mounted apparatus 10c cannot respond  to the
secure-communication-function mounted apparatus 10a.  In other words,
the secure-communication-function mounted apparatus 10c is located
within a range in which the  



5 short range communication with the secure-communication- function
mounted apparatus 10a cannot be established. Since the short range
communication according to this  embodiment can only be established
within a limited range,  the risk of the data sniffing is reduced, compared
with 10 communication means having a wider communication area, for
example, having a radius of 10 m. Next, as shown in Fig. 8(a), in order to
establish the  secure communication according to this embodiment, the
secure-communication-function mounted apparatus 10a 15 generates an
encryption key and a decryption key  corresponding to the encryption key.
The encryption key is transmitted outside from the
secure-communication-function mounted apparatus 10a over the
magnetic field. Accordingly, as shown in Fig. 8(a), both 20 the
secure-communication-function mounted apparatus lob and  the
secure-communication-function mounted apparatus 10c can  receive the
data regardless of whether they are located  within the range in which the
short range communication can  be established. 25 However, as shown in
Fig. 8(b), the secure - 34  communication-function mounted apparatus l0c
cannot respond  to the secure-communication-function mounted
apparatus l0a  even if the secure-communication-function mounted
apparatus  10c receives the encryption key, as described above with 



5 reference to Fig. 7. Hence, only the secure-communication- function
mounted apparatus 10b can encrypt the session key  generated by itself
and returns the generated session key to  the
secure-communication-function mounted apparatus 10a. As shown in Fig.
8(c), even if the secure 10 communication-function mounted apparatus
10a decrypts the  encrypted session key that is received, encrypts data
with  the session key, and transmits the encrypted data to the
secure-communication-function mounted apparatus 10c, the
secure-communication-function mounted apparatus l0c cannot 15 decrypt
the encrypted data, even if the secure- communication-function mounted
apparatus 10c can receive the  encrypted data, because there is no
session key for the  decryption of the encrypted data. Accordingly, since
there is no risk of the encrypted  20 data that is sniffed and decrypted if
the secure- communication-function mounted apparatuses 10 are located
within in the range in which the short range communication  cannot be
established, it is possible to securely establish  the communication. In
addition, the risk of another secure 25 communication-function mounted
apparatus 10 that is located - 35  within the range in which the short range
communication can  be established is very low. This is because the area
in  which the short range communication can be established is  limited in
space and is under the control of the user. 



5 The session key according to this embodiment is a one- time key used
in the long range data communication.  Accordingly, a new session key is
generate-d, for example,  for every predetermined time or for every
communication  session, like a one-time password. 10 It is enough for the
session key, which is first  generated with the random number, to be kept
secret until  the subsequent session key is newly generated. Hence, it is
sufficient for the encryption key generated by the  asymmetric key
generator 102 to have a length that cannot be 15 decrypted in a short
time, for example, in one second before  the session key is generated and
the session key is shared  between the secure-communication-function
mounted  apparatuses 10. In other words, it is necessary to  terminate the
process of establishing secure communication 20 in a short period of time
in order not to provide to a third  party an adequate time when the first
session key, which is  the confidential information, can be decrypted.
Since, even  if the first session key is sniffed, a secret key having a  higher
security strength is generated at the subsequent 25 timing and the first
session key is disposed, the first - 36 - session key has no risk of being
abused. Referring back to Fig. 5, first, the active  communication unit 101
in the secure-communication-function  mounted apparatus 10a performs
polling (query processing) in  



5 Step S501. The passive communication unit 106 in the
secure-communication-function mounted apparatus 10b receives  the
polling-and transmits a response to the polling to the  active
communication unit 101 in Step S502. It is assumed that the
secure-communication-function  10 mounted apparatus 10a and the
secure-communication-function  mounted apparatus 10a, shown in Fig. 5,
are located within  the range in which the short range communication can
be  established, described above. The active communication unit 101
receives the response  15 transmitted from the passive communication
unit 106 in  response to the polling, generates an encryption key and a
decryption key, and transmits the encryption key and an ID  (for example,
an NFC ID) allocated to the active  communication unit 101 (S503). The
NFC ID corresponds to, 20 for example, "ID A" or "ID B", described above
with  reference to Figs. 2 and 3. After the passive communication unit 106
receives the  encryption key and the ID, the random number generator
108  generates a random number at random (S504). The generated 25
random number is used as the session key, as described above. - 37  The
encryptor 107 encrypts the generated session key  with the encryption key
that has been already received  (5505). The encrypted session key is
transmitted to the  active communication unit 101 along with an ID (for
example, 



5 an NFC ID) allocated to the passive communication unit 106  (5506).
After the active communication unit 101 receives the  encrypted session
key and the ID, the decryptor 103 decrypts  the encrypted session key
with the generated decryption key 10 (5507) to yield the session key. The
active communication unit 101 can identify the  passive communication
unit 106 (the secure-communication- function mounted apparatus 10b),
which is the communication  partner, on the basis of the ID received from
the passive 15 communication unit 106. The passive communication unit
106  can identify the active communication unit 101 (the secure-
communication-function mounted apparatus 10a), which is the
communication partner, on the basis of the ID received along  with the
encryption key. 20 The decrypted session key is supplied to the
encryptor/decryptor 105 and the ID of the passive  communication unit
106, received by the active communication unit 101, is supplied to the
long-range communication unit  104. The ID of the active communication
unit 101, received  25 by the passive communication unit 106, is supplied
to the - 38  long-range communication unit 109 and the session key
generated by the random number generator 108 is supplied to  the
encryptor/decryptor 110. As a result, both the long- range communication
unit 104 and the long-range 



5 communication unit 109 can identify the communication  partner. After
the decryptor 103 decrypts the encrypted session  key into the session
key (Step 5507), the switching unit 111  transmits a switching request to
switch from the short range 10 communication, such as the near field
communication, to the  long range communication using, for example, the
Bluetooth,  (for example, a request signal for communication switching  or
a media handover request) to the passive communication  unit 106
through the active communication unit 101 (S508). 15 The Bluetooth
communication has a higher transmission  speed, transmits large volume
data more rapidly and  efficiently, and has a wider communication range,
compared  with the near field communication. Accordingly, it is  useful to
switch from the short range communication to the 20 long range
communication, for example, when a user makes a  call with the headset
without holding the mobile phone with  his hand. When the switching
request is transmitted,  communication information necessary for the long
range 25 communication is exchanged between the
secure-communication - 39  function mounted apparatuses 10, in addition
to the  identification information, such as the NFC ID, already  acquired in
the short range communication. The  communication information
necessary for the long range 



5 communication is exemplified by a Bluetooth device address  identifying
the communication partner in the long range - communication. After
receiving the switching request, the passive  communication unit 106
transmits a response (for example, a  10 media handover response) to the
switching request transmitted from the active communication unit 101 to
the  active communication unit 101 (5509). The active  communication unit
101 receives the response. The secure-communication-function mounted
apparatus 10a  15 switches from the short range communication by the
active  communication unit 101 to the long range communication using,
for example, the Bluetooth, by the long-range communication  unit 104
(handover) (S511). The secure-communication- function mounted
apparatus 10b switches from the short range 20 communication by the
passive communication unit 106 to the  long range communication by the
long-range communication  unit 109 (handover) (S510). Sharing of the
session key between the secure- communication-function mounted
apparatuses 10a and 10b 25 causes the secure communication to be
established and the - 40  short range communication between the active
communication  unit 101 and the passive communication unit 106 is
terminated (S512). Then, secure data communication is performed with
the  



5 session key shared in the short range communication between  the
switched long-range communication unit 104 and long- range
communication unit 109 (S513). The first- session key  shared in the short
range communication is newly generated,  for example, each time the
session is terminated. With this 10 structure, it is possible to further
improve the security,  compared with the process of establishing secure
communication in the long range communication. Although the  common
key on the basis of a common key cryptosystem is used  as the session
key according to this embodiment, the present 15 invention is not limited
to such a session key. When the short range communication is switched
to the  long range communication, the long-range communication unit  104
and the long-range communication unit 109 can identify  the
communication partner to perform the data communication 20 even if the
communication partner is not specified by the  user. Since the long-range
communication unit 104 and the  long-range communication unit 109 can
identify the  communication partner on the basis of the identification 25
information (for example, the NFC ID) of the communication - 41  partner,
already acquired in the short range communication,  the long-range
communication unit 104 and the long-range  communication unit 109 do
not establish the data  communication with communication partners other
than the 



5 ones identified with the acquired identification information.  Accordingly,
it is possible to prevent improper data  communication with false
communication partners. As described above, when the data
communication is  established between the
secure-communication-function 10 mounted apparatuses 10 in the
communication system according  to this embodiment, only one
secure-communication-function  mounted apparatus 10 first entering the
communication area  in which the short range communication can be
established  can be identified to securely exchange the session key 15
without complicated settings for the secure communication.  In addition,
the secure communication can be established in  the long range
communication having a wider communication  area and a higher
communication speed, compared with the  short range communication, by
switching from the short range 20 communication to the long range
communication and using the  session key shared in the short range
communication. Since the communication partner (the secure-
communication-function mounted apparatus 10) of the long  range
communication can be identified by exchanging the 25 session key used
in the short range communication, it is - 42  possible to eliminate the risk
of establishing the data  communication with an unspecified
secure-communication- function mounted apparatus 10, thus easily
identifying the  communication partner to establish the data
communication. 



5 In the process of establishing secure communication in  the short range
communication, it is sufficient for the  encryption key used for keeping the
session key exchanged  between the secure-communication-function
mounted  apparatuses 10 secret to have a key length so as to provide 10
a strength against identification of the session key by a  third party after
the encryption key is transmitted before  the session key encrypted with
the encryption key is  decrypted, the session key is exchanged, and the
long range  communication is started. Hence, it is possible to 15 efficiently
perform the process of establishing secure  communication even if the
processing power, for example, the  computational capacity of each
apparatus is not so high. It is sufficient to generate the pair of the
encryption  key and the decryption key according to this embodiment, if
20 necessary. Since a digital certificate or the like of the pair is not
necessarily required, a complicated procedure  for registration of the
digital certificate can be omitted.  The series of processing, described
above, may be performed by dedicated hardware or may be performed by
25 software. If the series of processing is performed by - 43  software, the
programs in the software are installed in a  general-purpose computer or a
microcomputer. The programs  may be stored in advance in a hard disk
drive (HDD) included  in the computer or in a storage device, such as a
ROM. 



5 The programs may be temporarily or permanently stored  (recorded) in a
removable recording medium, such as a  flexible disk, a CD-ROM
(compact disc read only memory), an  MO (magneto-optical) disk, a DVD
(digital versatile disk), a  magnetic disk, or a semiconductor memory, in
addition to the 10 above-mentioned HDD or the ROM. Such a removable
recording  medium may be provided as package software. The programs
may be transferred by wireless  communication from a download site in
the computer over an  artificial satellite for digital satellite broadcasting or
15 may be transferred by wire communication in the computer  over a
network, such as a LAN (local area network) or the  Internet, in addition to
being installed from the removable  recording medium in the computer.
The computer receives the  programs transferred in the above manner
and installs the 20 programs in the storage device. In this description, the
processing steps describing  the programs which the computer uses to
perform a variety of  processing is not necessarily performed in time
series in  the order described in the sequence diagram, such as Fig. 5, 25
and may be performed individually or in parallel (including, - 44  for
example, a parallel process and an object process).  Although the wireless
communication is covered in this  embodiment, the present invention is
not limited to the  wireless communication. For example, the present
invention 



5 is applicable to wire communication or communication in  which the
wireless communication is mixed with the wire  communication.  While the
present invention has been described with  reference to what are
presently considered to be the 10 preferred embodiments and the
accompanying drawings, the  invention is not limited to the disclosed
embodiments. On  the contrary, it will be further understood by those
skilled  in the art that the invention is intended to cover various
modifications and equivalent arrangements included within 15 the spirit
and scope of the appended claims.  Although the blocks including the
asymmetric key  generator 102, the decryptor 103, the encryptor/decryptor
105, and the switching unit 111, in the secure communication  apparatus
20, are described as hardware in the above 20 embodiments, the present
invention is not limited to this  example. For example, at least one block,
among the above  blocks, may be a program including one or more
modules or  components. Although the blocks including the encryptor 107,
the  25 random number generator 108, the encryptor/decryptor 110, - 45
and the switching unit 111, in the secure communication  apparatus 22,
are described as hardware in the above  embodiments, the present
invention is not limited to this  example. For example, at least one block,
among the above 



5 blocks, may be a program including one or more modules or
components. Although the case in which two secure-communica-tion-
function mounted apparatuses establish the communication is
exemplified in the above embodiments, the present invention 10 is not
limited to this example. For example, the present  invention is applicable
to a case in which three secure- communication-function mounted
apparatuses establish the  communication. In this case, one of the three
secure- communication-function mounted apparatuses may serve as an
15 intermediator that relays data transferred between the  remaining two
secure-communication-function mounted  apparatuses. Although the
secure communication apparatus 20 is  separated from the secure
communication apparatus 22 in the  20 above embodiments, the present
invention is not limited to this example. For example, the secure
communication  apparatus 20 and the secure communication apparatus
22 may  be integrated into the secure-communication-function mounted
apparatus 10 as a single apparatus. 25 - 46 - Industrial Applicability The
present invention is applicable to a communication  system and a secure
communication apparatus, which are  capable of transmitting and
receiving data by wireless 



5 communication. 47 - CLAIMS  1. A communication system including a
plurality of communication apparatuses, 5 wherein a first communication
apparatus includes:  short-range active communication means for
transmitting  an inquiry signal to a short-range external communication
apparatus by electromagnetic waves and waiting for a  response to the
inquiry signal; 10 long-range communication means capable of
communication  by the electromagnetic waves in a range wider than the
communication area of the short-range active communication  means;
switching means for switching to either the short-range  15 active
communication means or the long-range communication  means; and
asymmetric key generating means for generating a pair  of an encryption
key and a decryption key corresponding to  the encryption key, the
encryption key and the decryption  20 key in the pair being asymmetric to
each other, wherein a second communication apparatus includes:
short-range passive communication means for receiving  the inquiry signal
from a short-range external communication  apparatus and transmitting a
response signal in response to  25 the inquiry signal; 



- 48  long-range communication means capable of communication  by the
electromagnetic waves in a range wider than the  communication area of
the short-range passive communication  means; 5 switching means for
switching to either the short-range  passive communication means or the
long-range communication  means; session key generating means for
generating a random  number and using the generated random number to
generate a  10 session key; and encrypting means for encrypting the
session key,  wherein the second communication apparatus uses the
encryption key transmitted from the first communication  apparatus to
encrypt the session key into an encrypted 15 session key and transmits
the encrypted session key to the  first communication apparatus, and
wherein the first communication apparatus uses the  decryption key to
decrypt the encrypted session key into the  session key and transmits to
the second communication 20 apparatus a communication switching
request signal to  request the switching to the long-range communication
means  and communication by using the long-range communication
means. 25 2. The communication system according to Claim 1, - 49  



wherein the short-range active communication means  transmits
identification information allocated to the short- range active
communication means to the short-range passive  communication means
along with the encryption key, and 5 wherein the short-range passive
communication means  transmits identification information allocated to the
short- range passive communication means to the short-range active
communication means along with the encrypted session key to  provide
the identification information of the communication 10 partner to the
long-range communication means provided in  the first and second
communication apparatuses. 3. A communication apparatus comprising:
short-range active communication means for transmitting  15 an inquiry
signal to a short-range external communication  apparatus by
electromagnetic waves and waiting for a  response to the inquiry signal;
long-range communication means capable of communication  by the
electromagnetic waves in a range wider than the 20 communication area
of the short-range active communication  means; switching means for
switching to either the short-range  active communication means or the
long-range communication  means; and 25 asymmetric key generating
means for generating a pair - 50  of an encryption key and a decryption
key corresponding to  



the encryption key, the encryption key and the decryption  key in the pair
being asymmetric to each other, wherein the communication apparatus
uses the decryption  5 key to decrypt an encrypted session key
transmitted from the  external communication apparatus and transmits to
the  external communication apparatus a communication switching
request signal to request the switching to the long-range  communication
means and communication by using the long 10 range communication
means. 4. The communication apparatus according to Claim 3,  wherein
the short-range active communication means  transmits identification
information allocated to the short 15 range active communication means
to the external  communication apparatus along with the encryption key,
and  wherein the short-range active communication means receives
identification information allocated to the  external communication
apparatus from the external 20 communication apparatus along with the
encrypted session key  to provide the identification information of the
communication partner to the long-range communication means  provided
in the communication apparatus and the external  communication
apparatus. 25 - 51  5. A communication apparatus comprising:
short-range passive communication means for receiving  



an inquiry signal from a short-range external communication  apparatus
and transmitting a response signal in response to  5 the inquiry signal;
long-range communication means capable of communication  by
electromagnetic waves in-a range wider than the  communication area of
the short-range passive communication  means; 10 switching means for
switching to either the short-range  passive communication means or the
long-range communication  means; session key generating means for
generating a random  number and using the generated random number to
generate a  15 session key; and encrypting means for encrypting the
session key,  wherein the communication apparatus uses an encryption
key transmitted from the external communication apparatus to  encrypt the
session key into an encrypted session key and 20 transmits the encrypted
session key to the communication  apparatus, and the communication
apparatus receives from the  external communication apparatus a
communication switching  request signal to request the switching to the
long-range  communication means and communication by using the long
25 range communication means. - 52  6. The communication apparatus
according to Claim 5,  wherein the short-range passive communication
means  



receives identification information allocated to the 5 external
communication apparatus along with the encryption  key, and wherein the
short-range passive-communication means  transmits identification
information allocated to the short- range passive communication means to
the external 10 communication apparatus along with the encrypted
session key  to provide the identification information of the
communication partner to the long-range communication means  provided
in the communication apparatus and the external  communication
apparatus. 15   ABSTRACT  A communication apparatus capable of
easily identifying a communication partner and securely sharing a session
key  5 between the communication apparatus and the communication
partner even if the communication apparatus has a processing  power-that
is not so high includes a short-range active  communication unit 101
transmitting an inquiry signal to a  short-range external communication
apparatus by 10 electromagnetic waves and waiting for a response to the
inquiry signal; a long-range communication unit 104 capable  of
communication by the electromagnetic waves in a range  wider than the
communication area of the short-range active  communication means; a
switching unit 111 switching to 



15 either the short-range active communication unit or the  long-range
communication unit; and an asymmetric key  generator 102 generating a
pair of an encryption key and a  decryption key corresponding to the
encryption key. The  communication apparatus is characterized by using
the 20 decryption key to decrypt an encrypted session key  transmitted
from the external communication apparatus and  transmitting to the
external communication apparatus a  communication switching request
signal to request the  switching to the long-range communication unit and
25 communication by using the long-range communication unit. 




