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DESCRIPTION OF THE RELATED ART

[0002] The digital revolution, accompanied by globalization, is transforming
people’s life in an unprecedented way. The growth and evolution of the Internet
fuels the expansion of the existing businesses while fostering the emergence of new
enterprises cross nation lines. In today’s global economy, the viability of a business

or research institution turns in a large part on its efficiency in processing and
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security breaches. A great deal of money is also wasted on inefficient IT security
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[0005] Drawbacks of the current network security solutions are manyfold. In
the main, four aspects are noteworthy: First, there is lacking an integrated system
that secures an entire network without severely limiting business growth.

Organizations are forced to employ a multiplicity of products from different vendors
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break; they are often too obvious
fallible. For example, most passwords are easy to break; they are often too obvious
or are stored on a device that can be easily compromised. The existing infrastructure
supporting digital certificates and public/private keys is also subject to abuse.
Therefore, the existing ways for identifying the users of a network device and
securing the device vis-a-vis these users—hence system-centric—presents inherent
security liabilities. A high level of security will remain illusory if no effective means
is adopted for pinpointing the identities of those who attempt to access a protected

network. A major paradigm shift is thus warranted for better network security, from

protecting the devices and data to protecting the users. A user-centric scheme for
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[001040 t Neor the aforementioned reasons, there is a need for a new network

security paradigm that delivers the desired reliability, efficiency, and user-
friendliness. The kind of security solution that can meet the needs of distributive IT
framework and support pervasive computing and information processing must
address the fallacies of the existing systems.

[0011] A skilled network engineer or a learned user of business IT networks
will appreciate the importance of better IT security solutions. To that end, a brief
review of the history of institutional computing and IT networks will be useful.
[0012] The first computers were mainframes. These complex monolithic

devices required a protected environment to function properly. They could only be
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comprehensive business-wise is needed, especially in view of the next inevitable
phase of the IT evolution, one marked by pervasive computing. All analog devices
are being and expected to be replaced by digital counterparts. Televisions,
telephones, CDs and DVDs, digital cameras, video cameras, and computer game
platforms alike will—if not already—all support Internet access. As network data
access becomes possible everywhere and all the time, the need for protecting
proprietary corporate data and sensitive private information becomes more pressing
and, the level of difficulty in meeting such needs correspondingly elevates.

[0015] In sum, reflecting on the evolution of the organizational IT infrastructure
and the current deficiencies in secure network communications, an ordinarily skilled

artisan will appreciate the need for systems and methods that improve the security,
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a distributive computer network is used, including, for example, governments,
militaries, manufacturers, and in financial service, insurance, consulting, healthcare,
and pharmaceutical industries. According to various embodiments, this IT security
platform may facilitate a broad array of business operations, including, inter alia,
inventories, sales, customer services, marketing and advertisement, teleconferencing,
and remote sharing of a variety of applications. The systems and methods of this
disclosure may be implemented in connection with biometric and other suitable

authentication methodologies in certain embodiments.
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[0020] According to one embodiment, the intelligent data carrier is mobile.
According to another embodiment, the intelligent data carrier is implemented with
one of USB key, Compact Flash, Smart Media, Compact Disk, DVD, PDA, firewire
device, and token device.

[0021] According to yet another embodiment, the authentication and encryption
scheme comprises the following sequential steps: (a) a request being caused to

forward from the intelligent data carrier to the network server that the intelligent data

carrier be authenticated; (b) the network server presenting to the intelligent data
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10026} According to another embodiment, the classification is speaker

verification, wherein the data object vectors involve two classes, the target speaker
and the impostor. Each class is characterized by a probability density function and
the determining in step (f) is a binary decision problem.

[0027] According to yet another embodiment, the determining in step (f)
comprises computing at least one of the sum, superiority, and probability from the
one or more data vector objects, based on the one or more classifiers of step (e). In
still another embodiment, the sum is one of a superior and a random sum computed

from the one or more data vector objects.



one or nore data authentication objects, wherein each
data aut hentication object is a data vector object,
w@e apabye4of being anal yzed using one or nore PCT/US2004/002438
classifiers; (f) the network server analyzing the
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[0033] According to a further embodiment, the multiplicity of applications
comprises at least one of window-based remote terminal server applications,
applications on 3270/5250 terminal emulators for mainframe, directly embedded
applications, and multimedia applications, wherein the directly embedded
applications comprise at least one of database applications, data analysis tools,
Customer Relation Management (CRM) tools, and Enterprise Resource Planning
(ERP) packages.

[0034] According to another embodiment, the dynamic datagram switch

comprises a datagram schema and a parser. The datagram schema comprises two or

more datagrams, belonging to one or more datagram types. The datagram is adapted
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conprise a super classifier derived fromthe nore than
one data vector objects. [0029] According to a still
wo eootthero4@nbodi ment, the super classifier is beGSEUSING002438
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oy not. en d )
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coO
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of dat abase applications, data anal ysis tools,

type,@dgpiedso tRelsatit tresiviges genmahting M) thobirge cantént transfer

Ent [ R Pl [ RP).. k s.. [0034],
datagagia PRI £ TRYh O BB I e i BlFAaie B e dimetory
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ram schema conpri
datagram, adapted to remotely control network users.

[0038] According to another embodiment, each datagram in the datagram
schema has a generic layout, which includes (A) header fields for (i) one or more
major datagram types, (ii) one or more minor datagram type, (ii) the datagram
length, and (iii) a datagram checksum, and (B) a datagram payload for carrying data
in transmission.

[0039] In yet another embodiment, the generic layout comprises one or more
additional header fields. In a further embodiment, the generic layout follows a TCP

header.
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nore datagrans, belonging to one or nore datagram
types. The datagramis adapted 9 WO 2004/ 099940
wERONANBROD4/ 002438 to carry (i) content data POF/US2004/002438
network transm ssion and (ii) other information for
managi ng and controlling network connections and
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conn&@ed ko tHeEA S@fedtdridfthe intelliceRt d4th ol oVRE @i network. Ina

dat agram types and in each najor datagramtype of the
furthés erebodiment, the iredaryconaestec enfiirther nilpbted te ettt ishoonnections

.datagram types. [0037]. According to anather )
and iislap feREct 1o er?&f\éﬁaﬂﬁ%q%rrtgﬁr ﬁsestgb'é%l%ﬁ@aneoﬂmam

he gr, [ SLJ ' ne % S an
onar e SOUBER) K1 % bR S ST PSR Bdane
connédtVifOofirRel cHEmPis6LM %Ebt@ﬂ?&da?téd)totd&ﬁnéﬁrﬁneéﬂisting networks
datagram adapted to transmt the content data, (iii)
to tha hetwhrk adivas and atnagmandatatefweed the exisanggetwork and the
poi nt -t 0- pQi nt, ﬁOi nt-to-multipoint, an

. nd .
intellpgent daig; Garueovimihe npbYerk sgaYe, Wheres sid ésing nefyvorlaés wired

. ect i Q . r apted ss._proxy dat.a
or wif B ' SRR GEPOR. ARERERL AR DB 1208
conné@bf, iifferfatily thBfetwsikeatd ARIGDR mbUREs aRf8PhBsl ddwork
transmt nessages in real-tinme, (vi) the large content
conne¢atmmsf er datagram adapted to transfer oversized data
nd dia files, (vij) the user directory datagram
[004Zid apt BHa¢ordangecwith dhe Reasart dscleaps, therrispyided; Hranother

r t at agr adapted, to renotely
embddfiBhe o TSI o s MR SRRR el BTGt poast one
servePARQGhBRNERt. P FIEACSAPHLEY 4 Bpn SRl ATanSShROR IR namic

a generic layout, which 1ncludes (A) header fields for
allocqtion ambswapping ©f datggramd dog natipygesof detiworkapphcations.

nor e, m nor flat agramtype, (ii) the datagram _| ength,

The clignt {5 a1 1telligentdnta praicactanahic QfrPrnsyiing the Agptgamputer

devick %Mér%%? t%ca%rsm?t%irnfgyciar%gvfjaatth% input-output apparatus over the network.

The intelligent data carrier is adapted to establish a network user identity through an
authentication and encryption scheme for secure data transmission between the
server and the client.

[0043] According to another embodiment, the client-server communication
system further comprises an injector, adapted to connect an existing network to the
server and transmit data between the existing networks and the client via the server.
The existing network is a wired or wireless network.

[0044] According to yet another embodiment, the server, client, and injector
each comprises a radar connector. The radar connector interfaces the network and is

adapted to monitor and control network connections. The radar connector of the
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in transm ssion. [0039] In yet another enbodi nent, the

generic |layout conprises one or nore additional
wheadeyooiio el ds. In a further enbodi mnent, the gRCIEUSD04/002438

| ayout follows a TCP header. 10 WO 2004/ 099940

PCT/ US2004/ 002438 [0040] According to anot her
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data carrier via the network server, wherein said
memesyi. sEharinteldigant dath samiardsi capablevof edmwstingrio stlidst computer

. anot her_enbodi nent, the injector further conprises a
device gl ne@ﬁﬂgg?rggy aRp R ing; Cﬁ‘&‘ YR EPIEPRIPY aPBRIaptsey er the
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netwvdyf, TPHR 888 SASKER & RS o EOME S GHEg dhOBhhs. The
intellige@Y deRCtartier Bn@hprd to @8RBHEIR RlctwarkChde MeriRY YiRough an

communi cati on system which conprises at |east one

authesticateon and eneryptibh egiemd ier senvencteonp datdsamnuysiani ¢
atagram swi.tch for dynami c _allocation and swappi ng.

[00a7s dai%af%q%amwgﬁ ﬁhﬁ’ Pweﬁfmcdlsgléafren&%mrowvﬁﬁa i sl

anothdP RIHLHAIMERS » xﬁ&ﬁoglfble&tcu%cf’n&gvcirﬂtcghnh B4 R Phe method
carrier, capablé of "connecting to a host conputer

comp@ig¥s:GSsing t@ R Yetwamsidet bh @ﬁeﬁ%@t M@ dafiferl, RAKEN BUdapable of
appar at us over the networKk. e intelligent data

connesdimgj tera hest adapuéet devicesomiiie dtwarlndtenelnkirassemitting data via its
identity through an ut henticati on and encryption
10 appaFfis oY o t%& @@EW@W@;@ 3 6T BaOARRHY G the network

user through an authentication and encryption scheme; and providing a dynamic

datagram switch in a server on the network for dynamic allocation and swapping of
datagrams in support of a multiplicity of applications. In various embodiments, the
method performs authentication, encryption, and randomization in connection with
data vector objects. Super classifiers are used, particularly with physical and
behavior biometric measurements in certain embodiments.

[0048] In accordance with the present disclosure, there is provided, in a further
embodiment, a method for target delivery of one or more applications to a user. The
method comprises issuing the user an intelligent data carrier, adapted to dock onto a
host computer device that is connected to a network on which a network server sits

and communicate with the network server over the network, wherein the network
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server and the client. [0043] According to another
enbodi nent, the client-server comruni cation system
WO eoottlogro4@onpri ses an i njector, adapted to conPEDUSZNA/002438
exi sting network to the server and transmt data
bet ween the existing networks and the client via the
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BRIEF@ESCRIP’H@N‘(EF THEBRAWINGS secure network

communi cat i on. e method conprises: issuing to a
network user an intelligent data carrier, which is
capabl e of = connecting to a host conputer devi ce on

[0051 he n&ugwok depigisithpynterastions beiwrgndagliensi as¢mver, and an injector

according to one embodiment of this disclosure.

[0052] Fig. 2 illustrates an object vector super classifier according to another
embodiment of this disclosure.

[0053] Fig. 3 depicts a datagram parser according to another embodiment of this
disclosure, including the various components, modules, and processes involved
therein.

[0054] Fig. 4 1s a generic layout of a datagram according to another
embodiment of this disclosure.

[0055] Fig. 5 illustrates an intelligent data carrier, the various modules and

processes implemented therein according to another embodiment of this disclosure.
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| O apparatus over the network and establishing a
network identity for the network user through an
wa@ioheywucat i on and encryption schene; and pr oRCHUSIP0£002438
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vector objects. Super classifiers are used,
thereparticul arly with physical and behavior bionetric
ments .in certain enbodi nents.

asur. 0048] In .
[0057¢ c or dafcedepicr 4 FEVEr acordingite ang F%l}l%Pﬁ-gp%nﬁ Qf this
discIBLftE Hefhing it VatiSD o EORARN, Widllyicd 8 rhOCksh &l inyolye
therelfle method conprises issuing the user an intelligent

data carrier, adapted to dock onto a host conputer
[0058]evi cd&ighhtepistsconmeattedatoording éo aoothep amblodohest of this
. .network,server sits and conmunicate wth the network
disclegprgenchifine fiifey HIQUTRIP st IO duies, ABE RBPeesiss ippolved
%904/ 099940 PCT/ US2004/ 002438 server conmuni cates

therew.t h the intelligent data carrier through

DETWDADEST RIPFMON ADPATHEN ARIOTS EMBOBIMENTS
aut henticating the user through an authentication and
Brie€é Risgpsisions (PERelevadt Jeants ng t he user access to the
one or nore applications upon successful
aut hentication. [0049] According to another

nmbodi - 0 [ [0 ar .
loos TP oamEa s i MEehriRuR, AR Ror M e vestonqbise
(alsoQBfdritel Bels\WRtK oBREY @ECteF, dbit Westor), GRIFBIHE AN bl Snaltiflg,

yet anot her enbodi nent, 'the host conputer ‘device is

deterpuniséictapdlysisp objeet hetadoddterninisticrand]ysis (alscetedasedrenmsobject
o Bl o e
proo AR il Pl B Rl 8L B o
i ROE3Ee i ST AR} B0 Ry, TCT
UDPptirevapdlnivatsab Ssriabub 6USR),niippletSesad Bus (diSB ), SerihhBort,

rver applications, applications on 3270/ 5250
Paralje] BArh sk av s a4 wiellrs qheraistevagt tesws throsgbedtide present

st B 830 S8 L 0 o PO e B pghined

in th®fel&HMRBAS Be. the art of mathematics, computer sciences, information

technology (IT), physics, statistics, artificial intelligence, digital networks, network
communications, Internet technologies, cryptography, encryption and decryption,
compression and decompression, classification theories, prediction modeling,
decision making, voice recognition, and biometrics.

[0060] The following terms, Secure Key Exchange (SKE), Advance Encryption
Standard (AES), Public Key Infrastructure (PKI), Encrypted Virtual File Systems
(EVFES), Virtual Private Network (VPN), Intrusion Detection System (IDS),
Demilitarized Zone (DMZ), Personal Digital Assistant (PDA), USB key, USB token,
USB dongle, Parallel Port dongle, Serial Port dongle, firewire device, token device,
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appl i cations, data analysis tools, Custoner Relation

Managenent (CRM) tools, and Enterprise Resource
w@h@andargo (ERP) packages. BRI EF DESCRI PTI ON OFPdHAES2004/002438

DRAW NGS [0051] Fig. 1 depicts the interactions

between a client, a server, and an injector according

Smalltt l‘i'[‘a‘%HeSmeHPa[‘Co C}%e{cl't‘ Iy o8l §ﬁ1a915155§‘fal [l\@&?(glg,]e Ir)ﬁiIg,' Cémpact
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[0053] Fig. 3 depicts a dat%am parser according to
AcceandreiocobHiRaPiRkcaonicata Iaicbange (o), TrtemstiRelay Fbat
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othetﬁ.?ié\&h@f@rﬁﬁctﬁfcﬂigg]gué glgeaﬁgéeﬁ% IdiscPoRRd B b@hnfigalsféood

scl osure. [00 'ustrateés an Inte gent

consdadmalycwithiteeir tggiealvasdrongs snablisedanthe IF GRRSEES, electronic or
i mpl emented therein according to another enbodi nent of

onlingiognyesel akd particulalyibeaptasdosgaoityard sy o¢lalcgoReids

056], Fi g. depi lient di t th
10063150 ANBRR SR FPR6 LG BB ATHATEP 6 "EHOVIHS SRabled
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o T e AT A
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conponents, nodul es, and processes involved therein.
netwpkg58¢h g5 the Bitetapt, or ¢ desadnjeseods, sack os dit wyterprismbittaaet

e TR i oS OB LTE D She vatLoue, .
con R b CESCRENSCE VAL LS, EVEERUNENTS B .o

digitdledaifiera e tindtak audibl€dte coRivificatdflcr andatRe VRS &ds that may be
object (also referred to as data object vector,
connepd e avnstvork) viaovias of iimlgssdrednsi drhermtivotk-connecting device
may be a client or a server as referred to in this disclosure. In one embodiment, the
connecting device may also refer to a host computer for a mobile client such as an
mtelligent data carrier. See the discussion infi-a on the client as an intelligent data
carrier. In certain embodiments, a network may include one or more such clients and
one or more such servers. In other embodiments, a network also includes one or
more injectors, discussed infra in the detailed description of this disclosure.
[0062] As used herein, a Virtual Private Network (VPN) applies security
procedures and tunneling to achieve privacy in network transactions while sharing
public network infrastructure such as the Internet. Tunneling refers to the
transmission of the protected data—such as those proprietary to a business or private
to an individual—through a public network. The routing nodes in the public network
are unaware that the transmission is part of a private network. Tunneling is typically
accomplished by encapsulating the private network data and protocol information
within the public network transmission units so that the private network protocol
information appears to the public network as data. Tunneling enables using the

Internet to transmit data on behalf of a private network. Numerous tunneling
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File Systens EVFS), Virtual Private Ne

compirrses WQiimeDegeittitOhdhe.Syp@m eByatiore finpeértpainits éﬂné[pm&ts
ngﬁNQq Perso gi tal SI stant (PDA), USB ke USB
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[0064] MPL Sath apmsedihghtin Kefers toayy inoreatoRcapaidelof beibaP) ,
El.ectroni ¢ Dat a, Exchange (EDI) I nternet Rel ay Chat
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roug ho Pesent

that i8l ﬂ@ﬁ%ﬁhﬁé@(fm ﬁ@ﬁéﬁhﬁ%ﬁmﬁ)}’ a Wdrhvier @i detlvyit. CRbr SBAMYBIR a

established in the IT i'ndustries, electronic or
finanorall institetoomer aé)anh,mhe pasmnmlaacdymtuhﬁ)mmumrdonsamms éne type

and el ate ields. [00611 A network, as used
of 00}%@%3 tﬁ %ﬁpﬂ@? ApoBsE qﬁ@t%nmef@le@ﬁ%mcbwvers used

o oS PSPPI RS, T
accoﬁﬁ@ia?ﬁm‘iﬁ@‘h@fo%ﬁﬁoﬁ viuld BBGRe tfp6F U ikniBa REHRTCRRER of
EDI transactions. Another example of a different kind of content data is the
inventory information on raw materials and finished products in a manufacturing
facility; this data is often transmitted among clients and servers throughout such a
facility for access by production engineers and business planning personnel.
Multimedia data such as audio, video files represent yet another form of content
data. The transaction data—also referred to as the connection data—means, in the
present disclosure, any information that depicts the state of the network connection

between a client and a server and the data transmission between them. It includes
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network, such as the Internet, or a closed network,
such as an enterprise intranet system The
wmeimovded4enabl ed device, also referred to as PCT/US2004/002438
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device, may be a conputer, a digital nobile phone, a
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net wor k- connecting device may be a client or a server
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inctudg TR0t Binsh Rl G el a BT 2B GTe v Reerdpisriace
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information wthin the public network transm ssion

supporiintsraotionraith stendard deskéomapplonakiops starcad Microsoft Office, ERP
i nformati on appears to the public network as data.
Systemﬁ#%-rgﬁg?lsh A5 1fEriAge hesrtatn pRbedimersmanalsp reieataany

. : . of r . k Q tunnel i ng 15
pointE 3R biseifrbelyTeS b s VBT AR s hdg. o
any t ygf@gﬁﬂeui@qﬁwm{.ch_ sonme exanples are the

oi nt-to-Point™ Tunneling Protocol (PPTP), devel oped
[00670y M & uslaf coamettseasnatd hedear, refenpana esydulgéme is sdapted to
Jouting encapsul ati on (GRE),_ devel oped by G sco
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cen] YL 00 L LS g PR S0 R RS e
conn%;ér;tgf Qf/gﬁlieftfhe‘i‘i@Yn B&rtait b e ARNS GHNBA HRrBG oV didtit Rost
connections and initialize contact to the server thereby reestablishing connections. It
first looks to connect to a port; thereafter, it continuously monitors the network
connections and when a loss of connection is detected, it attempts to reestablish the
connection by calling the server. On the server side, the radar connector may remain
active at all times, monitoring the state of connections with various clients.

[0068] Pervasive computing, as used in this disclosure, refers to the increased
and widespread use of network computers or other digital devices in people’s
business and domestic affairs. The rapid growth of digital and web-enabled

electronics and domestic appliances (e.g., mobile phone, digital TV, PDA, Global
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. sgept disclosure, any information that depicts
mter‘%}%glgg?[ggé?g'f t he network connection between a client
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the teirnif ‘Golieat’l onvariousteanbatiateatsodf thisediselosiner i Aatintedligent data
.met hods of authentication, anong. other things. [0065]
CarT1qhRORREHTFH @éi‘@ﬁb&) SRG MErReLyp adaed kstoeg datacdiltans input-output

: appaIIaP&s‘f’ agépctgéi % ﬂ{p%’t a%youtput data, and (iii) one processor, adapted to
process the data stored in said memory. An intelligent data carrier is capable of
connecting to a host computer device thereby transmitting data via its IO apparatus
over the network. It is also adapted to establish a network identity of a network user
through an authentication and encryption scheme, according to certain embodiments
of this disclosure. In one embodiment, the intelligent data carrier is mobile. The
intelligent data carrier may be implemented with or on a USB key, a firewire device,
Smart Card, Compact Disk, DVD, Smart Media, Compact Flash, PDA, Smart Digital
Media, or a token device. A token device may be a software dongle such as a Serial
Port dongle or a Parallel Port dongle, any onetime password generation device, or

system access device. Other digital media reader may be implemented as intelligent
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[0073] In another embodiment, an injector is included in the client-server

communication system. The client-server-injector system enables convenient
integration with existing network infrastructures and facilitates the overall security of
data transmission and application sharing. See infi'a the detailed discussion on the
injector connecting with the server and client. One or more clients, one or more
servers, and one or more injectors may be instituted in such a network
communication system. Each injector links to and communicates with one or more

servers. Each server connects to and serves one or more clients. The multiple
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ProcayBeEDang, comiaph@@hdng &é@ﬂlenﬁwﬁ,lréﬂebt& lose ahd prtb pebit §divers 101
aratus, adapted to input and output data, and (iii)
deplqwglqu @ ds Sbe Peroaiptiens mnagﬂrdé@sa:ssm@ a@étraamg@s ader n

pemgémgﬁlﬁgy%wg f]ﬁcai.l alt&ﬁ@ﬂ%g%?%s?@x% P 9 |és CaRabL ey ggrvmes
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each cHeitt 103y sefven 101yl iﬁ]d}tﬁ@ﬂ 103,k HetWnan MYt hem‘he patdePBngine
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7 and L 50 e SEED1 S Bl st 1, KB
inclu%f@%}%%@%#gjrliﬁwegfegg&&@e restpggff{/ P{C“i‘,‘;g%}:\?sggﬁgl?@y, a service
parseD601 tadl services frames 603 are included in the client 103, as shown in Fig. 6.
The datagram switch 701, 801 operates in conjunction with the radar connector 107
on both the client side and the server side to process multiple instances of datagram
transmissions. The detailed discussion on the dynamic datagram switch 701, 801 is
set forth below. The encryption engine 115 processes encryption and decryption of
the data transactions over the network. In the client 103, server 101, and injector 105
systems, the encryption engine 115 is one level behind the radar connector 107 that
interfaces with the network. The parsing engine 113 and the service facilitator 111
implemented in both the server 101 and the injector 105 enable the overall system to

support a multitude of network services and applications as well as transmission of
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DVDs DA | fisevte device, token device such as Serial Port dongle or Parallel Port
dongle, or other digital, analog devices or medium readers.

[0078] An intelligent data carrier has three principle components accorﬁiing to
one embodiment: a memory adapted to store digital information, an input-output
(I0) apparatus adapted to input and output digital information, and a processor
adapted to process digital information stored in the memory. An IDC is capable of
connecting to a computer host device that sits in a network and thereby transmitting
data over the network via its IO apparatus.

[0079] The memory of an IDC may take the form of any computer readable

media, such as CDs, floppy disks, DVDs, Erasable Programmable Read-Only
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data transm ssion and application sharing. See infra
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embad@ent elvaichdiBmbtERieht ale 10 ikafl-Applichfien BRi FS11RBSrated
manager 109 assigns and nanages user perm Ssions. e
Circuge(ASKe). fHud 1G supportsithe esnsutrasof thatpreloeded applications on the
j ONS Or servic ovided to the user as

| j.cat ;

IDC 3 GUeRahe SRPUENIRGS Sl eR tinkes sompyterddaving erdbase made
. . | ' ne oF

avait 8 S ERlop R senRh B s e RTLHAERLRG, A¥rsfipr g

IDC dodraisbtseEMfciadewAd; ¢ 1dakash ANEVLt @Ho@fcohi@ﬁég%élﬁ& and is

See, Figs. 7 and 8, a dynami c datagram sw tc
adaptgd 1o pneceas infanmation stored 08thedX. ameembricindiadfoimatidreloaded

onto G5y EE;5aREMAGH o ARRAAIOB Ui LGl OB RscompWSsdgvice. See
infia E(I!}Ig&@gi_lé@ﬁis%ﬁs%iéﬂ%%‘Qﬁpciiéa'i‘ioh'li%ﬁ%%f”t 103, as shown in
[0082] The intelligent data carrier according to this disclosure is adapted to
establish a network identity for a user through an authentication and encryption
scheme. The intelligent data carrier locates the server and presents itself to the
server by initiating the authentication process. See infra the discussions on
authentication and encryption. In the secure network system of this disclosure, each
user may be issued an IDC that allows the user to connect to the network server and
access the data and applications thereon. A user may use the IDC to connect,
disconnect, and reconnect to the server at will and as needed. The connection may
be made from any network host device and at any time according to one

embodiment. A host computer device may be a desktop or laptop computer, a
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The datagram switch 701, 801 operates in conjunction
Wi th the radar connector 107 on both the client side
w@anw4ndm4cer ver side to process nmultiple i nst aPCEESWN4/002438

datagram transm ssions. The detail ed di scussion on

the dynam ¢ datagram switch 701, 801 is set forth
persoBEl Btfital ARIAARE IDALR BONEBpore, ERREPTS oB AEIEL ARco
playered voiputdripantiecedsol it digial cavsries cdféra ichd, Bhé atrtwork-

105 systens, the encryption engine 115 is one |evel
enablgdlomeestiscapplianee sushrasot netwiolked refrigeratore nfiaroaeavig, washer,

dryers 454 AT 1 o iR ednaatEnty ﬁi\%ﬁﬁﬁ@ﬁ% Gerctyggmbedded
in a HREdENEe 'tl'ﬂér@ﬁ/ ?tf%xégéso%'aﬁ@ ath %ﬁcﬁ%\fﬁrea&r ap%igaﬁc% Sfaring over a

support a nu net wor k ser ces

netwaikp| Thahétwrakascesslis gﬁsaﬁeraaﬂmﬁﬁé Withetgad t¥each user. See
2004/ 099940 PCT/ US2004/ 002438 vari ous téges of dat a.
infra e diserssien gh|Encoypted d5guahiilo Shstermoblut B3Cahus affords great

mobi BT PORaRE. Wi SRET VBt GoRoTBIK Caa LTy
05. ' : it ' , ' .
[00831 li entg épgﬁgﬁféﬁ%@a l}dt% e(féhlgF geggtt\?i%e {t%lgtga {@bﬁ%ﬁé@@é@éf{ﬁc na

secure ERREdlWmbanér. [BMeIMEtTREhe cetthitBydmsed bppReE N may be
network, wired or wireless. Aclient may also refer
preloadedttnpulleC that isvissued do aniauthoaizedtusar, onglwlo smggistered with

e ST e T P Do oot e
by th& E?ﬁr&, i?fes#)g&ive%ffeﬁ lb(?%ilh%EF{He%@ s gﬁ&ﬁ% NY1@t is, for
software, firmvare, or flash nenory on a host

exam@]ké QSerdayy el HIKSB kdy EDOSH WU mpetS&Fhiéiseddrested to
I's provided 1 n one enbodinent by the host conputer

the Indesmete-asone hecatog, andHingichatheappligaticr pff the A8 ey IDChence
r k trangatgt' ons and gcontrol data _transmn _Sssion

succeghiedlydnngeie 1o dhnaar e rase Sitt@e Rt ecdaiepast. (IHiedtigh may
closelttgg Iafa;'ﬁ?cat{: [a ltﬁe ﬁi@?nfdlscgé sbRf E)i ﬂgee[rqgﬁym%ag{(ﬁng g“h% files

ormrtor e user 0] onto

are stbeddinBYEaESpRdd Tittid] €5lel Systéhh ((ERTFS)tcohabdBl $o th@theik
textual, object, or graphical. The user interface al so

servesnébt é¢fra thesdiscussiansufd= VRSt Miben anandtber looationithé nger may
taunchfe FPBIFH e J0a% BTGET AR BICTHEY L0 b P R COFEhR T key
IDC Wifrg SHRAd TR %E)rnputer host device and continue working on the same file.
Such secure, mobile, and user-centric connectivity between the IDC and the network
server thus provides a paradigm for managing and controlling not only data access
but also application delivery.

[0084] Intelligent data carriers may be used to deliver standalone applications or
operating systems according to one embodiment. A user may be issued an IDC with
applications and/or an operating system that is read only and copy protected. The
user may use the IDC to boot a host system that does not have an operating system
or storage device installed thereon and to access server-based applications or the

preloaded applications on the IDC.
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of this disclosure. In various enbodi nents, an
intelligent data carrier may be inplenmented with or
wWo@e0a/ 08B key, Conpact Flash, Smart Media, ConPeyUS2004/002438
Di sk, DVD, PDA, firewire device, token device such as
Serial Port dongle or Parallel Port dongle, or other
i git J: ' LSl ] .
fooss 3| BslAl QR ERTnaY pEBRAD AAREE applicitianinedia

conteh® BPestaitigStocaiahel digbdédimedf eF engamhpreNthc Wef B be provided
__adapted to store digital information, an input-output
with ap (I)IBCacppﬁalmmsﬂ iedtion that gLeohprodeated and irefid enly as well
i nformati.on, .and a processar. ,.adapted t rocess .
a5 a g S R TRR P DB gReamlinl PR BBy (P setios. When
: | e . i V] -
e HGAIERLS EonfAETH 1B BB SO RS Y, AL,

procdsbér igfalaukabeér ot dthelQatppaiahtinsed 9X08hatibe toersty/ awhnti-
an I DC may take the form of any conputer readabl e

copyimgdicale, wineth wshopstoréd opplye HPSka thofms) ofamsaniypted code

.., Progra bl e ad-Only 21 WO 2004/ 099940 .. .
hiddapAPRPEORPO0 SRS IRENBY S EBRERFe S cRtia et fngalled on
the Oﬁigggf)%ggt Jash, Smart Media, USB key, etc.). [00801

apparatus of the IDC is capable of connecting

[o10000 a Mestligeardutaciarrigl®\ire sed foranydik ispeciat déribution
connection or port, including, for exanple, nouse
accondong o, yetleaptraragnliment. sBachansepanaisbg issBegon 1D Cothapng®rks

with B35, hE bior Abex: Pedebadui puthbsate idkat Lo orgac gl Mgcha
sourcESMIRH LS FHVIRYCD b(?r MPréedjat{t’ F1M rRlLSSvASHRYL dang éﬁé’ access and
various enbodi neht's. For exanple, 1n oné Erbo men%,

usagSGPihie-spabidR dth Ellesthr gtfDgn may be established
between the 1DC and a host device pursuant to

[0101BI uet dbeapppeatidn delivery pagebgmamotiling todtih dsctpsutenis
ther e gli ne igp 802..1 | b- gtéand infrare(ii_ i

there@sﬁ%m% Y BRFIRH IO eRrictRedats confsnkras Vel h cpiRarcigl |

ot RAGRRLE by T3 RS P et el BT ko

appliSatRREA! 85t @k R saPPolss ahd 98Soud 098bncliTee1R 6 88aiRipeRient
the | DC conprises an integrated circuit (1C) in one

(CRMrivodi Entanpris¢ Resouth lanemmg ERBhpackages.| Controlad and targeted

AelivEig, e0sR Mk REOEBAN PRI CBROR A SPEBigEs well as cottralized

data Mﬁieﬁ%&ﬁ%&n&ﬂ, Mi%es this paradigm a practical rival of the existing
software licensing schemes such as enterprise licenses and floating licenses. In this
capacity, an IDC enables digital rights management (DRM) for proprietary data,
applications and services.

[0102] Referring to Fig. 5, an intelligent data carrier implements a number of
modules and processes according to one embodiment of this disclosure. For
example, an Application Boot Loader 501 allows System Integrators (Sls) and
Original Equipment Manufacturers (OEMs) to create custom boot calls to
applications that are stored on the IDC or applications installed on the host computer

device. The Application Boot Loader 501 is part of the processor of an IDC
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IDC as well as the applications installed on the host
conputer device or those nade available fromthe

w0 eemne9ger ver. In alternative enbodi nents, theCT/US2004/002438
processor of the |DC does not itself include an IC,
it relies on an IC of a host conputer device and is
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device. See infra for detailed discussions on
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view g e Bt AR B BE Boeri s commect . and r econnect to
[o1041he S@Xd(ﬁﬁoﬁ’él HbdkleaBeb ﬁ§o NRGCEN, nchlﬁdl g%e@h'%lwy

be nmade from any network host device and at any t
Authan’nmtnhnr@hd:r[t rooduletofidi nmert auﬂ@erttwatlonparmdae codasdtors511 for

e deskt or |l aptop conputer, a 22 WO
monig%zg @‘gg W@dﬁf%@%&%ﬁg ;?@.dseéhlancrcrpgpn amodule 513,

amorfggfhg} @’?ﬁ%l g’ggg Aﬁlﬁl&% ca 18n‘é3 §8§ I ¢ a Sxéa}rloug user

authe‘iﬁ'ti@hﬁé‘ill ntcAll® ifbludingHBES 1ﬁ&98§ 518N aéw%?& ??értgm orabhadther

domesti c appliance such as a netwo | geratar,
rightsrpolicea$ €9, amsig other dnings., Tao dietmbﬁwhgdmslonl on sehemicati on

enbodj nents, the IDC may be directly enbedded in a
and%&ﬂ’t%ﬂﬁéétfoﬁ@@ig)wpr ovi des secure data exchange or

pplication sharing,ove net wor The
[Olosgcces 60%IPV cgetseau I%erg@g%}a@% ¢ éléedglaﬁc?%ﬁ%i%o%er
embodfient &f fhis §R610FHRC USSR RBIFRS )ﬁ@tc%ﬂ'tp\érfeh%a&e g’léo depicted,
System The IDC thus affords great
as arethegroeessesianrol vaht Forcesaple) de}pehdmgecbmﬂfekconnectlon with the
comuni cati ons. Lq£00831 Appl i cations may be delivered
server.othg g liept sipests sk Eerent baeghl tansnmesipn, achslsegimessaging 605,

e e
parse\iM_%t@%FQ dfpRYeAUIHYshEATNES6 that BT ¥Rt abTarh iR HST6Y, 703) in
the network server in one embodiment. See infra the discussion on the server with a
dynamic datagram switch. Secure Key Exchange 611 and encryption 613 are
implemented in the client. See infi-a the discussion on authentication and encryption.
Randomization is utilized in connection to the authentication and encryption scheme.
See infi-a the discussion on randomization in the creation and analysis of data
objects. Additionally, a radar connector 615 is included as part of the client, linking
the client to the server. The radar connector 615 monitors the connections between

the client and the server. The connection may be through a public network such as
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the server. The user may run the application off the
| DC upon proper authentication by the server,
WO peogdpeed | ve of what | ocal host the IDC is dop&EUS1004/002438
That is, for exanple, the user may insert a USB key
IDC to a conputer-which is connected to the
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network server. See infra the discussions of EVFS.
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. [ [ i . .
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in ths§@eal o RRRlisEeid 88§ BelcongRRIBdNIgs1feiSh 888 on the physical
according to one enbodinent. ‘A user may be issued an
user idegtities-h-e.@paddordingdo diamdirars raeasopanerts-reprslytht eevgirahical
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the clRéiet @RAGETHvAPRIdeSPil BB Hallot A H dafons tha¥¥LOMMEQ BI MO user or
PCT/ US2004/ 002438 [0085] Intelligent data carriers

that theypséreis wegibrizeddelaceess. dihpel datafilesse andn FF S that pnoeides

accardi ng to another enpodinent. [For exanple, the user
securﬁagrlﬁ%teﬁggqﬁsd@&aclg\pfq{. ep&?@ég@gcws‘@n oR& VFS. In other

embo\%e%:eh&ameos%&&%aj ﬁeﬁ&&%pﬁ%i%@&sf % tggd ﬁl}eo%flzﬁgqﬁlsﬁﬁ ?ﬁ%ﬁ the

as a uni que’ seri al

connédHoirfis|edtabBBh&d, ak & capRld gakhon. Wen the
installation is conpleted, "the IDC may request the

[0107%y st edsrehown dGgnibssryer proocdingdo one reindbodimeheincluates a set
(gj:‘{fer static system based informatjon to create an
of m

PS aRGEYMRENEHBS oML Which dReRalagere i Brat rrdudatin the
cten, e A, SRR R SRR BB St brementcd
in thd V@, | RShd¥ization is also utilized in connection with the authentication
and encryption scheme. As discussed supra, an EVFS 709 is linked to the server,
providing each client a virtual private file system for data access and storage. The
EVFES 709 links to the server via an EVFS interface 711. See infra for detailed
discussions. Further, a radar connector 713 is included as part of the server,
mterfacing with the radar connector 615 at the client side. The network connection
between the client and server with a radar connector on each side enables effective
monitoring and control of the network connection. The radar connector may also
detect lost connections and reestablish the connection when needed, according to

another embodiment of this disclosure. Various applications or services are
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the original host device. [0100] Intelligent data
carriers are used for nedia specific distribution
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decoders authorizing access to specific digital nedia
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appl i cations an serwces Referring’to Fig. 5,
typesanAiminelr Idagagmmdgp@rrmarﬁlﬂher corppaa@ hiveerdevelnta¢agram subtypes

nodul es proces accordi ng to. one enbodi nent
in altfA Greadp i RIeats PR ot ehRRgs Ja TAppRonsdRA ke Bsbined for cach

datagé’?ﬁd&ﬁe %9 fg%evﬁa%zitaﬁ%%@tt%# §{‘ %@@ej Sgapggg acefesupportmg

one d%liﬁé&r@ @ﬁlc wlioitlbﬁs 2P BArr Pk MR Sorihete FebifR! Bhas oPRata.
the | or applications installed on the host conputer

The eidusdypdhmapppliicadifforeBootd dpeaifar pivdilegdes apdfdr pefmidséons.
rocessor of an |1 DC 24 WO 2004/ 099940
[0109bcT/ UbStRasAr AHe gTocss st the seryer hwh@ Apbamiredatagipm switch

ecut abl e
701. e Slam® FRflrah hidhys 2apdls s R Y, ABRAE
proce[s@111%3]ma_ Bﬁ/aﬁﬁﬁ@r détégraﬁi@ &n k&XF TR, D%te%@ﬁﬁl' d1lRABEA Rid ke
or for exanple-into user data storage 503,
allocapqui alteqnerﬁm‘rmi dymsmucalde HOdne emthodadentnihetsaatd memory space

onfi artition 507, according to one enbodi nent. The
is USQS]SWLC% Qgg datagram is de-allocated whl?e another is allocated. Memory

—

pointers are used for multiple datagrams. When one datagram is in service, its
pointer points to the allocated memory. The use of memory pointer provides high-
level efficiency and speed in deploying multitudes of network applications and
supporting network data transmission in service to one or more users. The switch of
datagrams may be implemented, in certain embodiments, within a network
connection through one port; and in alternative embodiments, the switch of
datagrams may be implemented in connection with multiple ports.

[0110] The dynamic datagram switch 701 constitutes the datagram parser
engine 113 according to one embodiment. The parser engine 113 also includes a
parser 703, which filters the datagrams based on their major and minor types. For

example, data are first read from the socket and are appended to the in-queue for that
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storage 503 is read-and-wite enabled. The application

data storage 505 is read-only. The adm nistrative
wa@envitiogpoparti ti on 507 is read-only and copy prPCEUSE04/002438

The partition information is stored on the IDC in

such a way that it is not in the user's view nor

di rectly accessi by the. user. 104] .Addi t,i gnal
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that prggpervar. Hifhe setagsem is sargetedifar ﬁwgloeaﬂtﬁ@@vmttns tlgwepassed on

t he ashscussi on on the server with a dynamc
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ncry M@ an | -
(0TI E A P 703 hon CERISTIPRURS: 18 sphfordids B petBfsion o
send Bangantiagii gpeiof datddrime dHigicpurigeiddomsih® thd6bject classifier in
aut hentication and encryption schene. See infra the
one egnladigenbnSeminfamBaainpla E@nd ithe diseussiernen enthgntication and

encr L BBl o BB BRI ok S8 o datagram,
the dé’ﬂ’fg{‘dn'?gs disb&aehianhta 18 A18Ss él%%fré (-IfTﬁ%e}f?gngp?sgﬁ{é%ge%@%sion

nmonitors the conne&cti ons between

for tHeh@itg@arelype e eseraithencimys besddwhstier thaddldethas
net wor k such as 25 WO 2004/ 099940 PCT/ US2004/ 002438

permisiytonisio sepdthe particulir sbtagrare asdtvelithetibd regipieing has the
permfRA S B SPh ST BESh e SRRt i

- permanent, then the datagram is discarded and a log file is created. If no, but if the

negative permission is temporary, then the datagram may be stored for later retrieval
and processing. If the sender has permissions to send the datagram and the recipient
has the permission to receive the datagram, the parser then proceeds to determine the
datagram type.

[0113] Fig. 3 shows the relevant processes for determining datagram types 301
and parsing datagrams implemented in a parser 703 according to one embodiment.
Each datagram type has a corresponding processing engine, such as instant
messaging engine 303, broadcast engine 305, connection proxy engine 307, user

authentication engine 309, user administration engine 311, user directory engine 313,
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The iR da R B Ao torRr Sacsl ey fEbpeh Hhotos, and
layers.ncl uded as part of the server, interfacing with the
radar connector 615 at the client side. The network
[0116¢ onnedhi apprdpeiate Emdtioas o nesthodemhay de\executietl fomeacddar
n each.side enabl es, effective npnitorin

connecto i
dataggarg QSR tﬂ;‘b ﬁatagram & PROPREY I8t aeserdingdo they aenencglayout

I - ' d )
of th GRREERP! EIF B SBiendod b RSl SR 2BER BB B puciog o one
embodN@ERe TRIBALLRN ayfut it1Sdel tgg la$14a8-40Y8HdMS header fields

applications or services are
such as the major datagram type 403, the minor datagram type or subtype 405, the

datagram length 407, and the datagram checksum 409. The payload 401 carries the
content data in transmission. Additional header fields 411 may be included for
different datagram types.

[0117] Referring to Example 1 infra, in one embodiment, the major datagram
types include, among other things: the server messages and connection control
datagram, capable of authenticating and controlling user connections; the content
datagram, capable of managing content data transmission; the broadcast datagram,

capable of managing real-time point-to-multipoint and multipoint-to-multipoint data
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WD 2004/ 099940 PCT/ US2004/ 002438 support ed,

i ncludi ng, for exanple, nessaging 715, stream ng 717,
wa@ea409t®m zed comuni cations 719. [0108] ThRCTHHSZ04/002438

transm ssion between the client and the server is

effectuated by a dynam c datagram swi tch based on a

vans 08 SRR T GER R\ D TBALT o S proy it

betwéelslaﬂﬁaaﬁﬁtwonk datvar agledid inedlifett dataegpier.t through the
server is formatted into a datagram Each dat a?ramls

[011&arri é“dlevﬁeWﬁrnn@sS’crm puctamegdencaningl dajagiag includes minor or
e TSI B Sy L SELAP i
o R AR RSk o AR B
respdn)g@ oAy ﬂ@qu@st@f Rutheatitityoryfandi the buthentibitior yReE dafhgram,

m nor datagramtype nay furt her conprise |lower |evel
Capaldatcnf@cadmgdbwwtoﬁan wth@ttmm@emdu ments. A set

[01193 at ag Qc&lﬂg@q(glla a%g%#ggéluga%gﬁr?@gg I t{t&é@e@%es such as: the
nomayp§ﬂteﬁt Hﬁaéﬁ%ﬁ? ggﬂfe o%‘f%%ﬁitﬂ% co¥Béht %fatm e C}Bégmg

I caton rrying one of nore s

datag@{tmd adsable o eoﬂlﬂiumcﬁlﬂ(?/\@ﬁﬁ tH@ﬁeﬁecﬁwseﬁve@I lahfl eseblisking a
specific privileges an erm ssions. [0109]

logm[s@sagna thegeprote dgtg@@llﬁﬁton Idet@eamecamivlﬁt hﬁtrailymmhmg data
aaramsvvltch 701. The d c dat amsvvltc s
from s 'E CORTESHOM i AUt ARPT DR TS, (H BEE0S| gabls

reque%YYgQ g)eﬁ%c?figﬁ‘%?%c&ﬁeﬁteﬁt g it ms 1’@%},} Qﬂa‘ﬁ{% ?&ﬂtgﬁ%ﬂg%val reply

ocation are

datageafﬁodap‘aeﬂé of t¥poR@itie toRTellest RPASRrifichti s Bﬂth@f&ﬁht&ﬁ(i‘iata
ramis de-allocated while another is all ocated.
transmtm@?

.y pointers are used for nultiple datagranms. Wen
ne d ramis in seryice, its pointer points to the

- [o2of) ociﬁls%%ﬁ‘&}%n Prﬂ’féf dalaeTam ey THBPTeE qﬁ%egra@% types

such Qé%}ogggl\éﬁ{ tofdel v &! l@gﬁa ﬁ%ﬂo‘ig‘@&{ &)y’fhg%e work server

of ne MD suppor
from e 0elkigdat @ath lcansetl &5d Proxyd-48 Hone §eﬂif@r Qapatsle dﬂfa@smg the
users. The switch of dat agrans may be inplenented, in

proxy:émlaén emahb odiwenktssrvanito hlnmunelhgmbdaata cewrene dtricther example
h one port: and in alter nat g"locfdl nents, the

of maéwf  HUASEIT CUiR P TR PR S BIREmdh o TORR S8 taesHm

types%%? gﬁ‘"ﬂf}%{lﬁ’% @%‘;* fsgltorel t%%cﬁle F&lod%ﬁ%g]n%ngﬁss%%na@pe the

agr am par ser
instant mail message type, and the remote data collection type.

—4.)

Injector Connecting With Server And Client

[0121] The secure network system of this disclosure includes an injector in a
further embodiment, adapted to connect the server to an existing network
infrastructure. The injector can be software or firmware that provides network
connectivity. The injector converts physical connection data into logical network
resources. [t allows convenient integration with the existing networks and reduces

the need to modify the existing IT infrastructures.
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engi ne 113 according to one enbodi nent. The parser
engi ne 113 also includes a parser 703, which filters
w0 b4degoa@r ans based on their major and nmi nor PEPES2004/002438
For exanple, data are first read fromthe socket and
are appended to the in-queue for that 27 WO

004/ 004 . . —r
012 G ne T e Ehacba e oL GRormEr dinaft BORREY simlar
moddles @i pRbess A BHIRETH B clibf: (FUE LB orld sedddr (P‘i%. BO&r example,

back to sleep and waits for .the next packet to" arrive
SKE05t 4mal erseietion BO7 pesimpleneatashiasthe g e clonp Remddmization is also
...dat.agramfromthe saocket's in-_queue and sends_it to a
utilizgddp FpRRBFIMEP 'g‘ﬁraéliﬂ%%ﬂ%ﬁl?n pRd pRoIyREPY sEhemand ike the server,
. : rEel ' . e [
e SRR, sbO I D S soPnaRRu A LR FRAE D0

systen fEN@RK actdds 368 Ehe\BEb RS ntfrRat THE BYBH SN0 dihks $6 GRSinjector
of alteration or injection. If alteration or

via aj Viirewed Fle Systare ¥8Sd dytetfhee 8kt aghaimjestod Skoatiedienannd the

the user who _.sends the datagram nay be dj sconnect ed.
servary alsp SUBRYEY AHESTPRL tYRE% egg@ﬁmwaal@@ﬁylﬁp&sd%ofor example,

mes B e 1 S OB B 1
[0123]he da¥agHowet,ithe iijeeidd efhpl®fs ABPAARIC JAMARLSHEHCh 801 and has
server, the dat agram is then forwarded to the peer

a datpgiaseor GagiaparsdB¥Gn Thhdatageen sweach &0l antl frdee parser 803
dat agr a idsqtt ar get ed | ocal server, it is then

h
COTTeSRRRG i e S\mel;%btan dataggam pagser 703 1A dhe petsweark

0 e t he. perm . ssion
servof 3 LB BRSOt LR S o A0
with 8 faAafeentsttg7 1 N8t B)s8Fler §1d8S STHe 1@Hat BontRRfor 819 monitors

enbodi nent. See infra Exanple 2 and the di scussion on

and cautiodnthieomtivonk aoahectionbgpyeanthelifijeche aentieselvas. The radar

erm ssion to send the particular type of, datagram .
conngigr 549 é’@%éﬁ%spéieéﬁ%%gﬁﬁ%i&m&ﬁﬁ%s meyraestaglish the eeunegtion when

need%(;patg?&gﬁﬁggg 5n8t‘ﬁ%¥ éﬁ%ﬁgﬁﬁ%}fs' on for the datagram

e°parser ecks to see whether the

AuthéngeationsAnREERCEypfian L0 send the particul ar
dat agram and whet her the recipient has the perm ssion

to receive the datagram If no, and if the negative
ermssion i s ermanent, then the datagramis
[01243; s calaarigny eabodyments of itlyis disclasage, the sewire pgtwork system

ey G SoBBL  ABul G FIB BERe ELE
exaniplte a?lgéggg‘ly%tgta%r ROnMERER88 ASCH Shshd RSttt RMAModel, and
a super classifier model. Symmetrical and asymmetrical multi-cipher encryption
may be used. Encryption may be altered over time by output feedback, cipher
feedback, cipher block chaining, cipher forwarding, or any other method that alters
the cipher and/or key in a manner that both the encryption or decryption engine can
predict or reproduce. In certain embodiments, Secure Key Exchange (SKE) is
employed. SKE involves the generation of random key pairs that are only used once
and thereafter discarded. Pursuant to SKE, no keys are stored on any device or

system except the public-private key pair owned or controlled by the server. SKE

differs from Public Key Infrastructure (PKI), which requires a public key storage
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has the perm ssion to receive the datagram the parser

then proceeds to determ ne the datagramtype. [0113]
wo-e@4/0®93thows the rel evant processes for det erPeTUSZP04/002438

dat agram types 301 and parsing datagrans inpl enented

in a parser 703 according to one enbodi nent. Each

Systegggcﬁ%r@g}ﬁlﬂﬁ en%%rsa.‘ PRE {)ﬁﬁ&%}gbfqg% @g%ﬁ?@g@%ﬂ@gﬁ:& sr’%grage

as I nstant nessagl ng engl ne

systed®5.a §PIVARRIrg@foR hewyorkgicRers30dllows &t entidhbehhé®airkon
engi ne 309, user adm nistration engi ne 311, user

securdyt ect ory engi ne 313, 28 WD 2004/ 099940

CT/ 004/0024 .etc. Once th t t ' )
125t TR0 SR a3 oSt e e SRl
emb i HES R3O KL bty R PRSI Bl 38 At
(COPSY $RterRdinénd &sbdiitbed! AAVSMNRY EnciOPASE Sethdwed YAES) @

peer server. User |ogons and | ogoffs are broadcasted
Rijn@E¥istwsedl ISeepEedaral lifermatoag Sy otassmgctapdends Pablieatson 197,

may . be_coor di na and. mapaged desi red For
AnnQiigifg e Asvageds NGy vzt Ny~ 20bF, Graigle at
. . i )
s REL U oY BB R PR HB, WS ptsits o
csre. S8t ¥6¥/ Crixgo Tab Bl Ses/ Ne 2B Alst BV Al ryPlo RIARIE AN i Ydde®Y8nd
Connected with the user adm™nistration engi ne” 311,
csre.nisbgpeCrystolonliatigesiajmeiael/riprdagem.jadil Inemotits embodiment, a

163 BT, Rl RS B B ne? B B2 Bty
e ka9, 58Pk, FURH SRS oy Bedh g SRS Cune

Encr@piatSomihe, (SBni&ideto PRGNSR 099 PIrgadk &
matri x of atagram types. The matrix includes a first

groupard dext. engignoads/ 3 631 308 agontrithBlonefpsearpdlDr Statadgy, avebsites of
ypes, ch of which has a second predetermn ned nunber
Woﬂfg-ét%gqqm@%m/ eﬁmﬂﬁg}tng @3@8%8&- %‘é%?YPFYﬁIZiisﬁ/éWilé ditml.
nbodi . rser._703 s capabl.e of .Sl ng, a
o126 TR B e AR B PR A
empl8{o®68 heRAddhitRSe ahd IR ¥6mbinatibhe }Eﬁﬁ“e%bﬁ%léﬁ}ie Bfernative
i pl enent ed, therefore, based on datagram'types,
ciphefrs glclisde, antbng atherss GdsQ10:6}1 28 € aai2s6o Blowfieh fIDEA | Dhss,

.. or tho%s nmay_ he executed for _each datagram once the
Mistyhe REpafis Rir ok - SR, SOFERaBASs SARFRSIAL SAFER-
K64, 808k SK Y WAFER-K128, SAFER-SK128, TEA, TEAN, Skipjack, SCOP,
Q128, 3Way, Shark, Square, Single DES, Double DES, Triple DES, Double DES16,
Triple DES16, TripleDES24, DESX, NewDES, Diamond II, Diamond II Lite and
Sapphire II. The alternative hashes include, among others: MD4, SHA, SHA-2,
RipeMD128, RipeMD160, RipeMD256, RipeMD320, Haval (128, 160, 192, 224 and
256 bits) with Rounds, Snefru, Square, Tiger, and Sapphire II (128, 160, 192, 224,
256, 288 and 320 bits).

[0127] The authentication in one embodiment is based on event-level data. An

authenticating event includes a mouse click, a keystroke, a touch on a screen, an
utterance, or taking a biometric measurement. Event-level data encompasses data

generated at the event as well as data generated pre- and post-event. An event
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of the datagram Fig. 4 provides a generic |ayout of
t he datagrans according to one enbodinent. The
walai0agyemo | ayout includes the payl oad 401 and PEEUS2004/002438
header fields such as the major datagramtype 403,
the m nor datagramtype or subtype 405, the datagram
windi 185 e S AR ARLEIRAICHR A0, ThR B3Ot

a sanﬁtﬁiﬂig bbsaindeas®e thiteal Withihld tifey1ife:. | Tk 'dd’s%idmﬁg?e used in
i fferent datagramtypes. [0117] Referring to anpl e
compilingfspper-thassfiersaesoiing te one kmbedjroentdat agr am types
ot her_ t hi.ngs:

[Olzgijgﬁlngglﬁjed%go SUpET C]@éflgg? gmotl{g ¥ erega?s(rb)pgt% >F aegce[gss?f[l]gation
(see Bl RRpofd SaaibiE Sel it ROngRAL 2R AMASKELE0R fsck o
Appdddansii aséigper cldisifier dactrnt is doagii@ BxtractrRed ifpaf vector data.

managi ng reéal -time point-to-multipoint and _ .
The mpht veaontataonaybe bpuirpor danshif@yWS 2004y ,09pe1dix 3. An object

P%%U 2004/ 024138~' trapnsm ssion; .and the copnecti on
vectagy 95 FAR A ATH AP AL PG PR 9%@%@%&7@% kpsargple 2.
Rancf%%i‘ﬁ'gﬁgn E{%ﬁ%&l"@%@ glglge\f%ﬁasgﬁfiertbgged 8@%‘& ér%?ggci%?%%&ssed in

carrrer. he rver messages and conn
the nét¥acbbndat agram i ncl udes m nor or sub datagramtypes
such as: the authentication request datagram capable
[012%f i niAuthentngtioans patthened eatli bmerwberes clienthe an IDC attempts

aut hentication reply datagram capaple of sending a .
to COpREGIJALINOHK $E1V el LGSO G b i, hppthietication and

ent.L.cat:| : t a e, ' .
encr HEDA R PR B A e SBRARL 048 frion
scherB@ i eslleslakagePamstbpie | BEGsS tHE ef séidsS Vi 1HaIcAshAGR hEAERC a
such as: the nornal content datagram capabl e of
requast dmthe netimogk sawesmequistiag to fre autinmtieatedg Jiheginitiation of an

dat agram capable qof conmmunicating wi.th the network
autheggicouen gess! FJEW Hhﬁleaphqnéer hesd¥si Spconhdhe perver sends to

. I I capap] e .of .
e
selecBUH LM o@FPAP ¥Rt EEIBE AR FUNhSMRe, § 30BN &n Qlscreen, an
requesting verificatron of the confent data

utterancans kieysteake, andny bther enitebie rapificatiah eventl Ynpdiafragr adigitizer
capabl e of {)_espon,di ng.to a request of verjification of

such ppa cagifre At bipapgiticdeyirsrransbrtey othongxarmples of gaitablen

notifith A8y eggﬁtg.g FI%%d', ggsl,e%doeﬁc’ thréi Jepdct & al?tHQnth?att% Laet fo&pﬁlsé server
sends the IDC a demand for authentication data. The demand may be for a
password, which is true random or pseudo-random according to various
embodiments. The pseudo random password is generated based on a mathematically
pre-calculated list, and a true random password is generated by sampling and
processing a source of entropy outside of the system. Fifth, the server transforms the
authentication data received from the IDC into one or more data objects or object
vectors. Sixth, the server performs the object analysis on the data objects, using one
or more classifiers or a super classifier. A super classifier based on biometrics
measurements may be used. And finally, the result of the analysis or the decision

based on the classifier is sent from the server to the IDC, which either affirms the
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such as: proxy data to server, capable of passing

proxy data to the network server fromthe intelligent
wa@lad0a/02%m0 i er; and proxy data from server, capedi/eSmwh4/002438

passing the proxy data fromthe network server to the

intelligent data carrier. Another exanple of mgjor

prop%uggélgmart%ﬂ%fitﬁ% 519& th&%i)ﬁ %tggﬁ?(ﬁgg%ﬁ? égxﬁfectiloh.cjmﬁé PHESt the

at agram pes Ssuc ansm ssi on

servelr Yp@eclahes ddtlile itlanidatish aftempt Gdnh YREIDC giled.nst ant
mai | nessage type, and the renote data collection

[0130] ype. Aagjoedingrto otmrentbadjmvirtshtlsee phaseard aGtlieatication or three
0121] The secyre network system of this djsclosure
authqicr o s Recacanisd: sy ORISR st doh SHERL St regeh. the
devicteqF:&%P B {f‘)&e aﬁ@ﬂ‘}éeﬂerg&a??es? ¥orothbWdel e}{{%\@&&nization may be
infrastructure. € injector can be software or

used i EoMRICEiohh@ith RNE \Or GhesreREMO tHEce ERM)OGHH ¥ dithoth@ata object
i njector converts physical connection data into

classifggé.cal network resources. It allows convenient

(013 e nddt IDBISAbSY {PTEHENEREr R SEF b LS B, 1D or
. | 0 R i ng.t

B T N (T

the séMet]sEnsRANGd R ¥FiEiBESE], aSpbRFSivAe BCT kePpafé reafdd &lthe
a server (Fig. 7). For exanple, SKE 805 and

servegyuseypmly foBvalidatieni pyrpesesn ety ¢liertloe IDG] elthis server is given
the SGYPHBRERGKEY R LhhERErg JOF dh COBRBHES O ke bhes udhiygrthe IDC
o bR oh5eBl Bl R IR P Y B

desigh@tedhereorl tdtag Wiy H3C is. 5@%&?&0%6&' b SttbAPtd® connect
ste

injector via a Virtual File m (VFS) interface
to thegserverTieen ota]yectarra, ndtiviek, tthe seiveegs tramitdnizhe gersentes i, large

al so sypports different types of comuni cation
Stream&ﬁ%aaaﬁ@ data and pgesmit gsﬂ sciedB REPHHFIRY 8 nowt E@%ﬁslj@)sls,
. . : : [ [ 814, . [0123], Mreover.
pub R EEy G5 AP0 M58 00 T AR R BB e
with fiRSserferdsiade ﬁ@? pBvibli AYRrdd B Biat 801y TOLvAR AN rposes.
switch 801 and trame parser 803 corréespond to the
The sdateaghameafier saklstoih drdnaelyggoducqbmadic EOE key ssheell as the

. hetwork _server. A radar caonnector 819 is al so o
signajuig to daeilds - Japen seertag swgheprormation, dhe Hatiges he fyvalidation

only’i@.gor%{ec??eg{, V@%%ﬂf {t a{%sglmaptrir}tl&i 3 %re\rll%rl tl%e! sdlgnatapeeof &%aprublic
ECC key. If the signature does not match the “imprint,” the server is not the right
server and the IDC disconnects. If the signature matches, the IDC generates a new
ECC (PK3) public/private key pair for the session, and sends the public key as part
of the Client Identity and Facility (CIF, see supra, Example 1). The CIF is in turn
encrypted using the server’s public key PK2.

[0132] The device test for the IDC focuses on the physical parameters of the
IDC for verification. For example, at the time of deploying the client software on a
carrier device, i.e., when the carrier or storage device becomes an IDC, the IDC is
registered on the server and certain of its parameters are stored on the server, such as

in a server database. When the IDC generates the CIF package, it stores in the CIF
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and controls the network connecti on between the

injector and the server. The radar connector 819 may
wW@bk@ae/ogvtect s | ost connections and reest abl i ShP€TES2004/002438

connecti on when needed, according to another

enbodi ment. Aut hentication And Encryption [0124] In

ony YELSURESR) PRLEoB ot It SR e MBS pncsine
deviegwdhercit ypdockedreansptd teleutiQIF backagexaiiR tigs p@lﬁhc key PK1
encrypted or non-encrypted ASCI| string, a single

whichl hes Jieph glideied|in thngrevaouspgicat teat sarnﬂ| Sendsrﬂ‘ﬂbeftncrypted CIF to

the SR pA S Slro BTy ThY S g S OE BHEED<S s g thy CIF
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connatfedfBom taHen i be tectitfa® ndteorik ﬁoé?t @Weﬁﬂ"@é‘ucﬁpﬂaﬂs the
the encryption or decryption engine can predict or

servergpay dd die sassionrang dlS@Qrm@diﬂﬁed ;- Secure Key Exchange

) i ST SE LV ses the generatton ol
user.! li“ﬁ{setggttlﬁﬁy @E%fg@g&ﬁgntgrﬁ%lﬁy gf{vvlﬁﬁutsﬁg mflgrskoerya sief classifier.

on an em exce

A tefpwiakhicart mrsingad supke\elaeifier ﬁlv@lveczi)ﬁilﬁl‘%f B8flsteys.t FBr example,
server. SKE differs fromPublic Key Infrastructure

folloping p suossssful SEdG aresuthentidaltion rkeyest totagren 34 sadto the IDC,

004/ 099940 2004/ 438 ystem to ser
incluginig 3 B0t authent lepf @gﬁﬁﬁn@»ﬂ?aﬁep @Sﬁélafftﬁpés Bubfhallenge-

respaife¥ LAt %?tﬁenﬁé@fo%ﬁcﬁ LB £ ﬁ’fqufc bl ﬁfe%%ﬁ{égl 2'!,"5116 IDC

ackers- or’enhanc securl

then ¢heossKonsRdthe aﬂﬂhehﬁ@atﬁﬁpweﬁldd@t Ol y DY Sﬁ@"hé‘@}ﬁ%ﬁﬁﬁ MBe user
to certain enbodi nents uses various publ ic

for inggractwe Joginc ludases wheneshe AC afdadytias shﬁﬁcﬁent(l@@'ﬁﬂ):dge to

st I enmbodi ne Advanced Encryptio
auth%%&ﬁf?g?ameg?é%)nlogm }SrRFIQé’F‘Pelds Hregsedineg withigd auentication, the

e Kb GRS A% BERSRE BrREblnied b e o

type,208ith c()ﬁta@ﬂlé el V%lﬁiatlon data to be examined b}r the server. The analysis
csre. nist.gov/publications/fips/fipsl97/fips-197.pdf).
of thseethahtoqtianedatitobgeats varies based on the authentication method that is in

csrc. nist.gov/ CryptoTool kit/aes/;
US€. csrc. ni st.gov/ CryptoTool kit/aes/rijndael/; and

[o134]>" €, I lerdod A IATROM LTRSS b 4R8Pk, By

anot'her ‘enbod
proceed as follows. A super classifier is implemented based on the various types of

datagram types and datagrams at the server. Upon a successful SKE, an
authentication request datagram is sent from the super classifier to the IDC,
including a list of authentication methods and a challenge that the IDC be
authenticated if one of the authentication methods is a challenge-response based
authentication. The IDC then similarly selects an authentication method. For
authentication, the server sends the IDC a request for execution of an event-level
task. The request is built with the super classifier based on input from a randomizer.
The IDC performs the task and the resulting event level data is then wrapped into an

authentication data object. This data object includes in one embodiment a separate
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163 bit Elliptic Curve Cryptography (ECC) key may be
used. The ECC technology is known. See, e.g.,
wq aiogigdeino Okanoto et al., PSEC. Provably SecurBCT/US2004/002438

Elliptic Curve Encryption Schene, (Subm ssion to
P1363a), March 1999 (avai | abl e at

randdth gg;i@fag@ﬁ% 8116 SR A0RPhAMH cQBhAIRWSABE! Kifithat

ee a websit
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Shar k, Square, Si ngl e DES, Double DES, Triple DES,
Tr| e DES 16,

(0135 onpe Rangpaistipn e Bt ol kpPwhandhe Belohn: jheorqtical and

. I W
aopli oA SRS PR ORISR SRS, T BB fccsscs
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wi t h Rounds, Snefru, Square, Tiger, and Sapphire ||
facilifated by teOyast ggmpmzug pEs, avaiigbleriddap oRbml@)nza[u@mzmlcally

The _aut hentica (13{1& i,n one enbodi nent is base

involyesthe ysg\al|a $55fa RARFONLINRARE BRUETRIRE BSNSHELS mefm%ganéom
numﬁl}?%‘ﬁgseﬁl dﬂ:ﬁre sﬁ gﬁyéf 519(4‘@1' m%rc% Qéé?ig ?ﬂa %nﬁﬁfée(?{]theacrharactenstws

erance, ric nmeasure

of thd=yes, rdrﬂbﬁhlzdt@é@nﬁwéﬁﬁéd gab @selgﬁf\ﬁthﬂbﬁﬂoﬁtm& Berdom.
event as well as data generated pre- and post-event.

MostAnn@WrgenBthM@ a2@ paﬁﬁmﬁmomu QNeOURN3 8They atdvased on

ama’e%%é{atllcg eCI @,ﬁ reé:n??r 13 1 %g%%f’)gcg{]%gdt ¥ Qef\életpats’t, true
rand(;rﬁ1 lﬁ%ﬂ?ﬁ@ﬁ Qxlenus%lahg @%nlﬂla?%l ﬁhggiﬁﬁd 55?%%@&1&%%&& of

super - clfassi
entroﬁ?’%%@sh@@ﬂie cc{rﬂﬁaﬁgﬂsﬁﬁﬁnﬂ o€ n@‘fw@fké? Wvé‘d aonk i@t identify the
Invol ves three aspects: the classification (see infra
sourcApehdientrapy andhbysthe citropyigehemtohihersded il prdearid break a true
deci sion (see infra Appendix 3). A super classifier
randqiigeti on is a feature extraction of input vector data.

[013612:’ ' g%gao%g%a%@%l c}? )%is? d@?}wgg? 2'8{}%%1‘0& 1R 0¥y, The

existing application of randomization in data security is largely static. For example,

a random number may be generated by a client, a server, or another computer device,
and subsequently passed onto a computer by the user. If the number matches a
number within the random number “frame” allowed by the system specific random
generator, the user will be granted access. This is similar to a Public Key
Infrastructure (PKI) where two secretly generated keys are matched and validated at
a shared validation point. One problem with this paradigm is that the shared
validation point may be compromised relatively easily: At the system shared
validation point is a random generator that contains a frame of numbers (or any

desired output combination such as alpha digits) based on a given seed. Although
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vect or based super classifier is used in one
enbodi nent. See infra, Exanple 2. Random zation is
wappkiogx40 n t he super classifier based object BCHUYR0£002438
di scussed in the next section. [01291 Authentication
Is perforned each tinme when a client or an |IDC
the reﬁfcfo?ﬁ"ﬁ%ﬁe atd} o0 %geﬁ afe EINMREHE ﬁﬁlgly@frrof 1‘8‘19&&5%%&9 the
one rrent entication an encryption

total BEROEE of saretoabhathbets o Behgerel¥ied Thpreadétbaiiinedaincothand
encryption schene involves a series of steps. First,

genenaber igseeated fepsded). Al hatés,ovihans rasdonhes oy the ordeyie sthich the
to the network ser d to be.au nt|cted

uestin
randopp gy atS eeneittedr Sughifinizaton s S5ud) EAST Lridig Rumber
or the IDC. Second, the server sends

is theof&f@a?}lg/eqr%%ic?ﬁfll 'st of authentication methods that are
[01373vai | ®ehdonfizationddicofdihpeo eksin aeb&dihfeneef thiv ddeldsare is

event-e.g., a click of nouse, a touch on a screen, an
applied irep a0veStatic REPEY. d&@ndaimzahyn i naplementesbinedata objects

notificati on .eve ut from.a digit.i h .as
througBaneis1 RO JRSTIFS WO U ROREEET e Ae ENATHIa Ao A drue
| . t I

randdth LAY € soBld o) B RARUEH Rurpilts 16 1RIEHAA 0] I8t
vector BG% ectslemandobjectsaut ghié Tt derthiflaf the (EBE fOLaRMEni®ition as
- be tfor a password, which is true random or
dlscupmﬁdtpmandom according to various enbodinments. The

101385 he SAEEELF YT SSRERE Srivaickas otF Senoi er d8 tFufEBom
value@z?ﬁ%‘ﬁﬁ'bq e HARGEAL eﬁiéﬁé k%g?ﬁ% 1139 c38din Qx{ ?ﬁﬁhgt?%l?based on

Source of entropy outsi he system

the iSGaNRAvér wilifabibAkel Nbecadbé HRNAdts @bj eef tﬁﬁéf@rxﬁ@@l@é W@@ber into a
fromthe IDC into one or nore data objects or object

valueverct date. in®iget basetl loa Qmmpgroqﬁsdf: dlnereomhuteobf thetevent level. It is
[ usi ng one. or nore

nal i n the data o ects
thefeﬁqrsgﬁ%la% FVILOILRETE ‘theardppager o rapdem gangealpy s

e TR S S P S
transfaﬁtﬁﬁﬁoﬁris ivelfallass 1tfbeebme§ tp%@dibleftb QAR ehS By Qﬁkﬁ@wh@ e
I DC, which either affirnms the 33 WO 2004/ 099940

(priveckeyspaohnobe 4ssn koove rinsaltengativiecenbodinehts, meonggban two
privaledio@te] DaSETHRE SpRe BN A He NP QY b A GRS Of
pr1va{ernl,gé§)(§trg§¥]tb%eil Ite%fjbr%gh%légla tAglE ! edé ?Qsﬂi T, %ﬁg%ﬁerteh}/ makes the

r'ee phases icatron or
number of private keys unknown.

[0139] In this embodiment, randomization is implemented both for (i)
confronting the user or the client with an authentication challenge based on a true
random generator and (ii) selecting the object analysis to be performed and
performing the selected analysis.

[0140] A typical pre-programmed random generator may take the following

form:
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aut hentication tests may be inplenented: the | ogical
test for client-server match, the device test for the
WO DX04/0999d0 t he personal test for the user. Randpei/Bs1004002438

may be wused in connection with one or nore of the
three tests, with or without data object classifiers.
[0131] The logical test for client-server match is a
test that Bbl{owsathe; HDC, pmodhient to find its
corifiegt=segyy .—I'r“rvvq;,';ves—a—ntmber of steps. At the
out set, when=% he servef%is installed or initiali zed,
a public/private ECC key pair is created at the

See, e.gr, NumenedReipss, rH.vémisaj@ttalo oapehrpdgseldni vansityc Piessit

r 1.DC.of. thi erver. is given the server public ke
Whe eyl ek £ TBRerial AP QU BPR e S ek
ol B, b ABEL B ol SR80 st
probl8gr-Veé as k@ pesventigycaAasulhién bfthsseed fash | for@xufple, dderving a
attenpts to connect to the server renotely over a

numbes ofsakdom mansary generatedrid saijzancegdn eeraimsemabodingumts, the
stream of..random data and uses it for seed in
least Sepiieant gigits iy tescatedad ihe SeBienes dPyaTRIAe e passibiliy of
. | . .
teavif bt SAPHGAE' BoREE ShlBuindths, WG Tk B, Tod Delbuator gpecific
constafBta, icar@inkaré alsovbi iRt iaeBordiiPRSES - aboVB FoBAMETA table with
thereafter sends both the newly produced public ECC
a largegyumlervd posaible welues ingpyhaseneated foheonddants Yool 7. When the
recei vi such information, the |1DC usgs tlhcf :
constagisgare &ﬂgiﬁﬁl USIRg yems gnsenRes, thigaprraggh ol derfygsmore robust
' i nt . j i t '
rand AT R Gk Bl SARRNE o bl dftsBit i m Beferators
may bd8siV&innestibR tvith® ihd€indesedeeas. ANdniple shilkGnay be used as
di sconnects. If the signature matches, the IDC
follogener ates a new ECC (PK3) public/private key pair for
the session, and sends the public key as part of the
Cient ldentity, and Faci hidyn{C F, see supra, Exanple
1) y«Fhes i s J ed using the server's
publ i c key PR2. [0132}"4The device test for the IDC
focuses on the physical parameters of the |1DC for )
[0141} er i f AaagXiasmple pdra useanmlgorithm foneombipingf tveelihenricaggruential

gencipifs G F apTined Bitiglofeie bEAges G rmiaesebed fe
Numérical ReRitse Btk ﬁgofihg'n SuTAN m%'@lgﬁé:c?ﬁéiﬁg ngfinﬁéﬁéndent seeds.
parameters are stored on-the server, stch as 1n a

It mag de\farthdahridied uhen 6 W geb¥ragabeliabas eitt®dihent, at least one
package, it stores in the CIF 34
seed 1s obtained using an indeterministic source that a perpetrator does not have easy

access to. The indeterministic source may be anything outside of the randomizer and
beyond the network system of interest, such as, for example, an external device, the
occurrence of an external event, a third party, and bits derived from the recent
history of the computer.

[0142] When one specific classifier is used in the analysis of an object-based
vector, the predictability may be relatively high such that a perpetrator may solve the
classifier and the seed. In certain embodiments, an ensemble of classifiers—i.e.,

multi classifiers or super classifier—are used, where lower predictability may be
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WD 2004/ 099940 PCT/ US2004/ 002438 any information it

may gat her on the host conputer device or network
w@emneetiing device where it is docked, encrypeGI/URmM®04/002438

entire CIF package with the public key PKI which has

been validated in the previous |logical test, and sends

. r . t ! ti ..
i1, SRRt oG REC ¥l b b BRI variions
that A8oReRist AR cHMIANMN €At BEQrEEH! SESTHFFL, I ApidhdicRrvaid 2.

. and whether the IDCis connected froma known or
[0143]egi t ilmatemmeywonk ramoktmizhfion hecordinigftodhtsi disclbaidesmproves
the server may end the session and di sconpect, the
protectipn of ficCeR® 3@ Sgtmebieeisare basedra sresHiq Yeluses-sgph as

a ' ' articular ..user. is.t e
s L OB SLH fnoRF L B I LR, Y 8
user & B8 SvEheElevel. ARIEFboW Sl usepi BaiRr BiRehe Hedfctsi Li@hrks the

may involve a nunber of steps. For exanple, follow ng
user-aestuicsessityl ac8kEling o shis destiosnat.i The detgusygectd atanagfoamed at

is sent to the IDC . including i st of .
the exentigytliiB Atrnrandpriaed gagney anamalted aswnes chissifiors

nger...f n b d. aut hent | ion, a >
prov e Ao fou BREN PR SRR BB AT L E I en Hemtitipnen
Ench/9REViRnal File! SpstamEVFSAti on nethods. It may or
may not pronpt the user for  interactive login. In
cases where the IDC al ready has sufficient know edge
4&)0 aut hentj cate, automatic login is provided.
[0144p, o e ét By FR 2950rHiag 40 the ratieus srabodipieats SROPeEE (@hgroup

! ! ! h o q i
of usEH, PRA G MR & e andCr el st IERBAH Rt i o
servedMaded 1S seAMrTHE aRY dabfstsRIgSheilify) SvIRRYISWS thefusers of a

the aut heriti cati on data object’s vari'es based on the
netwenk $ysidm ¢atiooe filest drodhta haayifsom theiv fecal hod#8 4} cheniseitriers.
test with the use of a super classifier, on the other

An By3nymejrdye ussficrben. for examples thesteage capraitysisidediciant at the
ocat 8L B BN o iR B P LR

publisKEeca8lg. WK RRBLk&AS# ON request datagramis sent from
the super classifier to the IDC, including a list of

wwwamidresuft.cauni'te ahmatt e e vaide falicdspl idn it chiNat/pi bdte ¢ HXo1 eindow
authentjcated i f one of the authentication nethods is
s200QsegY{dpploneoniedpipels.asased aut hentication. The |DC

: i 0 . ' i hod.
oo B sl B f S b Ep AR n BB R 2HDC o7t oquest for
wwweEUHERRy 8Fo/BRCS paR- fd sy e!

[0145] According to one embodiment of this disclosure, the server of the secure

network system is connected to an EVFS 709 through an EVFES interface 711, as
shown in Fig. 7. The EVFS 709 includes a user directory 721, a per-user file
database 723, and file storage 725. The user directory contains relevant information
for all the users, including password, login parameters, biometric profile, physical or
geographic location, online and offline status, public ECC key used to encrypt files
which are stored in the EVFS. The users are the individuals who have connected to
the network server through a client or an IDC and have used or are using certain

applications supported by the network. The applications may be delivered and run
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task. The request is built with the super classifier
based on input froma random zer. The |IDC perforns

wo b4e®ko and the resulting event | evel data iBCT/082004/002438
wrapped into an authentication data object. This data
obj ect includes in one enbodi nent a separate 35 WO

orr o AASAR G LAEH 8, BGAB PRl flicaions oy
also 18851 PRostTeipuitbiesr dévee 1d WwhldhBedDUS orcthrpilient & dighnkbed.
session is mnimzed. The authentication object is

Or, alt¢rantivelyy theegpplicativnsmay Dan rewiotdy os the a¢rygean bghelfef the
. server's "verifier" based on the super classifier.
clientpat 3 obj ect anal ysis may vary depending on the
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known in the field of theoretical and applied
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are exxRted HRAIDO UK HosBENApacs! 6t 18aIREIF G e’kSe®f The file
random nunbers based on the supply of one or nore

storage 825 mayepeoptimizedrotr hecadhardatmensit escesef t he seed,
randopj zat i on e . classified.into eudpo random qr
[0147{  ye A, ﬁdpsmuselﬂ%fﬁv%s g SRBFARDPICT AP E 1%@@@889? Shetos the
- [ _genarat.ors: } . | '
origin}f FHE i Jhsepd LA Fact93EH BresuERUASIRY Erypton
key uS&dtd a8drypt fhesfile! 10 AilesTHHRANSitRInGhe TS Y09 RehRi@tkd true
by sanplihg and processing a source of entropy
randooninairse as veltaniue eandoys erenyption keysyohé&g atenmotedeinofip each

nmust identify the soyrce of the entropy and how the
other ap the Hie ferageat’ed Thedata@gesss ippasatedgdsceute with zggpect to

dom zar . I . i . Ced. i
cah LGOS A b BRI 210 LAkl ReBRL S s
user BRAIWEAShDHLYr thanfeWiséfhdOdbthihed Ah&pS@sidsiohy t ccess. The
| argely static. For exanple, a random nunber may be
level gf necest el byerduas Widntespectdereaeh filoor doatrhent is coptroHed by the
devi ce, and subsequently passed o uter b

to a..
server.nd Dk isy & UpET 1PAK OBl b PORRiERdS Tead MiBEF gﬁem_m% gomove
or coﬁg ﬂtgog[ﬁt}rfeugé%ér—%{ Emé li% &%Ea%pﬁ¥aﬁgf iSRS R ﬁl?élii'ggnt data

carrier—in certain embodiments. As such. Each user virtually has a private

database—i.e., per-user database 723—connected to the server.

[0148] The EVFS 709 used in the secure network system disclosed herein
provides enhanced protection to the data and applications belonging to each user. In
case of physical compromises, e.g., the IDC is lost or stolen, the data stored in the
EVFS 709 will be unreadable—or not in view—to anyone but the properly
authenticated user, the owner of the file who has access to the private ECC
encryption key that can unlock the files.

[0149] The provision of EVFS 709 thus enhances the user-centric aspect of the

secure network system according to the various embodiments. Along with
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generator, the user will be granted access. This is
simlar to a Public Key Infrastructure (PKI) where

wo nv4peonet | y generat ed keys are mat ched and veCT/tist0e4002438
at a shared validation point. One problemwth this
paradigmis that the shared validation point nay be

enor)@)(?{&ﬂa Q{Hh%ﬁﬁcét%r?tah&eolt%r% L& dlééusts%‘ %ﬂﬂgﬁ&lﬁﬁ?g? ent

atiron poin ran n1genera contains a
disclésuasehe EVIBS17@0:nables @BYure Qi%ﬁk/é@darﬂit@tﬂh@ afEpedti e of
such as al pha digits) based on a given seed. t hough
appliggions thowhogolaQ. PCT/ US2004/ 002438 the random
energtor seenms to enerate an infinite nunber of .
(01501 3 ndorBR BN emnaims e e s rib ik Me BB iBE o
r i .
exan e R Rt g O LR IR BN DR 83 bt i the
samedh @@k hanndl ch the random nunbers are generated. Such
random zation is static. Each random nunber is
theoretically predictable. [0137] Random zati on
according to certain enbodinents of this disclosure is
applied in a non-static manner. Random zation is
i npl enented in data objects through one or nore
classifiers or super classifiers. See infra Exanple 2.
A true random generator is seeded to provide random
nunbers for the analysis of data vector objects. Data
objects are utilized in certain of the tests for
aut hentication as discussed supra. [0133] Miltiple
and separate private keys are generated based on true
random val ues in various enbodi ment. These keys do
not contain any information based on the initia
server validation key, because the data object
transforns the nunber into a value or a data inage,
based on entropy outside the conputer at the event
level. It is therefore outside the environnment of the
random zer or random generator and becones
non-static. Since what is used for the
random zati on-based object transformation is itself a
key, it becones possible to match the two unknowns
(private keys) and make them known. In alternative
enbodi nents, nore than two private keys may be
simlarly generated and used. Moreover, any numnbers of
private keys nmay be generated by the objects in the
classifier, and thereby nmakes the
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nunber of private keys unknown. [0139] In this
enbodi nent, random zation is inplenented both for (i)
w@oovhogmso ng the user or the client with an  PCT/US2004/002438

aut henti cati on chall enge based on a true random

generator and (ii) selecting the object analysis to be

perfornmed and perform ng the sel ected anal ysis.

[0140] A typical pre-programed random generator my
Exampie 1:RafagramiExamiples'Ard Sifecifiecsdtitntd OF Major And Minor

PCT/ US2004/002438 1 r1) nod nj AT 'rnj See, e.g.,
(SubyPefagram AdI9es, WH. Press et al., Canbridge

Uni versity Press. Wether sinple |inear congruenti al

generators or inproved generators are used, nultiple
Data [GRAPFXESRPRIAL or s may be enpl oyed-thereby creating a

conbi natorial problemso as to prevent the

cal cul ation of the seed from for exanple, observing a

om nunbers generated in sequence. In

Instaigg?}t?gsfs%ggl%@gfjmm s, the least significant digits are

truncated in the sequence, to mnimze the possibility

of | eg¥i.ReQUL. any hints. In other enbodiments,

besi des the seed, the generator specific constants a,

c and BfEYe°&%¥0 provided according to the above

f or mul Remdie dammbloBecttrt h @ | arge nunber of possible

val ues By, he created for constants a and in. Wen the

constants are chosen using some noise input, this

appr oafr Wrs1ised¥Y i ve nore robust random zers. In

still atderidenbagufents, a nunber of pre-chosen random

gener a%gft%atnsn% be used in connection with N

n

i ndepende Seeds. A si npl e sum may be used as
follows: i .. I cr t , +c¢c) ~i odrrr | t [0141] An.
Broaf¥ e®f a useful algorithmfor conbining two |inear

congruential generators with a conbined period of
about 2.3 x 1018 is the rant described in Nunerical

Reci pegyo, Iegl%n%'é)gﬁ{-ﬂomﬂlpﬁﬁt%mﬁ%ﬁﬁs%@ fied using two
|ndepen§ent seeds.
Stock ticker
Non real-time multipoint-to-multipoint transmission
Channel-based chat (IRC style)
Real-time point-to-point transmission
User-to-user chat
Audio-video conference (audio or voice telephony)
Real-time point-to-multipoint transmission (broadcast)
Audio-video broadcast
Real-time multipoint-to-multipoint transmission

Audio-video conference
User Directory Types

Query
Update

Server Queue Types
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It may be further nodified using 3 or N generators. In
one enbodi nent, at |east one seed is obtained using

wW@poosieg@r m ni stic source that a perpetrator POEESI904/002438

have easy access to. The indeterm nistic source may
be anyt hi ng outside of the random zer and beyond the
net wor lysgystem of interest, such as, for exanple, an
external device, the occurrence of an external event,
a t hir PArYP®and bits derived fromthe recent

hi story of the conputer. [0142] When one specific

classifiger js;used in the analysis of an object-based
Contgaf Faiter Cubpl

edictability may be relatively high such
that a perpetrator nay solve the «classifier and the
seed. |n certain enbodi nents, an ensenbl e of
classi FI'EF¥™ e, multi classifiers or super
cl assi Filterstagigties used, where | ower predictability may be
38 WO 2004, @990 fu}d2004/ 002438  achi eved. The
dinensi,na?ity of the feature vectors may be reduced
as the™V&rflati ons that are not class discrininative
are di $tarrcbetd. See infra, Appendices 1 and 2. [0143]
In summary, true random zation according to this
di scl osure inproves protection on data access. The

Mandgiery [Bafagears Fieldsbased on specific val ues-such as

t hose of bionmetrics neasurenents in one enbodi nent
that are only. known to_the wuser at the event |evel.
THPSP e HERECt 5170 fais sy e Lidputas fa¥ t he devi ces- mar ks
the wuser-centric security according to this

Byte st SC| O$ihficadfle data,Qhiects transformed at the event
e .

S S v TR

=}

level 1n a true random zed manner and anal yzed in a
super classifier provides a superior foundation for
est abl ics&k ng and veDitigydniigajetSe |1 dentities. Encrypted
Virtual..Eil e Syste : EVFS according to
t he vahh%lts enbodi %%%@%unlgqﬁgfs}%?gﬁ) (or group of
user), SPEF-cl i ent vPHam refeivedat syt Gifestardo ref erred
to as 8efdrl € reposi bas yram bliginabr EClicH e vREndRsed fil e

system-r . file and gig&a%rezég%‘%e facility, which allows

the users of a networ to store files or data
away f FB#ft heir |oc§1gnah%(¥" hgckgym f4ld ent carriers. An

EVFS may be useful whercckhanexannl ms tdpg, SEorage
capacity is deficient at the |local host. Exanples of

the use and inplenentati on of EVFSs are available in

P viglitienal hggsler fielsls gy betapended kpsthet agagergshtioned fields, depending on the type of the

datagram. The additional header fields are typically populated by the client, and may be validated by the

server.

Signature / CRC types:

Type

Length of CRC field

0: No checksum 0 bytes (Depreciated)
1: ECC Signature 87 bytes

2: SHA 20 bytes
3: SHAI 20 bytes
4: MD4

5: MD5 16 bytes
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www. m crosoft.com technet/treeview defaul t.
asp?url =/ TechNet / pr odt echnol / wi ndow

WG 2000910/ depl oy/ conf eat / nt 5ef s. asp; PCT/US2004/002438
wWww. serverwat ch. comtutorial s/article.php/2106831; and
www. f reebsddi ary. org/ enerypted-fs. php. [0145]

6. According to one enbodinent of this disclosure, the
server of the secure network systemis connected to
an EVFS 709 through an EVFS interface 711, as shown

8:CRGx Fig. 7. The EVFS 709 includes a user directory 721
a per-user file database 723, and file storage 725.
The user directory contains relevant information for
all the users, including password, |ogin paraneters,
biThere bre pipepiedidditienal leligsiirCations HataggRB g TeHadders hie pelaBdlby the client

' fEline status, public ECC key used to

Emdm@ﬂ%??g?aﬁgfgﬁék§hich are stored in the EVFS. The users
are the individuals who have connected to the network

SymmefriteCigherqyghsa client or an I DC and have used or are
using certain applications supported by the network.
The applications may be delivered and run 39 WO
2 00 HORIA) SREE KSR S ) 6r2 43 8tiatedf Syrlidi@riclciberand i dippdted by

both th'é Qlieg&%ii ﬁl@?&\%!r %Qélec&& bgsm R %&LI%%HJ c?p er h % 16}(%}9)'/ I C .at I ons
may also run on a host cgnputer or ébv ce to which
the IDC or the client is connected. O,

Type alNaknati vely, the applications may run renotely on

the server on behalf of the client. [0146] The server

uses a user directory interface 727-which resides in

t Béowfigler ver -t 0 access the user directory 721. The file

skrasage 725 is a digital nedium that has stored

thereon the files and any other data of interest to
the users. It may be any kind of conputer nenories.

This is the physical |ocation where the files or data

generated fromor nodified by the user applications

3 %%% s%ﬁéﬁg; the user applications are executed on the

ECUTEEYITENRATE computer, or remotely on the server. The
file storage 725 may be optim zed for speed and

SKE isslggz\ég g)lr‘%l?‘l%mgl?r%&ﬁ)%, ?nlle]%%é (ﬂ}{f}%—?vﬁaﬁ{? ?n[gr;)(gtiogi( fs E{]lsc%{t%‘ggm%gcﬂrsneents, such

N e

I'ns user
that no gyruggtricdiher Nes appepipred inthe cdierd fhet Ywouldsubiestid tha risken comypinee.
representation of the encryption key used to encrypt

Other iétgrgrﬁlagil%ngcg‘ 'd%tzra,AlaLtjrlg egcflalngea og’etr 812 Ielé:tiwc\ﬁ( E’V én%KtEQSeeerc}{tE . T7hgs% 1 c;rglation or data

may substantiate restrictions or elevated privileges for the user.

SKE Process overview

1. Client connects to server

2. Server sends SPK datagram to client

3. Client validates server signature and returns CIF datagram
4. Server validates client data and returns SKP datagram

5. Client sends receipt

6. Server sends receipt
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random nanes as well as true random encryption keys;
they are m xed anong each other in the file storage
W@ 284/0999¢0 dat a access i s private and secure W PEIT/US2004/002438
respect to each user. Each individual user may only
see and access those files or data that the wuser has
rship of or that the user has obtained the
SPB%E%@%%%#%nS to access. The Ilevel of access the user
has with respect to each file or docunent is
e SEQPRAL KSR Al L IOy Lo St 381 oY 0 Ben
The segvigpyyeyisign g ket W theepriyasy kep fromn e pieP@radfpulilinieriagsdiGCday pagribat is
generated dirthB séfef inkthIBtib b Blatd 9BRE in@@Endhg neAikl €r -1 N certain
enbodi nents. As such. Each user virtually has a
private database-i.e., per-user database
Byte SE@3- corisexivéd to the server. [0148] The EVFS 709 used

2 | NeddRBor$aGHs PulR WP FKinS ¥&to8 (h fixpcl 0sed herein
proylgp@f§%h§ng$d rotection to the data and

R app AR ATE BEF &Y™y to each user. In case of

n  pl¥eviteal conprom ses, e.g., the IDCis lost or stolen,
the data stored in the EVFS 709 will be unreadabl e-or
not in viewto anyone but the properly authenticated
user, the owner of the file who has access to the

CIF Patyabhen ECC  encryption key that can unlock the files.
[0149] The provision of EVFS 709 thus enhances the
user-centric aspect of the secure network system

The CIRGO&EHyARH Ita@nityfa@n:y@aﬁa'g%ﬁ@ncem@ @ ABM:S theAGRADYY, Inbrudi M mation

004/ 09 PCT/ 004/ 002438 encryption, )
on th B VST A B, = AL HB Pl EE S e g sesion
t hroughout the present disclosure, the EVFS 709
The da@NARh&ISEE BECdEhiNgr Y and stand-al one operation of
applications through an TIC. [01501 The vari ous
enbodi nents are further described by the follow ng
Field expgsvppt@s, which are illustrative of the disclosed
ernad bimpks, Bihe dQipot limt the sanme in any manner.
41 WO 2004/099940 PCT/ US2004/ 002438 Exanple 1
DRPAG TR Rk hys ciRber R ods ey lsnght fUBRfE®Y  Maj or And
MSpat sep{rSerlijst ddhisdgietnds Ty pes
Client Device Type (may be encoded binary data)
Client Identifier (may be encoded binary data)

' Symmetric Cipher key for client -> server stream

~N Yy b R N =

IV for the Symmetric cipher

Cipher and keylength are formatted as follows:

<cipher method>-<keylength> <cipher method>-<keylength>

Client Device Type refers to a description of the IDC hardware environment (such as the PNP Device-1D for
windows-based hosts). Any information can be used on the host to which the IDC have been connected,
including, for example, the host’s Processor Serial number, the firmware revision and serial number of the
motherboard (or motherboard BIOS), authentication data from different hardware tokens (e.g., biometric input
devices, smartcard readers, flash readers), and the MAC of the network interface through which the host

communicates with the server.
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Data Gram Exanpl es |nstant Message types |nstant

Message Renote |ogging Renote data-collection
wE2@e940 enot e command  File Transm ssion AuPCDUS100€@02438

conmuni cation ED transaction Broadcast types Non

real -tinme point-to-nultipoint transm ssion Stock

The enttlfec\d‘iﬁ Hat&&gﬂl rﬁa? 8t er{cﬂyﬂf@d ﬂlﬁ% Eﬂe Q(Q‘!Iepﬁu'bhcpkeggl' He |EQ<91|aﬁk%d Value (EV) is sent
ransm 6‘3 I:lrg:hanne - based chat

along %%CI—VWF ?nﬁ%%‘? ‘??fagrta’i“é‘?‘i‘é‘i‘i?ysf%‘idéﬁ r t o- user
chat Audi o-vi deo conference (audio or voice tel ephony)

andBe%Ltettamﬁhp,gmaﬁengtﬁoﬂyéﬁv poi nt transm ssion (broadcast)
i o-vid broadcast Real -tine

n octety flleyE e HVo- nul ti poi nt transmi ssion  Audi o- vi deo

n octet€ Gulllh ey vathcle enddpexd CDF daect ory Types Query Update Server
Queue Types 42 WD 2004/ 099940 PCT/ US2004/ 002438
Ofline storage Server swap area

SKP Datagram

The Server Key Package (SKP) datagram holds information on cipher, bit length and keys, but can be
extended for other purposes.

The server need not sign the information in the SKP datagram. The SKP are encrypted with client’s public
key, which in turn are sent to the server and encrypted with the server’s public key. This datagram is encoded

in a CSV like manner:

Field  Description
1 SKP Datagram type

SKP Type 0

This is the normal SKP datagram. It holds information to the client on the cipher, keylength and ciphermode

for up- and down-stream.

Field Description

Cipher chosen for server -> client stream

Bitlength for server -> client stream

Ciphermode (ECB,CBC,CFB,0OFB) for server -> client stream
Cipher chosen for client -> server stream

Bitlength for client -> server stream

Ciphermode (ECB,CBC,CFB,OFB) for client -> server stream
Symmetric Cipher key for server -> client stream

N=REe TN e R I

Symmetric IV for the server -> stream
SKP Type 1

Instructs the IDC to retrieve a “client identity” update from a specific server (or an additional identity).

Field  Description
2 IP address of server holding the additional identity

3 Port on which the server listens
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Content Filter Control Filter status Filter
statistics Filter update (add/renove rules) Filter
w@ea04M9dos@r reset Mandatory Dat agram Fi el ds TP@T/US2004/002438
begi nni ng of each datagram may be laid out as foll ows:
Byte size Popul ated by Content 1 Cient Datagram major
4 UYRRorhl “Clib® MentlRtAGVA0 BB ik ¥RE. (Sub type) 8 Server
Dat agram recei ved at server (tinmestanp) 4 Server Data
gramoriginator (Client-1D of sender) 1 dient
SKP 3ygaadt ure/ CRC type n Cdient Signature/ Checksumfield
(e.qg., ECC Signature, MM, M5, SHA, SHAL et.c.i
Informp thy ?l?q: Ol s ‘F?é%{f}’@!?d % FANYFETe M yystse fiopyiis At lecgtion ghe server may
automaait Oty eneinite e esndciielupks), sudepenthdg obifie fyfe IKPReERAIm.t he
datagram The additional header fields are typically
~_popul ated by the client, and may be validated by the
Field g &fegripfion Sj gnature / CRC types: Type Length of CRC
2 f ivekddge tOshoMasee ppdasiyym O byt es (Depreciated) 1: ECG
j gnature 87 bytes 2: SHA 20 bytes 3: SHAl1 20 bytes
SKP?@’£?/@4 5. MD5 16 bytes 43 WD 2004/ 099940

Asks IRGHE m%&&%ﬂ 38 firmware update.

Field Description

2 IP address of server holding the firmware update.

3 Port on which the server listens.

4 Optional “Client Identity” to give the server during SKE.
SKP Type 10

Instructs the IDC to ask the user to return the IDC device, as it has been reported missing or lost.

Field  Description

2 Message to show user

SKP Type 11

Instructs the IDC to atterapt “self destruction”.

Field Description

2 Method (bitfield)
3 Cookie (optional)
SKP Type 11 Methods

Bit Decription

0 Unlink drives
1 Wipe
2 Add “cookie”

The SKP datagram are encrypted with the client’s public key. The Exchanged Value (EV) is sent along the
encrypted package. The encrypted datagram send may read as follows:

1% and 2™ octet are (in hex) the length of the EV.
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6: 7: 8: CRC32 There are appended additional headers
in various datagrans. The headers are popul ated by the
wa@bkadoen9994@and nmay be validated by the server. OTES20040002438
Ci pher Types Part of the SKE (Secure Key Exchange) are
negoti ated. Symretric ciphers may be supported by
nocteR@1BwE WEn wed kent and the server and sel ected based on

rm ssi.ons and cipher type priority. Type Nane 1
n°°te%§?lﬁ]8%l‘§]|th tgiengiy%tﬁéf %Pgldatas )IQ%G 4 Twofish ~Secure Key
Exchange SKE is utilized to inplenent random one-tine
(throw away) encryption keys in certain enbodi nents,
such that no symmetric cipher keys are stored in the
CR Pptagiant hat woul d subject to the risk of conproni se.
O her information or data are exchanged over the
network when SKE is executed. These information or
The CHet Receipid fRudatagtamints Sitdel Hasls ofithecstiiro (vgenowypted) SR tiaapram, encrypted with

the syRfbtMé &iﬁ@ﬁﬁiﬂ@r@fh aﬁ@ﬁetﬁbﬁ%fovid%ﬂgrsg(;&.ss overview 1.
Client connects to server 2. Server sends SPK datagram

to client 3. Cient validates server signature and

SR Dgfageas Cl F datagram 4. Server validates client data
and returns SKP datagram 5. Cient sends receipt 6.
Server sends recei pt 44 WO 2004/ 099940

The Sétef RESSBOGHY DO 2ABGnrRMi A RG89 ERRFBhVRR tdlB it €iphE Yiream
ﬁomt{}eSSEK%.tcg@t agram is used to transport the server public
“For“the"session to the client.

Major Type 0: Server Messages And Connection Control

The datagram type is used for the server to send messages, error notifications, and server-client

specific information over the network connection.
Subtype 1: Authentication Request

Upon connecting to the server, the server may issue a Type 0,1 datagram, requiring the client to identify itself.
This datagram informs the connected client on the authentication method required to be authenticated by the

SCIVET.
Subtype 2: Authentication Reply

This datagram is used by the client to validate the user.

A plurality of authentication methods may be used in connection to these subtypes of datagrams, as

exemplified in the following list:

0 Username and password

1 Username and password + x.509 Client certificate signature (see, €.9.,
www.webopedia.com/TERM/X/X_509.html)

2 Username and password + ECC signature

3 Password
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The server may sign the key with the private key from
the pre-shared public/private ECC key pair that is
w@eoengoed during server installation to guardP@EB2U84/002438
i nterveni ng hacking. Byte Size Description 2 Length of
Server's Public Key for the session (in hex) n Server
PUlldsfeal$808 Ofent DfticSESR.N S gnature O F Datagram
Cient ldentity an FaC|I|ty (CI'F) datagram
eH@ﬁ&@Q TdACSEPEYar ding the client (1DC), including
i Mprestinmpisorord (Gﬁcewh@lejmaiéfMGfdaed Ineofpevdrdins, as wel |
a%&%ﬁlepg%&&%dh@lﬁcglﬁﬁml es to use for the
sessi on are encoded In a CSV-1ike manner.
Fi @edmoBSErr bt Fonsam2ers ent Public Key for the session
2 \Gpake separated |ist of cipher-nmethods and
k ace separated list of
10 hggK%ﬂghaggiéﬂﬂg%%g%ms%@?%ce Type (may be encoded
I piVYeiaekey d&C5)iendmel i ent | dentifier (may be encoded
12 bimafeticdagha) 6 Synnetrlc O pher key for client ->
Sef.V V. for the Symmetric cipher C pher
2 %%mﬁkm%%%gsﬁ%%gﬁﬁ mﬁ%%??ed as follows: <cipher
14 né%%ﬁﬁ$ﬁ%@ﬁéyﬁéwgﬂﬁ§ <ci pher net hod>- <keyl engt h>
15 (:Imsemt:hdi:)edémﬁaateT@ﬁ@@uﬁ@fers to a description of the IDC
16 \ n%genwronnent (such as the PNP Device-I1D for
ows- based hosts). Any information can be used on
17 tﬁ@nhﬂéﬁmﬁﬁlﬂﬁﬂﬁh the |1 DC have been connect ed,

18 1 ke Bﬁswoﬁcﬂ’fan@ﬁi@eﬂ@kl @lterr{aﬁk% 4gst' s Processor Seri al

mvar e revi sion and serial nunber of the
19 %%Or%%%%to%%r not her board Bl OS), authentication data

fromdifferent hardware tokens (e.g., bionetric input
deyi @@(ﬁﬁc aﬁﬂa{h%zﬁlaﬁ getﬁcﬁit&ﬁgﬁ;d&cmﬁde@tﬁam%@%?gd%)tlona@&ga ﬂenltgm these
network interface hos
dntgrg Hf s SR O TEHO BB Pan TR 0o 0 D90
PCT/ US2004/ 002438 The entire CIF datagram may be

engwpbed using the server public key. The Exchanged
Value (EV) is sent

R = = AN ¥, BN

Byte Size Description

1 Length of UserName field

n Usrname

1 Length of Password field

n Password

Method 1

Byte Size Description

1 Length of UserName field

n Username

1 Length of Password field

n Password

n x.509 signature on username and password fields
Method 2

Byte Size Description
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- B

B B

al ong the encrypted package. The encrypted datagram
sent may read as follows: 1 s and 2"a octet are (in

wheoo)/0949¢0 | ength of the EV. n octets foll ows RET/0S100€002438

EV n octets follows with the encrypted CIF data SKP

] dat agram The Server Key Package (SKP) datagram hol ds
i nf or match@NoraReNid e bit length and keys, but can be
ext end for other purposes. The server need not sign
the i nfOPf&5 on in the SKP datagram The SKP are

encr yptledstivefPhssedrd 86d ' s public key, which in turn are
sent t g.lhgqserver and encrypted with the server's
public key., This datagramis encoded in a CSV like
nanner:ECﬁySégI“?i“rb%‘é‘if?rP iSBhPaesveKpeBt agr am type  SKP
Type O This is the normal SKP datagram 1t hol ds

I Rfaation to the client on the cipher, keylength and
ci phermode ,for up- and down-stream Field
Description 2 G pher chosen for server -> client

Byte S&t r eamDesriBiidhl engt h for server -> client stream4

1
n

n

Byte slHENTT Ty,

G phermm &I;g;@,,g;@é%laCFB, OFB) for server -> client
stream (@ her0 chosen for client -> server stream 6

Bi t | endt™FiPeF2EIFent -> server stream 7 C pher node
( ECB, CBCCUHR,t C¥rB)catk 6itnatikd €Nt -> server stream 8
Symmetric G pher key for server -> client stream?9
Symmetric |V for the server -> stream SKP Type 1
| A&todéts the IDC to retrieve a "client identity"
update froma specific server (or an additional

%.i ikl eld Description 2 I P address of server
ol di ng tn8 additional i dentity 3 Port on which the
server Lepath @REC signature

ECC signature on Voicekey data

n Voicekey data
Method 12
Byte size ‘ Description

n

Biometric hash

Method 14
Byte Size Description
1 Length of ECC signature /

1

n

ECC signature on Biometric hash

Biometric hash

Method 16

Byte Size Description

n

ECC signature on Challenge
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46 WO 2004/ 099940 PCT/ US2004/ 002438 4 Opti onal
"Client ldentity" to give the server during SKE SKP
wagype/o®oknf orns the IDC that it is not all owedP€@DUS2004/002438
connect to the systemfromits current |ocation. The
server aut omatl cally term nate the connection
s ful nsf.er of the type 8 SKP dat agram
Subt;gﬁ& lﬁéﬁ\ﬁﬂ“g ﬁ‘ﬁfé@gage to show user (optional)
SKP Type 9 Asks the IDC to attenpt retrieval of a

R L ot R R e
auﬂmntl@@OIS@WV{éTM Jagpemdas cdrta('mtan@ﬁmds "Client ldentity" to
dide sery&Lipfring SKE.  SKP Type 10 Instructs the
to ask the usgr_to return the IDC device, as it
ha}s been reportBEiRYehg or 1ost. Field Description
2 Message to show user SKP Type 11 Instructs the IDC
tq:oastuzc%m aufRf] cgtiogecﬁ&iﬁolﬂﬁtf'eﬁp%a be Elcf&li‘{% Description 2
Met hod (bltfle ptional) SKP Type 11
Bi tDPEEYption O Unlink drives 1 Wpe 2 Add
" dooki e" ThessKiftkatmgr am are encrypted with the
cl I ent’ ﬁ pu}%‘}grgﬁlgg){t 1n£g%sﬁ§é%p%g)?gef\éﬁl ue (EV) is sent

aI ong t
n Mime-encoded User Profile

Subtype 4: Generic Error

If the server encounters any error during a client session, this type of datagram captures the error.
The fields included are:

Byte size Description

n Error message
Subtype 5: Invalid Datagram

If the datagram passed to the server are considered invalid for any reason, this type of datagram will
contain the reason in its payload.
Byte Size Description

n Error description

Subtype 6: Improper Permissions

This datagram denotes that the network access is denied.

Byte Size Description
1 Major Type
1 Minor Type
n Error Message
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encrypted package. The encrypted datagram send nmay
read as follows: 1 s and 2nd octet are (in hex) the

wo eqogdwoad t he EV. 47 WO 2004/ 099940 PCT/ US200B¢D022088002438
n octets follows with the EV n octets follows with the
encrypted SPK data CR Datagram The Cient Receipt

). rgm.is a SHA-1 Hash of the entire

Sub%ﬁezig?%/%?éﬂ@ KP datagram encrypted with the

symretric cipher, bitlength and nethod provided by the

e b A IR
the TCBfconnpeaionynsth efhisds yselfihvhet thosysterh & ranaing dxouglpvaripus proky-Grwalls (e.g.,
FW-)MRjufinglyvpres dil-uSenvetiones SRa 88 « fiachpampect i on Contr ol

The datagramtype is used for the server to send

nmessages, error notifications, and server-client

s paisinir ef detagtern ivdish pysfublpethe sehyer trstuge ot horiing cttirpmkeep-alive
datagrsdhl RS YR€delect NI liGRls LB, TRAUES na}- BB ARG ol 3 Bonkeds received
fromt}tlehc?n erver, the server may issue a Type 0,1 datagram

tedfiiring the client to identify itself. This
datagram i nforns the connected client on the
ayjyhept i cat im@cr%ggnhod required to be authenticated by

the server. Subtype 2: Authentication Reply This
dg)t hgramis OJ?%&“%%“FW?’ CTHlBH% Mo val i date the user. A
plurality of authentication nmethods may be used in
; t'@m ubt ypes of datagrans, as
Majogggﬁ‘glqi' [ eéérﬂné%j%é%rél lowing list: O Usernane and
password 1 Usernane and password + x.509 dient

SubtEFE T ALGTH8) SMBBER 5%k ) 2 wwernare and

password + ECC signature 3 Password 48

This datagram contains the actual content data to be transniitted.

Byte size Content
4 Final Recipient-ID
n Mime encoded data

Subtype 2: Remote Logging

This datagram contains log-entries from a connecting device, with a “log-collector” client installed,

destined for a logging server, which may itself be a client to another network, according to certain

embodiments.
Byte size Content
8 Final Recipiént—ID
n Mime encoded log-data

Subtype 3: Remote Data-Collector

This datagram represents a query for a client from the “Remote Data Collector” engine at the server,

to acquire data from the client for establishing the connection.

Byte size Content
8 Final Recipient-ID
1 Data gram type (query or answer)
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WO 2004/ 099940 PCT/ US2004/ 002438 4 Password + x.509
Client certificate signature 5 Password + ECC
wWGE@nate 6 One-tine password (S-Key style, PCT/US2004/002438

predefined, ordered |ist of passwords) 7 One-tine

password + x.509 Client certificate signature 8

One-time pasgyRi.dedl&e signature 9 Voi cekey 10

Voi cekey + x.509 Cient certificate signhature 11

Voi cekey + ECC signature 12 Bionetric hash 13

t ificate signature 14

Subtgpgﬁt(g?%teﬁg?ﬁoﬁ O)é'%gg%qgng ure 15 x.509 dient

certificate (signature) 16 ECC signature 17 Content

Trﬁ]ﬁ%ﬁt@ﬁmn‘l Qu(ea-kop}quegtmga it v'alm?thp %&m&g trsl{sﬁﬂ%ﬂ\kfx Qsd51Q1Yng off
ternative carrier, orarg aut h-t oken

dOCLm%%émﬁ?S& S PR B SRTHO HELE BT 1 nes the
" nByreize of addinentonal data fields in these datagrans.
The exanpl esgnnge\é@{ehtqg,s fields when certain nethods
are used are shown bel ow. Method O Byte Size

Dscri pti on Mime&rrgied 2t XNk SrResiRbeopte R 2Pl r name 1
Length of Password field n Password Method 1 Byte

S| Z(:Sn?%ntengt p%r}o%fafﬁ%%ih of UserNane field n

This datagram is used to reply to Content Approval Requests (Subtype 4).

Byte size Content

8 Final Recipient-ID

1 Approve or reject

1 Length of signature field

n ECC Signature on the data-field of the "Type 8" packet.

Major Type 2: Broadcast Datagram

This type of datagrams is used for a variety of conferencing and broadcasting applications. A number
of subtypes may be implemented, including: non real-time point-to-multipoint transmission; real-time point-
to-point fransmission (e.g., user-to-user chat, audio-video conference); real-time point-to-multipoint
transmission (e.g., stock ticker, audio-video broadcast); real-time multipoint-to-multipoint transmission (e.g.,

audio-video conference).
Major Type 3: Connection Proxy

The Connection Proxy datagrams are used to carry raw connection data and send the same from an

embedded or built-in application on the client to a network server.

Proxy Connections are typically requested over a control-chanuel, i.e., the first connection to the
server, and established when a new connection to the server is opened upon the request, which is successfully
processed. A “Proxy Connection-ID” is then given, also used for authentication purposes. In alternative
embodiments, the Proxy Connections may be established over the control-channel directly. This supports data
transmission via a single connection. It lightens the load on the server and client if the proxy connection

carries very little data, such as the case when a Terminal Server or telnet connection is used.
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1 Length of Password field n Password n x.509
signature on usernane and password fields Method 2
wW®@a0e/08i92& Descri ption 49 WO 2004/ 099940 PCT/US2004/002438

PCT/ US2004/ 002438 1 Length of UserNane field n

Usernanme 1 Length of Password field n Password n ECC
SI atﬂ{ﬁfﬁn usernanme and password fields Method 8

scription 1 Length of password field n
One time Passvvord n ECC Cient certificate signature

1lB ze Description 1 Length of ECC
N?g‘%éetmtfmeeso SR 0usrmeayg sﬁ’/gl cekey data n Voi cekey

data MECHRod 12 Byte size Description n Bionetric hash
Mgt hod b4 Byte Size Description 1 Length of ECC
signature n ECC signature on Bionetric hash

Subtype 1: Proxy Data From Client
These datagrams carry the actual data for the proxy connection, coming form the client end. One

user may have one or more proxy connection open at the same time. A Connection ID (CID) field is included

to identify each connection.

Byte Size Description
2 Proxy Connection ID

n Data
Subtype 2: Proxy Data To Client

These are the connection data coming back from the proxy connection to the client (or the owner of
the connection). No other field than the actual data is included, since the proxy connection only sends to and
receives connection data to the owner of the connection. In order for the client to identify which remote

connection (i.e., server) responded, the CID is included in the originator field of the datagram.

Byte Size Description

N Data

Type Sender Description

0 Server Remote Socket Connected.

1 Server Remote Socket Disconnected.

2: Client Disconnect Remote Socket but keep Proxy Connection (CID).
3 Client Terminate Proxy Socket Connection (complete teardown).

4 Server Proxy Socket Terminated (complete teardown).

Major Type 4: Large Content Transfer

These datagrams are designed to transfer large pieces of content data such as audio-video media and data files.
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n Bionetric hash Method 16 Byte Size Description n ECC
signature on Chall enge 50 WO 2004/ 099940

wERONANSROD4/ 002438 Subtype 3: Aut henti cati on ReBUE1004/002438
After the authentication request is processed, the
client wll receive a 0,3 datagram which delivers the

aut 24 i cat esult. This datagram has certain
SUbté’PQ 'giq’qeépti@}l@ f ze Description 1 1=G ant ed,

O=Deni ed For successf ul authentication, additional

e BT ATt 1 5 PR e P P A RB g i
arecelptrogﬁhelhemferel d n Mne-encoded User Profile Subtype 4:
Generic Error If the server encounters any error

I ent session, e of datagram
The reﬁeé?ﬁfeﬂﬁ%ggmfh%esg rc?f’item"f*ihﬁgRﬂﬁ%lﬁﬂ%dy 1? PEIEY are: Byte
size Description n Error nessage Subtype 5: Invalid
Byte SRt 0r AWk Hdohe datagram passed to the server are
considered invalid for any reason, this type of
U e dmiwteld  contain the reason in its payl oad. Byte
n  SiCheckiDesarcbipént @anstarddr r or descri pti on Subtype 6:
| pr0peH Permissions This datagram denotes that the

®  network access is deni ed. Byte Size Description

Subtype 1: Content Transfer Request

Used by a client to request transfer of large content. Upon receiving client’s request, the server will return a
Transfer-ID (TID) for the client to use, so the client can open an additional connection to the server for

transferring the content. As such, the control-connection will not be blocked during lengthy transfers .

Byte Size Description

4 Size in bytes of content to be transferred
2 Total number of chunks to send

4 Final Recipient-ID

Subtype 2: Content Transfer Reply

Byte Size Description
1 O0=Transfer denied, 1=Transfer Allowed
n If Transfer Allowed, this field will be present and contain the Transfer ID (TID) to be given to

the server, when the client opens another connection for transferring the file.

Subtype 3: Content Transfer Segment

Byte Size Description
2 Segment number
n Segment chunk

Subtype 4: Re-transmission request
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1 Major Type 1 Mnor Type n Error Message 51 WO

2004/ 099940 PCT/ US2004/ 002438 Subtype 7: Keep-Alive
wabiog/ogltagr am i s sent by the server and/or theCTUS®N/002438

to each other in a predetermned interval, to keep

the TCP connection open. This is useful when the

This 1sﬁ.1¥e%tt@mréq'§:es[ %Qﬁéﬁgof{cm’téﬁy gﬁalw Y &§e \Q{ef%){% cgﬁtgn?mgﬂeﬁed fails to pass

runni ng over a dial-up connection
checkscﬂél ek I’E"I‘i?ydﬁfg B eP APl o S HPE e Be of
datagramis al so useful for the server to request that

Bytesiglge cl it tA;Otﬁturn a keep-alive datagram so as to
tect whether the client is alive. The server may

2 (di%%e%ingErd when no response is received fromthe
n climent. Byte size Description O | O=No answer needed,
1=Pl ease reply Major Type 1: Content Datagram Subtype
1. Normal Content Datagram This datagram contains the
Majoadypald: Eiser Blirectiya to be transnitted. Byte size
Content 4 Final Recipient-1D n Mne encoded data
Subt e 2: Renote Logging This datagram contai ns
Datagpigtf diit Yredys sdhica-iBhies tichegome v gaate iy ipfognation in the User
Directory.0g- col | ector™ client install ed, destl ned for a
| oggi ng server, which may itself be a client to
anot her network, according to certain enbodi nents.
Searchgfipldinglie AerCrn restre age s alearrise srplasn it e sraimh mesketrrelodisg rogular

expreshiy whkatia uiuthyyiPetaBase ReBRt@rOAb@REO0! | ect or This
datagram represents a query for a.client fromthe

"Renote Data Col |l ector” engine at the server,
MySQL may be implemented to provide a default database base system, in which regular expression searches

are supported. The system configuration thus supports all searches using regular expressions.
Subtype 1: User Online

This datagram are used to notify the system when a user becomes connected to the network.

Byte Size Description
4 UserID of user

Subtype 2: User Offline

This datagram are used to notify the system when a user is disconnected from the network.

Byte Size Description
4 UserID of user

Subtype 3: User Search Request

This is used by the connected client to search for users in the entire user directory based on a certain data

mask. This type of search returns the type 5,10 datagrams.

Byte Size Description
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to acquire data fromthe client for establishing the
connection. Byte size Content 8 Final Recipient-1D 1
w@2a0a/0gmo@m t ype (query or answer) 52 WO 2004/ POOOLM04/002438
PCT/ US2004/ 002438 n M nme encoded data Subtype 4:
Content Approval Request This datagramis used for
r equesting r@pproval of the content data transmtted,
such as, signing off docunments, expense reports, and
approving an electronic financial transaction. Byte
Subt%)fei;@ﬁﬁ(ﬁm UkeFiSeakciReci pient-1D n M nme encoded and
formatted content for approval Subtype 5: Content
Approval Reply This datagramis used to reply to
SimilaERRLG e 3ARPEQMAL mRe GMER St S BE YRE Tk type EDLBchnSLEEs the type 5,10
datagrontent 8 Final Recipient-1D 1 Approve or reject 1
A ®ngth of signature field n ECC Signature on the
data-field of the "Type 8" packet. Major Type 2:
Byte SBEOadCastiphagram This type of datagrams is used for
. 2 variety of conferencing and broadcasting
appfitations. A nunber of subtypes may be
8 i Mpétéent ed, including: non real-tine
1 PUMhedfsmul tipoint transm ssion; real-tinme point-
to-point transm ssion (e.g., user-to-user chat,
o o 8PkYDPEe0 conference): real -time point-to-nultipoint
transm ssion (e.g., stock ticker, audio-video

: ; -1 nul ti point-to-nultipoint
MaJOFjgﬁggﬁé%%g?\@é@ééémgﬁtdi o-vi deo conference). Mjor
Type 3: Connection Proxy The Connection Proxy

This dQ?gtr MRabfil fe WIGS&BIS%S%%%%%MS %Q%EII%MOI%IQ%S%% & re%q%gely comtrol

send fhe sanme from an )
other Cﬁ’ﬁ’ﬁft?d&é}fqtso‘ﬁ‘e‘&lﬁ applisatiops qarie cpppeciedsBenizgrdeuehardasys.

Subtype 1: Execute Remote Console Application

The 6,1 datagram executes the application defined and maintains an open handle to the application, where the
process-id of the application are returned to the initiator upon successful execution. This process-id must be

used in all subsequent command- or control datagrams for the process.

Byte Size Description
8 Target User-ID
n Full path and name of application to execute

Subtype 2: Remote Execution Result

Are sent back to the initiator of the 6,1 datagram upon successful execution of the 6,1 datagram.

Byte Size Description
8 Destination User-ID
2 Process-ID
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Proxy Connections are typically requested over a
control -channel, i.e., the first connection to the
W@ eone9994@and est abl i shed when a new connect i onPEDUS1004/002438
server i s opened upon the request, which is
successfully processed. A "Proxy Connection-ID" is

.G for .authentication purposes. In
Sub ?g'%%{ﬁ@geﬁﬁg%%ma@cﬁe Proxy Connections may be

est abl i shed over the control-channel directly. This

oo AL 05 B ISR o, PO P o
from the apRiratidnnecti on carries very little data, such as
the case when a Terminal Server or telnet connection
B eg.% usedDGSS.V[)2004/099940 PCT/ US2004/ 002438
Y nnect T6H™¥Ybes Different types of connection
8  prigssiyeddndiserel be used. 0: TCP 1: UDP Subtype 1: Proxy
2 Datg@esmom C i ent These datagranms carry the actual data
for the 0 connection, comng formthe client end.
2 O@pflﬁg%&xﬁ’%d%ave one or nore proxy connection open
at the sanme tine. A Connection ID (CID) field is

SubtE P Ao BT R Fabsfect i on 1D 1 Dt Subl ype 2

Proxy Data To Cient These are the connection data

.com a fromth roxXy connection to the client
A L S L A
are matlzvaidable taletrigetigorngtion [&gml&@edqotesjevigeeinﬂhm%pnfmﬁon on a list of running
procesge@,ngh%gg_jnq&r(gma)é@g@gé&to and receives connection data

to the owner of the connection. In order for the

client to identify which renpte connection (i.e.,
Byte Sger ver )Des@ipfionded, the CID is included in the
g  orf.ginatap field of the datagram Byte Size
. Dgrscr%gtgl on N Data Type Sender Description 0: Server

RenMdt'&"8¥tket Connected. 1: Server Renote Socket
n DiGptonhctet:s (if the specific tool need them)

Tool Identifiers

0 List Running Processes

1 List Running Processes including hidden processes

2 Kill process (PID given as parameter)

3 List Services

4 Stop Service (Service Name as Parameter)

5 Start Service (Service Name as Parameter)

6 Restart Service (Service Name as Parameter)

7 List Local Storage Devices, including volume label, size, block size, space used and file-

system type.

Subtype 11: Remote Tool Reply

Contains a CSV formatted reply depending on the tool requested.

Byte Size Description
8 Destination User-ID
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2: Cient D sconnect Renote Socket but keep Proxy
Connection (CID). 3: Cient Term nate Proxy Socket
w@eneewiron (conpl ete teardown). 4: Server Pr oRGT/Bk€002438
Term nated (conplete teardown). Major Type 4: Large
Content Transfer These datagrans are designed to
n  UI@RShE bub ARS8 REWEEC e Of content data such as
audi o-vi deo nmedia and data files. 54 WD 2004/099940
PCT/ US2004/ 002438 Subtype 0: Recei pt On Transfer |If
Subtype 2ve ndepliceive Tradsfer Reefiegt fromthe
Inal -recipient, the final-recipient may issue a 4,0
type datagramwith a receipt on the transfer. The
Used th 8fRile Ple th @t 6@ dpglibabidespritA6n pant. ent of the CRC field
and the transfer-1D. Byte Size Description 1 Length
of CRC field n Checksumon content transferred n
Byte Sip ansf élesdripli®ubt ype 1: Content Transfer Request Used
1 byAsEldent to request transfer of large content. Upon
.receiving client's request, the server will return a
Destingtioy s &P | D (TID) for the client to use, so the client
1 captiopéntfield) addi ti onal connection to the server for
4 trapsfentiing the content. As such, the _
control -connection wll not be bl ocked during | engthy
0t Pafapddyame targel efdiledpptignapdeluits {9rpohpf chendi 20 i n byt es of
content to be transferred 2 Total nunber of chunks to
Optioégg%kg Final Recipient-1D Subtype 2: Content Transfer
. Reply Byte Size Description 1 O0=Transfer deni ed,
Bit ) DpjcypfioPer Allowed n If Transfer Allowed, this field
will be present and contain the Transfer ID (TID) to

q b%u%iexe%ﬂte&a%f, L8 aas.néfdgtre;amm;p@ﬁmce} client opens another

connecti o or transterring the file. Subtype 3:
2 CorewhsertpAe PeriSHpiEnt
3 Return Receipt after transfer
Transfer types
1 Transfer of file (for update, existing file are not required present)
2 Transfer of Client firmware (replaces current)
3 Transfer of Client .ISO codes (replaces current, ISO codes include CD ROM data format e.g., ISO

9660, and other data standards per the International Organization for Standardization, www.iso.org)

4 Transfer of compressed archive (to be expanded at target location)

Subtype 21: Application Transfer Reply

Used to signal grant or denial.

Byte Size Description
1 Allow/Deny
8 Transfer-ID (Only appended if transfer granted)

Subtype 22: Application Transfer Content Part

These datagrams hold the actual data for transfer.
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Byte Size Description 2 Segnment nunber n Segnent

chunk Subtype 4: Re-transm ssion request 55 WD
wWQMO09040 PCT/ US2004/ 002438 This is used tRPCT/US2004/002438

re-request a segnent of content, usually in the case

where the content transferred fails to pass checksum

check. It nmay al so be used to recover from|l oss of

transfer-conpecti on. te Size Description Chunk to |
The K Rn N P RSP 18:b i B DT T g ia op provide
for thet thinger bigpplicatfoss, sath ahdargias eleefliog 4 Gigehyss ingige(it, gy OwWips datagrams
holdin@fix UPHate&npiser information in the User Directory.
earch fields in the query are treated as a nask.
Searches are done with the search masks treated as a
The “Trangfinl Fart” Fidk{tarie sisli apd jncrehens bl e foredey paytinngyfedad, adpaisea 6,22 datagram
with al YhfsREBA G R) RHRRAhBor iR My be inplenmented to
provi de a default database base system in which
regul ar expression searches are supported. The system
Byte St6nf | gueadripion t hus supports all searches using regul ar
] expressﬂr&gf@r_IPSubtype 1: User Online This datagram are
used to notify the system when a user becones
4 connect™®®sfdathe network. Byte Size Description 4
n  User| Dof. assteit Subt ype 2: User O fline This datagram
are used to notify the systemwhen a user is
di sconnected fromthe network. Byte Size Description
SubtapeiBr. IMrantfarReceédpbt ype 3: User Search Request This
is used by the connected client to search for users in
the entire user directory based on a certain data
A chedkmsikaf thE aprdicdtiyipeanetbrredear ch returns the type 5,10

dat agr ans.
Byte Size Description
1 CRC-Type
n Checksum on Application Transferred

Major Type 7: Real-time Multimedia Transfer

This type of datagrams is utilized to support client-to-client transmissions of multimedia content.
Subtype 1: Transfer Request

Used to request permission to begin the transmission.

Byte Size Description

4 Recipient UserID

2 Media Content Type

4 Minimum Bandwith Required in Kbit/S
Media Content Types

Type  Description

1 5 KHz, 8§ bit, 1 channel audio

2 8 KHz, 8 bit, 1 channel audio
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Byte Size Description 56 WO 2004/ 099940

PCT/ US2004/ 002438 n Mask to search for Subtype 4:
woe@uiorouo User Search Simlar to Subtype 3, buPCT/E8520041602438

a nore precise match on the user. This type of search

returns the type 5,10 datagrans. Byte Size

Das &P i0Nchatheldi@t | D 8 Last login 1 Online status n
' ’ j or. Type 6: Renote Managenent This

Di spl.ay Nanme I\/Bﬂﬁg .

ddt &Gathih §3eelidf? es the administrators or privil eged

USR IRz 18 bitlpehaetlwoik systemto renotely control other

connet! 4Gl Rl Suaiexecut e applications on the

connect e lt(:Iélhent s and push updates. Subtype 1. Execute

Renot e Consol e Application The 6,1 datagramm executes

SubttBe BPPlnsaliRE,def i ned and mai ntains an open handl e
}/E the appl i ca??gﬁ, where the process-id of the
application are returned to the initiator upon

Byte sSHCCesSilipforecution. This process-id nust be used in

4 al | subsequent command- or control datagranms for the
pﬂ%&@%@US@%&Re Size Description 8 Target User-1D n

1 Fulckepp@t dr DamdOname of application to execute Subtype

4 :Z:C_oﬁgﬁ_ I%L&m&ﬁ?&s}dgdb e §1%1 cléﬁt%nc?s%[ﬂld &Q{%P&I)Ii?th% 1Q8uest was accepted)
initiator of the 6,1 datagram upon successtu

execution of the 6,1 datagram Byte Size Description

SubtSpPeSNRald ShehiEPadiRt 2 Process-1D 57 WO 2004/ 099940
[US2004/ 002438

S L B W

These datagrams carry the individual packets that make up the transmission.

Byte Size Description

4 Recipient UserID (0 for using recipient list)
4 Content Stream ID

n Stream Packet (content data)

Subtype 4: Transmission Termination

Can be issued by both sender and receiver to indicate either end-of-transmission (if sent by transmission

source) or abort-transmission.(if sent by the recipient).

Byte Size Description
4 Recipient UserID (zero for using recipient list)
4 Content Stream ID

Subtype 5: Recipient List Management

‘When performing a one-to-many transmission such as a lecture, conference call (VoIP), one may rely on these

datagrams to manage data distribution to the entire list of recipients.

Byte Size Description
1 Action
n Data
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Subtype 3: Renote Process Term nated When the renote
process initiated by the 6,1 datagramterm nates, a
WG 2®4deoa@r am are sent with the exit code fr oPCT/082004/002438
application. Byte Size Description 8 Destination
User-1D 2 Process-1D 2 Application Exit Code Subtype
10: Renpte Tool Request To sinplify retrieval of data
.froma remote client, or performbasic control on a
Actlo?é?f‘g]‘i“@nsdew ce, a basic tool-set are made available to
Actiop ePesirgnien | nf ormati on fromthe renote device, including

0 |n]f)ggt5@glblgrﬁhg@fawlsét)st of runnl ng processes, |ogged-in
ta storage etc. Byte Size Descrlpt|on 8

! g‘bié’ts r{J)sté IStI(%a"f‘sePéré'ied fisefserihs@t 94 Opt | onal  Par anet er s
2 (|Rentoheussr|oaeﬁmﬁm1 (sh@okepmeadist T@RFIDs Todta) | dentifiers O
Li st Runni ng Processes 1 List Running Processes
i ncl udi ng hidden processes 2 Kill process (PID given
as paraneter) 3 List Services 4 Stop Service (Service

- d vi ce (Service Nanme as
Sub%@?%ﬁhg@gfg{ Diy&sihf Rtegﬁ? .

&S
art Servic ervice Nane as
Paraneter) 7 List Local Storage Devices, including

These WRhIHR chRGhe clisit ©8ransRl RCKnBIrEE 1 arﬁﬂ@&tﬁl” H&ﬁgatﬂpg atxét]lxe?user
systemtype. Subtype 11: Renote Tool Reply Contalns

CSV formatted reply depending on the tool requested.
Byte 3¢t e SiRecrDéscri ption 8 Destination User-I1D

4 Recipient ID
2 Media Content Type
4 Minimum Bandwidth Required in Kbit/S

Example 2: Object Vector Based Super Classifier And Biometrics

[0151] Referring to Fig. 2, an object vector super classifier (also referred to as
multi classifiers) is shown. More than one data object vectors are used for event-
level authentication. The classification decisions may be made based on superior or
random sum computed from the data vector objects, including Object Vector 1, 2,
and 3 in Fig. 2. Here, each object vector is connected to one or more classifiers from
classifiers 1 to N. That is, feature extractions may be made from multiple object
vectors and then transformed into a set of classifiers, which collectively constitute a
super classifier. Event-specific transformation provides relatively simple
distributions that characterize event-based features.

[0152] One example of user authentication using super classifiers involves
biometrics. In one embodiment of this disclosure, the super classifier is used in
connection with physical biometric measurements, including voice recognition,
fingerprints, handprints, blood vessel patterns, DNA tests, retinal or iris scan, and

face recognition, among other things. In an alternative embodiment, the super
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58 WD 2004/ 099940 PCT/ US2004/002438 n CSV data out put

from Renote Tool Subtype 20: Application Transfer
woegues4lsed to initiate the transfer of an PCT/US2004/002438

application or application update. Byte Size

Description 1 Transfer type Destination User-ID 1

i Lt and ne .
classql%ll ﬁ%egtﬁk .tcf)hﬁa%ég%otnl \é?}@ip%?fg% c%{‘ﬁl%t%etlﬁg (r)x?éalg}lre&l?rgﬁtlilcludmg
hablﬁlimfm&rxﬁj &f indivddBAtbdMRsfori ption 1 Auto execute (al so

covers auto-update, auto-expand etc.) 2 Pronpt user

[015@]0 ef orﬂl%&mtha@ﬁd apdentyat®oRession aRddbe peleaﬁole and execution

nsfer nsf es 1 Transfer of file
of th s anékb’sgst aﬁagﬂm gﬁ‘éseﬁﬁf’e?l VBt 15?1@@@@&@16 likelihood of

el 0E 085 WM RPN, i
struct@@e sird Q@cﬂddﬂt% LR shatfrer f9E Qiﬁ%he%tlgatloﬂ §qu§ﬁ§1§y R aluated

ot her data standards per the International
with@lyghiprebalality mte.St andar di zati on, www. i so.org) 4

ransfer of conpressed ar hi ve (to be expanded at
[015‘ﬁar getlt [oods eré@@é;rb@ qde%muo@aﬁp%&rﬁm@p@s and data,

whil%e?rpc!h}fatni‘g %gerhgl ﬁ, ?Hl% g a?c?: §ﬁ§ ) y Wﬁyy(tﬁ lystgzi;cbcgh%lécbare
not 1hfenﬂé@'ﬂ§hﬁ{1t tHeaPdrRsk e%%cﬁﬁl%n‘?s%f t%?ké&ﬁi !ifé‘,lE?lo-ggf:‘?ﬂ‘1 SA?
Content Part These datagrans hold the actual data for
refereneassdited herein are specifically and entirely incorporated by reference.
Various changes and modifications within the present disclosure will become
apparent to a skilled artisan from the description and data contained herein, and thus

are considered part of the various embodiments of this disclosure.
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59 WD 2004/ 099940 PCT/ US2004/ 002438 The four-oct et
"Content Part' field would allow for up to 256A4 parts
WO po0a/0%99mgl e transfer, which would provide foPCT/082004/002438

transfer of applications, inmages and archives

exceeding 4 G gabytes in size (if, e.g., using
Appenalix drObjextdt lags sificatiodalra Speaker Vierficationsf er

Part' Field starts at | and increnents by one for

every part transferred, sending a 6,22 datagram wth
Classifichtian singr PigbabilitypDefsity Estination si gnal

end-of -transfer. Byte Size Description 8 Transfer-I1D

4 Transfer Part n Data Content Subtype 23: Transfer
SpedRererifitati ie hcleksfisatiafpretiem ipEiny ot dere aieghefcler ingelying two
classBY &g @ak%;?ﬁ {usBf dr@Pjed:) SA3GmpYdRss ) g%%ﬁ&‘é%f%ject). In arder to do

S@Egllca I.on ran?ferreq Maj or &gé)g : Real-tijms )
classfligritonnB disCopr s %fr'“ef“ﬁ&"§mﬁ§}§ger AT S5PINES PP TRepKSTS wipe are
needed eppoedsucinesistard @nedriiantly repreagrser asdd-dimengdnal vectors:

mul ti medi a content. Subtype 1: Transfer Request Used
._ Lo reguest permssion to begin the transm ssion. Byte
f:;?.i & zﬁi&;scri ption 4 Recipient Userl D 2 Media Content
" Type 4 MninumBandwith Required in Kbit/S Media

Content Types Type Description 1 5 KHz, 8 bit, 1
Eachcipeskeeis charditerize@bBa Kidzabil8y #ensiy finadibannel audi o 60

E )

which measures the likelihood of observations. The probability density is characterized by

& {J—Hﬁ ﬁ Q- VQE«: <+ Equation: 1.1
b {'fj = ?Cﬂﬂp C.FI h p‘fﬂ—‘]}jPC“’l f t[ < Equation: 1.2
_/ﬂ;‘p (‘31 KM = ”L < Equation: 1.3

where P(l) andP(-/) are the a priori probabilities of respectively target speaker trials and impostor
trials. For speaker verification, the a posteriori probability of the claimed speaker, |, given an

ohservation, .i“ is of interest.

The a posteriori probability can be computed by Bayes rule

Pp(#
»i)

P(HE) = I 4

Equation: 1.4

Since I and -/ are mutually exclusive we have
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WD 2004/ 099940 PCT/ US2004/ 002438 3 11 KHz, 8 bit, 1
channel audio 4 11 KHz, 8 bit, 2 channel audio 5 22
WKRW4/09494bi t, 2 channel audio 6 44 KHz, 16 biPCT/BS2004/002438
channel audi o Subtype 2: Transfer Reply Byte Size
Description 4 Recipient UserID 1 Accept (1) or Deny
(0) 4 Content Stream I D (|ssued by the receiving
Pfflﬁfjlﬁeﬁlﬂﬁlﬁﬁ =sHoddexist—ont Y -—the feguest Wastion: 1.5
accepted) Subtype 3: Media Stream Packet These
dat agr ams carry t he indi vi dual packets that make up
he transm ssi Si ze Descri [gtl on 4 Reci pi ent
Le. *heL%%anﬁbty(”eﬁf#ﬁr'd%ﬁ'gtw ﬁE'”i \94%% GS¥TEsitoiven e )obsevatipht Enplusihe eehability
of somkDiher StemkarmdPioke spdatingban to ¢hat B absblivepeusk the a posteriori
Traﬁ@gl on Term nation Can be issued by both sender
probabdiid foetladsificdtingl} parpis@s: @hd iertityedldim @f actEA6tBdrr§8dt& by the rule:
(if sent by transm ssion source) or
abort - transm ssion. (if sent by the recipient). Byte
Siz nt UserlD (zero for using
I};ﬂnec{pl en Eﬂ ﬁ—&?ﬁtgfﬁ Stream | D Subtype 5:
Rec %‘%agerrent When perforning a
one-to- many transm ssion such as a |l ecture, conference
call (VolP), one may rely on these datagrans to
4 Mmanage data distribution to the entire list of "
1ik&gh@hgnts. Byte Size Description 1 Action n Data 61

PET pIFE|-I) P

-
e

=l g —

Lg oy Lyt

. o —Sa
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Figure: 1 Probability densities for the two classes, | and -l. The densities overlap in the

regions:

LE?I & LE?——-;}; « Equation: 1.6

this causes the Bayes error rate to be greater than 0. A classifier that uses this decision rule is

called a Bayes classifier. The error rate of a Bayes classifier is equal to
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WD 2004/ 099940 PCT/ US2004/ 002438 Action Definitions:
Action Description O Delete recipient list (if one
W@ 2a0)/099940ld user(s) to |list (space-separated |PGCI/UST004/002438

User| Ds as data) 2 Renove user(s) fromli st
(space-separated list of Userl Ds as data) Subtype 6:
Transm gsi on Di versi on Request These datagrans enabl e

Epuiehe =e| i fenP(t-d|Tpateiet |i t sSPHAEIE ve—transm sEom17
notificétion to anotherfuser. Byte Syze Descri plis@n 4

Reci_pi ent iy Viediax=Cont engy gl 4o ni mum Bandwi dt h
Req J? r dg.f FAQ@W_?&&@ ; ‘gf‘ﬁﬁjﬂg gcgw\ﬁmas Egyation: 19

Super Cassifier And Bionetrics [0151] Referring to
Fig. 2, an object vector super classifier (also
referred to as nulti classifiers) is shown. Mre than
one data object vectors are used for event- |evel
whereaut henti cati on. The cl assification decisions may be
made based on superior or random sum conputed from
the data vector objects, including Object Vector 1, 2,

nd 3 i 0\ Qo Ao W o jobj ect vector is connected
‘ﬁ% one gi‘z’ L%?‘éfkﬁggs??ﬁ"gf@fg’r o+ﬁ crassi FErd'™ to N,
L,'_I;Eat:—.—i sda Fdﬂ'@fﬁ‘g}exj fHceT |y ray—be—rad@udiom mul tiple
obj ect 'vectors and then transformed into a set of
ifi .ch. collectively constitute a super
In pra(éqicgg%ipf{‘lgbgpﬁw veg(?]l-g'speci fic transformati on provides
relatively sinple distributions that characterize

PR RT BIRARI TS super ciaseii1ars i nvol ves.

bi onetrics. In one enbodi nent of this disclosure, the
super classifier is used in connection wi th physical
are unisPeyYREANd cen ARl 8 PRRTaed. HRRdey iR SOV Bie b aWRERSRA! Fpdien strategy
is bouhdl RGRLPEM BirS ratB AP bh BicBage d 1D sy Bas Bk Bagdd elonmie. DNA
tests, retinal or iris scan, and face recognition,
anong other things. In an alternative enbodi nent, the
super 62 WD 2004/ 099940 PCT/ US2004/ 002438

A Priori Probabilities & Risk Minimizations

The average error consists of two terms; rejections of target speakers (TA errors):

EI - P{I}}}(fﬁlf)df « Equation: 1.12

iyl

and acceptances of impostors (IR errors):

Eor= A Pi{—Iyp( BT WdE < Equation: 1.13
ILs

Using a posteriori probabilities to classify samples is essentially the same as classifying according to
maximum likelihood. The overall error rate is, however, dependent on the relative number of
impostor and target speaker trials. If impostor trials are much more frequent than target speaker
frials, then it pays of too classify some samples as class -/ even if class | is more likely, because the

overall absolute error is more dependent on E-I than on El. in other words, E-1 is minimized at the
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classifier is used in connection with performance
bi onetric neasurenents, including habits or patterns
w@boomehiowd dual behavi or. [0153] The event - baseRCT/US2004/002438
aut henti cati on session and the sel ection and execution
of the object analysis based on those user-specific
expen€d BMEISTHeIWaly @disaenct st bike ratboqeimely is bydiddrigitheya pgprigirobabilities to
rivi.n Y4 e ci sion
reflectqﬁ eYatlveganr\Kgﬁ%f mé&s‘i&ﬂﬁéré’é’t getah%]' é@é?sa o@?égggéeraﬂgo a super
cIaSS|f|er t he authentlcation session may be

ASSIgrﬂNg}lﬂ)rld)abr@Sabllm&I 8 ofly bh@haﬁéf%blaﬁildg TA/ardaR @rrofs Odérfb}allir theit®o types
of erro&k g)ﬁ%iw%ve d%re aenPC%qlséquen 5 and Qﬁ%}g {hgfet{olre? Qé, desﬁgtf% {o athieve a balance

whrch@fbgfgutmﬁ@f rrwc@ssgfioa@qm byhle\a@seﬁ(l) #nd R(s!i arafqpéﬂ@e%md are
not intended to limt the various enbodi nents of the

esent S Al references cited herein are

CFFi og’ikﬁcgﬁafm i #ety—corpor aBedorby“ r ef er ence.

I Qus d¢fications w thintie present
{Tﬁ1§£crﬁsugh_&%ﬁ?iggagﬁn apparent to ggskifled artisan

fromthe description and data contai ned herein, and
thus are considered part of the various enbodi nents of
kd closure 63 WD 2044/ 099940 PCT/ US2004/ 002438
whereAp p“e XIS ihe cwjoéel?ss@l%%g] fi Cséfqp{g@s (- hsﬁgaﬂf&atlon is here according
to risk\é@tl inbti eCdsiediori prédbasiisi: f | cati on and Probability Density
Estimation Speaker verification is a classification
problen1|ike any ot her data object vector involving

eakers (1) (user of object) and
jztfl %ﬁf §9$j@m%ﬁ%i§f %r of object) MK bl°der to do
IaSS|f|cat|gﬂJ'|n this case, a set of neasurenents
derived fromrecordings of a speakers voice are
needed. These neasurenents are conveniently
Analog @8l &5 ediiatidh BE wbheieeagécivalruiyrect ors: ,x R, Each
speaker is characterized by a probability density
function: p(11) which nmeasures the |ikelihood of

obse v%kbeﬁg gh%&?[;??%wqp{lﬁfns LY |s ch%gua‘ %i zed

aa?'
Equa i SRkt 2 Sthorwise

A more pragmatic approach to the problem of balancing TA and IR errors is to decide a priori an
acceptable error rate for either E; or E,; ", and then use this to determine the decision surfaces (and
by extension P(l) and P(-1)). Whatever way is chosen, the real problem of estimating the class
likelihoods,

pEI)

and
plE[—I)

remains the same.
Probability Estimation

One approach to implementing a decision rule is to separately estimate the probability densities and
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Equation: 1.3 where P(l) andP(-1) are the a priori
probabilities of respectively target speaker trials
wa@pa4iovgeast or trials. For speaker verificati onPCT/082084/002438
posteriori probability of the clainmed speaker, |
given an observation, Zi, is of interest. The a
steriori probability can be conputed by Bayes rule P

Piﬁ ) Equation: 1.4 Since |l and -1 are nutually

excl usive we have 64 WO 2004/ 099940 PCT/ US2004/ 002438
and r( |, ,ri + P(-'1l, Equation: 1.5 i.e. the
. emfrgﬁability that the identity claimwas correct given
.pt“h sobservation, &X~, plus the probability of sone

ot her speaker (not |) was speaking sumto one. It is

attractive to use the a posteriori prababilit

in the tqsheibpliqne aise FRY§SUHIB Sy eevert Ifelnoaesip prapakiftigs: IWhilCQ Chit b Geed in

placeaccepted or rejected by the rule: Decide ovmc!pt if

P Itﬁg.P- Pr 1-4)Pk-11) Figure: 1 Probability densities
( dﬁm the two classes, | and -1. The densities overlap
inthe regions: LE ,I,r LE -,1,; Equation: 1.6 this

causes the Bayes error rate to be greater than O. ,
This sgluians Pewayer. {SHagre BesVe g repairpd SRS W9|V%r'fwc%“°né%*r'1=w vijtue of it
utteraBétEmsialichBtdrhedra binEned=e4 bifdct padbienodnlyaddpaydsonthaiksitHobe Fatio:
is equal to 65 WD 2004/099940 PCT/ US2004/002438 P ,
lan (t)!(t; f P(Ilpf p( "4 Equation: 1.7 Equation: 1.8
v p(l)d P( )p(l )d Equation: 1.9 where drtyr ---
kLBﬁéP P(4, 171, -1d 1 "2 o~ Equation: 1.10

P(I|z) =z P(-I]F)
it

. Pl el
LR(Z) = prya=f
In terms of LR(~x), the decision function 2.6 becomes:

. aﬂm}:}t .if LR&E} :_> 1 4———  Equation: 1.18
Dexide . -
reject  otherwise

The Bayes decision surface between class / and class -/ is characterised by:
Rl
LR{#) =

For classification purposes we only need to know on which side of the decision surface the test

o

sample # falls. In the example given in figure 2.1, this surface is the simplest possible: a single
point x = {, where t is the decision threshold.

A distinction is made between parametric and non-parametric classification. The difference lies in

the prior assumptions that are made about the class distributions. Parametric classification assumes

that the samples to be classified belong to a narrowly defined family of probability density functions,
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I M" -I1l1"- ~ Equation: 1.11 |In practice the
probability functions: are unknown and can only be
wapprosiomat ed. Hence, the error rate of any prBCL/USHNN4/002438

deci sion strategy is bound to have an error rate

whi ch on average is not |ess than the Bayes error
whereé@h&h pa%rﬁéth@&léssmbﬁbah*iakéstdnﬁ/&ve%k Bésttqplibriziabbu &td poiosdisthigutions.
Hencef gon amg’crrc 8Srss rhSP Srserr%orgtgeéera h?e{'eg? p?ra%'eﬁl%tc‘;:ag z;re easier to
constrmctmcausettbw haaﬁ&wat@eemeaﬁtfee@d@ﬂ i mpostors (IR error s)

Er _'J _; " ___1)(X1-X1) (11 Equation: 1.13 Using a

post.eriori robabl lities to classify sanples is
Parméﬁléﬁt@ l;fpalﬁ’é’nsane as classifying according to

maxi mum | i kel i hood. The overall error rate is;
As an legavepie bt patepenogaskification, Iwenm@ﬁ atduvre timad tHeedaseds UI rrp%) J(Hre

i npostor trials are nuch
Charaa%eh??g%gﬁﬁg?%ﬁ%Oiegérlgelgt speaker trials, then it
pays of too classify sone sanples as class -1 even if
fa{cl assé )I s nmore |ikely, becapse the ovelﬁ,%l1 IT{absoI ui
NigEn ADFe—gepender -+t T1{ {or+hg \F
worde e (2mHHE A at the 66 V\02604 do9940 ¥

PCT/U82004/002438 éﬁpense of El. The way %o bal ance
Inthistdaese error rates optimally is by fixing the | ©fubtion: 1.19
probabilities to reflect the relative nunber of
'qRostor/target speaker trials (object attenpts).
i gning prior probabilities is only one way of
balanC|ng TA and IR errors. Cenerally the two types
of errors may have different consequences and it nay
is givdnhgr ef ore be desirable to achi eve a bal ance which
reflects the cost of misclassification. In this case
P(1) and P(-1) are replaced by: 4J = P 7 Equati on:

quati opin 1. 15 where 1C is the costg@fion 120
h'(%?éé@)fyrﬁg a*) -sanple as |I. The cIassr#rcatlon i S

r ccor di DD a pOSt erA or Equation: 1.21
dﬁa@ | FEy: &gl—lﬂ’fr’éﬂ ﬁkz@m |on 1,16 Anal ogously

to equat|0n16wehavethe deC|S|on rul e: g2 RO
R -JI Equati on: 'l(]’?—r%i}Tbai(’ﬂ—m)*%Jml T

This is a quadratic function. if we furthermore assume that the two distributions share the same
covariance matrix S71 = S2 = §, this simplifies to
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Decide reject A nore pragnatic approach to the
probl em of balancing TA and IR errors is to decide a
wW@eioan999an acceptable error rate for either BCDUSHN4/002438
1, and then use this to determ ne the decision
surfaces (and by extension P(1l) and P(-1)). Whatever
en, the geal problemof estimti e

gﬁﬁ\aas'@ﬁl— I|hoods# | . and P(X-Al %e?rlg“l nzg t he

same. Probability Estlnatlon One approach to

le is u9_sepaLaLegg_esLLaaLe________
the probabi Tty “densities|and 67, WO 2004/ OFGEAY™ ===

PCT/ US2004/ 002438 r f angd J in the test situation -
“l use Bayes gule to convert |likeliHfods to
w{ probabilitffiess. which can be usedmﬁn pl ace of This

litndtons

=l solution, however, is nor extengHve than required,

5 since thelyerification ( |ch y virtue of it's

i "™ utterance{{franslation bec Bfinary data obj ect)
21 problen1o depends on the |IkeUFh00d ratio: LR Ij.
awd = -It Lr PIS 1:) 1 In ferms of.)LR(-x), the decisio
. function becones: apt|,f LR( 1 4- - Equation: 1.1

Dodde (je The Bayes d CISIOﬂ "Sur f ace cl as

I's charact ¢rised by

[ ' 15 ESS 5 IS 8

£1.0%5w

[

—

1

0 E:3

Figur 2 Two classes were the Bayes classifier uses quadratic decision surfaces.

Left: The classes have similar means:
fy = 10, po = 17,

Right: The classes have different means:
g =19 g =27

In the right example, the Bayes decision surface can be approximated well by a linear function.

where

M: = s_é' I{ﬂ‘:l — ﬁ:g) < Equation: 1.23
- 1. . .
Moo= a{‘uﬁ - JMZ) < Equation: 1.24

This is a linear function. In discriminate analysis equation 1.22 is known as Fisher's linear

discriminate function. As we have seen, this discriminate function is optimal for normally distributed
classes characterized by the same covariance matrices, but its usefulness goes beyond this. It is a
robust function, which (although not optimal) can be used with good results if the class distributions

have the form of “spherical clouds”. In fact, even if it is known that equation 1.21 - and not equation
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L R =L For classification purposes we only need to
know on whi ch side of the decision surface the test
wa20uplogoofial | s. 1 n the exanple given in figure PCI/PS1004/602438
surface iis the sinplest possible: a single point x =
t, where t is the decision threshold. A distinction is
1.22 -nNawe opidibaneisdtinpreatafedtion Ceqastidn N 22 g IyRiedetteraesults (Raudys and Pikelis

cl.assi.fi ion. The difference lies in the prior
198@3@%“%%%#§ﬁé&fhat are made about the cl ass

using ghusatiph het isehrs roparlintted paneplesehdids Hiifiedttp Gpfala Septhestimaten far ST
and Sbhenisiaegdecialyttuchenigh aisendioratspgedsong to a narrow y
defined famly of probability density functions, 68 WO
2004/ 099940 PCT/ US2004/ 002438 whereas non-paranetric
The liggaa slgsdifieciatass Aenpiike e asingtioneriirs §19se P UpRARGEr s drLRrimahly on the
first ofet @bmeEHtStid Mednkpns.  Hence, non-parametric
classification is nore general, whereas paranetric
classifiers are easier to construct, because they
[1 bayesfewer degrees of freedom Paranetric
Classification As an exanple of paranetric
classification, we mght assune that the classes _ are
whichcGhaea@t @rdsteate hanrirama lS2 ithe kabhd ortigr rokemsitsl) | [ersseded, th8jlinear
J | g o o U i s
cossf PGB RS it oLty v ST s it
matrixrg .1 -/ --- "rte This is a quadratic function. If we
furthernore assune that the two distributions share
Exmngge same covariance matrix S1 = S2 = S, this
Implifies to 69 WD 2004/ 099940 PCT/ US2004/ 002438
Figure 2 shows two examples of 1-dimensional density functions for two normally distributed
classes. In both examples the Bayes decision surfaces are quadratic, because the variances are

different

o .’:} . 1 oo
(o = 16,05 = 1)
In case one the means are:
gy =15, s =17

and in case two:
fy =19, g = 27

Assuming equal priors, we can determine a decision rule using equation 1.21:

LR:(.E] = 1 < Equation: 1.25
rl 5 21 2 E 2 a
("?—_g :1?24*(%#;————.%):3%%—5-%—2111(—1-) = )
Iy oY 7 T3 o5 01 ol

¥ Equation: 1.26

Hence we have the decision rule:
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Equation: 1.22 ~GL'a Fist ttgJf tdt Fie mn VWDWKRV
Probably distribution for two classes 4AI3 |7.A5 na

WO 2@4/099980 9 c iy Oz- CAAB DA" O Cu:;i Ui QCPenus2004/002438

aM VI 0Tto<., ~yJoy:a at x Figur 2 Two
cl asses were the Bayes classifier uses quadratic

deci sion surfaces. Left: The classes have simlar
nmeans: =15..a2=17.. Right: The classes have different

nmeans: 2 | = 12 Ly L right. ex the Bayes
Diexddei €i ofn surn_ac%q::a'n %gappr OE(LI Tm?ﬂ‘fc? vvel by a linear
functji Jalass er"éthmimi - 1,1 -- Equation: 1.23

Equation: 1.24 vy This is a linear function. In
di scrim nate anal ysis equation 1.22 is known as

The effdr$higkis s |inear discrimnate function. As we have
seen, this discrimnate function is optinmal for
normal |y distributed classes characterized by the
same jcovari ance matrices, but its useful ness goes

F oy beyond(ﬁhr$th§ is a robust function, which (although
not 5% imal) can be used with good results if the

cl ass'l 66 St.ri btjt‘j’ﬂw
s 1%.3%

In the linear case we have from 1.22:

LR(-%} = 1 « Equation: 1.27

E o — -—{')u,i ~+ }52) < Equation: 1.28

which leads to the decision rule

Class 1 Haz <16.0

Decide { Class 2 otherwise

With the error rate g’(} 40+ 0, lf}!:]}'“ == a-«&%

better than the linear classifier. In case 2 the corresponding decision rule becomes

. The Quadratic classifier is here significantly

Decide ] Glass 1 Ta<242 v 2>3514
) Class 2 otherwise

for the quadratic classifier and

Decide  Olass 1 2 <210
| Class 2 otherwise
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have the form of "spherical clouds". In fact, even if
it is known that equation 1.21 - and not equation 70
wWOD200940©99940 PCT/ US2004/ 002438 1.22 - is tPEI/US2004/002438
optimal discrimnate function, equation 1.22 may yield
better results (Raudys and Pikelis 1980). The problem
for théAkedar Hadr. ng’@\‘}ér elm%teg%ré,@é&eaf 39@®7%'éﬁhb%§ry @g@l Sery

ficult to obtain estim

smail3o &ng‘}e‘“?ﬁr‘ é“"?% Relatyely the pyadratig éeq'%ﬁow@hs HpwevRs st Rignificantly
moregpac@s. Thighe ndtibaeause it Isamsdrétices linear d@g®nI@asudhiaée to

estimation errors since the dependence is primarily on

the first order nonents (the neans): P 'l w 11, 2!

whi ch amﬁﬁﬁermto£gﬁrmte than S1 and S2 (the
Deggdon %Etﬁ T needed, the |inear

cl assiifi ‘?ﬁaﬁoﬁg IR r si mpl i fied by assuming S to

be di agonal, or even S equal to the identity natrix.

Exanple Figure 2 shows two exanpl es of 1-di nensional

density functions for two normally distributed

cl asses. In both exanples the Hayes deci sion surfaces
has ther samgratt gtrproatelse wuweadrativadeviaion st dleneer the diffiefehes ieperfddmance is
here calrsed 5y/tRe addlinBASHS apslR tHehRoBdda@se: Al =1 -, 2 -17

and in case two: pll =15,1,1:2 27 Assum ng equal

priors, we can determ ne a decision rule using

equation 1.21: L :.: 1 4 Equation: 1.25 2 )X 2111(L

Linegﬂ‘ﬂgisjugWo&iL%ﬁea)_BQgﬁioWSf%gest he decision rule: 71

Assuming a priori that the solution to

L—R(iﬁ} - 1 < Equation: 1.29

is linear in & simplifies the design of a classifier. Non-linear classifiers are more powerful, because
they allow the solution to 1.29 to be drawn from a larger set (which usually includes the linear
solution as a special case). There is, however, nothing limiting about assuming linear decision

surfaces, since the linearity refers to T , but the vector T may be “preprocessed” before being
given to the classifier. Assume, for instance, that the optimal decision surface - in a given 2D

problem

(’Aﬁ = C$1: m‘é.":gT}

has the form
o 3 .
Ari +Bas+ Coyas +Deg+ Bes + F=1

A linear classifier is able to implement this decision surface if the classification, rather than in terms

of X and x, is done in terms of

(P () oY Bl ba (B b (EN)T
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WD 2004/ 099940 PCT/ US2004/ 002438 Decide 1cur-.0 1 if _
15. --3Vz 18.9 GCGoa.; o hw The error rate is = (El
WGE2@a®Y994( O. (1. f 2 In the |inear case we haReT/U§103/002438
1.22: 1 4 Equation: 1.27 e =1 (P. + Equation: 1.28
which | eads to the decision rule CCam1l 16.0 Decide
wher&l @am 2 he nne Wth the error rate (O 4( + 0.16)/2 s’
23% The Quadratic classifier is here significantly
better than the linear classifier. In case 2 the
;£ respongl ng decision rule becones Deckle . (am1l if
"7{’3@4‘2 \f@r) 31 4 Cus 2 otherwise for the quadratic
M ‘ﬁSS.L.fI ' and "1 ass 1 if x 21. Decide 1m2
l'Ot erwi se<72 WO 2004/ 099940 PCT/ US2004/ 002438 for the
q’;g{,ﬂn;jweat cizpgsi fier. The average error rates are
spectively 0.007% and 0.03% which very small for
‘%ﬁé% h=dec#si on rules. Relatively, the quadr at: c
, |S|on‘rule|s however, still significantly nore
¢ ﬁgﬁgiurat e*2Thi's i s nof® because 1T 1§ quadrat peiong3
linear decision rule such as }g + rt ' 2 la nthMYLs
has the same small error rate as the quadratic
In oth@eWdrad, @it 204 Rdrakie BERiontrhiRticH dah 8k W&nén‘fbdﬂﬁ/r flﬂéému%ﬁon' iR a 5D
here caused by the assunptions about the prio
SPaCYi st ri but i ons.

Non-parametric Classification

Figure 3 shows a realistic example of what the class (speaker or the object) distributions in a

speaker recognition system or an object recognition engine might look like.

The assumption that the observations from a given speaker are drawn from a normal distribution is

here reasonable.

Fisher's discriminate function is suitable for discrimination between any two speakers (and in this
case comparative to object containing any given data source), but is obviously a poor model (in 2D)
for discriminating between one target speaker and the remaining speakers in the population (a line
can not be drawn which separates an individual speaker from most of the other speakers in the
population). In fact, the impostor class is too complicated to be modeled well by any simple
parametric distribution. This is a common situation for many pattern classification problems. A

number of techniques exist for non-parametric classification and probability density estimation.
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Li near versus Non-Linear Decision Surfaces Assuning a
priori that the solution to LR( = 1 4 Equation: 1.29
WO gookjopmwar in LP, sinplifies the design of a PCT/US2004/002438
classifier. Non-linear classifiers are nore powerful,
because they allow the solution to 1.29 to be drawn
froma larger set (which usually includes the linear
solution as | special case). There is, however,
nothing limgting about assumi ng |inear decision
surfaces, sipce the linearity refers to X, but the
vector ' [ ., bef ore belng given to
the cl ag that the opti nal
deci si obl em " X
‘%er is able to

¢ cl assification,
done in ternms of
£ 73 WD

2004/ 0 feicy x: 0 Wad --
dW i - , the 2D quadratic
deci si on 28 cd by a linear
function#in:p 5D ; ptric Classification
Fi gure S a T e e of what the class
(speake pgtions in a speaker

recognl tion engl ne

peaker are drawn fron1a nor mal
distributionlis here reasonable. Fisher's
di scrimnatel function is suitable for discrimnation
bet ween any two speakers (and in this case

Figur 3divphabdlity distrinytion pE2R saroplesifiiawndroany sefiof éan difierant
source), but is obviously a poor nodel (in 2D)

Non-parametric Probability Density Estimation

Given a training set of samples with known class membership, non-parametric probability density
estimation is the problem of constructing a PDF, that approximates the real PDF characterizing the
classes without assuming anything about this function other than it exists.

Histogram Rules

The simplest approach to non-parametric density estimation is to divide the feature space into
volumes v of size h®, where h is the side length of a D-dimensional hypercube. The likelihood of a

given test sample, T , can then be computed by identifying the volume, v(ii‘fr ), to which it belongs,

and computing the relative number of training samples that fall in this volume:

#) = e

iﬂ(l{f_ —_— _ﬁyr h ¥ < Equation: 1.31

75



for discrimnating between one target speaker and the
remai ni ng speakers in the population (a line can not
weoodiogeamo whi ch separates an individual speakePCT/D82004/002438
nost of the other speakers in the population). In
fact, the inpostor class is too conplicated to be
rm%e aﬂ wel | by any sinple paranetri Cof stribution.
wherg FLEVF R igthe onmizn osampidsitiesn il ar theBalym@at & Qm which & belongs, and N
' the t&él"ﬁﬁﬁ‘lbér o??gnlrﬁp& lrp{h@k{’rjaf\mg setA1 25%'}&%%398@% | ques exi st
for non-paranetric c sification an robability
density estimation. 74 WO 2004/ 099940
Near@ChAibIENQORD OEZih3on rEingvss 1k pﬁ’bm@ﬂbf deldeyhgdhSparaheted 1OBY 1@ding the

szes%lpth%%m% eﬂ?vog{n%%%&rég ma?%@?ed n% eol?tr%%%é see(rr?p?ﬁts \;Qﬁ”ﬂ in each volume.

The rﬁ?l&f. i ﬁ@@@i V@Pﬂl@@ﬁ%@@mﬂ%n pidbmfeaitespaceefb exastriek = 1) is

givennofigupas anet ri ¢ probability density estimation is the
probl em of constructing a PDF, that approxi mates the
real PDF characterizing the classes w thout assum ng
anyt hing about this function other than it exists.

Like thk BiRgRaURH®REvelBe BlobiBSdendBRIsARSE iddhcrete:
non-paranetric density estimation is to divide the
feature space into volunes v of size h, where his

two neigebogiriggesamplegion difpreat shlediofre psll mnmarmeawtwe diffbrent likelihoods,

despitdl th@tachPtheistahce Bbiveéh hesimasaap! €, ., can then be
conmputed by identifying the volune, v(.T ), to which
it belongs, and conputing the relative nunber of

training sanples that fall 1n this volufe: X -t Rulearbitrarily
Equationy 1.31 75 WO 2004/ 099940 PCT/ US2004/ 0024§§a” The
where ~Irf*Ais the nunfjer of sanples that fall in

, and N the total n\ﬁ?FB’érPa”'“O”
i ng set. 1.2.2 ki Nearest also has a
Negr est nej ghbour PDF estimafion rerm%%ﬁdary

of sel ecFing the paraneter h by lettl

) nt vol unes varP/ o) thatprabem

les (k) fa[l in eachecause some

|S@s cal | ed _Moroni partit
he featurp-space. exanpl e %ﬁsmayhave

e the histogram rul eaninfinite

defisiety estimafe is di s@l@iewhich
different s)des of a ceII

\ff ferent 1ikel | hoods, ans that

di st ance bet ween t hem sanplesdalling

in these cells

have an
estimated
likelihood of

Figur 4: Voroni partition of the feature space resulting from a 1-nearest zero.

neighbour
Kernel

Functions

it skl
Ha)

An alternative generalisation of the histogram rule is to compute
(Hand 1982):

as a sum of kernel functions
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Rule arbitrarily small. The Voroni partition also
has a boundary problem because sone cells may
waoneg/09%mo i nfinite volume, which neans that PCHDF1084002438
falling in these cells have an estinmated
l'i kel i hood of Figur 4: Voroni partition of the feature
space, r egul |ng froma 1-nearest zero. neighbour
,ﬁ(_&{fr ne ﬁ o mj-l'»agt ergative general i gath@g of the
t npute as a sum of Kkerne
functl orFsl ( Hand 15;22) 76 WD 2004/ 099940

PCT/ US2004/ 002438 Equation: 1.32 Y 770, ., The shape
The sl‘%g B‘{'\ﬁeé F%ﬁ%ei{t\* J%]b?t%ﬁﬁnq%g Eﬂée:bﬁéra&@ﬁsu%‘@f }Hﬁ@%} errS Ht%e %funi'form
kernel
ey 1l dFe ['—1; 1]”@ < Equation: 1.33
Kiz) = { 0 otherwise

Kz,

continuous as well. Gaussian kernels are a popular choice:

essentially leads to the histogram rule, whereas if is & continuous function then ji' l‘*

W 1 ; ﬂ b ian .
B- {n}:‘) — V_’-:— ﬁ}{p(—ﬂ,&f Z :&?) < Equation: 1.34
fam =1
Since P approximates a PDF, it is convenient to require
K{ iw)fif‘: o <« Equation: 1.35
L4 er‘
.B.:- Fy > 0-“3{.&? « Equation: 1.36
(£) =0,
w7 el
A ;1:
because this automatically means that is a PDF.
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1if [--1 Equation: 1.33 |' ~ _ essentially leads to
the histogramrule, whereas if is a continuous

w0 eove9omo t hen P(ub)is continuous as well. GapGHUS2904/002438
kernel s are a popul ar choice: | _o~L5 Equation: 1.34
Since approximates a PDF, it is convenient to require
-" Equation: 1.35 .A n Or A Equation: 1.36 because
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Figure 5: Likely Hood

Likely hood

Figure 5: Kernel estimate of the density function corresponding to figure 3 The kernel functions are
generally placed non-uniformly in the feature space. Hence, as opposed to the simple histogram
rule, some regions of the feature space are not “modelled” at all, and in others - where the density

function is complicated - several kernel functions may overlap in order to mode! the density.

For instance, to approximate the density function shown in figure 3, it would be reasonable to use 10
kernels, with the centers corresponding to the center of each of the circular regions into which
samples of a specific speaker fall. In this case h should reasonably correspond to the standard
deviation of a given speakers data. An example of this is shown in figure 1.5, where Gaussian

kernels have been used.

Non-parametric Classification

The purpose of estimating PDF's is to be able to compute a postheory probabilities, which can be
used in decision rule 1.6. It is possible, however, to implement 1.6 directly, without this intermediate
step. The way to do this is, basically, to partition the feature space into regions and label each

region according to which class samples falling in this region (probably) belong to.
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function is conplicated - several kernel functions may
overlap in order to nodel the density. For instance,

W o00appoexi mat e the density function shown i n PEUS®0B002438
it would be reasonable to use 10 kernels, with the
centers corresponding to the center of each of the
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resultipp dedisiorssudatea wilkre rscamyidedinedr. t his is shown in figure
1.5, where Gaussian kernels have been used. Non
paranetric Cl assification The purpose of estimting
PDF's is to be able to conpute a postheory
probabilities, which can be used in decision rul
1.6. It is possible, hgwever, to inplenent 1.6 -
dlrectI¥ wi t hout this/internmediate step. The way to
do €heslis, basically/ to partition the feature spgace
into regions and | ab region according to
class sanples fallinfy in this region (probaQI b
to. 78 WO 2804/ 099940 PCT/ US2004/ 002438 It ‘i s no
hard % see how t heg k- Nearest Nei ghbour rule can
used for classification: singky |abel each Voropi
cell according tojfwhich class the mgjority of tle k

les igthe cefl belgng. The resulting deci

surfaces mnll befpiece wise linear. , 01 O
xt x° (dass | fFigur 6: The perceptron (righf) forns
a hyper'blane and cIaSS|f’es sanpl es accordi
whi ch side ofy ¥he hyp®r plane they fall. Cagpifiers -
can al so be‘% ed on kernel functions. In this case ‘
the requiredefts to the kernel functions K() are |ess
restrlctlvés because the dolmstiraints of a PDF do not
have to bqg ulfilled. The Radial Basis Function (RBF)
network i & @n exanple of a classifier based on kerne
functions.

(Fxprb

3

Figur 6: The perceptron (right) forms a hyper plane and classifies samples according to
which side of the hyper plane they fall.

Classifiers can alsc be based on kernel functions. In this case the requirements to
the kernel functions K() are less restrictive, because the constraints of a PDF do not have to be

fulfilled. The Radial Basis Function (RBF) network is an example of a classifier based on kernel

functions.
Basis Function Radius Maximisation

For RBF networks a structure can be imposed on the basis functions by considering the radii of the

basis functions:

F—j

Equation: 1.59

BiE) = (

the smaller h is the more “spiked”, is the basis function. A spiked basis function is only sensitive to a

very small region of feature space and may well signify over training. Wide basis functions (h large)
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Basi s Functi on Radi us Maxi m sation For RBF networks a

structure can be inposed on the basis functions by
wa@ongioghond ng the radii of the basis functi onsPCT/US2004/002438

Equation: 1.59 the smaller h is the nore "spiked", is

t he basis function. A spiked basis function is only
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(equaﬁfce?p?@éeﬁlbllchgslf@r#l$ derofed, | ocal minima are likely to
nodel different parts of the problem and a
classifier defined as the average output of the

Tx |ndqu@@al classifiers will in general performbetter
thar any of the individual classifiers: if the
i ndi vi dual nean square error rates (equation 1.40) of

t can B\l é%'oﬂrﬁ ?Haﬁ ih@ %)?pe‘cf%d ARBRE&Rre dor fatedl df tihe &@5\1’1@@ oA n%rg Ipsag}lven by

§ $ g gean square error rate of the ense
(Pmn@?ﬁg ¥ %@st4 given by (Perrone and Cooper 1994):
Equat i on: Q provided the networks make errors

|ndependedtl ance as long as the errors are
lﬂmﬂﬁﬂﬂ%ﬁé* Lhe peﬂf‘rﬁﬁﬁtemﬁﬁmﬂﬁ% classifier
ensenble |nproved by adding nmore networks: the

mean square error rate is cut in half each tine the
nunber of networks is doubl ed.

provided the networks make errors independently. Hence, as long as the errors are uncorrelated,
the performance of the ciassifier ensemble can be improved by adding more networks: the mean

square error rate is cut in half each time the number of networks is doubled.

For perceptron type models, networks representing different local minima can be created simply by
initializing the weights differently (Hansen and Salamon 1990; Battiti and Colla 1994). In
Benediktsson et al. (1997) individual networks (perceptrons) are trained on data that has been
transformed using different data transforms. Ji and Ma (1997) propose an algorithm specifically for

selecting and combining weak classifiers (perceptrons).

Speaker Verification

Speaker verification and object handling in a randomized environment is a pattern recognition

problem, and conceptually it is a very simple, since only two classes (patterns) need to be
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For perceptron type nodels, networks representing
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well. A problen1mnth nany training or object |earning
al gorithms, however, is that they are unable to
guarantee opti mal values of the nodel paraneters. In
this case structural risk mnimzation techniques can
be used for placing constraints on the nodel s that
enhance their ability to generalize. A different
approach to the problemw th -sub-optimal - paraneters
is to use ensenble techniques: An ensenble of sinple
sub-optimal classifiers can be conbined to forma new
nore powerful and robust classifier. Ensenble nethods
are attractive, because the error rate of the
classifier ensenble, in principle, is inversely
proportional to the nunmber of ensenble nenbers. 81 WD
2004/ 099940 PCT/ US2004/ 002438 Appendi x 2: nj ect

Anal ysis Exenplified By RBF Based Phonene Mbdeling
This exanple presents a classifier architecture, which
can be applied for speaker verification at the event

| evel , however it is to be viewed as exanple of a

nmet hod that could be used for any given object data
type. The classifier -a RBF network - is itself not
ableto identify the events
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on which it operates and relies on the feature

extraction process to do this. Figure 1.1 shows the
w@b@ssyPuer architecture schematically. H ddenP®@EURI®04/002438
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featur&Vletcd Fe%?eserﬂﬂg ah BRirESMRERB DSBS Eifdh il Fpd 6 Rfefrel €855 4 ShokSme
normal ised 1n order to elimnate the signal gain
vectori sectjon 1.2). Following this they are subjected to a
transformation | T } before finally being passed as
-+ i nput to the RBFnetwork, which conputes the speaker
¢0 probability: 82 WD 2004/ 099940 PCT/ US2004/ 002438
‘Franme Sel ection Phonene durations are a function of
phonene context, overall speech tenpo and other

When ﬁr%g%%e?ne \%@@F‘ﬁ%@e gégnaéx e, ﬁ%%lghélgg 'I&‘]gé/r%ht@% fime ﬁl@d’rmg’non the

fact that the phoneme vectors were measured sequentially over a period of time is irrelevant and

contains no information about the speaker .
identity. Further' the binary form of the voice print is “created” on a (true) random utterance model,

which makes the binary object entirely unique. What this essentially means is that the vector model

n
becomes a random vectorn

The basic feature representation used here is in terms of filter bank energies
and the phoneme vectors therefore need to be normalised in order

to eliminate the signal gain (section 1.2). Following this they are subjected to
a transformation 1 :

# =T

before finally being passed as input to the RBFnetwork, which computes the

speaker probability:
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approach it is necessary to represent the phonenes by
a fixed nunber of features. This can be done by using
w0 b@4okov segnent ati on, where each phonene iBCT/US2004/002438
segnented into a nunber of sub-segnents correspondi ng
to the different emtting Markov states in the
pneme nodel . Possible representati on schenmes are: 1.
laﬂiﬁﬁﬁute a new "variable" franme segnmentation (and
speech paraneterisation), where the new frame |ength
is adjusted to be an integer fraction of the total

Framehg8epkosegnent .  Conputational ly this may be
rel atively expensive, but the advantage is that the
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mum Li kel i hood Sel ection: select the frame from

egﬁﬂm SeOREREE*Segnent  that has the hi ghest
|Ike|lh00d After the relevant frames have been

2.1 @REIS ﬁx@@l nurhth (/D fh@sesei@n@ fFgheb g@telgre%ea&%@sﬁh@,sr%neme
conca ate Sel ecti on

s¢h )&er ﬁff"‘fﬁ@?t@”g’h??@% ?ﬁ?li’ea‘?ons‘g?recﬁ as here been

chosen to use 2B as the frane selection strategy,
becayse el LRBARCIdQINIAIRY @%@m&ﬁeﬁmg Shdn2R€ segment.

sectjon 2 7) variations In frame selection -
st r at-e YR EEHNHE SERAbEN FB’FCtg’éﬁE?’B% frorg eaqh; sub-apnaite: :segment. In order
phonenmgo m'ouineﬂeshomogenbneofsa:mentpﬂmnmaeeleﬁbh eleduldre dvabene

2B can cgﬁ’s?’s'ténw \ eg M@élbv%% s@éc tﬁ%&én@gfrarﬁesﬁn eéc!?'nesuf) 'pgt?';eme

or le anes in each sub segnent | nst
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Nor mal itte@ténsr frames represent the same point in the “moving average” transition
which the speech signal undergoes in the phoneme segment.
c. Maximum Likelihood Selection: select the frame from each sub-phoneme segment
that has the highest likelihood.

After the relevant frames have been identified, the corresponding feature vectors are “concatenated”

to form one long vector.

Selection schemes 2A and 2B are quite similar; it has here been chosen to use 2B as the frame
selection strategy, because in connection with ensemble methods (see section 2.7) variations in the
frame selection strategy can be used for generating “different” phoneme models for the same
phoneme. Selection scheme 2B can easily be varied by selecting, e.g. the right or left most frames

in each sub segment instead of the center frame.
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A problemw th the filter bank representation of the
speech signal is that the signal gain is not well
waeonwtogdoked. The signal gain depends on the sSpRERESR04/002438
speaki ng level, the distance to the m crophone, the
angl e between the nouth and the m crophone and the
hkwn&ﬁﬁgﬁgﬁng equi pnent. This effectively neans that the
absol'ute gain cannot be used for speaker recognition,
A protderd witin 8 fitier baok reateserdation Akthe sreedssigrial i drat ¥pelodl gain is not well
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the 'OQﬂﬁ‘f'}fﬂh?gh%ﬁe&A’/%’ﬁ’@t e 88 ded; they most Iikely
repre- sent noise and due to the singul ar behavi our?2
of the log function, it is best not to nodel these
energies. In the logarithm c energy domain, the gain
factor becomes an additive bias: 85 WD 2004/099940
PCT/ US2004/ 002438 Equation: 1 log, Sdt) 1o0g(810 log _
- 5 ~-- Taking the log( of a vector here nmeans that
the log() function is applied to ev- ery vector
el enent. Likew se, addition (nultiplication) of a
scal ar and a vector neans that the scaler is added
(multiplied) to every vector elenent. Since scale is
not rel evant, phonene vectors are assuned to have
norml: | I, " 1 | =, = Equation: 2
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after scaling the normis | SA Il =+ _ Equation: 3
~=1 The gain can therefore be renoved by conputing the
woeoaeggo40 11S911 and subtracting the | ogarit hPeTUSZIDA002438

fromthe filter banks put out: log ( Sz logl I S'x X
.4 = a Equation: 4 To further honogeni se the data, the
vect or: if is here normalised to have norm1 |If an

i ndependent gain factor is associated with each filter
bank channel, this results in a bias vector being
added to the feature vectors., This type of gain can 86
WO 2004/ 099940 PCT/USZOO4/‘¥§W§§ not be elimnated by
| ooki ng at one particul ar fz e vector, but can

i nstead be conpensated Jf@r byl estimating the average
ener gy output over lone—utteridhge. Bias renoval is a
useful heuristic in practise#®ut is actually a
non-trivial problem hecal Bias which is

esti mat ed depends on' 'tk '
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Figur 7: RBF network
bank is used. Energy outputs below one are discarded; they most likely repre-
sent noise and due to the singular behaviour? of the log function, it is best not

to model these energies.

In the logarithmic energy domain, the gain factor becomes an additive bias:
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and the variances, are constrained by: Ar .5 ( - 04- -

Equation: 7 ~ fir 87 WD 2004/ 099940 PCT/ US20047 002438
wokiogloemsur es that the network will approxi maPE&r/Ukm®04/002438

opti mal Bayes Discrimnant function: _AP A A nunber of

techni ques can be used for this (Press et al. 1995;

Bi shop 1995). In this case, the sinplest approach is

to use gradl ent descent, becausg the. gradient here is

el S84 1 B e 12,1, e ot

conj ugat e gradient, or Quasi-Newton nethods are not
required. Gradient descent is an iterative technique,
TakingAe eg()tohe veutar Aeretnesass that the y@funciientis appiedipgut ed

ery ve@? 8%{9&{? q1|l$e%lse (daitidn %lilpil({:&tloﬁ) oF8Ib@t O a Bectdrquat i On 9

means that the E@l%\tsﬁ’gﬁed (Wltlpwqépoeeveryye%%}gn}epfz glngﬁ sc{e\led% not relevant
phoneR@uattoRrare ds3umedid h88 norm 1: '

4—— Equation: 2

after scaling the norm is

I
] 2 g < Equation: 3
|82 = &, > _af =
N el

The gain can therefore be removed by computing the norm of,

15|

and subtracting the logarithmic norm from the filter banks put out:

— i@g(:sﬁ:ﬁ _ Eﬂg “S‘q@‘“ — iﬂgﬁ < Equation: 4

To further homogenise the data, the vector:

s

is here normalised to have norm 1

If an independent gain factor is associated with each filter bank channel, this results in a bias vector

being added to the feature vectors. This type of gain can
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radi ents are here shown
St'maflrbq fﬂ%aveg?ﬁ)ep‘?(né@ Utp%tﬁé’e%oﬁﬁﬁg? %Z')n over all the 89 WD
2004/ 099940 PCT/ US2004/ 002438 training sanples. In
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not usexbmgpeit i ng t he gradi ent and updating the par arreters.
This is reasonable if the training data is

RBF Training:
The normalised phoneme vectors are subjected fo a transformation before being

input to a phoneme,
(&)

and speaker dependent RBF network, which is used for

computing the function:

L Tr . = § : Ty
b ((;5} - tdﬂh ‘S ' ﬂg’é‘u’éﬁ‘ﬁ :,3 44— Equation: 5
& ]
where S is the activation function scale and

v —_ 2
ﬂ»‘gi(}? :) = X Z (’Ek P ) 4———" Equation: 6

f=1 {F‘Ek

were D is the dimensionality of the input vectors. The basis function scales, C;,

and the variances,

52

, are constrained by:

= Z (rﬂ’ 1&};)2 <«——— Equation: 7
p=1“
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"periodic"'. The formof the gradient equations are

relatively easy to understand. The gradi ent equations
whaone/09®aene conmon terns and some specific termEI/US2004/002438

Common Terns All gradients include the error term

which is zero unless sanples are m scl assified. Hence,

the paraneters are not updated if sanples are
scl assifications,

assifi ase of

wnict{or e isf P BTGl Sere i e oftd baiegbioctarptt | <

functigeigat i ve and negative if the target output is
positive. The error term can be given a class
dependent wei ght in order to enphasi se one cl ass
error rage, over,, ot her i,nstance, target

ﬁ:\lt‘eriﬁéﬁi}ﬂ ’*Qﬁm gher wei ght, because

the tralnlng set contalns reIatlver few target
speaker patterns and hence the classifier is nore
likely to "over |earn" these patterns than it is the
abundant i npostor speaker patterns. A second term

A nurpiir ehieshiqypesai e Ysad &y thisgPreed etmt 4995 Bistien ©996m has

this césfwthéfsfn@ﬁst &dprddcR a8 Lt Gaddatht Q@érﬂrbeﬁgﬁﬁ@%réélent | | 0

paranet

nere 8 o o BAAPE bS s it opk e yeiind JapREp sRgrues oo ast
that Cprawqaéer gragiend. ArRuappsytanmedimsia keernopeentiednGiagientyfeesemhis @d iterative
techniqle &k tAe parafheteMR RerBRN bRl UbNatbdSccomPik@d- coul d be

i ncreased so that each update is based on a set of

di stinct phonenme observations -for instance

corresponding to different phonene contexts. If this

this is not done the learning can tend to be

“erratic" the networ k becones bi ased to the nost

p.cently p nted tgﬁgplng token and -forgets- some

the i hohaught . 90
MD 2004/ ( 940 P 4/002438 i's E§§C|g§§Ifled by
a large margin. IntU|t ely this is useful if the
k#tai ni.ng ieeiaonta I|ers whi ch can not be
ﬁ@rréttl&ﬁﬂla55|fdégigp n#rTchangeE®itioptfe exi sting
paraneters. Athird t ﬁkshared by all gradients is
@he baS|skLuQ§t|on % utchit
?Ji‘ - g,ﬁ_ ??Q,ﬁ. ;} " <4——— Equation: 10

ik

W8 1) OF
G‘i — (’ri - ﬂcﬁ)m 44— Equation: 11

S

<4—— Equation; 12

where

i

el
Z ??(ﬂ = oo A Z ??g Cﬂ < 30  4——— Equation: 13

and
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which is a val ue between zero and one. Hence, the
paraneters related to a given basis function are not
waopaane4unl ess the sanple, 9Y ~ falls in the PgPES2004/002438

elliptical region where, is activated. Wights
Wi ghts are updated so that for msclassified sanples,
t he vvelg is increased if the target output is

dBsitiv g((gg gp;@dcm]iﬁﬁ@ﬁg”(% the final

"assi f| posidive wei gRtuation: 14
ré’presemFch ass | and »functions with a negative

Eggergpr@}e;t cI i%&ig@g&ﬁsrga& S funct i ons»13 he

&g, SCl as s functgra-:pns epSr ésg i ng
t he oppd? te cl assare 5 away. The step_size
depends on how "acti vat ed t he individual basis
functions, are, the radius of the basis functions, 91
WD 2004/ 099940 PCT/ US2004/ 002438 the distance to the
m scl ass;\fl ed poi nt and as usual the size of the

O assi f %g err “anﬁ.&]wctl g Scal es The width

—E' t fre g{ anf&ns éﬁ;@f d by For basis

dnct i omslrepresent i ng Har get cI ass, Cis
gcreased (the W dt h .ﬁsn ai E soéjas 0 include
at_sa Sre i& S sis

Befganct i o@ﬁé&pjbas@i fgnetdrgns nepr e ent)n hl? ‘EM&W‘

Opposi t%zjcl ass, is increas (the width is decreased)
so as to exclude the sanple fromthe sphere of

i nfl uence of these basis functions. Updating the

vari ances has the sanme effect of w dening the w dth of

Equation: 15

..,.1

the basig functions for hmbasn s functio Equation: 16
OE epreseﬁg giﬁt he .t b @58) drdrslecrads the{ﬁ" dt h
Jo6l the s( A@Lnétt’ﬁonsa»fe&pr)ese tingytthe p)
ass. P=l

Equation: 17
Btanhi{ T (' %))

‘ 4 Dy — A3
% = Z(w’pj ) Y, ( Z[%mi”] )Swss%ﬁ{fffj

pe=l Jem=l
E’}E . N Ty é}tmﬂl('r(,@’ )) T <4—— Equation: 18
5 = ;(M ) sy )
and
Ptamh(T(H)) 4

ITP) (%@Cﬂg" 0+ m@(_'r{(}ffﬁ)f
TF) = > wald)

The gradients are here shown to be computed as the summation over all the
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Vari ances The variances, or , specify the relative
variance of the individual feature elenents. The

wQ 2004/a99¢6 do not necessarily correspond to tPET/US2004/002438
statistical variances of the individual elenents, but
rather to the inportance of the features. Feature

tramm%‘%%ﬁl@@ N4 srabhabpdeaviv tHu{n{d FodeSPY, Elﬁ&%@uﬁe%nﬁ@ Bsually relaxed so

| assificat vari ance" so
that S‘ft??ﬁflsofﬁ%e;? '?#é\f@'a' S@Fé??@'@lq? ﬁ?@%@ }’?ﬁ" uence on the
for comptting dite wardient anchwdbtingitise anerodtererThisIL reagdn20i0 A HBOBDAUGY data is
“veriof©T/ US2004/ 002438 Activation Function Scal e The scal e
of the activation function S is increased for sanples
on the correct side of the hyper plane inplenented by
The fdrinef {he pcEjEht @patican dredeletivelysesy tboandssapl Ese gadiediequations have
some kBiRbA Bihs Hluleme el 1 calion —of sampl es,
however, is not inproved or changed by updating S.
Consequent ly the | earning al gorithm does not change
ComnidneTevrad Alegrediers hdude theepartgmse of m nim sing the error
rate. The activation function scale may, however, be
M?@ﬁﬁ% y subsequently in order to inprove the RBF
s a probability estimator. Initialisation The
WhIChllg ferr‘@ﬁﬁlé/sg s‘érﬁﬂb@ér@ ChictlQ9fddt néﬂc%etﬂéj bérgéeﬂeg'a‘i‘é At updated if samples

timates of the network paraneters. The paranete
are C'?ﬁs‘f‘ﬁd PéBT—eC‘i‘YeFWBf%’fé’F'%C'Eﬁﬁ'E‘F?“%%?sihé errprgenip EP%P’&“C ﬂf%tawet%wt 'S
negative bighiiegatfe ifthdviafdet @malit (SQOSIAGU Bt drior tekm ican EOdiven a class dependent
welghplﬁ %ﬁﬁé %re\‘rfphgméemn 'c%gé ér?or lr’eﬁé r YH% ‘fiﬁmF\Sﬂh& ﬁt:e targgt ?peaker

pPeci clusterl ng gorithm can e use
Patter%ﬁﬁm‘? %enraémhwpfé %@t@ twf?&'m%cqn@ﬁwé@ewﬁww target
speakeegiiect, andlhgndehits dlassigertis smpeakeay todttkr tdam” heb®pdtterns than it is the

T ts corresponding to target speaker
abunc%gﬁé‘é&? ?Jl&grnagﬁ%:%g be initi gl | sedgt o Equation: 19
AJO V\,here is the nunber of training sanples falling
A secord tbirewtiithis bREgRIn MiReriats il uster. Likew se the
wei ghts corresponding to cohort speaker basis
functions can be initialised to: "1 Equation: 20 |

stanhrigh)
AT(h)

This term has the effect of preventing parameter changes if,
o T -
IT(gp)| >>0

i.e. if the parameters,

—dt

3

]

! The period should here be at least two so that a target speaker pattern and an impostor speaker pattern is
presented in each period. More generally the —period- could be increased so that each update is based on a
set of distinct phoneme observations -for instance corresponding to different phoneme contexts. If this this is
not done the learning can tend to be “erratic”: the network becomes biased to the most recently presented
training token and —forgets- some of the information it has previously been taught,
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The bias weight, should be initialised to a value |ess
than zero: if the network is presented with a phonene
woemtoe9dthat does not activate any basi s funcP@€DIS2004/002438

the classification should be -nl (rejection). 93 WO
2004/ 099940 PCT/ US2004/ 002438 The convergence of the

is mista8difta By a%rQQ HwagWaniﬁlggVﬁﬁs i§ Péetfdl ?"Mel tair stehc.%ntains outliers, which
initialisation of the basis runctions, But 1's In

can ngfbeqorrelly iclreifindiby pvEall ehapaeoiies gfifting paremelPissat i on.
Hence, the weights may sinply be initialised to random

i ' - [ d:s terior
/\mW%%%gEE?F??yégﬁ%ﬁgﬁggﬁmﬁg%agﬁkéhgr@ﬁ%rained to mnimse
the mean square error rate on the training set
(Gegquation 1.9). Mnimsation of this error criteria
%%kégﬂses the RBF network to approximate the opti nmal
(Bayes) discrimnant function given by: " =1 - "n,t10
Equation: 21 This inportant fact has been proved by
which3EY 6518d bWE0leR RURK Hehcdlhe p%%%%éeiﬁe%tg a%ﬁ/gn b?]sis function are

Li ppmann %991; G sh 1990a; Ne Even thoug
”°“”§BE5&QQW% BSPTM® optimal discrimnant function, it
still remains to answer whether or not it, in
= principle, is capable of exactly inple- nmenting this
?F: function. The squashing function, tanh(), present in
the output, of the RBF network Iimts the nunber of
mappings fromR to [-1;1] that can be inplenented.
falls iHtge hyres eliptical regiorgeheed.al function such as h. Cttanl |’
£ 1 ((P) +bt"allll O 2 can not be inplenented by an
.BBF network of the above type, even if it had an
wz{@nf i nite number of basis functions. It would be
unfortunate if was of this type, because that woul d
nmean that it could not, even in principle, be
is acticegput ed. The underlying function “1) is, however,
very flexible. By application of the Stone-Wierstrass
Theoremit can in fact be shown that this function
Weiglets approxi mate any nmapping fromR to R arbitrarily
~well (Hornik
Weights are updated so that for misclassified samples, the weight is increased
if the target output is positive and decreased otherwise. In the final classifier,
basis functions with a positive weight represent class / and basis functions with

a negative weight represent class @I.

Means

Basis functions representing the target class,

(sign(we)=sign(t))

are moved closer to the misclassified sample and basis functions representing the opposite classare
moved away. The step size depends on how “activated” the individual basis functions,

Ug {%} ,

are, the radius of the basis functions,
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1989; Cotter 1990). Since tanh(x) is a nonotone
function which can take on any value in the interval
WO 2002)99%@ is up to to approximate the functi oPCT/US200WD2438
2004/ 099940 PCT/ US2004/002438 1 - arctanh . P(J ) --
P(l 14h) | Equation: 22 .10 The choice of tanh(x) as
ivation function is, however, not arbitrary. Con-

C‘- §"der for instance, that in a 2-class classification
probl em the two classes to be discrimnated are
char ac erised @5/{ Gaussi an pr babi Iﬁt}% di stributions:

the dls@wg{q ?]ml82l§881 FQOY‘ rimd@_s usua{ es‘zeo W?sglc?tomggguj 1/ 2
(-,(0O-P. i Equatlon 24 According to Bayes rule, the
robability of class / is given by: -~ _
Basw(Fﬁ ﬁéngjcf;l?%) + (4i)i (-i:J 1 Equation: 25 _ °
The widfraok thb B&Q@mc%s\é@c%ﬁ@ﬁé@w%o PCT/ US2004/ 002438 - -
(l1ub-1112 - n)TT( - " - mI14 Q- p-, I - " ~. (r)-
Equation: 26 This is exactly the formwe would |ike

e’ it to have, since if the RBF network approxi mates the
di scrimnant function: ,- Equation: 27 0 ) -

'!l(X)

For basis functions representing the target class,
Ci

is decreased (the width is increased) so as to include that sample in the sphere of influence of those

basis functions. For basis functions representing the opposite class,

G:s
'S

is increased (the widih is decreased) so as to exclude the sample from the sphere of influence of

these basis functions.

Updating the variances has the same effect of widening the width of the basis functions for the basis
functions representing the target class and decreasing the width of the basis functions representing

the opposite class.

Variances

The variances,

a

specify the relative variance of the individual feature elements. The variances do not necessarily
correspond to the statistical variances of the individual elements, but rather to the importance of the
features, Feature components that have little importance for the classification, may be given a large

“variance” so that they have relatively less influence on the activation of the basis function.
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"a then we have (using 2.5): s- Equation: 28

Equation: 29 where Equation: 30 Adjusting the
wa\eHupeordn Function Scal e As probability estiPEL/ES2004/002438

equations 33 and 34, are sonewhat crude. |If a steep

activation function (large activation function scale

t put i tially a binary
Act\yé;cloiblf’llg?cqmgg% :ngtjl olnsf uﬁgtslegnl scal>/e (S) may be
The s%glb 'éSthS Qctbytlcfnlflﬁrﬁztlo@ fslikBR s 0fof LfnpRIIRhK Eﬂnetcc%trg&%fdb\b@%b Aber plane
a
molepisp b e pBRing SEhPGasa0 aceenent LSt eSShe & plgspiiation

of safpgjgathpgever. Finot iwpseved vOcheMJed by uadating 5. Eansequeotty tha leafning
algorlﬁﬂn &beg%bl@hb% the?\?alw VR Ep A LA hinthisitg thé 496 rétle 2rhe Rtivation

t for whi
et PBOLTE PRABISHIBREELY uter NS RE /A o0 2o -

probapijlity elstimai@). and and t he activation function scale
adj usted so that t& (S p 1) _ Pl. Equation: 33 This
Is done by choosing: 4 Equation: 34 Tp'r where axctc
Initighsafiown: ~ 35

The iterative training algorithm requires initial estimates of the network parameters. The parameters
of a RBF network are much easier to interpret than the weights of a MLP, and consequently it is not
necessary to initialise using random values. Specifically, a clustering algorithm can be used for
computing reasonable basis functions representing respectively the target speaker and the cohort

speakers. The weights corresponding to target speaker basis functions can be initialised to

17}
wgf :l r «4————  Equation: 19
F 5~
205 IV;
where
il

is the number of training samples falling in the /'th target speaker cluster. Likewise the weights

corresponding to cohort speaker basis functions can be initialised to:

. N(”’*-f J
?ﬂli;‘!f ] — 4——— Equation: 20
¥ Z f“‘f ]
g
The bias weight,
{#w@)

should be initialised to a value less than zero: if the network is presented with a phoneme vector that

does not activate any basis functions, the classification should be _'I (rejection).
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97 WD 2004/ 099940 PCT/ US2004/002438 An alternative,
and potentially nore accurate approach is to sinply

wo eplaee4d anh() by the enpirical activation fRCUSIN4/002438
(equation 36). An alternative, and potentially nore
accurate approach is to sinply replace tanh() by the

The cotﬁ%mééél:béaﬁtr_lr_@ﬁéiri\iN@élb&ﬁhﬁﬁB%%hé&ﬁitiieﬁgblraihbQﬂiaﬁ&)ion de usting
e Bias Tralning.a et ram.a.limte
o the bl oot KL P CRp v o BRI B s el 1y not
Hencetthe weigite step simphyrbe initfaliseddo tandem valgesdistthe 1§0¢€ r at her t he
[-1; 1t ar get speaker part. This, of course, can in itself
make it diffcult to train a speaker nodel, but in

particular it makes it difficult to adjust the nodel
so that it achi eves the desired bal ance between the TA

#0r.S.  The bal ance can to sone extent be
POSte@@ﬂF&%%@%y various training paraneters, eg. by

The RBR@dtvergs radrained fooninimise thedhéaneseare eiyorfrale op deget  speaker
trainingf?é% Péqtﬁ%ioﬂﬂ%).?\mﬁxtfs%ﬁ&m%seé_ tr%o‘ﬁdérf_ﬂmf aec%us%%yrf\ﬂﬁsent! ng
ar get/ coho atterns di fferent frequencies, or
network b hRoAF 1heP A ERRos PR TR BB A Pl
wei ght/radii penalties. These neans are, however,
fairly crude, and a nore accurate approach is to

gﬁﬁ%@y%ﬁﬂ%@?%ﬁg—?%lﬁagnd vari ancz.%@ﬁﬁibﬂ?n e

given the target speaker, T(i 11, and given the
i npostor speakers, I~ . Assum ng a Gaussi an
This inghogdnt fdatibdaseemprotdidysetang avihpisdBliaist alt 1880bi as i s

Richar%?%@ﬁﬂm ¢ 19§4|;'Gis?n 19604; N@%ﬂgsﬁﬂuati on: 36 %BWT O

I's solution can be found by determ ning the
roots of 3 Equation: 37 ry X2+ (21t2, vu, t' 4--y- 21
Even tf-mu]éh ' 5@.@_’4&"} approximates the optimal discriminant function, it still
remains fo answer whether or not it, in principle, is capable of exactly imple-
menting this function. The squashing function, tanh(), present in the output,
of the RBF network limits the number of mappings from RP to [-1;1] that can
be implemented. For instance, a general function such as

W) = atanh(T1 () + btanh(Yo(@))

can not be implemented by an RBF network of the above type, even if it had

(@)

an infinite number of basis functions. It would be unfortunate if .”{}Baﬁ"'_eﬁ "7 was of this type,

because that would mean that it could not, even in principle, be
computed.

The underlying function T(‘F:’ is, however, very flexible. By

application of the Stone-Weierstrass Theorem it can in fact be shown that this
function can approximate any mapping from R” to R" arbitrarily well (Hornik
1989; Cotter 1990). Since tanh(x) is @ monotone function which can take on

any value in the interval [0;1], it is up to to approximate the function:
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jeLSuG2~2Cri171qal 92 98 W 2004/099940

PCT/ US2004/ 002438 where the foll ow ng shorthand was
was@dodBaguat i on: 38 |1 Equation: 39 2 -- v : HACT/U$2004/002438

Equation: 40 For B = 1 this is the sane equation as

equation 1.26, (the exanple on object classification.

The solution we are interested in is the one between

and Y(4/1-10. An alternative - if the Gaussian
agsunption is poor - |s to use, the enpirica
T@plﬁmm@@@ csﬁe,@s 2336')—H—& dieffagsment

I're

bal ance, B, of er?ors IS d 4 the bias can be
adj usted according to: ' """ Equation: 41 CX (-f 4-
Equation: 42 G+ - _ 1 Equation: 43 1 Hence, to

adjust the odds ratio to have bal ance B, the sol ution,

The ch&ce%’flﬂ%ﬁ‘ni(ﬁ Bs é&ivatioﬁ ngwgttlo%r :%nhg\ﬁg/eﬁrﬁgt %MQ& g %ed fromthe

error apprOX|nated
sider, ff§ instange, that j{a %&'ﬁﬁéﬂasaflca’m prablerarige (W dfspRsip Bed at t he
discriexpied 3@ dbraciegsddBy Satussi=s, pravalit; distriButons: the IR errors

are mnimsed at the expense of the TA errors. Fi Ure o
L Guation: 23
8 shows an exanple where the class conditioa&

L.rical dlstmjbutlon fungt L,ons .
R ﬁﬂ'ﬂﬁ%ég— fzﬂh¢ #33

Equation: 24

According to Bayes rule, the a posteriori probability of class / is given by:

Py = . PIDPD
o p(& | 1)) + plF | =I).P(—I)
1
N POl 1)
1+ PLOplg#|T)
— 1 ‘K\\\\\__—_—_
1 e r&,_-ﬁﬁ») Equation: 25
= ltanh(fi4-l
- g Letad il .(L‘[_ ; 2
where
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and the enpirical activation function, d ~ly .' for
a set of speaker npdels. The figure shows the
wo eovgvoms both 1 Enph-A UnW |, Furdirre PnR i PGFRUR20p4/002438

Eni piizd hti.fl Nub, Q) Trsif' na 0.6 "6,tarl | - nA
PA _O_.6 02 '"F..mMT 2i p.i i -02 ar.d 02 11B i
"1'.iidn't 'f lea" - Ok n + s r, .a 2 vx~ 02 na n.e

ns a.s .aY(-) ox .a u.a.a Figur 8 Enpirical
di stributj on flﬁfl}bﬁ} |FE6? the training data,
_rMpedlvﬂ Prfy +88— ¢9cal target speaker and

i npost or speqak re used. For the test

datg respecti vel M% an\)d 57 I@cal degi si ons were
use 100 WD 208AA099 U 04./ 2 38 EVH. J LT
Mb.1 n F. d- PUAlLf rrlgﬁp’l |IV§?I n R-W C(x)

G'i1l,, pT, ALL_ ﬁw@ﬁn@jﬁmjl-l ‘!@%JMLW} t (ﬂ»ﬂj Y &A—  Bquation: 26

This is exactly the form we would like it to have, since if the RBF network

approximates the discriminant function:

Q"‘U—F) = Pﬁflqﬁ} —_ PE—,_{'&"} <——  Equation: 27

then we have (using 2.5):

P (I |Q£"F} = Eg(ﬁg;ﬁ ot E <4—— Equation: 28
A 5, 1 = 1
P{ﬂzlf;"{)?) = —§gi‘<¥§‘) . -‘3 <4—— Equation: 29

where
G":,'Qz’f} = t&lﬁlﬁtTl’;(}* ﬂ <4—— Equation: 30

Adjusting the Activation Function Scale

As probability estimates, equations 33 and 34, are somewhat crude. If a
steep activation function (large activation function scale S) is used, the output is
essentially a binary variable. The activation function scale (S) may be adjusted

by first estimating the empirical activation function from - ideally - an independent test set:

W 7Y 1 NI~ 7 oy 1 e J
(= EE; () -1 T))—[l—fm:;@ () - 1(#)]



02 trWHL"e "t~ laxt L" nv Ul I .9 .d.s" U Urt

-.EUA fl .E- 6.2 We. 4 UAUR, YO YN Figur 9
wEeindoad di stribution functions after bias PCT/US2004/002438

conpensation for the training data and for the test

data. For the training data the enpirical activation

function is approximately zero for T ) = 0, but not

for the test data (the speaker nodels are

"overtrained"). Figure 9 shows the sanme functions as

Fi gure but after bias conpepsat¥on. In summary

=S t@“ ot i) Mo S SEE VOB ()

nems observat| ons* asf fi=xed vectors
(phonerre vectors) of spectral feature elenents; this

part of the nodel is speaker independgnt. The phoneme
vectors are transfornmed and finally pas S gl RYE 31 O

a phonenme dependent RBF network, trained to estimate
t he speaker probability fromthe phonene vectors. The
speaker probability can be used directly for producing

Whereaaﬂ«ﬁ&%'a)st&ﬂ@@iﬂ&ﬁ verification decision, or it can be
onbi ned with other speaker probabilities estinated

from ot her phonene observations in order to produce a
rmre r bust deci sign. The input vector (phonene) is

fled if arexelpl i fy what ame—object bagadnisze.
'@(\ﬁe |=f-"| an) r}%ﬁg@%ég Any ot her type of bionetric
vect or ul with training filters
accordingly. 101 WD 2004/ 099940 PCT/ US2004/ 002438
pendl X 3: Ooj ect Based Deci si on Maki ng Exenplified
By S aker |f|cat Ooject (g}lflcatlon- or in
t hi s¢ aﬁf Orr i S H A NAr ye HRGhEhePRE vectors in

and WiieEh| an and can’ | ”
“":TFQ, for which ' ‘:I )= Py is identified

the independent test set. Now the value, -

Qi-'ﬁ?. C(TP fl :l - EP{I } and the activation function scale adjusted so that

tm{h(é’ #T _g?-"-\‘f} —_ P T <4—  Equation: 33
This is done by choosing:

al'ctﬂnh(jj I} <4—— Equation: 34

5 =S5

where

1 1 W%Q & 4 uation:
arctanhiz) = 5 —~In (1 — '_F) Fauation: 35

97



therefore in the end be reduced to conputing a score

and verifying identity clains by determ ning whether
w@roono999tthe score is greater or |ess than a gi RE€NUS2004/002438

threshold, t: Decide | accept if Score >t reject

ot herwi se equation: | Wen conputing this score or
G ke {afh® BEth l
An alter‘ngtlvehQn@%}legﬁélly%%hé;%cgﬁ%o%{) |‘:§:f83;sr|]rﬁﬁg\59§én e a (593‘/9 € empirica

activapiofyesien (srationsh)-explicitly m)del I ed) In a
conventional text independent speaker verification
al gorithm the contribution of the different phonemes
to the overal| score (e.g. utterance |ikelihood) is

An aligriatiewand Ratrstigly 810 ocdiaisrapPpepEln SR fSRCDar t i cul ar

tanh(f Y@ R 8AENCcal MdtivdlioMfinctont(diafinagtges are represented in
the test utterance, and on the duration of each
phonene segnent. This is clearly not optimal, since no
regard is taken to the extent that |ocal scores

. i ndi vi dual phonene segnents express
‘Adﬂggﬁgiﬂﬁyg ntlty and the extent to which different
Tralmﬁ@@mtwoﬁ&(mfnesmtdmerammel inficfeutaTheonoadinist t he

usualﬁ'/ ?thg rr?pogfogea%@ofﬂ%%%h‘nlmgggt ?ut‘f&ﬂ@r'theot%%%b’%%gle}’ represent

| "EN wher eas two )
part. 'Ba@ l@f GaiEel gan i Bplf Makejt glggﬁttto Krigy ﬁ|s9eak§rdp9d@?/ Qytdyyparticular it makes it

diffcult &f éli'd%ﬂﬁ\b %dé’lbﬁ U‘fat it b]@u@ssemk @esired balasdepetviebin the d@asmd iR edlors.
I e .S. r
he (R8s e it BB cchlrbbl oF VRRFRAOFRBRERRed .oy sonip the
eﬂbrhﬂnnene segnent |ndependently. The result of this is a
(g{&%ﬁb A S | ocal scores -one for each different phonene
ankp subsequen st b i ned
in order dlﬁ%re%&gﬂd%r\égﬁp%qk%%ﬁmp fak ﬁgf‘%ﬁé’f% %eakedresgmg %nboyg?esentlng
targetécobbra pattepfs vithjdifetentisaquencieSoerivy tiervpy Sreomnedsls/zie fBFtrained using

welgrﬂﬁéc\ﬂﬁ%mle@rﬁ]e&é Ab&HRGrd, AoRdleF, 'XHMOQ Adven Hbrs @Edurdi@agproach is to
function: 102 WD 2004/ 099940 PCT/ US2004/ 002438 P(110

P(-1110 é ; ]lon 2 where is a phonene observation.
adjusfiigibe bias *.of the

RBF models. This can be done by estimating the mean and variance of T

given the target speaker, T(‘ﬁm and given the impostor speakers, Tig&'h}}h
Assuming a Gaussian distribution of these two variables, the bias is reduced

(bew = bpgg — L)

, so that,

NE@TTD @) < —

This solution can be found by determining the roots of:

/— Equation: 37

(Elg - Q_l%);zfg + (%}- r}%‘?)g + ﬁ; p Zin(gﬁ) ~InB=0
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equation: 3 we have 2 2 2 equation: 4 & equation: 5
whi ch can be used for inplenenting a decision rule for
w@2@ingHdoe0 phonenme observati on. When sever al PCT/US2004/002438

i ndependent phonene observations are avail able, nore
robust decisions can be nmade by conbining the |oca
scores into a global score. Two basically different

owed: ensenble conbination and

Wherqug{)ﬁ??ﬁ&%ﬁ@%ﬁb%ﬁg?‘%ajon Ensenbl e Conbi nati on One

approach to conmbining |local verification scores is

si nply, "aver age" #he—tocal B@atesis 103 WO
T 20044 égb40 PCT/ US2004/ 002438 SCOTC equation: 6
where—is—t he nunber of different phonenes in the
1 &EphEQEf@' j th obser vat+en—{phosapmonvect or) the nunber
of o i ons of phonene and the of phonene . It is
Hio a:ch@mggfgﬁlﬁ%jc of fhis—scoripg.hsl o that for an
i ncrea nber of observations, the score wll

converge to a value in the range [- 1 1]; The
magnhi tude is not directly affected the_nunber_of
FOfBakig%'? «f&feefwewwagsieﬂwé n BBheRSrTIe o7 Srssienipe The

ti ; t hey hat
sous i e FPIE B BpTE BVt Er et e chaeC T rE8. Ver

several independent observations, 01 i ' O are nade,

An altérh@nveC gfd €8RGs, égsuﬁ]&%n% el if E&@%'t@bﬁpﬁ'nc@?‘a‘%ﬁ@aﬁ &ruhQ@ion

(equaﬁxo&zﬁ %S) IP a %\Vererit balarecieex ' ess(g{g ilsgj?%_sfrje%f tIhQ Iblgg can be a%?u%ted according to:

GC?T‘:'(F)) +1 — B<___ Equation: 41

~G(T(#)) +1
:H: €¢—————  Equation: 42
- 1 4——— Equation: 43
TP =573 :

Ab= T(F

Hence, to adjust the odds ratio to have balance B, the solution, i to equation 48

is determined and subtracted from the bias:

wonew = Wy ol —Ab

For B = 1 the equal error rate is approximated, for B < 1 the number of TA
errors is minimised at the expense of the IR errors, and for B > 1 the IR errors

are minimised at the expense of the TA errors.

Figure 8 shows an example where the class conditional empirical distribution functions,

P(Y(#1))
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since 104 WD 2004/ 099940 PCT/ US2004/ 002438 +
equation: 8 it follows that -P 0) equation: 9 &
weowani)om 10 Hence, an alternative scoring stPEL/B8R004/602438

to use score _114) P- -"il " equation: 11 It is a
characteristic of this scoring rule that in practise
it wll converge to either -1 or +1 when nore phonene

observations are added. The difference between
and equation 6 and 11 is mainly the assunption about 'F)
t he i ndependence of the observations. Suppose for a

honenme vector, the speaker probability is
P(%ﬁéﬁmﬂ say, .P Il ) = 0.7 If equation 11
- probablrlty conblnatlon) is used we assune that the
probability is only 0.7 and not 1.0, because the
n affected by "random noi se,
and tf éﬁ%ﬁgF% aﬁgﬁﬁ??@ﬁ 1.6 (ensenble conbination) is
used, we assune that a certain proportion of the
oy »0r popul ation is capable of producing phonene
{EQOgﬁgﬁi like (4/). This distinction is inportant,
because noi se can be "averaged" (derived) away,
wher eas obtaining nore observations (of the sane
for a gat @hdppalemmodels.Tbe dgpe shad theofunatipnsoxdh t he probability
estimate, if the sane inpostor speakers are
fundanmentally able to produce the same phonene vectors
as the target speaker. 105 WO 2004/ 099940
PCT/ US2004/ 002438 A problemwi th both equation 1.6
i hat t he—overatt—sSgore wt—t
ddni nat ed by ] frequently occurrilng phon
Jh\s is unrdasdmabl e/th the extent that differ gt

02 /

G}

PG eY

0.4

0.2

ds 85 o4 A2 . a: (4 Ns as

Figur 8 Empirical distribution functions

For the training data, respectively 1622 and 6488 local target speaker and impostor speaker
decisions were used. For the test data, respectively 394 and 1576 local decisions were used.
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can be regarded as different sources of speaker
information (A sen 1997b; O sen 1996b). In practise it
WO 3004k0e0mever , possi bl e to use equation 1.6 andPdr/192004/002438
with good results, because "pathol ogical" sentences
that are dom nated by a specific class of phonenes are
Not  f r SQBOduyemm-@CCUN I NQ. Any r easonahl.8..56dt ence
W\IT typically have a Ajroad sdl'ection of [phonenes
g mﬁﬁ#—lt ould sflill not be [left to
*thance hom1ﬁo Weight /'t he evi d&nce provi ded by eg
bhoyene ob$ervat|or. jdonmi t t’8e Machi nes |Each
al can beg regar ’ gaker verifi f

5 tific t i hf g pf
- wh spe ‘ ce i ndi p
) ffarent "“gspecjys t he speaker
wf t makes, % J the is flﬁf h expemL+Ca1
e " scdre. Ongd o this"i's tp
Juse e eblnn..l. .6 or 1. 1V ini ng the
‘ ' °?r%n¥tﬁe same eipé?t |ﬁt3 a phofierfe
r blnar ision - with an
F‘g“rg%mp'"cagﬁf "bféﬁ%'?/ﬁmﬁr’ agﬁ PES °8‘F' %’bs % correct - can

then be made for each phonene represented in the test

for thHrdiRh PAELand fod the Fést dedar. Ebi the Paiming data Bk BRPHES €
equation: 12 Fol |l owi ng this, approach, the sinplest way

activafén ﬁﬁ’ér@h @'a@ﬁro%ﬁi‘é@‘y z@?ocfbﬁTé‘ﬁa i) Qoo @r @rk%atlaset ‘éﬁ%'t(t?% Ueaker
mocels e i SRR v s BB s ?eré‘h%ff?r b3t

comp@priiawct Majority Decision - ------------- fypP .

f.l ~"'r'r~as,. c.Ofi rr | ~1 "p0.95"
In summary, a phoneme based speaker model has been described. The model uses HMM's as
“feature extractors” that represent phoneme observations as fixed vectors (phoneme vectors) of
spectral feature elements; this part of the mode! is speaker
independent. The phoneme vectors are transformed and finally passed as input
to a phoneme dependent RBF network, trained to estimate the speaker probability from the
phoneme vectors. The speaker probability can be used directly
for producing a (local) speaker verification decision, or it can be combined with
other speaker probabilities estimated from other phoneme observations in order
to produce a more robust decision. The input vector (phoneme) is only stated to exempiify what an
object based i.e. verification could be. Any other type of biometric vectors could be used with
training filters accordingly.
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Figure: 1 The probability of a conmttee machine

maki ng a correct decision as a function of the nunber

AppRndig L b TEAREE Mgt i Mg fo B ARER By, Speaier

Y/ lighiuﬁype of global classifier is called a conmttee
er chine (NI sson 1965; Mazurov et at. 1987). If the
|nd|V|duaI deci sions are independent and all have the

Objec§ %Fﬁczﬂﬂbﬁ’ bapinlii¢ ¥ase BpeaREr d@ﬁﬂﬂa% |§la %Fﬁéﬁy%@&nsmld@&blém Odhd can
f the comm tt

therefeﬁr p E@t 85% reéjf%eﬁc{? gona:iu\)%a Bv:ipre and vgpfxl\r)g |dﬁntﬂg amw% Ry deterfmlnmg
whethe!' rinobtipeatareis.grebter whiessethdh & giverttbrepiaibér of conmitt ee
menbers. The probability function Pcomm(N)is shown in
figure 1. The graph is "rippled" because for even N, a
tie ( - /2) is counted as an error even though the
error. probability is actually only 50% As |long as the
erro Sdfﬂuptunﬂdmmeeatéd the performance of the
c be |nproved by addi ng nore
%E$2vﬁgﬁ%“é%y the comm ttee machi ne
Imays perfornB better than the individual commttee
equatigis fhers. 107 WD 2004/ 099940 PCT/ US2004/ 002438 This is
not necessarily the case if the individual classifiers

Wher @4 Ui thi€ 66 oG leassdtidcf 3ile0Bach phsHeR R s88ment in the speech signal

makes a contribution (even when phonemes are not explicitly modelied). in a conventional text

Ijet

independent speaker verification algorithm, the contribution of the different phonemes to the overall
score (e.g. utterance likelihood) is unknown; the overall score depends on the particular frequency
with which the phonemes are represented in the test utterance, and on the duration of each

phoneme segment.

This is clearly not optimal, since no regard is taken to the extent that local scores contributed by
individual phoneme segments express speaker identity and the extent to which different phonemes
express the same information about the speaker; e.g. a nasal and a vowel presumably represent
information which is largely complimentary whereas two back vowels, say, represent highly
correlated information about the speaker.

The algorithm described here has two parts: first phoneme segments are identified
and the speaker identity modelled for each phoneme segment independently. The result of this is a
number of local scores -one for each different phoneme in an utterance - which subsequently must

be combined in order to produce a global verification decision or a class of object data.

Combining Scaores

An RBF networks are trained to approximate the discriminant function:
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but the nodel is neverthel ess remarkably robust in
this case. Assune, for instance, that three
web@ssyPuers with individual accuracies Pl; PZrantisie84/002438
are to be conbined. The committee machine perforns at
| east as well as the nost accurate of the individua
classifiers (say P1), provided: P1
<B1P2P3+P1P2(-4- P3) +P1(1- P2) 3+(1-P1)P2P3 P3
Qﬁﬂgﬁgbtfﬂi?(ii&i)equéP(eﬂIhgl For instance if P2 = P3 =
7 10.9, then Pl nust have ah accuracy hi gher than 0.99
if it alone is supposed to be nore accurate than the
conbi nation of P1, P2 and P3. Expert Weighting Votes
equationpdy dj f f erent experts are not equal ly inportant; the
di fferent phonene dependent speaker nodel s have
di fferent accuracies. The basic voting schene can
therefore be inproved by weighting the individua
whergotes differently. A "static" approach to this would
be to sinply weight each vote by the expected equa
_, accuracy rate, AEER = | - EER of the corresponding
qg classifier: I _ -4 E if P(IKL .r) >0.5 ., ~I -AEER
ot herwi se equation: 17 The correspondi ng "dynam c"
wei ghting scheme woul d be to wei ght each vote by the
, ifferential speaker probability conputed by the
'Sapgf’%?é%%%?%?’g“q‘: MY . - 111'0 - '1i') equation: 18 108
WD 2004/ 099940 PCT/ US2004/ 002438 Even if the
probability estimate "('11) is sonewhat crude, the

r VRt ag er gif®t hat; the weight is dependent on the
1}(Zj¢hgrib§gﬁéﬂz1g%}érv ions. Expert G ouping Phonenes
can be divided into different groups, e.g. nasals,

equatiohiscat i ves, plosives, vowels etc. Two experts

speci alising on, say, two nasal phonenes are
intuitively

we have

T T
P(I|¢) = 59@(¢;3+§
1

. ., 1 vy
P(=I4) = —Eg@éeﬁ‘) + 5

=]

.._———/v
equation: 4 & equation: 5

which can be used for implementing a decision rule for a single phoneme observation. When several
independent phoneme observations are available, more robust decisions can be made by combining
the local scores into a global score. Two basically different approaches can be followed: ensemble

combination and probability combination.

Ensemble Combination

One approach to combining local verification scores is simply to “average” the local scores:
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likely to show correlations in the voting domain,
whereas two experts specialising of different
wphboaeyes) say, respectively a nasal and a friPRE/USm®04/002438
phonene, are less likely to show correlations. It nay
therefore be reasonable to divide the experts into
groups representing different phoneme classes. A
speaker veri tﬂl cat i o#@c#@e, DC, L, can then be
co uted for Leach py grou gg) DC,L ( 1) -1 c.h-
2 t+o e e E aunber of phonenes
i n group jﬁ fectlvely defi nes a new set
of experts. The gIobaI verification decision can then
equath@: grade as before by conbining the votes from the
group experts, rather than fromthe "phonene" experts.
In principle this decision strategy can be extended,
wher¢ 0 i ncl ude several |ayers of experts, where the
experts at the |lowest level represent different
i ndi vi dual phonenes and experts at the upper |levels
%#ﬂ@epresent broader sound cl asses (nasals, vowels,
fricatives, etc.). Mdelling Expert Votes An
attractive way of conbining N expert votes is to train
is theghuRBENV® HifeleRBhonsmddif)hetaphbtesdir n the enpirically best
conbi nation strategy (Wl pert 1992). This way both the
accuracy of the individual experts and the
#%Q?orrelatlon bet ween different expert votes can be
“ken into account directly. Wien this approach is
followed, all that has taken place up to the point
where t he expert votes rmnust combined is
essentially regarded aiﬁfeatg ﬁ exti 4ion; the
the néiraler of ebswatians of phosemher ¥ gt &4 oe =/ect otbservation iphopgme vector)
DL(Q 4L (4) equation: 20 There are, however, two

of ph%‘féﬁé’u SZO(BV}% 5 Bhé&téns@&ﬁf@@&lﬂrmg r&lggnamr &Q Qéljegs(?r%g 40

002438 The first emis trq
”Umbe§afp’@P@rVﬂ@PWCOWW"EW”&%%‘Pﬁ §’“F 5&:"5‘1" ragpett ot es
The ré@ghitidatis be diré@ly aettaaibydieciusibencf wbshatisnspr oduced si rrpl y
by evaluating the |ocal experts on the data on which
they were trained -the experts are likely to be over
trained and their - training data

Probability Combination

An alternative to ensemble combination is to exploit the fact that the networks compute a posteriori

¢ ('T‘ — A RN
probabilities. When several independent observations, '(lbl 1 3 ‘?}r are made, the

confidence of the classification is expected to rise. This can be expressed by defining the odds ratio:

(@ =TT -2 T ga(d) +1
T PRI 2 —ge(d)) +1

equation: 7

since
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votes- are therefore too "optim stic". Hence, either

addi tional training data nust be provided or
w@bdogoymto vel y the super network nust be speakBC€T/US2004/002438

i ndependent. The second problemis that here the

Iocal expert votes represent different phonenes and

t he netlc make of fferent test utterances can
PQPII k)ot%jl@g?j% it inpossible to train a

that opti'mal | ines the votes resulting

, particular test utterances. Gven a limted
emm“ﬂb%ber of training utterances, it is of course

possible to sinmulate a nuch Iarger nunber of deci sion
it folloWRGtRers by conbi ning rel evant expert deci sions

extracted fromdifferent training utterances.

However, the nunber of possible phonene conbi nations

that can occur is still .very large. Suppose, for

Jﬁigiaggu that in any gien utterance, exactly 15-

honene ossible will be
represented. Then %‘ &tSOig@ y - 10 15 1,5!(30 -1°

dlffe[ nt vote conb|@et|ons mould have to be
This calculation ignores that votes nmay be

' aseJ on F re tha@ goef, bservati on - and hence
be nore reliable - an at “‘t he ac | nunber of
di ff erent phonemes may be nore or be | ess than 15.

equatipn: § § &4uBtios- ol utiom to tThis dilemma is to make the

super classifier utterance specific, i.e. to postpone
Hench 16 HEALEAG B eTREENL 1L T8 dect ded-whi ch
ting t sue next - or even nore
convenlent unt|I a phonene segnentation has been
conputed for th actual utterance The super
ﬁfgm rﬁ& S|nple per ceptron,
the |s theref e not initself a serious

equati qputatlonal probl em Figure 2 shows an exanpl e of
this. Alternatively - in order to avoid the iterative
perceptron training algorithm- Fisher's linear

It is adiha@ttenstio aﬂthlsfscmmg rethedn plaetisa stendl dooverdectarsithang?! orhig when more

mmngﬂgb%kﬂggl %hgdmelghts In sumary, this exanple

'seusses h cal speaker probabilities estinmated
from |nd|V|duaI phonenme observations (which
essentially is an object can be conbined in order to

The c@#e?gn%g %thllﬁgrp%ﬁ&%%r'l 1 |serrnb|ﬁ¥ ﬁt%tésgmnp%gr? ég‘dup ns.

nati on schenes nust take 1 nto __account
the lrijb@énd@{hetohﬂhe QbnHH6. Scmmsest'pe@ giféncohphamevaesor, 48X nor e

i nf or n _others, .and - o Lhe, 4/ 099940
thes%ﬁ*?ﬁ%@ﬁ%ﬁ?ﬁﬁfﬁ@gwd(tﬁ%4 hang’?hat d|ﬁ%8¥%%%99honenes
(probeipility gerebirstiveirs Ussr aveiageuneothpl tharplakiity i eiho?- fraed ol 1Aperppuse the

observa’uon (5" has been affected by “random” noise, whereas if equation 1.6 (ensemble

combination) is used, we assume that a certain proportion of the impostor population is capable of

producing phoneme vectors like (é?;').

This distinction is important, because noise can be “averaged” (derived) away, whereas obtaining
more observations (of the same event) cannot be expected to improve the probability estimate, if the
same impostor speakers are fundamentally able to produce the same phoneme vectors as the

target speaker.
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speaker. The main difficulty faced when deci di ng how

to wei ght each local decision is that -unless the
wEe@apiomy texts given to speakers are seri ousPgI/US2004/002438

constrained - the total nunber of different phonene

conbi nations that can occur in test utterances is

A progl)éntnrvap“abo%fm é&ﬁgtgﬁ "1 G%qulrj, |§ ngw&ey\%a??%%veggpscg%twm @ea(idrrL Xafd by

rrori
the mbst freq@@tl;tp@gggmg Phsyeene. This is unreasppalg ipdhe extwthph@ﬁ@el}tphqnemes

can b reglardeH-Els differefit sburces ofrs’beéklér inforrdatidh (Otéenoide7d; Oliseh 1996D).-
~ ~~/ (DN Figure: 2 A super classifier The

cl aSSI fier takes the differential speaker
In pragtigsbbibi Howeyespobsilderior use epvaiipy il Gaad 1.phyileaeodipwids. degayse

path!\n,\D@égl RALn 6L MR BRToMaBd b bR pékifd| RRabf &%@s aEE! A)Tfrééu%ntly
04/ 099940 PCT.

/ U
oo o B TR ol Bl gl presne
but it sinoutd siiff @ptde lefiid chance bew to wright ihetewiderice peavided by each phoneme
obsevQ@Rri sing: at |east one intelligent data carrier,
i ssued to one user, wherein said intelligent data
carrier conprises at | east (i) one nenory, adapted to
Conghittee Mattineg¢ii) one input- out put appar at us, adapt ed

to i nput d qut put dat a, roces
Eaon SRR T s BEF R SR A kP T e ge vpe o
infornpdiien ibrersatiods dfretspbdificntenttaSince adivideal ekperts @mblllreectiﬁ model
differ&RPRSELE %th@%p@ek@ﬁﬁhaﬁé&'@&l&@t{) IMQWeQﬁIuErﬁlﬁre@Q'yexpert can have on the

ransmttin VI a sal arat u
a1, e SRRDS K P ? GRSy FEL Y HE Bl PURRo e oce
scores o the sanse exadiajptostiphooeras leadd ldcsliscere nielov lblnanydiemlprt ywith an

empnflc,%ﬁy kdGin %ﬁﬁ%blﬁtp BB cBReRUENGRSH Heathdd@Rorda6h pHRAEHY RiptdaBnted in
henme; and dynam c datagram switch for dynam c

thetegrvttfé%Fon and swappi ng of

(s 1 if P(I|®;) > 0.5
Dr ((I)'ﬁ) o { —1 otherwise

equation: 12

Following this approach, the simplest way of combining local decisions into a
global decision, is by making a “majority” vote:

gy
score = » D (Py)
Fm=l

equation: 13
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datagrams for a nultiplicity of applications in

service to the one or nore users. 2. The system of
W@ b@itiv9R40 wherein said intelligent data carri ePCT/BES2004/002438

nmobile. 3. The systemof claim1, wherein said

intelligent data carrier is inplenmented with one of

USB key, Conpact Flash, Smart Medi a, Conpact D sk,

DVD, PDA, firewire deV|ce and token device. 4. The

system laim 1. whe F@Wﬁmgéﬁﬁﬁ‘ 3ip 5%%P&atlon gnﬂ_m

t fe~net woT k seT'Ver *t-bat
e aut enbicqtedf (b) “the

|ntqgi|g~n,Jf -
the i elllgeﬂ data Cﬂk\ler

net worlk ‘ser yer; S nV|ng t ‘the |nta}I|gen% ‘dat a
carri g, |Ufhklt fof aut entlcat|0n nmet hods; (c)
the ¢ e{llg ﬁ; ata’garrlereselectlng one ﬁgﬁui:
aut henft cat/ h et ow'frowh,sald plurality tﬁyg gh- ah
event )» ue netmofk server sending the |nt®h 'i-gent
dat a7 ief/a deward, based on said select el fethof,
for au3 ucatlonxdata fromthe intelligent data
carri (e {the network server transforning said

|£hvwon data received from the intelligent
dat a carrléf into one or nore data authentication
objectﬁ Mhereln each 112 WD 2004/ 099940
004¢002438 sai d data authentication object ip
a dat g vector object, capable of being analyzed usipg
one orf nore classifiers; (f) the network server
anal yzing said datg aut hant ication objects accordi
to said oné or noré cIaSS|Jﬁ [S th%reby deﬁ%rn1n|ng?
the result of the authentlca?lon and (g) the network
[0 -1 I ;
?gé;u}rll g?&%hlgiﬂ% gitaal g a éé{lj%%llééég%kﬂ?a%&}e dle sgcgqg agﬂ&@n of the
aut heritrkeef At BRPES 5. The systen1of cl ai m 4,
wherein said event in step (c) conprises at |east one
of , a click of a nouse, a touch on a screen, a
wher: is tHeauner efidiffereaitenensdsdemeschict ifethé tett UtREHUE. TRE Mipe of

global classifier is called a committee machine (Nilsson 1965; Mazurov et al. 1987).

If the individual decisions are independent and all have the same probability, P, of making a correct
decision, the probability of the committee machine making a correct decision is given by:

Poomm(N) = 3 ( py )Pf*(z PyNF
k=|N/2]+1

equation: 14

where N is the number of committee members. The probability function Feomm (-N—}is shown in

figure 1. The graph is “rippled” because for even N, a tie (e = NS2) is counted as an error
even though the error prabability is actually only 50%. As long as the errors are uncorrelated, the
performance of the committee machine can be improved by adding more members. Provided P >

0:5, the committee machine always performs better than the individual committee members.
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6. The systemof claim4, wherein said demand in step
(d) conprises at |east one of a pseudo random and a
w0 ease/0vEmdom code, wherein a pseudo random COPRET/US2004/002438
generated based on a mathematically pre-cal cul ated
list, and wherein a true random code is generated by
..sanplin n in QU ' :
ois £ R syt e BAERSL 0P SRUIER e SR AR o Bt
but the aredelris peyeitinies serprskablyrrohugt inthiscase Mesyne. fRs instaneg dehihree
classifi&B Gﬁtﬁ‘ﬁﬂ@i?iﬂuél @_ch@é}ﬁs G¥1; PDER ﬁ’:fh!ﬂ@fb&iéd?ﬁbi_né@ €8s corfimittidéMachine
system of c| ai erei n_said. an Ny ep. (.£) ..
perofis ) Epr e o Pisdisa Sivaine BF PR kS Ly B ERobido
The system of claim4, wherein said one or nore
anal ysis rule conprises classification according to
the one or nore classifiers of step (e). 10. The
gﬂpjg.”‘li — b N Sggp si fpga pon
%%ﬁépr s fs}‘& gp@a%? %ﬂ:ﬁlgat ??ggmr eil::ﬁ&tg%zgodat a
i} obj ect vectors involve two classes, the target speaker

and the inpostop, W | ass is characterized
by a probability defSHeis™ ’U_@d wherein the

equatid@ i S RFLRLAG16 N step—{T) TS a bi nary decision problem
11. The systemof claim4, wherein said determning in
step (f) conprises conputing at |east one of the sum
superiority, and probability fromsaid one or nore

For irﬂlﬁh@e i‘_F/fPQT:@@ ﬂ?,@%w rﬂ&Sl&%?e@ﬁl_T_l&qd&%cQﬁi@hQﬂdeE N

.. _classifier ste e).. , , t 0 aim12,

it alghep gli’pﬁ)ofeﬁéo g ¥ PH"{esa%SﬁrSPeé?a”ghes‘ﬁ’ﬁ“ Z’F’%ﬁ% Og nrp& lgz %rdan dom sum

P3. conputed fromthe one or nore data vector objects. 113
WD 2004/ 099940 PCT/ US2004/ 002438 13. The system of
claim4, wherein said one or nore classifiers in step
(e) conprise a super classifier derived fromthe nore

Expéﬁawe@@miﬁ!gta vector objects. 14. The systemof claim
13, wherein said super classifier is based on

VotegyFapa flitfeenttskpntistare o eqeednipirPsintighediferend 8bon6MEe of voi ce

depeh®@AOgRbitdr Addelt hagaliffdnibG&uraciBaTHP basid windédbete vessel

atterns tests.. retinal LI i N, « g,face
con (BRI 0 By idhing € kPudbobi dferSER"A BRE T 06T -
apprasgip terthie Waeld b faegimply whigkteagclvypte by the expected equal
accuracy rate, Ager = 1 - EER, of the corresponding classifier:

N Appr i P(I|®) > 0.5
Ds ((I)ﬁ) o { —Appr otherwise

equation: 17

The corresponding “dynamic” weighting scheme would be to weight each vote
by the differential speaker probability computed by the classifier:

Di(®) = P(I|&:) — P(-I|%:)

equation: 18
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per formance bionetrics, conprising habits or patterns
of individual behaviors. 16. The system of claiml,
wob@re4eai d aut henticati on and encryption SPEEDSE2004/002438
conprises symetrical and asymmetrical rmnulti-cipher
encryption. 17. The system of claim 16, wherein said
encryption uses %t’lj‘ﬁ st one of output feedback,
Even G thgrbbdofigdstradte C'; Il) s doafewnatdiudg, th@atactaghieare bl ock
VY Jfonherei n the
'Sthaﬁplewe Qs dép%hd-l;‘ggréd o{ﬁﬁgj 3%%4{33%@%_:[%?%“ on St andard
(AES) le ndael . 19. The system of claim11, wherein
[ &Hﬁ ntication and encryption schene inplenents
EXp%@cdl}e gg Exchange (SKE). 20. The system of claim 19,
Phonaines einrbeSkkidee d differeat goanpé,iecy. kasplssiisdtieen, plogites, The
vowe%?e% Stb Qhneils %éaai'ﬁng W@éf{\% n§§§ pﬁmh@¥§re’%th1h@9 c Qurve

tosystem ( ECC) private key st em of
ikely ip B cyrrelmg? K ThE Y94BO SPTIB AR | waa‘ﬁt? S@ﬁ%?‘ SB8i on
of dif@edmeprdneaey) 64\s espadivdlypastsabang adficativd @gneme, esd lesedapt ed

Ilkelyttg sho@) doqatafog g‘%a)} lﬂﬁre#oﬂst t?é rjeéé%ﬁégle to%@ﬁo% tﬁ@é)( br@sr has

e server, evi ce test adapt ed
into qr@m@ afmr?fﬁ'ﬂ‘é‘gtdﬁfére”bW§?rE%F'ai§§? Anioeses vefficatigp score,
D, ¢attedn HegRRibutd@ionesdhiphbssmeagilpyd)e host conput er devi ce,
and a personal test adapted to authenticate the user
based on event-Ilevel data. 23. The system of claim1l,

wherein said nultipli m?% of applications conprises

t o e of1 wi %‘g}lgﬂ m nal server
-DG&B< a§ %pp lﬂ g%o term nal
at-ors for-—n?al hﬁ%‘?ﬂﬂiﬁ‘r ectly enbedded
appl i cations, and nultinedia applications, wherein the
equatg}:x:rlgc;t |y embedded applications conprise at |east one
of database applications, data anal ysis tools,
Cust oner Rel ati on Managenent (CRM tools, and

wherERCeestéstae Rasiou btghoRbraswin pgup CERPRtigatkaiigevely td#hey\@new set of

expeaQOr%g%ﬁ%Qnﬁcg{g g@ 9&%&3&%30% meld as E&srew%mmg trfélv%{eg‘from

rern sal nam“c atq ram sw t ch nmpri ses
the gFpyp ZPesi 'SBREHED 4TINS “RIRPYBY SXRRiEr 18 |PH”°é°o'ﬁ fa'Sd’&?@@? %Ifﬁfegv can be
exterfileB &8 Tcl OTRYVESEayerd YexpdrisWifcte tha eagrta abthe hekatngicngpresent

diﬁergrq]tqna?\/ridugpgh%ngﬁésaag\% %Qaetrpé REHe um? re%lg reﬁpeisgwt broader sound classes

(nasals, vowels, fricatives, etc.).

Modelling Expert Votes

An attractive way of combining N expert votes is to train a network (RBF or MLP) to learn the
empirically best combination strategy (Wolpert 1992). This way both the accuracy of the individual
experts and the correlation between different expert votes can be taken into account directly. When
this approach is followed, all that has taken place up to the point where the expert votes must be
combined is essentially regarded as feature extraction; the feature vectors are here decision

vectors:

ot qn-@- . T
D8 = (Dy(@{™),..., Du(@fh)
equation: 20

There are, however, two problems with this approach.
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datagramis adapted to carry (i) content data for

network transm ssion and (ii) other information for
woraiwagyargo and control | i ng network connecti ons BEMUS2004/002438

support network applications, wherein each datagram

type conprises a plurality of functions, and wherein

said parser is adapted to parse the one or nor e

dat agr am stem of claim?2

e DR e e ReG A Lo B com By e can not be
darta‘agd andéggien vedrswiadaeed siaplylbyoevaluatijodhe idegt axpesamt fhpalata on

o gllro?rnq{?g v@a‘?@trarﬁ@dn@ré e%’Hrt@gFeaﬂblg/ Yo ovgrﬁrram-gh né el €MaRing data

wherei n ar.ser Q

APIEF TS BTELD 2 T o once G TRaR e GO T Ryeige provided

f ior atermativély thkiscper yetobrkmajsore gpatleegindepentigpes and in

each maj or datagramtype of said first multipl i ci ty a

second mul ti EI i Ci t of mi nor datagramty he

* syISeSATHE PEoPiEMYS ﬁ‘é hefihia e ical eprat Y?bﬁsd?prﬁ%ﬂg‘bTeé tPW@”‘F% and
s ahepiondtic rhakens tileerg taatiittetannsd &hivagy adét, £rid)this ekeserimpossible to
a I

AR R R BoE ARREE A EOBE L Bes A AT RIRP L ubinces

content datagram adapted to transmt the content

data, (iii) the broadcast datagram adapted to manage
Given r?ﬂ rr?tted tml,(r) e?tog trarrmrlg) oL!lt{r]eranE s, g%lotf (R{Pée tosSerQQ) srmulat a n}ruc? I[]arger
numbesonf dereqrqwo\recbrw;ﬁombmfa@ r%ﬁv\anfaazraﬁrt @'Stoﬁs aé@gteﬁjﬁw;dlﬁé@ﬂhtrammg
utteraREIsWBSTLvER theMREBET I p&'@lb}é%hor@é'h‘ib doRdinatidre ltidt Q@fﬁccrd‘aé &ill very

large. CSPB‘F]%S& r’Pr |h%%rgc§&§§t in %ny rg(revgpnF c% ?xacfgglpl% dn‘% honer%es(out Pf 30
possiltie il bk sepresgatedgihanp ledapt ed to transfer over si zed data
and nedia files, (vii) the user directory datagram
adapted to search for network users, and (viii) the
/ J‘é@ t e manage t datagram adapted to renotely
nt QJ__ net worFk=users..28. pThp8ystem of cl aim 27,
i t]_ Sefven g ssag'é@ connection control
gram CONpri ses | east one of m nor datagram
types (i) the aut henticat’ion request datagram
adapted to initiate an authentication request, (ii)
differdnheote acuﬁmwﬂbri.swaduidaravé BYe\cofadargl. ants caelapibe Gnbres 8aMebted may be

basec{ ch ore L’(')Fr Eh rrnS%BIse‘?'\}altr?rf daﬁ&ﬂeﬂ?@ﬁé r%%tel %ﬂ%leaggd t(nétj Jhg actual

I on resu ram a
numberhe drffesem phongrhesgnaynetiase o roat bedﬁSSsi@@sﬁ%n 115

A possible solution to this dilemma is to make the super classifier utterance specific, i.e. to postpone
the training until the moment it is decided which prompting text to issue next - or even more
convenient: until a phoneme segmentation has been computed for the actual speech utterance. The
super classifier may in this case be a simple perceptron, and the training is therefore not in itself a
serious Computational problem. Figure 2 shows an example of this.

Alternatively - in order to avoid the iterative perceptron training algorithm - Fisher's linear

discriminant function can be used for learning the individual expert weights.

In summary, this example discusses how local speaker probabilities estimated from
individual phoneme observations (which essentially is an object can be combined in order to
produce global speaker verification decisions. Successful combination schemes must take into

account that on the one hand some specific phonemes are more informative than others, and on the
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WD 2004/ 099940 PCT/ US2004/ 002438 29. The system of
claim 28, wherein the content datagram conprises at
wo e@snoome of m nor datagramtypes: (i) the noPEEIS2004/002438
content datagram adapted to transmt the content
data, (ii) the remote |ogging datagram adapted to
other %SMQH o%trcﬁlt Rmn 8§ !P%.OH? te%ﬁtlﬁro%ﬁiﬁ\ég%gma |F\1%F1Létl§lh abbut a
I N sessio e renote ect or
ﬂwa@%tagran1 adapted to transmt data froma renote
connection. 30. The system of claim29, wherein the

The ma(?lml ﬁ Elat Sé‘éea%éﬁhéckwgrh?{}v t &/? Hﬁrelaawelgceﬁiﬁec! s%% thg{] ﬁnl@gs the

app
promxpt@qe@@ﬁgwqwg? a@ah@ff argFETRUEY cerstreingdiclst taja f"i”f“?eé &t fifrerp phoneme
combtn@@onﬁ@lﬂﬁi eat odéartlgtélsf lﬁﬁ%béshﬁé&tremg@ |dryf. Hehes, :;w@ém\tlegﬂts can not
r Qv atagram adapted to respond to a
eam&%ﬁ%om ? é?lflcatlon of the content data
transn1tted. 31. The systemof claim 27, wherein the
connection proxy datagram conprises at |east one of
m nor datagramtypes: (i) proxy data to server
adapted to pass_proxy data to the network server from
the intelligent ta cafrier, and (ii) prqx dat a
iom“§erver adaptéditt o ppﬁﬁ‘@-ch@gpx @t jromthe
@Wﬁamﬁksgﬂeﬁt@%ﬁg |get da acawler 32.
The systen1o gl a.m 27, erein the instant nessage
type conprises |at*1] east \one of ninor datagramtypes:
(i) the file transmssion\type, (ii) the audio-video
transm ssion type, (iii) tRhe instant mail nessage
type, and (iv) the renote ‘a collection type. 33.
The system of claim24. - whenein each datagramin the
datagran1 schenaiﬁas a generihc layout conprising: (A
it adey fields f re maj or datagram
ﬁipegﬁ,(Jhxﬁ ddodielr e ~iunor datagran1type (ii) the
datagran1|engtr nd (i d ) hgcksum and
(B) a datagram pa‘??oad I_;%_ |
transm ssion. 34. The systen1of erein the
generic |ayout conprises one or, i ition
header fields. 35. The systemoOf claim 33, wherein the
generic layout folloyws a TCP /header.

W

Phone
I:PN o if ?;' —_ ;
(I) _ @P‘[l’: LN ] Q)?«N I\‘{O‘i@i

PUIBE7) ~ P(-I|25")
Oy !

Figure: 2 A super classifier

The classifier takes the differential speaker probabilities from the individual phoneme models as
input and combines them into a global score:

P(II%I&%”],LI (Iyl*‘”} }Wl _ PI,“ fl‘@’( Ll ..... (I]ilﬂ‘_ﬁ}
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36. The systemof claim1, wherein the intelligent

data carrier further conprises a radar connector,
wob@ned94t he radar connector interfaces the nep@DE20841002438

is adapted to nonitor and control network connections.

116 WD 2004/ 099940 PCT/ US2004/002438 37. The system

<§) hai m 36, wherein the network server fu!rther
Wec \?3 "ses a radar connector adapted to nonitor and

control network connecti ons, mherein'the r adar
connector of the network server is connected to the

radar cdnsestémrofofectiemetvotletdrimgetivity deawed bh&br MOLE users
the network. 38. The system of claim 37, wherein said
and ah legpt euhpiEisk spevergamenisingdapt ed to detect | ost

' . initiali ontact to the network i

corb G i e By Bt e R e ShaTharom spid nteligent
e BB AL T (TSROSO N PDERL ) onc
outpue bppartatise adgsted e itpudasdioutatdatd) @hﬁ'gﬁﬂ o ftocessor, adapted to

existing network and the intelligent data carrier via
proqeﬁ%thg‘gia%@) plored i said niraewsi, whsaeid saskingtlliggnindettavoattieir $s

: ) : wh .

o050 Pl e o SEES TG P i
. i i d t 0. B a .
ety R o R SR R By B i s
adaptednioedteblishon neywedr& Tdeaayior tenter roligReh aﬁﬂfénﬁi@ﬁff&{ and

conprising a dynam c datagramswitch for dynam
encrypiige sehamne; swappi ng of datagrans for a

i plici licati i d t | east
o AR 8Bt SRR Sof PP raneicialloantion peg |s?vgen§ﬁ=§’nfm :
crre e - AP © adapt e
data ohgét %{r 2 %g{fgﬂic?i,yrt% ag%télc%ﬂﬁ%lrjst 1_r1(()§8%‘l131§€ ‘?oa El%géﬁ)l{ae%/ SI’%O%) Users.

ad2pt edThe sisteni ofeldieu} plibredataid iatdligddtidatPOfrier is mobile.
processor, adapted to process the data  stored in sal d
nedor y, Thheysem efx¢lain At wheiee seiddatedliganrt rdagr carsier is

impIE ARG B e P Rteaalnihast Elaoh WBtk Mediep Gompact Disk,
DV SRR i Snd RING ey @0 wherein sai d

I'ntel I'i gent a tarrier is adapted to establish a
ne4.wor kThes eystegestidlaim U u@in sdidautietichtish 1Al A8 ption

encryption schenme for secure

scheme comprises the following sequential steps:

(a)  arequest being caused to forward from the intelligent data carrier to
the network server that the intelligent data carrier be authenticated;

(b)  the network server presenting to the intelligent data carrier a plurality
of authentication methods;

(¢)  the intelligent data carrier selecting one authentication method from
said plurality through an event;

(d)  the network server sending the intelligent data carrier a demand, based
on said selected method, for authentication data from the intelligent data carrier;

(e)  the network server transforming said authentication data received from

the intelligent data carrier into one or more data authentication objects, wherein each
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data transm ssi on between said server and said client.

42. The client-server comruni cation systemof claim
walg4bmonein the intelligent data carrier i s PODUB®04/002438

43. The client-server comuni cation system of claim

42, wherein said intelligent data carrier is

s G SRR B0 Bl BRI e Sl

usin%%gl@,rmgg@assﬁﬂezs.m 2004/ 099940 PCT/ US2004/ 002438
4. The client-server comunication system of claim

41(f) whetheinetwaildsaty eanatyzlag agidadats withehticatiqy o5jestsa
dat agram schema and a parser, wherein said_ datagram
accosding e seigdrpic easorswlasyifiptsy thegehyadetarmining thengsnly of the

one or nor dat agram types, wherein said datagramis
authglgté%&g&, ' (?carry (i) content data for network

trgnsm gsi b i 1R idef; | :

o PR B SO 8 L 0l TR Wi

indidagingor sucapgpifiiloatfaied auiMeatieativregedmpiat agram type
conprises a plurality of functions, and wherein said

pa?-ser The ayfpmed daimnpédr Wheteﬁﬂesaidrwemimmm(@axoaa@rﬁcs at least
t ... 45. The cli . r _comruni cation systemo
one o &k e RrRe: | GEhPT (TSGR Ak SEHORE, PoHRTFBES 2 a
biorﬂe%ﬁé}n%%-eﬂ?én@f datagram type and within said one

mej or datagramtype, at |east one mnor datagram type.

466. TheTht sysiémsATcl&lin ¢OWHEIRIK 8dil RnEwaltia B (B |cdintPrises at

45, wherein the parser is adapted to parse a matrix
leastgmedqiftaappende rgpdom asdiadraarandentords; ivdienegina pieudd random

nul tiplicit f maj or, datagram types.and. .in each maj or
codeqiiebiialrd iased n Rl thommt G5 R LREMERd sl andedatatn s true

| tialici . . T '

randdifl Cod@lis EphdtaRia U RhpfR% 388 BNCUAEE R sbfuse (tientropy outside of
the syéterrei N each datagramin the datagram schema has a

generic layout conprising: (A) header fields for (i) _
onk or Ht systethedf clrinngraheteipeaid rgndomizgationis perfermed with

one e GG HgrarR DL o ORI (TEDEdER 256 payl oad
e T SR S OO B o 0 i pertomed
basedblo@ieror3861@ analysis rules.

9. The system of claim 4, wherein said one or more analysis rule
comprises classification according to the one or more classifiers of step (e).

10.  The system of claim 9, wherein said classification comprises speaker
verification, wherein the data object vectors involve two classes, the target speaker
and the impostor, wherein each class is characterized by a probability density
function, and wherein the determining in step (f) is a binary decision problem.

11. The system of claim 4, wherein said determining in step (f) comprises
computing at least one of the sum, superiority, and probability from said one or more
data vector objects, based on the one or more classifiers of step (e).

12. The system of claim 12, wherein the sum is one of a superior and a

random sum computed from the one or more data vector objects.
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aut henti cati on and encryption schene conprises the
follow ng sequential steps: (a) a request being

w@augeehot® forward fromthe intelligent data CBCT/IUS2004/@02438
the server that the client be authenticated; (b) the
network server presenting to the intelligent data

CHa. | i S5 OB i Y ISGFISBHGOE? R MBI CoSHTirs o step (9
t hent i [ ' i
comei{fe e flasReE BT BERTineaRb Ball B dot Fotife o8

cayr i erTi@ Hefernaf ckameld, Aheraintkaid e chidsifit ivBasedarn
aut hentication data fromthe intelligent data carrier;
physitBbAfi0d/c0agaiin PaTlcus20040Dadas g cogaitionn éingerpras,

transform ng sai d aut ication data .receive rom
handpwiats; hasd yeges PaHgis, bﬁé‘it@’ﬂsﬂ l’ﬁFBglo%mé () raé&ogﬂ?%

aut.henti cati on objects, wherein each said data
recogé’d{‘ﬂ%'nti cation object is a data vector object, capable

of] fei nphARAteE OF claisi TR vARG el sal®Eepet|chasifidrds dased on
the server "anal yzi ng sai d data authentication objects,

perfogxmancel biwgnétoics aiainpmsing bebite pepatierss of inigiduahbe rs.

eterm ning the result_ of the autheptication; and .

t Hb- s erVeg SYstsiaioh gfaélaa b Wagrgin S8 s igg iy %@ﬁ?ﬁ&ﬁ%ﬁn
carrier, indicatij.n - f.al :

scherficaiiriseacy RaUe i SGRAGHeHL oAl fnryprion.
copgruni ERd §Rierd W il 6,GhRéBin'ehid WAGT/Ption S8edlat leystiine of
in step (c)” conprises at | east one of a click of a

outpuifiesdback, tgrheh fardbacls aipleer, foawatdiyg tandicdphexblock chaining.
utterance, and a biqnetric rreasaljr@errent ... 50.

The
cl 1&nt - B sxstera ofelame b whersinstheAngryrtion; 1ibaged on Advanced
wher ein _sai nd Jin step (d) conprises at |east :
Encrmgo%ﬁt?%gg%ggm&g%&and a true random code,
Whey ei NTRe PREMAQITRNAPT) WRERIM Saifl @EHAtIESi Biaasd cAtrydtion
mat hematically pre- calculated |ist, and wherein a

scheinelenplamentm Sxedee Ksy dobaageKE).sanpl i ng and

processi ng a source of entropy qutside of the_ system
5120.Thelk¢ pystemsd ofam E%dﬁh?ﬁeéth@rﬁ@Q]é%yél%F&%h&I leeyrystem.

S B T FRL A S o o
Cryptosystem (ECC) private keys.

22.  The system of claim 1, wherein the authentication and encryption
scheme comprises at least one of a logic test adapted to Validate that the intelligent
data carrier has been registered with the server, a device test adapted to validate the
physical parameters at the intelligent data carrier and the host computer device, and a
personal test adapted to authenticate the user based on event-level data.

23.  The system of claim 1, wherein said multiplicity of applications
comprises at least one of window-based remote terminal server applications,
applications on 3270/5250 terminal emulators for mainframe, directly embedded
applications, and multimedia applications, wherein the directly embedded
applications comprise at least one of database applications, data analysis tools,
Customer Relation Management (CRM) tools, and Enterprise Resource Planning

(ERP) packages.
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I ndependent seeds. 52. The client-server comunication
systemof claim48, wherein said analyzing in step

w@ tgosiogooper f or med based on one or nore anal ysi BCT/U®84/002438
53. The client-server comunication system of claim
49, wherein said one or nore analysis rule conprises

5 oL LB 25 B B i
com@?ggglé.n('flé)c ABs et LA P4 gﬁfs@f, R fedein'26d ﬁhﬁg&@ﬁ dchema comprises
assi ratn

I'cation conprises speaker verifica , Wherein
two dihgrodatiataghires theleping o bmyof wwre tumgedmspes, whieeesin said
target speaker and the inpostar, wherein each class . js

§ . np N
datagrhar wadeptetele capy @ ernseaitdata {Qr regwerls rapsmpissiosandg(ag other
. . Whereipn the determ ni {.n st f) . is bi na :
inforigion foh B i Eomlling HeERe o B Bl nerpetvork
spplEAFOET M erEll A ot (G0 3 is s T LS OIS nd
wher@UP8dit Pairdey is addpted IPpME: A0 OO BLIRLIARR Bs002438

probability from said one or nore data vector objects,
bad®d oRhe hestomeofolainn?4 whergtssaifl detpgsamgehpmp pmpsgses at
The clijent-server co njcati.gn system.,f clai.m 56
least ey BRigr CHIAEEUH PE SER B IS S0 GBI St R VR it et one
. m the one or nore data vector objects.
mmcg'gﬂ?é#%rgﬂlc{. ght -server communi cation system of claim
4826.WheThe Bystantbfuigim 08, whewirc tirssirbdres adapted te pafse)a matrix
conprise a super classifier derived fromthe nore than
of dasagratntypesetid mastik somprisiw a fing muitiphicity ef yegjor datagram

co ni cation systemof claim./5 wherein said super. .. .
typeg PR &7 paGl} maior %&f%tyaﬁy? e 51’6? PR, ac%‘ﬁ%?‘? ﬁr‘ﬂ‘dphcﬂy
of orlddsa% a af voice recognition, fingerprints,

andprints, “bl'ood vessel patterns, DNA tests, retinal

0r27.r i sSThé ¢stemadilhiag 26/ whogin theomajdrataprem type is selected

client-server conmunication system of claim57,
fromuhergronp sansistingipé(i) Shcasesy ¢r mpssagepareaomiecienicontiahce
dataglla%lrteatdgp%esd’ toca%t ernitlsciatnegan cbcinttrsol User ggr}neercacs)ns?f(ii) the content
datagram, adapted to transmit the content data, (iii) the broadcast datagram, adapted
to manage point-to-point, point-to-multipoint, and multipoint-to-multipoint data
transmission, (iv) the connection proxy datagram, adapted to pass proxy data
between the network seﬁer and the intelligent data carrier, (v) the instant message
type, adapted to transmit messages in real-time, (vi) the large content transfer
datagram, adapted to transfer oversized data and media files, (vii) the user directory
datagram, adapted to search for network users, and (viii) the remote management
datagram, adapted to remotely control network users.

28.  The system of claim 27, wherein the server messages and connection
control datagram comprises at least one of minor datagram types: (1) the
authentication request datagram, adapted to initiate an authentication request, (ii) the
authentication reply datagram, adapted to send a response upon a request of

authentication, and (iii) the authentication result datagram, adapted to send the result

of an authentication session.
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i ndi vi dual behaviors. 60. The client-server

comruni cati on system of claim4l, wherein said
wa@ioheywucat i on and encryption schene conpri seBCT/US2004/002438

symmetrical and asymetrical nmulti-cipher encryption.

61. The client-server comuni cation system of claim

T S i R e X

leasteoitt ¢ff bt dataaknciypesi(DGhe QBrth@orﬁbﬁtQﬁtaéﬁer @apted to
communi cation system of claim61l, wherein the

transani¢ typeonant datpadid dhorentoledoggiv g Hatagrpmi odaiBed holaomimunicate
with S PEM UK T A aiah & PGB 0B NEAL AR 1ane et
coll ERGIARELIH, SERGIR b TRLSHEID, FRGE SeliBle EAGIROGE

-server communi cation s

cl 30.m 6Bhe whaeri 6f Httm 20 Wrhentsn thestiltént de@iprs¥ShefMer
65. The client-server comuni cation systemof claim

compasesvih deasit anSIE misop Hatpgraih kypesi GvohevenGntpppsyai ecquest
The ¢lient-server

data g maRRIstitn T a Wt SR BFata P Ahe Sonigie e transaniticd, and (v) the

coniP BB ALY AL SR STRE BT Bl g of
the cBeINU3ZRN0HDPZ438. to validate that the intelligent

data carrier has been registered with the server, a
de¥i.ce Thesyddapmfadainn2¥avhezirethehmnpbysor ptoxy datagram

com e R UASLORF OlEUEEIs AEETA DRER SnEroR WA KR EpYed adapted to
pass BT B RSk SR BB BV Lol el provy
data froit b&fver, adaptddstoRfisthd foRedata frafAME SRt EHCMPEH RS

. .existing network to the server and transnmt data
intellgentelatn careieexi sting networks and the client via the

seyver, _wherein t . existjing. network is wired or _
wit%el eskhe %ﬁeﬂﬁeﬁftwéh Ci%l%%?a-‘gié&?rm ’f%@dﬁ%m B58598A t¥pee@mprises at
j LRk sefver.. cli.ent, and,i,njector .
teast She DFAATSP Aaialh Tl W ndBIS BhnsfisPlinge £ MRS video
transmission type, (iii) the instant mail message type, and (iv) the remote data

collection type.

33.  The system of claim 24, wherein each datagram in the datagram
schema has a generic layout comprising:

(A) header fields for (i) one or more major datagram types, (ii) one or more
minor datagram type, (ii) the datagram length, and (iii) a datagram checksum, and

(B) a datagram payload for carrying data in transmission.

34.  The system of claim 33, wherein the generic layout comprises one or
more additional header fields.

35.  The system of claim 33, wherein the generic layout follows a TCP
header.

36.  The system of claim 1, wherein the intelligent data carrier further
comprises a radar connector, wherein the radar connector interfaces the network and

is adapted to monitor and control network connections.

116



connector interfaces the network and is adapted to
moni tor and control network connections, wherein the

wo asbanIwennect or of the client is connected toPEHES2004/002438
radar connector of the server over the network, and
wherei n the radar connector of the injector is

el mot W55 Rt o (R SHbeeut s <obf RLEE Tt comprises

r
Ay K o e g0, v

radaf eaiRgtdrasfshanetwaerkiseavdrde compsttetto the radmr cmneetor of the
t her eby reestablishing connections. 70. The
lntelhgelﬁrdai& eawir oyentheridworlon system of clai m 41,

I
Vi sl THY Pt atiSind s a8 I Ea SH03A0H QrBRag T Rgfher
adaptt&?t élét@&tlost7<:"01111'<%‘9t1(')r?sI ?Ad 98zt 36 Elieeﬁetwork server thereby

conprising at [ east one nenory, adapted to store

reest@Blighingicohneuttonisnput - out put apparatus, adapted to
I nput and output data, and (iii) one processor,

ad3pt edThe smtmlecsfsclmm 1 Btrghes copmpaising @alme%empted to

comegraeRishie pebuoRset B iR saBlF ot st SRER Spfreen said
ex1sﬁ1€%£§t@{ ork 23RS HE E%tbﬂ%eﬂ?ﬁétﬁvdaﬁ V\i@‘hg tl'lé‘ﬂ%ﬁ)vogldts%r, wherein said

us over t ereint

existif@AstWakiiOWitedl diwirelRs.dynam cal | y- swi t ched
dat agrans, wherein the intelligent data carrier is

adépt edThe spsternf Jhin 3ﬂewh@rekn injgcdeinfurthgr campriges a radar

an authenticati on an ti nschrrefo
conegiqoMieldating the Rtk AgA adbted i aneiifar and fiomErog e tyvork
conrfé%ﬂ[)h?r of claim71, wherein said authentication and
encrypti on schenme conprises the foll owi ng sequenti al

stgps: A2dlieiRseR4 BRI caTH 4éprsiBg: (a) a
request being caused to forward fromthe intelligent
dastdleasiranicesertas, eomprisingra dynantie daéagnemisvritelt fqrwg/“amlc
intelligent data

allocggiopemndsvapping b 33%%’%8 Farant {RiseS by plpligtions: and
’fftr lg%étt&élre]tcghg %ll?&@hi ﬁl%téh%ﬁt ﬁ%ﬁ%@eﬁhgéﬁ)d i Earrier, con%prlslng

a carrier se aut henti cat
at leﬂﬁt(b%?hé hefor 24 dhpeddoadtbeydatA) (¢ @he afpesitput {phardths

server sending the intelligent data carrier a demand,

adapthed tadinput gad dutput data, and (118 one processor, adapted to process the data
stored in said memory, wherein said intelligent data carrier is capable of connecting
to a host computer device thereby transmitting data via said input-output apparatus
over the network, and wherein said intelligent data carrier is adapted to establish a
network user identity through an authentication and encryption scheme for secure
data transmission between said server and said client.

42.  The client-server communication system of claim 41, wherein the
intelligent data carrier is mobile.

43.  The client-server communication system of claim 42, wherein said

intelligent data carrier is implemented with one of USB key, Compact Flash, Smart

Media, Compact Disk, DVD, PDA, firewire device, and token device.
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sel ected nmethod, for authentication data fromthe
intelligent data carrier; (e) the server transform ng
wa a00d/ogathent | cati on data received fromthe  PCT/US2004/002438
intelligent data carrier into one or nore data
aut henti cati on objects, wherein each said data o
authent i :an. obi ' . dat } ect, Ggapabl e.
aukient 1SECRn B Lo BiHER ERYPRr SBkAch, AR S
dyndhiR dRayM@m aRatly comgriséd 8 ddmbpaAYthanh ki s QolvBetdin said
ynaccordi%lg to said lli}]gne or rmige cl assifi er_s,ﬁ%{ﬂhereby
datagesne sefierha gomipeisebud or ofort detagudthg ritel @aging o oasdr agre
the server _sendi n aid result to the intelligent data

datagEy Futes, PHETCRSHAGAAETaT S Edapis 18 Car(feapnicnt data for
i cat i . . The kntel || t t .
neofk BB GPIN ST im0 (e b B payine

netw@RRRohAESIdHs dndasbponectlofk &plidatibhs, aviBEEEeach da®iiim type
on a screen, a keystroke, an ‘utterance, and a

comptiseret plusalityaafiufiations, aid wikineini saiceparseeistaddpted to parse the
carrier, of claim72, wherein said demand in step (d)
one Qpmore daREAMTRESt one of a pseudo random and a true

raggom ‘i‘gg %ﬁef{‘@&ﬁ"%ﬂqco%?ﬁ%ﬁcét%?)g%&?t%&??églggp 'CA%], Whegein said

gener at ed based on a mathe

datagiash sclfiblh copriSédatdedst WRerAL)EL tha kP IAREHAhRT %'e{em one

sanpl i ng and processing a source o entropy out sl

majafdatagragytypesat 1885t ofiheninor dhtaggemttypiat a carri er of
cl 'm7i erein said randonization is _ perforned
V\/l%r onéhg el

Ry Ty Sy aHatian systeanel Jasn ds, wkeeein the

parsISEPASIY e O or ISR SR B RGP o v
G Ol S W B v el
multipliary; e seeoral ywiltspliaityeo Cmimpori deedgramatyped.i cat i on
ac,})rdin tQ the one or nore classifiers of ste (e).
1570 Do afiossaTmemusaeisnoyHes ofdainrHe, wherein cach
7, wherein said

datogg @bl e R aEs SesolkBI Rl o PBRFRR, “aher ei n
Lo e e O e kol W BLR ¥ i) e or pore

mincg kkatagroer ypedif) yhadatagram length, and (iii) a datagram checksum, and

(B) a datagram payload for carrying data in transmission.

48.  The client-server communication system of claim 41, wherein said
authentication and encryption scheme comprises the following sequential steps:

(a)  arequest being caused to forward from the intelligent data carrier to
the server that the client be authenticated;

(b)  the network server presenting to the intelligent data carrier a plurality
of authentication methods;

(c)  theintelligent data carrier selecting one authentication method from
said plurality through an event;

(d)  the server sending the intelligent data carrier a demand, based on said

selected method, for anthentication data from the intelligent data carrier;

118



probability density function, and wherein the
determning in step (f) is a binary decision problem
w(Q@ 2004099940 nt el | i gent data carrier of claim 72, PeUTES®04002438
said determining in step (f) conprises conputing at
. l east one of the sum superiority, and probability
frem saj ; ] 5
[ on G Binsffing 348 HEEERIcalBh Pl rogBRREh A the

intellipaiteddth gemter datocorasihere &dta ahehentiéSion\bejeeisnwhideeis ¢ath
I's one of a superior and a random sum conputed from

said detaeaghentisationrodjeriina deta vactagtgetts capable ofiheing analyzed
. intelli enci daftia carrier of claim72, wherein said one
using gpe o PIOTE A8 9"8r s in step (e) conprise a super

g ) . " .
i oot HeSpp A EBRLL AT LR A6 Fud QR0p Bfely EpoldRig  said
one oMiek€ tlasSifiets, shipeby deredidihgthd fesulasehe oMtheAtSAtEH; and
bi onetrics, conprising at |east one of voice

r @ ogntheissnver sendiggrsprd resslt th dradiptélhigent dito oarricesindicating a
tterns, ,.DNA tests, retinal or iris scan, and face
S“CCG%?%M@FG&W@@%C%@ ?‘E?YBPH gent data carrier of claim
81 Wherei ' iLf i ' 0 S
S o el B R385t AR e i

event &f stepdty téiuptisestieast 0ns of @4lickie a Mbadd, iageiiéh datadcreen, a
carrier of claim71, wherein said authentication and

keystreker yipuiteranee ade kiompsitiic exasyrememti cal and i
i cal | ti-cipher. ti 85. . .
"ol Thefhenmen e sorkainisaln syaPor dRg 4 nvbsrein said
. t !
o 0510 1505 85 S0 B 0 SO o

code, oiheidihgpselBo rdidorh 3b&¢ Id E9Rtatddbasébén h PhatREmatiddlly pre-
85, wherein the encryption is based on Advanced

calculgiedrligtt anshwberein a taie(taEB)mRigdadsa genersied byheampling and
intelligent data carrier of claim71, wherein said
processiiga APYICaaf SHUSRY Ouégﬁ%? 9’g‘fhec§r3/s'§é’?rerre i npl enent s

SPCUr eTKE ERCRING T ohittihicatibr system of claim 50, wherein said

randomization is performed with one or more random generators and one or more
independent seeds.

52.  The client-server communication system of claim 48, wherein said
analyzing in step (f) is performed based on one or more analysis rules.

53.  The client-server communication system of claim 49, wherein said one
or more analysis rule comprises classification according to the one or more
classifiers of step (e).

54.  The client-server communication system of claim 53, wherein said
classification comprises speaker verification, wherein the data object vectors involve
two classes, the target speaker and the impostor, wherein each class is characterized
by a probability density function, and wherein the determining in step (f) is a binary
decision problem.

55.  The client-server communication system of claim 48, wherein said

determining in step (f) comprises computing at least one of the sum, superiority, and
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WD 2004/ 099940 PCT/ US2004/ 002438 88. The intelligent
data carrier of claim87, wherein SKE enploys a public
wlxeg4py®sem 89. The intelligent data carrier PET/UEB04H002438
87, wherein SKE enploys Elliptic Curve Cryptosystem
(ECC) private keys. 90. The intelligent data carrier
P i : 0.t 1cati
probkl B {otd IR Thdte i BLHOPOREER) bEIRa M ing ang grgnore
classifesit ofdapt(@yl to validate that the intelligent data
carrier has been registered with the server, a device
t &6t addp doenteerwealcodaenititeophysemall qhainad@t whereat the sum
. the intell ige t data carrier and_the host conputer
is ongjgbp EPCHPRAA p&rRdowa FUnEMpHis® i the ang Aemore dete vector
ctt@e user based on event-level data. 91. The
Intelligent data carrier of claim71, said intelligent
da7a cartid Slientheins corthiuficat®h sydiémi dit@Aibi 98Nk heldtfsaid one
carrier of claim9l, said intelligent data carrier is
or monepilesseiners dn wieph ep nempfis¢tSBukeys assibepdaived fasin, thSmasie than
(ggpgi a, Coppact D sks, DVDs, PDAs, firew re devices,
one VeJIREALEEW ces. 93. The intelligent data carrier of

cl@g m7 her. el nanm.cal ly-_sw.tched.dat agrans .
pettong Vs SREH e B PAEHEGH il e o7 Al A B
super Ala§dfityis Hased 6APhSBicalBiomdiEs, RBIWR g ARIREST SR MV oice
and (ii) other infdrmation for nmanagi ng and
recognotiom,diingerprintst handprods ideod vesehpatteanndONA tegtsy edtived lor iris
applfi cations, wherein each datagramtype conprises a
scan, ndf3r¢ F§eogMtQhcti ons. 94. The intel ligent data

calyl i ermof [ : rein.the data m t ypes . .
coor AR g ot G St LR S saia
supert d18ssBEOK BHAE@BH P foyP8ncebiomRAsS, déﬂ?pr@iﬁé’ha_ &l é‘x?tﬁéff@ms of

type. 95. The intelligent data carrier of clalim94,
indivwhat behavibes. dat agrans conform to a generic |ayout,
sai d generic¢c |layout conprising: (A header fields for

(19 onel by cliggtsermsy @pnwairagﬁmd$xsp@g,of(ofaim fblrr:évmrgmaéd
authefiBfhof SRR ehtobt bt e HAFR R R 2 dov Eiprtpis

mulﬁf@f,h@laéﬂdf%pgolg_ata in transm ssion. 96. A nmethod for
secure networ k conmmuni cati on, conpri sing:

61.  The client-server communication system of claim 41, wherein said

obje

encryption uses at least one of output feedback, cipher feedback, cipher forwarding,
and cipher block chaining.

62.  The client-server communication system of claim 61, wherein the
encryption is based on Advanced Encryption Standard (AES) Rijndael.

63.  The client-server communication system of claim 41, wherein said
authentication and encryption scheme implements Secure Key Exchange (SKE).

64.  The client-server communication system of claim 63, wherein SKE
employs a public key system.

65.  The client-server communication system of claim 63, wherein SKE
employs Elliptic Curve Cryptosystem (ECC) private keys.

66.  The client-server communication system of claim 65, wherein the

authentication and encryption scheme comprises at least one of a logic test adapted
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Issuing to a network user an intelligent data carrier,
wherein the intelligent data carrier conprises at

WO emg9Pu) one menory, adapted to store data, RECT/PS190€002438
i nput - out put apparatus, adapted to input and out put
data, and (iii) one processor, adapt ed to 124 WO
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transifit bod tetwetmtlo &ﬁsu@mtwmks ined thet @leinic gmwﬂled;arxaar wherein the
carrier is mobile. A 98. The nmethod of claim 97,
existitgenaiverks as Wlﬁﬂdt@lwlg]@ﬁﬁ data carrier is inplenented
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f upgt i ONBe cHEMt-sether @mmuhfatian sgsteirsofclajih &8, tvhepean slee radar
the one or nore datagramtypes. 100. The net hod of

connettr mf 89y cligndrisifrthercadaptesigo sletest ﬂq@smoea@rﬁrq@@@damﬁahze

| east. one nmj dat d t hi d

contagi e SRErTpRierehy {eSep THEE oRR s hor o type. 101,
The, methpd Ak, ééﬂf@i’ %&%muﬁ%%ﬁ@h@ Lg Wélﬁﬁfl A1SvwadaRh esk
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71.  An intelligent data carrier, comprising at least (i) one memory, adapted
to store data, (ii) one input-output apparatus, adapted to input and output data, and
(iii) one processor, adapted to process the data stored in said memory, wherein the
intelligent data carrier is capable of connecting to a host computer device on a
network thereby transmitting data via said input-output apparatus over the network,
wherein the data transmission is through dynamically-switched datagrams, wherein
the intelligent data carrier is adapted to establish a network user identity through an
authentication and encryption scheme for secure network data transmission.

72.  The intelligent data carrier of claim 71, wherein said authentication and

encryption scheme comprises the following sequential steps:
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multiplicity of mnor datagramtypes. 102. The net hod
of claim99, wherein each datagramin the datagram
W@ elveieoolas a generic |ayout conprising: (A heades2004/002438
fields for (i) one or nore major datagramtypes, (ii)
one or nmore mnor datagramtype, (ii) the datagram
! g@gt Na 18kst beink Gudad /B RFWard GOKSHHB inflHgedtBlat@carrier to a
dat’agr am payl oad for carrying data in transSm ssion.
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th rg{g est bﬁi@? .caused to forward fromthe intelligent
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t intelligent data carrier a plurality of
said pluiahentiroagh an evenfjods; (c) the intelligent data
carrier selecting one authentication nmethod from said .
p(dr al ithesarte inghtheviatelligqnd dataearsier ¢ demsaddbasgdiomesaid
intelligept data carrier demand ased .on sai.d
seleclsfirethal T B aERHon S dae uRlRRrRIf PR Fe
i phyel 1 =T g \Y ]
VG ol Ot i LA AR LERROREM e
intelligehetta@anticrdat@onaot ire datautientieation odjatad, avherein each
__authentication objects, wherein each said data
said data methendeatiomolipfidsa data Heatar abjget capatdpjod beingansdyres
. of beij ns ar]a%%#zed_ using one or nore classifiers; (f)
s qne YIPPET Cla¥aNYSt ng sai d data aut hentication objects,
aggor di ' : r bfd B S ptat :
AEDer minhes oAl A80 SRR ARHEL AR Bt AR Mg to said
one of htors @laseifics e yskidntiesig the resull hef thetagthengie atiostadnal
carrier, indicating a_ successful or failed L
a(g@henthesarveonseadinggrid rasudt toThe intelligstt dataciastien, ioBgating a
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succeggiuh o fyifsd rbepirgtion atg

P&uch on a screen, a

KEYST T QR in i sk Ha B Chric PR c1dim BROWRIEif SHRASHIE TE&Ep ()

comprises at least one of a click of a mouse, a touch on a screen, a keystroke, an

utterance, and a biometric measurement.

74.  The intelligent data carrier of claim 72, wherein said demand in step
(d) comprises at least one of a pseudo random and a true random code, wherein a
pseudo random code is generated based on a mathematically pre-calculated list, and
wherein a true random code is generate'd by sampling and processing a source of
entropy outside of the system.

75.  The intelligent data carrier of claim 74, wherein said randomization is
performed with one or more random generators and one or more independent seeds.

76.  The intelligent data carrier of claim 72, wherein said analyzing in step
(f) is performed based on one or more analysis rules.

77.  The intelligent data carrier of claim 76, wherein said one or more

analysis rule comprises classification according to the one or more classifiers of step
().
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105. The nethod of claim 103, wherein said demand in

step (d) conprises at |east one of a pseudo random
wa@pa4@9tnue random code, wherein a pseudo randPer/USmO€002438

i s generated based on a mathematically pre-cal cul at ed

list, and wherein a true random code is generated by
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of claim 107, wherein said one or nore analysis rule
demsé%ﬁf‘?@%@ classification according to the one or nore
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density function, and wherein the determning in step
step (Gf)) is a binary decision problem 110. The nethod of
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conp one
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data vector objects, based on the one or nore
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wherein the. sumis one of erio rando
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The met hod of claim 103, wherein said one or nore
VeCt%r %@S?tisi ers in step (e) conprise a super classifier

degz vedThé ﬁ{fbl‘h%@nff@zitﬁ chiidt cingaidas B, Whededd sailljsapésclassifier is
13." The nethod of claim 112, wherein sai d super

basedloa;s;mysumﬂ bianétaise,ccanppsing iat asbommef voice reeogmptionsi ng
fingarariafs, PARGETINR o0 Sest PRRETIr A VR, FEaor it 5o and
face?ecogmtso scan, and face recognition.

83.  The intelligent data carrier of claim 81, wherein said super classifier is
based on performance biometrics, comprising habits or patterns of individual
behaviors.

84.  The intelligent data carrier of claim 71, wherein said authentication and
encryption scheme comprises symmetrical and asymmetrical multi-cipher
encryption.

85.  The intelligent data carrier of claim 84, wherein said encryption uses at
least one of output feedback, cipher feedback, cipher forwarding, and cipher block
chaining.

86.  The intelligent data carrier of claim 85, wherein the encryption is based
on Advanced Encryption Standard (AES) Rijndael.

87.  The intelligent data carrier of claim 71, wherein said authentication and

encryption scheme implements Secure Key Exchange (SKE).
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94.  The intelligent data carrier of claim 93, wherein the datagram types
comprise at least one major datagram type and within the major datagram type, at
least one minor datagram type.

95.  The intelligent data carrier of claim 94, wherein the datagrams conform
to a generic layout, said generic layout comprising:

(A) header fields for (i) one or more major datagram types, (i) one or more
minor datagram type, (ii) the datagram length, and (iii) a datagram checksum, and

(B) a datagram payload for carrying data in transmission.

96. A method for secure network communication, comprising:

issuing to a network user an intelligent data carrier, wherein the intelligent
data carrier comprises at least (i) one memory, adapted to store data, (ii) one input-

output apparatus, adapted to input and output data, and (iit) one processor, adapted to
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wherein the parser is adapted to parse the one or more datagram types.

100. The method of claim 99, wherein the datagram schema comprises at
least one major datagram type and within said major datagram type, at least one
minor datagram type.

101. The method of claim 100, wherein the parser is adapted to parse a
matrix of datagram types, said matrix comprising a first multiplicity of major
datagram types and in each major datagram type of said first multiplicity, a second
multiplicity of minor datagram types.

102. The method of claim 99, wherein each datagram in the datagram
schema has a generic layout comprising:

(A) header fields for (i) one or more major datagram types, (ii) one or more
minor datagram type, (ii) the datagram length, and (iii) a datagram checksum, and

(B) a datagram payload for carrying data in transmission.
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104. The method of claim 103, wherein said event in step (c) comprises at
least one of a click of a mouse, a touch on a screen, a keystroke, an utterance, and a
biometric measurement.

105. The method of claim 103, wherein said demand in step (d) comprises
at least one of a pseudo random and a true random code, wherein a pseudo random
code is generated based on a mathematically pre-calculated list, and wherein a true
random code is generated by sampling and processing a source of entropy outside of
the system.

106. The method of claim 104, wherein said randomization is performed
with one or more random generators and one or more independent seeds.

107. The method of claim 103, wherein said analyzing in step (f) is

performed based on one or more analysis rules.
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114. The method of claim 112, wherein said super classifier is based on
performance biometrics, comprising habits or patterns of individual behaviors.

115. The method of claim 96, wherein said authentication and encryption
scheme comprises symmetrical and asymmetrical multi-cipher encryption.

116. The method of claim 115, wherein said encryption uses at least one of
output feedback, cipher feedback, cipher forwarding, and cipher block chaining.

117. The method of claim 116, wherein the encryption is based on
Advanced Encryption Standard (AES) Rijndael.

118. The method of claim 96, wherein said authentication and encryption
scheme implements Secure Key Exchange (SKE).

119. The method of claim 118, wherein SKE employs a public key system.

120. The method of claim 118, wherein SKE employs Elliptic Curve
Cryptosystem (ECC) private keys.
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more datagrams.

127. A method for target delivery of one or more applications to a user,
comprising:

issuing the user an intelligent data carrier, adapted to dock onto a host
computer device that is connected to a network on which a network server sits and
communicate with the network server over the network, wherein the network server
communicates with the intelligent data carrier through dynamically-switched
datagrams, wherein the intelligent data carrier comprises at least (i) one memory,
adapted to store data, (ii) one input-output apparatus, adapted to input and output
data, and (iii) one processor, adapted to process the data stored in said memory;

the server authenticating the user through an authentication and encryption

scheme; and

128
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the datagrans are dynamcally swtched based on their
compiipp Alylepsi aneceiswingyw-based remote terminal server applications,
applications on 3270/5250 terminal emulators for mainframe, directly embedded
applications, and multimedia applications, wherein the directly embedded
applications comprise at least one of database applications, data analysis tools,
Customer Relation Management (CRM) tools, and Enterprise Resource Planning
(ERP) packages.

133. The method of claim 127, wherein said intelligent data carrier is
mobile.

134. The method of claim 127, wherein said intelligent data carrier is
implemented with one of USB key, Compact Flash, Smart Media, Compact Disk,
DVD, PDA, firewire device, and token device.

135. The method of claim 127, wherein the dynamically switched
datagrams belong to one or more datagram types and adapted to carry (i) content
data for network transmission and (ii) other information for managing and

controlling network connections and support network applications, wherein the

datagram type comprises a plurality of functions.
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136. The method of claim 135, wherein the datagram types comprises at
least one major datagram type and within the major datagram type, at least one
minor datagram type.

137. The method of claim 136, wherein the datagrams conform to a generic
layout that comprises: (A) header fields for (i) one or more major datagram types,
(ii) one or more minor datagram type, (ii) the datagram length, and (iii) a datagram
checksum, and (B) a datagram payload for carrying data in transmission.

138. The method of claim 127, wherein the authentication and encryption
scheme comprises the following sequential steps:

(a)  arequest being caused to forward from the intelligent data carrier to
the server that the intelligent data carrier be authenticated;

(b)  the server presenting to the intelligent data carrier a plurality of
authentication methods;

(c)  the intelligent data carrier selecting one authentication method from
said plurality through an event;

(d) the server sending the intelligent data carrier a demand, based on said
selected method, for authentication data from the intelligent data carrier;

(e)  the server transforming said authentication data received from the
intelligent data carrier into one or more data authentication objects, wherein each
said data authentication object is a data vector object, capable of being analyzed
using one or more classifiers;

(f)  the server analyzing said data authentication objects, according to said
one or more classifiers, thereby determining the result of the authentication; and

(g) the server sending said result to the intelligent data carrier, indicating a
successful or failed authentication attempt.

139. The method of claim 138, wherein said event in step (c) comprises at
least one of a click of a mouse, a touch on a screen, a keystroke, an utterance, and a
biometric measurement.

140. The method of claim 138, wherein said demand in step (d) comprises
at least one of a pseudo random and a true random code, wherein a pseudo random

code is generated based on a mathematically pre-calculated list, and wherein a true
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random code is generated by sampling and processing a source of entropy outside of
the system.

141. The method of claim 140, wherein said randomization is performed
with one or more random generators and one or more independent seeds.

142. The method of claim 138, wherein said analyzing in step (f) is
performed based on one or more analysis rules.

143. The method of claim 142, wherein said one or more analysis rule
comprises classification according to the one or more classifiers of step (e).

144. The method of claim 143, wherein said classification comprises
speaker verification, wherein the data object vectors involve two classes, the target
speaker and the impostor, wherein each class is characterized by a probability
density function, and wherein the determining in step (f) is a binary decision
problem.

145. The method of claim 138, wherein said determining in step (f)
comprises computing at least one of the sum, superiority, and probability from said
one or more data vector objects, based on the one or more classifiers of step (e).

146. The method of claim 145, wherein the sum is one of a superior and a
random sum computed from the one or more data vector objects.

147. The method of claim 138, wherein said one or more classifiers in step
(e) comprise a super classifier derived from the more than one data vector objects.

148. The method of claim 147, wherein said super classifier is based on
physical biometrics, comprising at least one of voice recognition, fingerprints,
handprints, blood vessel patterns, DNA tests, retinal or iris scan, and face
recognition.

149. The method of claim 147, wherein said super classifier is based on
performance biometrics, comprising habits or patterns of individual behaviors.

150. The method of claim 127, wherein said authentication and encryption
scheme comprises symmetrical and asymmetrical multi-cipher encryption.

151. The method of claim 150, wherein said encryption uses at least one of

output feedback, cipher feedback, cipher forwarding, and cipher block chaining.
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152. The method of claim 151, wherein the encryption is based on
Advanced Encryption Standard (AES) Rijndael.

153. The method of claim 127, wherein said authentication and encryption
scheme implements Secure Key Exchange (SKE).

154. The method of claim 153, wherein SKE employs a public key system.

155. The method of claim 153, wherein SKE employs Elliptic Curve
Cryptosystem (ECC) private keys.

156. The method of claim 127, wherein the authentication and encryption
scheme comprises at least one of a logic test adapted to validate that the intelligent
data carrier has been registered with the server, a device test adapted to validate the
physical parameters at the intelligent data carrier and the host computer device, and a
personal test adapted to authenticate the user based on event-level data.

157. The method of claim 127, further comprising providing a first radar
connector in the intelligent data carrier and a second radar connector in the server,
wherein the first radar connector is adapted to connected to the second radar
connector over the network, wherein the first and the second radar connector are
adapted to monitor and control network connections.

158. The method of claim 157, wherein the first radar connector is further
adapted to detect lost connections and initialize contact to the second radar connector
thereby reestablishing connections.

159. The method of claim 127, further comprising providing an encrypted
virtual file system in the server for dedicated data storage for the intelligent data
carrier.

160. The method of claim 127, wherein the datagrams are dynamically

switched based on their memory pointers.
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