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Receive an identity verification request from a to-be-verified device, where
the identity verification request includes device environment information
of the to-be-verified device, and is used for requesting identity verification
of a user corresponding to the to-be-verified device
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Determine, according to historical feature information and the device
environment information, whether the to-be-verified device is credible,
where the historical feature information includes device environment
information of a historical device
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Determine, according to a result of determining whether the to-be-verified
device is credible, an identity verification policy for performing identity
verification on the user, so as to perform identity verification according to
the identity verification policy
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Receive an identity verification request from a to-be-verified device, where

the identity verification request includes device environment information of

the to-be-verified device, and is used for requesting identity verification of a
user corresponding to the to-be-verified device
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Determine a feature vector corresponding to the to-be-verified device
according to the device environment information when a type of
information included in the device environment information matches a
preset information type
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Input the feature vector to a device verification model, determine whether
the to-be-verified device is credible by using the device verification model
and determine a credibility of the to-be-verified device
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Determine, according to a result of determining whether the
to-be-verified device is credible, an identity verification policy for
performing identity verification on the user, so as to perform identity
verification according to the identity verification policy
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Obtain historical feature information corresponding to a historical
device

S203
Y —

Determine, according to a time interval corresponding to the
historical feature information, a training set comprising first historical
feature information and a verification set comprising second
historical feature information
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Train a device verification model by using the first historical feature
information
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Verify the device verification model by using the second historical
feature information
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Determine historical feature
information offline

4
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Determine a training set (identity
verification/login events in the last
40 days)

Determine a verification set
(identity verification/login events in
the last 10 days)
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Determine, according to first historical feature information, a first
historical feature vector, a second historical feature vector, and a first
credibility label of a historical device corresponding to the first
historical feature information
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Input the first historical feature vector to a logistic regression LR
model, and adjust a model parameter of the logistic regression LR
model according to a first target label output by the logistic regression
LR model and the first credibility label until the output of the logistic
regression LR model satisfies a preset condition
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Calculate, according to an output of the trained logistic regression LR
model, a first probability that an identity verification request sent by
the device corresponding to the first historical feature information is

predicted as a credible request
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Input the first probability and the second historical feature vector to
the XGBoost (extreme gradient boosting) model; and adjust, by
using an output of the XGBoost model and the first credibility label,
a model parameter of the XGBoost model until the output of the
XGBoost model satisfies a preset condition
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Determine, according to second historical feature information, a third
historical feature vector, a fourth historical feature vector, and a
second credibility label of a historical device corresponding to the
second historical feature information
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Input the third historical feature vector to the trained LR (logistic
regression) model; and calculate, according to the output of the
trained LR model, a second probability that an identity verification
request sent by the device corresponding to the second historical
feature information is predicted as a credible request
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Input the second probability and the fourth historical feature vector to
a trained XGBoost (extreme gradient boosting) model, and obtain an
output of a device verification model by using the trained XGBoost
model, where the output of the device verification model includes a
credibility label of the historical device corresponding to the second
historical feature information and a third probability that an identity
verification request sent by the historical device is predicted as a
credible request
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Obtain evaluation data of the device verification model by using a
binary classification method according to the output of the device
verification model and the second credibility label
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Adjust a model parameter of the LR model and/or a model parameter
of the XGBoost model according to the evaluation data until the
evaluation data of the device verification model satisfies a preset

condition
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