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CLAIMS 

 

1. A computer-implemented method, comprising: 

obtaining operation rights to an attribute list of a media file in a software application, 

including obtaining a file handle of the media file and obtaining read or write permission for the 

attribute list of the media file; 

identifying the attribute list of the media file, the attribute list including attribute 

information that describes the media file; 

writing user information that has been generated during execution of the software 

application into the attribute list of the media file in a key-value pair format; and 

storing the media file in an installation path of the software application. 

  

2. The computer-implemented method of claim 1, wherein the user information comprises 

sensitive and confidential information, wherein the user information is encrypted. 

 

3. The computer-implemented method of claim 1, wherein the media file comprises a photo 

file, an audio file, or a video file. 

 

4. The computer-implemented method of claim 1, further comprising writing user information 

that undergoes logic processing by the software application into the attribute list. 

 

5. The computer-implemented method of claim 4, wherein performing logic processing on user 

information generated by the software application comprises: 

performing reversible logic processing on the user information; and 

performing symmetric encryption processing on the user information by using a 

symmetric encryption algorithm. 

 

6. A non-transitory, computer-readable medium storing one or more instructions executable 

by a computer system to perform operations comprising: 
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obtaining operation rights to an attribute list of a media file in a software application, 

including obtaining a file handle of the media file and obtaining read or write permission for the 

attribute list of the media file; 

identifying the attribute list of the media file, the attribute list including attribute 

information that describes the media file; 

writing user information that has been generated during execution of the software 

application into the attribute list of the media file in a key-value pair format; and 

storing the media file in an installation path of the software application. 

 

7.  The non-transitory, computer-readable medium of claim 6, wherein the user information 

comprises sensitive and confidential information, wherein the user information is encrypted. 

 

8. The non-transitory, computer-readable medium of claim 6, wherein the media file 

comprises a photo file, an audio file, or a video file. 

 

9. The non-transitory, computer-readable medium of claim 6, further comprising one or 

more instructions to write user information that undergoes logic processing by the software 

application into the attribute list. 

 

10. The non-transitory, computer-readable medium of claim 9, wherein performing logic 

processing on user information generated by the software application comprises one or more 

instructions to: 

perform reversible logic processing on the user information; and 

perform symmetric encryption processing on the user information by using a symmetric 

encryption algorithm. 

 

11. A computer-implemented system, comprising: 

one or more computers; and 
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one or more computer memory devices interoperably coupled with the one or more 

computers and having tangible, non-transitory, machine-readable media storing one or more 

instructions that, when executed by the one or more computers, perform one or more operations 

comprising: 

 obtaining operation rights to an attribute list of a media file in a software 

application, including obtaining a file handle of the media file and obtaining read or write 

permission for the attribute list of the media file; 

 identifying the attribute list of the media file, the attribute list including attribute 

information that describes the media file; 

 writing user information that has been generated during execution of the software 

application into the attribute list of the media file in a key-value pair format; and 

 storing the media file in an installation path of the software application. 

 

12. The computer-implemented system of claim 11, wherein the user information comprises 

sensitive and confidential information, wherein the user information is encrypted. 

 

13. The computer-implemented system of claim 11, wherein the media file comprises a photo 

file, an audio file, or a video file. 

 

14. The computer-implemented system of claim 11, further comprising writing user 

information that undergoes logic processing by the software application into the attribute list, 

wherein performing logic processing on user information generated by the software application 

comprises one or more operations to: 

perform reversible logic processing on the user information; and 

perform symmetric encryption processing on the user information by using a symmetric 

encryption algorithm. 

 


