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Obtaining security log information of a plurality of security devices, wherein the
security log information includes intrusion event information violating an own
defense policy of the security device obtained by the security device in a network/
system environment.

S202

h 4

Converting log format of the multiple obtained security log information into a $204

preset log format, wherein the preset log format is a log format that is identifiable
by the plurality of the security devices.

Classifying and summarizing the intrusion event information included in the
converted security log information according to preset intrusion event types.

o

Obtaining a corresponding relationship between each preset intrusion event type
and a security device identification.

5206

S208

NN Y )

4

Pushing the intrusion event information which is summarized according to the | S210
intrusion event types to the security device directed to by the security device
identification having a corresponding relationship, so that the security device
adjusts its own defense policy according to the pushed intrusion event information.‘

FIG. 2
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Detecting network/system state information and user behavior information in a /’ 5302
network/system environment according to an own defense policy to generate |
security log information. ‘

y

Uploading the generated security log information to a security log sharing ‘
platform, wherein the security log sharing platform is configured to classify and S304
summarize the uploaded security log information, to generate a plurality of event
types of intrusion event information, and to push the plurality of event types of ‘

intrusion event information according to a preset rule.

A 4

S306
Receiving at least one of the event types of intrusion event information which is /
pushed by the security log sharing platform.

—— l - S308
Generating a joint defense policy by taking the received intrusion event
information as clue information.

FIG. 3



4/5

SECURITY LOG
IMFORMATION
OBTAINING MODULE

FORMAT CONVERTING
MODULE

LOG INFORMATION
CLASSIFYING MODULE

ASSOCIATED
INFORMATION
OBTAINING MODULE

LOG INFORMATION
PUSHING MODULE

FIG. 4

SECURITY LOG
INFORMATION
GENERATING MODULE

SECURITY
INFORMATION
SHARING MODULE

—3504

EVENT INFORMATION
RECEIVING MODULE

JOINT POLICY
GENERATING
MODULE

FI1G. 5



5/5

L

]

—| PROCESSOR
OPERATING SYSTEM ‘
DATABASE .|| INTERNAL
| | MEMORY
COMPUTER PROGRAM
NETWORK | _ | _
INTERFACE ¥
NON-VOLA ADABLE
STORAGE MEDIUM
SEVER
FIG. 6
—| PROCESSOR ‘
OPERATING SYSTEM ‘
| | INTERNAL
| | | MEMORY
COMPUTER ,
EXECUTABLE
INSTRUCTIONS |
NETWORK |
INTERFACE |+ |+
NON-VOLATILE READABLE
STORAGE MEDIUM

SE

DEVICE

FIG. 7



