[000] NEIGHBOR SCANNING IN WIRELESS LOCAL AREA NETWORKS [0002]FIELD OF
INVENTION [0003]The present invention generally relates to wireless local area networks (WLANS),
and more particularly, to methods for scanning for neighboring access points (APS).
[0004]BACKGROUND [0005]WLANs have become more popular because of their convenience and
flexibility. As new applications for such networks are developed, their popularity is expected to
significantly increase. One of the promising areas is the use of Voice over Internet Protocol (VoIP) and
an increasing dientandNE@ISHROR Hf ARG IS HVRELESS MITAL ARRANNSIBYORKSNtiguous WLAN
deployment areas when the user is mobile. [0006]In the IEEE 802.11 standards, the stations (STAS)
can use two different modes to identify APs: active scanning mode and passive scanning mode.
Whether a STAYSES active or passive scditirg HOFEYEUSUAN determined by configurable settings;

in practice bothigogles aremisedréasihieiactiveoacanningimesieshaShAabaosasiadregquency channel

and transmits a Probe R game then Wautzgdf(:(%{1 ascertain Ige%%ﬂgt ftime ta \receive a reply in the

form of a Probenﬁg’éjﬁopse rame. T_‘?ﬁne Probe aéspongtlay frame’is typma?;l; sSecﬁ?%y & AP when the
basic service seeiBdSimperertsHritifid@dtfiicture mode. In case the STA does not receive a Probe
Response frame after a certain amount of time, it tunes to a new frequency and repeats the process.

[0007]In passivi?gg nning mode, the STA trieg}k %?‘%{Bg}ﬁﬁout the presence of a BSS on a particular
frequency chan é/ tuning to the frequency and listening for a certain amount of time in order to

capture the bed68f5irames Wit hardhacg mopnonnianhars e fhEHaRCAPREEPHIIESITA does not

receive a beacqpfiame Hles A-CoRaia RmowRtfHine, i-ines 40vainsw, edussriang repeats the
process. . .. \ . . ,
is expected to significantly increase. One of the promising areas is the use of

Veice over Internet Protocol (VoIP) and an increasing demand for support of
seamless service continuity (i.e,, handover) in contiguous WLAN deployment
areas when the user is mobile. _
{0006] In the IBEE 802.11 standards, the stations (8TAs) can use two
different modes to identify APs: active scanning mode and passive scanning
mode. Whether a STA uses aciive or passive scanning mode is usually
determined by configurable settings; in practice both modgs are used. In the
active scanning mode, the STA chooses a frequency channel and transmits a
Probe Reguest frame, then waits for a certain amount of time to receive a reply in
the form of a Probe Response frame. The Probe Response frams is typically sent
by the AP when the basic service set {BSS) operates in infrastructure mode. In
case the STA does not receive a Probe Response frame after a certain amount of
time, it tunes to a new frequency and repeats the process.

[0007] In passive scanning mode, the STA fries to find out about the
presence of a BSS on a particular frequency channel by tuning teo the frequency
and listening for a certain amount of time in order to capture the beacon frames
broadeast in regular time intervals by the AP. In case the STA does not receivea
beacon frame after a certain amount of time, it tunes to a new frequency and

repeats the process.



[0008]When using passive scanning mode, a STA may know on which frequency channels it is likely
to find candidate AP s, but it does not know exactly when a beacon frame will be sent by a neighboring
AP. Typically, beacon frames are sent in predetermined fixed time intervals, e.g., every 100ms In the
worst case, a STA tunes to the target frequency and must wait for at least 100ms until a beacon frame
occurs. In the case where a STA has only one receiver, its ongoing service on the old frequency is
interrupted while the STA performs passive scanning on the target frequency, [0009]Executing an
efficient hando¥@figi a WLARdmplios seneial reguiiegnareds, suSi Asuigektifiwatiowhicd measurements

of suitable Can@é@e&sd%ﬁ’éﬁ%@g@g@mag%&qﬂlmﬂ@a&é&&é&%ﬁ@&&@@ﬂ&%{%@@&@ecurity context
in the target AP, re-association with the ar)%et AP, and transf’errlng the_data link to the target AP.

[0010]WLA_NsHhsver (PaRAt My ol Bt &V SpEr o P e et g SAPIFAIInRrRS P BORIES Ul seamless
mobility supporirnreichthefproblemedfitedhtreument ML AN SysteniSisthat the wemstification and

measurement of, sl 1013 RN IEAES DR AL R AR MARGR SR A AdRLI RSt for several

hundred milliseconds. Moreover, STA behavior. is not well-specified and the duration of the

measurement prBeES ERRe AR JRIPR AT RITRASH Fhp R AT ORI fBRSCREER A B PPE Hanufacturers.
[0011]In order t@:anaidhAatigesitl &epivics stestuption:iwthieuter 04 epafiples dusisigea VoIP call, the

handover process.n tohe executed auickly (the service interruption time should typically not
exceed severalsfgﬁg%%ga%?g\%% hﬁng(%eéteﬁ%ﬁ%géonds). In addition, the grocess_of STA measuring and

identifying neigki8PtandicBteabag fou Rt pacterer p&icr Y JPURESSnERIR Service in any
noticeable manne:il@akalt hataefcre itbatHisnonesd indmproxetbe £iicanty ahitiegpassive scanning

mode to enable,ysc AlleshAsSe SFanNY. loda IS UARAIRSIIN.PELYGR FRRtiaWtY and seamless

handover, espeuaﬁ y ‘
- in the target AP, re-association with the target AP, and transferring the data link

to the target AP.
10010 WLANSs have traditionally not been developed with the goal in mind
to provide full seamless mobility support. One of the problems with the current
WLAN systems is that the identification and measurement of suitable candidate
APs by the 8TA is a lengthy process, and could last for several hundred
milliseconds. Moreover, STA behavior is not well-specified and the duration of
the measurement process can vary largely with different impiementﬁtions chosen
I by the manufacturers. ‘ . )
[0011] In order to avoid noticeable service interruption by the user, for
example during a VoIP call, the handover process needs to be executed quickiy
(the service interruption time should typically not exceed several tens to a few
hundred milliseconds). In addition, the process of STA measuring and identifying
_ neighbor candidate APs should not impact the performance of the ongoing service
in any noticeable manner.
{0012} Therefore, there is a need to improve the efficiency of the passive
scanning mode to enable use of the passive scanning mode while guaranteeing

service continuity and seamless handover, especially for VolIP,
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[00141The present invention includes methods, signaling mechanisms, and timing information
regarding transmission intervals and schedules of neighbor candidate APs. The AP sends timing
information about the neighbor candidate APs to the SPA, then the SPA can use the timing information
to schedule its tuning to the target frequency and execute identification and measurement of the target
AP in a minimum amount of time. [00151Timing information on neighbor candidate APs can be sent to
STAs using broadcast/multicast-type frames (for example included in a beacon frame) or unicast type
Medium Acces®@a8htrol (MAC) frames. Furtherfidk8\iafdrmation elements (IE) containing timing
information camye sent inMAG-management fames oarbe;piaaxbacked.onia MAC control or data
frames. [0016]A method for neighbor scanning in a WLA N having a STA, a first AP to which the STA
is associated, SFRFEELBREHAAD FEGHILS TARBISEIG TR T Aues arafig i Beacon signal
sent by the secandidd®e ZRe. tihnngFinéorin sittoindSrispoetBd:frormthe:€irst &P docthel83&. The STA

schedules a e iased epihaIliag farmalion. ieJslen orheheason sanalicgsited by the
second AP. [0017]A system for neighbor scanning in.a WLAN includes a STA, a first AP to which the

SPA is associdteRrghethdeesrdRr e AT At Rrationang mroTamsAtgEthee, a scheduling
device configuredsta Adtaivertimingdntonmation fiam the first timing information device, and a receiver

for receiving cqwnicati%@%ﬂ&o%qi&&pggﬁl _B@Qgﬂ@éﬂlﬁ%ﬁ%}ggéﬁ@@%’ﬁﬂg device. The first

AP includes a second timing information device, which sends timing information to the first timing
information deWe&aPIRRISERPiicesi:tRg ﬁ@iﬁ“tﬁif@%%’é‘éﬁf#ﬁ%‘ﬁ%%ﬁ?ﬁ%%@ for transmitting
a beacon signalr witieseinythenMiing informe dianrsb{aie s ttr thebh Facthvsigne inf@@dstidA ccording to the

irst aspet of e presentinysnion. arads pIAVdED.a method o seighbar seapning.n a vireless

local area network aving a station, a first access point (AP) to w the station' Is associated, and a

second AP, theffa@asod egnisridaybrsked s 2HhiseRir Fh afthiFasdest from the station; receiving
timing informatifpn a4 the firat ARHed srbeagBbsignaksenibdy WESNCoRdAR INiAceirdhe timing

information inclyges g0medilarence [elalive (o8 Koo ieence dme oLiansiisglon of the
beacon signal, an the time ditference is an offset In timing unitsS; and reporting the timing information

to the station, vihfsrabajitgTe 1sERIRBEr 8chERTY SiERBhREPE By e SSEanEn B cdivin i HBRiming
information. [004hiAGeardingterthe-secondiaspertoftb g presabiTnNeplonitieradsprovided a

based on the timing information, to listen for the beacon signal transmitted by
- the second AP. .

[0017] A system for neighbor scanning in a WLAN includes a STA, a first
. AP to which the ST4X is associated, and a second AP, The STA includes a first

timing information device, a scheduling device configured to receive timing
information from the first timing information device, and a receiver for receiving
communication signals and capable of being controlled by the scheduling device.
The first AP includes a second timing information device, which sends timing
information to the first timing information device in the STA. The second AP
includes ﬁ beacon fransmission device for transmitting a beacon sigﬁai, wherein

the timing information relates to the beacon signal.



method for neighbor scanning in a wireless local area network having a station, a first access point
(AP) to which the station is associated, and a second AP, the method comprising: sending a timing
information request from the station to the first AP; receiving a timing information report from the first
AP, the timing information report including timing information for a beacon signal transmitted by the
second AP, wherein the timing infofination includes a time difference relative to a known reference
time for transmission of the beacon signal, and the time difference is an offset in timing units, whereby
the neighbot’8¢aHning is ACHTEYEE 1Y elEtatiorrrbeEithn g et ik fisfor et dh Pasddserieduling a
time for the statian{to fisiendosdhaibeacan sigaaliansmitietoykthe seconshAr atheseheduling being
based on the, iming infoinjatieneqort, 1994 1elAgcardig fo.the ird agpect of ine present invention.
there is prO\?ld\ed a station, comprising: a%lmlng information device, ¢on |gure3 0S8N atiming
information TRs§ivés frémingcitaieH T mdiest dove de pHimAR)ciamd tetisydfotinaifrg ifdrmation report
from the firstAPA thertipiasciniarmedianyeneridasludingbiming infermationfor.aheacea.signal
transmitted t%ea sg%ond AP, _vvherei%?:he timing information includes a time difference relative to a

[

known referdRE S e S ARSI &iSH SR IFECHRSE SRS SR HRSAESHRD SacfBhEE R fbffset in
timing unitsjlandhe sifieduiing deviffecinicomimgnidati emdvio thestibringninforniatiancewicks the
scheduling deyice caefigyreg tg&gtb%w@a&%{%qg%mé&%%@ listen T thg.peacon signal

transmitted by the second AP, the scheduling being based on the timing information report.
[0018]BRIEF ERIPTION OF THE DRAWINGS [0019]A more detailed understanding of the
invention may be had from the following description of a preferred embodiment, given byway of

example, ang{o e undergaodin qonjuncion with e aecompanying drawdgs, whergit; (0020]Figure
1is a flow ;agra of a method 161 communlcatlrﬁ)g timing nformation between & TR an’ap
associated toethedSTacighbios wanditare APr{seoivirlguve Rtisakdiaynen Mesmatidgstectsming for
scanning onggansidaie wR: 0B 2 kigkre JdsoaMagram dllusadinopthe diming.fos seammag channels;
and sending a timing information request from the station to the first AP; receiving a timing

information report from the first AP, the timing information report including timing

information for a beacon signal transmitted by the second AP, wherein the timing information

inciudes a time difference relative o a known reference time for transmission of the beacon

signal, and the time difference is an offset in timing units, whereby the neighbor scanning is

achieved by the station recetving the timing information; and scheduling a time for the station

to listen for the beacon signal transmitted by the second AP, the scheduling being based on

the timing information report.

[0017¢) According to the third aspect of the present invention, there is provided a
station, comprising: a timing information device, configured to: send a timing information
request from the station to a first access point (AP); and receive a timing information report
from the first AP, the timing information report including timing information for a beacon
signal transmitted by a second AP, wherein the timing information includes a time difference
relative to a known reference time for transmission of the beacon signal, and the time
difference is an offset in timing units; and a scheduling device in communication with the
timing information device, the scheduling device configured to schedule a time for the station
to listen for the beacon signal transmitted by the second AP, the scheduling being based on

the timing information report.
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[00231Figure 4 is a diagram of a system for communicating timing information between a STA, an AP
to which the STA is associated, and a candidate AP. [0024] DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS [00251 Hereafter, the tez at "station" (STA) includes, but is not limited
to, a wireless transmit/receive unit, a user equipment, a mobile station, a fixed or mobile subscriber
unit, a pager, or any other type of device capable of operating in a wireless environment. When
referred to hereafter, the term "access point” (AP) includes, but is not limited to, a base station, a Node
B, a site controliéi,gdr any other BRERBIIMABHRENT] S ViIEcTHE WReWIS EAvironment. [00261The

present inventiggjagludes Mgihods, e G Big/relion Jegasdg, snamissiomintenvals o

neighbor candidate APs, typically beacon frame transmit times, are sent to a STA tg improve the
efficiency of théPPaEENEETAIGPR FrivRREISTIS PR PR RIS e RS HRYING T STHZESM Ba‘tgotﬂt the neighbor
candidate APs1e tihdstsEdud FhesnfAdiieneih tiscathenimaingriprwation tdechiedule its tuning to the

target frequen%@bﬁl.exec%{%%ggﬂg%ag&g an q,wr&mg&%glg%ggc%gkmmum amount of

time. [0028)Figure 1 is a flow lagram of a method 100 for communicating timing information between
a STA 102, an BETARAGIATEaRIE ST ha R Foriatesdsodia ity rf & CARTEHR AP (AP2) 106. As
optional first steps the STAF0Z requesisidirning intermatigniter theisgfdidatenAB? 486 from AP1 104
(step 110), which @%the%uests timing information from AP2 106 (step 112). AP2 106 reports its timing
information to APY tstep 14). This step is required only if AP1 has not already obtained AP2's timing
information bef8&#and; th&igwre hdvlifoHarmEn SIS RITE (6 TP S¥niftgT 8 M ation (discussed
below). AP1 repgsts;the skaing information for AP2 to the STA 102 (step 116). The ETA 102 then

schedules timeg d%{pe to AP2's fr q%egcgi é&%&a% 55%3?5?&%%9 (:%;g&%%&{%)%gm{ging information
a u

of neighbor carf CIE) e APscEninc e, for

information between a STA, an AP to which the STA is associated, and a
ecandidate AP.

[0024] DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0025] Hereafter, the term “station” (STA) includes, but is not limited to, &
wireless transmit/receive unit, a user equipment, a mobile station, a fixed or
mobile subscriber unit, a pager, or any other type of device capable of operating
in a wireless environment. When referred to hereafter, the term “access point”
{AP) includes, but is not limited te, a base station, a Node B, a site controller, or
any other type of interfacing device in a wireless environment.

{00261 The present invention includes methods where timing information
regarding transmission intervals of neighbor candidate APs, typically beacon
frame transmit times, are sent to a STA to improve the efficiency of the passive
scanning mode.

[0027) The AP sends timing information about the neighbor candidate APs
to the 8TA. The STA then can use the timing information to schedule its tuning
to the target frequency and execute identification and measurement of the target
AP in a minimum amount of time.

(0028} Figure 1 is a flow diagram of a method 100 for communicating
timing information between a STA 102, an AP (AP1) 104 to which the STA 1021s

A



example: beacon intervals (the periodicity of occurrence of beacon frames), a targeted beacon frame
transmit time, or contention-free and contention-based periods. Timing information about a neighbor
candidate AP can be communicated to the ETA in form of an absolute time reference (e.g., a time
stamp such as, "neighbor beacon frame will occur at time xyz"), or a relative time difference to a
known reference (such as indicating the number of time units difference from the frame where the
timing information was sent from AP1 to the ETA or from APL1's previous or current beacon frame).
[0030]Becausesthectititigraf the-tsitamei sRdn B thetn dxtdpemoehfirahsteis ndeldoWi a precision of
more than a fey, liseaande disI0.e FRaulemantdor deyissdaiailigoieendiaf any on-going
e

transmission/reception before transmitting a beacon, the AP signals to the ETA an interval of time for

the estimated r&d&kiGReTOFHERAIERIVE LATRE RIS %%%gﬁ%%ﬁ%ﬁ?ﬂfﬁ%r&ﬁf 188311 Timing

information suppliesdtSARCAabakwye besdtipplemiarie My siasertaintirgenddg Adtiby a specified

rule allowing the STA derlye theiind isferation apdlior e ngsriainiv paried. Generally, the
rmt e

current AP wou 8Engtooréﬁy In e ETA that the beacon frame of the candidate AP will occur N time

units earlier theaffdopshaseRAPier Hddk ih Frae thtREtE RSO AR EA B8 ™ Hue to

uncertainties, therbeasat: fmmethihereangidate APV il ceeSTwWillth (MeprnesurTis:iiare and 1, time

unts after the lndieated (e oImelieal anasherhgaabilte'adiah b dediaitibpperiod, instead
[

of being specified every time the provides timing information, is signaled separately (through the
beacon, for exakhple) or is a specified fixed value. Both of these approaches would save signaling
bandwidth. [003gdgkiming infprmatiofenneighsaisendicate APscatrbesent el As using solicited
and/or unsolicited broadcastimulticast-type frames (for example, inclyded in a;heacon frame), or
solicited and/or'{zl]",”ﬁ3‘533‘&(;?)}8itgglafr?\zlJL ?é%ﬁ%%e@gmglﬁ%%néé% (%:)(P cegxaanTg,[in Asgociaxt%’oh zesponse frames,

Reassociation Regptaiseetesm et ProbaiRESpoISSmisnasn-frite ARAFORBRIMRRESES) containing

timing informatigg A8, Pe.seplin(enas:pasef Makhnanagarie Arftaresonaamberpiggybacked onto
MAC control or datgl fr i

nes. com unicEthg tirri_]}jir;1 in mr‘&[_bnatilgn tOSEIIASe%%‘QH%"Ss%éﬂCAEde using
inter-layer serviteBRmitves (B A  MRRE Ry Siga Tayer (BHYF STA managament entity (SME)) to
initiate, confirm “esighlepdraormdctionsyiihetaeig Sesdirig MACTslghasitgnk diffesenvidd@surement actions,
etc. [0?33]Taea@£&a%m;@é§mat m%@géigaiﬁbéﬂﬁl‘mbéﬂﬁm@@dmmculw AP by
several methods, including: the AP uses network side signali retri timing infarmation of
neighboring APE3HE R TTEE HEREAPKES %IJ%,rnenrﬁveaﬁ 5 %%%ﬁ%%%é&%%‘gﬁ\ﬁé %&ﬁ%eﬁsp;esports from STA
measurements, pethe:AR usesd beateniétming device on the network_ [0034]In network side

signaling, the Ag gxchange dpfounalion.abput the dransnussinptimeneliheic-beacensithrough the
distribution system connecting the APs togetr:,er Tgt]Fre ar .severcglfpo sible im Iementgtions for

network side sighiG SO RECARRBIEPERF Rformation about the |?nl;ﬁlu(1)rfe its beacon
transmissions tdalldaReoverthi disttizutioh dysterenaoins ARpeuiasiw/regetantibeiateinformation

from another AR whichuespands drough thedistribusian-sysican AlterrativehmtheARcan query a

network timing database, such as advan_tagleo sly realized as Fart of a ce traﬁrremote or local network

management erft SR ESH R PAT GG A ST iR EPe BB R Rt H IR ETAY” %WS]When the AP

nei oring
uses its own me@saigmentstohheigidbonitiRe, shpplied to STAs ean always be supplemented

by uncertainty periods, or by & specified rule allowing the STA to derive the
timing information and/or the uncertainty period. Generally, the current AP
would not only inform the STA that the beacon frame of the candidate AP will
occur N time units earlier than the current AP's beacon frame, but would also
inform the STA that, due to vncertainties, the beacon frame of the candidate AT
will occur within M time units before and L firne units after the indicated time or

time interval. Another possibility is that the uncertainty period, instead of being
5.



measuring AP listens to the beacons of other APs and measures the transmission time of the
beacons. Based on the beacon transmission interval, the measuring AP can infer approximate future
transmission times. This method is useful when neighboring APs use the same frequency channel as
the measuring AP. Otherwise, this method would require the measuring AP to tune to other frequency
channels from time to time so that it can listen to the beacons, which is a less attractive solution.
[00361For the AP to use reports from STA measurements, STAs report to the coordinating AP the
time(s) at whichr#fet esetydiveateriRanvridigiboitg RSy armip wigh Bed eerrrpdpSmission
intervals, the idepfity.f the Nelghbating. AR 8pd:a iinestarnliheneignhoring Ak The coordinating
AP can use this combination of absolute and_relativ Eilme references to derive the timing information.
The coordinatif§EP*EisFLtHL IAYE 5}?%% itgi"’y'and inferS approximate future transmission

times of the beémsdifor thetanii2snkd83 Tt rore g ST Acentitsta A33ait basentiodlag in the
Association Reguest.[rame in e Reassecaliondzeqneskitameyqr i fie &P%%E%eﬂ frame. The |

flag is used to indicate that the STA wants to receive aqneighbog_ ri'egggrt element in . the corresponding
Association ReS58HSS fith tBe#sen SeapphithsREL 6 AR MRS OF RO B i8R & aime. The flag can
be implemented-ivarifauexuayssfon dxamipléoasiassimpicbitfagierasantiEncorgminisg multiple values
indicating the type of infosmatian the STAdesites o relrievie-fom iheAb-Thenelghbr report element

can include a timing synchronization function (TSF) information field, which includes a TSF offset
value and a be #EBFEAY ARG STOT ThERBRGRTGCRR M e SRS R VERRCFsO5,5peR8ed in timing
qnif[s (TUs), Whiﬁ@g@cb&cfm&)@amplm_aad wﬁhﬁmdﬁsé@ﬁg&wedity@miﬁxmnﬁﬂmgngth, and is the
timing offset bepyycen ths.coarrinating,d':anddbe.nEigNbOrAB expiessatin Iiadgladve (o the

coordinating AP> eacon Interval value can in one advantageous embodiment and without loss of
generality be exXésoabical thiet eBcon TrahsHseHntte TrETTEWRE NN 48 E Hhical default
value of 100ms.J0838] Taming:jifarmatietdegarting neigehamgaMidatdghRsmaf-bastored, accessed,
or configured in_an Al’ manﬁgemegtg&formation base (MIB). The MIB may be either a MAC layer MIB

or a PRY layer ﬁf@s‘iﬁe&%} s

W0 scénarios are shown in Figures 2 and 3. In Figure 2, when the STA

knows the appriiaFate tim&%st drivgiaonnabenebrriehhne rerditeiigRben RagRNeEte AP, the

scanning time duringwhish-a SPApeedsdDvwRIdeN AN aRCcyse heawapaitieular AP is

typically around several g‘lilliiecopéjs if theftimingoilgfogrrrl\éla% n is k@@\évr\lahglg&yq1 &g& one full beacon
tkn '

interval (typicallf/]L st ¥ ﬁ%vﬁmni}ﬁlgnﬁw%?r%%(jn i& AGtKknown:

measurements of neighbor APg, the AP uses reports from STA measurements, or

the AP uses a generic timing device oﬁ the network.

[0034] In network side signaling, the APs exchange information about the
transmission time of their beacons through the distribution system connecting
the APs together. There are several possible implementations for network side
signaling, such as: an AP broadcasts information about the timing of its beacon
transmissions to all APs over the distribution system, or an AP requests beacon
timing information from another AP which responds through the distribution
gystem. Alternatively, the AP can query a network fiming database, such as
advantageously realized as part of a central remote or local network managerent
entity to obtain current timing information about its neighboring APs,

{0035} When the AP uses its own measurements of neighbor APs, the
measuring AP listens to the beacons of other APs and measures the transmission

time of the beacons. Based on the beacon transmission intervel, the measuring

8-



[0040]In Figure 3, the gain of the proposed method when scanning several APs on different
frequencies is illustrated. Typically, when using timing information, the STA can establish a schedule
based on the occurrence of the beacon frames and measure all of them in a single or few number of
beacon intervals, whereas it would require several beacon intervals if timing information was not used.
The "uncertainty interval” shown in Figure 3 refers to the uncertainty regarding the exact time of
transmission ofélge beacon due to the need to defer tg other transmissions. 100411 The methods

described abov& AR ETARIE R R BEHTS TR HUEHON AR Tarsthed it tursfbABANs based on:
802.11r (Fast B&SeBharismiddion)s8QRel kentE xientded-S alvicm S ei{ BERB)Meast)ixg022 1k Radio

Resource Measggﬁ%,%%&&@ %@Q'@{&lﬁg%gt%&%% met@}%(ljes are t%lgxp applicable to

other wireless network types, [0042)Figure 4 is a diagram of a system 4%’0 r communicating timing
information betWEaHEE TRARBYS ST BTRA B RS A RARIE Fath BsterA4be heagerp orhigkisand a candidate
AP (AP2) 406, EHessystemi#@Q@d«iatidae used when timing information is passed from AP2 to APi via

the distribution rk. Th Q2 | timing. ion devic 0, a scheduling device
toverk The b Aeadidudes adimineniaaliondedicedl a.5che

412, areceiver 414, and an antenna 416. AP1 404 includes a timing information gévice 420. AP2
includes a timinEPhIBTFHEGH:E AV cBuBme @ R SRR IRRE Mrasibh kreorsciorsp paishikeniafitenna 434.
10043]The systaP(#alapertaseasiollawsnis anioptods] Hepialify40thrasuestsdnging information
dovice 420 at ABLI0R AR LA s en Sa I el e A Rt e £ BB Wough tming
information deieeRpatisRdniigliFfsRRsiabizeidine3efraspestive jeeedduc ibveigaibove in
connection withikfgtifatiorAPle404rean viageivasthe difRipghintosmation reearing,A R2:406 in a variety of
ways. approximate future transmission times of the beacon for these APs.
[0687] When a STA enters a BSS, it can set a flag in the Association
Request frame, in the Reassociation Request frame, or in the Probe Request
frame. The flag is used to indicate that the STA wants to receive a neighbor
report element in the corresponding Asseciation Response frame, Reaasociation
Response frame, or Probe Response frame. The flag can be implemented in
various ways, for example as a simple bit flag or as an IE containing multiple
values indicating the type of information the 8TA desires io retrieve from the AP,
| The neighbor report element can include a tlmmg synchronization function (TSF)
information feld, which includes a TSF offset value and a bescon interval value
for the neighbor AP, The TSF offset value is expresse;d m timing units (TUs),
which are for example and without loss of generality one microsecond in length,
and is the timing offset between the coordinating AP and the neighbor AP
expressed in TUs relative to the coordinating AP. The beacon interval value can
in one advantageous embodiment and without loss of generality be expressed asa
target beacon transmission time (TBTT), which has a typical default value of
" 100ms.
[0038] Timing information regarding neighbor candidate 4Ps can be stored,
accessed, or configured in an AP manasgement information base (MIB). The MIB
may be either a MAC layer MIB or a PHY layer MIB,
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[0044]In AP2 406, the beacon transmission device 432 transmits its beacon via antenna 434 and
communicates the timing information for transmitting the beacon to the timing information device 430.
The timing information is sent from the timing information device 430 to the timing information device
420 in AP1 404. AP1 404 sends the timing info, ziation for AP2 406 from the timing information device
420 to the timing information device 410 in the STA 402. [00451 Once the STA 402 receives the timing
information for AP2 406, the timing information is passed from the timing information device 410 to the
scheduling devic@3812. Th&scheehitisy devibewid thdbgered Resd/hcn thedsd 2 4B2nvilikadjust its

receiver 414 logeaq Al 186y e heaaal USSR ALARZ 4061904 61AlguaN the features

and elements of the‘éresent Invention are described in the preferred embodiments in particular
combinations, &aBfitatrdre: Shefeaeietrs 4 URe AR hhcuetid el Raf #8€and elements of
the preferred ethbpdinenidjear inpsatiouiachmbitationy withiad withenltoiiisedeatsitesand elements of

the present inveglign  GLAINS, WHALISEAINET S one sl AJDSIDALIRRIGHRLSEANING in 2

wireless local area network having a station, a first access point (AP) to which the station is
associated, and¥¥sEcbadRPSHETTRINE EoMPERATE: receiving a timing information request from the
station; recgiviny timinghirigtndgjoReaghinefital Abbleeahencawbignaksenighywaisecond AP,
wherein the timjng information Includes .[me difference relatiuanle akaounference time for
transmission of the beacon signal, and the time difference i€ an offset in timing-units; and

reporting the tinsHfyRHapmaheroo satsestiinish Herdisy the Irergho s armgiee séhifsved by the

station receivingdiiedifpiRg:nfermation:re 21t 2f fHeenmethethgecs dingdosiaimdrsubarein the |

reference time i A largel, peacon Wanamission time fqr 2 first beacon tiom e Second AP.
was not used. The “uncertainty interval” shown in Figure 3 refers to the
uncertainty regarding the exact fime of transmission of the beacon due to the
need to defer to other transmissions,
[0041) The methods described above are applicable to IEEE 802.11-based
WLANs, and in particular to WLANs based on: 802.11r (Fast BSS Transmission),
802.11s (Extended Service Set (ESS) Mesh), 802.11k Radio Resource
Measurement, and 802, 11n (High-Throughput WLAN). The methods are also
applicable to other wireless network types,
{00421 Figure 4 is a diagram of a system 400 for cornmunicating timing
information between a B8TA 402, an AP (AP1) 404 to which the STA 402 is
associabed, and a candidate AP (AP2) 408, The system 400 can be used when
timing information is passed from AP2 to AP via the distribution network. The
STA 402 includes a timing information device 410, a scheduling device 412, 2
receiver 414, and an antenna 416. AP1 404 includes a timing information device
420, APZ includes a timing informaftion device 480, & beacon transmission device
432, and an antenna 434,
[0043] The system 400 operates as follows. As an optionsal step, STA 402
requests fiming information about AP2 406 by sending a reguest from timing
information device 410 to the timing informalion device 420 at AP1 404, AP1 404
receives the timing information regarding AP2 406 through timing information
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3. The method according to claim 1, wherein receiving the timing information includes receiving the
timing information about the second AP by network side signaling. 4. The method according to
claim 1, wherein the reporting includes sending the timing information in any one of: a beacon frame, a
probe response frame, an association response frame, a reassociation response frame, or an
information element in a medium access control (MAC) frame. 5. The method according to claim
4, wherein the MAC frame is of a management subtype. 6. The method according to claim 1,
wherein the redeeise i2pandtimineintietprepaceetiiessrsietndiatesrrdgabeveita reassociation

request. TeobhecHRLboch Fesording ta glaimd rdusthencarmprising.raauastingdkaing information
from the secor;g%@P. . 8.The m(fgthod according to claim 1, further comprising requesting beacon
measurements o StaREREHEELAAT8H with the first AP, the beacon measurements including timing
information.  [0084A metlediRE 406ighbbessontraingrivsowiteresssiycabasaitndaborkonaving a station,

a first access paint (AR) o which the slationds: assaciaiednARe 29860Ng ARmiReHRethod comprising:

sending a timing information request from the station t% he first AP; receivin%é% timing information

report from the HHEPRE T R RITRAEeR ATRBOH T u%lthngnﬁ%“ﬁfﬁﬁ% UG R

beacon signal
transmitted by the sSedopdnAPpatiercievtbeddth ndlinfomioddrokidesdevimet HiffordHée relative to a

known referencg,iimedfprfgansmission efihe.beacon.signat,apsihecime difierengeiis.an offset in
timing units, whereby the neighbor scanning is achieved by the station regeigrjﬁﬁ%é%(f timing information;
and  schedtHIgEERREIRR A& G nsne R T or B R eSS TP tHaR by the second AP,
the scheduling et base@erettie SMingpihfersnat dherépory inforni@idihiomiéthélEaldeording to claim

9, wherein the (efarenceimeis.a;lafaetheasanansnissionimafar adist eaagnysignal from the
second AP. scheduling device 412, The scheduling device 412 determines when the STA 402

will adjust its receiver 414 to scan and receive the beacon transmission from AP2

408,

[0046] Although the features and elements of the present invention are

deseribed in the preferred embodiments in particular combinations, each feature

or element can be used alone (without the other features and elements of the

preferred embodiments) or in various combinations with or without other

features and elements of the present invention.
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11. The method according to claim 9, wherein the receiving includes receiving the timing information
report in an information element in a medium access control (MAC) frame. 12. A station,
comprising: a timing information device, configured to: send a timing information request from the
station to a first access point (AP); and receive a timing information report from the first AP, the
timing information report including timing information for a beacon signal transmitted by a second AP,
wherein the timing information includes a time difference relative to a known reference time for
transmission of the beacon signal, and the time(diffigegiice is an offset in timing units; and a
scheduling #évaees iiatoramistication with the timing information device, the scheduling device
configured to schedule a time for the station to listen for the beacon signal transmitted by the second
AP, the scheduling! being/Bséerd e aiingSrRomRatnR Hpdees local Fermettatiorpaitedding to
claim 12, wﬁ&%‘?ﬁ AEEhT ﬁ?fBPr‘H%\i'f‘oDH ifevitiendeotiRRnds F85RARIRM BRE AFARETRFMERON report in
an informatiBiF 8%%8 dium cce@gg control (MAC) frame. NEIGHBOR SCANNING IN

WIRELESS LOCAJ_ AT sl %"?899 f‘% JURpLECaIYG D A g ess local
area networ}s&mgeﬁq% mnma %ﬁﬁ&ﬁ&%&ga& d"f?a IBSAUOR IS ﬁ'ate and a
second AP hegiBsdayiRRIeraHIGHNRG mf@rmwwf@h%@th@%m c,%eiatabyoﬂ@tsecond AP.
The timing infarmmaiionits ee@orted from the first AP to the station. The station schedules a time, based
on the timing informegticind thiestennfpinthenbtarc tntsey satitransheittds e ﬂmgseooadaﬁrﬁ?mg is

achieved by the station receiving the timing information.

2. The method according to claim 1, wherein the reference time is a target
beacon transmission time for a first beacon from the second AP.

3. The method according to claim 1, wherein receiving the timing information
includes receiving the timing information about the second AP by network side signaling. :

4, The method according to claim 1, wherein the reporiing includes sending
the timing information in any one of; a beacon frame, a probe response frame, an
association response frame, a reassociation response frame, or an information element
in a medium access control (MAC) frame.

5. The method according to claim 4, wherem the MAC frame is of a
management subtype.

8. The method according to claim 1, wherein the request is part of any one
of: a probe request, an association request, or a reassociation request.

7. The method according to claim 1, further comprising requesting timing
information from the second AP.

8. The method according to claim 1, further comprising requesting beacon
measurements from stations associated with the first AP, the beacon measurements
including timing information.

8. A method for neighbor scanning in a wireless local area network having a
station, a first access point (AP) to which the sta’non is associated, and a second AP, the
method comprising:

sending a timing information request from the station to the first AP;

receiving a timing information report from the first AP, the fiming information
report including timing information for a beacon signal transmitied by the second AP,
wherein the timing information includes a time difference relative to a known reference
time for fransmission of the beacon signal, and the fime difference is an offset in timing
units, whereby the neighbor scanning is achieved by the stafion receiving the timing
information; and

scheduling a time for the station to listen for the beacon signal transmitted by the
second AP, the scheduling being based on the timing information report.
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Fig. 1

10.  The method according to claim 9, wherein the reference time is a target
beacon transmission time for a first beacon signal from the second AP.

11.  The method according to claim 9, whersin the receiving inciudes
receiving the timing information report in an information element in a medium access
control (MAC) frame.

12. A station, comprising:

a timing information device, configured to:

send a timing information request from the station 1o a first access point (AP);
and

receive a timing information report from the first AP, the timing information report
including fiming information for a beacon signal fransmitted by a second AP, wherein the
timing information includes a time difference relative to a known reference time for
transmission of the beacon signal, and the tirme difference is an offset in timing units;
and '

a scheduling device in communication with the timing information device, the
scheduling device configured to schedule a time for the station to listen for the beacon
signal transmitted by the second AP, the scheduiing being based on the timing
information report.

13.  The station according fo claim 12, wherein the timing information devi.ce

is configured to receive the timing information report in an information elementin a
medium access control (MAC) frame.
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