THREAT MANAGEMENT SYSTEM AND METHOD CROSS- REFERENCE TO RELATED

APPLI CATI ONS [ 0001] The present application is related to

commonl y- assi gned application, entitled "Policy Managenent System and
Met hod, " U.S. Patent Application No. 112/236,436, filed Septenber 23,
2008. The present application clainms priority to U S. Patent
Application No. 12/236,439, filed Septenber 23, 2008. The contents of
these prior applications are _incorporated by reference herein.

BACKGROUND OF THE | TNURRATAIANAS TRESTRYERNDOME B39, The present

i nvention relates to a threat managenent system and nmethod i n managed

systenms [0003] A ngREBIREFERESRE PONEHRTEDPAPPLAVARFONS! N- key
solutions for various custoners in a wide range of fields requiring

i nf or ma{aRn] TREHRANPEDHIiICAtbh 1S HRRAT th coMiroRlytastiBRseapbiigitids, entihéd ‘@ otigy

be various standards for industry conpliance. A nmanaged services
provi defafniet Bystdhs b Tkthod 2T Ypatint AppIAREn Rb RIS 6, £188 SSMERber
area is the security area. .
23, 2008. The present application claims priority to U.S. Patent Application No. 12/236,439,
filed September 23, 2008. The contents of these prior applications are incorporated by

reference herein.

BACKGROUND OF THE INVENTION

FIELD OF THE INVENTION

[0002] The presenf invention relates to a threat management system and method in managed
systems

[0003] A managed services provider can provide turn-key solutions for various customers in
a wide range of fields requiring information technology (IT) support. Within these fields,
there can be various standards for industry compliance. A managed services provider can
help customers comply with those standards. One such area is the security area.

[0004] User sites or networks, even when part of a managed services system, can be
susceptible to security attack. Customers can define or determine policies, and in some cases
can police them, but in some cases policing is difficult, cumbersome, or virtually impossible.
[0005] It would be desirable to take advantage of security implementation in a managed
services system to facilitate security monitoring and policy compliance for one or more

customers within the managed services system.



[ 0004] User sites or networks, even when part of a nanaged services
system can be susceptible to security attack. Custoners can define
or determne policies, and in sone cases can police them but in sone
cases policing is difficult, cunbersare, or virtually inpossible.
[0005] It would be desirable to take advantage of security

i npl enentation in a managed services systemto facilitate security
noni toring and policy conpliance for one or nore custoners wthin the
managed services system SPMMMWWROFFHEJNVENB@NON [ 0006] In view
of the foregoing, it is one object of the present invention to tailor
t hr eat i[@ﬂ%? i vigwtof 8¢ faregoipgdpis Raeobipct vhHiggecsentyryeatien odpilarfyrati dual
users, wthout having to parse individual user details such as assets
at ri sk ideatificatippend tskpanse eananagerhsysieing ier ipdivslorltusers,rwighout kavirggs garse
assets. BRI EF DESCRI PTI ON OF THE DRAW NGS [ 0007] The present

i nvent i dmlividuad @se detodsuek neassetavat isky afdayens of threatd thet raighignpsenyd migk to
drawi ngs, simlar reference nunbers being used to indicate

functi onigdsk yssetsm | ar el enents. [0008] FIG 1 is a high-level block

di agram of a systemin which the present invention may be

i npl enented. [0009] FIG 2 is a nore detailed, but still high-Ievel
diagramidentifying sone elenents of a systemin which the present

i nvention may be i npl BRARFDHESCRIPTION OF THE DRAWINGS

[0007] The present invention is described herein with reference to the accompanying
drawings, similar reference numbers being used to indicate functionally similar elements.
[0008] FIG. 1 is a high-level block diagram of a system in which the present invention may
be implemented.

[0009] FIG. 2 is a more detailed, but still high-level diagram identifying some elements of a
system in which the present invention may be implemented.

[0010] FIGS. 3-7 are block diagrams of some of the elements depicted in FIG. 2.

[0011] FIG. 8 is a flow chart describing one aspect of the invention.

DETAILED DESCRIPTION OF EMBODIMENTS
[0012] FIG. 1 depicts a system which includes one or more servers 101-1, 101-2, ..., 101-n
in a server farm 100; a plurality of clients 121-1, 121-2, ..., 121-m in a customer system 120,
and a network 110, to which either the server farm 100 may be connected, or to which one or
more of the servers within server bank 100 may be connected. The customer system 120 may
be connected to network 110, or one or more of the clients within customer system 120 may
be connected. The network 110 could be a high-speed connection, or a set of high-speed
connections between the server farm 100 and the customer system 120, or in one

embodiment, may be the Internet.



[0010] FIGS. 3-7 are block diagrans of sonme of the el enents depicted
in FIG 2. [0011] FIG 8 is a flow chart describing one aspect of the
i nvention. DETAI LED DESCRI PTI ON OF EMBODI MENTS [0012] FIG 1 depicts
a system which includes one or nore sgrvers 101-1, 101-2, ..., 101-n
in a server farm100; a plurality of clients 121-1, 121-2, ..., 121-m
in a customer system 120; and a network 110, to which either the
server farm 100 nay be connected, or to which one or nore of the
server s [1BHIFHG sedapints Hhigk levelthapdwerbeonfignration mdludinge netysarbtermed gst em
120 may be connected to network 110, or one or nore of the clients

wi t hi n dosgingraeea epvsdrk (HARND 266y ThzeHAD06 ctaydnclidechandtane (ikclddife eoiousl be
a hi gh-speed connection, or a set of high-speed connections between

t he ser kéids baservelt)Gnchiding deevee BainOIPOans ¥SbEiied 22ver§)pobsiblY Be or more
enbodi nent, nmay be the Internet. 3 [0013] FIG 2 depicts a high

| evel  hafofa afaGRiv drRASAINY. A ctdispad in B det@ oRgh YRk sth R I dn@ud1fs bithgt
area network (HAN) 200. The HAd&ﬂﬂzogl %ay incl%\ge hardwa(rie (iﬁ%l udi ng

vari ous iiiRdso BckB&IY 8 Broutel§] Al Rl SE Ve mf)@tﬂéf(FWQM nth aggemkat ed
servers; possibly one or norée storage area networks (SANs);

2CCOMD s RO B ORLT HEHEL0 LM IR Iohl 1080, ©

th fi ]} t 220, ded. In FIG .2 the fi |1
o bt TFITHY KBl ORISR AR S5 ROOC ot B B b
ASATN) .

st r uc P &1 B abadetEue s SRS TR et e ® Panti ne

230. O har dwar, e nnunber ed) .in HAN 200 may includes Weh servers,
appl | cag'%mog’éf b@éﬁ%{?f%wawg&eragk PR 29@'%&%0}114%?0‘/ Sﬁ%@mb@pﬁcaﬂm

i nterconnected to and anong each other in ways well known to )

or di nar seryersiand{os datahase seays, Wodumyy phintsreonpesilde angd ameng gagly ether dn,
HAN 200 contains the hardware for providing managed services to one
or a pl wess wel kedwiiogrdinenly skifed#rtisanst omer may have one or nore
servers dedicated to nmanagi ng services for that customer. HAN 200
woul d all@d4t bnerei aspeat off the fnyemhionpHANZ t0rchiamis g raedvearaifor praviidingrat i on,
including but not limted to types of assets; types of threats, and
possi bl enanagedisenvices © ahicfot e pindlity ypastonferd Haehtsstorhdrfrfiagriant omustnaner s
may have different assets to protect; may be susceptible to different
Ki nds okert/¢it dédiSatedtd tndiByin® pavidésiot thabdus@mét. HANEIUD would\dlss Eontain a
different counters to common threats may have the sane or varying

degr ees ppifosh f&%%ﬁﬁ@i@_ﬁ@%ele{raﬁ%@ﬁtﬁlnﬂaﬂoﬁﬁmh{?blﬁ AbMirBRS th WpefoLatsdtner
in one aspect of the invention, relative values or weights may be

assi gnegyeof MfakUSIIPTREDIE cARR&E B difftdnd (9p RAF AL DI SALRdnRrd Q7 €

assets, i'n order to prioritize t hreat handling for that custoner.
dat a 1 o AR Ep ekt 8 o e UL BBRRTER e LAl e
operate in an environment in which different counters to common threats may have the same
or varying degrees of effectiveness.
[0015] In managing services for a customer, in one aspect of the invention, relative values or
weights may be assigned to the customer’s assets, and to potential threats to those assets, in
order to prioritize threat handling for that customer. Customer specific data may be

combined with common or centralized data to determine those values or weights for that

customer.



4 [0016] Turning back to FIG 2, there are various nodul es which may
conprise software housed on separate servers or conmmon servers W thin
HAN 200, or nay be separate conponents thensel ves. One or nore of

t hese nodul es may be distributed anong different servers and/ or
different custoners, or may be housed centrally for use with a
plurality of custoners, or sone conbination of these possibilities.
These nmodul es include, anpbng others, a configurati on nanagenment

dat abas d0Qlol/MRynimzeeck hFKh 2ntigreiancvanges BegelesavkiciovpBsomprisesaftivaigs
aspects of managed services, including a security elements CVDB 242,
a net worhkusd enseasat CDBr2 dicomamat ssnagevidhie g 200ChDBap 46 sepantt a
conpute el enents CVDB 248. These CVDBs 242-248 may reside on the sane
set of sempedchis thersepas.aOac banbreof theenmodlleszad) sativabsed anompdifferenter s
used with particular customers, depending on the services being
managed selvef9 kd/ofdiferedt @lstehed) 6¥a@be haiSédientrallyeRo Lt vita pRIAGgesENt
nodul e 250. In the managed services field, workflows are Inportant to

or gani Zeu@ahdeBrRbAL BomTRSHINYTIERO bossBARMY L TRR FRAALENRBRHe, ML 81RR0
provi des integrated workflow for managi ng incident resolution. (In

the contexhs rati&%ﬂagéﬁéhtt détQB/a?‘s‘é‘géMDBl) Q%,'@Mﬂilg%ﬂﬁkluﬁé‘y gﬁt@CI{AWB@»%r

to a custoner's assetS (conputing systeng an net wor As seen

in FIG vari Js%y?egﬁ%%ﬂaﬁ?é?%e/&?c@s,iki%(flgcﬁl\gg_ea ?ec Otﬁ%&e%eé%%fl\@[%? %ﬁiﬁg%&grork

Qevice_s at us, fartIC? _ mgr n-one as gc _
ot ati SheER bR ot eys PRSI, dRef B HepHE RS ey

such poljcies, th rity aspect of managged services can jdentify,
cont a n 1t s 42 38 ey FesteOp s SFEOrORSeVES) § S BrHenbpt srgr ke
conpliance al so provi des assurances or safeguards for application of
appr opr PEVESHT ofseRss s Wishpgrieularsustprpis adepepding qnthe seraises bt i ons
or definitions. [0018] Also in FIG 3, an evidence retention nodul e
254 can™¥¥38%t in handling an incident by enabling attachnent of

rel evant data, including but not limted to data in the formof S
docunent@)17] Fig&slsoehdive an incileiitiresodution mmanpgangpompdyle hair inghe machgthe
like, to a particular file or case pertaining to that incident, to
provi de samicevfidénewkfloweare impatuet @pganize ahtheatading Thy/inbide® resolution
error-correction or integrity-checking data, including cryptographic
data, asmnageaicatmbide 250 provides ategeited WworkAew fer rhdb@ging ieident isaliitidnn €In
dat a.

the context of the present invention, an “incident” may be a threat to a customer’s assets
(computing systems and/or networks). As seen in FIG. 3, this module 250 can include a
module 252 for viewing device status, particularly workflows. In one aspect of the invention,
workflows for incident resolution may be triggered by violations of policies related to threat
management. By monitoring such policies, the security aspect of managed services can
identify, contain, and address such policy violations. Policy monitoring for compliance also
provides assurances or safeguards for application of appropriate or necessary updates, or
threat or asset identifications or definitions.

[0018] Also in FIG. 3, an evidence retention module 254 can assist in handling an incident by

enabling attachment of relevant data, including but not limited to data in the form of



[ 0019] A rol e-based access and incident collaboration nodul e 256
permts, anong other things, assignnment of incident cases to
different users, and/or sharing of those cases within a group. As has
been noted previously, different custoners will face different
threats to their respective assets. To the extent that any custoners
face common threats and/or common types of assets, comon sol utions
or counterattacks to threats nmay be devi sed and/or i npl emrented._ I n
one aspdeguniis, keaged|apdivolr s eturedsportsachartpreepd Bie lkgniagaurtisylan fleqy

al l ow application of granular access controls. Appropriate

gr anul arckseypedainingrig thabintident, towirevigd an evidehgsfils. fragnecspdch by detaemainhaye
case, while accessing only case data that each anal yst needs to know.
Di f f er ertroacategsdsomategatyehsckingdatas arbudiet ayptogrbplec dats, adscmtedaherewith
different anmounts of data. In any event, the granularity of access in
accor dancerded tbhsufethasmagity of the Bstal nventi on al | ows appropri ate

aut hori zation structures. In another aspect of nodule 256, system

user acgmmgmehé -Hed &G&@Qn&ﬁlcfd@ﬁtcoﬁﬁbo%lﬁh%dh&:tﬁ63)@1%&3, Eﬂl&i% oth®y be
retaine 020] Incident resolution nanagenent nodul e 250 al so may

per mit &mgg‘sgsg{gh%nmﬁ&l@en@@da&mIdlf*fb%rﬁ 6888 kndbAsHARhPo £18S4 daftl Gt 4 ON

nodul e 25 I'n-one aspect, this help desk integration may facilitate

Com) eI A IR 8 s
oper ?ghggﬁe LoRee Hh %@engﬁ,ananacg%@;sfgc < Aons SR Sl 2

nee

managed s COonMmmo ach can f

Cone! ot BHES BB ZeTOA g TR o SpEHerar E?dgﬁts e, eé@&ﬁ%&ﬂéﬁam a
know edge base nodul e 260, which jn turn is sho in nore detai] in
FIG 4. Prlcpped e asnertRfitaepdle ]IEf%iété’%%fﬁ Fata Sy bedrampgadisa s ipapliew
flows (in identification nodule 262); analyzes those flows as
necessarPPlCROT{Rr3sI A apasen 10BUTOls 4 A PPFOPHRIE &FAH 4t 9@ icpsure that multiple

- characteristics; enables pinpointing of attacks or threats so as to
facil it analystouny eqllaherateroa agnasea vibge a¢nessanasonly enspatp diahedchgnalyy needs to
countering nodul e 266); and retains custoner-specific data (in

cust onmeknepeDiffdrent raedmmmey aqeEssithasanerdatep diffeeenP &89, or differealb kmounts of
provi sion of event response information at the necessary |evel of
speci f i dathyIn §3GR2t, tha geaneladgpEatcessindiat @dcs withyne edpactrof thefiovameidn on
about previous incidents affecting different custoners, in order to
facilit alléwd ippradeiateve@ithpriedtion Rfraetimas.i Bunathet 3pecAPPMOMIIE A5 system user
granularity. In another aspect, the elenents w thin know edge base

nodul e 2&(ns ARPBE Mg@ed S haCdnl dpp gaﬁat'% REdiPHAVIng) Bérciinddhr eat
cont ai nment and/ or Tenedi ati on steps to the appropriate nanaged

service ozbj‘ﬁlc%hﬂgsdiﬁﬁdﬁéﬁagéﬁéﬁ't ﬁﬁﬁuleb@@ ars@ alaggéaﬁhpﬁ%@grﬁe{ém a

configuration managenent 'so s

Tor e defay 9@%&"‘”‘?%1‘6%5*‘2133%%‘?‘* ﬁ%‘ﬁ*@é’zifmh%“eﬁ o il &3P '

| at d 1 t 11
SPhort ¢ e Tl Bl a%[l% Wﬂh?%%mwf&ﬁ%i it ?@Sﬁ
to threat_ val ues %nd assets va SOC|ated wth custoners
det er ni HETYIHIE 98 ARY SESHEHEY WPST St&grﬁé?upa1 I&mr#wnﬁfaa?%fm pd

used to determ ne preval ence of anonalous event patterns (which may
or may RANEE BISPRESEIRNT STAVRSa Sy CXa SugRICSIRESUEE SenEly sk nsedsdp he yzed
as part of threat identification. [0024] Also in FIG 5, historical
cor r el aeprisd vprpioalyAy mudipdp meraged eyptants, & semnean belp deskeappraseh pr foeibiiate
of network attacks. In one aspect, such patterns nmay be nasked,
subner gechsisomt apthieatwingd thei witbn i n vari ous patterns of otherw se
normal network events, or even in flows of other security events. By



7 events, nodule 274 facilitates prevention of repeat attacks through
early pattern recognition. In sone cases, the attacks may be
automated, or may be slow in conparison with surroundi ng network
events. In either case, the historical correlation nodule 274 may
accunul ate data on those events and attacks. [0025] In one aspect of
the invention, the policy or policies that a managed services
custoner sets may drive the response to the attack. The custoner nay
be abl e [QB1HENG Zalspeshowe a keewlsaga kespmodk 800, whih ip 84p irsbhewa dymgrepe
automat ed. For exanple, the data in question nay be dropped; the data
may be deteltédFlis 4s dis piccispest, kopwisdpebase swdpledhf edentifies day qyess(’ged on;

an alert may be sent (with the nanaged services provider being able

t o noni identifitagioh sjoduler26 henayres tose flowyasrecessarg (ianndysmmodul O 6rto
options will be evident to ordinarily skilled artisans. [0026] In the
managed dsefvin€ Bigirchirbexiistiof; chiitdeqigsemingiofiwedtks omnthreay sbayiofcilitate
multi-correlation nodule 270 work in conjunction with one or nore

ot her mpglii@fhg thd athCEPMRStsARSHARIRInkQRd tHRtdrRY eYdule68). Shertdied only
to handle threats to |nd|V|duaI custonmer assets on a granul ar basi s,

but _al seudéndretdié EATRALAREmENG 831 AIEE. MiTIRATRLARE 29 biidle

ot her custoners have faced and provi de enhanced threat responses. It

al so beﬁ%ﬁ?ﬁt? orPRASTLR k& %&e%@%ﬁﬂﬁn%&'{ﬁgﬁ&%@&b 1%%1%?%13 gﬁﬂg“ses to

threats a artlc ar custoner nay not “have ut anot her

custo mai()(ﬁ%jj ggf ({n[e % oduﬁec%lé Imae/ ref3iNdn \r/rga‘[fle Ct fll’lthlfP ?ﬁ affecting

cooper ati on ical orrela 1on nD

hi st ori Iatlon nodu n roactjve |nfornat|on
anagentrEr R ar Pfdsmoaﬁm?ta}e&h%ﬁlvs e ﬁ%&ﬂ a% T T
powerful the al or|t ns use stati st.i rrel ati dule 272,
bnd/ or _ EHEURERe B 8pRSPEEECh Jrents e @Wlefgs e bagy mafult Pfheamperaiedo
274, the nore conprehen3|ve the resulting threat handling

capabi | faciliae theguogsiorpithreat eongjpment pr/eraemodiation stepate B apﬁfamlaée 280,
whi ch may be used in achieving correlation of security events. In one
aspect , mahegedwselvices, igduditgndyworiseryiaes hopting sdeviess ang/opeadighration ew of a
custoner's conpliance status with security policies and/or

requi remengdggemeaind t hus provide an indication of the overall security
health of a managed custoner site. [0029] Looking at FIG 6 which
shows t [E28DHIG. @ a28Ghows aonéi-diicasibnal @omdtioni mddald 20e wRRR inrtuyn is
facilitate viewi ng of security incidents. Both the managed services
cust omeghoaidininfte ARBIAGEIGS 61 ForC&@ampleQVIG] Srshomy a vh@stichlorrelagord@odse | n
addition to viewing security incidents, the user interface 282 may

faci | i t avBwhich WMayGhs®hn$iakful®WBoff s@itlsh@?E'ltgbtﬁﬂihﬁﬁhl@tﬁd)rh@&ﬁﬁblﬂﬁmﬁeﬁfdr' ty
events (threats, updates of threat managenent software, etc.), so as

to guid 'Fna? b‘][ﬁ? khdsO Al %HIQM e th: &5 PAIMLS A8 a Qs SAREE AYcidAEW AR BiPomers to
Openi ng, i ng, d/or closing of security incidents also may be
facilit ﬁétgr%ine incident severity. These or other algorithms also may be used to determine
prevalence of anomalous event patterns (which may or may not represent threats). Network
behavior also may be analyzed as part of threat identification.
[0024] Also in FIG. 5, historical correlation module 274 enables identification of repeating
patterns of network attacks. In one aspect, such patterns may be masked, submerged, or

otherwise hidden in various patterns of otherwise normal network events, or even in flows of

other security events. By accumulating a history of such threats through diagnosis of past



[ 0030] Anot her visual aspect of the threat visualization nodule 280
is the provision of one or nore so-called "risk dashboards" 284.
These can take one or nore fornms. In one form graphical, pictorial,
or other descriptive realtine presentations (e.g. snapshots) of a
custoner's security status or health may be provided. The
presentations may be based on security-related data fromthe
custoner's own nmanaged or hosted infrastructure. Threat status al so
may be rcepteseduled@’4 f@iBdes purrvangonr herepéas attdcks tirdugh eadppatetrhiztogmtionbe
enpl oyed in risk dashboards 284 are tools that enable custoners to
manage finginie ceesythictaytadkss slay dadutenmtet] portrigt betshowy inanoenpag@hi with subreunding
security standards they want and/or need to neet. Various netrics my
be madenavaik &khe. 0f citics pdsaytReélhistorical cotrélat@in AEul ¢ MWhha acduibbisteqiiBron
may have identified a baseline risk level, or has had a baseline risk
| evel | geRt bfdnBindaRgk9r nmore of the dashboards may di splay that
baseline risk level, and also may di splay deviations fromthat

basel i n d2i5f i‘n (Lr{?evaglkect thhé inKEﬁ}Q)nptflle B&Eﬁ?ﬁgﬁﬁ&eg tﬂ&! a rhe?na §({3§6Wic s@listomer

custoners to manage their own ri sk, so facilitates ris

e 10 conpled RRGORE AR B 148 ey tiRer iSO UERONE PO,
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configuration nanagenent, security managenent, and ot her polijcy
managen@lift manhesent it dhecapgsd sepdsrs dFovidsy bping ablg t%@ewfqrta@r% &f ¢ ons
center. [0033] In sone security situations, there are threats which
may appedstorneramnieeiveam amad Gcrontivnawill s gridgntiospdiaady skilpd artipansg
mul ti ple customers in a nanaged services situation, or nay appear on
a wi despi02ahInghs imgnaged acrvimpsgpattxs el the presens inyertionbeckayse miloserthhent s
are prevalent in other networks (irrespective of whether those

t hr eat smadele\’i70 wiork meoagedionystheons Jor nfdes dthenrhaiuleat it hedoeres posaibldofec thee
relatively visible or prevalent. Such information may be accumul at ed
and nmadavpitivie stk movdriyg gchahais ehremtsl td iediRfilal dustomex @83k on a bransldchasi,

ci rcunstance, a global threat dashboard 288 may provi de an overal

map of Butdag KArSLEMicBRS hSd:Yh B ty S bniBiyatiBh Othatihdr Radtor&®e hivtefaced
presence of particular types of attacks - for exanple, attacks

det er m ReHhbGidP entARBRAGhIcREedIniRS it ARLDEEIRRoWiBID i prbhige RRLLds R Hat
managed system or the nost ‘prevalent within a different or |arger

net wor krég'g(ﬁﬂgs to B Elts q‘ﬁ{ @p%rﬁéuléﬁj ctugioﬂlteprﬁﬁy Lomeat fagég, But B eL&istomer had.

correl at or exanpl e rough mul ti-di mension correlation nodul e
asset o 047 ERakn neial BREALR (R0 T AT HeRhePR0! Ol 03 RRL: |
rofor ondl? 18 iy sores oSt gl ARG Rk TR R AP T isgP rae
NS E I R TR R LA

require tracking of this kind of data. In one enbodinent, in addition
t o what Stridstiselgormlation module dad. apd/ethe mess sasipletp theldatadp bistarigyl ceerelation
modul e 290 may contain reporting and anal ytics nmodule 292 to

faci | i t module 2pt.¢hemprstdompreiaesivehe reguliing thedat handling capabilities.

[0028] FIG. 2 shows a threat visualization module 280, which may be used in achieving

correlation of security events. In one aspect, the module 280 may be used to provide an



10 security conpliance controls; enhance risk nmanagenent, facilitate
per f or mance managenent; and i nplenment other security-rel ated
operational goals that will be readily apparent to ordinarily skilled
artisans. [0035] Either |log data nodu§ e 290 or threat visualization
nodul e 280 may contain dashboards to provide information in formats
tailored to the needs of security analysts, operators, and the |ike.
Log data nodul e 290 al so may neasure and/or record such varied data
as ri sk oexphsismeofarcusieoir’s tymplonpd stanc eith Repatyt pohigict acd/drirtquéementshi n
nodul e 290 al so may permit generation of security information in
forms tahd thue@grdviie apaiditatioh af the Yp&s!l edcutisaicalth H00BMagkd cishenr dithe
noted that, while the arrows in FIG 2 are unidirectional, they may

be bi di r[@(s.zt9!| 0Baking MOIGOY¥ QhichaR¥w Ofhe nfbRu R0 LMoL a 8ice RS e D8
FIG 2 may conmunicate either directly with each ot her, or indirectly

through nQa?Q"aé?ﬁtaW&VlHE gf’ée%&ut%l G Gels! 330%6 mﬁa%:‘:l %@1@&% é’us%otﬁ{e? 3hd the

managenent functions. Stil urther, l'e particular functions may

have begp,, nfdds e En%v[%f%f ﬁhgk}%@f thg&g#legé Jﬁdﬁ[?ﬁn%%e@ %feag'ltz ﬁlldﬁi%h@g

various e nment's be no |nven i on 1's not
limted,, Mere erfor nc

anal ye 1 08 Grpld édmbm%v <SPSl B RS T e ne b B8 eins ne
into visualizatio 280 so that co ation nd di s may be
ol | oo Pttty eBR GBS reED AF IRt TSRS RaT OB o0 g w00 bl Pesretrey
either in V|suaI|zat|on nodul e 280 or_incident resol ution nmanagenent
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be apparent to ordinarily skilled artisans. [0037] FIG 8 shows a
fIomchaﬂW“&@E@#@ﬂﬁ@”ﬁﬁ%méﬁﬁéct of the invention. According to this
aspect, managed services custoners are able to select their own

secur i t Y0OB0hAdathdsyiswel dpectiof thedhrsefedsug bzation awdple @80 dethe priovisiog of one or

f eedback and, where appropriate, recomendi ng enhancenents, or

per haps nroee svatied [ ‘rigk dashiedidat P&h Tesacanhaleaine bhabrafaymh duene ésul, t ed
fromthe customer's selection. At 801, a custonmer may select an

acti on kephidalppicRSaE br yhbitscriplile toantid mraatatbnsyolgesiapshbtsy bf £at

(event priority), and the action to be taken. After the custoner
makes t Besteheratdet @ity s@ius 8PRsalth Atry e pedided TUB bicd@itdtdAs fM$ b€BALd on
nodule (item280 in FIG 2 and FIG 6) perforns the necessary

corr el akdQRtyHfelSQACAEd o BEREBmeA oRh ?han&é’é@ R hEX&TThfra@®cluRe YTHREE ur

are processed agai nst the custoner-selected priority and the security

event, %%gbeq eQpRyopriate actions are taken in response to a
trlggerlng o t tomer event. [0038] Once the custoner event is

trigger 8
by the F0aE Rl iz R IR el A B AR PR T 86

n the ecurlt araneter uch hr ou e nent
of *an’ alHbEUSIe R bl P&an%%ey%gﬁ%%%w? ST eI TR iy et R
firewall rule e traffic to be dropped or otherMAse fla
order t BeCPBH‘e%qnﬁ? ﬁ}% "YaﬁP gfor nagd fganect. gg‘ PPty by é?adﬁﬁyaqggg ot
instructed to investigate imediately. In one enbodj nent, is my be
acconpl rigsaléaewntaﬁgu%twpgwmc}%@ ca$t01alﬁr et hok aclﬂn@ﬁ%cif%h%selwrlsgé@el {oR Bas
customer's business workfl ow processes may be triggered by a portal
noti fi chad abasehine sk level tdsntglited, one or more of the dashboards may display that baseline

risk level, and also may display deviations from that baseline risk level. This kind of
management tool is useful for customers to manage their own risk, but also facilitates risk
analysis by managed service providers, who then can advise customers as to compliance with

applicable and/or desirable security standards.



[0039] It should be noted that, while FIG 8 shows an aspect of the
invention in which a managed services custonmer manages its own
security policy and conpliance, a nmanaged services provider my
performpart or all of that that managenent instead. This alternative
may have nerit in instances in which a managed servi ces provider can
avail itself of relevant, or even anal ogous information concerning

ot her managed services custoners and their own assessnent of assets
and t hr é8233] Agothkbgiewers 8 degce sfrusviewerr286xpampitevicB o of deHEGtatgs #ragss lbe
carried out by a managed services provider instead of a custoner; and
803 nmy nbavoplgrbatr the HAM2(learpoother tepwerk forovhictes maniged servigedymovitiéranaya
custoner action. [0040] Taking the foregoing into account, then, in
accor dare ecspotisiblanRezsipectievaihig bhéevid\aadior mdtworttataausr fediAtaten gorftungionor k
threat type and preval ence may be anal yzed statistically. Network
assets aiagdndmsistdigity AaetReMbmgaddothdpokidyangRgeddif, ks Gonfycehfal
classified according 12 to type of attack(s) or threat(s) to which

t he assebmefRChRS a SeteeiRJeltiBns @ngraccording to statistica
li kel i hood of a threat or attack bei ng present. I n one aspect,
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in threats t dlfferent network types in different environments. |In
one aspé¥fersy- Précilaaickeshmay Pem refativsbeasibleor pesvalgatinSuel forantan i n
one or nore of application perfornmance or network performance wthin
a parti 8yde aeeystubated angimpade part 0£l§my§§d@lb§§edn@¢u1%2@££qr crgople] Insuch a

Configuration policies for networks; servers within networks; and/or
secur i t girgumstangt,| aglehe) thkat dashberséds Smaypiovidetah ouergh mey 0ép glae&ed

achi eved by applying one custoner's security experience (in terns of
asset vatrueessydtethamsbrnay plbtien thhtomaretha pyeis@ice of particidardypesof atasksre for
custoners. [0043] The correlation nodul es descri bed above may be

vi ewed, exampaettackpdetermiasd dieragloal ittt Oangst pesalehtrwicimihd paiticalar Wi t h

hi storical and actual data received from other nodules, a trending
engi ne wRdaded sf@shsedhe aod prseRnt withdh @ difedrent BYardér At EAVERNAY Gtk eansls

in threats and/or network or application perfornmance.
as with other threat data, may be correlated, for example, through multi-dimensional
correlation module 270, and viability of the threats may be measured against customer assets
and corresponding asset values.
[0034] Finally, FIG. 2 shows a log data module 290, which will be described in more detail
with reference to FIG. 7. The log data module 290 may contain appropriate tools to facilitate
keeping track of security, log, and application data. Security policy monitoring and policy
compliance monitoring may require tracking of this kind of data. In one embodiment, in

addition to what is provided in threat visualization module 280, log data module 290 may

contain reporting and analytics module 292 to facilitate implementation and monitoring of



[0044] While the invention has been described in detail above with
reference to some enbodi nents, variations within the scope and spirit
of the invention will be apparent to those of ordinary skill in the
art. Thus, the invention should be camnsidered as Iimted only by the
scope of the appended clainms. 13 WHAT IS CLAIMED I S: A net hod of
automating network threat responses, the method conprising:
I dentifying types of assets susceptible to network attack; assigning
an assecauaituenmpiagectontyblssahanceyise sanigeawse fasilititd eﬁfwﬂmncrﬁgnmagesem;f
threats of network attack; assigning a threat value to each of said
types ofand mgement ogtred security—related operational goals that will be readily apparent to
ordinarily skilled artisans.
[0035] Either log data module 290 or threat visualization module 280 may contain
dashboards to provide information in formats tailored to the needs of security analysts,
operators, and the like. Log data module 290 also may measure and/or record such varied
data as risk exposure or security compliance. Reporting facilities within module 290 also
may permit generation of security information in forms tailored for particular types of users.
[0036] It should be noted that, while the arrows in FIG. 2 are unidirectional, they may be bi-
directional. Moreover, any of the modules and/or elements in FIG. 2 may communicate
either directly with each other, or indirectly through one or more modules, to carry out the
necessary threat management functions. Still further, while particular functions may have
been ascribed to particular modules in the course of discussing various embodiments, it
should be noted that the invention is not so limited. Merely by way of example, performance
of any of the analytics discussed above may be carried out in or otherwise combined into
visualization module 280, so that computation and display may be collocated. Likewise,
correlation in module 270 may be performed either in visualization module 280 or incident
resolution management module 250, to collocate related functions. Other combinations will
be apparent to ordinarily skilled artisans.
[0037] FIG. 8 shows a flowchart depicting one aspect of the invention. According to this
aspect, managed services customers are able to select their own security standards, with the
managed services provider giving feedback and, where appropriate, recommending

enhancements, or perhaps recommending remediation of a threat that may have resulted from

the customer’s selection. At 801, a customer may select an action based on asset value,



determ ning, for each of a plurality of custoners, for at |east sone
conmbi nati ons of one of the types of assets and one of the types of
threats, which of said conbinations nerits a threat response. 2. A
method as clainmed in claim1, furtheniconprising: selectively

bl ocki ng access to said network in accordance with said determ ning.
3. Anethod as clainmed in claim2, wherein said selectively bl ocking
conpri ses bl ocking access to particular Internet ports. 4. A nethod
as cl ai mpportancediziotangial threat (@vent sepuityl endtheiapiongo bo takei.sAfertbs cuptinmy a
threat value to each of said conbinations, and conparing said threat
val ue t oakegthe skdtationj a1 802, tthy thedaovisualizBionAysterh lbothodw e ¢k A&iniFIGC? adn
4, said selectively blocking being perforned for each threat val ue

exceedi FYG S ipdrfpriedRé ascassagtotblagehof @eurith cvodtdTetI808, thsn, el dits@dhdyn
claiml1, wherein said assigning an asset value conprises, for each

sai d cugt@iBfe prédesicdAbAlNst Ak @%ﬁfer-k’@édﬂ&l privitearihass ity eV@R, and at 804,
associated with that custoner.
the appropriate actions are taken 1n response to a triggering of the customer event.
[0038] Once the customer event is triggered, any or all of actions 806-808 may be taken, as
signified by the branch at 805. At 806, there may be a configuration change, i.e. a change in
the security parameters (such as through deployment of an access control list to a network
router, or the addition of a firewall rule to cause traffic to be dropped or otherwise flagged) in
order to remediate the threat. At 807, security personnel may be instructed to investigate
immediately. In one embodiment, this may be accomplished by the triggering of an
actionable event. At 808, the customer’s business workflow processes may be triggered by a
portal notification to the customer.
[0039] It should be noted that, while FIG. 8 shows an aspect of the invention in which a
managed services customer manages its own security policy and compliance, a managed
services provider may perform part or all of that that management instead. This alternative
may have merit in instances in which a managed services provider can avail itself of relevant,
or even analogous information concerning other managed services customers and their own
assessment of assets and threats to those assets. Thus, for example, 801 in FIG. 8 may be
carried out by a managed services provider instead of a customer; and 803 may be performed
in response to a provider action rather than a customer action.
[0040] Taking the foregoing into account, then, in accordance with one aspect of the

invention, data relating to network threat type and prevalence may be analyzed statistically.

Network assets are classified according to importance, and also may be classified according



7. A nethod as clainmed in claim1, wherein different custoners may
have at | east one conmmon asset type, but different asset val ues
assigned respectively to one common asset type. 8. A nethod as
claimed in claim1l1, wherein differentizacustoners nmay have at |east one
common asset type, but different asset val ues assigned respectively
to said at | east one commopn asset type. 9. A nethod as clainmed in
claim1, wherein a nanaged services custoner assigns the asset val ue.
10. A mée hiod obaftack(s) ercttirepifs)dd whieh the askrts mpnbasuseaptibledasiacedrdiag to
custoner assigns the threat value. 11. A nmethod as clained in claim
1, wher stanistvahiitdiged oferthiceias apadantictgrpressst. dmend dspeasmetbinatibussofile
conparing characteristics of a managed services custoner with

char act efiregtdaasind thealsiueiatdtpnaged risie iy 6 ssstunsd 0 RElnS which2akedint@ideochtas
clainmed in claim1, wherein a managed services provider assigns the

threat viad degrdlof BRI IpHhall &Gk B4t ipbdst S, 208 (1R VIRRJPH a6 tY b G8Sicular
custoner with characteristics of other managed services custoners.

13. I'n guiBRadethsLhyhiads psdIe REQY Wb Mer HRIRIRYNs REIMISEMe e in
plurality of custoners, an automated network threat response system

conpri Siliggfoftheover djfsﬂ%\p%]sg]q% base nodule for retaining threat
sol utionS assoclated with asset types and security threats;

[0041] Various ones of the above-described modules may cooperate to provide enhanced
analytics, including but not limited to, in one aspect, the ability to identify upward or
downward trends in threats to different network types in different environments. In one
aspect of the invention, it may be possible to identify trends in one or more of application
performance or network performance within a particular customer site, or across customer
sites.

[0042] Configuration policies for networks; servers within networks; and/or security
generally may be enhanced as well, through synergies achieved by applying one customer’s
security experience (in terms of asset value and threat value, for example), to one or more
other customers.

[0043] The correlation modules described above may be viewed, in one aspect, as correlation
engines. In conjunction with historical and actual data received from other modules, a
trending engine may be devised, and used to predict upward or downward trends in threats
and/or network or application performance.

[0044] While the invention has been described in detail above with reference to some
embodiments, variations within the scope and spirit of the invention will be apparent to those
of ordinary skill in the art. Thus, the invention should be considered as limited only by the

scope of the appended claims.



15 a correlation nodule for correlating, for each custoner,
that custoner's assets and threats that the custoner's assets face,
to determne threat values for that custoner; a managenent
nodul e, working with the correlationigodul e, to nmanage responses to
said security threats; and an incident resolution nodul e,
working with the correl ation nodule, for resolving security threats
I n said managed services system 14. A systemas clained in claim
12, fur tIWMHATCENOELASIMED S:vi sual i zati on nodule for facilitating
visualization of threats to the custoners in the nmanaged services

system 1. 15. AAnsthed efauasnaing notdri thraak sisponkd, the udtivelrcoopripingsi ng a
| og data nodul e for recording

identifying types of assets susceptible to network attack;

assigning an asset value to each of said types of assets;

identifying types of threats of network attack;

assigning a threat value to each of said types of threats; and

determining, for each of a plurality of customers, for at least some combinations of

one of the types of assets and one of the types of threats, which of said combinations merits a

threat response.

2. A method as claimed in claim 1, further comprising: selectively blocking access to

said network in accordance with said determining.

3. A method as claimed in claim 2, wherein said selectively blocking comprises

blocking access to particular Internet ports.

4. A method as claimed in claim 2, wherein said determining comprises assigning a
threat value to each of said combinations, and comparing said threat value to a predetermined

threshold.

5. A method as claimed in claim 4, said selectively blocking being performed for each

threat value exceeding said predetermined threshold.

6. A method as claimed in claim 1, wherein said assigning an asset value comprises, for
each said customer, assigning an asset value for each asset type associated with that

customer.



threat events in said managed services system 16. A system as
claimed in claim12, wherein a managed servi ces provi der devel ops the
threat solutions contained in the know edge base nodule. 17. A
systemas clainmed in claim12, whereid the correlation nodul e obtains
said threat values fromsaid custoner, based on the custoner's own
assessnment. 18. A systemas clainmed in claim12, wherein the

correl ation nodul e obtains said asset values from said custoner,
based oAt he Acmethodres ¢laimsdin elgive 5 svhengin different customers may have at least one

common asset type, but different asset values assigned respectively to one common asset

type.

8. A method as claimed in claim 1, wherein different customers may have at least one
common asset type, but different asset values assigned respectively to said at least one

common assct type.

9. A method as claimed in claim 1, wherein a managed services customer assigns the

asset value.

10. A method as claimed in claim 1, wherein a managed services customer assigns the

threat value.

11. A method as claimed in claim 1, wherein a managed services provider assigns the
asset value by comparing characteristics of a managed services customer with characteristics

of other managed services customers.

12. A method as claimed in claim 1, wherein a managed services provider assigns the
threat value by comparing characteristics of a managed services customer with characteristics

of other managed services customers.

13.  Inamanaged services system providing managed services to a plurality of customers,
an automated network threat response system comprising:
a knowledge base module for retaining threat solutions associated with asset types and

security threats;
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a correlation module for correlating, for each customer, that customer’s assets and
threats that the customer’s assets face, to determine threat values for that customer;

a management module, working with the correlation module, to manage responses to
said security threats; and

an incident resolution module, working with the correlation module, for resolving

security threats in said managed services system.

14. A system as claimed in claim 12, further comprising a visualization module for

facilitating visualization of threats to the customers in the managed services system.

15. A system as claimed in claim 12, further comprising a log data module for recording

threat events in said managed services system.

16. A system as claimed in claim 12, wherein a managed services provider develops the

threat solutions contained in the knowledge base module.

17. A system as claimed in claim 12, wherein the correlation module obtains said threat

values from said customer, based on the customer’s own assessment.

18. A system as claimed in claim 12, wherein the correlation module obtains said asset

values from said customer, based on the customer’s own assessment.



