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NESSAGE"TEﬂN&NFSSICN SYSTEM = The present inventigngelates to a
devi ce fOr trans- mtting nessages in a communication fe aihigds Been Replaced
voi ce and data processing‘of ‘the type having a pluralitly
5 which are .each allocated to a specific user or can be allo-

to a specific user by peans of a data carrier insert-

' MESSAGE TRANSMISSION SYSTEM |
The present invention relates to a device for trans-
mitting messages in a communication network for voice and
data processing of the type héving a plurality of terminéls
'5 which are each allocated to a specific user or can bé allo-
cated to a specific ﬁsér by means of a data carrier insert-
able in the terminal, at least two terminals being capable
of ehtéring inﬁo voice or data communication ﬁith one an—.
othef, and.having at least one center for controlling the
10 message transmissionAwithin thé.communication network, each
message transmissioﬁ beiﬁg a data communication wherein data
telegrams containingra standardized data header are
exchanged.
Many countries currently offer national mobile radio
15 telephone networks using a multitude of technical standards.-
For international traffic, however; the differing networks
constitute.an obstacle. A mobile telephone subscriber ex-
pecﬁs to be able to use his terminal apparatus in various
locations in a number of countries, e.g., all over Europe.
20 With the introduction of the GSM (Global System for
Mobile Communication) standard, i.e., the standard for a
‘cellular radio telephone network, the way has become free-
for a uniform network and thus for international traffic.
Figure 1 of the accompanying drawings shows the basic
25 structure of a mobile radio telephone network operating'ac—
cording to the GSM sténdard. Reference numeral 1 therein
‘designates the surface area of théﬁnetwork;' ThiS'eﬁtire

area is covered by radio cells 2 adjoining and overlapping
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abl e |n the termnal, at least two termnals being capable

ent er| ng |nto voi ce or data communi cation wth one an- ) and

having at | east one center for controlling the 10 nessage t
Wi t hi n the conmuni cati on network, each nmessage transm ssi
data conmuni cati on wherein data tel egrans containing a st
dat a header are exchanged. Many countries currently offe

national nobile radi Oanc;éwr,t e&?ﬁ}“’é‘efék?twéﬂf cé‘figgoeair{gll\;iéﬁgfe ofn Fig-
S.

t echni cal standar
ure 1. In each cell 2 there is a base station 3 (Radio Base

Station or RBS) whichitakés care of radio communication to
the terminals of the mobile telephone subscribers. Along
5 each radio route between a base station 3 and a terminal 4,
all voice andICOntrol information, as well as.other data
such as messages, is transmitted in digitally coded form.
Reference numeral 5 designates a controller (Base
Station Controller or BSC) by means of which several base

10 stations are controlled. For example, the controller is
responsible for the smooth'radio—téchnical transition of ‘a
subscriber, or rather of the terminal allocatéed to a sub-
scriber, particularly a mobile radio telephone, from one ra-
dio cell to an adjacent one. On the basis of automatically

15 performed field strength measurements, the controller de-
cides when the transition should be initiated from one radio
cell to which adjacent radio cell. Such a transition is
.called a handover or handoff.

The conﬁrollers are in turn grouped into a higher-—

20 ranking mobile radia center 6 (Mobile Service Switching
Center or MSC) which establishes the transition to a wired
network 7, e.g., an ISDN (Ihtegrated Services Digital Net-
work). In such a telecommunication netwbrk, voice infor-
mation, image information, and information from data-

25 processing eqﬁipment, for'example, can be transmitted
simultaneously.

Reference numeral 9 indicates another terminal, e.qg.,

a personal computer (PC) by means of which, among other

i



Forﬂinferpational traffic, however, the dlfferlng net wor ks f‘*“—cvnsrﬁfﬁﬁﬁffl

an obstacle. A nobile tel ephone subscriber ex- pects able to

use his term nal apparatus in various | ocations in a nu SB“MRﬂlmmd
countries, e.g., all over Europe. 20 Wth the |ntrod m ,im I,
GSM (G obal System for Mobi | e Communi cati on) standard,

standard for a cellular radio tel ephone network, the may has becone
free for nifaorm network and thus far internati onal traff

Flgure 1 of the SBOBTRaRy Ry CRanROB Bons Lo APRldGar 1on, eBsages can be

" transmitted to a mobile radio telephone 4. The possibility
of.doing this is known in the art as an SMS (Short Message
Service). However, messages may also be trénSmitted fromf

5 one mobile radio telephone to another. The connection is

| then always handled via a so-called Short Message Service

Center (SMS-C) 8. The SMS is a telecommunication serwvice
which pefmits messages to be sent from the Short Message
Service Center to a GSM subscriber (SMS Mobile Terminated/

10 Point-to-Point or MT/PP) or from a GSM subscriber to the
Short Message Service.Center-(SMs Mobile Originated/Point-
to-Point or MO/PP). Each message is then packed in a data
telegram preceded by a standardized data header,'containing-
among other things the identification of the subscriber and

15 a code indicating that this is a message.

This procedure,_defined in GSM Standard 3.40, is
called GSM Phase 2. It allows the transmission of any de-
sired bit streams in a transparent mode. Shoft messages
such as "Please call subscriber XYZ," fof instance, can

20 thereby be transmitted from a subscriber A via the Short
_Meséage Service.Center to a subscriber B. The message is
indicatéd to the recipient in a display, for example..

From GSM Phase 2 there are also so-called Class 2 mes—
sages. In mobile radioc telephones or other terminals pro-

25 vided for the'processing of Class 2 messages, the existence
of a storage means is presupposed, preferably.a Subscriber
Identification Module (SIM) in the form of a chip card.

Contained in the storage means are, among other things, all
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25 . sfrqcture of a nobile radio tel ephone network operating ac- S
cordi,ng to the GSM standard. Reference numeral 1 therein  ThissHla$H08&h RSblaced

the surface area of the network. This entire area is c
radio cells 2 adjoining and overl appi ng _ (”mlﬂ I H"Illl II,

necessary data for identifying the user. Chip cards or pro-—

o A

- cessor chip cards can be inserted in any desired terminal to
be used. One advantage of such a design is that a mobile
- radio telephone subscriber, for instance, need not take his
5 own terminal with him but only his chip card. .

Class 2 messages or further developmehts based there-
on, which may consist of one or more messages, are filed
message-wise in the aforementioned sforage-means. As soon
as this is done, an affirmative acknowledgment is sent to

10 the Short Message Service Center.
The possibility is thereby offered of sending to or
receiving from a storage means in a terminal both data and
| executable instructions. |
It is therefore an object of this invention to provide
15 an improved message transmission system which further ex-
tends the advantageous properties of Class 2 messages.

Another object of.thislinvention is to provide a sys;
tem making it possible not only to transmit transparent bit
streams but also to offer special services to authorized

20 subscribers via SMS.

To this end, in the system for transmitting messages
in a communication hetwork for voice and data processing
according to the present invention, of the type initially
mentioned, data telegrams may contain an identification code

25 in addition to the standardized data header; at least one
central unit existing in the communication network and at
least some of the terminals have means for generating data

telegrams provided with the identification code, the data
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one, another, only a few such cells being visible in Fig- _

each cell 2 there is a base station 3 (Radi o Base Stat§on or RBS) whlched
takes care . of radio communication to ~ the termnals of slm&tHsBee“Repac
t el ephone subscribers. Al ong each radio route betmeen a

and a term nal 4, all voice and control information,

data- such as nessages Is transmtted in digitally coded

Fef prence nuTer alecd RN e, A (B, ro mﬁﬁ“ﬁ“@d‘)”arw

exanpl e, the CO”%EQMéQ%E:%ne of the terminals or from one of the terminals

| to the central unit; there are filters for recognizing the
identification code, one of the filters being respectiveiy

5 associated with the central unit-and wiﬁh at least each of

the aforementioned some of the terminals, and the identifi-
cation code being provided for informing the central unit or
the terminal that the data conteined in the message are.to
be processed according to a special, not otherwise accessi-

10 ble procedure.

Thus, by means of the inventive identification code
which may be present in a data telegram of a message'in ad-
dition to the standardized data header, it is indicated that
the data in this message are data to be processed according

15 to a séecial procedure. The identification code, preferably
¢oming after the standardized data header, is generated ei-
ther by a central unit or by terminals equipped for that

_purpose and is transmitted togeﬁher with the data telegram
to the remote station, either the terminal or the central

20 unit. Both the central unit and terminals equipped for that
purpose check upon reception of each data telegram, recog-
nizable by the standardized data header, whether the message
additionally contains an identification code. If it does
not, the data of the'data telegram are treated as a normal,

25 hitherto customary message according to the SMS standard.

If it does, the central unit knows that the sender of
the telegram is sending information to be assigned to a

special service not otherwise accessible or to a special
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responsi bl e for the snooth radio-technical transition of Th Sh

subscriber, or rather of the terminal allocated to a sub ¥ k“m
part|cularly a nobile radio tel ephone, fromone ra- I

adj acent one. On the basis of automatically perforned flel

neasurenents, the controller de- ci des when the tran5|t|on should be
initiated fromone radio ' cell to which adjacent radi o ceII Such a
transition is ndover

Loarrol | ors are PRPLAFRCIBRcd e, EothiRal 319" kyovs, in this shER. that she

center 6 (Nbb'ledgﬁgviﬁethgwEEﬁ@gng having a recognized identification code

comprise data for dealing with and/or displaying information
of a certain special service dialed beforehand. Data telé-
5 grams provided with the identification code make it possible
to transmit data and exedutable_instructions to terminals
specially equipped with a filter for recognizing such data
telegrams and to receive them from such terminals in the
central unit that likewise comprises an analogous filter.

10 Starting from that, an application protocol can be defined
between the terminals thus equipped and the central unif,
which is a céntrolling center, a so—called service cénter;
this protocol regulates for the selected terminal the mes-
sage synchronization, data authenticity by means of crypto-—

15 gram, and generating of an executable instruction. On the
basis of the application protocol, new sefvices offered by
the network provider to the respective subscriber may be de-
fined, which services may be understood as a message ex-
change between a terminal provided with an appropriate f£il-

20 ter and the service center. As an example of such a special
service, it is possible, for instance, to carry out loca-
tion-dependent inquiries. Thus it can be made possible,
among other things, to ask for location—dependent telephone
numbers of emergency services such as breakdown services,

25 doctors, pharmaciés, etc.

The identification code can be defined by the network
provider. It need not be co-ordinated with any interna-

tional standards, and it may comprise security facilities
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Oenter of MSC) which establishes the transition to a wired Th1sSheetH§‘stB(é€H aced
7, e..g., an ISDN (Integrated Services Digital Net-

a tel ecommuni cati on network, voice infor- mat i on, inag

and information from dat a- 25 processing equi pnent, for e
transmtted sinultaneously. - Ref er ence nuneral

I ndi cates another termnal, e.g. a personal conputer (PQC by

means of whi ch, QQQQQO% 1n any desired way, so that a chance call for spe-

cial services by unauthorized subscribers may be excluded.
The filter expediently takes the form of a software module.
Thié software module must belstored when the initiél data
5 are defined in a terminal permanently alloéated to a sub-
scriber, or on a data carrier, preferably a chip card, per-—
manently allocated to a subscriber and insertable in a plu-
rality of non-allocated terminals.’
Since the mentioned communication network in which the
10 system is used is preferably a digitally operating communi-
cation network, but particularly a cellular mobile radio
telephone network defined according to the GSM standard or
the DCS 1800 standard, mobile radio telephones are predomi-
nantly foreseen as terminals. Such telephones are increas-
15 ingly equipped in such a way that they contain a read-write
device for a chip card; especially fof processor chip cards
(SIM). However, a terminal might also be a data—-processing
apparatus such as a personal computer or a hand—held com-—
puter, for example. It would further be conceivable that
20 such apparatus might in future also have a data read-write .
device for chip cardé; though that is not yet customary at
.present. User—-specific computer data are, after all, in-
sertable in various data-processing equipment right now by
means of mobile data—éarriers such as floppy disks, hard
25 disks, or chip—card-sized PCMCIA-standard storage means.
Flowcharted, the mentioned filter represents a branch-
ing facility which forwards messages not containing the

identification code to a first output and supplies messages
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3 things as a dat a-conmuni cati on application, nessages can be

transpitted to a nobile radio tel ephone 4. The possibility TmSQma@hs 1““1
this is known in the art as an SM5 (Short Message SerV|

messages may al so be transnmtted from 5 one nobile radio t

anot her. The connection is t hen al ways handl ed via a so-Ca Ied Short

Message Service

10

15

20

25

in which the identification code is recognized to a second
output. This filter, preferably a software component on the
chip card, is always addressed when the-terminal, especially
the mobile radio telephone, addresses the chip card with fhel
update SMS command, i.e., when a message or short message is
supposed to be stored on the chip card. Messages supplied
to the second outpﬁt on the basis of the correct identifica-
tion code are then checked as to correct message synchroni-
zation. If this is not preéent, the message is not ac-
cepted. If the méssége éynchronization is correct, the mes-—
sage is checked as to whether it_is a partial message or a
complete single message.

The filter may be any facility suitable for recogniz-
ing and/or eliminating data telegrams containing the identi-
fication code.

According to the present invention, it is proposed
that the number of partial ﬁessages for a full message and
information for the location of the respective partial mes-
sage within the message be contained in the identification
code. In the storage means of the chip card, the individual
messages are stored in the order of their arrival at least
until the full message has been received. Only then does
processing begin in the dorrect order of the individual mes-
sages, which need not be the order of reception. 1In the
center, it is provided that the central unit for the special
services comprise an operating center, a so-called SIM Ser-
vice Center (SSC). For each special service, a logic module

(Service Logic or SVL) may be associated with this SIM
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Center (SM5-C) 8. The SM5 is a tel ecommunication service —*——VWﬁ1ﬂr1ﬁﬁ?ﬁﬁiifi
messages to be sent fromthe Short Message Servi ce CEnier to a GSM !

subscriber (SM5 Mobile Term nated/ 10 Poi nt -t o- Poi nt or m}m Tim,a@d
GSM subscrlber to the Short Message Service Center (S ,
Ori gi nat ed/ Poi nt - to-Point or MOPP). Each nessage is.
a data tel egram preceded by a standardi zed data header, containing
arong other {hi nge Lo I dentl Ll catlon of 1S ST i eal Sre Fi520°
' tionally connected to the SIM Service Center. Further asso-
ciated with the SIM Service Center is a database intended,
among other things, fér manéging the credentials of the shb—
5 scribers authorized to transmit messages with an identifica-
tion code. An authenticity checking unit.(Authentification
Center or AUC) is also functionally connected to the SIM |
Service Center. This is a module for calculating, encoding,
and checking a security code contained in the identification
10 code, the cryptogram. |

The way in which the security code is formed will be
discussed below. It may merely be stated here that a random
number is included, the random number itself preferably be-
ing a function of the message defiﬁable by the provider of

15 the communication network.

A preferred embodiment of the inventién will now be
described in detail with reference to the accompanying draw-
ings, in which: -

Figure 1 is a diagram of the basic structure of a pri-

20 or art mobile radio telephone network operating according to
the GSM standard, |

Figure 2 is a diagram of a mobile radio telephone net-
work operating according to the GSM standard, expanded ac-
cording to the invention,

25 : Figure 3 is a diégfammatic perspective view of a mo—
bile radio telephone with a éhip card for a mobile radio

telephone network aqcording to Figures 1 and 2,



Thi s prOQedure defined in GSM Standard 3.40, is call ed GSM Phase 2.
It allows the transm ssion of any de- Si red bit st rearrBTThmheaHasBeenRe laced

transparent node. Short nessages such as "Pl ease call stml’!"m]] r
XYZ," for instance, can 20 thereby be transmtted froma su ng ",
via the Short Message Service Center to a subscriber B
S I ndicated to the recipient in a display, for exanple.
E;gr}gsrggrgsfefe%gﬁﬁgga%flgl Ofﬁ?eﬁﬁ#%gﬁcﬁkggslflﬂgératlng tﬁgggﬁnctign of
' _the inventive fllter,
Figure 5 is a second flowchart from which the main
mode of operation of the filter is apparent,
5 Figure 6 is a diagram showing the structure of a data
telegram of an SMS message according to the GSM standard,
| Figure 7 is a diagram showing fhe structure of a data
telegram of a message having an identification code for spe-
cial services, and |
10 Figure 8 is a diagram of the mobile radio telephone
network of Figure 2 presented differently for explaining the
process of a message transmission.
Starting from a cellular mobile radio telephone net-
work according to Figure 1, preferably operating digitally,
15 defined according to the GSM standard or the DCS 1800 stan-
dard, the inventive_system for the transmission of messages
comprises the network extensions indicated in Figure 2.
For sending and receiving messages containing the in-
ventive identification code in their data telegram, termi-
20 nals 4 and 9 are provided with a filter 12.1. This filter
is preferably a software module contained either in a memory
in the_terminal itself or preferably on a chip card to be
.inserted in a read-write device disposed_on terminal 4.
Short Message Service Center (SMS-C) 8 relays data
25 telegrams transﬁitted from terminals 4 and 9 to an operating
center for specilal services (SIM Service Center or SSC) 10.

A filter 12.2, similarly associated with operating center

10, returns data telegrams lacking an identification code
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25  vided for the processing of Class 2 nessages, the eX|steEceunx»m==ePAa--—

storage neans is -presupposed, preferably a Subscri ber : Identlflcatlon
Module (SIM in the formof a chip card. Cont ai ned in theéh eenRe laced
means are, anong other things, all

necessary data for identifying the user. Chip cards or pro-

_direqtly to SMS-C 8 and further processes only messages having
an identification.code.- A logic module (SVL 1,'SVL n,
Service Logic) 11.1 to 11.n is preferably associated with
operating center 10 for each special service, an example bf

5 which has already been briefly mentioned earlier. The logic
module for a first special service or a first application is
designated as 11.1, and a logic module for an nth special
service or application is designéted as 1ll.n. The number of
special services or applications is not limited and is.

10 essentially dependent upon the creativiﬁy of the network
provider.
8sC 10 cb—bperates with modules 14 and 15 for managing
credentials of individual subscribers who are authorized to
transmit -messages having an identification code, as well as
15 for calculating, encoding, and checking a security code con-
tained in the identification code. The first of these mod-
ules is substantially a database 14 in which subscriber
identification data of subscribers authbrized to use the
special services are filed. In the second module, Authenti-
20 fication Center 15, particularly a security code contained
in the identification code is checked in received messages
énd'is calbulated and encoded for messages to be transmit-
ted. An'example-of this is to be found below.
A unit for a spoken response (Voice Respond Unit or
25 VRU) 13 is preferably also associated with SSC 10 especially
for giving support in accessing a desired special service by
means of verbal communications to a subscriber calling for

that special service. - In particular cases, VRU 13 may'
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' D;/
cessor chlp cards can be inserted in any desired terminal to be used.

One advantage of such a design is that a nobile radi o t ﬁmR‘“m“
subscriber, for instance, need not take his. 5 own term nal

but only his chip card. Cl ass 2 nessages or furtherm‘“\

devel opments based there- on, which may consist of one or

nessages, are filed nessage-w se in the aforenenti oned storage neans.

10 the Shor t Nbssage ervice
personally.

As soon 4L a%&%ﬁ?segf&ﬁé%tw& gokroy! ederept 581868k eb0
A mobile radio telephone 4 such as is customarily used
with an inventive message transmission system according to
5 the described embodiment is shown in Figure 3. The mobile
radio telephone comprises a control panel or key pad 16, a
display, especially in the form of an LCD 17, an antenna 18,
a receiver opening 19 behind which a receiver is disposed
for delivering voice communications, and a microphone open-—
10 ing 20 through which acoustic signals to be transmitted are
supplied.to a microphone. Telephone 4 is further provided
with an openiﬁg 21 for insertion of a chip card. 1In opening
or slot 21 there is a read-write device by means of which an
exchange of data can take place between the terﬁinal and a
15 chip card 22. For operating with the special services, chip
card 22 needs at least one 8kB EEPROM which is contained on
a chip 23 and is not shown in detail in the drawing. Chip
23 can be electrically connected to the read—-write device
disposed in telephone 4 via a contact bank assembly 24 com-
20 posed of a plurélity of individual electrical contacts.
Reference numeral 25 on qhip 23 designates a memory area
comprising a Card Operating System (COS). Reference numeral
25 indicates the memory area in which the inventive filter
12.1 is filed. There are also further memory areas, not
25 specially visible in the drawings, particularly for tempo-
rarily storing several partial messages of a full message.
How the inventive filter 12.1 for recognizing the

identification code is functibnally designed and can be

~-12-
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The p055|b|I|ty I's thereby offered of sending to or receiving froma

stora,ge neans in a termnal both data and execut abl e i nshhis Sbeef ias Been Replaced

It is therefore an object of this invention to provide 15
nmessage transm ssion system which further ex- tends the
properties of Cass 2 nessages. Anot her object of this

I nvention is to provide a sys- . temmaking it possible not only to

tgagﬁghgrfgggsparemég¥ed in the oper£%3£6u3§%€§htéh(gﬁfg f§%§Ea| e{S'SSEd

follows from Figures 4 and 5. Here COS 25 is divided into a
first part 25.1 which especially recognizes from an informa—
tion flow reaching the terminal whether there is a data tel-
5 egram therein having the standardized data header defined
according to GSM 4.08 or GSM 3.40. If such a short message
is recognized, the first part 25.1 of COS 25 ensures that |
the respective data telegram is intercepted. By means of
the inventive filter 12.1, each recognized data telegram is
10 now scanned for the presence of the identification codg. As
already stated, filter 12.1 represents a software branching
circuit having an input and two outputs, data telegrams
which do not contain the identification code being suppiied
directly to a first output connected to block 25.2, a second
15 part of COS 25; In the prior art, such a data telegram is.

" now stored on the chiplcard. This is usually done based up-
onlinstructions which may, for example, be contained in sec-
ond part 25.2 of the COS. 1If filter 12.1 recognizes an
identification code, the respective meséage is supplied via

20 a second outﬁut to a module 27 for processing a special ser-
vice. Contained in.ﬁhe identification code, among other
things, is iﬁformation stating whether1the meésage received
is a single message or whether further messages follow until
a full message is transmitted. In any case, the terminal is

25 informed which part of the full message has just been re-
ceived. This is necessary since the partial messages are
transmitted within the commﬁnication network according to

certain priority criteria—-which need not be discussed

_13_
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20 subscri bers via SMs. "~ To this end, in the sys e for-

trénsnitting_nessages I n a communi cati on network for vof Rﬂ'mmd
processi ng according to the present invention, of the ty I “
mentioned, data telegrans nmay contain an identification code

addition to the standardi zed data header; at |east one central unit
existing in the comunication network and at | east sone of the

termnals have nﬁéﬂé-ieésg%siaiénﬁoﬂl%ﬁe fact th&teg" AlRLREO¥EIRE Wik hBS—

i dentification code, the
sages may arrive at the receiving apparatus in some order

which need not necessarily correspond to the- correct order.
So that no difficulty may arise thereby, a memory area or

5 stack 28 is provided on the chip where all parts of a mes-
sage are stored until the wﬁéle messége has been transmit—
ted. Only then does processing of the message begin. If a
message consists of only one part, processing naturally
takes.place-immediately.

10 'Figure 5 shows another flowchart illustrating the ba-
sic mode of operation of the inventive filter. ' As soon as.a
data telegrém according to the GSM standard has been de-—
tected as a message'(block 29), it is checked in a first in-
terrogation block 30 whether the data telegram contains a

15 correct identificaﬁion code. If not, the message is relayed
at the first 6utput of the filter to block 25.2. 1In the
case of correct recognition, which is carried out through
recalculation of the.earlier—mentioned cryptogram and com-—
parison with the transmitted cryptogram, it is further

20 checked in a second interrogation block 31 whether the syn-

| chronization is correct. Both the synchrdnization and.the
cryptogram will be discussed in more detail bélow. If the’
synchronization is incorrect, the data telegram is turned
over directly to block 25.2. If the synchronization is cor-

25 rect, it ié determined in a third interrogation block 32
whether the message just received is a full message or
merely a partial message. How this is determined will like-

wise be described below. If the message is a complete one,
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5 .telegranms being transmtted either fromthe central unlt to

"l east one of the ternminals or fromone of the terninals
there are filters for recognizing the |déﬁv

central unit;

code, one of the filters being respectively

10

15

20

25

i

it is supplied directly to module 27 for immediate process-—

ing. 1If, on the other hand, it is determined that a message
is only partial, processing cannot take place for the afore-
mentioned reasons until the whole message is available. In
this case, the partial message is stored in the stack 28
provided for that purpose at least until all partial mes-
sages are avaiiable and processing can begin. This is mon-
itored in decision block 34.

Filter 12.2, preferably also a software module filed
in a memory area 6f the SSC, corresponds functionally to the
filter just described.

A data telegram 35 for transmitting a short message by
the standardized SMS is showﬁ in Figure 6. This data tele-—
gram is defined according to the GSM standard with a length
of 176 bytes. It comprises a data header 36, 37 comprising
a first block 36, 13 bytes long} containing subscriber ad-
dress data defined,.as already stated, according to GSM
Standard 4.08. Following the mentioﬁed first block 36 there
is a second block 37 having a length of 23 bytes and con-
taining SMS—-specific data defined according to GSM Standard
3.40. The individual blocks need not be further described
in this context since the reSpective information may be
found in the mentioned publications. | |

Following the data header, there are 140 bytes in a

- standard data telegram, containing essentially message in-—

formation 38 and (Figure 7) 40, 44.
Unlike the data telegram just descrlbed, data telegram

39 in Figure 7 comprises the inventive identification code



5 associated with the central unit and with at |east each of the - '
aforenmentioned some of the termnals, and the identifi- mdhddhlmmd l
being provided for informng the central unit or 't he ter

data contained in the nmessage are to be processed accordi

special, not otherw se accessi- 10 ble procedure.

means of the inventive identification code whi ch may be present |n a

dat a te'egra”‘Pféa g?%g?gﬁa%ﬂea@iansporﬁikaEoEeltBﬁﬁﬁtQHQqu&@e@qutaIn ac-

header, it is indré
cordance with the GSM standard, data telegram 39 is likewise

176 bytes long and includes the same data header consisting
of blocks 36, 37. Preferably adjacent thereto is identifi-
5 cation code 40 which is in turn composed of a plurality of
blocks 41, 42, 43. These blocks, necessary for an error-
free information flow for messages associated with special
services, comprise a first block 41 with indications con-
cerning the number of partial messages for a complete mes—
10 sage, indications éoncerning the position of the partial
message in the complete message, and indications concerning
the total number of messages transmitted starting from a
time.to. Block 42 comprises data relative tb-the synchrp—
nization of the messages, to be discussed in detail below.
15 The same applies to block 43, in which there is filed a se-—
| cufity code calculated from the data of block 42 and from
secret data stored both at the transmitting end and the re-
céivihg end. In the mobile radio telephone the secret daﬁa
are contained in the chip card, and in the SIM Service Cen-
20 ter they are contained'in the associated database. Further
details in this regard will also be given below in an ex-
planation of the message transmission process.
Such a process for message transmission may be seen in
Figure 8. There the mobile radio telephone network of Fig-
25 ure 2 is illustrated in a.way which lends itself better to
an explanation of this process. In the chosen illustration,
radio cells 2, base stations 3, the controller 5 for a plu-

rality of base stations, the mobile radio center 6, and a

-16—



t he data in this message are data to be processed accordi ng
speci al procedure The identification code, preferably Thms .'aébe lemzd=
t he standardi zed data header, is generated ei- t her by '

or by termnals equipped for that purpose and is trans
together with the data tel egram to the renote station, either the
termnal or the central unit. Both the central unit and term nals

equi pped for th%} bye]t%gmf%n S IOP%J (d PNt r 88 Na it Gortis] R8s ath

recog- ni Zap1e | zed data eader whet her the nessage
' a single area. Outside that area are two terminals, partic-

ularly mobile radio telephones 4, each provided with a chip
card 22 and allocated to a subscriber A and a subscriber é,
5 respectively. Also outside the common area is the Short
Message Service Center (SMS-C) 8. Functionally connected to
SMS-C 8, according to the present invention, is the operat—
ing center for the special services (SIM Service Center or
SSC) 10 having the filter 12.2. Associated with the operat-

10 ing center, as already stated, are Service Logic Modules
11.1 to 1l.n, each for a special service. Further shown in
Figure 8 outside the common area are the two modules 14 and
15, i.e., database module 14 and authenticity checking unit

.15. Voice Respond Unit (VRU) 13 is included as well.

15 Subscriber A, who has inserted his personal chip eard
22 in a mobile radio telephone 4 and is marked and identi-
fied thereby, calls a service number using the keys on his
control panel. This may be a toll—free telephone number,
for instance. This call a reaches VRU 13 via the mobile

- 20 radio telephone network (not shown). Unit 13 invites sub-
scriber A by means of a recorded message to select a
service.

After service selection, again by means of subscriber
A's control panel keys, VRU.13 signals SSC 10 that sub-

25 scriber A has selected service SVL 1, for example. Here VRU

13 may eithef determine the calling subscriber's telephone

number automatically (Calling Number Identification) or
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additional ly contains an identification code. If it does _ not, the -
data of the data telegramare treated as a normal, 25 hlthnﬁstSheecﬁstB;nehﬁlaced

nessage according to the SM5 standard. If it does, the c
knows that the sender of the telegramis sending |nforna

assigned to a speci al service not otherw se accessible or
speci al

inquire it of the calling subscriber via a voice output.
This information flow is indicated in the drawing by a, b.
SSC 10 now checks with the aid of database 14 whether
the customer is known and authorized for service SVL 1. 'If
5 not, the inquiry is refused by an appropriate announcemenﬁ
from VRU 13;.for instance. If the customer is known and au-—
thorized, the first message for the desired service SVL 1 is
formed; and by calling up the Authentification Center 14, a
security code, the cryptogram, is formed. Such a cryptogram
10 or a word encoded according to certain rules may, for in-
stance, be formed according to the known DES standard. |
This satisfies thé equation
SRES = A3 (ki,RAND)
wherein:
15 SRES stands for Signed Responds, i.e., message
.response,
A3 is a secret algorithm stored both in Authentifica-
tion Center 15 and on chip card 22,
ki is a secret code which is likewise present both in
20 Authentification Center 15 and on the card 22 of the respec-
tive subscriber, and
_RAND stands for random number or checksum, which ac—
cording to the present invention is obtained, for instance,
from the contents of the first message as follows:
25. RAND = f(message).
The function by which the random number or checksum is
to be obtained from the message may be established by the

subscriber himself, for instance, during an identification

-18-



6 application. The ternminal also knows in this case that the fct*usumﬂﬂi]

data,in the tel egram having a recogni zed identification code TMsmmaQQgQriSe

data for dealing with and/or displaying information of al °en Replaced
speci al service dialed beforehand. Data tele- 5 grans pro l}”m
the identification code nmake it possible to transmt da

executabl e instructions to term nals specially equipped with a-filter

for recogn|2|ngf%¥gbé§ﬁ§% upon'first use of the chip card, which procedure

need not be discussed in detail here. It may be any mathe-
matical function which is in some way associated with, e.q.,
the length of the message. The random number or checksuﬁ
5 RAND, or the function by which this number is to be calcu~
lated, is stored on chip card 22 and in Authentification |
Center 15 and is calculated in each instance on the spot.
The cryptogram SRES calculated according to the fore-
going equations is filed in block 43 of identification code

10 40 in the data telegram for the first message. The current

.synchronization counter for subscriber A's chip card 22 is
determined via database 14. The contents of the synchroni-
zation counter are also part of the identification code and
are.filed in block 42. Inputted into block 41 of the iden-

15 tification code is how many partial messages are comprised
by the message called for and to be transmitted to sub-~
scriber A and which pértlwithin a sequence of parts is in
the process of being edited. These operations are indicated
by the letter ¢ in Figure 8.

20 . S8SC 10 now sends thé message edited in this way, which
may consist of one or more parts or data telegrams, to sub—
scriber A, i.e., to his chip card 22 inserted in a terminal
4. As statéd earlier, all such messages are sent off as GSM
Class 2 messages. The dispatch of such a message is indi-

25 cated by the letter d. As soon as a meséage which has
passed the test criteria of the filter on subscriber's A's

chip card is stored thereon, the chip card generates and

...19._



telegrans and to receive themfromsuch termnals in the central unit
that.li kew se conprises an anal ogous filter. 10 Starting frthnSan Bren Replaced
appl i cation protocol can be defined bet ween the ter m' nal s mﬂ"l J II II

equi pped and the central unit, which is a controlling cen
so-cal l ed service center; this protocol regulates for the se

termnal the nes- sage synchronization, data authenticity by means of
crypto- 15 gra Lng.qf _an ecutabl e instruction. .On_th
basls of the appPPRe %a%E 2o EsEo 1. aRoaF ERERTvPorBaPhY Se . " deniThat il

as e.

According to the GSM standard, all messages are both
sent and received via an SMS-C 8.

5 The inventive filter 12.1 contained in a memory area
on subscriber A's chip card 22 recognizes the incoming mes-
sages, collects partial messages in chip-card stack 28, and
rﬁns the card applicatioﬁ when all the parts have arrived.
This can be determined with the aid of block 41 from identi-

10 fication code 40.

As a resﬁlt of the méssages received, tﬂe card can,
for example, generate new, outgoing messages and send them
as SMS MO/PP shoft messages (see initial description_of Fig-
ure 1) to SMS-C 8, which relays the messages to SSC 10 based

15 on the identification code. Such a message is indicated by
the letter £ in Figure 8. |

A cycle d, e, f may be.repeated as many tihes_as de—
sired according to the special service wanted and according
to the selected logic module 11.1 to 1ll.n. SsC 10 then'in—

20 creases with each message the synchronization counter per
"card and forms for each message a corresponding cryptogram,
so that subscriber A's chip card can check the authenticity
of the data. The responses from subécriber A's chip card to
SSC 10 are preferably also encoded according to the above-
25 mentioned equationé.
The order of biocks 41, 42, 43 is not essential to the

invention and may be any desired order.



t he netﬁork provi der to the respective subscriber may be de- ) fined, -

whi ch services may be understood as a nessage ex- changdh Been Replaced

term nal provided with an appropriate fil- 20 ter and the se _ & |“ IH |
|

center. As an exanple of such a special service, it is
for instance, to carry out |oca- tion-dependent inquiries. Thus it
can be nmade possibl e, annq&;other things, to ask for

orcaktomn <orvi cos, 25 acctors, pharmecree, ere oo | EMRCHAROR VAN

1. A system for transmitting messages in a com-
munication network for voice and data processing of the type
having a plurality of terminals, each allocated to a spe-
cific user or capable of being allocatgd to a“specificruser; -

5 by means of a data carrier insertable therein, at least two |
said terminals being capable of entering into voice or data
communication with one another, and héving at least oﬁe cen-—
ter for controlling.message.transmission within said commun- -
ication network, each message transmission being a data com-—

10 munication inéluding an exchange of data telegrams conﬁain-
ing a standardized data header, whefein the improvement
comprises:
an identification code optionally contained in one or
- more certain said data telegrams in addition to
15 sald standardized data header,
at least one central unit within said communication
network, . | |
means' included in said at least one central unit and
in at least some of said terminals for generating
20 said certain data telegrams for transmission ei-
ther from said central unit to at least one of
said terminals or from one of said terminals to
said central unit, and
a plurality of filters for recognizing said identifi-
25 cation code, one of said filters being respec-

tively associated with said central unit and one

-21-
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The ident.i fication code can be d

eftmed—by the network

need -not be co-ordi nated with any onal stand
may conprise security facilities Ll“lmnm I"“Illl”"l

devel oped in any desired way, so ca m ance call for spe-
services by unauthorized subscrlbers may be excl uded.

laced

with each of said at least some of said terminals,

said idenﬁification code being provided for informing said
central unit or said terminal that the data contained in the
30"message are to be processed according to a special, not oth-

erwise accessible procedure.

2. The system of claim 1, wherein the communica-
tion network is a digitally operating communication network,
particularly a cellular mobile radio telephone network ac-

cording to the GSM standard.

3. The system of claim 1, wherein the communica-
tion network is a digitally operating communication network,
particularly a cellular mobile radio telephone network ac-—

cording to the DCS 1800 standard.

4. The system of claim 1, wherein each of said
terminals and each said data carrier comprise storage means,
each of said filters associated with said terminals being a

software module contained in a said storage means.

5. The system of claim 1, wherein at least some
of said terminals are mobile radio telephones, each of said
telephones comprising means for exchanging data with said
data carrier, particularly with a chip card insertable in a

5 mobile radio telephone.

(cont‘d.)
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The filter expediently takes the f re nodul e. ThIS
software nodul e must be stored when arqhﬂsmkﬂﬂﬁBum hmﬂ
term nal permanently allocated to a mﬂlllmlulnumml or

carrier, preferably a chip card, per-+* ¢ wanentsl y*all oca e J

subscriber and insertable in a pIu- rality of non- aIIocat

Since the nentioned conmuni cation network in which the systen1|s used
is preferably a digitally dper&ienggysranurof claim IxﬂWhﬂremnvwaid cémtaln

particularly a cellular nobile radio
data telegrams are parts of a said message comprising a plu-

rality of said data telegrams, said identification code in
each of said certain data telegrams indicating.the'total‘
5 number of said data telegrams in said message and specifying

the position of each said data telegram within said message. .

7. The system of claim 6, wherein each of said
terminals and each said data carrier comprise storage means,
further comprising checking means for causing each of said
data telegrams forming a said message to be stored in a said

5 storage means and for déferring further processing of said
data telegrams until the complete said message is stored in

said storage means.

8. The system of claim 1, wherein said identifi-

cation code follows said standardized data header.

9. The system of claim 1, wherein said identifi-
cation code comprises a security code, further comprising
modules for managing authorization data o£ individual sub- -
scribers authorized to transmit messages containing'said.

5 identification code and for calculating, encoding, and
checking said security code, said modules being associated

with said central unit.

10. The system of claim 9, wherein said security

code includes the value of a random number, said random

—-23-



t el,ephone network defined accordi ng-to the GSMstandard or

1800-st andard, nobile radio tel ephon nanth lmmd
as termnals. Such tel ephones are | ﬁlllmmllﬂnﬂm I”“ll y equi pp

way that they contain a read-wit dewi e fsor *a chip car

especially for processor chip. cards (SIM. However, a tern1na| n1ght

al so be a data- proceSS|ng apparatus such as a personal conputer_or a
hand- hel d com eEuPSanférf€%§W&P§ of) gajguMesesSen S sfeTaddeidpfinable

that 20 such agparatys TNl L} LY Scahtd MR GakBLRT v te

11. The system of claim 1, wherein said certain.
data telegrams are components of special services offered by

the provider of said communication network.

12. The system of claim 1, wherein said certain

data telegrams contain message information in encoded form.

13. A system for transmitting meséages in a commu-
nication network for voice and data processing having a plu-
rality of terminals, each allocated to a specific user or
capable of being allocated to a specific user by means of a

5 data carrier insertable therein, at least two said terminals
being capable of entering into voice or data communication
with one another, having at least one center for controlling
message transmission within said communication network, each
message transmission being a data communication including an

10 exchange of data telegrams containing a_standérdized data
header having an internationally standardized identification
code for establishing the identity of the subscriber and the
authenticity of the message, and having at least one central
unit in said communication network; at least some of said

15 terminals and said central unit having means for generating
said data header of said data telegrams, said data telegfams
being transmitted either from said central unit to at least

one of said terminals or from one of said terminals to said

_24_



» E
device for chip cards, though tk i custonmary at present .

L AN« i

such as floppy disks, hard G or ®chfp-tard-si zed PCMC

st or age neans. Flomcharted the mentioned filter represents
br anch- ing facility which formards messages not containing the

i dentification cozpntuak ¥niki saigueentrhlupplt candesasbdest least some of

20  said terminals including facilities for checking said data

" header, wherein the improvement comprises:
a further identification code optionally contained .in
one or more certain said data telegrams and defin-
able by the provider of said communication network,
“25 means included in said at least one éentral unit and
in said at least somé of said terminals for gene-—
rating said further identification code, and
a plurality of filters for recognizing said further
identification code,
30 said further identifiéation code being a security facility
definable by said provider for the transmission of certain
messages and being contained in said certain data telegrams

immediately following said standardized data header.

14. The system of claim 13, wherein the communica-
tion network is a digitally operating communication network,
particularly a cellular mobile fadio-telephone network ac-

cording to the GSM standard.

15. The system of claim 13, wherein the communica-
tion network is a digitally operating communication network,
particularly a cellular mobile radio telephone network ac-

cording to the DCS 1800 standard.

(cont'd.)
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IZE,‘

out put. This filter, pref erably a ent on the Ths eenRe laced
card, is always addr essed when the aIIy l
radlo t el ephone, addresses the Chlp* 5 updat e S

i..e., when a nessage or short nessage i's

16. The system of claim 13, wherein each of said
terminals and each said data carrier comprise storage means,
each of said filters associated with said terminals'being a

software module contained in a said storage means.

17. The system of claim 13, wherein at least some
of said terminals are mobile radio telephones, each of said
telephones comprising means for exchanging data with said
data carrier, particularly with a chip card insertable in a

5 mobile radio telephone.

18. The system of claim 13, wherein said certain
data telegrams are parts of a said message comprising a plu-
rality of said data telegrams, said identification code in
each of said certain déta tele§rams indicating the total

5 number of said data telegrams in said message and specifying

the position of each said data telegram within said message.

19. The system of claim 18, wherein each of said
terminals and each said data carrier comprise storage means,
further compriéing checking means for causing each of said
data telegrams forming a said message to be stored in a said

5  storage means and for deferring further processing of said
data telegrams until the complete said message is stored in

said storage means.

(cont'd.)
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supposed. to be stored on the chip ca ﬂlﬂﬂ I|ed to the ) '
second out put on the basis of the co ﬁﬂ'ﬁg - lsﬂW Béen Re laced

t hen checked as to correct nessage synchfonq tion.

present, the message is not ac- 10 cepted. If the nessage ,ﬂ
synchroni zation is correct, the nes- sage is checked as to mhet

Is a partial nessage or a conpl ete single nessage. The

filter may be any facilit®20sui tTid eysdrem edogiliadzm 13, wkiex@iancﬁa:ird identifi-
elimnating data tel egrans containing the identi-
cation code comprises a security code, further comprising
modules for managing authorization data of individual sub-
scribers authorized to transmit messages containing said:
5 identification code and for calculating, encoding, and

checking said security code, said modules being associated

with said central unit.

21. The system of claim 20, wherein said security
code includes the value of a random number, said random num-
ber being a function of said message preferably definable by

said provider of said communication network.
22. The system of claim 13, wherein said certain
data telegrams are components of special services offered by

said provider of said communication network.

23. The system of claim 13, wherein said certain

data telegrams contain message information in encoded form.
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15 fication code. Accordi ng to the present invention, it is

proposed that the nunber of partial nessages for a fulirhl immklmmd
information for the |ocation of the respective parti al nes-

wi thin the nessage be contained in the identification mﬂ
storage neans of the chip card, the individual nessages are store

the order of their arrival at |east until the full nmessage has been
received. Only then does processing begin in the correct order of

t he indivi dual nes-
' ABSTRACT

The system for transmitting messages is used in a mo-
bile radio telephone network (1) having a number of termi-
nals (4, 9). The terminals may be either permanently allo-

5 cated to a specific user or allocated to a specific user by
means of a chip card insertable in the terminal. At least |
two terminals can enter into voice or data communication
with one another in the mobile radio telephone network. The
mobile radio telephone network comprises at least one center

iO (8) for controlling the message transmission, each message
being a data communication in which data telegrams contain-
ing a standardized data header are exchanged. For process-—
ing special services according to a special procedure acces-—
sible only to certain authorized subscribers, the data tele-
15 gram comprises an identification code in addition to the
standardized data header.' A central unit (10) associated
with the center and at least some of the terminals have
means for generating data telegrams provided with the iden-
tification code. The central unit for the special services,
20 as well as authorized terminals or authorized chip cards,
are equipped with é filter (12.1, 12.2), preferably a soft-
ware filter, for recognizing the identification code. The
possibility is thus offered not only of transmitting any de-
sired bit streams in transparent mode according to GSM Phase
25 2, but also of sending data and executable instructions'to
or receiving them from authorized subscribers without having

to change internationally established standards.
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sages, which need not be the order of reception. In the
Is provided that the central unit for the special

25
. ser viThis Shestiiay BegiReplaced
an operating center, a so-called SIM Ser- vice Center (
each special service, a |logic nodul e (Service. Logic or
- 9

associated with this SIM 176

center, it

4_ [

5
2
BSC
BSC

Fig.1
~7

sMs-c k— wmsc
-9




Service Center. The individual |ogic nodules are func- tional

| Replaced
connected to the SIM Service Center. Further asso- Ci picshe
SIM Service Center is a database intended, anong ot her t m ‘\\
managi ng the credentials of the sub- 5 scribers authorize
messages wWith an identifica- ti@fgode. An authenticity checking
unit (Authentification - Center or AUC) is also functionally connected
to the SIM Service Center. This is a nodule for calcul ating,
encodi ng, ' ' -

Fig. 2




the cryptogram The way in which the securitylicode is for ed
will be di scussed below. It may nmerely be stated heleTh &
nunber is included, the random nunber itself preferably be 4 “ | ' N
function of . the nmessage definable byst provi der of 15 t LU

and checking a security code contained in the identificatiqﬂ 10 code,

conmuni cati on networ K. : ferred enbodi nent of the invention
will now be "described in detail with reference to the acconpanyi ng
dr aw _
ol
4+—18
/-19
-

Fig.3

20 —

good |
goo




i ngs, in*which: : Figure 1 is a diagramof the bgsic structu#e\\

of a‘pri- 20 or art nobile radio tel ephone network operat '.n@"hia%gr ing .
to t he GSM st andard, Figure 2 is a diagram *ERejac
radi o tel ephone net - wor-k operating according to the GSM /// ed
expanded ac- cording to the invention, 25 . Fi gure /II/

di agrammati c perspective view of a no- 4/6 bile radio tel ephone with a
chip card for a nobile radio : :

Fig. 6
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t el ephone network according to Figures 1 and 2,

REPLACEVENT SHEET 10

first flowhart illustrating the function of the i nvent
Figure 5 is a second flowhart fromwhich the main rmde
of the filter is apparent, 5/6 _

Fig.5

i
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5 , ° Figure 6 is a diagram showi ng the structure of a e L
telegran1of an SM5 nessage according to the GSM st andard, : - Firgure

7 is a diagram showi ng the structure of a data telegr nwmgggamg§§@gﬁelmmd
having an identification code for spe- ci al services, an

Figure 8 is a diagram of the nobile radio tel ephone net ﬂ

2 presented differently for explaining g process of a

t ransm ssi on. Startlng froma cellular nobile radio tel ephone

net - '

Fig.8
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wor k - é&QQLglng to Figure. 1, preferably operatlng digitall 3]
accordlﬁg to the GSM standard or the Dﬁ%%@ﬁaﬁie@rﬁe laced ﬁfﬁi{\ﬁgﬁérﬂ'&:zm

i nventive systemfor the transnission 0% Imﬂm ﬂil jut r%%ié‘tad:wm

network extensions indicated in Figure
recei ving messages containing the in- ntification code in

their data-telegram term- 20 nals 4 and 9 are provided with a filter
12.1. This filter is preferably a software nodul e contai ned either
in a nmenory - in the termnal it f 0 f

y WS o Rk st s 1S CE @R ON @ chip card to be

The present invention relates to a device for trans-
mitting messages in a communication network for voice and
data processing of the type having a plurality of terminals
which are each allocated to a specific user or can be allo-
cated to a specific user by mean$ of'a data carrier insert-
able in the terminal, at least two terminals being capable
of entering into voice or data éommunicatiqn with one an-
other, and having at least one center.for controlling the
message transmission within the communication network, each.
message transmission being a data communication wherein data
telegrams containing a standardized data header are |
exchanged.

- Many countries currently offer national mobile radio
telephone networks using a multitude of technical standards.
For international traffic, however, the differing networks
constitute an obstacle. A mobile telephone subscriber ex-
pects to be able to use hié terminal apparatus in various
locations in a number of countries, e.g., all over Europe.

With the introduction of the GSM (Global System for
Mobile Eommunication) standard, i.e., the standard for a
cellular radio telephone network, the way has become free
for a uniform network and thus for international traffic.

Figure 1 of the accompanying drawings shows the basic
structure of a mobile radio telephone network operating ac-
cording to the GSM standard. Reference numeral 1 therein

designates the surface area of the network. This entire

area is covered by radio cells 2 adjoining and overlapping



Message - ‘Servi ce Cent er (SM5-C) 8 rela gra tran tf
eci Q@Pvrces shM......

REP
|nserted i.n a read mmlte devi ce disp e O?H K8laced- LACEMENBSHEET
termnals 4 and 9 to an operating i“

e}

Service Center or SSC) 10. Afil arIy asSSocCT at ed—wr
operating center 10, returns data telegrans | acki ng an

I dentification code

REPLACEMENT SHEET 2

one another, only a few such cells being visible in Fig-

ure 1. In each cell 2 there is a base station 3 (Radio Base
Station or RBS) which takes care of-radio communication to
thé terminals of the mobile telephone subscribers. Along
_each radio route between a base station 3 and a terminal 4,
all voice and control informatiomn, as well as other data
such aé messages, is transmitted in digitally coded form.

Reference numeral 5 designates a controller (Base
Station Controller or BSC) by means of which several base
stations are controlled. For example; the controller is
responsible for the smooth radio-technical transition of a
subscriber, or rather of the terminal allocated to a sub-
scriber, particularly a mobile radio telephone, from one ra-
dio cell to an adjacent one. On the basis of automatically
performed field strength measurements, the controller de-
cides when the transition should be initiated from one radio
cell to which adjacent radio-cell. Such a transition is
called a handover or handoff.

The controllers are in turn grouped into a higher-—
ranking mobile radio center 6 (Mobile Service Switching
Center or MSC) which establishes the transition to a wired
network 7, e.g., an ISDN (Integrated Services Digital Net-
work). In such a telecommunication network, voice infor-
mation, image information, and information from data-
processing equipment, Zcr example, can be ;raﬁsmitted
simultaneously.

Reference numeral 9 indicates another terminal, e.g.,

a personal computer (PC) by means of which, among other



11 direatly to SM5-C 8 and further p oces es o I gea :
an identification code. A |logic nodule i%ﬁ&@ %erV|ce (EﬂT HEET
11.1 to 1l.n is preferably associ at ed g ceﬁtﬁe{‘ 10 13)F m
each special service, an exanple of 5 _Dr ety
mentioned earlier. The |ogic nmodul e for a flrst speC|aI service or a
first application is designated as 11.1, and a logic nodule for an

nth special service or applicatiop is designated as 11.n. The number

of -

things as a data-communication application, messages can be
transmitted to a mobile.radio telephone 4. The possibility
of doing this is known in the art as an SMS (Short Message
Service). However, messages may also be transmitted from
one mobile radio telephonelto another; The connection is
then always handled via a so;calléd Short Message Service
Center (SMS-C) 8. The SMS is.a telecommunication service
which permits messages to be sené from the Short Message
Service Center to a GSM subscriber (SMS Mobile Terminated/
Point-to-Point or MT/PP) or from a GSM subscribér to the
Short Message Service Center (SMS Mobile Originated/Point-
to-Point or MO/PP). Each message is. then packed in a data
telegram preceded by a standardized data headér, containing
among other things the identification of the subscriber and
a code indicating that this is a message.

This procedure, defined in GSM Standard 3.40, is
called GSM Phase 2. It allows the transmission of any de-
sired bit streams in a transparent mode. Short messages
such as "Please call subscriber XYz," for inétance, can
thereby be transmitted from a subscriber A via the Short
Message éervice Center to a subscriber B. The message is
indicated to. the recipient in a display, for example.

From GSM Phase 2 there are also so;called Class 2 mes-
sages. In mobile radio telephones or other terminals.pro-
vided for the processing of Class 2 messages, the existence
of a storage means is presupposed, preferably a Subscricer
Identification Module (SIM) in the form of a chip card.

Contained in the storage means are, among other things, all
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an identification code, as well as 15 forca!culatlng, encodi ng, and
checking a security code con- tained in the identification code. The

fILSt QL t hese nod- - ules is substantially a database 14 in which
subscri ber
necessary data for identifying the user. Chip cards or pro-

cessor chip cards can be inserted in any desired terminal to
be used. One advantage of such a design is that a mobile
radio telephone subscriber, for instance, need not take his
own terminal with him but only his chip card.

Class 2 messages or further'developments based there-
on, which may consist of one or more messages, are filed
message—wise in the aforementioned storage means. As soon
as this is done, an affirmative acknowledgment is sent to
the Short Message Service Center.

The possibility is thereby offered of sending to or
receiving from a storage means in a terminal both data and
executable instructions.

It is therefore an object of this invention to provide
an improved message transmission system which further ex-
tends the advantageous properties of Class 2 messages.

Another object of this invention is to provide a sys-—
tem making it possible not only to transmit transparent bit
streams but also to offer special services to authorized
subscribers via SMS. |

To this end, in the system for transmitting messages
in a communication network for voice and data processing
according to the present invention, of the type initially
mentioned, data telegrams may contain an identification code
in addition to the standardized data header; at least one
central unit existing in the communication network and at

least some of the terminals have means for generating data

telegrams provided with the identification code, the data




i dentisfi cation data of subscribers authorized to use the || REPARQRWENT SHEET

services are filed. In the second nodufhisSh gniRepla® il fi caqi rol
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is checked in received nessages an d and—encoded T Of
nessages to be transmt- ted. An exanple of this is to be found
bel ow. A unit for a spokensresponse.(Vbice Respond Unit or 25
VRU) 13 is. preferably al so associated=with SSC 10 especially for

i'ving support in accessing a desi.red special service b .
9 ng ppte egrams elnggtransmltted %f@her rom éie)gentral unit to

at least one of the terminals or from one of the terminals
to the central unit; there are filters for recognizing the
identification code, one of the filters being respectiveiy
associated with the central unit and with at least each of
the aforementioned some of the te%min;ls, and the identifi-
cation code beiﬁg provided for informing the central unit or
the terminal that the data cont;ined in the message are to
be processed according to a special, not otherwise accessi-
ble proceduré. |

Thus, by means of the inventive identification code
which may be present in a data telegram of a message in ad-
dition.to the standardized data header, it is indicated that
the data in this message are data to be processed according
to a special procedure. The identification code, preferably'
coming after the standardized data header, is generated ei-
ther by a central unit or by terminals equipped for that
purpose and is transmitted together with the data telegram
to the remote station, either the terminal or the centr&l
unit. Both the central unit and terminals equipped for that
purpose.check upon reception of each data telegram, recog-
nizable by the standardized data header, whether the message
additionally contains an identification code. If it does
not, the data of the data telegram are treated as a normal,
hitherto customary message according to the SMS standard.

l If it does, the centrzl urit knows that the sender of
‘ the telegram is sending information to be assigned to a

special service not otherwise accessible or to a special
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application. The terminal also knows in this case that the
data in the telegram having a recognized identification code
comprise data for dealing with and/or diéplaying informati&n
of a certain special service dialed befofehand. Data tele-
- grams provided with the identification code make it possible
to transmit data and executable iﬁstrd;tions'to terminals
specially equipped with a filter for recognizing such data
telegrams and to receive them frém such terminals in the
central unit that likewise comprises an analogous filter.
Sstarting from that, an application protocol can be defined
between the terminals thus equipped and the central unit,
which is a controlling center, a so-called service center;
this protocol requlates for the selected terminal the mes-
sage synchronization, data authenticity by means of crypto-
gram, and generating of an executable instruction. On the
basis of the application protocol, new services offered by
the network provider to the respective subscriber may be de-
fined, which services may be understood as a message ex-
change between a terminal provided with an aﬁpropriatefil-
ter and the service center. As an example of such a special

i | service, it is possible, for instance, to carry out loca-

‘ tion-dependent inquiries. Thus it can be made possible,
among other things, to ask for location-dependent telephoné
numbers of emergency services such as breakdown services,
doctors, pharmacies, etc.

The identification code can be defined by the netwock
provider. It need not be co-ordinatéd with any interna-

tional standards, and it may comprise security facilities
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enbodi ment i's shown in Figure 3. The ' i 0 {lel lowatne..conpri-ses:
a control panel or key pad 16, a d NEEE = orTTor . an
LCD 17, an antenna 18, a receiver opening 19 behind which a receiver
I s di sposed for delivering voice conmuni cations, and a m crophone
open- 10 ing 20 through which acoustilc signals to be transmtted are
supplied to a m crophone. Tel ephone 4 is further provided

developed in any desired way, so that a chance call for spe-

cial services by unauthorized subscribers may be excluded.
The filter expediently takes the form of a software module.

' This software module must be stored when the initial data
are defined in a terminal permanently'allocated to a sub-
scriber, of-on a data carrier, préferably a chip card, per-
manently allocated to a subscriber and insertable in a plu-
rality of non-allocated terminalé.

Since the mentioned communication network in which the
system is used is preferably a digitally operating communi-
cation network, but particularly a cellular mobile radio
telephone network defined according to the GSM standard or
the DCS 1800 standard, mobile radio telephones are predomi-
nantly foreseen as terminals. Such telephones are increas-
'ingly equipped in such a way that they contain a read-write
device fo;ﬂg chip card, especially for processor chip cards
(SIM). However, a terminal might also be a data-processing
apparatus such as a personal computer or a hand-held com-
puter, for example. It would further be conéeivable that
such apparatus might in future also have a data read-write
device f;r chip cards, though that is not yet customary at
present. User-specific computer data are, after all, in-
sertable in various data-processing equipment right now by
means of mobile data-carriers such as floppy disks, hard
disks, or chip-card-sized PCMCIA-standard storage means.

Flowcharted, the mentioned filter répresents a branch-
ing facility which forwards messages not containing the

identification code to a first output and supplies messages
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operating with the special services, chi

8kB EEPROM whi ch is contai ned on a chip 23 and is ot shown in
detail in the drawing. Chip 23 can be electrically connected to the
read-wite device di sposed in teBephone 4 via a contact bank assenbly

24 com 20 posed of a plurality of individual electrical contacts.
in which the identification code is recognized to a second

output. This filter, preferably a software component on the
chip card, is always addressed when the terminal, especially
the mobile radio telephone, addresses the chip card with the
update SMS command, i.e., when a messige or short message is
supposed to be stored on the chip ‘card. Messages supplied
to the second output on the basis of .the correct identifica—
tion code are then checked as to-correct message synchroni-
zation. If this is not present, the message is not ac-
cepted. If the message synchronization is correct, the mes-
sage is checked as to whether it is a partial message or a
~complete single message.

The filter may be any facility suitable for'recogniz—
ing and/or eliminating data telegrams containing the identi-
fication code.

According to the present invention, it is proposed
that the number of partial messages for a full message and
information for the location of the respective partial mes—
sage within the message be contained in the identification
code. In the storage means of the chip card, the individual
messages.are stored in the order of their arrival at least
until the full message has been received. Only then does
processing begin in the correct order of the individual mes-

i sages, which need not be the order of reception. In the

‘ center, it is provided that the central unit for the special

% services comprise an opefating center, a so—called SIM Ser-
vice-Center (SSC). For each special service, a logic moccule

(Service Logic or SVL) may be associated with this SIM
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full nmessage. How the inventive filter 12 1 for recogni zi ng the

identification code is functionally dgsigned and can be
Service Center.

tionally connected to the SIM Service Center.

The individual logic modules are func-

Further asso-

ciated with the SIM Service Center is a database intended,

among other things, for managing the credentials of the sub-

scribers authorized to transmit messages with an identifica-

tion code.

An authenticity checking unit (Authentification

Center or AUC) is also functionally connected to the SIM

Service Center.

This is a module for calculating, encoding;

and checking a security code contained in the identification

code, the cryptogram.

The way in which the security code is formed will be

discussed below.

It may merely be stated here that a random

number is included, the random number itself preferably be-

ing a function of the message definable by the provider of

the communication network.

A preferred embodiment of the invention will now be

described in detail with reference to the accompanying draw-

ings, in which:

Figure 1 is a diagram of the basic structure of a pri-

or art mobile radio telephone network operatlng according to

the GSM standard

Figure 2 is a diagram of a mobile radio telephone net-

work operating according to the GSM standard, expanded ac-—

cording to the invention,

Figure 3 is a diagrammatic perspective view of a mo-

bile radio telephone with a chip card for a mobile radio

telephone network according to Figures 1 and 2,
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Figure 4 is a first flowchart illustrating the function of
the inventive filter,

Figure 5 is a second flowchart from which the main
mode of operation of the filter is apparent,

Figure 6 is a diagram showing tq§ structure of a data
telegram of an SMS message accordfng to the GSM standard,

Figure 7 ié a diagram showing the structure of a data
telegram of a message having an identification code for spe-
cial services, and

Figure 8 is a diagram of the mobile radio telephone
network of Figure 2 presented differeﬁtly for explaining the
process of a message transmission.

Starting from a cellular mobile radio telephone net-
work according to Figure 1, preferably operatiné digitally,
defined according to the GSM standard or the DCS 1800 stan-
dard, the inventive system for the transmission of messages
comprises the network extensions indicated in Figure 2.

For sending and receiving messages containing the in-

ventive identification code in their data telegram, termi-

nals 4 and 9 are provided with a filter 12.1. This filter
is prefeéably a software module contained either in a memory
in the terminal itself or preferably on a chip card to be
inserted in a read-write device disposed on terminal 4.

Short Message Service Center (SMS-C) 8 relays data
telegrams transmitted from ;erminals 4 and 9 to an operating
center for special services (SIM Service Center or SSC) 10.
A filter 12.2, similarly associated with operatiﬁg center

10, returns data telegrams lacking an identification coce
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I dentification code. As al ready st at ed, fllter 12 1 represents a
sof tware branching circuit having aﬁhinput and two outputs, data
t el egrans whi ch do not contain the entification code being supplied

directly to a first output connected to block 25.2, a second
directly to SMS-C 8 and further processes only messages having

an identification code. A logic module (SVL 1, SVL n,
Service Logic) 11.1 to ll.n is preferably associated with
operating center 10 for each special service, an example of
which has already been briefly mens}oned earlier. The logic
module for a first special service or a first application is
designated as 11.1, and a logic madule for an nth special
service or application is designsted as li.n. The number of
special services or applications is not limited and is
essentially ds;eﬁdent upon the creativity of the network
provider, |

SsC 16 co-operates with modules 14 and 15 for managing
credentials of individual subscribers who are authorized to
transmit messages having an identification code, as well as
for calculating, encoding, and checking a security code con-
tained in the identification code. The first of these mod-
ules is substantially a database 14 in which subscriber
identification data of subscribers authorized to use the
special services are filed. 1In the second module, Authenci-
fication Center 15, particularly a security code contained
in the i&entification code is checked in received messages
and is calculated and encoded for messages to be transmiz-

ted. An example of this is to be found below.

A unit for a spoken response (Voice Respond Unit or
VRU) 13 is preferably also assosiated with SSC 10 especially
for gi#ing support in accessing a desired special service by
means of verbal communications to a subscriber calling : .- e'f%v

that special service. In'particular cases, VRU 13 may



15 part of. COS 25. In the prior art, such a data telegra

- - L TRErippemet Socer |
stored on the chip card. This is usudhispgheg ﬁmﬁﬁ- REPLAC = TSHE§T

i nstructions which may, for exanple, be il § sec- ng FER 996
25.2 of the CCS. ” r w l 13 Fes B

If filter 12.1 recogn

i dent ({231 gn-coder

;.
|

the respective nessage is supplied via 20 a second output to a nodul e

27 for processing a special ser- vice. Contained in the

i dentification code, anong ot her 12things, is information stating
whet her the nessage recejved i s"a single nessage .or whether further
nessages'fquﬁﬁlﬁ%i#.help desk where the spoken text is delivered

personally.

A mobile radio telephone 4 such as is customarily used
with an inventive message transmission system according to
the described embodiment is shown in Figure 3. The mobile
radio telephone comprises a contrbl p;nel or key pad 16, a
display, especially in the form of an LCD 17, an antenna 18,
a receiver opening 19 behind whiéh a receiﬁer is disposed
for delivering voice communications, and a microphone open-
ing 20 through which acoustic signals to be transmitted are
supplied to a microphone. Telephone 4 is furﬁher provided
with an opening 21 for insertion of a chip card. 1In opeging
or slot 21 there is a read-write device by means of which an
exchange of data can take place between the terminal and a
chip card 22. For operating with the special services, chip
card 22 needs at least one 8kB EEPROM which is contained on
a chip 23 and is not shown in detail in the drawing. Chip
23 can be electrically connected to the read-write device

disposed in telephone 4 via a contact bank assembly 24 com-

posed of a plurality of individual electrical contacts.
Reference numeral 25 on chip 23 designates a memory area
comprising a Card Operating System (COS). Reference numeral
25 indicates the memory area in which the inventive filter
12.1 is filed. There are also further memory areas, not
specially visible in the drawings, particularly for tempo-
rarily storing several partial messages of a full messace.
How the inventive filter 12.1 for recognizing the

identification code is functionally designed and can be
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iﬁserted in the operating system on chip 23 of a chip card
follows from Figures 4 and 5. Here COS 25 is divided into a
first part 25.1 which especially recognizes from an informa-
tion flow reaching the terminal whether there is a data tel-
egram therein having the standardized ?ata header defined
according to GSM 4.08 or GSM 3.40." If such a short message
is recognized, the first part 25.1 of COS 25 ensures that
the respective data telegram is lntercepted By means of
the inventive filter 12.1, each recognized data telegram is
now scanned for the presence of the identification code. As
already stated, filter 12.1 represents a software branching
circuit having an input and two outputs, data telegrams
which do not contain the identification code being supplied

' directly to a first output connected to block 25.2, a second

l part of COS 25. 1In the prior art, such a data telegram is

i now stored on the chip card. .This is usually done based up-
on instructions which may, for example, be contained in sec-
ond part 25.2 of the COS. If.filféf 12.1 recognizes an
identification code, the respective message is supplied via
a second output to a module 27 for processing a special ser-
vice. Contained in the identification code, among other
things, is information stating whether the message received
is a single message or whether- further messages follow until
a full message is transmitted. 1In any case, the terminal is .
informed which part of the full message has just been re-
ceived. This is necessary since the partial messages are

transmitted within the communication network according to

certain priority criteria--which need not be discussed
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i medi atel y. . .
here-—-responsible for the fact that a number of partial mes-

sages may arrive at the receiving apparatus in some order
which need not necessarily correspond to the correct order.
So that no difficulty may arise thereby, a memory area or
stack 28 is provided on the chip where all parts of a mes-
'

sage are stored until the whole meSsage has been transmit-
ted. Only then does processing of the message begin. If a
message consists of only one part; processing naturally
takes place immediately.

Eigure 5 shows another flowchart illustrating the ba-
sic mode of operation of the inventive filter. As soon as a
data telegram according to the GSM standard has been de-
tected as a message (block 29), it is checked in a first in-
terrogation block 30 whether the data telegram contains a
correct identification code. If not, the message is relayed
at the first output of the filter to block 25.2. 1In the
case of correct recognition, which is carried out through
recalculation of the earlier-mentioned cryptogram and com-
parison with the transmitted cryptogram, it is further
checked in a second interrogation block 31 whether the syn-
chronization is correct. Both the synchronization and the
cryptogram will be discussed in more detail below. 1If the
synchronization is incorrect, the data telegram is turned
over directly to block 25.2. If the synchronization is cor-
rect,'it is determined in a third interrogation block 32
whether the message just received is a full message or
merely a partial message. How this is determined will like-

wise be described below. If the message is a complete one,
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29), it is checked in a first in-

weter—t e
data telegramcontains a 15 correct |dent|f|cat|on code If not, the
nmessage is rel ayed at- the first output of the filter to block 25.2.
In the case of correct recognitigon, which is carried out through

recal cul ation of the earlier-nmentioned cryptogram and com
it is supplied directly to module 27 for immediate process-

ing. If, on the other hand, it is determined that a message
is only partial, processing cannot take place for the afore-
mentioned reasons until the whole message is available. In
this case, the partial message is stoafd in the stack 28
.provided for that purpose at least until all partial mes-
sages are available and processing can begin. This is mon-
itored in decision block 34.

Filter 12.2, preferably also a software module filed
in a memory area of the SSC, corresponds funétionally to the
filter just described.

A data telegram 35 for transmitting a short message by
the standardized SMS is shown in Figure 6. This data tele—
gram is defined according to the GSM standard with a length
of 176 bytes. It comprises a data header 36, 37 comprising
a first block 36, 13 bytes long, containing subscriber ad-
dress data defined, as already stated, according to GSM

Standard 4.08. Following the mentioned first block 36 there

is a second block 37 having a length of 23 b?tes and con-
taining SMS-specific data defined according to GSM Standard
3.40. Tﬁe individual blocks need not be further described
in this context since the respective information may be
found in the mentionec publications.

Following the data header, there are.l40 bytes in a
standard data telegram, containing essentially message in-
formation 38 and (Figure 7) 40, 44.

Unlike the data tel=gram just described, data telegram

39 in Figure 7 comprises the inventive identification code
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cordance with the GSM standard, data telegram 39 is likewise
176 bytes long gnd includes the same data header consistiﬁg
of blocks 36, 37. Preferably adjacent thereto is identifi-
cétion code 40 which is in turn composed of a plurality of
blocks 41, 42, 43. These blocks,’necéssary for an error-
free information flow for messages agsociated with special
services, comprise a first block.41 with indications con-
cerning the number of partial messages for a complete mes-
sage, indications concerning the position of the partial
message in the complete message, and indications concerning
the total number of messages transmitted starting from a
time t0. Block 42 comprises data relative to the synchro-
nization of the messages, to be discussed in detail below.
'The same applies to block 43, in which there is filed a se-
curity code calcﬁlatéd from the data of-block.42 and from
secret data stored both aﬁ the transmitting end and the re-
ceiving end. 1In the mobile radio telephone the secret data

are contained in the chip card, and in the SIM Service Cen-

ter they are contained in the associated database. Further

details in this regard will also be given below in an ex-
planation of the message transmission process.

Such a process for message transmission may be seen in
Figure 8. There the mobile radio telephone network of Fig-
ure 2 is illustrated in a way which lends itself better <o
an explanation of this process. In the chosen illustraz:iocn,
radio cells 2, base stations 3, the controller 5 for aplu-

rality of base stations, the mobile radio center 6, anc a
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wired telephone network 7 connected theretoc are combined in
a single area. Outside that area are two terminals, partic-
ularly mobile radio telephones 4, each provided with a chip
card 22 and allocated to a subscriber A and a subscriber B,
respectively. Also outside the common area is the Short
Message Service Center (SMS-C) 8. - Fuﬁbtionally connected to
SMS-C 8, according to the present invention, is the operat-
ing center for the special services (SIM Service Center or
§SC) 10 having the filter 12.2. Associated with the operat-
ing center, as already stated, are Service Logic Modules
11.1 to 11.n, each for a special service. Further shown in
Figﬁre 8 outside the common area are the two modules 14 and
‘ 15, i.e., daéabase module 14 and authenticity checking unit
i 15. Voice Respond Unit (VRU) 13 is included as well.
Subscriber A, who has inserted his personal chip card
22 in a mobile radio telephone 4 and is marked.and identi-
fied thereby, calls a service number using the keys on his
control panel. This may be a toll?free telephone number,
for instance. This call a reaches VRU 13 via the mobile
radio telephone network (not shown). Unit 13 invites sub-
scriber A by means of a recorded message to select a
service.
After service selection, again by means of subscriber
A's control panel keys, VRU 13 signals SSC 10 that sub-
scriber A has selected service SVL 1, for example. Here VRU
13 may either determine the calling subscriber's telephore

number automatically (Calling Number Identification) or
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A data telegram 35 for transmtting a ¥hort nessage by

inquire it of the calling subscriber via a voice output.
This information flow is indicated in the drawing by a, b.
SSC 10 now checks with the aid of database 14 whether
the customer is known and authorized for service SVL 1. 'If
not, the inquiry is refused by an appropriate announcement

from VRU 13, If the customer is known and au-

for instance.
thorized, the first message for the Qesired service SVL 1 is
formed; and by calling up the Authentification Center 14, a
security code, the cryptogram, is formed. Such a cryptogram
or a word encoded according to certain rules may, for in-
stance, be formed acéording to the known DES standard.

This satisfies the equation

SRES = A3 (ki,RAND)

wherein:

SRES stands for Signed Responds, i.e., message
response, |

A3 is a secret algorithm stored both in Authentifica-
tion Center 15 and on chip card 22,

ki is a secret code whichris likewise present both in
Authentification Center 15 and on the card 22 of the respec-
tive subscriber, and |

RAND stands fdr random number or checksum, which ac-
cording to the present invention is obtained, for instance,
from the contents of the first message as follows:

RAND = f(message).
The function by which the random number or checksum 1s

to be obtained from the message may be established by the

subscriber himself, for instance, during an identification



t he st.andar.di zed SM5 is shown in Fig em@SheJ ata tel e; REPLACM%%H

defined according to the GSM st andar %ﬂ off 176 gﬁg
conprises a data header 36, 37 conpri S|n t b|3Q&ﬂ§§.mﬁ _______ AT
| ong, containing subscriber ad- RS—a-Fondy

stated, according to GSM Standard 4 08 Follomnng the mentioned first
bl ock 36 there Is a second block 37 having a | ength of 23 bytes and

con- 20 tai ning SMs-specific-data d¥ined according to GSM St andard
3.40. The ipbosdiupe ﬁb@ﬁkﬁlﬂgﬁduggto?etﬁgrkﬂgb dese, Red ch - proééh&rgs.

context since the respective information may
need not be discussed in detail here. It may be any mathe-
matical function which is in some way associated with, e.g.,
the length of the message. The random number or checksum
RAND, or the function by which this number is to be calcu-
lated, is stored on chip card 22 and in Authentification
Center 15 and is calculated in each ;nstance on the spot.

The crthogrgm SRES calculated according to the fore-
going equations is filed in block 43 of identification code
40 in the data telegram for the first message. The current
synchronization counter for subscriber A's chip card 22 is
determined via database 14. The contents of the synchroni-
zation counter are also part of the identification code and
are filed in block 42. Inputted into block 41 of the iden-
tification code is how many partial messages are comprised
by the message called for and to be transmitted to sub-
scriber A and which part within a sequence of parts is in
the process of being edited. These operations are indicated
by the letter c.in Figure 8.

SSC 10 now sends the message edited in this way, which
may consist of one or more parts or data telegrams, to sub-
scriber A, i.e., to his chip card 22 inserted in a terminal
4. As stated earlier, all such messages are sent off as GSM
Class 2 messages. The dispatch of such a message is indi-
cated by the letter d. As soon as a message which has
passed the test criteria of the filter on subscriber's A's

chip card is stored thereon, the chip card generates and



found in the nentioned publications.

: . ' Fol ] owi ng t ' _
there are 140 bytes in a 25 standarﬁ‘sﬂiﬁaﬁﬂ}e Y famwc" nt dj RF EL&QEM%EET 1
essentially nessage in- - formation ‘ i IE Yf 40y _44.

Unlike the data tel egramjust described I m Datp !é’;ﬂm |

7 conprises the inventive identification code

20
sends back to SSC 10 an affirmative response, designated
as e. '

According to the GSM standard, all messages are both
sent and received via an SMS-C 8.

The inventive filter 12.1 contained in a memory area
on subscriber.A's chip card 22 fecog;izes the incoming mes-
sages, cdllects.partial messages in chip-card stack 28, and
runs the card application when.all the parts have arrived.
This can be determined with the aid of block 41 from identi-
fication code 40.

As a result of the messages received, the card can,
for example, generate new, outgoing messages and send them
as SMS MO/PP short messages.(see initial description of Fig?
ure 1) to SMS-C 8, which relays the messages to SSC 10 based
on the identification code. Such a message is indicated by
the letter f in Figure 8.

A cycle d, e, £ may be repeated as many times as de-
sired according to the special service wanted and according
to the selected logic module 1l.1 to 1l.n. SSC 10 then in-
creases with each message the synchronization counter per
card and forms for eacﬁ message a corresponding cryptogram,
so that subscriber A‘'s chip card can check the authenticity
of the data. Tﬁe responses from subscriber A's chip card to
SSC 10 are preferably also encoded according to the above-
mentioned equatiomns.

The order of blocks 4l, 42, 43 is not essential to the

invention and may be any desired order.
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16 » 40,. called the Transport Protocol Data Unit (TP~ [ HEPLABEMENT SHEET

cordance with the GSM standard, data tel egﬁs'mibaﬂaaneﬁR sé
bI Qﬁ%
43.

| ong and i'ncludes the sane data header con g‘ﬂgg mi”
, These blocks

Preferably adjacent thereto is identifi-
necessary for an error- free |qﬁprnat|on flow for nessaqes aSSOC|ated

turn conposed of a plurality of bl oc
U e 18 cuaned 5. [ ||||||||||||||||

1. A system for transmitting messages in a com-

munication network for voice and data processing of the type
having a plurality of terminals, each allocated to a spe-
cific user or capable of being allocated to a specific user-
by means of a data carriéf insertable therein, at least two
said terminals being capable of entering into voice or data
communication with one another, and having at least one cen-
ter for controlling message transmission within said commun-
ication network, each message transmission being a data com-
munication including an exchange of data telegrams contain-
ing a standardized data header, wherein the improvement
comprises:
an identification code optionally contained in one or
more certain said data telegrams in addition to
said standardized data header,
at least one central unit within said communication
network,
means included in said at least.one central unit and
- in at least some of said terminals for generating
said certain data telegrams for transmission ei-
ther from said central unit to at least one oZ
said terminals or from one of said terminals to>
said central unit, and
a plurality of filters for recognizing said ideatifi-
cation code, one of said filters being respec-

tively associated with said central unit andthe



services, conprise a firsThifd Wi t h an-

nunber of partial messages 186 Kadthe : me%HEETlgAggggéq\l n“%%fgéﬁmﬂquﬂesf
concerning the position olaﬂﬂg’m n

nmessage, and indications ' the tot ages
transmtted starting froma time tO. ! m Iﬂ& data

relative to the synchro- ni zati of t di scussed in
detail below. 15 The sane applies t Iock\43 in mhlch there is filed a

se- curity codewithh cench colf f sahdt &t deaatosopkeooc 42ishdemmimnals,

said identification code being provided for informing said
central unit or said terminal that the data contained in the
message are to be processed according to a special, not oth-

erwise accessible procedure.

2. The system of claim 1, wherein the communica-
tion network is a digitally operating‘communication network,
particularly a cellular mobile radio telephone network ac-—

cording to the GSM standard.

3. The system of claim 1, wherein the communica-
tion network is a digitally operating communication network,
particularly a cellular mobile radioc telephone network ac-

cording to the DCS 1800 standard.

4. The system of claim 1, wherein each of said
terminals and each said data carrier comprise storage means,
each of said filters associated with said terminals being a
software module contained in a said storage means.

5. The system of claim 1, wherein at least some
of said terminals are mobile radio telephones, each of said
telephones comprising means for exchanging data with said
data carrier, particularly with a chip card insertable in a

mobile radio telephone.

(cont'd.)
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secret, data stored both at the transmtting end_and-the—+e

el VI Tl
end. In the nobile radio te élasﬂnsenx GEQL |[EEFtHAS BEEN (ff éﬁgbﬁ?gvﬁaa "
the chip card, and in the SIM 20gpt erEDhey t1ﬁ31 E@ _
t he associated dat abase. Fur alls inthis re OEEQ'
gi ven below in an ex- pl anat | on iE“ﬂ mﬂ“m m pr ocess.
Such a process for nessage transn1SS| nay be s re 8.
There the nobil e radi ot el ephone netmo of Fig-."~ 25 ure 2 is illustrated

in a way which | ends iet.selthebadytstteri ®f claim 1, wherein said certain

data telegrams are parts of a said message comprising a plu-
rality of said data telegrams, said identification code in
each of said certain data telegrams indicating the total-
number of said data telegrams in said message and spécifying

the position of each said data telegrdm within said message.

7. The system of claim 6,.wherein each of said
terminals and each said data carrier comprise storage means,
further comprising checking means for causing each of said
data telegrams forming a said message to be stored in a said
storage means and for deferring further processing of said
data telegrams until the complete said message is stbred in

said storage means.

‘8. The system of claim 1, wherein said identifi-

cation code follows said standardized data header.

9. The system of claim 1, wherein-said identifi-
cation code comprises a security code, further comprising
modules “for managing authorization data of individual sub-
scribers authorized to transmit messages containing said
identification code and for calculating, encoding, and
checking said security code, said modules being associated

with said central unit.

10. The system of claim 9, wherein said security

code includes the value of a random number, said random



stations,
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number being a function of said messege preferably detinable

by the provider of said communication network.

11. The system of claim 1, wherein said certain.
data telegrams are components of special services offered by
the provider of said communication network.

12. The system of claim 1, wherein said certain

data telegrams contain message information in encoded form.

13. A system for tramnsmitting messages in a commu-
nication network for voice and data processing having a plu-
rality of terminals, each allocated to a specific user or
capable of being allocated to a specific user by means of a
data carrier insertable therein, at least two said terminals
being capable of entering into voice or data communication
with one another, having at least one center for controlling
message transmission within said communication network, each
message transmission being a data communication including an
exchange of data telegrams cohtaining a etandardized data
header having an internationally standardized identification
code for establishing the identity of the subscriber and the
authenticity of the message, and having at least one central
unit in said communication network, at least some of said
terminals and said central unit having means for generating
said data header of said data telegrams, said data telegrams
being transmitted either from said central unit to at least

one of said terminals or from one of said terminals to said



ularly, mobid e radio tehgp
and allocated to a subs
out si de the common area m m

Functional 'y connected t ,
I's the operat-. I ng center for the sp§ !‘“”ﬂ!&
Center .or SSC) 10 having the fil socl at ed mnth t he operat -

10 ing center al ready st ated, are—SeFV|ce Logj ¢ Modul e

1t
I1.n, each FSPtEaipééﬁéh S&AA centmal et Rdsdsd at Least some °¥ °

said terminals including facilities for checking said data

i

header, wherein the improvement comprises:

a further identification code optionally contained in
one or more éertain said data telegrams and defin-
able by the provider of §aid-comﬁunication network,

means included in said at least one central unit and
in said at least some of said terminals for gene-
rating said further identification code, and

a plurality of filters for recognizing said further
identification code,

said further identification code being a security facility
definable by said provider for the transmission of certain
messages and being contained in said certain data telegrams

immediately following said standardized data header.

14. The system of claim 13, wherein the communica-
tion network is a digitally operating communication network,
particularly a cellular mobile radio telephone network ac-
cording to the GSM standard.

15. The system of claim 13, wherein the communica-
tion network is a digitally operating communication network,
particularly a cellular mobile radio telephone network ac-

cording to the DCS 1800 standard.

(cont'd.)
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Figure 8 outside the d& tHersesaenazre Sladed) .ﬁ_ﬁﬂmﬁ_& =24 andll aEpLACEMENT. SHEET

i
dat abase nodul e 14 and hecls rgiEEnHAS BEEN 1i15.1| Voi ¢ éﬁ Boﬂﬂﬁ
Unit (VRU) 13 is inclu H’ﬂ Scri ber A, ﬁ ......................

ch|p car

i nserted his personal 22 | mﬂm ore=4—amnd
I's marked and identi - fied the&ggy \ ‘ E nunber u5|ng t he
keys: on his control panel. e atdl| 3frée tel ephone

nunber, f or |nst§n This call _.a.reaches VRU 13 via the npbile 20
radi o tel ephone net wor (n%?esﬁﬁﬁﬁ?m ofjFiaim Liyj WBereip each of said

terminals and each said data carrier comprise storage means,
each of said filters associated with said terminals being a

software module contained in a said storage means.

17. The system qf claim 13,°*wherein at least some
of said terminals are mobile radio telephones, each of said
telephones comprisiﬁg means for'exchénging data with said
data carrier, particulariy with a chip card insertable in a

mobile radio telephone.

18. The system of claim 13, wheréin said certain
data telegrams are parts of a said message comprising a plu-
rality of said data telegrams, said identification code in
each of said certain data telegrams indicating the total
number of said data télegrams in said message and specifying

the position of each said data telegram within said message.

19. The system of claim 18, wherein each of said
terminals and each said data carrier comprise storage means,
further* comprising checking means for causing each of said
data telegrams forming a said message to be stored in a said
storage means and for deferring further processing of said
data telegrams until the complete said message is stored in

said storage means.

(con” "d.)
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After service selection, sub Wé@??m N A's tgci)gﬂfgh w N

panel keys, VRU 13 S|gnal
call'ing sub_scrl ber's tel ephone nunber ,m“iﬁmﬁmﬂﬁ Iﬂmal l'ing Nunber

service SVL 1, for exanpl
| dentification) or

20. The system of clalm 13, wherein sald ldentifl—
cation code comprises a security code, further comprising
modules for managing authorization data of individual sub-
scribers authorized to transmit messages containing said
identification code and for calculating, encoding, and
checking said security code, said, modiles being associated

with said central unit.

21. The system of claim 20, wherein said security
code includes the value of a random number, said random num-
ber being a function of said message preferably definable by

said provider of said communication network.

22. The sysﬁem of claim 13, wherein said certain
data telegrams are components of special services offered by

said provider of said communication network.

23. The system of claim 13, wherein said certain

data telegrams contain message information in encoded form.
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information flowis indicated in the drawi ng by a, b.
now checks with the aid of database 14 whet her t he cust
and authorized for service SVL 1. If 5 not, the inquiry i
an appropriate announcenent fromVRU 13, for instance. |If the
custonmer is known and au-
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thorized, the first nessage for the - desired service SVL 1 iS{f F =
and by calling up the Authentification Center 14, a sec (ir REQLACKEMENT SHEET
the cryptogram is formed. Such a cryptogram 10 or a word ncoded] 3 FEB 1888
according to certain rules may, for in- stance, be forned Beleording 4.6
t he known DES st andard. This satisfies the equatiom : -

SRES = A3 (ki, RAND) wherein: 15 2/6 SRES stands for Signed
Responds, i.e., nessage
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for instance, '

i s obtai ned,
foll ows:

A3 is a secret al gorithm stored both i

fromthe contents of the fir
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cordi ng to the present invention

st message as
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need not be qdi scussed in detail here. It may be any mat he-
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synchr ohi*zatéi on counter for subscriber A's chip card 22 is |[——determmued
vi a database 14. The contents of the synchroni - zatio (ﬁi’i’r‘rﬁg‘é Nd SHEET .
also part of the identification code and are filed in \(bu]ﬂ,aFEB
Inputted into block 41 of the iden- 15 tification code is 12U DN
partial nmessages are conprised by the nessage called for and to be
transmtted to sub- scri ber A and _which part within a sequence of
parts is in t he process of being e Ed. These operations are
i ndi cat ed by the letter ¢ in Figure 8.
SVL1 SVih
11.1 . “1ln
~.
— AUC 4+
T - SSC c 14
~
b 08
. I N
d'i e# Lt 12.2
13~ VRU SMS-C
\/‘8




l-

20 » « ».«SSC 10 nOM/sends t he nessaqe edited in this may;=ﬁﬁrcr
consi st of one or nore parts or data 2 *ﬁ AR
i.e., to his Chlp card 22 inserted inj|a
earlier, all
dlspatch of - Seainy 25 cated by the letter d. As soon
as a nessage mhlch has passed the test criteria of the filter on
subscriber's A's chip card is stored._t reon, ~the chip card generates
"and : &__EEE

The system for transmitting messages is used in a mo-
bile radio telephone network (1) having a number of termi-
nals (4, 9). The terminals may be either permanently allo-
cated to a specific user or alloeeted to a specific user by
means of a chip card insertable in the terminal. At least
two terminals can enter into voice or data communication
with one another in the mobile radid telephone network. The
mobile radio telephone network comprises at least one’center‘
(8) for controliing the message transmiésion, each message
being a data communication in which data telegrams contain-
ing a standardized data header are exchanged. For process-—
ing special services according to a special procedure acces-
sible only to certain authorized subscribers, the data tele-
gram comprises an identification code in'addition to the
standardized data header. A central unit (10) associate§
with the eenter and at least some of the terminals have
means for generating data telegrams provided with the iden-
tification code. The central unit for the special services,
as well "as authorized terminals or authorized chip cards,
are equipped with a filter (12.1, 12.2), preferably a soft-
ware filter, for recognizing the identification code. The
possibility is thus offered not only of transmitting any de-
sired bit streams in transparent mode according to GSM Phase
2, but also of sending data and executable instructions to
or receiving them fﬁ%m autnerized subscribers - without ﬁaving

to change internationally established standards.

Figure 2

This Sheet Has Been Replaced

[ II
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20 ép,f sends back to SSC 10 an. affirmative response, desi

e. -if““ -~ According to the GSM standard, all messages: (BERMBBEMENTSHEET

sent 'and . rec€ived via an SMs- C 8. 5 - The inventive fljlter g i

Con_'_[_al_ned_ln a menory a_rea L l o | Date..l, ZZ:MAYB%
HESSAQE Ig&gsuISSION S!SIE&

The present invention relates to a dev1ce.for trans—
"ﬂ.mitting messages in a communication network for voice and
h data’ processing of the type hav1ng a plurality of terminals,:;,f
5 -awhich are each allocated to. a speCific user or. can be allo—_:[ o
| ;cated to a specific user by means of a data carrier insert-
:'able in the terminal, at least two terminals being capable t
- of entering 1nto voice or data communication w;th one an—
other, and hav;ng at least one center for controlling the
'5_10_ :message transm;ss;on within the communication network, each
:_ 'message transmLSSLOn being a data communication wherein data
i-telegrams containing a standardized data header are
:exchanged.-' | .- | e |
- Many countries currently offer national mobile radio
15 telephone networks using a multitude of technical standards.
N 1 For international traffic, however, the differing networks
constitute an obstacle.h A mobile telephone subscriber ex—p
.pects to be able to use his terminal apparatus in various
]locations in a number of countries, e g ' all over Europe.
.'20 _ , "_ Wlth the introduction ‘of the GSM (Global System for
"'7fMobile Communication) standard, i.e. P the standard for a T'
hcellular radio telephone network, the way has become free
- for a uniform network and thus for international traffic.
Figure 1 of the acgompanying drawxngs shows the baSic
”'_fZSd ;structure of a mobile radio telephone network operating ac—:
| -_cording to the GSM standard.. Reference numeral 1 therein
"“.des1gnates the surface area of the network This entire

'area is covered by radio cells 2 ad]oining and overlapping



col l'ects parti al

nmessages in chi

a p-card

pp Ifﬁélon when all the parts have arr?bggk 28, and
aid of block 41 fromi denti - Thi s ca

on’ %ubscrlber A o=
s chip card 22 recognlzes the i.ncom ng nes. REPLACG@E@ESHEET

" f‘;-;zdzt"zmd@%.;ﬁ :

b

As a result of the nessages recei ved, 1§ fication Code

generate new, ‘out goi ng messages -and- Se;d A r “P
he card can, . for exa Ie

messages (see h equs be:n VSEEbNEYEP EReT

( oh@‘dd@thﬁ&&cquﬂlenféﬁ ﬁﬁf %) t

relays the messages to.SSC 10 base to SMB-C. 8, .which
v ‘ure 1. In. each cell 2 there is a base statlon 3 (Radlo Base
-'Statlon or RBS) Whlch takes care of radlo communlcatlon to_'
-,}the termlnals of the moblle telephone subscrlbers._ long
-~5' 'each radlo route between a base statlon 3 and a termlnal 4,-"
o all voxce and control lnformatlon, as well as other data
j;ﬂfp o _tisuch as messages, is transmltted ln dlgltally coded form
| | L Reference numeral 5 deSLgnates a controller (Base -
'-.Statlon Controller or BSC) by means of Whlch several base
-”'7_10 statlons are controlled " For example, the’ controller ls -
| wresponSLble for the smooth radlo—technlcal transxtlon of a -
._subscrlber, or rather of the termlnal allocated to a sub-';l
'.scrlber, partlcularly a moblle radlo telephone, from one ra—ph .
3_trdlo cell to an ad]acent one. On the bas;s of automat;cally
15 .performed fleld strength measurements, the controller de-
_ crdes when the transxtlon should be lnltlated £rom one radlo
cell to whlch adjacent radio cell , Such a tranSLtlon ls_
'called a handover or handoff _ o
_ The controllers are ln turn grouped lnto a'higheré._-
.'Zb; _ anklng moblle radlo center 6 (Moblle Serv;ce Sw;tchlng
Center or MSC) Wthh establlshes the transxtron to ‘a w1red
network 7, e. g., an ISDN (Integrated Serv1ces D1g1tal Net-jn
ork) | In- such a telecommunlcatlon network, volce lnfor—
i matlon, lmage 1nformat1on, and lnformatlon from data-.‘
; 25__ process;ng equlpment, for example, can be transmltted
| Lmultaneously | _h
"Reference numeral 9 lndlcates another termlnal, e. g.,'

ea personal computer (PC) by means of whlch, among cther
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15 - on the identification code. Such a nessage is indicat 0

| etter. f.in Figure 8. - .. Acycle d, e, f may be re ea?¥hA%EM' ;HEET

tijmed as.de- . - sired according to the specral service \ g dh@ MAY 1996
acordrng . .. tothe selected logic nodadie 11.1 to 11.n. SO & 412V I 1
2 creases with.each: message the synchronization counter per —_ _card
and forns for each message a correspondrng cryptogram .- so that .
subscriber A's- chip card can check the authenticity - of the data.. "The °

responses fromtﬂﬂﬁgﬁwﬂﬁeﬁ ﬂagacﬁppmgaagatéon appllcatlon, messages can be
L transmrtted to a moblle radlo telephone 4. The pOSSLbllltY
_of dorng thls is known in the art as an SMS (Short Message:
:Serv1ce) However, messages may also be transmltted from
- 5: one mobile radlo telephone to another. The connectlon is
'then always handled v1a a so-called Short Message Servrce
“Center (SMS-C) 8. The SMS is a telecommunicatlon servrce
.whlch permlts messages to be sent from the Short Message
_ _Serv1ce Center to a GSM subscrlber (SMS Mobrle Termlnated/
.lOl 'Polnt-to—POLnt or MT/PP) or from a GSM subscrlber to the
 short Message_Serv;ce Center-(SMS Moblle_Orlglnated/Polnt-'
.to#Point or MO/PP):p:Each,message is then_packed_in"a'data:;”
ltelegramrpreceded”by'a'standardiied data header,"containing
._among other thlngs the 1dent1f1catlon of the subscrlber and
".15'- a code lndlcatlng that thls ls a message. o
| | Thls procedure, deflned in GSM Standard 3 40,'1s _'rd'
i'called GSM Phase 2.' It allows the transmlsslon of any de—"°"
s1red blt streams 1n a transparent mode.. Short messages :
such as. "Please call subscrlber XYZ,“ for lnstance, can
:WZO'? thereby be transmltted from a subscrlber A via the Short
'_. Message Servrce Center to a subscrrber B. The message is
| lndlcated to the recrprent ln a dlsplay, for example. _ |
From GSM Phase 2 there are also: so-called Class 2 mes-.r"H”
_sages. In moblle radlo telephones or other termlnals pro—'
'25g'_V1ded for the processzng of Class 2 messages, the exlstence
| h_of a storage means is. presupposed, preferably a Subscrlber
'Identlflcatlon Module (SIM) in the form of a chlp card

'~jConta1ned in the storage means are, among other thlngs, all
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necessary data for ldentlfylng the user. Chlp cards or pro-_.

_cessor chlp cards can be lnserted ln any deslred termlnal to"
'3be used. One advantage of such a deSLgn ls that a moblle

_ radlo telephone subscriber, for Lnstance, need not take hls_

own termlnal wmth hlm but only hls Chlp card.

Class 2 messages or further developments based there-

on, whlch may cons1st of-one or more messages, are flled_'

message-wrse 1n the aforementloned storage means. ‘As soon'

‘as thls ‘is done, an afflrmatlve acknowledgment is sent to

,the Short Message Servrce Center.

The possibillty is thereby offered of sendlng to or , e

='recelv1ng from a- storage means in a termlnal both data and

-'executable Lnstructlons.'

It ls therefore an ob]ect of thls lnventlon to prov;de'l )

an lmproved message transmassxon system whlch further ex-

‘tends the advantageous propertles ‘of Class 2 messages.”'

Another ob]ect of thls lnventlon ls to prov;de a sys- B

'tem maklng lt poss;ble not only to transmlt transparent blt
' streams but - also to offer specral serv1ces to authorlzed

'subscrlbers v1a SMS.

-a To thls end, ln the system for transmlttlng messages

in a commnnlcatlon network for voxce and data proceSSLng
'accordlng to the present lnventlon, of the type Lnltlally
.mentloned, data telegrams may contaln an ldentlflcatlon codeyl
_ln addltlon to the standardlzed data header, at least ‘one .
'.central unlt exzstzng ln the communlcatlon network and at d
1east some of the termlnals have means for generatlng data

_telegrams prov1ded w1th the ldentlflcatlon code, the data :-
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V\HATIS CLAINED s 1. Asystemfor transniffog e
in a com': - nunication netmnrk for voice and data proceSS|nbt§EA§E§EN? EET

haV|ng a. pIurallty of terninals, each allocated to a spe- - C|f!§g¥gxy Eﬂﬁ

or .capabl e of being all ocated to a- speC|f5c user . 5 by nean Bfte

carrier insertable therein, at | east two ° “said termnals being capable
of enterlng into voice or data = connunlcatlon Mﬁth one anot her, -and

havlng at |eas&smagrams belng transmltted elther from the central unit - to.ﬂ
S at least one of the terminals or from one of the termlnals
pto the central unlt, there are fllters for recognlzlng the
hildentlflcatlon code, one of the fllters belng respectlvely
| _5, 5assoc1ated with the central unlt and wzth at least each of
| -_the aforementloned some of the term;nals, and the ldentifl-'
_catlon code belng prov;ded for lnformlng the central unit or o
.the termlnal that the data contalned in the message are to h':“\ :
be processed according to a specxal, not otherw1se aCCESSL; t'.i
f.id' :ble procedure..‘ | | .' |
Thus, by means of the lnventlve Ldentlflcatlon code
whlch may be present in a data telegram of a message ln ad—'
- dltlon to the standardlzed data header, lt ls 1nd1cated that'
~the data ln thls message are data to be processed accordlng .
18 to ‘a spec;al procedure. The ldentlflcatlon code, preferably .Id";
| __comlng after the standardlzed data header, is generated el--
d ther by a central unlt or by termlnals equlpped for that |
':g purpose and is transmltted together w1th the data’ telegram '
. to the remote statlon, elther the termlnal or the central
'_20"'unlt. Both the central unlt and termlnals eculpped for that';'
| purpose check upon receptlon of each data telegram, recog—
':nlzable by the standardlzed data header, whether the message L
_.addxtlonally contalns an Ldentlflcatlon code._ If it does |
]_-not the . data of the data telegram are treated as a normal,.-'h”'
L 25,_ hltherto customary message accordlng to the SMS standard.
If 1t does, the central unlt knows that the sender of
gthe telegram 1s sendlng lnformatlon to be asszgned to a'

gspec1al serv1ce not otherwxse acce551ble or to a! specxal



ter for controlling message transnission within said commun- REPLAG&MENTSHEET

networ k, ~each nessage transm.ssi‘on being a“data com . 10 ‘munfcatio

i nclUdi ng an _exchange of data tel egrans’ contain-- |ng a g anadarp gefw 1998
data header, wherein the. |nprovenent o 5conpr|ses :

|dent|f|cat|on code optlonally contai ned i'n one or . - '-'1 'I_ nDre S
certain said data tel egrams in addition'to 15 - .  ‘said standardlzed

data.header ___._appl:Lcat:Loﬁt '%ﬁ%ttQQﬁlﬁSEtéiko“ﬂh&w¥‘iﬂ thé'gaggn“%ﬁc tlon_
o ‘fdata in the telegram hav1ng a recognlzed Ldentlflcatlon code i
".:comprlse data. for deallng w1th and/or dlsplaylng 1nformatlon:h
of a certaln spec1al serv;ce dlaled beforehand., Data tele—
25- ggrams prov1ded Wlth the ldentlflcatlon code make it poss;ble_f
..h:to transmlt data and executable lnstructlons to termlnals
o peczally equlpped wzth a fllter for recognLZLng such data
'telegrams and to receive them from such termlnals in the .
fcentral unlt that llkerse comprlses an’ analogous fllter.'..
:_;q_'}Startlng from that, an appllcatlon protocol can be deflned
| 'between the termlnals thus equlpped and the central unlt,
_whlch is a controlllng center, ‘a so-called serv1ce center, R
' 'thls protocol regulates for the selected termlnal the mes—'
'lusage synchronlzatlon,_data authentlclty by means of crypto-'
515f _gram, and generatlng of an executable lnstructlon.- On the “:'H
'baSls of the appllcatlon protocol, new serv1ces offered by
;ﬁnthe network prov;der to the respectlve subscrlber may be de-“_'-.
t:'flned, whlch serv1ces may be understood as a, message ex- ;'
'change between a termlnal proVLded with an approprlate fll- fi
-26_;'ter and the serv1ce center._ As an example of such a speclal )
"serv1ce, lt ls possxble, for 1nstance, to carry out loca— o
tlon-dependent anulrles.' Thus lt can be made poss;ble, |
among other thlngs, to ask for locatlon—dependent telephone
".numbers of emergency serv1ces such as. breakdown serv1ces,
.zs'_.doctors, pharmac1es,'etc. ' '.' | '_ “
o : The ldentlflcatlon code can be deflned by the network _
"_hprovrder.: It need not be co-ordlnated w1th any lnterna-h:"'

'=--tlonal standards, and it may comorlse securlty fac;lltles
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net wor K, " means |ncluded in sald at | east ore cent aﬁEPﬂﬂdﬁyﬁﬂﬁ'
in at: Ieast sone of said terninals for: generatlng 20 SHEET ;

certain data tel egrams for transm ssion ei- ot ﬁﬁaté rMsMAMS%
centfal Unit to at |east one of RPN sald ternlnal *'”QLQQQQ;ZZ:_
of ‘'said termnals to - ' sald central unlt ~and - w

Cocer” ;;ng o Lt S{,g;%'qfﬁ' k' vhy 58 e ZRnancs a1 5 H20.
S o c1a1 serv1ces by unauthorlzed subscrlbers may be excluded
_'The fllter expedlently takes the form of a software module._
- This software module must be stored when the inltlal data _i:'.
':Sff.are deflned 1n a termlnal permanently allocated to a sub—'
tscrlber, or on a data carrler, preferably a Chlp card, per-:y’
"manently allocated to a subscrlber and insertable 1n a plu- o
rality of non-allocated termlnals." _.. ”
Slnce the mentloned communlcatlon network in whlch the.
ld.__system is used is preferably a dlgltally operatlng communl-_
.': catlon network, but partlcularly a cellular moblle radlo B
".:?telephone network derlned accordlng to the GSM standard or_:
':the DCS 1800 standard, oblle radlo telephones are’ predoml-
'nantly foreseen as ternlnals.' Such telephones are increas-_'“'
"[;15_ ,lngly equlpped in such a way that they contaln a read-wrlte _"t
| ﬁ-hdev1ce for-a chlp card, especzally for processor chip - cards:
'5(sIM) However, a. terminal mlght also be a data—processlng_:h' )
I__apparatus such as a personal computer or a hand-held com-'_
puter, for example.n It would further be concelvable that |
'h20_fjsuch apparatus mlght ln future also have a data read-wrlte
]-dev;ce for'chlp cards, though that is not ‘yet customary at
present. User-speclflc computer data are, after all, ln—
sertable.ln varlous data—processxng equlpment rlght now by
' means of moblle data-carrlers such as floppy dlsks, hard
',-_25y ”dlsks, or chlp-card—SLZed PCMCIA-standard storage means.f
. Flowcharted, the mentloned fllter represents a branch—-
_lng faCLIltY whlch forwards messages not contalnlng the |

| gldentlflcatlon code to a- flrst output and supplles messages i



tlvely a5500|ated mnth sai d central unit and one

22 : wi th-each of said at |east -some of sald eFﬁ?Fﬁﬁ%MENTSHEET
sa!d .|dent|f|cat|on code:bei ng provi ded for |nforn1ng saifld.. 002dﬂk¥ﬂﬁ£5 i
uni-t or said term'nal that. the data. contﬁlned |n the 30 Q? Sae-

areto-he- A

processed accordlng to a speC|aI not ot

-ln whlch the 1dent1f1catlon code ls recognlzed to a second
-output. Thls fllter, preferably a software component on the.s
_Chlp card, is always addressed when the termlnal, especrally'
*the moblle radio telephone, addresses the Chlp card w1th the
;5-._update SMS command, 1 e., when a message or short message ls.
supposed to be’ stored on the Chlp card.. Messages supplled |
to the second output on the basrs of the correct ldentlflca-
tion code are then checked as to correct message synchronl- '
e-:'zatlon. If thls ls not present, the message is not ac— ”
10 -cepted. If the message synchronlzatlon ls correct, the mes—:
::"_'sage 1s checked as to whether 1t ls a partlal message or a- |
'1:complete srngle message.'f_ o o |
. The fllter may be any faCllltY sultable for recognlz-
__lng and/or ellmlnatlng data telegrams contalnlng the ldentl-
15 -flcatlon code..' | ' | | | | |
o Accordlng to the.present anentron,llt is proposed
'd-_that the number of partlal messages for a full message and
.;rnformatlon for the locatlon of the respectlve partlal mes-J
sage w1thln the message be contalned ln the ldentlflcatlon_
20 --code.' In the storage means of the Chlp card, the 1nd1v1dual
-:fmessages are stored ln the order of thelr arrlval at least
'_fh:untll the full message has been recelved._ Only then does'
_ processlng begln in the correct order of -the 1nd1vrdual mes-
f;sages, Whlch need not be the order of receptlon.' In the '
25 -lcenter, lt ls provrded that the central unlt for the Spec1al:
-serv1ces comprlse an operatlng center, a so—called SIM ‘Ser—
-v1ce Center (SSC) For each specral serv1ce, a loglc module”

.’ig(SerVLce Loglc or SVL) may be assoclated w1th thls SIM



erw se acce55|ble procedure L 2. The systen1t

wher ei n the conmuni ca . tion netmnrk is a dlgltally oper at || Régﬁ%dEMhNTSHEEr
comfuni cation network, -~ particularly a cel l'ular m)bl I e raclll%té eﬂealﬁhﬁ 19%
network ac- cordlng to the. GSNIstandﬁrd : B 1 1= SNy .

systen1of cla|n11 wherei.n the-: connunlca- ' tlon netmork |s a: dlgltally
operatlng connunlcatlon netmnrk - : . : : S

Serv1ce Center.- The 1nd1v1dual loglc modules are func—'
”: tlonally connected to the SIM Serv1ce Center Further asso-'l .
_ c1ated Wlth the SIM Serv;ce Center lS a database lntended, |
h.among other thlngs, for managing the credentlals of the sub-p
'5 _'scrlbers authorlzed to transmlt messages w1th an 1dent1f1ca-':
'gtlon code.' An authent1c1ty checklng un1t (Authentlflcatlon
Center or AUC) is also functlonally connected to the SIM
Serv1ce Center._ Thls is a. module for calculatlng, encodlng;
and.checklng-a securlty code conta;ned in the 1dent;flcatlon
f__1q_ ;code, the cryptogram | | | | - | . | _

o | The way 1n whlch the securlty code is formed wlll be '
_dlscussed below. It may merely be stated here that a random' |
number is lncluded, the random number 1tself preferably be- -fjf'
'lng a functlon of the message deflnable by the prov;der of ”

115" 'the communlcatlon network.- | o

| A preferred embodlment of the 1nventlon w;ll now be
?_descrlbed in detall w1th reference to the accompanylng draw-
flngs, in whlch.ff“' | d ' | | " |
: Flgure 1 ls a dlagram of the bas1c structure of a prl—'
.ZQ or art moblle radlo telephone network operatlng accordlng to["
t,the GSM standard,' | | | | |
- Flgure 2 is a dlagram of a moblle radlo telephone net—'
;work operatlng accordlng to the GSM standard expanded ac—v
hcordlng to the lnventlon, | _
55 p:-' Flgure 3 lS a dlagrammatlc.perspectlve view of a mo—
"pfblle radlo telephone w1th a Chlp card for a moblle radlo

_telephone_network,accord;ng to E;gures 1 and,z,



particularly.a cellular. nDblle radlo telephone net wor k ac-_ REPUN@HMEMISHEET
the DCS 1800 standard. ' - 4. The systemof c a|n11 :Q

each’ of said . - tern1na|s and each saird ‘dat-a carrier co ,&b, E .............
means, - -each of ‘said filters aSSOC|atgd Wit h sald term

softmare modul e contained in a said storage means. L S
The.system of .cl.aim 1,. whérei.n at .l east sone. ~~. : . of" sald tern1na|s are L

nDblle rad|o teFegbneeé lsaahfmrstafﬂowchart lllustratlng the functlon of
R the lnventlve fllter,_:: | | h |
Flgure 5 lS a second flowchart from whlch the maln"_
mode of operatlon of ‘the fllter is’ apparent, | :
'“5; h o Flgure 6 lS a dlagram showrng the structure of a data
| ':ftelegram of an SMS message accordlng to the GSM standard,

; Flgure 7 ls a dlagram showxng the structure of a data
-ltelegram of a message hav1ng an ldentlflcatlon code for spe-ﬁl"ﬁ
| c1al serv1ces, and | '1 | | |

fid'_ “-' Flgure 8 is a dlagram of the moblle radlo telephone :
;:_fnetwork of Flgure 2 presented dlfferently for explalnlng the
..process of a message transmission.; | ' |
- Startlng from a cellular moblle radlo telephone net-'-
_:work accordlng to Flgure 1, prererably operatlng dlgltally, ]
i:lS":'deflned accordlng to the GSM standard or the Dcs 1800 stan-':
. -:fdard the lnventlve system for the transmlsslon of messages'h
'_comprlses the network extensrons lndlcated in Flgure 2. |
) ' For sendlng and rece1v1ng messages contalnlng the Ln-:
_.ventlve ldentlflcatlon code ln thelr data telegram, term1~
.:20 ;nals 4 and 9 are prov;ded Wlth a fllter 12 l.' Thls fllter
o .lS preferably a software module contalned elther ln ‘a memorf:
‘pln the terminal ltself or preferably on ‘a Chlp card to be '
lnserted ln a read—wrlte dev1ce dlsposed on termlnal 4.-
. Short Message Servrce Center (SMS—C) 8 relays data -
';és-p telegrams transmltted from termlnals 4 and 9 to an’ operatlng_}a -
-center for speclal services (SIM Serv1ce Center or SSC) 10._,-hi
'i-A fllter 12 2, s;mllarly assocxated w1th operatlng center ‘

th, returns data telegrams lacklng an ldentlflcatlon code o
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dlrectly to SMS—C 8 and further processes ohly messages hav1ng
fan ldentlflcatlon code._ A loglc module (SVL 1, SVL n,
'.-SerVLce Loglc) 11 1 to ll n ls preferably assoclated w1th )
ﬁoperatlng center 10 for each spec;al serv1ce, an example of
5 '"whlch has already been brlefly mentloned earller. The loglc
| module for - a flrst spec1al serv1ce or a flrst appllcatlon is
':lde51gnated as 11 1, and a loglc module for an nth specxal
f;serv1ce or appllcatlon lS desxgnated as 1ll.n. The number of
-speclal servzces or appllcatlons ls not llmlted and Ls -
lO 'fessentlally dependent upon the creat;vmty of the network :
. prov1der.. | o . ”
' 8SC 10 co-operates with modules 14 and 15 for managlng_
"icredentlals of indxv;dual subscrlbers who are authorlzed to
'h.transmlt messages havmng an ldentlflcatlon code, as well as
e 1§.f for. calculatlng, encodlng, and checklng a securlty code con-:

- "talned Ln the 1dent1f1catlon code The flrst of these mod—j
"ules is substantlally a database 14 in whlch subscrlber :'
identlflcatlon data of subscrlbers authorlzed to use the

spec1a1 servzces are flled._ In the second module, Authentl- p“
~f20’- flcatlon Center 15, partlcularly a securlty code contalned _
| in the ldentlflcatlon code lS checked ln recelved messages
fand Ls calculated and encoded for messages to be’ transmlt- |
zted. An example of thls ls to be found below.r3_, |
_ ) A un1t for a spoken response (Volce Respond Unlt or _
| 25 :VRU) 13 is. preferably also assoc1ated Wlth SSC-10 especlallys"
ih'for glVlng support in acceSSLng a des1red spec1al serv1ce by'
means of verbal communlcatlons to a subscrlber calllng for |

- that spec;al serv1ce.' In partlcular cases, VRU 13 may l
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each said data telegrantmnthln
7. The systentof cla|n16 wherein. each of - -

' also be a help desk where the spoken text ls dellvered

;.personally

A moblle radlo telephone 4 such as 18 customarlly used

'}w1th an inventlve message transm1351on system accordlng to

'tthe descrlbed embodlment 1s shown in Flgure 3. -The moblle

radlo telephone comprlses a control panel or key pad 16, a

.jfdlsplay, especxally ln the form of an LCD 17, an antenna 18,;

4 recelver openlng 19 behlnd whlch a recelver ls dlsposed

for dellverlng v01ce communlcatlons, and a mlcrophone open—

.lng 20 through wh;ch acoustlc s;gnals to be transmltted are
f_supplled to a mlcrophone. Telephone 4 ls further prov1ded e

B -w1th an opening 21 for lnsertlon of a chlp card.: In openlng :

or slot 21 there is a read—wrlte dev;ce by means of whlch an_:
_exchange of data can take place between the term1nal and a

Chlp card 22. For operatlng w1th the spec1al serv1ces, Chlp-

'card 22 needs at least one 8kB EEPROM whlch is contalned on

a Chlp 23 and ls not shown in. detall in the draw1ng Chlp-

23 can be electrlcally connected to the read—wrlte dev1ce

ldlsposed 1n telephone 4 v1a a contact bank assembly 24 com-
: posed of a plurallty cf 1nd1v1dual electrlcal contacts.
'_;Reference numeral 25 on Chlp 23 des1gnates a memory area. o

'compr151ng a Card Operatlng System (COS) Reference numeraly

25 lndlcates the memory area 1n whlch the 1nvent1ve fllter

:12 1 is flled.. There are also further memory areas, not
.spec1ally v1s1b1e ln the draw1ngs, partlcularly for tempo— G

_rarlly storlng several partlal messages of a full message

How the lnventlve fllter 12 1 for recoganLng ‘the - -

.identlflcatlon.code ls.functlonally des;gned and can be L



term nals and-each said data- carrier Cthrise’storage*nEans

conprising checking neans for cdusing each of said = data <§Egbﬁ§5¥%ﬁrs“557
forming a said nmessage to be stored in a said. 5 storage Feﬁéenanﬂm
def erring.-further proceSSIng of .sai d gata telegrans unt| e“tdnﬁtetem#w
sai d-message is stored in = sai d. storage nmeans. . 8. The
systemaf claim 1, ‘wherein said identifi- .-~ .cation code folloms said '

standard|zed dahﬁs%?@@ﬁr in the operatlng system on chlp 23 of a Chlp card

“10.

TlS-

g;follows from Flgures 4 and 5. Here COS 25 is d1v1ded lnto al
f~f1rst part 25 1 whlch espec;ally recognlzes from an lnforma— _'”

ftlon flow reachlng the termlnal whether there ls a data tel—”“

egram thereln hav1ng the standardlzed data header deflned

'f’accordlng to GSM 4. 08 or GSM 3. 40. 1f such a short message

'ls recognlzed, the flrst part 25 1 of COS 25 ensures that

the respectlve data telegram is 1ntercepted.- By‘means of

.the lnventlve fllter 12 .1, each recognlzed data - telegram ls'
"now scanned for the presence of the identiflcatlon code. As-
1already stated, fllter 12 1 represents a software branchlng '
'c1rcu1t havrng an lnput and two outputs, data telegrams:'_“

'fwhlch do not contaln the 1dent1f1catlon code belng supplled |

h'dlrectly to a flrst output connected to block 25 2, a second_-'

part of COS 25, In the prlor art,_such a’ data telegram is

'.now stored'on the Chlp card.i Thls is usually done based up-'
'_on lnstructlons whlch may, for example, be contalned in sec—

-'ond part 25 2 of the COS.. If filter 12. 1 recognlzes an

1dent1f1catlon code, the respectlve message is supplled via R

a second output to a module 27 for processxng a spec;al ser-f'

o v1ce._ Contalned in the ldentlflcatlon code, among other

25

thlngs, ls 1n£ormatlon statlng whether the message recelved

'ls a srngle message or whether further messages follow untllf

a a full message is transmltted. In any case, the termlnal 1s

lnformed whlch part of the full message has just been re—f

”celved. Thls is necessary since the partlal messages are
:-Ztransmltted w1th1n the communlcatlon network accordlng to

certaln prlorlty crlterla——whlch need not ‘be dlscussed



9. ThéISysfen1of claim 1, uherein'said'identiff-f“  cati onffTode

conpri-ses a security - code, further conprising: nodul es flﬂﬁﬁ&$§§MﬁyTSHEET
authori zati on dat a -of i ndi vidual sub- o scrlbers aut hori zefl to tr

nmessages  cont ai ni ng.said identificatiopcode and for calct zﬂa%g dﬂ?sm? 19%

encodi.ng, and ° ° checking said’ securlty code sald nDduIes belng
associ at'ed - with said central unit.
- ' here--responsxble for the fact that a number of partlal mes-
a'sages may arrlve at the recerv;ng apparatus 1n some order |
Twhlch need not . necessarlly correspond to the correct order. :
;;:SO that no dlfflculty may arlse thereby, a memory area or |
. ;S'J:stack 28 is prov1ded on the chlp where all parts of a mes- hfj
“.sage are stored untll ‘the whole message has been transmat-;;
ted._ Only~then does proce551ng of the message begln._ If a -
'thmessage cons1sts of only one’ part, process;ng naturally
- takes place immedlately._' | o |
10 'f;g_ Flgure 5 shows another flowchart lllustratlng the ba— ;
;slc mode of operatlon of the lnventlve fllter.' As soon ‘as a -
_ data telegram accordlng to ‘the’ GSM standard has been de—'
""tected as a message (block 29), it 'is checked in a flrst ln-ﬁ
'terrogatlon block 30 whether the data telegram contalns a ' |
15 .correct ldentlficatlon code. If not, the message ls relayed'
S "at the flrst output of the fllter to block 25. 2.' In the -
'7_.case of correct recognltlon, whlch is carrled out through
:recalculatlon of the earller-mentloned cryptogram and com- ;'-}5”
;l” parlson with - the transmltted cryptogram, it is further o
'dzou' checked in a second lnterrogatlon block 31 whether the syn-"
_chronlzatlon 1s correct.' Both the synchronlzation'and_the
' .cryptogram Wlll be dlscussed ln more detall below. 'lf the
g_synchronlzatlon is 1ncorrect, the data telegram ls turned
.over dlrectly to block 25 2. If the synchronlzatlon 15 cor-m'}”
njzst_ rect, it lS determlned ln a thlrd Lnterrogatron block 32 |
h;whether the message just recelved is a full message or
fmerely.a_partral_message. How thls lS determlned w111 llke- S

: wise_beﬁdescribed_below;_ If the message is a complete one,i
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10. The systen1of cIa|n19 wher &i n sald securlty ) code n&buﬂeEMEh¢SHEET P
val ue: of a random nunber, ‘said random '
24 'f" nunber. being a functlon of- said nessage preferably de@wd&ﬁl&ﬂﬁugﬁﬁ ..... |
by the prOV|der of sald connunlcatlon netmgrk - |

10

15

20

-

,'lt is supplled dlrectly to module 27 for 1mmed1ate process- _;
.-ing;, If, on the other hand lt ls determlned that a message
7_,15 only partlal, proceSSLng cannot take place for the afore-t_

_-mentloned reasons untll the whole message is avallable. In -

this case, the partial message is stored ln the stack 28

jprovided for that purpose at least untll all partlal mes-

;.sages are available and processlng ‘can begln. Thls Ls ‘mon-

ltored in dec;s;on block 34.-'

Fllter 12 2, preferably also a software module flled

'Qin a memory area of the ssc, corresponds functlonally to the'l

. fllter ]ust descrlbed

A data telegram 35 for transmlttlng a short message by'

_the standardlzed SMS ls shown in Flgure 6. Thls data tele—

of 176 bytes.. It comprlses a data header 36, 37 compr1s1ng

a flrst block 36, 13 bytes 1ong, contalnlng subscriber ad—
:dress data deflned, as already stated, accordlng to GSM

-Standard 4.08. Follow1ng the mentloned flrst block 36 there

lS a second block 37 hav1ng a length of 23 bytes and con—

;talnlng SMS-specfoc data deflned accordlng to GSM Standard
'l.3 40.  The 1ndiv1dual blocks need not’ be further descrlbed
'-ln thls context slnce the respectlve lnformatlon may be

':found in the mentloned publlcatlons.~'

Follow1ng the data header, there are 140 bytes in a

:standard data telegram, contalnlng essentlally message ln- .

formatlon 38 and (Flgure 7) 40, 44.'d

'_gram is deflned accordlng to the GSM standard with a 1ength o

Unllke the data telegram Just descrlbed, data telegram_' )

| f39 ln Flgure 7 comprlses the lnventlve ldentlflcatlon code
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11. ““The systen1of cIa|n11 mhereln said certain ~data tel
conponents of speci al serV|ces offered by ~ ° the provider of
conmiini cati on network. -~ - - .12.- The system of clai
said certaln ; data telegrans contain ngssage information in
form L '13.. A system-for transmitting nessages in. a conmu-

nication netmr&of'o a\nesasdﬂshspw&cs%wgoﬁaﬁaeaauﬂhe (TP-DD).  In ac-

-,; cordance w;th the. GSM standard, data telegram 39 is llkew1se

gglé‘ﬁEA@énﬁENT SHEE

176 bytes long and 1ncludes the same data header conSLstzng
hof blocks 36, 37. Preferably adjacent thereto ls ldentlfl—
5 ;_catlon code 40 whlch ls in turn composed of a plurallty of
| .blocks 41, 42, 43. These blocks, necessary for an error-
f.:free lnformatlon flow for messages assoclated w1th speclal :
’“'serv1ces, comprise a first block 41 with lndlcatlons con—-'-
,scernlng the number of partlal messages for a complete mes~
- 10 sgsage,_lndlcatlons concernlng the posltlon of the partlal o
| h-message in ‘the complete message, and 1nd1catlons concernlngp
ithe total number of messages transmltted startlng from a.
'“:time tO._ Block 42 comprlses data relatlve to the synchro—
nizatlon of the messages, to be dlscussed in detall below._'”
lle.'fThe same applles to block 43, ln which there is flled a se-
| .-curlty code calculated from the data of block 42 and from |
-secret data stored both at the transmlttlng end and the re-A
' ce1v1ng end. In the moblle radlo telephone the secret data_.i:ﬁ
.lare contalned ln the Chlp card, and ln the SIM Serv;ce Cen~i_
f20' ter they are contalned ln the assoclated database._ Further:
| ldetalls in thls regard w111 also be glven below in an ex-'
:planatlon of the message transmlsslon process. o _
h Such a process for message transmlsslon may be seen in
"Flgure 8. There the moblle radlo telephone network of Flg-r. '
H,ZS "_ure 2 is lllustrated in a:way whlch lends Ltself better to |
”an explanatlon of thls process In the chosen lllustratlon, :
'f'radlo cells 2 base statlcns 3 the controller 5 for a plu-'f

"rallty of base statlons, the moblle radlc center 6, and a



rallty of term nal s, “each allocated to a speC|f|c user .or. ' ﬁéﬁﬁgaéMéﬁTsﬂEgT
belng al located to a speC|f|c user by means of -a 5 data carffier

inseYtable therein, at |east two said terminals- - being capaij eoﬂ 2 MAY 19$

entering into voice of data conmuni cati oryy wi th one anot hel—havtng—7at—

| east one center for controlling =~  nessage transnission within. sai d:
conmmuni cati on network, each. - nessage transnission being a data . -
communi-cat i on WhEﬁddtﬁéeah°n§0n3€u%ﬁ&nbeCQ#n%EMQ#tthﬁxptnnaznnnqmbﬂnﬁﬁeﬂn
standar di zed data header having an internationally standardized: .
|dent|f|cat|0na SLngle area._ Out51 le that area are. two termlnals, partlc-__-
. ularly moblle radlo telephones 4, each prov1ded w1th a Chlp i
:card 22 and allocated to a subscrlber A and a subscrlber B, |
5 respectively.. Also outsmde the common area is “the Short =
lMessage-Servxce Center (SMS-C) 8 Functlonally connected to'_t
- sMs-C 8, accordlng to the present lnventlon, 1s the operat-
.lng center for the speclal serv;ces (SIM SerVLce Center or -
o SSC) 10 havzng the fllter 12 2. Assoc;ated w1th the operat- p_'
-'19' _lng center, as already stated,_are Servmce Loglc Modules |
| .11 1 to. 11. n,_each for a speczal serv;ce._ Further shown in
K Flgure 8 outslde the common area are the two modules 14 and:
Tls,-l e‘, database module 14 and authentlolty checklng un;tf':
lé. Vozce Respond Unlt (VRU) 13 ls lncluded as well. |
15 :j. Subscrlber A, who ‘has lnserted hls personal Chlp card_
;22 in a mobxle radlo telephone 4 and ls marked and ldentl—
"-fled thereby, calls a serv;ce number using the keys on hls
control panel. Thls may be a toll~free telephone number,
'-for lnstance. Thls call a reaches VRU 13 vxa the moblle
quscradlo telephone network (not shown) , Unlt 13 1nv1tes sub-"
| scrlber A by means of a recorded message to select a
_aservice.n R | |
| _ After serv1ce selectlon, agaln by means of subscriber
ZIA s control panel keys, VRU 13 szgnals SSC 10 that sub-'n ’ |
'.'zasp.scrlber A has selected serv;ce SVL 1, for example. Here VRUy
| 13 may elther determlne the calllng subscrlber s telephone -

number automatlcally (Calllng Number Identlficatlon) or |
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code for establlshlng the identity of the subscrlber and’ th
aut henticity of the message, and %aV|ng at 1east one centralf REPLAQEMFNTﬁHEET
sai.d comuni cation network, at-l'east sone of said 15 term n PaﬁcMﬁYalm
central unit havi ng nmeans for generatlng sai d data hea e ard ﬁsrs"f'

t el-egrams, said data telegrans .bei ng %ransn1tted either fromsaid .. -
central .unit to at least’ - one of said terminals -or-.from one of - sai d’
termnals to S&m@ulre 1t of the calllng subscriber via a voice output.

'.3' Tth Lnformatlon flow ls lndlcated in the drawrng by a, b;
| o ssc 10 now checks w1th the ald of database 14 whether p”
_the customer is known and authorlzed for serv1ce SVL 1._f1f-l
”*_1§u_ not, the lnqulry lS refused by an approprlate announcement
| ,from VRU 13, for lnstance. If the customer is known and au-
'Vthorlzed, the flrst message for the deSLred serv1ce SVL 1 1s
formed and by calllng up the Authentlflcatlon Center 14,
'.d'securlty code, the cryptogram, is formed. Such a cryptogram
"Luj':or a word encoded accordlng to certaln ruies may, for ln- N
._5stance, be formed accordlng to the known DES standard. f |
| Thls satlsfles the equatlon . o
| SRES A3 ki, RAND)
"mhereln.:"' B o
15. '.*.. SRES stands for Slgned Responds, lle., message
. ...response,' | : | | |
"A3 1s a secret algorlthm stored both in Authentlflca-'h-:
tlon Center 15 and on chlp card 22,. r _ '_.
_ | k1 1s a secret code whlch ls llkerse present both ln.
20 '_Authentlflcatlon Center 15 and on the card 22 of the respec-" -
tlve subscrlber, and '. | _ _ “
- RAND stands for random number or checksum, whlch ac---;
_cordlng to the present lnventlon is obtalned, for 1nstance,
3_£rom the contents of the flrst message as. follows.'_pe' |
n25‘:f__f RAND = f(message) | | _ | p
d | The functlon by whlch the random number or checksumnls )
?_to be obtalned from the message may be establlshed by the i: o

subscrlber hlmself, for 1nstance, durlng an ldentlflcatlon



25 central -unit, Said'bentrar unit and said at |east soffeRERLAGEMENGSHEET.

terminal's i ncl udi ng faC|||t|es for checking said data - hgader

t he *i npr ovement conpri ses: .. a further identificatigrPae ?fﬂASuﬁﬁﬁ_"-
optional ly contained in .- - ~ong or nore certain sard data —
tel egrans and def in- . - - . abl e by the provider of -said- )
comuni cation network, 25" - - . neans included in sai d at Ieast one

central Un't an(brocedure upon flrst use of the Chlp card whlch procedure

need not be dlscussed 1n detall here. It may be any mathe— :
'_matlcal functlon whlch is ln some way assoc1ated w1th,'e g.,
h:the length of the message. The random number or checksum |
_SN_gRAND, or the functlon by whlch thls number is to be calcu-'
: ,:lated, is- stored on Chlp card 22 and in’ Authentlflcatlon
gCenter 15 and is calculated in each lnstance on the spot._r
| - The cryptogram SRES calculated accordlng to. the fore-
g01ng equatlons is flled in’ block 43 of ldentlflcatlon code
..19-. 40 in the data telegram ror the flrst message. The current.
synchronlzatlon counter for subscrlber A s Chlp card 22 ls
-determlned v1a database 14 The contents of the synchronl-
. zatlon counter ‘are also part of the 1dent1f1catlon code and
._are flled ln block 42.' Inputted lnto block 41 of the lden-'-
15 'tlflcatlon code 1s how many partlal messages are comprlsed
by the message called for. and’ to be transmltted to sub-—
: scrlber A and whlch part-w1thln.a sequence.of_parts_ls Ln.
:tthe process of belng edlted. _These operationS'are_indicated

by the letter c ln Flgure 8.___'

20 C - SSC 10 now sends the message edlted 1n this way, whlcht“

B may cons;st of one or more parts or data telegrams, to. sub- '

o scrlber A, i. e.; to hls chlp card 22 lnserted in a termlnal

| 4, As stated earller, all such messages are. sent off as GSM” o

c1ass 2 messages. The dlspatch of such a message ls lndl-
25 '_cated by the letter d.i As soon as a message whlch has
passed the test crlterla of the fllter on subscrlber s A s_.

o chlp card is stored thereon, the chlp card generates and



in' said at least some of said termnals: for gene- REPLAQ%MF%ESHEET'

said further identification code, .and = . apluralitly of ig

for:recogni zing said further RN ~identifi cati-on c d@ate Iztgé?d]g%

further identification code being-a securbty facility - - deffnaole by said

prov;der for the transnission of. certain - nmessages and being cont ai ned -

I'n said certaln data telegrans - |nned|ately followng said standardlzed

data header. - The s gglof claim 13, wherein the. -
irmative response, des1gnated

connun|ca- _-sends back to SSC 10 a
asen Coe | |
.Accordlng to the GSM standard, all messages are both
ﬁ.sent and recelved v1a ‘an SMS-C 8. _ |
'fsgfi ' 1' The 1nvent1ve fllter 12 1 contalned ln a memorj area f
| on subscrlber A s Chlp card 22 recognlzes the lncomlng mes—
’sages, collects partlal messages in chlp-card stack 28,_and ,-
'”"runs the card appllcatlon when all the parts have arrlved.
'_,-Thls can be determlned w1th the ald of block 41 from ldentl- -
_;10' flcatlon code 40._," | | ' | |
As a result of the messages recerved, the card can,
'lfor example, generate new, outgo;ng messages and. send them _
:as SMS MO/PP short messages (see inltlal descrlptlon of Flg-.
'ure 1) to SMS—C 8,.wh1ch relays the messages to ssc 10 basedﬁ
'l5 f-on the ldentlflcatlon code. Such;a message is lndlcated,hy
3_tthe letter £ 1n Flgure 8. _. PR | | E
| 'f A cycle d, e, f may be repeated as many tlmes as de—
s1red accordlng to the spec1al serv1ce wanted and accordlng.
"';to the selected loglc module 11 1 to 11. n. SSC.10 then 1n-'f“f_
fzp'_ creases w1th each message the synchronlzatlon counter per B
| ”card and forms for each message a correspondlng cryptogram, i
"so that - subscrlber A s Chlp card can check the authentlclty..
'dﬂ;rof the data._ -The responses from subscrlber A's chlp card to
'.SSC 10 are preferably also encoded accordlng to the above-'h
5':25.%hmentloned equatlons. - ; | o | ,': o _
| The order of blocks 41, 4'2.-,- 43 is no_t essential to the 3

N inventlon and may be any des;red order.



tion network is a dlgltally operatlng conmmuni cat.i on netmork a REPLACEMENTSHEE
particularly a cellular nnblle radlo teIephone network ac- - . [{ cordi

t he GSM standard. . - The ‘system of. claim 13 mh@reﬂgztmvm
comruni ca-

net wor k;

- . particutarly -a cellular
cordlng to the DCS 1800 st andar d.

tion netmork is a dlgltab$y operating conmmuni cation ,
e radlo telephone netmork ac~

| wersoame s |||||||||||||||||||||I||||||||
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.20_'_

-_1 A system for transmlttlng messages in a com-::

. munication network for volce ‘and data processlng of the typeho"
'.hav1ng a plurallty of termlnals, each allocated to a spe—“
.c1f1c user or capable of belng allocated to a spec1£1c user

’ by means of a data carrler lnsertable thereln, at least two
.'sald termlnals belng capable of enterlng 1nto vozce or data..
'.communlcatlon ‘with one another, and having at 1east one cen—
'“ter for controlllng message trahsmzss;on w1th1n said commun-g
flcatlon network, each message transmLSSLOn belng a data com—l
'munlcatlon 1nclud1ng an exchange of data telegrams contaln-
'llng a standardlzed data header, whereln the 1mprovement

'comprlse5°

,an ldentlficatlon code optlonally contalned in one or”
| . ‘more. certaln sald data. telegrams in addltlon to'
-sald standardlzed data header, |
&t least one central unlt w1th1n sald communlcatlon
o network, | | | | o
',5means lncluded 1n sald at least one,central unlt and .
Ef_'ln at least some of sald termlnals for generatlng
s sald certaln data telegrams for transmlsslon el-'
- ther . from sald central unlt to at least one of |
sald termlnals or from one of sald termlnals to.
_sald central unlt, and | _. |
: a plurallty of. fllters for recogn;zxng sald ldentlfl—

catlon code, one of sald fllters belng respec—’f

tlvely assoc1ated with sald central unlt and ‘one



(cont d.)

system of cl | 13, wh H . gﬁ}ACEMﬁyTSHEET"
cars] fgrﬁﬁﬁ?ﬁef;grgéémaﬁ?“ or st IHIIFRA H'!!':::“:s ML

means. T B Softmare nndg&e contalned in a sald'storage

.ZWlth each of sald at least some of Sald termlnals,1¥
:sald ldentlflcatlon code belng prov1ded for lnformlng sald
.central unlt or sald termlnal that the data contalned ln thet
.f30 -message are to be processed accordlng to a spec1al, not oth-.

'_erwlse acceSSLble procedure.'

.2 The system of clalm 1, whereln the communlca—
f~tlon network 15 a dlgltally operatlng communlcatlon network;_
.partlcularly a cellular moblle radlo telephone network ac—i_"-::

cordlng to the GSM standard

ff3.' The system of clalm 1, wheremn the commun;ca—_"
"utlon network ls a dlgltally operatlng communlcatlon network,_
;partlcularly a cellular moblle radlo telephone network ac—. f_

'_cordlng to the DCS 1800 standard.

4. The system of clalm 1, whereln each of sald
terminals and each sald data carrler comprlse storage means,
~ ‘each of sald fllters assoc1ated w1th sald termlnals belng a

' software module contalned ln ‘a sald storage means. -

-hf5; The system of clalm 1, whereln at least some.a
';:of sald termlnals are moblle radlo telephones, each of sald |
..telephones comprrsxng means for exchanglng data wrth sa;d
data carrler, partlcularly w1th a Chlp card lnsertable ln a

'5'1' moblle radlo telephone.

(cont'd.)
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17. The system of clai'm 13, V\,herel n HH‘;H[“HH ll of sai
are mobil e radio t el ephones, each of nes co

f or “exchangi ng dat a mnth said | data carr|er part|cularly

card insertable in a 5. nobile-radio teISQhone . Fhe
systen1of claim13; wherein said certain- - data telegrans are parts of a
sai d nmessage - conprising a pIu-' f~-'raI|ty of ~said data telegrans sald

|dent|f|cat|on code |n 6;_ The system of clalm 1, whereln sald certaln

'f.data telegrams are parts of a sald message comprlslng a plu--_":
rallty of sald data telegrams, sald ldentlflcatlon code ln .
" ‘each of sald certaln data telegrams lndlcatlng the total
- ,5' number of sald data telegrams 1n sald message and speclfying

_the pos;tlon of each sald data telegram within sald message.

| ij??t The system of clalm 6 whereln each of sald ._
termlnals and each sald data carrler comprlse storage means,
further comprlslng checklng means for cauSLng each of sald
tfy:data telegrams formlng a sald message to be stored in a sald
.5 '-storage means and for deferrlng further processlng of sald
| ydata telegrams untll the complete said message ls stored 1ny.

' sald storage means.'

é._ The system of clalm 1, whereln sald ldentlfl-

catlon code follows sald standardlzed data header.

_ .:9} The system of clalm 1, whereln sald ldentlfl- :
.fdcatlon code comprlses a securlty code, further comprlslng l
modules for managlng authorlzatlon data of lnd1v1dua1 sub-.
"scrlbers authorlzed to transmlt messages contalnlng sald
ITS _ ldentlflcatlon code and for calculatlng, encodlng, and
.checklng sald securlty code, sald modules belng assoc1ated i

_“wlth sald central unlt.

.-1¢. The system of clalm 9, whereln said securlty o

xicode 1ncludes the value of a random number, sald random ;‘”



each of sald certain data telegrans [ .
said.data telegrans in said message a”ﬂlﬂ'ﬂma"lmmnmlr t he poglE ER&E&ENT SHEET
eacH said data telegram wthin said nessdget %te ]TﬁeMAY ]%
systen1of cl ai m 18, wher ei n each of s&id 24 - ternminals and’ ol g JdaraT

carrier- conprise storage neans, further conpri si'ng checklng means for
causing each of said = . data telegrans fornm ng a said nessage.to be

stored in a sa|mumbersmuumgeanﬁanstand bﬁrsaeﬂemessggeupraéerobbzedsfngable"ﬁ
said _ '
by the prov1der of Sald communlcatlon network

_ .-ll, The system of clalm 1, whereln sald certaln
'data telegrams are components of spec1al serv1ces offered byh'

 the. prov;der of sald communlcatlon network

12. The system of cla1m l, whereln sald certaln -

.data telegrams contaln message 1nformatlon ln encoded form

“13, A system for transmlttlng messages Ln a commu—
'.nlcatlon network for voxce and data processlng hav1ng a plu—
% rallty of terminals, each allocated to a spec1f1c user or o
capable of being allocated to a spec;flc user by means of a
5 data’ carrier lnsertable thereln, at least two said termlnalsft
'“belng capable of enterlng lnto voice or data communlcatlon
w1th one another, hav1ng at least one center for controlllng
'message transmlss10n w1th1n sald communlcatlon network, each.
' message transmlsSLOn belng a data communlcatlon lncludlng an
lo"'exchange of data telegrams contalnlng a standardlzed data__
'_header hav1ng an lnternatlonally standardlzed identlflcatlon
_code for establlshlng the ldentlty ‘of the. subscrlber and the-
. authentlclty of ‘the message, aad havxng at least one central'
'unlt ln said communlcatlon network, at least some of sald
15 -termlnals and sald central unlt hav;ng means for generatlng“
.sald data header of sald data telegrams, sald data telegrams .
belng transmltted elther from sald central unit to at least

-onée: of said termlnals or from one of sald termlnals to sald



storage means.
(comt'd.))
claln113 mhere|n sald |dent|f|-~- , '25

dat a.te| egrams u-ntlll the corrpl ete sai O\\‘“‘Hﬁ‘“ﬂ‘ﬁ‘“ Hmm in - 'REPiEEQMENTsHEET"

------------------------------

_ central unit, said central unit and said at least some of
V]yzdlf said terminals including facilities for checking said data
| header, wherein the improvement comprises°_ _ _ '
a further identification code optionally contained 1n |
' one or more certain said data telegrams and defin-
able by the provider of said communication network,
'25-. o means lncluded in said at least one central unit and
. in said at least some of said terminals for gene—: |
_ 8 rating said further ldentification code,_and |
a plurality of filters for recognizing said further 3
ht_identifioation code,f' | ' "
"'n3o y.said further identification code being a security facility
| ~_definable by said provzder for the transmission of certain
'f:messages ‘and being contained in said certain data telegrams

.3-;mmed1ately follow1ng_said'standardized data_header,

T 14, The system of claim 13,_wherein the communica— 1
nltion network is a digitally operating communication network,_'..
'.particularly a cellular mobile radio telephone network ac—'

?cording to the GSM standard..t

15. The system of olaim 13, wherein the communica—'
'7_gtion network is a digitally operating communication network,y'
't-particularly a cellular mobile radio telephone network ac—

.ﬂcording to the Dcs 1800 standard.”

(cont'd.)



cation code conprises a security’ COdHM’w ,!, ﬂl" 5| ng HEMATERENT SHEET |
managi ng aut hori zati on data of indiv ers autfpori-zed to '
transmt nessages containing said identifi cat I on code -and fy rDe@@lg:g ﬁmfnm
encodi ng, and checklng sai d- securlty cmgle, sai d nodul es bei t

with said central unit. ' ‘The system of claim 20, .wherein

sai d.security code 'ncwdeswheesyskm 8¢ 2Lianey) W@émsa&.f@fdgmum

_ termlnals and each sald data carrler comprlse storage means,

each of . sa1d fllters assoclated w1th said termlnals belng a

software module contalned in a said- storage means.

_ "l7. The system of clalm 13, whereln at least some

of sald termlnals are moblle radlo telephones, each of sald
: telephones comprxs;ng means for exchanglng-data with sald

data carrler, partlcularly w1th a chip card lnsertable in a

5 moblle radlo telephone. |

-18. The system of clalm 13, whereln sald certaln .-

: data telegrams are parts of a sald message comprzsxng a. plue‘
'rallty of" sald data telegrams, sald Ldentlflcatlon code ln
feach of sald certaln data telegrams lndlcatlng the total |

5 : ‘number of . sald data telegrams in said message and speclfymngf

‘the posltlon of each sald data telegram w1th1n sald message.

.:19., ‘The system of clalm 18, whereln each of said |
”mtermlnals and each sald data carrler comprlse storage means.
"further comprxsxng checklng means for causing each of sald .
data telegrams formlng a said message to be stored in a said
".:sl-_:storage means and for deferrlng further processxng of sald -
tdata telegrams untll the complete said message ‘is stored in

sald storage means.

'_:(cont%d.)'




ber being a _functlon of said message pr m me by ﬁg:bg\d:ﬁm-fi
of said comuni cati on network.- HI aﬂl"S"ﬂE’m;u m of cI ai li §|f|EET
whetein said certain data telegrans are conpdneﬁts of* speci Dé@r &HW’EBB

of fered by said .provider of said communixzation network. -l BE Y

The system-of claim.13, wherein said certain: dat a t el egramns contaln.

nessage |nfornat|on I n encoded form :
o 0..  The system of clalm 13, whereln sald ldentlfl—

catlon code comprlses a securlty code, further comprlslng
_modules for managlng authorlzatlon data of 1nd1v1dual sub-_..
a.scrlbers authorlzed to transmlt messages contalnlng sald
5. fldentlflcatlon code and for calculatlng, encodlng, and
rchecklng sald securlty code, sald modules belng assoclated

with sald central unlt.,

21, The*system'of_olaim 20,_wherein'said'security
. code includes the valne of a random'number, sald random num-'
-'ber belng a functlon of sald message preferably deflnable byf

said prov;der of sald communlcatlon network

'f 22. The system of clalm 13 whereln sald certain
_.data telegrams are components of specral services offered byg

”sald prov1der of sald communlcatlon network

- 23. The system of clalm 13, whereln sa;d certaln '

data telegrams contaln message lnformatlon in encoded form



" || RepLacEMENT sHEET

. ABSTRACT |

o The system for transmitting messages is used in a mobile radio telephone néthrk.- '-

. Inthis network communication terminals (4, 9) can enter into voice ordata .
© . communication with one another. The mobile radio telephone network comprises a
- - center (8) for controlling the message transmission, each message being a data
- communication in which data telegrams with a standardized data header are -
exchanged. The data telegram comprises an identification code in addition to the .
- standardized data header. A central unit and some of the terminals have means for
generating data telegrams provided with the identification code. The central unit as
~ well as authorized terminals or chip cards are equipped with a filter (12.1, 12.2) for
. recognizing the identification code. The possibility is thus offered not only of N
. transmitting any desired bit streams in transparent mode, but also of sending or
-receiving data and instructions to or from authorized subscribers. - :
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