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DEVI CE AND METHOD FOR ENCRYPTI NG AND DECRYPTI NG A
BLOCK OF DATA The present invention refers to a
device and a method for encrypting and decrypting a .
bl ock of data known as bl ock cipher, the size of the

oElite AN MERBD FRR BNRRYBTINGANE pERRYETING A BLocK OF

have the sanme size as the lpgork or could have a
different size, generally a larger size. This
invention refers to a symetri cal _
Then gregentoinvestionprefers et Rodeviseoppdsadmashod ntor encrypting and

PG, 898, SEABE g, Y BRI i, B8 P8, 4 s, gt plock anc
ouﬁﬁqrb{@@k béidgdbeaankd.| e the asymetrical nmethod uses a

first key to encrypt and a second key to decrypt the
data. Vell known nethods are it ke

qugge[ﬁtpnk@ygontgllgq,fqgmg @4@ W h R‘é’iﬂg elth%ﬂagﬁ%e same size as
théﬁ@ﬁ%ﬁ%ﬂ%&ﬁ? hav%%ddlﬁeﬁe'h‘i'@faﬂe L\él%rgl é‘%lﬁs’

pendi ng on cations
concerned, they have their own advantage and 15

This imention aglars Seacsyrhmetnicah encryplionfdesnyplitst methad as opposed to

thg essrBeliteh Exibedoing mMaLicAbeRP | thafaderized by using the

sa?f'ib Reg 18 érﬁ?ﬁﬁt aifP Yledhyip? e A2t WHileOthePagiameticl mdthod uses a
bits bl ock |ength, each round.using 6 sub-keys

firstetayioceriaryph antea secend &gy tadeckypt the dat@onst i t ut ed by
a Lai - Massey schene using 20 addition nodul o 216,

WEHERS A, BREHES 146 ERNS CASH TR0 Bickap: B in sds.oi
keg, eTWaﬁ:shO(I!% bit Skeyg arits Rijnaag! f(alsm &ﬁownyaBaAESISQSG bit key).
and the corrput ational speed. One key fact

Depanding s the apglicatiens Kpneawed; fthamﬁveet eéﬂ:town agvantage and

dlm? bit is changed in the input data, all the
ou put I'ts are influenced in an unpredicted manner.

25 The conputational speed is mainly determ ned by the
Savgral glatertshbawe i beén apublishedi dakgriling atheses metdadda Patent US

5 10850 RS 15 b 838 R P B 5 rounts

operationg.encryption process for 64 bits block length eaahraun@ﬂﬁmg 6 sub-keys

derived from the main key. The core is constituted by a Lai-Massey scheme using
addition modulo 2'®, multiplication modulo 2'® +1 and bitwise exclusive-OR.

The two major requirements for an encryption method are the robustness against
any form of cryptanalysis and the computational speed. One key factor for the
robustness is achieved by the diffusion effect, i.e. when one bit is changed in the
input data, all the output bits are influenced in an unpredicted manner.

The computational speed is mainly determined by the type of mathematical and
logical operations needed. More complex operations (division, multiplication) may
prolong the time to execute the encryption process.
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2 The purpose of this invention is to propose a new

encryption nethod which offers a high Ievel of

security conmbined with a hi ghzexecuti on speed. This

aimis achieved by a nethod to encrypt or decrypt

bl ocks of fa X to Y, based on a min k Rt hi .
The Pl s 15 cdatiitin Tsdp Pippyse 8 ievt Batviiin raethoy Jeich offers 2
hi%h TV be sEShrity canfbifed AithRAhigArdxeRtibn 8pbblie i n key

and conprising the steps of: - inputting at | east

two initial values XOL and XOR, - m Xi ne the at | east
Thisgir ds ackiexed byraimetivod to eaeyphondeenypl/bliogks i data Xto Y, based

o A Wy S 5 ! S5 B s, cac
m¥duleyusing Lysutskéey RA dbtieed ottt miabskiy R and comyrising the steps

the substitution layer conprising at |east one
ofsubstitution box (sbox), each substitution box

- (R, BB bEER It VRS Bha BRI 00 Dol micd

- CAiigihgNhe 3R Tt W6 valiRsBEHRd XUR to fopinea mixed galuel XiE,
X4 by using a diffusion box of multi-permutation_type

. e : yp!
— babtainiog a valuevéd by mizing-a fitst pari RAH0fthe subieRA with the value
Lxi ng a second part RAL of the sub-key RA wth the
val'ue X4, - obtaining the value X6 by applying to the

— Vabt#finiNg 8 valbet X8 uby Appladgthe2alueORRaioiangubstitatitre layer, the
X7 by mxing a first” part H of the sub-key RA with
t Babstitutien &a,er-cmna@gt ¢ leasticong substitutien i bex i (gbox), each

" eubiBlen i BoGRinG  t R 1abIR 1 berdnF 8L iy ho e
t Bervestayithe pthies akd thé poirtedednbiant 8brvelias thel dutgut,
using at least two nodules, where for each nodule a

- nehtaninglesyalre X4 by yeingradiéfusiaropex atmuti-permaytation dyRe based on
o G581 The nput data X the out put val des XBL

~ apptaifiigd vhiue X8Hy AdHY @ second part RAL of the sub-key RA with the
value X4, |

- obtaining the value X6 by applying to the value X5 a substitution layer,

— obtaining a value X7 by mixing a first part RAH of the sub-key RA with the value
X6,

~ mixing the value X7 with the initial at least two values X0L and XOR to obtain
the at least two values X8L and X8R, X8L and X8R representing the output
value X8 of the module,

this method using at least two modules, where for each module a new sub-key RA

is generated from the main key R, the initial values X0 of the first module being a

division of the input data X, the output values X8L and X8H of the last module

forming the output data Y, and this method further comprising the step of applying

to at least one of the value X8L or X8R an orthomorphism function before applying

these values to the input XOR and XOL of the next module.
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form ng the output data Y, and this nethod further
conprising the step of applyi ﬁg to at | east one of
the val ue X8L or X8R an orthororphi smfunction before
applying 30 these values to the input XOR and XCL of

THe" SRl e kiR, A oB° shetRugd PalEE 2R, the mutt

peiutation Maeripur pose of the substitution layer is to
transformthe input value to an output value w thout

a sinple a bralcrelalonsh This is
TheupeiRose s\éﬁm §ul@$ltu%@ ayes i 65»3 sfersn éh%dﬁ{iel&. Yalug to an output

varﬁ%‘ﬁ:ftﬁ%% ‘ﬁiHéﬁl:%néi | & etﬁé’@)ﬂé’?ﬁ: eﬁﬁg%, ﬁ@z%ﬁﬁﬂ%lﬁ@t way is to use

a leoigiphtaifle 3drtaining konstante whith caonachieve thiel exmm:teGZConfusmn
vtﬁ‘Lues each of 32 bit length. According to a preferred
"e¥%bodi ment, the input data is split in groups of 8-bit
l ength 10 thus reducing the nunber of constants to

Slﬁé@ |H)’th%sem'Bb%ﬂnbht3 thé‘ﬁhﬁutdééﬁ ﬁés % Iéhgth Oéf 82 it ttheSnumber of

divid %eso bit and applied th
coyatmtswjt berz walues esioh af $2hit lenghut of 8 b|t The
i nput data is used as address pointer and the pointed

A&%Pﬁ? hﬁgé tagﬁre?%?%igh‘%g)tdimﬁgp glg%ﬁs t?ig 4 Eﬁeseoht in grqyps of 8-bit length

thaﬁr&udcm tHd numbegbﬂmtaﬁtsttbeﬂemuésdata (32 bit or
64 bit). In anot her enbodi ment, the constant tables

are differ f ach o) of nput
THESbe-APGt Sats eE2 Bl Bl Gvdel i PYgs o dbbikadianplied to the
r d b
S”E’%LE%‘?HS?%.‘@SHSE"@ 1 BulipyiChf BEHE The FRSRTRAIEI Sseft as address
painten apdthe pbirtbe cnasﬂantils metd\flpmxl ti-pernmutation
matri x. The mJItl - 20 pernutation matrix is a square

rratr X W t ert hat _ever ossifhle sub-
o fohe oA ANalAR mENEEY Ly SShelafy SAHE Brg S same for al
gr@uwttﬁe%pbhﬁa@(ﬂ Ditadie 64 B ER hotierdefbbdirAent, the constant
The m xing operation consists in multiplying a

tab'@&t&ﬁe differenhinuteashagrevp of Bie inpat data: i x, resulting in
a vector which is defined to be the output. Brief

THLESALtBhs RoRd i bie A% a fixed permutation of numbers which are all

different, encoded by a number of bits equal to the table width.

The second main part of the method is the multi-permutation matrix. The multi-
permutation matrix is a square matrix with property that every possible square sub-
matrix has a determinant different from zero;, the elements of the matrix are
elements of a finite field. The mixing operation consists in multiplying a vector of
input elements by the matrix, resulting in a vector which is defined to be the output.

Brief description of the drawings
- The figure 1 shows the block diagram of the main module in the 64 bit version,

- The figure 2 shows the main process including an example with two modules
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25 - The figure 1 shows the bl ock diagramof the main
nmodul e in the 64 bit version, , - The figure 2 shows

the mai n process including an 4exarrpl e wth two nodul es

- The flgure 3 shows the internal part of the main
é&l@ 3 ghé $4 rﬂbFnaY E\rct'r?ggh? rﬂ_etiﬁ rﬁé}cﬂﬂ%gg"tgé it ¥8%ion
verS| on, - The figure 5 shows the bl ock di agram of

- Tl’ieﬁglnltdwmaowb itbenbfockatiagram of tHeembirgmoduke mHbes! 28hkit version,
sub-system for the generation of the substitution box,

-Thaiiod & oS vie Bradh B 4 S syl
the main process including an exanple with two nodul es

- THe fighe é%ﬁohstthagusls?aterﬁm the Yimeratibh 6f theSupasitaion box,
alternative version t he substitution box. Det ai | ed

description of the invention 10 The Fi ure 1 shows the
- Ehefigyren’ showrdhe intetnal par qf dhe qain ypedide) mﬁh@d@@sblt version
whi ch represents the nodul e MOD. The entry data XO of

i ' .
- e Yo B\ g FRFABHES Rty it s Focuis i
thel18etit vergtort, andbt ai n the X1 val ue. This m xing
elenent aims to provide a 32 bit image of two tines

- T Bolsech showd el Smaeeriariet bR SchalifPBpaR ¢

nodul o, or by using any group |law. The next step is

Déddnl@’ﬂtd@écﬁ@bﬂbﬁ%ﬂﬁ& ifbéiftfors 32 Whi ch has a 32 bit

input X1 and a 32 bits output X7 as well as using a
sub-key RA. The detail ed description of this block is
The Figurgi 1 Ishpwsethenskeletont ofgihecencryptien ier dagryptiaa) process which

e
reBF gl ife Bhad i NIpPE i 6t BREOERY 88 Hi Btdih s popresented in
tvx@npariws(OKChndiD(DR(@‘l?»thble ebelsuaite firgtig ahixed8iitindh&ghixing element
represent the twg 64 _bits output X8 of the no

MKCB, ORI ey S BUEHB TGRS SRS RISVIP 8132 bit image o
apgﬂbgtﬁ? bﬂogfjﬁﬁt% MR cgnfgiuﬁaé‘%%ble\fé@lt differert! \Rv?ir]se such as using

O a splifting no V\:hIC convert

XOR fuactioy, addition &ithtmodwiof puby usingeny@otipdae. XOR1,
each of 32-bit |ength.

The next step is illustrated with the block f32 which has a 32 bit input X1 and a 32
bits output X7 as well as using a sub-key RA. The detailed description of this block
is given with reference to figure 3 (see below).

The output X7 of the block 32 is applied to the two mixing blocks MX which are
connected with the two entries X0OL and X0H.

The resulting data X8L and X8R represent the two 64 bits output X8 of the module
MOD.

The figure 2 shows the whole process using at least two modules MOD. The input
data X is first applied to a splitting module SP which convert the 64 bit entry X in
two output values XOL1 and XOR1, each of 32-bit length.
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5 The function of this splitting nodule SP coul d be
achieved in different ways sugch as selecting the

| onest bits for XOL1 and the Highest bits for XORl, or
every odd bit for XOL1 and even bit for XORL. O her

IS8 B kKo s o KBRS B such e

sePé@Bihg the ToWe St BiRR Ho? )m-ﬂarfd‘ﬂ'l ed lsitd 108 XORE Cbraéifery odd bit for

entries in the first nodul e This first nodul

Xq&ﬂoee@ﬁentbibfqra?&@i?v\hﬂt@eru@eﬂpd@ of dividing ﬂ:wwmta X could be

ushf s, PRGBS HifkorCutn BOMpMSEin XL TBRRERIRY o
first nodule MOD1 are two outputs X81 1 and X8R1l. An
T B KA R RS s o e oD
Ths' fsi’ﬁta Badwet pr%%sesnﬁwrmﬁatwﬁ@e ovsinanerﬁfﬁ Essi b-kefl RA1. The
q)fbr' XoLq %‘i‘l r2ORE s e égnge ag %S?Flﬁéﬂ a\éébgﬁnéwlg. 1. The
resul t |

ng fromt e processi ng I rst
oukms of thiedfist mogule M@Dﬂelareadwt)h@lmmtpuv(&kﬂ_zand X8R1. An
functi,on

SUH ﬁﬂbfro %%@géﬁe@o%ghiﬂ@sge%%ts ,{Bﬁgp(gmple X8L1 as
llld!é@a?ed'\ﬂ dr] FF?@OQGSﬁhé Rtitput Pé&iﬂtlﬁ?tfﬂ)rﬁw d?tho?nér?ﬁi%‘i‘ﬁ function is

sub-key RA2T The 15 outputs of Tthis second nodule are
refesérncachas K0LL. Xbezatmmvalmex&m risylting. framdbe pr@mqang; by the first

&G MUY S dised a%arbihas el B the GtBut Xzl dbuitHy from the

or(h@ﬁfdrbﬁ%n@sfuhaﬁoﬁpid tF 's%&oﬁ@dﬂﬁo%e%nguhdmﬂé<WOD2 This second
i nver se is to be noted that thé nmanner to

m@dauje.M@ﬁlaqwllbgtqmssvhemmwtbbataubmdetm a smqnct pigb-key RA2. The

ot i 58 B mS recr PR BEXHER B XRE prf . 2 These

ouBLits Wire assEhtbléd o Fern3 thd @nerypted elata I, within n‘henassemlsler module
of the block 32 of the Flglure 1. In this block

A%zﬂmr:;traod@lﬁgbﬁ hag thexsame tURstion @s: thersplifting mpdiile 5P but works
lﬂ%@%& [1%1 td B g&?lﬁ?tfthé m%@ecrgsg%ld gﬂe:%utéét %, catlé be different

hrou t1n nti oned
thadi' thelsrphttimg fnogiwteeSP bTu'hrtrse kiimclenhains tthe seane. Alirkit obiX8L2 and

the o descr | in.respect of 25 the bl ock SP of
qusp@@g:l@ EresEHEW 'gP QURMEY 8- bit Dbl ocks are ni xed
with a first part RAH of the sub-key RA to obtain a
Tﬁéaﬁwé@%ho%%hn delsil, ﬂﬁ%dfuh&f?éﬁg Bﬁtﬁé‘BId&R' 132 of%%b F|§Uf§1 In this

ng operation is the same as the one describ
blocks @ed2-bits tlengthedata X1 is the input. Th|s data are separated |n blocks of 8-
bit length (X1a, X1b, X1¢, X1d) through a splitting block SPMU, also mentioned X1'

in the figure 3. This block has the same function as the one described in respect of

the block SP of the figure 2. Each of these 8-bit blocks are mixed with a first part
RAH of the sub-key RA to obtain a value X2a, X2b, X2c, X2d (forming the value
X2). This mixing operation is the same as the one described in respect with the
block MX of the figure 1.

The generation of the two sub-keys RAH and RAL is made through the splitting
module SP. This module has the same function as the one described in the figure
1.
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bl ock MX of the figure 1. The generation of the two
sub- keys RAH and RAL is made through the splitting 30
nodul e SP. This nmodul e has th& sane function as the
one described in the figure 1. 6 Each of t hese

e haSeovalbes Koate AR s Bbelibado & Stashiar by e Ghmprising at

teéstbahet yﬁbﬁﬂuﬁw BoX ($Bdd) N@adht Sibstit@fion qwsbantasmﬁgra table of
whi ch the |‘r(1>gut serves as the pointer and the pointed

copstantafier whichdbe inguttsarves apdne pmhéemmqbthe gamed gonstant serves

ad S BRHLT TS oty e Teferefiat P kS nfab Xag, i (fiming the

valddX3) oh Ft.g 8se a pseudorandom gener at or. One shoul d
remove all duplicate values so that each constant |n
thls‘%&'able is unique. This data.is introduced in
rdroshavate Hys P@nﬁtﬁnhﬁhiﬁ %40 HseR |P§ﬁufj9i?é’d°ﬁh generator.

Oélzg %tre@v% ajfddrespfegcivlgv SOQO( é}: Lﬁ%ﬁgeﬁga\%gfﬂgq{ms table is

urigye. The di ffusi on box consists in multiplying the
i nput vector (X4a X4b, X4c, X4d) by a square matriXx

THE SRt kiR BrfaR 3 fitUson SREM o B4l miiBetmtiction type. The

odtﬁ)ut oEYer 6f thid Efffﬁ‘sﬁnri Box 8 fefe RMM dede xa@ad X4t 9(4d“9(4d respectively
colum index. The result of the multi pllcatlon of

(farsting the yajuer X4)xTbe diffosioralyx ponsists iramuliiplyng ﬁhs mput vector

OXYEE 8, KLy, & Sy P8 MBS g beons o o

finde fiéddd with\28 élerﬁéﬁt§4me’seM!éﬁéntéél*%&'loté’&WlugW‘Wﬁere i refers to
1)*X4a + Mi4(2, 2)*X4b + Mi4(2, 3)*Xdc + |vu4§ * X4d
the sew-indiexand | 1g thereolummiindex. Bhe seultiofihe mul Igbeemé! of the vector

(X%in?éb %@i&(ﬁ%ﬁfﬁ m%ﬁ Sléﬁutl }J[%W@ctffr m;n%f‘géslg% Y%ébYﬁd) where

thaskelivhiues are cbiteinéd aistfelldws:l d and , *" its _
mul tiplication. The elements of Mu4 are chosen such

védars il 506 & RiudaPbiab: SRRll rFRaa R il e

mul tiplications by
Y4b = Mud(2, 1)*Xda + Mu4(2, 2)*X4b + Mud(2, 3)*X4c + Mu4(2, 4)*X4d

Y4c = Mud(3, 1)"X4a + Mud(3, 2)*X4b + Mud(3, 3)*X4c + Mu4(3, 4)*X4d
Y4d = Mud(4, 1)*X4a + Mud(4, 2)*X4b + Mu4(4, 3)*X4c + Mud(4, 4)*X4d

Here ,+" denotes the addition in the finite field and ,** its multiplication. The
elements of Mu4 are chosen such that the amount of computations needed to
evaluate the four above expressions is minimal. The number of multiplications by
the constant “1” (thereafter denoted “identities”) has therefore been chosen to be as

large as possible.

The data is then mixed with a second part RAL of the sub-key RA to obtain a value
Xb6a, X5b, X5¢, X5d (forming the value X5).
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the constant "1" (thereafter denoted "identities") has
therefore been chosen to be as 25 | arge as possible.
The data is then nixed with a’second part RAL of the
sub- key RA to obtain a value Xb5a, X5b, X5c, Xbd

e g AR S 45505, e 5B Bl IS5 s B st to
obfmﬁ al valde %@ 9(@669460X§<ed (ﬁﬁﬁamé@ﬁe oém@xep Ttrre%ewuw@s are mixed

These values are mxed wth a first part

wuthr@'fmtbpmmqfah@ [subrkeynBA foaobisin Rew values xm XW&GC X7d

lue X7). 5 Then these val ues X7a, X7b,
(fo&‘n nt}geg./ai 'senbl ed to formthe output data X7

wi thin the assenbl er nodul e AS as descri bed in respect

Thehtthesd&alieguXBa 2X7BNKFc IRV E are Gigsened to form itise output data X7
outﬁut data X7 of block 32 in Fig. 1 Durin

h
witsicihgassamipleb Bosiile AScasdescriasd iR rpgpewwygagq flgwe 2. This data
h I
coff Ui ffietsitfut SR8 PE DBRERZIER: ) Loea i n 10

conbi nation with the nodul e MOD1 and t he second
Dusinig-tke \eriRAption preedss,rthe coaihi keyt R isdividdd inte several sub-keys, one

pe&%’%@l&hﬂ@ﬁiﬁ&hé%ﬂﬁagf RGIGLRS Bt AL RA T used in
indtRn | Wﬂhf ?nék‘ rh&d@BPMEI1 VaAd thBeséHBrbd @uBfI@yemez is used in

t at the are generated In the reversé order.

combm&twwmlthQdyle MEOD2pplied to 15 the first nodul e
MOD1 and the sub-key RAl is applied to the second

TR o, CSERES RO b YRS 8 R Saffe process s

desOgbdeh tHelreférenod to ithe figdre 3 |§ applistiwith the |dmyodtﬂfemricm that the
achi eve a good robustness, errence has shown th

sub-keygriafe generated inathet @vem%p &f. @eusttb key 2 I mﬁn gpplied to
thé)glrﬁdﬁ'{giduleeﬁéﬁggggnﬁ%fg?%l? Q%%pfﬁﬂﬁelésa o cf (t)@gﬁ?g%cond module

M@Dge robustness. The figure 4 (rJISSICPi ges an enbodi ment

of the nodul e MOD64 designed for processing 128 bi t

cpg %Eedattﬁe -glj_gﬁerlarllpgnr?mpg%fa ?s Xl%gnt?re rﬂe number of serially
connected modules MOD is not limited to two modules. In order to achieve a good
robustness, experience has shown that 9 rounds are optimal to obtain a result
which could be qualified as an encryption process. This number could be extended

to 12 or more in order to obtain more robustness.

The figure 4 describes an embodiment of the module MODG4 designed for
processing 128-bit length data. The inputs XOLL and XOLR are mixed together
within the mixing element MX to form the output value X1L and in the same
manner, the values XORL and XORR are mixed together to form the value X1R.

The next step is illustrated with the layer f64 which has two 32 bits input X1L and
X1R and two 32 bits output X7L and X7R as well as using a sub-key RA. The
detailed description of this block is given with the reference to figure 7 (see below).
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within the mxing element MX to formthe output val ue
X1 L and in the sanme 25 manner, the values XORL and
XORR are m xed together to fofm the value XL R The
next step is illustrated with the layer f64 which has

Edgior el ath 8L miftdd AR wﬁéﬁ&ﬁ@g@t@)‘i@%%@a MEDRA within the

saheé aniking sleffint nmxorn ebr éhampm qké dutpml wefiie \M?ti_hnst i‘mked with the
reference to figure (see bel ow). Each of th

inpuit Ptk s angd xab&aeweqavekx@ndwmtowwavalﬂetm? iﬁ)ﬂl)@.ﬂ with the input

r
X0y o bRy ook L B3 Bingin "o passile suon s
mixiPig-thansLtyCl Value XTecwith &{0F Laare XORRvint p otossadondigiticins
mxed wwth the input XORlI and XORR respectively.

Tha bigors & I n%Jfﬁrgﬂggﬁ%%%babﬁﬁﬁrﬁé%gbﬁmﬁj&ghm?ﬂmm The
'nﬁlgtoéﬁ‘taclgrﬁd SHrﬁtéﬂ‘th%BEydt UHS ISE’ bfedP20. ITHE HASRY Iéh@th is not an

an enbo I ment ormrp I'sm function.
is$uepfar thiatfanchom dﬂ'mdmﬂut data £lHe fmsjtquded anta tiwe \rahu@s;lZL and ZR of

105 SaRq 517 Wi Ui Selfing rbehyS B i g tregwiSes ate mjged with the
sd/%bﬂ@@ MK ﬁﬂﬁlnépelefnerﬁ h@dsaﬁé SUtpet wrtthetélem?éﬂtl "st aﬁﬂaed to the

dule SP. Theh the two values are m xed with
aasendzien udltI\AGmTth@thet splihvaluadZRHs djtﬁqﬂutanﬁlleldh@ the assembler

RS i il By 8B St R e an combines

thess almhao forRdine obput maétzmmﬁs mame wEﬂ‘NsSmWeﬁﬁélyé than the
COITprI ses two i nputs and mbi nes hese data to

splitingo masie B4 uEhﬁzgartwlayltmidh@ amglmﬂﬂvfeﬁsf@ﬁy ﬂil%‘riputs of the

aSSARRIPF g Yy e TolpNEC i pEHES o srlifir module 5P

Thrmldughe oathtcersafetﬂmer eﬂ:latumgenebdule@qutapnhedolb theeleft input of the
splitting

aS§§mttl@r ﬁ@dﬁlﬁjaﬁearsbth% 'eiﬁo%ll‘tpéﬁzl-d#ttﬁﬁ spﬁ#lngl rﬁaaweﬁp after being
ﬁv%n?r?ng m)%'i' PH&%E'O? 4 s?ﬁfﬁné Roduf ?gé%WBPEII%td’fhteth t input of

thelaspemhbérmbdul%msul ng nodul e SP is applied to the

right input of the assenbler nodul e AS. 20 As far as
e substituti nbo I S, concer ne ere .exi
A4ir gicie suesiiet hoisl BORCRed; etk xft darent ppasibilties to
pdtforeh tHi @Ydrﬂ:%hW\?’@ﬁﬁﬁé Besligudp deseribed @Hﬁbﬁho‘élfﬁrﬂéuéw ased on a
constant tabl e first step to reduce the tab
canistanti tabtep 'Ei'pe rflrsttstepﬂng@dugadhedable size is to split the input and to

apply this part to a much smaller table.

The example of figure 3 shows a substitution box working with 8-bit data length
thus embedding a table of 256 constants.

In some cases, in particular where the memory size is an issue, other alternatives
are sought. Such alternative is described in reference to the figures 6 and 9.

The figure 3 shows a subsystem Cbox of this substitution box, this subsystem

comprising one input C divided into two inputs CL and CR and two outputs CL' and
CR'.
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apply this part to a nuch smaller table. The exanple
of figure 3 shows a substitu:}%on box working with
8-bit data length 25 thus enmbedding a table of 256
constants. In sone cases, in particular where the

. . . h _ . .
THESTEAR of € nllslenE e Podeath MBER bhitPRisef Fhaanstgnt table of
2"hglefricis, asach eMd2ditsTiRewhicBUT i the $éath of the! s bvalue C.

Cbox of this substitution box, this subsystem
FoESaR S BaSia,s Bt ot 5 BR 2otk Bl coris 16 (29
e e 4ECH 8 A bl TR forhnd Y Sphiteg, taking i
accounttthateach slententihasa bniqlietvadue.nput val ue C. For an

i nput having a length of 8 bits, the constant table

C rises 16, (2 |l enents, each of 4-bit lenagth. ..
The e Bidencipes Hiow f. ek e modhle GBee fo Bl S titiution box. The
- te h i KUy ; :
eSS 1808 o], 15 e e AIY 848, O3 nd BBl th it
masiude 3hoix uas destribed With refenence talfigure3. iTher putput pf said module

ORI el e o R R Bl of e

mddulislrifl this cds® OUlPRkoPio SppIdingdithe seebhd nbdule CVBox2, is given
forwarded to the next nodul e ox2. One of the outputs

to an orthemarpbism funeieni@R. in this case CL1', prior to
applying to the second nodul e CVBox2, is given to an

Thg r%%?:pﬁéﬁ Egﬁﬁ%gb'ﬁ‘&ﬁht%h 6Bk ugpﬁ gﬁggailggﬁpe?%to fdPsubsystems Cbox,

u OoX uses genera

eashibhsgihgma different ccoristhatvitablea T.f ier thet  ibustedtadt example, the
tabl e TA th;ill_ustrated exa

I h
subgiiuion Boh i@lﬂ@a%e@@uhgyﬁtgﬁ@:cét%%@t esouipyss of the last
SoBSEAALRI Y Poferber| B tol DI YR8 Sfpodont

The figure 7 is an alternative of the enbodi nent _
Thedigure feid amakemative 8f thieimpodiment destribeddn figureid, designed for

ength.,.Jhe structur esi gned far.3 ihts is, largeky. .
dale B il dSngh’ Fhi, aEuctgie eslemed it 237 Hig fnlprdoilduplicated to
protessBAbit badtd. The ippMeEsitarX Mg divRiedTRfY & vettot-with élements of 8-

length (Xla to X1 h) and processed in the sanme manner
bitdengtb(XtiatiedX 1) and peanessed in the same manner as described in respect
with the figure 3. The main difference is in the diffusion box Mu8 which is a square
matrix of 8x8 elements of the finite fisld with 256 elements. The elements of the
matrix are denoted Mus(i, j), where i refers to row index and j to the column index.
For an input vector (X3a, ..., X3h), the multiplication by the matrix Mu8 gives the
output vector (Y3a, ..., Y3h) in the following way (“+" is the addition and ™" is the

multiplication in the finite field):

Y3a = Mu8(1,1)*X3a + Mu8(1,2)"X3b + Mu8(1,3)"X3c + Mu8(1,4)'X3d +
Mu8(1,5)*X3e + Mu8(1,6)*X3f + Mu8(1,7)*X3g + Mu8(1,8)*X3h;

Y3b = Mu8(2,1)*X3a + Mu8(2,2)'X3b + Mu8(2,3)"X3c + Mu8(2,4)*X3d +
Mu8(2,5)*X3e + Mu8(2,6)*X3f + Mu8(2,7)*X3g + Mu8(2,8)*X3h;
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20 wth the figure 3. The main difference is in the
di ffusion box Mu8 which is a uare nmatrix of 8x8
el emrents of the finite field th 256 el ements. The
elements of the matrix are denoted Mu8(i, j), where i

ViGom e aa MlBdafiaby ﬁe‘:ﬁ’d#@a"'iﬁagc?; s WRlp@Ryxad +

Mhbﬁ) FPXBEX M&(&E‘}*%fthUBEBW}?DKGgVEM@m 8y
|

n the follow ng way is the addltlon and "*"
the 25 multinpl t the finit =
YﬁSl‘leMs's(ﬂsg)gx?wﬁs‘l( iﬁyb&?,ﬁ%bwﬁmhﬂ%ﬂf aycac )+ KuB@.4yxad +

MR Dr8oe BB B AT MUBEET DG B S,

Mu8(2, 2) *X3b + Mu8(2, 3)*X3c + Mi8(2, 4)*X3d +
Y3862, MUBE3E)* X380 3 ZMGBfSQ?XBbMJB(MuBXS.&m(SB + Mu8(5,4)*X3d +

MG ) XBe S MuBLR BN £ Ms(h. 1 Rige MBIy "7 *

Mu8( 3, 6) *X3f + Mu8(3, 7)*X3g + I\/U8(3 8) *X3h: Y3d =

Y'MJ&G Ands( &2*)435\/118( ZMQS 3‘;(33 thﬁé mus? ﬁiwst + Mu8(6.4)*X3d +

Muﬁéﬁ( &l*)gjiexsyluéi(mg f8) néfb‘ 78 XPget Muﬂtﬁ%@a "X3hx3a +
MU8(5, 2) *X3b + Miu8(5, 3)*X3c + MI8(5, 4)*X3d +

Y%#S%5 %*6@?3@*%“%‘_5'}0@@ B0 ﬂ%&%éﬁi&% MuB(7.4yX3d +

MUBE 6)* XBeXSMuB( MBF ORI 4) MyB(7,7)* AR
(6) g?*XSf +(|vug((>? 7g*xsg7+)|\;)ﬁg% 8)*X3h Ysg

Y%S‘é MGB@:D Ko 1t MIBIE.) X0 % M. 30<%Rs1 + MuB(B.AYX3d +

M%%%}*&hg E‘Iu’B(%g%:if Mﬁggs 7}%& 8W§ 3839%&3& +

Mu8( 8, 5) *X3e + Mu8(8, 6 *X3f + Mu8(8,7)*X3g +
Thmﬁgacaaﬁ*démnbéhéhé |cgmpdaet3 presess bisihgt two cumsiseefeexecution of the

mpesOREA.ofhe FRitigs Mdale S EHRehes 2 BB inbut data X in

foheOEQFtE haiel ﬁeLEﬁ ><x0|nR11ioR1>_qrarﬂﬁx0RR1neraﬁhMg>iﬂbwbzue X0). Two
XORL XORR1L (form ng the value XO.

parte of the result obﬁw mogule MORBA erevtiissy applisd: to ﬁ@norlhomorphlsm

ruRBRAA Bk RgAe G UERHR il B R i RGB! N

The position of the orthomorphism function OR as regard to the outputs of the
module MODG64 is not decisive. One can select the two left outputs or the two right
outputs depending of the implementation of this method.

The output Y is directly obtained from the last module MOD84, without having an
orthomorphism function OR in one of these outputs.

In case that more than two modules MOD64 are used, the orthomorphism function
OR are placed between each module MOD64. Even if in the preferred embodiment
the position of the orthomorphism function OR is the same regardless of the
module number, in another embodiment, the position of these orthomorphism
function OR can be changed to be connected to a different output of the module
MOD64.



The position of the orthonorphi smfunction OR as

regard to the outputs of the nodule MOD64 is not

deci si ve. One can select the tho left out puts or the

two right 20 outputs depending of the inplenentation

of this nmethod. The output Y is directly obtained from
Clefos| ast nodul e MODB4, wi thout having an

ort honor phi sm function OR in one of these outputs. In

1.casevibthsd 160éifory PESr S¥SryPPBIMCRS oMaRES XatbeyY UsSshd bR main key R,

ort honor phi sm function "OR are pl aced between each

thisoaethodvrsing . atdvast two seriallycopnectad: mainmeskiles: MOD)seach main

mbdfe R0 Rrdle sHERY GRTHHCRVRETa ¥io ¥ Kéy (R Bmprising the
stepdofli ment, the position of these orthonorphism

function OR can be changed to be connected to a
- dinpudinchet leasbivo itial NaluesdifleandX6b%. 11 Cains 1.

- o868 518 2% ek Bea JoeR Sl e S B Pt Kb Xt
- SBbt'eﬁﬁih? £0a08 %2y WkiRgEParst part(RAR)of tREGNLIRYYRA with the value
nodul e {MOD) using a sub-key (RA) derived from'the

m&iln key (R), conmprising the steps of: - inputting at
l east two initial,values, XO and XOR . m Xxing the,.at

- | BRBnibdos VAR X3 cEY Sk B8 valie, %28, ausarlfiga ever. the
- sBStRLITOA Jlagel atdHRprigingY afl akf énd | sabstidaidn Rk Ofsbox), each
t he sub- ke with the value X1, - obtaining a value

Xsubstitatipn %mq gontaininglatabjeof eonstantsdor whighothe inpat serves as the

S Bfioed 41T b beBied G amiities 8 e bt box
— CoBtaMing 20vaius 2l By asinganarBion BEX oMuRbpéMtutatidl type based on

serves as the pointer "and the pointed constant serves
atha veluedbut, - obtaining a value X4 by using a

- bl ek B RS YA B HO8, 68 g R vt e
paalieRd, of the sub-key RAwith the

— obtaining the value X6 by applying to the value X5 a substitution block,

~ obtaining a value X7 by mixing a first part RAH of the sub-key RA with the value
X8, |

— mixing the value X7 with the initial at least two values XOL and XOR to obtain
the at least two values X8L and X8R, X8L and X8R representing the output
value X8 of the module,

where for each main module (MOD) a new sub-key (RA) is generated from the

main key (R), the initial values X0OL and XOR of the first module being a subset of

the input data X, the output values X8L and X8H of the last module forming the

output data Y, and this method further comprising the step of applying to at least

one of the value X8L or X8R an orthomorphism function before applying these

values to the input XOR and XOL of the next main module.



value X4, - obtaining the value X6 by applying to the

value X5 a substitution block, - obtaining a value X7
by mxing a first part RAH of13 he sub-key RA with the
value X6, - mxing the value X7 with the initial at

the at | east

2.1 v WARISR! SEAEPSR efocizelRi T, dypera e, PR bata is of 64

blﬁqéﬁgﬂw andHae thSinplut dag Rad Hi\}ﬁied\ﬁ\% fwd MitiSAESBKOL and XOH of
MOD) a new sub-key (RA enerated fromthe

32nkit lertgély I the: e oufput valuea Shfermdhe sutpuidata Y.

first nodule being a subset of the input data X, the

3.0 he EaryRlnt® B ARbq8 TEhBL drfaift; wiBfEh the Bttt is of 128

bit [emgsh emdothatthkYinpgt HataaX isedﬁftdedonﬁfcnfr initial walua X&LL XOLR,
or X8R an_ort honor phi sm functi on bef ore appl thege_
xcmm RORF 6 i loagthaARd Abs Temr oHIPU AR KILL, XELR, X8RL
nydt t f
PR B e, IO L8RS EHSNGAREN Gline yaue X 1
omaldedfby miXirg lglme) ualué?XGLIXw;m aing/ mﬁl and ¢he \ra]secomi 1p|aa1 X1R of the
an OH o 2 bit th,
i ivaRaR By minaoyBA vaks . BilroRORIE, ISt pert X7L of the
aﬁﬁ% Wl%' Ak Bfwﬁﬁ%mf'tﬁg fHEF I?fﬁf%l %uﬁésaxmﬂ XBOR! KORL and XORR

I nput ata i s of ength and that the
andnhet seedrad Pat<XTR \of dbe viahud Xdrisi mlmdamtlvaheéwo)@her parts of the

. XA R, X a f 3 ij. length, and the four
m'B%ﬁJW%%E% %EEMW&@&R and X8RR formthe 128
bits output data Y, a first part XIL of the value X1

4.1s Pkérgbiiss o Wttt hieghodlofclatid- Y, Wﬁdﬁemnﬂaé@&tltutlon Iayer
and the second Bar X1 Rof the value X1 is obtain

capyprises agvernk suasiitutiormmoxsbexkasaeh Hoxi h@,\ﬂn@aﬁ-bltxmnut and 8-bit

ot o B P b i b v

X7R of the value X7 is mxed with the two other parts

5. Of tEl@crypmri iorldecpiption petiod ¥OcRRim>*ORkharein MﬁR&blé of constants
ption or decryption nmethod _of claiml,

(TM of D substivtion bpx {ehox) confRIn o asgiyen Jpplgt@o'éwﬂvatqt’&wt
box (sbox), each box having 8-bit input and 8-bit

6. Encryption or decryption method of claim 4, wherein the table of constants
for each substitution box (sbox) is the same.

7. Encryption or decryption method of claim 4, wherein the table of constants
for each substitution box (sbox) is different.

8. Encryption or decryption method of claim 4, wherein the table of constants of
the substitution box (sbox) is changed at each main module execution.

9. Encryption or decryption method of claim 1, wherein the data length is 64
bits and the diffusion box is a matrix function Y3 = M * X4, the argument M defining
4*4 additions, multiplications by a constant, or identities, of which at least one row

and one column comprise three identities.



out put, the input of the substitution |ayer being
divided into parts of 8-bit I%ngth. 5. Encryption or
decryption met hod of clain14ﬂ-mherein the tabl e of
constants (TA) of the substitution box (sbox)

10gnc FpsRiioRcr dskrvgfin Bfethed ob efii e Mtidtéln trirermaiping rows and
rerBhindgBbRiIntHs sPRstRGuUment M coMplise W06 iddntitieen box

(sbox) is the sane. 7. Encryption or decryption method

of claim4, wherein the table of constants for each .
11sub&naryptionondrcryption ynetbodi afr dlaign !, whereincihedatgjepgth is 128

; r [ of, ¢l ai : Lyt I i
oUSFENEE ARTE I 195 ST At BRST S, B8 afihent N detning
8* 8 tadelitiomsirenuitipiivatibrs dyes ¢onstant, or identitygs, iofrwhich at least one row
decryption nethqed of claim1, wherein the data | ength

angd ongycolymnscormpnse geven ideatites-hox is a matrix function
Y3 = M* X4, the argument Mdefining 4*4 additions,
mul tiplications by a constant, or identities, of which
at |l east one row and one columm conprise three
identities. 13 10. Encryption or decryption nmethod of
claim9, wherein the remaining rows and renaining
colums of the argunent M conprise two identities. 11.
Encryption or decryption nethod of claim1, wherein
the data length is 128 bits and the diffusion box is
a matrix function Y3 = N* X3, the argunent N defining
8*8 additions, nultiplications by a constant, or
identities, of which at | east one row and one colum
conprise seven identities.




