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WEB/EMULATOR SERVER AND WEB BROWSER TERMINAL EMULATOR FOR PERSISTENT
CONNECTION TO A LEGACY HOST SYSTEM OPERATION

TECHNICAL FIELD OF THE INVENTION
This invention relates in general to the field of

electronic systems, and more particularly to a
web/emulator server and a web browser terminal emulator
5 for persistent connection to a legacy host system and a

method of operation.

BACKGROUND OF THE INVENTION
Many organizations operate computer network

10 environments that include legacy host systems which store
data and provide applications important to the operation |
of the organization. Such legacy host systems can
include IBM mainframes (MVS, VM and VSE environments),
IBM AS/400 systems and UNIX host systems.

15 It is desirable for such organizations to provide

connection to the legacy host systems through terminal
sessions on distributed client systems such as personal
computers and computer workstations. This connection to
the legacy host system provides access for users of the
20 client systems to the data and applications on the legacy
host system. These terminal sessions can include 3270,
5250, NVT and VT220 type terminal sessions.
One conventional method for providing terminal
sessions is to execute a terminal emulator application on
25 the client systems that connects directly to a host
legacy system using a TCP/IP socket connection. Another
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provi de applications inportant to the operation of the orga- nization. Such
| egacy host systens can Tnclude TBM main- franmes (MWS. VM and VSE
environments). | BM AS/ 480 ¥l BefRBtly X host systemns. It is desirable
for such orﬂﬁ%z?%'onSfto NN - tion to the Iegac*cgo t systens

t hrough ter B SsSi O\Qﬂ"‘ﬂm ﬂum d client system suc g)ﬁggs 8nal-
conputers and conput er is cgnnection to the | egacy host
system provi des access for users of the client systens to the data and
applications on the | egacy host system These term nal sessions can

I ncl ude 3270, 5250, NVT and VT220 type term nal sessions. One convention
met hod for provieinentdonalamesbeodi daste sprovicde aamegtionnithabughud at or
application on t | fifde 1 rgygﬁ I, egacy
system usi ng a T‘yé%? I@Jg soc ré%éi%ggﬁg’ic:??%nf&mot %ﬂclﬁgﬁlgpggﬁﬁ ?rg%%% is to
provi de connect idta Hlowsh iatee FTHEORBERS appiowaitgon such conventional

web browser methods suffer from .an inability to handle

5 real-time host updates to user screens as well as other
significant problems. For example, forms-based
HTML/TN3270 packages are unable to overcome a range of
problems associated with common HTML implementations such
as real-time host updates to user screens or finding a

10 user's browser platform address on the network.

SUMMARY OF THE INVENTION
In accordance with the present invention, a

web/emulator server and a web browser terminal emulator

15 for persistent connection to a legacy host system and a
method of operation are provided that substantially
eliminate or reduce disadvantages and problems associated
with previously developed methods.

According to one aspect of the present invention, a

20 computer network environment allowing connection of a
client system to a legacy host system using a
web/emulator server is provided. The computer network
environment includes a legacy host system having TCP/IP
connectivity. The legacy host system is operable to

25 support a terminal session for access to the legacy host
system. The computer network environment also includes a
server system executing a client thread under a
web/emulator server. The client thread is operable to
communicate with the legacy host system across a

30 persistent TCP/IP socket connection. The computer
network environment further includes a client system
executing an applet process under a web browser. The
applet process is operable to communicate with the client
thread across another persistent TCP/IP socket connection

35 and is operable to provide a terminal session to a user
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of the client system. This terminal session is supported
by a persistent connection allowing real-time
bidirectional communication with the legacy host system.
According to another aspect of the present

5 invention, a web/emulator server for providing a
persistent connection between a client system and a
legacy host system is provided. The web/emulator server
includes a client thread operable to communicate with a
legacy host system across a persistent TCP/IP socket

10 connection. The web/emulator server also includes applet
code operable to create an applet process executing under
a web browser on a client system. When executed, the
applet process is operable to communicate with the client
thread across another persistent TCP/IP socket connection

15 and to provide a terminal session to a user of the client
system. The web/server emulator is operable to download
the applet code to a client system in response to
receiving a uniform resource locator associated with the
legacy host system.

20 According to a further aspect of the present
invention, a method is provided for connecting a client
system to a legacy host system using a web/emulator
server. A uniform resource locator associated with a
legacy host system is selected from a web browser

25 executing on a client system. The uniform resource
locator is received by a web/emulator server executing on
a server system. Executable code for an applet process
is then downloaded to the client system, and the applet
process is executed under the web browser on the client

30 system. The applet process is connected to a client
thread executing under the web/emulator server via a
persistent TCr/IP socket connection. The client thread
is connected to a legacy host system associated with the
uniform resource locator via another persistent TCP/IP

35 socket connection. The client thread and the legacy host
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SUMVARY OF THE | NVENTI ON In accordance with the present invention, a
server and a web browsér term nmat—enulator for persistent connection to a

| egacy host system andqg §RL, &% o e tion are provided that

substantially elim nate vantages and probl ted
with previo I/"'ﬁg el op ﬂlﬂﬁﬁ ccordl ng to one aspe@"@&%ﬁ present
I nvention, a conputer nt a low ng connection of a client
systemto a | egacy host systen1u5|ng a server is provided. The conputer

networ k environment includes a | egacy host system havi ng TCPAP

connectivity. The |egacy host systemis ogerable to support a term nal
session for system communicate across the first persistent TCP/IP

socket connection, and the client thread and the applet
process communicate across the second persistent TCP/IP
socket connection. A terminal session is provided by the
5 applet process to a user of the client system which

allows real-time bidirectional communication with the
legacy host system across a persistent connection to the
legacy host system.

A technical advantage of the present invention is

10 the ability to allow users to access legacy host system
data, such as IBM mainframe data, from client systems,
such as desk top personal computers and computer
workstations, using a web browser where the access is
provided through a persistent TCP/IP socket connection to

15 the legacy host system. This ensures a persistent
bidirectional connection to the legacy host system such
that real-time host updates, security, encryption, help-
desk support, and other real-time features can be _
supported. One embodiment of the present invention uses

20 SUN MICROSYSTEMS' JAVA technology and includes JAVA-~-
capable web browsers and embedded JAVA applet processes
to provide terminal session connectivity to the
distributed client systems.

Another technical advantage of the present invention

25 is the provision of connectivity to a legacy host system
through web browsers without the need for specialized
emulation software to be manually loaded on each client
computer system and without the need for user
programming.

30 A further technical advantage of the present
invention is allowing the expansion of access to existing
data and applications on legacy host systems from
existing client systems using existing network
capabilities. The present invention provides a network

35 environment that allows the use of a web browser
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access to the | egacy host—system—Fhe—cenputer network environnent al so

I ncl udes a server system,execy i a client thread under a server. The
client thread is operabl.én o dwith the | egacy host system across
a persistent ng;&,h%ocke' E he conputer networ K geiogeamsiegreat

further includes a client Hi ng an appict process under a web
browse. The applet process is operable to corfrunicate with the client
thread across anot her per- sistent TCP/IP socket connection and is operable
to provide a termnal session to a user of the client system This term nal
session is supported,by a persistent conpection allow ng real-t}]

bi di recti onal conﬁﬂﬁftﬁéﬁ“%ﬁtw A Y gg’é}s’wﬁS& gggg?’en?%dl as JAVA
: tools, and web-serving, to incorporate Internet-type

technologies, through the Internet or an intranet, with

existing network architectures.

BRIEF DESCRIPTION OF THE DRAWINGS
FIGURE 1 is a block diagram of a computer network

environment that allows connection of a client system to
a legacy host system using a web/emulator server

10 according to the teachings of the present invention;

FIGURE 2 is a flow chart of a method for connecting

a client system to a legacy host system using a
web/emulator server according to the teachings of the
present invention; and

15 FIGURE 3 is a block diagram of load-balancing across
nmultiple web/emulator servers according to the teachings
of the present invention.

DETAILED DESCRIPTION OF THE INVENTION
20 FIGURE 1 is a block diagram of a computer network

environment, indicated generally at 10. Network
environment 10 includes a legacy/SNA environment 12, a
TCP/1IP environment 14 and a public Internet/intranet
environment 16.

25 Legacy/SNA environment 12 includes one or more
legacy host systems such as an IBM host system 18 and a
UNIX host system 18. IBM host system 18 can comprise an
IBM mainframe (MVS, VM and VSE environment) or an IBM
AS/400 system. UNIX host system 19 can comprise a

30 computer workstation or server running a UNIX-type
environment.

A gateway system 20 can be coupled to IBM host
system 18 via a connection 22. Connection 22 can
comprise an SNA or channel attachment to IBM host system

35 1B. Gateway system 20 provides an interface between



3 Accordi ng to-another aspect—of-the present invention, a server for
provi ding a persistent connection between a client systemand a | egacy host

systemis provi ded. Thdhis&hegtdias #ed a client thread operable to
conmuni cat e \%E}ﬂaﬁoi egac across a persistent @m}s@ﬂ@ﬁfé@t
con- necti on. e server appl et code operable 10 create an

appl et process executing under a web browsers on

legacy/SNA environment 12 and TCP/IP environment 14.
Gateway system 20 can be integral with IBM host system 18
or can be a separate, add-on system extending the
functionality of IBM host system 18. For example,

5 gateway system 20 can comprise an OC SERVER II™ gateway
product available from OPENCONNECT SYSTEMS. UNIX host
systems 19 and some IBM host systems 18 have built in
TCP/IP connectivity such that the use of a gateway system
20 is unnecessary.

10 TCP/IP environment 14 includes a server system 24.
Server system 24 executes one or more web/emulator
servers 26. Web/emulation server 26 provides an
interface between TCP/IP environment 14 and public
Internet/intranet environment 16 and is operable to

15 execute one or more client threads 28. Web/emulator
server 26 is operable to connect to gateway system 20, to
IBM host system 18 and to UNIX host system 19 via a
persistent TCP/IP socket connection 30. Server system 24
includes a data storage device 32 that stores applet code

20 34, Applet code 34 comprises executable code for an
applet process. Web/emulation server 26 can comprise an
OC://WEBCONNECT™ server available from OPENCONNECT
SYSTEMS, and applet code 34 can comprise a JAVA applet
for use within SUN MICROSYSTEM's JAVA environment.

25 Public Internet/intranet environment 16 includes one
or more client systems 36. Client system 36 can comprise
a desk top computer such as a personal computer or
computer workstation. Client system 36 is operable to
execute a web browser 38. Web browser 38 is operable to

30 establish a virtual machine 40 for executing an applet
process 42. Applet process 42 comprises an instance of
applet code 34 downloaded to client system 36 by
web/emulator server 26. Applet process 42 is connected
to client thread 28 via a persistent TCP/IP socket

35 connectiaon 44. Web browser 38 can comprise a



a client system Wen executed, the applet process is oper- able to
comuni cate with the client thread across another persistent TCP/|IP socket
connection and to provi dEhisShee Has BeedRdplag@SSi on to a user of the client

system The gybaiRes is © | oad t he appl et codepdrpyssrddisent
systemin response to rec rmresource |ocator associated with
ccor

the | egacy host system a furt’lher aspect of the present
invention, a nethod is provided for connecting a client systemto a | egacy
host systemusing a server. A uniformresource |ocator associated with a
| egacy host systemis selected fr, web, by owser execut i on _a client
system The unifoFﬂ?$%Eﬁﬁﬁ%ﬁ¥IQ¥§&3gL?Fs"FBC FOUSPhyARP nefgsﬁt?ﬁg on a
server system EXRETSGAPE NEVIESATOR &hadpphkelAyYRocsssbles driiemappdenl oaded to
the client systeg%raqg¥%qEz%p I%%m QGESS LRvEX &d under the web browser
e

on the client sy e ‘appl et  procéss i s connected to a client thread
execut i ng In operation, web/emulator server 26, client thread

5 28 and applet process 42 form a web browser terminal
emulator providing a persistent bidirectional connection
between client system 36 and a legacy host system such as
IBM host system 18 or UNIX host system 19. BApplet
process 42 communicates with client thread 28 across

10 persistent TCP/IP socket connection 44. Client thread 28
communicates with an appropriate legacy host system,
either IBM host system 18 or UNIX host system 19, across
a persistent TCP/IP socket connection 30. Client thread
28 and applet process 42 allow a user of client system 36

15 to use web browser 38 to invoke a terminal session for
accessing data and applications on a legacy host system.
Each web/emulation server 26 is operable to manage a
plurality of client threads 28 associated with a
plurality of applet processes 42. In one embodiment of

20 the present invention, each web/emulation server 26 is
operable to manage a thousand such connections.

Client thread 28 executes under web/emulator server
26 and is operable to communicate with a legacy host
system across a persistent TCP/IP socket connection 30.

25 Client thread 28 is operable to interface between TCP/IP
environment 14 and public Internet/intranet environment
16. Applet process 42 executes under web browser 38 and
is operable to communicate with client thread 28 across
persistent TCP/IP socket connection 44. 1In one

30 embodiment of the present invention, client thread 28 and
applet process 42 using a web/emulator data flow. Applet
process 42 is further operable to provide a terminal
session to a user of the client system 36. The terminal
session can comprise a 3270, 5250, NVT or VTI220 type

35 terminal session. This terminal session provided by
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under the server via a persistent TCP/IP socket connection. The client
thread is connected T0 "a T'egacy host—system associated with the uniform
resource | ocator via her..pgrsi,steny TCP/ |1 P socket connection. The
client thrsﬁgﬂ% the%ﬁ%h&m fzen R "ém conmuni cat e acroz,%a.;‘gg.g&e St
persis- te P socimmml H l’i , and the client thread an %e appl et
process conmuni cate acr persgstent TCP/ I P socket connection

A term nal session is provided by the applet process to a user of the

client systemwhich allows real-tine bidirectional communication with the

| egacy host system across a persistent connection to the | egacy host
system applet process 42 and client thread 28 is supported by a

persistent TCP/IP socket connection which allows real-
time bidirectional communication with the legacy host
system.

5 In one embodiment of the present invention, the
applet process uses three threads to implement the
terminal session. The applet process uses a READ thread,
a WRITE thread and an EMULATION thread. The READ thread
provides a buffer interface to persistent TCP/IP socket

10 connection 44 and reads information from the socket. The
WRITE thread provides a buffer interface to persistent
TCP/IP socket connection 44 and writes to the socket.

The EMULATION thread provides the user interface
representing the terminal session on the legacy host

15 system. In this embodiment, the applet process and the
client thread communicate using a web/emulator data flow
based upon the communication protocol that is set forth
in APPENDIX A.

According to the present invention, a user of client

20 system 36 can access data and applications on the legacy
host system using web browser 38 where the access is
provided through a persistent bidirectional connection to
the legacy host system. Persistent TCP/IP socket
connections 30 and 44 provide this persistent

25 bidirectional connection to IBM host system 18 or UNIX
host system 19 such that real-time host updates,
security, encryption, help-desk support, and other real-
time features are supported. One embodiment of the
present invention uses SUN MICROSYSTEMS' JAVA technology

30 and includes JAVA-capable web browsers 38 and embedded
JAVA applet processes 42 to provide terminal session
connectivity to client systems 36.

The present invention provides connectivity to
legacy host systems such as IBM host system 18 and UNIX

35 host system 19 through web browser 38 without the need



4 A techni cal advantage—ei—thepresent invention is the ability to
all ow users to access | egacy host systemdata, such as |BM mainfranme data,

fromclient systens suchu 1 Has sonal conputers and conput er
wor kst at i onsyobFjsidgs a mei the access is provipetusdmesisgh a
per- sistent TCP/IP sock [ o the |l egacy host system This ~

ensures a persistent bidirectional connectioh to the | egacy host system
such that real-tinme host updates. seurity. encryption, hel p-desk support,
and other real-tinme features can be supported. One enbodi nent of the
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term nal sessiononoeaeht ckityttgystem 36 and without the need for user
programming. Web/emulator server 26 downloads applet
code 34 to client system 36 when the uniform resource
) 5 locator (URL) of the legacy host system is selected by
the user. This is accomplished automatically without
requiring service personnel to load software on client
system 36.
The present invention also allows the expansion of
10 access to existing data and applications on legacy host
systems from existing client systems 36 using existing
network capabilities. The present invention provides a
network environment 10 that allows the use of a public
Internet/intranet environment 16 having web browser
15 tools, such as JAVA tools, and web-serving to incorporate
Internet-type technologies, through the Internet or an
intranet, with existing network architectures. Thus, an
organization can implement web browser 38 based access to
legacy host systems, such as IBM host systems 18 and UNIX
20 host systems 19, without scrapping or significantly
restructuring existing network resources.
FIGURE 2 is a flow chart of a method for connecting
a client system to a legacy host system using a
web/emulator server according to the teachings of the
25 present invention. _
In step 50, a uniform resource locator (URL)
associated with a legacy host system is selected from a
web browser executing on a client system. The web
browser can comprise a JAVA-capable NETSCAPE NAVIGATOR
30 web browser as mentioned above. The selected uniform
resource locator is received by a web/emulator server in
step 52. 1In step 54, the web/emulator server downloads
executable code for an applet process to the client
system for connecting to the legacy host system. In step
35 56, the client system executes the applet process under
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In step 57, the applet process connects to a client
thread executed by the web/emulator server, and the
client thread connects to the legacy host system across
persistent TCP/IP socket connections. In step 58, the
client thread then communicates with the legacy host
system across the persistent TCP/IP socket connection.
This communication allows the client thread to establish
and maintain a terminal connection to the legacy host
system. In step 60, the client thread communicates with
the applet process across a persistent TCP/IP socket
connection. This communication can be accomplished using
a web/emulator data flow such as that based upon the
communication protocel set forth in APPENDIX A,

In step 62, the applet process provides a terminal
session to a user of the client system. According to the
present invention, this terminal session allows real-time
bidirectional communication with the legacy host system
across a persistent TCP/IP socket connection to the
legacy host system. This terminal session, as mentioned
above, can comprise a 3270, 5250, NVT or VT220 type
terminal session.

The terminal session can be terminated by the user
of the client system as desired. The applet process and
client thread are terminated, in step 64, when the
terminal session is termihated. In one embodiment, after
termination, the applet process is removed from execution
memory and is no longer present on the client system. 1In
another embodiment, the executable code for the applet
can be stored on a data storage device associated with
the client system. In this embodiment, the web/emulation
server can check the client system to determine whether
new executable code for the applet needs to be downloaded
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ronment that allows connection of a client systemto a | egacy
5 host system using a web/emul ator-server according to the teachings of
the present invention: FIG 2 is a flom/chart of a nethod for connecting

a client sysyaysi@sd | e %hbnﬁbs #sing a web/ emul at oPCTRISYIDS196
according to the teachlng |nvent|on and FIG 3 is a
b!ock di agr am of Ioad-bal '

based upon the version present, if any, on the data
storage device of the client system.

The present invention provides an interface to
legacy data flows, such as telnet (TN) data flows, across

5 persistent TCP/IP socket connections to give users
persistent bidirectional access to legacy host system
data in terminal sessions, such as 3270, 5250, NVT and
VT220 type terminal sessions. According to the present
invention, terminal emulation is partially provided by

10 _applet executable code downloaded from the web/emulation
server. The user can select the uniform resource locator
(URL) of the legacy host system via a web browser
package, such as NETSCAPE's NETSCAPE NAVIGATOR, and
transparently receive the applet code which is executed-
15 and invokes an appropriate terminal session.

The present invention provides users of the client
system access to real-time legacy host system data and
applications using a web browser., The web/emulator
server system converts standard legacy data flows into

20 web/emulator data flows and vice versa permitting multi-
session, multi-protocol access to legacy data and
applications. The applet process converts the
web/emulator data flows into a terminal session for
display to the user. As mentioned above, the web browser

25 can comprise a JAVA-capable web browser, the applet
process can be a JAVA applet, and the web/emulator data
flow can be based upon the protocol set forth in Appendix
A. This embodiment of the present invention can blend
web browsers enhanced by SUN MICROSYSTEMS' JAVA with

30 legacy host systems having TCP/IP connectivity to allow
users on any client system platform to connect to and
access legacy host systems via 3270, 5250, NVT and VI220
type terminal emulation.

FIGURE 3 is a block diagram of load-balancing across

35 multiple web/emulator servers according to the teachings



mul tiple web/enmul ator servers according to the teachings of the present
i nventi on. DETAI LED DESCRIPTION-OF THE
INVENTION FIG 1 is dhhsﬂﬁﬁﬁgh@g@gl(%f a_conput er network environment

S d . :
i ndi cat ed r:{ar!a(lsy at Iron- nment 10 i ncl uq,gﬁ. y/ SNA
envi ronrrent%qgf a TCPH%’?HMWU 4 and a public Interne ?‘}n ranet-
envi ronnent 16. Legacy nt 122 i ncl udes one or nore | egacy

host systens such as an | BM host system 18 and a UNI X host system 19. | BM

host system 18 can conprise an |IBM mainfrane (M/S. VM and VSE environment)

or an | BM AS/ 400_system UNI X host .s%/stem 19 can conprise. a conputer
wor kst ati on or ¥er PEESAPhg LRVEeRFICR y p AR R TP (SSTYES: 70 1A gapeled system
20 can be couplied 4 @liBkthegsteapsV2m HTTP server 70 receives request

information, REQUEST, from client system 72 in the form
of a uniform resource locator (URL) and provides

5 redirection information, REDIRECT, to client system 72.
Client system 72 is then coupled to one of a plurality of
web/emulation servers 74 according to the redirection
information. In this manner HTTP server 70 can redirect
access by a plurality of client systems 72 to manage the

10 load on web/emulation servers 74 to ensure a balance
across all available web/emulation servers 74.

This load-balancing can remain transparent to a user
of client system 72. The user enters the uniform
resource locator associated with the legacy host system.

i5 That information is transmitted to HTTP server 70 as a
request. HTTP server 70 interprets the request,
identifies the selected legacy host system, and selects a
web/emulation server 74 to manage the connection. This
selection of a web/emulation server 74 can be based upon

20 information of the current loading of each web/emulation
server 74. HTTP server 70 transparently provides
redirect information to client system 72 which identifies
the uniform resource locator of the selected
web/emulation server 74. Client system 72 then initiates

25 the above described terminal session through the selected
web/emulation server 74 and the selected web/emulatiocon
server 74 connects to the legacy host system as described
above.

The present invention provides web browser

30 connectivity with relatively low initial and recurring
cost. The need for individual emulation software
products based upovn each particular client system is
removed. This eliminates many technical support, help
desk and software distribution problems, including

35 version level control and configuration management



/'

18 via a connection 22._Connection 22 can conprise an SNA or channel
attachnment to | BM host system 18. Gateway system 20 provides an interface
bet ween | egacy/ SNA envmusrsmnmtBe&ﬂz dTCP/ | P environnent 14. Gateway

system 20 cayopsvisear aU st system 18 or can becwusepsvat €.

add- on system ext endi ng | ty of 1BM host system 18. For
exanpl e. gateway system can co rlse an BX SERVER | I[err] gateway

pr oduct avail abl e fron1CPENCCNNECT SYSTEMS. UNI X host systens 19 and sone

| BM host systens 18 have built in TCP/IP connectivity such that the use of

a gateway system 20 is URBSERSYSY user! CRALEISHVLS WIBRIngkt atkudssya

server system 24.
because web browsers generally offer intuitive common

user interfaces and are known by many users. _
Implementation time is improved by taking advantage of an
5 existing widely-installed web browser base.
Specifically, the platform independence provided by the
JAVA architecture allows the web browser terminal
emulator of the present invention to avoid problems with
operation differences between computer environments. In
10 addition, numerous users can be supported concurrently by
each web/emulation server. For example, the
OC://WEBCONNECT™ product from OPENCONNECT SYSTEMS can
support a thousand users per instance.

The present invention provides connectivity from any

15 client system, such as a personal computer or computer
workstation, to a legacy host system, such as a mainframe
or mid-range system, without costly redesign or
rebuilding of legacy applications. The benefits of a
distributed client/server type data exchange can be

20 realized without requiring systems redesign. This
approach means that the many advantages of Internet-type
access and functionality can be blended into an
organization's network architecture simply and
efficiently, thus protecting existing information

25 technology infrastructures and investments.

Although the present invention has been described in
detail, it should be understood that various changes,'
substitutions and alterations can be made hereto without
departing from the spirit and scope of the invention as

30 defined by the appended claims.
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6 Server system 24_executes one or nore web/enul ator serv- ers 26.

Web/ errul ati on server 26 provi dés™ an—+nterface between TCP/ | P environment 14
and public | nt er net / i $rROSH: nv ronment 16 and is operable to execute
one or rmre‘ﬁ; thre Tdator server 26 is o 17}
connect to gatemay syst ost system 18 and to UNI X host system
19. via a persistent TCP nectlam 30. Server system 24

i ncludes, a data stage device 32 that stores appl et code 34. Applet code 34
conprises execut abl e code for an appl et process.

APPENDIX A
The following provides one implementation of a
communication protocol for web/emulation data flow
between a client thread and an applet process. (For all
5 values with a length, length = 0 indicates the field is
not present. All fields are byte values.)

Client (applet process) to Server {(client thread)
Connect Session
10 / S / emutype / hostlen / hostname .../ lunamelen /
luname ... / portnolen / portno ... / sessionlen
sessionname.. .
emutype: Emulation type to create 01 = 3270, 02
= 5250, 04 @ VT220 hostlen, hostname: length
15 and content of gateway hostname to connect with
lunamelen, luname: length and content of luname
name for session '
portnolen, portno: length and content of port
number {(as ASCII text) for gateway sessionlen,
20 sessionname: length and content of session name
Field Update
/ F / reason / reasonparm / curposhigh / curposlow /
fieldcounthigh / fieldcountlow / bufposhigh /
bufposlo lengthy / lengthlow / fieldchars
25 reason: Reason for field update. 0 1 =
Unsolicited, 02 = reply to Query Field Update
from server.
reasonparm: If reason = 01, AID value from
client. If reason = 02, reasonparm from
30 Query Field Update command from server.
curposhigh, curposlow: Cursor Position at time
of update
fieldcounthigh, fieldcountliow: count of fields
bufposhigh, bufposlow: Buffer position of field
35 lengthy, lengthlow: Length of field data (16
bits)
fieldchars: field data in ASCII
row, column, length,fieldchars ... are
repeatedfieldcount times.
40 NVT Keystroke
/ N / asciikey
asciikey: value of keystroke as an ASCII
character
Run Script
45 / R / scriptnamelen / scriptname...
scriptnamelen, scriptname: length and name of
TCL script to execute
Query Help Desk




Wb/ emul ati on server 26 can conprlse an OC:.// WEBCONNECT[err] server

avai | abl e from OPENCON-, PeduReplaedl appl et code 34 can conprise a
JAVA appl et for use mnthln EM s JAVA envi- ronnent. PubUc
| nternet/intr gpeérHAsesi ron s one or nore client pem;bgmu%
Client system 36 can conprise a desk top conputer such as a personal

conputar or conputer workstation. Cient sysi®m 36 is operable to execute a
web browser 38. Wb browser 38 is operable to establish a virtual nachine
40 for executing an applet process 42. Appl et process 42 conprises an

I nstance of appl et codg édown | oaded to client system 36 by web/enul at or

| i h d
5% T B s
S kAl on EToiare N ATCR

comercially avail abl e meb brogs
that is JAVA capabl e and apﬁéﬁtvalue to process

Server (client thread) to Client (applet process)
Erase Display
/ E /
10 Set Display Size
/ S / rows / columns
rows: Number of rows for display
columns: Number of columns for display
Set Cursor Position
15 / C / bufposhigh, bufposlow
bufposhigh, bufposlow: Position for cursor
Display Text
/ D / bufposhigh I bufposlow I lengthhigh I
lengthlow I text...

20 bufposhigh, bufposlow: Position for text
(Ignored when in NVT mode) lengthhigh,
lengthlow: Len-th of text (16 bits)
text: ASCII text for display

OIA Text
25 / O / column / length / oiatext ...
Field List
/ F / fieldcounthigh, fieldcountlow / bufposhigh /
bufposlow / fieldattr / xattr / lengthhigh /
lengthlow fieldcounthigh, fieldcountlow: Number of
30 fields (O = unformatted screen) bufposhigh,
bufposlow: Position for start of field fieldattr:
Field attribute byte

3270 definition
bits use
35 0 Modified Data Tag (I @ field
modified)
0 Reserved (0)
2 -3 00 = Display/non-detectable, 01 =
Display/detectable, 10=1ntensitied
40 Display/detectable, 11
=Nondisplay/non-detectable
4 0= Alphanumeric, 1 = Numeric
5 0 = Unprotected, 1 = Protected
xattr: Field extended attribute byte 3270 Definition
45 3270 Definition
bits Lse
7 field mark
) unused
5 transparent/opaque
50 4-3 highlighting (00=default, 01

=blinking, 1l0=reverse, ll=underline)



~

process 42 can conprise a JAVA apptet—— |n operation, web/enul ator server

26. client thread 28 an#sgpfi a?h:% ocess 42 forma web browser term nal

enul at or
bi di recti onal
system suchVa¥iq

gf%eﬁz;if”

:ﬁilced 7 providing a persistent

comuni cates with client thread 28 across qpersistent TCP/ I P socket

connecti on 44.

10

15

20

25

30

35

40

45

50

Client thread 28 conmmuni cates with

2-0 color (00 1=blue, 010= red, O0ll=pink,
100=green, 10i=turquoise,110=yellow,
lll=white)

lengthhigh, lengthlow: length of field (16
bits, may wrap off initial row)
bufposhigh, btifposlow, fieldattr, lengthhigh,
lengthlow are repeatedfieldcounthigh,
fieldcountlow times.
Character Override Attribute List

/A / attrcounthigh / attrcountlow / bufposhigh /

bufposlow / lengthhigh / lengthlow / attrbytel

attrcounthigh, attrcountlow: Count of attributes
bufposhigh, biifposlow: Position of attribute
lengthhigh, lengthlow: length of field (16
bits, may wrap off initial row)
attrbytel: Attribute byte 1

3270 Definition
bits use
0 -2 color bits {1 = Blue, 2 = Red, 3

= Pink, 4 = Green, 5 =
Turquoise, 6 = Yellow, 7 =White)
3 - 4 Extended highlighting (mutually
: exclusive) (01= Blinking, 10 =
Reverse, 11 = Underline)
7 Field mark (1= Start of field
position)
bufposhigh, bufposlou,, lengthhigh, lengthlow,
attrbytel are repeated attrcounthlgh,
attrcountlow times.

Query Field Update

/ Q / reasonparm
reasonparm: Reason value returned in Field
Update message from client
Set NVT Mode
/ N / nvtmode
nvtmode: 00 = Emulation mode, 0 1 = NVT mode
Keyboard Lock State
/ K / mode
mode: 00 = KB Free, 01 = KB Locked
Sound Alarm
/ B / length / filenametext ...
length - Length of filename
filenametext: Name of audio file for alarm
Error Message
/ M / length / messagetext...
length, messagetext: Length and content of
error message
Protocol Version
/ V / verhigh / verlow
verhigh, verlow: Protocol version number
Help Desk Reply

ent system 36 and aJ g;t
UNI X host system 19. E% ocess 42



an approptiate | egacy host system—either|1BM host system 18 or UNI X host
system 19, across a persistent TCP/IP ﬁcket connection 30. dient thread

28 and appl et process 42kammﬂ/ client system 36 to use web
browser 38 t 0 gwh¥H¥80s2 ter for accessing data ampdrTamsehestsst i ons
on a | egacy host system

I on server 26 is operable to mandge
a plurality of client threa S associ- atedZith a plurality of applet
processes 42. In one enbodi - nent of the present invention, each
web/ errul ati on server 26 is operable to nanage a t housand such connections
Client thread 28 execu;g &nder web/ enul ator server 26 and is operable to
comuni cate with a | egdc 31 sten1across a persistent TCP/|IP socket
connection 30. Cient threa efg eF b?%s?ﬁ i éﬂﬂr ac€ BePheen TCP/IR
environ- nment 14 and publ i c 3835 Héﬁ iﬁ ngn%?s HEnPeI8 ST ApBP RO
process 42 egecutes under\Mﬁgrg el 3 ngn%ggyga Qle ggsﬁonnunlcate
hread 28 acrosﬁﬂ@ emﬁgggﬁg type is 3270)

displaytype: 00 = 3278, 01 = 3279, 02 =
3179, 03 = 3472
status: 00 = Unowned, 01 = SSCP, 02 =LULU

with client

10 defaultPartition. -~ default model size 2 -
5
alternatepartition: alternate model size 2
-5
currentpartition: current model size 2 - 5
15 (if emulation type is 5250)

displaytype: 00 = 3477, 01 = 3179, 02 =
5151, 03 = 3196
screensize: screen size, 2 or 5
ocserver: 01= connected to OC server, 00 =
20 other type of server
ptsoverride: 01 = passthru screen
override, 00 = no override
monochrome: 00= color, 01 = monochrome
protocoltype: 0 1 = RUI, 02 =TN
25 (if protocol type is RUI)
length /requstedLUname: configured LU name
length/grantedLUname: LU name returned by
server
length/ruiversion: Version of RUI support
30 in use
sessIDhigh I sessIDlow: RUI session ID
(if protocol type is T-N)
length, termTypeString: terminal type
string negoiated with TN server is
35 TN3270EI: 00 = not 3270E, 01 = using 3270E
length, devicename: device name in use
length, puLuName: PU/LU name for session
(OCS gateways only)
transporttype. 00= None (valid if protocol is
40 RUI), 01 = Network (if transport type is
Network)
length, configuredHostName: host name in
session configuration
length, configuredport: port in session
45 configuration
length, connectedHostName: host name (ip
address) in actual use
length, connectedport: port in actual use
Update Complete
50 / W/



TCP/ | P socket connecti

provi ded by applet process 42 and client tihgead 28 is supported by a

persi stent TCP/

| P socket connection which allows real-tinme tine

bi di rectional conmunication with the | egacy host system I n one

enbodi nent of t

fromthe socketP

5

10

15

20

25

30

35

he present invention, the applet process uses three threads
to inplenent tH EEAL HF (HARMED 154 The appl et process uses a READ thread.

WRI TE thread and an ﬁWLMI@BMﬁﬂg@orngr{?gAQ5b

interface to perS|stent TCP/ 1 P sqckeheconnectlon 4 and reads |nfornat|on

ﬁ?&?ﬁﬁﬁtﬂ§ tween a client system and a
legacy host system, comprising:

a client thread operable to communicate with a
legacy host system across a first persistent TCP/IP
socket connection; and

applet code operable to create an applet process
executing under a web browser on a client system, the
applet process operable to communicate with the client
thread across a second persistent TCP/IP socket
connection and to provide a terminal session to a user of
the client system;

the web/server emulator operable to download the

- applet code to a client system in response to receiving a

uniform resource locator associated with the legacy host
system. '

2. The web/emulator server of Claim 1, wherein the
client thread and the applet process are operable to
communicate using a web/emulator data flow.

3. The web/emulator server of Claim 2, wherein the
client thread is further operable to interface between a
legacy data flow used by the legacy system and the
web/emulator data flow used by the applet process.

4. The web/emulator server of Claim 3, wherein the
applet code comprises executable code for a JAVA applet
to be executed under a JAVA-capable web browser.

5. The web/emulator server of Claim 4, wherein the
web/emulator server is implemented by an OC://WEBCONNECT
server.

‘\5\5_‘_;_h§‘“\
This Shee

e

I ment of the present invention.
client thread 28 and ap S|ng a web/emul ator data flow
Appl et process 42 is fu !ﬂ EHEF ui provide a term nal session to a

gg?é,gESBheﬂﬁwngﬁh@ngge?;pe t ermi nal se55|zﬁés%ﬁPsC?Qrﬁ$2§%¥é§g@¥gﬁ -

R{iNg @es a buffer

a
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8 provides a buffer interface to persistent TCP/IP socket connection 44

and wites to the sock_e';l.l"MEmu-m thread provides the user interface
representing the term nallifts [ i L 1 egacy host system In this
enbodi nent , tgg?gﬁ:?, 1€t process$ ahd the client -thread comunipeginsotiesisid a
web/ ermul ator data Tl ow based upon the comruni cation protocol that is set
forth in APPENDI X A According to the pregent invention, a user of

client system 36 can access data and applications on the | egacy host

6. ' The web/emulator Sepver of Claim 1, wherein the
client thread is operable ﬁb communicate using a TN3270
data flow and the applet process is operable to provide a
3270 type terminal session.

7. The web/emulator server of Claim 1, wherein the
client thread is operable to communicate using a TN5250
data flow and the applet process is operable to provide a
5250 type terminal session.
10
8. The web/emulator server of Claim 1, wherein the
client threéd is operable to communicate using an NVT
data flow and the applet process is operable to provide
an NVT type terminal session.
15
9. The web/emulator server of Claim 1, wherein the
client thread is operable to communicate using a VT220
data flow and the applet process is operable to provide a
VT220 type terminal session.

This Sheet Has Been RTlaced_
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system usi ng web browser 38 where the access is provided through a
persi stent bidirectiomal——conmmectien—to—the | egacy host system Persistent

TCP/ | P socket connectlo ide this persistent bidirectional
connecti on %},ﬁ ost mﬂﬂmmﬂaﬁlm host system 19 sug&@g%égal -tinme
host updates, security. encsyptl desk support, and © r | - t-i me
features are supported. One enbodi ment of tipe present invention uses SUN

M CROSYSTEMS' JAVA tech- nol ogy and includes JAVA-capabl e web browsers 38
and enbedded JAVA appl et processes 42 to provide term nal session
connectivity to client system 36. The present invention provides

connectivity to | egadp. hBswebybrewsexs fkerminalpemidstoryforncdBnetdindNl X

host system 19 4 kngugh \.eﬁgt@ﬁ\owéea By st HetBREdhmpriShegi al i zed
enul ation software to be nanual Iy | oaded ‘on eac client system 36 and

wi t hout the need forau§éFeBFothr§?%nﬂ¥?EP b MBAIEIEaf o eRERPTRER BB downl oads

appl et code server on a server system, the client thread operable to
5 communicate with a legacy host system across a first
persistent TCP/IP socket connection; and
an applet process executing under a web browser on a
client system, the applet process operable to communicate
with the client thread across a second persistent TCP/IP
10 socket connection, and the applet process further
operable to provide a terminal session to a user of the
client system;
such that the terminal session is supported by a
persistent connection allowing real-time bidirectional
15 communication with the legacy host system.

11. The web browser terminal emulator of Claim 10,
wherein the client thread and the applet process are
operable to communicate using a web/emulator data flow.

20

12. The web browser terminal emulator of Claim 11,
wherein the client thread is further operable to
interface between a legacy data flow used by the legacy
system and the web/emulator data flow used by the applet

25 process.

13. The web browser terminal emulator of Claim 12,
wherein the applet process comprises a JAVA applet
executing under a NETSCAPE NAVIGATOR web browser.

30

14. The web browser terminal emulator of Claim 13,
wherein the web/emulator server comprises an
OC://WEBCONNECT server.

il




?4 to cLient system 36 when the uniformresource |ocator (URL) of the
egacy host systemis se+eQLed_‘y_th‘giS;. This 1is acconplished
artonatically wi t hout r i ring servic ersonnel to | oad software on
client systerg3 @"’MH " 9 PEATOSOT/Os 6Nt
g?’fows t [A ,Mm,’”mlccess to existing data and -

I nvention al so
appllcatlons on | egacy host sy’stéhs s

15. A computer network environment allowing
connection of a client system to a legacy host system
using a web/emulator server, the computer network
environment comprisinj:

5 a legacy host system having TCP/IP connectivity, the
legacy host system operable to support a terminal session
for access to the legacy host system:

a server system executing a client thread under a
web/emulator server, the client thread operable to

10 communicate with the legacy host system across a first
persistent TCP/IP socket connection; and

a client system executing an applet process under a
web browser, the applet process operable to communicate
with the client thread across a second persistent TCP/IP

15 socket connection and operable to provide a terminal
session to a user of the client system;

such that the terminal session is supported by a
persistent connection allowing real-time bidirectional
communication with the legacy host system.

20 |

16. The computer network environment of Claim 15,
wherein the client thread and the applet process are
operable to communicate using a web/emulator data flow.

25 17. The computer network environment of Claim 16,
wherein the client thread is further operable to
interface between a legacy data flow used by the legacy
system and the web/emulator data flow used by the applet
process.

30 _

18. The computer network environment of Claim 15,
wherein the legacy host system comprises a mainframe
computer system.

This Sheet Has Been Rerlace




fromexisting client systens 36 using existing network capabilities. The
present invention provides a network envi- ronnent 10 that allows the use
of a public Internet/intranet environment 16 havi ng web browser tools,

such as JAV. and ' jpncor porate I nternet-

t echnol ogi eﬁvbﬁﬁb?)%h’ t”mmm“unm,ﬂm intranet. with exi ls’{ﬁ-/’gi&ﬁﬂﬂﬁgt wer k
architectures. Thus, an brdani'zati oA can i nppe- nent web browser 38 based
access to | egacy host systens. such as | BM host systens 18 and UNI X host
systens 19. without scrapping or significantly restructuring existing net-
wor'k resources. FIG 2 is a flowchart of a nethod for connecting a
client systemto a | efdcy Hisstcompartten petngrl ervironpentorfsledm adbcor di ng
to the teachingswpéréile B Yady ' WL Q0sten! CompLsdD.a dilidhag@ r esour ce
| ocator (URL) associated with a I"'egacy host systemis selected froma web
browser executi ngPBRERTI$EHEyst em  The web browser can conpri se

5 20. The computer network environment of Claim 15,
wherein the legacy host system comprises a computer
workstation executing a UNIX environment.

21. The computer network environment of Claim 17,
10 wherein the applet process comprises a JAVA applet
executing under a NETSCAPE NAVIGATOR web browser.

22. The computer network environment of Claim 21,
wherein the web/emulator server comprises an
15 OC://WEBCONNECT server.

23. The computer network environment of Claim 15,
wherein the client thread is operable to communicate
using a TN3270 data flow and the applet process is

20 operable to provide a 3270 type terminal session.

24, The computer network environment of Claim 15,
wherein the client thread is operable to communicate
using a TN5250 data flow and the applet process is

25 operable to provide a 5250 type terminal session.

25. The computer network environment of Claim 15,
wherein the client thread is operable to communicate
using an NVT data flow and the applet process is operable

30 to provide an NVT type terminal session.

26. The computer network environment of Claim 15,
wherein the client thread is operable to communicate
using a VT220 data flow and the applet process is

35 operable to provide a VT220 type terminal session.

This Sheet Has Been Reilaced i
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a JAVA- capabl e NETSCAPE NAVI GATOR web browser as nentioned above. The

sel ected uniformresource |locator is received by a web/enul ator server in
step 52. In step 54. t er downl oads execut abl e code for
an appl et prQg§9fHahes th or connecting to thedragsdensibost
systemlIn step 56. the ﬁl mmgm Iﬂm cutes the applet process under the
web browser. The appl et process @anscosprise3 JAVA appl et for execution
within a JAVA virtual nachlne wi t hi n the NETSCAPE NAVI GATOR web browser.
In step 57, the appl et process connects to a client thread executed by the
web/ ermul at or server, e t hread connects o t he cy, host
syst em across persi st it TgPFF 8 E@f EfﬁﬁﬁéﬁﬁQﬁn? egfeﬁygggm #2 2lient

thread then com legacy host system using a web/emulator server,

comprising:
selecting a uniform resource locator associated with
5 a legacy host system from a web browser executing on a
client system;
receiving the uniform resource locator by a
web/emulator server executing on a server system:
downloading executable code for an applet process to
10 the client system;
executing the applet process under the web browser
on the client system;
connecting the applet process to a client thread
executing under the web/emulator server via a first
15 persistent TCP/IP socket connection;
connecting the client thread to a legacy host system
associated with the uniform resource locator via a second
persistent TCP/IP socket connection;
communicating between the client thread and the
20 legacy host system across the first persistent TCP/IP
| socket connection;
communicating between the client thread and the
applet process across the second persistent TCP/IP socket
connection; and
25 providing a terminal session to a user of the client
system by the applet process, the terminal session
allowing real-time bidirectional communication with the
legacy host system across a persistent connection to the
legacy host system.
30 |
28. The method of Claim 27, wherein communicating
between the client thread and the legacy host system is
accomplished using a legacy data flow.

This Sheet 1.

i



10 muni cates with the | egacy host system across the persistent TCP/IP
socket connection. This communication allows the client thread to establish
and maintain a termn j | egacy host systemlIn step 60,

the client t ' wi th the appl et process acro | St ent
TCP/ | P sockesidg%%ﬁ%?mmﬂ ‘[”E ll ﬂmuucat i on can be accorrp??g@e ugdlﬁng -a
web/ emul ator data fl ow s v@%ed upen the communi cation protocol
set forth in APPEN-

29. The method of Claim 28, wherein communicating
between the client thread and the applet process is
accomplished using a web/emulator data flow.

5 30. The method of Claim 29, wherein executing the
applet process comprises executing a JAVA applet under a
NETSCAPE NAVIGATOR web browser.

31. The method of Claim 27, wherein providing a
10 terminal session comprises providing a 3270 type terminal

session.

32. The method of Claim 27, wherein providing a
terminal session comprises providing a 5250 type terminal
15 session.

33. The method'of Claim 27, wherein providing a
terminal session comprises providing an NVT type terminal
session,

20

34. The method of Claim 27, wherein providing a
terminal seésion comprises providing a VT220 type
terminal session.

This Sheet Has Been RTilaced |




D X A In step 62,

user of the client system According to the present
session allows real-tine bidirec-
| egacy host sygicesfsass0Ss a persistent TCP/ I P socket connecti porasomosms
sessi on,

t er m nal

| egacy host system This term nal

t he appl et process provides a term nal

t

conprise a 3270. 5250. NVT or VT220 type te
session can be ternpated by the user_of_|

appl et process andjclient thread.ar

session to a
i nvention, this

i onal conmunication with the

as nentioned above, can .
I nal sessi on. The term nal

—cllent_syvstamas_desired. Jhe
when the

term nal session i g term nated. ¥ ' . tefm nation, the
appl et process is denoved frome%ecut n ~s=10 nger presentt on
the client system ¥In another enbodiagnt, Lhe"'é'x'gcut ablje pogle for e !
appl et can be storéd on a data gq ge*gcvz_z_ce 48 0c Gt i §h the clien
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enbodi nent, the web/enul ati on server can check the client systemto
det er m ne whet her new execut abl e code for the applet needs to be downl oaded
based upon the version present, if any, on the data storage device of .the
client systemgqo7li¥sesPr €s€nt invention provides an interfacepcpusegmsess dat a
flows, such as telnet (TN) data flows, across persistent TCP/IP socket B
connections to give users persistent bidireg-

! Ebéé

FIG. 2 STRT

SELECT URL ASSOCIATED WITH LEGACY HOST SYSTEM L~ 50
)
RECEIVE SELECTED URL |~ 52
Y
DOWNLOAD EXECUTABLE CODE FOR APPLET PROCESS 54
70 CONNECT TO LEGACY HOST SYSTEM
y 56
EXECUTE APPLET PROCESS
| ¥

APPLET PROCESS CONNECTS TO CLIENT THREAD AND |~ 57
CLIENT THREAD CONNECTS TO LEGACY HOST SYSTEM

y

COMMUNICATE BETWEEN CLIENT THREAD AND LEGACY HOST |}
SYSTEM ACROSS PERSISTENT TCP/IP SOCKET CONNECTION 28

'

COMMUNICATE BETWEEN CLIENT THREAD AND APPLET PROCESS
ACROSS PERSISTENT TCP/IP SOCKET CONNECTION ~- 60

v

PROVIDE TERMINAL SESSION ALLOWING REAL-TIME BIDIRECTIONAL
COMMUNICATION WITH LEGACY HOST SYSTEM ™~ 62

)

APPLET PROCESS AND CLIENT THREAD TERMINATED
WITH TERMINATION OF TERMINAL SESSION - 64

DONE

TO LEGACY HOST SYSTEM

4 41
74 P . 14
N ; y
WEB/EMULATOR WEB/EMULATOR WEB/EMULATOR
SERVER 1 SERVER 2 SERVER 3
T A X
v v v 74
REDIRECT
WP - *  CLIENT
TOA SERVER | REQUEST|  sysem |72 FIG. 3




tional access to I egacy host—system data in termnal sesPG)WSSECBA 1 96
3270, 5250, NVﬂJ term nal sessions. Accordi ?Ey? S Sres t
i.nvention, terrh ma M Z‘t ‘partially provided by apg ea cudab0€T 1997
code domnloaded*fr@ en | ati on serve@ . The user can sel ect the
.uniformresource |l ocator (URL) of the |egacy host systemvia a web browser
" package. such as NETSCAPE s NETSCAPE NAVI GATOR, and transparently receive
t he appl et code which is executed and i nvokes an appropriate term nal
sessi on. TheWBAESESt CLAY |_ g :provi des users of the client system access
to real-tine-legacy host systen1data and appllcatlons u5|ng a web browser
The web/ emul at or server system.con- -

1. Cancelled.

5 2. The server of Claim 6, wherein the client
thread and the applet process are operable to communicate
using a data flow based upon a specified-communicatioﬁ
protocol. | |

10 3. The server of Claim 2, wherein the client
- thread is further operable to interface ‘between a 1egacy
data flow used by the legacy system and the data flow
‘used by the applet process.

Yo’

15 4. The server of Clalm 3, whereln the applet code
| comprises executable code for a JAVA applet to be
- executed under a JAVA-capable web browser.

5. The server of Claim 4, wherein the first and
20 second persistent connections are persistent TCP/IP _

socket connections.

e,

i /i““ .
| REPLACEMENT SHEET'
310CT 997 |
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verts standard | egacy data flows into web/emul ator data f s_and vice
versa permtting—fut-ti=session. nulti- protocol access l’dﬂﬁﬁa@ Fili

t .
applications. Thelmﬂmml onverts the web/enul ator data fl ovvg} mﬂog 6 :
‘a termnal sessio Lmﬁmiﬁgml he user nment i onedﬁaEA t he 4 '
browser can conpri capapl e web br%v%/?zr. t he appl et ﬁ}oscerssg '\é@ﬁrﬂgw

a JAVA applet, and the web/enul ator data fl ow can be based upon the '

‘protocol set forth in Appendix A This enbodi nent of the present invention

can bl end web browsgrs _eﬂhgggggrbfo?gyrm\ésg'z'@rs]i@é%ﬂ! b RIACY o OSt

systens having TCP/ TP connectivity to allow'uSers on any client system

platformto covpldéeeroaafdiantesysteRadpchastlegpsvehrst SYEEEN, 5250. NVT
and VT220 type-dfsrigfhgemul ation.  FIG 3 is a block diagram of

| oad- bal anci ng across Hlti pl e wel/ enul at Qr servers according, to the

teachi ngs of the prasehtePhyvERFEBR ARSHRPRSs & SOMICASu N 13 a

5 legacy host system across a first persistent connection;
and ' _ ,
applet code operable to create an applet process
executing under a web browser on a client system, the
applet process operable to communicate with the client
10 thread across a second persistent connection and to
-~ provide'a terminal session to a user of the client
T - system; - '
the server operable to download the applet code to a
client system in response to receiving a uniform resource
15 locator associated with the legacy host system;
wherein the client thread is operable to communicate
using a TN3270 data flow and the applet process is

operable to provide a 3270 type terminal session.
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client system 72. HIIE_seLMQL_ZQ_LEEELVGS request |nfornaf/ S ?R?Sgﬁsei 19
n

fromclient systen17 in the formof a uniformresource
provi des redirec- J mj:m ,lm EDI RECT. to client lP 2 360@5“199?
12 - system 72 i ; l one ofs@ plurality of vveb/

7. A server for.providing a persistent connection
between a client system and a legacy host: system,
comprlslng _

a client thread operable to communlcate with a

5 legacy host system across a first perslstent connection;
and ' | _ ' _
| applet code operable to create an applet process
executing under a web browser on a client system, the
_ applet process operable to communicate with the client
10 thread across a second persistent connection and to
-~ pfovide a terminal session to a user of the client
system; |
the server operable to download the applet code to a
client system in response to recelvlng a uniform resource
15  locator associated with the legacy host system;.
wherein the client thread is operable to communicate
u31ng a TN5250 data flow and the applet process is

operable to provlde a 5250 type terminal session.
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enmul ation servers_74 according-to-the redirection i g 0. Al hi,s
manner HTTP server 70 can redirect access by a pl urgm(mfg f?egtssjsbeﬁs
72 to manage the Iqmmm ﬂ ﬂmLon servers 74 to eqmﬂi bal ance
across al | avai l-abl ervers,24.-  This | SanathCJéHST
remai n transparent to & user of client system 72. The user enters the
uni formresource | ocator associated with the | egacy host system That
infor- mation is transmtted to HTTP server 70 as a request. HTTP server 70
interprets the requgst, Adgatibi-egoch ro)iRaiRf 4 §uay: dOSit SYSAREEB1Gn
sel ects a web/enulation server 74 to manage the connection. This selection
of a meb/enuléb¢6ﬂe€@r$e¢l¥ﬁn§aﬁY§§ema§@@»@pd@qaﬁXNhﬁﬁﬁ(ﬁwﬁﬁemhe current .
| padi ng of eachy, $ hgtion server 74. HTTP server 70 transparently

I nf or

provi des redlrect tion to client system 72 which identifies the
uni form resource | ogatbient thread epesdbleh/temdamunicateawit. ad i ent

system 7@ thengoacy host system across a first persistent connection;

and
applet code operable to Create an applet process
executing under a web browser on a ciient system, the
applet process operable to communicate with the'clieht
10 thread across a second persistent connection and'to
S provide a termihal session to a user of the'client
system; o
the Server operable to download the applet code to a
cllent system in response to receiving a uniform resource
15 locator assoc1ated w1th the legacy host system;
wherein the client thread is operable to communicate
using an NVT data flow and the applet process is operable
to prov1de an NVT type termlnal session.

v
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initiates the abom sessi on" thfouﬂ#i@islr?%edcﬁ]nia 6

web/ erul ati on serve el ected web/ enul at

to the | egacy host 'Igﬁya ed above. The pre i nyention

provi des web browser® cdnnec th relaively | ow i i%ﬁéndarbeaﬂ'r 1987
cost. The need for individual emulation soffware products based upon each
particular client systemis renoved. This elimnates many techni cal

support. hel p desk and software distribution problens including version

| evel control and eonfiguralidydy %@WﬁdiﬁeugspeEéi%éhfeceﬁﬁectt&ahnI ng.
i's no | onger necessary because web browsers genera offer intuitive

conmmon user . |hﬁ@Mﬁ@@e@zﬂiianﬁaﬂ&ﬁﬁﬁmiﬁnﬁamy egaey¥. hoapl sHEREBrion time is

i.nproved by ta FFQ YNt age . of an existing w dely- |nstalled web browser
base. SpeC|f|ca ,%ghgp
. _ a client thread operable to communicate with a

5 legacy host system across a flrst persistent connection;
and |
applet code operablé to create an applet process
executing under a web browser on a client system, the
applet process operable to communicate with the client
10 thread across a second persistent connection and to
 provide a terminal-session to a user of the client
system;
the server operable to download the applet code to a
client system in response to receiving a unlform,resource
15 locator associatéd with the legacy host system;
wherein the client thread is operable to communicate
using a VT220 data flow and the applet process is
operable to proﬁide'a'VTZZO typé'terminal,session;

20
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13 pl at f orm i ndependence provi ded by the JAVA archi te ?vys Qg
web browser ternmmal—enutator of the present invention to av0|d p obI 7 9 6

wi th operation di corrputer envi ronnent s. @g}igs
numer ous users ca w Eﬁncurrent by each vveb/errul sér%@tCT 1997
For exanple, the Clkerr] product f'rom OPENCONNECT SYSTEMS can

support a thousand users per i nst ance.

10. Cancelled.

11. The web browser terminal emulator of Claim 35,
wherein the client thread and the applet process are
5 operable to communicate using a data flow based upon a

specified communication protocol.

12. The web browser-termipal emulator.of Claim 11,
_ wherein the client thread is further operablé to
10 interface between a legacy data flow used by the legacy
'system and the data flow used by the applet process.

'13.' The web browser terminal emulator of Claim 12,
' wherein the applet process comprises a JAVA applet
15 - executing under a NETSCAPE NAVIGATOR web browser.’

14. The web browser terminal emulator'of Claim 13,
whereln the flrst and second perszstent connections are

persistent TCP/IP socket connections.

T
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The present inveation provides connectivity from any RL el Qth,é

a persona
as a nmainfranme or
of | egacy applica
dat a exchange can be rea Fi Ztd i thout requiring. systens redesign.
approach neans that the many advant ages of:

COI’TpUtj or conputer workstation,

L) b L

t S ster§ g[&

to a Iegacy

‘Wit hout costly redes

i
s of a dgigstributed client/ server(ﬂyﬁggg7

Thi.s

| nt ernet-type access and

functionality can be bl ended into an organi zati ons network architecture

sinply and efficieniby,
i nfrastructures and i nvest nents.
descri bed i n detai

thtsepiedect i ng exi st
Al t hough t
it should be understood

ing information technol - ogy
he present invention has been
t hat various changes. substi -

tutions and al teratigps ¢a8 eempaderheeeierMd dintlr depat idl dIsimtde,

splrlt and scope of the invention as defined by the appended clains.
wherein the client thread and the applet process are

e
l\ )
S

-

5

10

15

20

25

30

operable to communicate usxng a data flow based upon a .

specified communication protocol.

17. The computer network

environment of Claim 16,

wherein the client thread is further operable to

interface between a legacy data flow uséd by the legacy

system and the data flow used by the applet process.

18. The computer network
wherein the legacy host system
computer system.

19. The cdmputer network
wherein the legacy host system
computer syétem._

_ 20. The computer nétwork
wherein the legacy host system

environment of Claim 23,

comprises a mainframe

environment of Claim-23,

comprises a mid-range

environment of Claim 23,

comprises a computer

workstation executing a UNIX environment.

21. The computer network

environment of Claim 17,

" wherein the applet process comprises a JAVA applet

executing under a NETSCAPE NAVIGATOR web browser.

'22. The computer network

env1ronment of Claim 21,

whereln the first and second persistent connectlons are

persistent TCP/IP socket connections.
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14 | __ APPENDI X A The fol | owing provi des 0

i npl enent ati on of a comuni cati on protocol for web/enul ati éo'
ot Tena s o AR S /e A " E.ﬂfszm e

val ues.) -

23. A computer network environment allowing
| connection of a client system to a legacy host system
uSing a server, the computer network environment
comprising: o o
5 . a legacy host system having TCP/IP connectivity, the
legacy host system operable to support a terminal session
'for access to the legacy host system;
. . a serwer system executing a client thread under a
server, the client thread operable to communicate with
~ 10 the legacy host sYstem across a first persistent
connection; and
' a client system executing an applet process under a
web browser, the applet process operable to communicate
with the client'thread across a second persistent
15 connection and operable to provide a terminal session to
a user of the client system; o
such that the terminal session is supported by a
persistent connection allowing real-time bidirectional
communication with the legacy host system; _
20 wherein the client thread is operable to communicate
oy ' using a TN3270 dats flow and the applet process is
operable to provide a 3270 type terminal- session.
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. | | | AT
Connect Session [ S/ erru_txpg_/__hostlen [ host name CT/USuaaW 5 ]9 6

| uname ... / porenolen / portno ... / sessionlen S nnane.

enut ype: Enul ati on ﬁmﬁm - 1270, 02 m

'VT220 host | en, hostr”ﬂmeull gigd. content of gateway hg h&%}”?
to connect with * ¢ Yufandl eh, Iunane | ength and content of |unane
nane for session portnolen portno: length and content of port
nunber (as ASClI Z text) for gateway vesel nbzen, - seewai onnane:

length and content of, SeAStoRpRRER Eb%h@rhao%tﬁronmer{t RY1dwasen /
reasonpazm / curposhlgh /" curposl ow /
connection of a client system to a legacy host system
using a server, the computer network environment
COmprising:_

5 | a legacy host system having TCP/IP connectivity, the
legacy hoSt system operable to support a terminal session
for access to the legacy host_system;

a server system executing a client thread under a
server, the ciient thread operable to communicate with
10 the legaoy host system across a first persistent.
| connection; and |
~ a client system executlng an applet process under a
web browser, the applet process operable to communicate
with the client thread across a second persistent
15 connection and operable to provide a terminal session to
| 'a user of the client system; o |
such that the terminal session is supported by a
persistent connection allowing real-time bidirectional
~ communication with the legacy host system;
::) 20 wherein the client thread is operable to communicete
using a TN5250 data flow and the applet process is
operable to provide a 5250 type terminal session.
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fieldcounthi-gh / fieldcountlow / bufposhigh/ bu thy /

| engt hl ow / fieldchars reason:. Reason for FQ??#ﬁEﬁ§§? 6
Unsolicited, 02 i el d Update ' -

reasonparm r eHlH“l m|M|mmﬂ| ue fro client. r egggnlgw
02, reasonparn1fron1 ¢ - % SQuéry Field4pdate conmand fron1server.

cur poshi gh, curposlow Cursor Position at tine of update

fiel dcounthigh, fieldcountlow count of fields . bufposhigh

e uara (16 o 25 W lpli s hecwork, oryl FRRYy, BERSLER"T AU T O

“row, coI um, kengeletiiion ddhar sclientargystem to a leganehbSEI dystiem ti nes.
using a server, the computer network environment
comprlslng

5 a legacy host system having TCP/IP connect1v1ty, the
legacy host system operable to support a terminal session
for access to the legacy host system;

a server system executing a client thread under a
server, the client thread’ operable to communicate with
‘10 the 1egacy host system across a first persistent
- connection; and _
a client system executing an applet process under a
web browser, the applet process operable to communicate

‘with the client thread across a second persistent

15 connection and operable to provide a terminal session to -

a user of the client system; . .
such that the terminal session is supported by a

persistent connection allowing real-time bidirectional
communication with the legacy host system;
20 - wherein the client thread'is operable'to communicate
' u51ng an NVT data flow and the applet process is operable

to provide an NVT type termlnal session.
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NVT Keyst roke

[ N/ asciikey—— 15

A O . PCT/AUS 97/ 05 19

IPEA/US 3 10T 1997

N

26. A computer network environment allowing
connection of a client system to a legacy host system
using a server, the computer network environment

: comprlslng

10

15

G .20

a legacy host system hav1ng TCP/IP ccnnect1v1ty, the
legacy host system operable to support a terminal se551on
for access to the legacy host system;

a server systeﬁ executing a client thread under a
server, the client thread operable to communicate with

the legacy host system across a first persistent

"connection; and

a client system executing an applet process under a
web browser, the applet process operable to communicate

-with the client thread across a second per51stent
. connection and operable to provide a terminal session to

‘a user of the cllent system;

such that the terminal session is supported by a
persistent connection allow1ng real-time bldlrectlonal
communication with the legacy host system; _

whereln the client thread is operable to communicate
using a VT220 data flsw and the applet process is '
operable to provide a VT220 type terminal session.
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asci | key: val ue of cha ct '

/ R/ scriptnamelen / scrlptnanel 32 ZCZ%SE1 9 G

l.engt h and nane of i“@iﬂﬁ:ﬂﬁ‘ ‘pt to execute Query sk es

Enul ati on Keyst rokeu“\“\ ‘ esyval uehi gh 49 keyval uel ow 3 P{)(Q'% 997

keyval uehi gh | keyvaluelomr Enmul ati on key value to process Server

(client thread) to Client (applet process) Erase D splay Set Display Size

/ S/ rows / columms :
. o - 27. Cancelled

28. The method ofIClaim 31, wherein communicating
between the client thread and the legacy host system is
5 accompllshed using a legacy data flow.

29. The method of Claim 28, wherein communicating
between the client thread and the applet process is
accomplished using a data flow based upon a specified

10 communication protocol.

30. The method of Claim 29, wherein executing the
' applet process comprises executing a JAVA applet under a
NETSCAPE NAVIGATOR web browser. '

15 -
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rows: Nunb f .rows Tor drspray——— | NunberP ! Q)
(rjiO\svf)l ayuSenglCJ)rscr)?WS buf pggh:Jgrmhs bu?poglro /U@ J Tn/z 6% 1 9 6
buf poshi gh, buf posl Om"m '" "&“"Hﬁ ﬁursor Di spl ay Text HJEA U 3 10CT 1997

buf poshi gh | buf posl ow I¢ f#athlow | cexc.

buf poshi gh, bufposlow Position for text ' (I'gnored mhen I-n NVT
mode) | engt hhigh, | engthl ow: Len-th of text (16 bits)
text: ASCII text for display OA  -Text - [/ 0/ colum / length /
oiatext ... Field BiISt A mekhbd fbﬁld&ﬁwaﬂ@,afépias@w&@é\m/to a
buf poshi gh/ bungS|OM// fieldattr / xattr :/ |eng thhjg

legacy host system using a server, comprising:

receiving a uniform resource locator by a server
-executing on a server system, the uniform resource
5 locator associated with a legacy host system and selected
from a web browser executing on a client system;
downloading executable code for an applet process to
the client system; | '
executlng the applet process under the web browser
10 . on the client system;
| cohnecting'the applet process to a client thread
executing under the server via a flrst persistent

connection; _
connecting the client thread to a legacy host system

15 associated with the uniform resource locator via a second
persistent connection; '
communlcatlng between the client thread and the
1egacy host system across the first per51stent

connection;
g 20 ' communicating between the client thread and the
R applet process across the second persistent connection;
and ' '

providing a terminal session to a user of the client
system by the applet process, the terminal session
25 allowing real-time bidirectional commﬁnicatiqn with the
legacy host system across a persistent connection to the
legacy host system; '
wherein providing a terminal session comprises.
providing a 3270.type terminal sessibnm
30 '
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I'engt hl ow fi el dc0J=mJ:—Iq4—9'h——*E-'—ﬁ‘l“'ﬁ*‘%@’cﬂ‘ﬁ‘+ ow Number ofPCT/L1) 97 S/(Q ? 9 6 q
tv¥o

el dattr S‘”E?E?Mﬂm mgmb”fp"s'°W32585'“.°“LP?A/1§§ n 3 10CT 1997

bits.  use ied Daga Tag (I [err] - field
nodi f i ed) Reserved (0)

. 32. A method for connecting a client system to a
‘legacy host system using a server, comprising:
feceiving a uniform resource locator by a server
executing on a server system, the uniform resource
5 locator associated with a legacy host system and selected
from a web browser executing on a client system;
edownloading executable code for an applet process to
the client system;
executing the applet process under the ‘web browser
10 on the client system;
connecting the applet process to a client thread
executing ‘under the server via a first persistent
connection; o ' |
connecting the client thread to a legacy host system
15 associated with the uniform resource locator via a second
persistent connection}_ |
communicating between the client thread and the
legacy host system across the first persistent
i connection; -
20 communicating between the client thread and the
| applet process across the second persistent connection;
g . . T _
| providing a terminal session to a user of-the client
syétem by the applet process, the terminal session
25 = allowing real-time bidirectional communication with the
legacy host system'across'a persistent connection to'the
legacy host system; _
-wherein providing a termlnal session comprises
providing a 5250 type terminal session.
30

REPLACEMENT SHEET ) Sheet Has Been Reﬁii:ed

swarem || T

AMENDED SHLE



16 3 oo = Display/non- detectBbI
Pray ¢U3’ et ept §b|7e9 6

Di splay/detectable 10 intensitied aﬁ/

11 ,lﬂ"ﬂﬂW‘ r[err] det ect abl e 310

Al phanuneri c, ' "mm'"m 32 0 = Unprotected, 1 = cT m’
Protected xattr Fi el d ®Bxtended: attri bute byte 3270 Deflnltlon :

3270 Definition bits -~ use

33. A method for connecting a client system to a
legacy host system using a server, comprising: |
reeeiving a uniform resource locator by a server
executing on a server system, the_uniform resource
5 locator associated with a legacy host system and selected
from a web browser executing on a client system; :
downloading executable code for an applet process to
the client system;
executing the applet process under the web browser
10 on the client system; _
connecting the applet process to a client thread
execﬁting under the server via a first persistent
connection; _
cennecting'the client thread to a legacy host system
15 - aseociated with the uniform resource locator via a second
| persistent connection; :
communicating between the client thread and the
-legacy host system across the first per51stent
e connection; - _
20 communicating -between the client thread and the
applet process across the second persistent connection;
and '
prov1d1ng a termlnal session to a user of the cllent
system by the applet process, the terminal session
25 allowing real-time bldlrectlonal communication with the
| legacy host system across a per51stent connectlon to the
legacy host system;
wherein providing adtermihal session comprises
providing an NVT-type terminal session.
30



7 field mrk—6 unused PCT/“Q7/ §796

S I " gy

010= red, 011= 10Gs=gr een

110= yeIIOM/ 111=white)’ | engt hhi gh,

| engthlow. length of field (16 bits, may wap off initial row)
buf poshi gh, btifposlow, fieldattr. |engthhigh, | engt hl ow are

r epeat edf i el dcount thh A method fidd eldinmeutimyy 4 i @ksenthayatemr tévarri de
Attribute List ﬁ attr ounthlqgll attrcount| ow /. bufposhigh /

buf posl ow / | eh§FRRYGROFL &Gt hﬂqmﬁﬁl & BRE(eE cQ@PE+§bﬁ§thigh

aftrCOUﬂt|0Wf_CbUﬂtr@Ee&bhhbbﬁtﬁﬁlform resource locator by a server
executing on a server system, the uniform resource
5 locator associated with a legacy host system and selected
from a web browser executing on a client system; .
downloading executable code for an applet process to
the client system; | . | '
executing the applet process under the web browser
10 on the client system; '
| connecting the applet process to a cllent thread
executing under the server via a flrst persistent
connection; :
connecting the client thread to a'legacy host system
15 - associated with the uniform resource locator via a second
persistent connection; _
communicating between the client thread and the
legacy host system across the first persistent

e connection;

20 | communicating between the client thread and the
applet process acrdss_the second persistent connection;
and | |

providing a terminal session to a user of the client
system by'the applet'process; the termina;'session
25 - allowing real- -time bidirectional communication with the
legacy host system across a persistent connectlon to the
legacy host system; _ '
wherein providing a terminal session comprises

_ providing a VT220 type terminal session.
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buf poshi gh, biifposlow Position of attribute t hhi gh,
may \Rﬁﬁldbfg

I f?ggh![ 0\1\/ !Af?gtg of field (16 bi 5370 aly | Fl/l 0's P9 6
attrbyte ri |

bits use Hm"rmnﬂ"""m'”m col g bits (1 bbEA/ QC T 997
= Pink, 4 = Green, Tur quoi se, = Ye Iow 7]
=whi t e) : 3 -4 Ext ended hi ghlighting (nutually

exclusive) (01= Blinking, 10 = Reverse, 11 =
Underline) 35. A Web browseE'Qb&mﬁ%hh kISt ®r fé@hdecting -
posi t.i on) buf poshi gh, bufposl ou,, | engthhigh, |engthl ow,

attrbytel are #cpbheBf aytste@u‘ﬁphagﬂegacy host SyRhaRyy IR 1§ His:
’ a client thread executlng under a server on a server

system, the client thread operable to communicate with a
5 legacy host system across a first persistent connection:
and '
an applet process executing under a web browser on a
client system, the applet process operable to communicate
B with the client thread across a second persistent |
| 10 = connection, and the applet process further operable to
| provide a terminal session to a user of the client
system;
such that the terminal session is supported by a
persistent connection allowing real-time bidirectional
15 communication with the legacy-hoét system;
| wherein the client thread is operable to communicate
‘using a TN3270 data flow and the applet process is '
operable to prov1de a 3270 type terminal session.
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Cuery Field Update P’(Z./Ussg/ 0517196
3

10

15

e

QT —— VES S acT et

36. A web browser terminal emulator for connecting
a client system to a legacy host system, comprising:
~a client thread executing under a server on a server
system, the client thread operable to communicate with a
legacy host system across. a first persistént connection;
and _
an applet process executiﬁg under a web browser on a
client system, the applet process operable to communicate
with the client thread across a second persistent
connection, and the applet process further operable to
provide a terminal session to a user of the client
system; _
such that the terminal sessibn is supported by a
persistent connection .allowing real-time bidirectional
communication with the legacy host system;
wherein the client thread is operable to
communicate using a TN5250 data flow and the applet
process is operable to provide a 5250 type terminal

session.
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[" O/ reasonparm : Leasonparm Reason vaIFUe /QSUBnZd/ @El?ﬂgi 6
Updat e nessage fromc nvt nod

imode: 00 = Emil atif lﬁﬂ% MUEIIW Tode 5%3‘)23&5‘)1@&3 31t} foar

| ength / filenametext ... Iength - Length of filenane
filenametext: Nanme of audio file for alarm Error Message [ M/ Iength
/ messagetext... | engt h; messagetext: Length and content of

" 37. A web browser terminal emulator for connecting

~a client system to a legacy host system, comprising:
: a cllent thread executing under a server on a server
system, the client thread operable to communicate with a
5 "legacy host system across a first persistent connection;
and \
an applet process executing under a web browser on a
client system, the applet process operable to communicate
with the client thread across a second persistent |
10 connectidn, and the applet process further operable to
provide a terminal session to a user of the client
system; _ . .
| such that the terminal session is supported by a
persistent connection allowing real-time bidirectional
15 communication with the legacy host system;
- wherein the client thread is operable to communicate
using an NVT data'flow and the applet process 'is operable
to provide an NVT type terminal sessicn. | '

ect Has Been Reﬁaced
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error message ProtocolVersiom— 7 V / verhigh / verl ol/US 9 7/ 0 §
gth

veroionstr: Server | °Cmmﬁt\mnﬂ| ®Cessi onl Dl gh | oAPEATIS o% giﬁcﬁyﬁésf

session ID nt* conne@j on

= 3270, 02 = 5250 (|f emul ati on type Is 3270)
di spl aytype: 00 = 3278, 01 3279, 02 = 3179, 03 = 3472
status: 00 = Unowned, 01 = SSCP 02 =LULU defaul tPartition. -

default nodel size 28: A web browsexr terminal emulatdt efomntemmécting:
atternate nndgl 3 Zené system to a legacy host system, comprising:
a cllent thread executlng under a server on a server
system, the cllent thread operable to communicate with a
5 legacy host system across a first persistent connection;
and | _ |
an applet pfocess executing under a web browser on.a
client system, the applet process operable to communicate
with the client thread across a second persistent
10 connection, and the applet process further operable to
provide a terminal session to a user of the client
system;
such that the terminal session is supported by a
'persistent connection allowing real-time bidirectional
15 communication with the legacy host system;
wherein the client thread is operable to communicate
using a VT220 data flow and the applet process is
operable to provide a VT220 type terminal session.

~ 20 39. The method of Claim 31, wherein the first and
second persistent'connections are persistent TCP/IP

socket connections
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.- 5, currentpartition: current nodel size 2 - 5 (if
enulatlon type i s 5250) _ ' di spl aycype: 00 = 3477, 01 = 3179,
02 = 5151, 03 = 3196 Screensi ze: screen size,
2 or 5 ocserver: 01= cdnnected to OC server, 00 =
ot her type of server ptsoverride: 01 = passthru screen

00 = no override '

overri de,

SERVER AND WEB BROWSER TERMINAL
EMULATOR FOR PERSISTENT
CONNECTION TO A LEGACY HOST
SYSTEM AND METHOD OF OPERATION

TECHNICAL FIELD OF THE INVENTION

This inventjon relates in general to the field of elecronic

systems. and more particularly to a server and a web browser

termainal craulator for persisteat connection to a legacy host -

systern aod a method of operation.

BACKGROUND OF THE INVENTION

Many organizations operate computer network eaviron-
ments that include legacy host systems which store data and
provide applications important to the opcration of the orga-

nization. Such legacy host systeras can include IBM main- -
frames (MVS. VM and VSE environments), IBM AS/400 |

systems and UNIX host systems.

It is desirable for such crganizations to provide connec-

tion to the legacy host systems through terminal sessions on
distributed client systems such as personal computers and

computer workstations. This connection to the legacy host -
. system provides access for users of the client systerus to the

data and appli.caﬁons on the legacy host system. These
terminal sessions can include 3270, 5250. NVT and VT220
Type terminal sessions.

Onc conventional method for providing n:nmnal sessions |
is to exectite a terminal cmulator application oa the client |

systems that connects directly to a host legacy system using
a TCP/IP socket connection. Another conventional method

is to provide connection through a web browser application :

by wanslating standard legacy data flows into HTML pages.

However. such conventional web browser methods suffer

from an ipability to handle real-time host updates to user

screens as well as other significant problems. For example, °
fortas-based HTML/TN3270 packages are unable to over- -

come a range of problems associated with common HTML

~ implementations such as rcal-time host updates to user

screens or finding a user’s browser platfarm address on the

network. REPLACEMENT SHEETS

g Description : paged ... to page
g Claim(s) :paged...to paged .....
O Drawing(s) : paged ... tO paged .....
Mbstract : paged 2! to paged .....

dl&'

DATE OF RE£IHFT"1 ...............




-

18 nonochrome: 00= col or, 01 = nonochrone protocol eype: 0 1 =
RU", 02 =TN (if protocol type is RU) | ength /requstedLunane:
configured LU nane | engt h/ gr ant edLUnane: LU nane returned by

server | engt h/ rui version: Version éﬁ RUI support in use .

SUMMARY OF THE INVENTION
In accordagce with the present invention, A server and a
web browser terminal emnlator far pegsistent conaection to
a legacy host system and 2 method of operation are provided
that substaptially climinate or reduce disadvantages and
problems associated with peeviously developed methods
According to ope aspect of the present invention, a

computer netwark egviroament allowing conncction of a .
client system to a legacy host system using a server is
provided. The computer network cavironment includes a
legacy host system having TCPAP connectivity. The legacy
host system is operable to support a terminal session for
access o the legacy host system. The computer network
eavironment also includes a server system executing a client
thread under a server. The client thread is operable to
communicate with the legacy host system across a persistent
TCP/IP socket connection. The computer nctwork environ-
raent further includes a client system executing an appict
process under a web browser. The applet process is operable -
to coramunicate with the client thread across another per-
sistent TCP/IP socket conpection and is operable to provide
a terminal session to a user of the client system This texminal

{ session is supported by a persistent cohnection allowing
real-time bidirectional communication with the legacy host
system.
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/
sessl Dhigh | sessIDow. RU session ID (if protocol type in T-N)

| ength. termlypeString: term nal type string negoiated with TN server
i's TN3270El: 00 = not 3270E, 01 = using 3270E | engt h,

devi cenane: device name in use | engt h, puLuNane: PU LU nane for

sessi on (OCS gateways only) transporetype. 00= None (valid if protocol
Is RU), 01 = Network (if transport tgpe i s Network) | engt h,

confi guredHost Nane: host nane in session configuration | engt h,
configuredport: port in session configuration | engt h,

connect edHost Nane: host nane (ip address) in actual use

According to another aspect of the present invention. a
scrver for providing a persistent connection between a clieat
system and a legacy host system is provided. The server
includes a clieat thread operable to commuuicate with a
legacy host systema across a persistent TCP/IP socket cog-
nection. The server also {ncludes applet code operable to
create an applet process executing under a web browser on

E a client systam. When cxccuted. the applet process is oper-
( able to communicate with the client thread across another
persistent TCP/IP socket connection and to provide a ter-
minal session to a uscr of the clicnt system. The emulator is
operable to download the applet code to a clicat system in
response to receiving a uniform resource locator associate
with the legacy host system. ‘
, According to a further aspect of the present invention. a
- method is provided for csazcciag a client system to a
legacy host system using a server. A uwpiform resowrce
locator associated with a legacy host system is selected from
a wcb browser executing on a client system. The uniform
resource locator is received by a server executing on a server
system. Executable code for an applet process is then
downloaded to the client systemn. and the applet process is
executed under the web browser on the client system. The
applet process is connected to & client thread executing
vader the scrver via a persistent TCP/IP socket connection.
The client thread is cosnected to a legacy host system
associated with the uniform resource locator via another
persistent TCP/IP socket connection. The clicat thread and
the legacy host system commupicate across the first persis-
tent TCP/IP socket connection. and the client thread and the
applet proccss commnunicate across the second persistent
TCPAP sockat connection. A texminal session is provided by
the applet process to a user of the client system which allows
rcal-time bidirectional commuaication with the legacy host
system across a persisient comnection to the legacy host

system. .
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| engt h, connectedport: port in actual use

19 "What is clained is: 1. A server for providing a persistent
connection between a client systemand a | egacy host system conpri sing:
client thread operable to communicate wgth a | egacy

A technical advantage of the present invention js the
ability to allow users to access legacy host system data. such
as IBM mainframe data. from clicnt systems, such as desk
top personal computers and coraputer workstations. using a

" web browser where the access is provided through a pex-
sistent TCP/IP socket connection to the legacy host systern.
This ensures a persistent bidirectional connection to the
legacy host system such that real-time host updates. security.
encryption, help-desk support, and other real-time features
can be supported. One embodiment of the present invention
uses SUN MICROSYSTEMS®' JAVA technology and
iocludes JAVA-capablc web browsers and embedded JAVA
applet processes to provide terminal session connectivity to

_ the distribated client systems.

Another technical advantage of the present inveation is
the provision of connectivity to a legacy host system through
web browsers without the need for specialized emulation
software to be manually loaded on each client corputer
system agd without the need for user programming.

~ Afurther technical advantage of the present invention is
allowing the cxpanmsion of access to existing data and
applications on legacy host systems from existing clieat
systems using existing network capabilitics. The presem

_ invention provides a netwark environment that allows the

~ use of a web browser environment, having web browser
tools. such as JAVA toals. and web-serviag. to incorparate
Internet-type technologies. through the Internet or an
intranet, with existing network architecmres.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a block diagram of a computer network envi-
ronment that allows connection of a client system to a legacy
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host i system across a first persistent connection: and appl et code
operable to create an applet process executing under a web browser on a
client systemthe appl et process operable to conmunicate with the
client thread across a second persistent connection and to provide a
termnal session to a user of the cliefit system the server operable to
downl oad the applet code to a client systemin response to receiving a
uni form resour.ce | ocat or associated with the | egacy host system
wherein the client thread is operable to conmunicate . usi n a TN3270
data flow and thﬁ“ammssé st?ﬂﬂlﬂéﬁﬁrmt Dle‘% @70 type
ternminal sessi deachings of ntfinvendon:. wherein the client thread and

the appl et procesplg ¢ 8Pf W based upon '.
B e ooy s L CHMES

used ording to e present iavention;

| FIG 3 is a block dlagram of Ioad-balancing across
multiplc web/emulator servers according to the teachings of
the prescat inveation. ' -

DETAILED DESCRIPTION OF THE
ok INVENTION
ey FIG. 1 is a block diagram of a computer network
¢ environment, jndicated geaerally at 10. Network eaviron-

ment 10 tocludes a legacy/SNA egviropment 12, 2 TCP/IP
eavironment 14 and a public Internet/intranet environment
16.

Legacy/SNA environment 12 includes onc or more legacy
host systems such as an IBM host system 18 and a UNIX
host system 19. IBM host system 18 can comprisc an IBM
mainframe (MVS. VM and VSE cavironment) or an IBM.
AS/400 systern. UNIX host systern 19 can comprise a
computer workstation or server running 2 UNIX-type eavi-
ronment. | '

A gateway system 20 can be coupled to IBM host system
18 via a connection 22. Connection 22 can comprisc an SNA
or chaanel auachmnent to IBM host system 18. Gateway
system 20 provides an interface between legacy/SNA envi-
ronment 12 and TCP/IP environment 14. Gateway system 20
can be integral with IBM host system 18 or can be
separate, add-on system extending the functionality of IBL?
host system 18. For cxample, gateway system 20 can .
comprise an OC SERVER II™ gatcway product available
from OPENCONNECT SYSTEMS. UNIX host systems 19
and some IBM host systems 18 have built in TCP/IP
connectivity such that the use of a gateway system 20 {s
unnecessary.

TCP/MP environment 14 includes 3 sexver system 24,
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by the | egacy system and the data fl ow used by the appl et process.
server of claim3. wherein the applet code com prises executable code for

a JAVA applet to be executed under a JAVA-capabl e web browser.

4. The

5. The

server of claim4, wherein the first and second persistent connections are.

persistent TCP/I1P socket connec- tions

6. A server for providing a

persi stent connection between a client systemand. a | egacy host system

conpri si ng:

a client thread operable to comrunicate with a | egacy

Server system 24 executes one or more web/emulator sexv-
ers 26. Web/emulation server 26 provides an interface
between TCP/IP cavironment 14 aad public .
Internet/inranet eavironment 16 and is operable to
execute oac or mare client threads 28. Web/emulator sexver
26 is opcrable to connect to gareway system 28, to IBM host
system 18 and to UNIX host systema 19 via a persistent
TCP/IP socket connection 39. Scrvex system 24 includes a
data storage device 32 that stores appict code 34. Applet

code 34 comprises executable code for an applet process.
Web/emulation server 26 can comprise an OC://
WEBCONNECT™ server available from OPENCON-,

NECT SYSTEMS. and applet code 34 can comprise a JAVA
applct for use within SUN MICROSYSTEM's JAVA envi-
ronraept.

Public Internet/intranet environment 16 includes one or

more client systems 36. Client system 36 can comprise a
desk top computer such as a personal computer or computer
warkstation. Client system 36 is operable to execute a web

browser 38. Web browser 38 is operable to establish a virtual
ruachine 40 for executing an applet process 42. Applet

process 42 comprises an instance of spplet code 34 down-
loaded to clieat system 36 by web/emulator server 26 Applet
process 42 is conpected to client thread 28 via a persistent

TCP/IP socket connection 44. Web trowser 38 can comprise
a commercially available web browser application such as
NETSCAFPE NAVIGATOR that is JAVA-capable and applet
process 42 can comprisc a JAVA applet.

In operation. web/cmulator server 26. client thread 28 and
applet process 42 form a web browser ferminal emulator
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host System across a first persistent connection; and appl et code
operable to create an applet process executing under a web browser on a
client system the appl et process operable to conmunicate with the
client thread across a second persistent connection and to provide a
terminal session to a user of the client system the server operable to -
downl oad the applet code to a client systemin response to receiving a .
uni form resource | ocator associated with the |egac A ggst system

wherein the cli erprawidingiaimineabbédirecummmmsuoy twega el 250
data flow and t hemrgystenP36-26d a icgary dpesrabisten suchvasidBMShost t ype
term nal sessi on.syst‘m 18 or UNIX host system 19. Applet process 42
commupnicates with client thread 28 across persistent TCP/IP
socket connection 44. Client thread 28 communicates with
an appropriate legacy host system. cither IBM host system
18 or UNIX host system 19, across a persistent TCP/IP
socket connection 30. Client thread 28 and applet process 42
allow a uscr of client systera 36 to use web browser 38 to
invoke a terminal session for accessing data and applications
on a legacy host systemn. Bach web/emulation sexver 26 is
operable to manage a plurality of client threads 28 associ-
ated with a plurality of applet processes 42. In one embodi-
ment of the present inveation. each web/emulation server 26
is operable to manage a thousand such connections
Client thread 28 executes under web/emulator server 26
and iIs operable to commupicate with a lcgacy host system
across a persistent TCP/IP socket connection 38. Client
thread 28 is operable to interface between TCP/IP environ-
ment 14 and public Internet/intranct eavironment 16. Applet
process 42 cxecutes under web trowser 38 and is operable
to communicatc with client thread 28 across persistent
TCP/IP socket connection 44. In onc embodiment of the
present invention. client thread 28 and applet process 42
using a web/emulator data flow. Applet process 42 is further
operable 1o provide s terminal session (o a user of the client
systemn 36. The terminal session can comprise a 3270. 5250.
. : NVT or VT220 type terminal session. This terminal session
L provided by applet process 42 and client thread 28 is
supported by a persistent TCP/IP socket conncction which
allows real-time time bidirectional sommunicatiop with the
legacy host system.
In one embodiment of the present invention. the applet
process uscs three threads to implement the terminal sessjon.
The applet process uses a READ thread. 2 WRITE thread
- and ap EMULATION thread. The READ thread provides a
buffer interface to persistent TCP/IP socket connection 44
and reads information from the socket. The WRITE thread
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7. A-server for providing a persistent connection between a client system
and a | egacy host system conpri sing: a client thread operable to

comuni cate with a | egacy host system across a first persistent
connections and appl et code operablg to create an appl et process

execut i ng under a web browser on client systemthe appl et process
operable to comunicate with the client thread across a second

persi stent connegtion apd termn

0 provide a ion,to a user of
the client syptosides an vgﬂﬁf&qﬂaﬂpemm i@i’?ﬁ X2t code to a
client syeomredtion 44 and awrites tothei socketu iThe EM | ocat or

associ ated wi i ' hread is
operab[_etomg%‘% ﬁ [ i"on. : 3@ for
provi di-ig a APRIEE PEecess the clipnt, thread cONUBMIGALCMFRBIB, | cgacy host
syst em . .conprweb/emulator data flow based upon the communication
. w7 protocol that is set forth in APPENDIX A.

According to the present inveation. a user of clieat system
36 can access data and spplications on the legacy host
system using web browser 38 where the access is provided
through a parsistent bidirectional connection to the legacy
host system. Persistent TCP/IP socket connections 30 and 44
provide this persistent bidirectional conmection to IBM host
system 18 or UNIX host system 19 such that real-time host
updates, sccurity, encryption. help-desk support. and other
real-time feanires arc supparted. One embodiment of the
present invention uses SUN MICROSYSTEMS' JAVA tech-
nology and inchides JAVA-capable web browsers 38 and
crmbedded JAVA applet processes 42 to provide terminal
session conncctivity to client systeras 36.

The present invention provides connectivity to legacy
host systems such as IBM host system 18 and UNIX host
system 19 through web browser 38 without the need for
specialized emulation software to be manvally loaded on
cach client system 36 and without the need for user pro-
gramming. Web/emulator server 26 downloads applet code
34 to cliem system 36 when the uniform resource locator
(URL) of the legacy host system is selected by the user. This
is accomplished automatically without requiring scrvice
personncl to load software on clicnt system 36.
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a client thread operable to communicate with a | egacy host system
across a first persistent connection: and appl et code operable to create
an appl et process executing under a web browser on a client system
thé appl et 21

9

The present inveation also allows the expansion of access
to cxisting data and applications on legacy host systems
from cxisting client systems 36 using existing network: .
capabilities. The present inveation provides a network envi- = .
rooment 10 that allows the use of s public Internetinwanet:
environment 16 having web browser tools. such as JAVA
tools. and web-serving to imcorporate Internet-type

S technologies. through the Internet or an intranet, with exist-

5 ing network architectures. Thus. an organization can imple-

o ment web browser 38 based access to legacy host systems.
such as IBM host systems 18 and UNIX host systems 19,
without scrapping or significantly restructuring cxisting net-
work resources. B

FIG. 2 is a flow chart of 2 method for connecting a chent
systcm to a legacy host system usipg a web/emulator server
according to the teachings of the present invention.

In step 89, a uniform resource locatar (URL) associated
with a legacy host system is selected from a web browser
executing on a client system. The web browser can comprise
a JAVA-capable NETSCAPE NAVIGATOR web browser as -
mentioned above. The selected uniform resource locator is
received by a web/emulator server in step 52. In step 54. the
web/emulator server downloads exccutable code for an
applet process to the client system for conmccting to the
legacy host system In stcp 86. the client system executes the
applet process ander the web browser. The applet process
can comprise a JAVA applet for execution within a JAVA -
virtual machinec within the NETSCAPE NAVIGATOR web:
browser. _

In step §7. the applet process connects to a clicnt thread -
executed by the web/emulator server. and the client thread
connects to the legacy host system across persisteat TCP/IP
socket connections. In step §8. the client thread then com-
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-process operable to communicate with the client thread across a second
per si stent connection and to provide a termnal session to a user of
the client system the server operable to downl oad the applet code to a
client systemin response to receivinP a uniformresource 1 ocat or
associated wth the | egacy host system Qherein the client thread is
operabl e to communi cate using an V1220 data fl ow and the appl et process
S operable to provide a VT220 type term nal session. 9. A web
browser term nal enulator for connecting a client systemto a | egacy host
system .conpri si ng: a client thread executing under a server on a server

systemthe client thread opgrable to to nicate Wit h ale host ..
system across a fJQURICAH g@ ﬂb‘éﬁgﬂﬁx L SYsTem agrRss gﬁFébprocess

executing under a'rmm connection. This commnmaﬁon nllows

client thread to cstablish and maintain a terminal conncctxon _
to the legacy host system. In step 60. the client thread
communicates with the applct process across a persistent
TCP/IP socket connection. This communication can be
accomplished using a web/emulator data flow such as that
based upon the communication protocol set forth in APPEN-
DIX A.

In step 62. the applet process provides a tcrminal session
to a user of the client system According to the present
invention. this termipal scssion allows real-time bidirec-
fional communication with the legacy host system across a
pessistent TCP/IP socket connection to the legacy host

~ system. This terminal session. as mentioned above. can
comprise a 3270. 5250. NVT or VT220 type terminal
session.

The terminal session can be terminated by the user of the
client system as desired. The app]et process and client thread
arc tarminated. in step 64. when the terminal session is
terminated. In one embodiment. after termination. the applet
process is removed from execution memory and is no longer:
present on the client system. In another cmbodiment. the
executable code for the applet can be stored on a data storage
device associated with the client system. In this’
embodiment. the web/emnlation server can check the client; -
system to determine whether new executable code for the -
applet needs to be downloaded based upon the version
present. if any. on the data storage device of the client
system.

The preseat invention provides an interface to legacy dau
flows. such as tclnet (TN) data flows. across persistent
TCP/IP socket connections to give users persistent bidirec-

et
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client system the applet process operable to conmu- nicate with the

client thread across a second persistent connection, and the appl et
process further operable to provilde a term nal session to a user of the
client system such that the term nal session is supported by a

persi st ent connection allowi ng real-tinme bidirectional comuni -

cation with the | egacy host system wherein the client thread is. operable
to comuni cat e using a TN3270 data flow and the appl et process is
operable to provide a 3270 type term nal session. 10. The web browser

termnal enulator of claim9. wherein the client thread and the appl et
process are operable to comruni cate using a data fl ow based upon a
speci fied conmuni cati on protocol.

tional access to legecy host system data in terminal scssions.
such as 3270, $250. NVT and VT220 type terminal sessjons.

According w the preseat invention. terminal emulation is
partially provided by applet exccutable code downloaded
from thc web/emulation server. The user can select the
uniform resource locator (URL) of the legacy host system
via a web browser package. such as NETSCAPE’s
NETSCAPE NAVIGATOR. and transparcntly receive the
applet code which is execnted and invokes an appropriate
tcrminal session. |

The present invention provides users of the client system
access to real-time legacy host system data and applications
using a web browser The web/emulator server system con-
verts standard legacy data flows into web/cmulator data
flows and vice versa permitting multi-session. multi-
protocol access to legacy data and applications. The applet
process converts the web/emulator data flows into a terminal
session for display to the user. As mentioned above. the web

- browser can comprise a JAVA-capable web browscr. the
. applet process can be a JAVA applet. and the web/cmulator
data flow can be based tgia U protocol set forth in
Appendix A. This embodiment of the preseat invention can
blend web browsers enhanced by SUN MICROSYSTEMS'
JAVA with legacy host systems having TCP/IP connectivity
to allow users on any client system platform to connect to
and access legacy host systems via 3270. §250. NVT and
VT220 type terminal emulation.

FIG. 3 is a block diagram of load-balancing across
multiple web/emulator servers according to the teachings of
the present invention An HTTP server 70 is coupled 10 2
client system 72. HTTP server 70 receives request
information. REQUEST. from client system 72 in the form
of a uniform resource locator (URL) and provides redirec-
tion information, REDIRECT. to client system 72. Client
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.11. .The web browser term nal enulator of claim10. wherein the client
thread is further operable to interface between a | egacy data fl ow used by
the | egacy system and the data fl ow used by the appl et process. 12. The
web browser term nal enulator of claim1ll12wherein the applet process
conprises a JAVA appl et execut- ing under a NETSCAPE NAVI GATOR web browser.
13. The web browser term nal emulator of claim12. wherein the first and
second persistent connections are :

- system 72 is then coupled to onc of a plurality of web/
cmulation servers 74 sccording to the redircction informa-
tion. In this manner HTTP sesver 70 can redirect access by
a plurality of client systems 72 to manage the load on
web/emulation servers 74 to ensure a balance across all
available web/emulation servers 74.

This load-balancing can remain transparent to a user of
client system 72 The user enters the uniform resource
locator associated with the legacy host system That infor-
mation is transmitted to HTTP sexver 70 as a request, HTTP
server 70 interprets the request, ideatifies the sclected legacy
host system. and selects 8 web/emulation sever 74 to
manage the connection. This sclection of a web/emulation
server 74 can be based upuy ausvianation of the current
loading of each web/emulation saver 74. HTTP server 70
transparently provides redirect information to client system
72 which identifies the unifarm resource locator of the
selected web/emulation server 74. Client system 72 then
initiates the above described terminal session through th
selected web/emulation server 74 and the selected web/
cmuladon server 74 connects to the legacy host system as
described above.

The present inventioa provides web browser connectivity
with relatively low initial and recurring cost. The need for
individual emulation software products bascd upon each
particular client system is removed. This eliminates many
technical support. help desk and softwarc distribution
problems, including version level control and configuration
management issues. Extensive user training is no lomger
necassary because web browsers geacrally offer inmitive
common nser interfaces and are known by many users.
Implementation timc is improved by taking advantage of an
existing widcly-installed web browser base. Specifically. the
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persi'stent TCP/IP socket. connect ons. 14. A conmputer network environment
all ow ng connec- tion of a client systemto a | egacy host systemusing a

server. the conputer network environnent conprising: a | egacy host system
having TCP/I P connectivity, the | egacy host system operable to support
a term nal session for access tol8he | egacy host system a server
system executing a client thread under a server. the client thread
operable to conmunicate with the | egacy host system across a first

persi stent connecti on; and a client system executing an appl et
process under a web browser, the applet process operable to

communi cat e L3 Rt r st €Nt con-
nection and Ph:equg%fgw?g\?l g %W B? g&g";ﬁ%wéser of the
client syst © 'S t‘??ﬁt . s%ﬁﬁﬂ%ﬁ@ﬁofm cﬂrﬁgﬁogy a
persistent invention to avoid problems with operation erences

between computer eavironments. In addition. numerous

users can be supported concurrently by each web/emulaton -

server For example. the OC:///WEBCONNECT™ product

from OPENCONNECT SYSTEMS can support a thousand

users per instance.

The present invention provides conuectivity from any

client system. such as a personal computer of computer

workstation, to a legacy host system. such as a raainframe or

mid-range systcrmn. without costly redesign or rebuilding of -

legacy applications. The benefits of a distributed client/
server type data exchange can be realized without requiring
systeras redesign. This approach imeans that the many
advagtages of Internet-type access and functionality can be
blended into an organizations petwork architecture simply
and efficiently. thus protecting existing information technol-
ogy infrastructuyes and invesuments.
Although the present invention has been described in
detail. it should be understood that various changes. substi-
~ tutions and alterations can be made hereto without depaning
from the spirit and scope of the invention as defined by the
appended claims.

TSR T
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connection allowi ng real-tine bidirectional comuni - cation with the

| egacy host system wherein the client thread is operable to communi cate
using a TN3270 data flow and the appl et process is operabl e to provide
a,3270 type term nal session. 15. The conputer network environnment of

cl ai m 14.

wherein the client thread gpd the applet process are operable to

communi cate using a data flow based upon a specified communication

prootocol .

APPENDIX A
The following provides one imp1emencacion of a
communication protocol for web/emulation data flow
between a client thread and an applet process. (For all
valuea with a length, length = 0 indicates the f£field is

not present. All fields are byte values.)

Clienn (applet processl to Sexvex (client thread)
Connect Session
/ 8 / emutype / hostlen / kostname .../ lunamelen /
luname ... / portnolen / portno ... / sessionlen
seggionnawe. ..
emucype: Emulation type to create 01 - Z27$, 02
= $250, 04 @ VI220 hostlen, hostname: length
and content of gateway hostname to connect with
lunamelen, luname: length and content of luname
name for gaession-
portnolen, portno: length and content of port
number (age ASCII text) for gateway sessionlen,
sesgionname: length and content of session name
Field Update :
/ ¥ / zeagson / reasonparm / curposhigh / curposlow /
fieldcounthigh / fieldcountlow / bufposhigh /
bufposlo lengchy / lengthlow / fieldchars
reason: Reason for field update. 0 1 =
Uneolicited, 02 - raply tc Query Field Update
from sexrver.
reagonparm: If reason = 01, AID value from
client. If reason = 02, reasonparm from
Query Field Update command from gerver.
curpoghigh, curposlow: Cursor Pogition at time
of update
fieldcounthigh, fieldcountlow: count of fields
bufposhigh, bufposlow: Buffer position of field
lengthy, lengthlow: Length of field data (1€

bits)
~ fieldechars: field data in ASCII
row, column, length,fieldchars .., are

repeatedfieldcount timas.
NVT Keystroke
/ N / asciikey
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16. The conputer network environnent of claim15. wherein the cli.ent thread

is~further operable to interface between a | egacy data flow used by the
| egacy system and the data fl ow used by the appl et process. 17. The
conputer network environnment of claimg46. wherein the applet process

conprises a JAVA appl et execut- ing under a NETSCAPE NAVI GATOR web browser.

18. The conputer network environnment of claim17. wherein the first and
seécond persistent connections are persistent TCP/IP socket connections.
19. The conputer network environnent of claim 14. wherein the | egacy host
system conpri ses a mai nfranme conputer system 20. The conputer network
environnent of claim14. wherein the | egacy host system conprises a
m d- r ange
asciikey: value of keystroke as an ASCII '
character _
Run Scripc
/ R / scriptnamelen / scriptname...
scriptnamelen, scriptname: length and name of
TCL script to execute
Query Help Desk
/ B/
Process Emulation Keystroke
/ X / keyvaluehigh I keyvaluelow
.~ keyvaluehigh I keyvaluelow: Emulation
{ key value to process
Sexvex (glient thread) to cClient (applet proceaal
Erase Display .
/ B/
Set Display Size
/ $ / rows / columns .
rowg: Number of rows for display
- columna: Number of columns for display
Set Cursor Position
/ © / bufposhigh, bufposlow _
bufposhigh, bufposlow: Position for cursor
Digplay Text :
/ D / bufpoghigh I bufposlow I lengthhigh I
lengthlow I cexe...
bufposhigh, bufposlow: Position for text
: (Ignored when in NVT mode} lengehhigh,
{ lengthlow: Lan-th of text (16 bits)
text: ASCII text for display
OIA Text '
/ 0 / column / length / oiatext ...
Field List
/ F / fleldcounthigh, fieldcountlow / bufposhigh /
bufposlow / fieldaeccr / xactctr / lengthhigh /
lengthlow fieldcounchigh, fieldcountlow: Number of
fields (O = unformatted screen) bufposhigh,
bufposlow: Pogition for start of field fieldacttr:
Field attribute byte

3270 definicion
bits use
0 Modified Data Tag (I & field
modified) : _
0 Regerved (0) REPLACEMENT SHEET
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conputer system 21. The conputer network environnment of claim 14.
wherein the | egacy host system conprises a conputer work- station executing
a UNI X envi ronment . 22. A conputer network environnment allow ng connec-
tion of a client systemto a | egacy hosigsystemusing a server. the
comput er network environment conprising:” a |egacy host system having
TCP/II P connectivity.. the | egacy host system operable to support a
t erm nal session for access to the | egacy host system ~a server
system executing a client thread under a server. the client thread
operabl e to conmunicate with the -l egacy host system across a first
persi stent connection: and a client system executing an appl et .
process under a web browser. the applet process operable to conmunicate
W th the client thread2aerdss a ®eeobdspiag/stnnlevantable, 0L =
Display/detectable, 10~lntensitied
Display/detectable, 11
sNondisplay/r.n-detectable
5 O~ Alphanumeric, 1 » Numeric
5 0 « Unprotected, 1 - Protected
xactr: Field extended attribute byte 3270 Definition
3270 Definition '

bits use
7 fiald wark
6 unuged
{ [ transparent/opague
4-3 highlighting (00=default, 01
=blinking, 10=reverse, llsunderline)
2-0 color (00 isblue, 010= red, 0li=pink,

100=green, 1ldlsturquoise, 110-yellow.
iliwwhice) ,
lengthhigh, lengthlow: length of field (16
bits, may wrap off inicial zow)
bufposhigh, btifposlow, fieldattr. lengthhigh,
lengthlow are repeatedfieldcounthigh,
fieldcountlow times.
Character Override Attribute List
/A / acercounthigh /- attrecuntlow / bufposhigh /
bufposlow / lengthhigh / lengthlow / attrbytel
actereounthigh, attrecountlow: Count of attributes
bufposhigh, biifposlow: Position of attrihute
_ lengthhigh, lengthlow: length of field (16
{ bits, may wrap off initial row)
attrbyvel: Actribute byte 1

3270 Pefinition
bits uge
g -2 color bits (1 » Blue, 2 = Red, 3

= Pink, 4 = Green, § =
Turquoise, 6 s Yellow, 7 sWhite)
3-4 Extended highlighting (mutually
exclugive) (01= Blinking, 10 =
. Reverse, 11 = Underline)
7 Field mark (1« Start of field
-~ position)
bufposhigh, bufposlcu,, lengthhigh, lengthlow,
acerbytel are vepeated attrcounthigh,

actrcounctlow times.
Query Field Update
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e
nection and operable to provide a termnal session to a user -of the
client system 24 such that the termnal session is
supported by a persistent connection allowi ng real-tine bidirectional
comuni - cation with the | egacy hggt system wherein the client

thread is operable to conmmuni cate using a TN5250 data flow and the
appl et process is

/ Q / reascnparm
reasonparm: Reason value returned in Field
Update mesasage from client
Set NVT Mode
/ N / nvecmode
avtmode: 00 = Emulaction mode, 0 1 = NVT mode
: KXeyboard Lock Scace
TER / K / mode
L mode: 00 = KB Free, 01 = KB Locked _
Sound Alarm P
/ B / length / filenametext ... .
( lengeth - Length of filename ' 1
filenametext: Name of audio file for alarm }
Ezzror Message
/ M / lengeth / messagectext... :
length, megsagetaxt: Length and content of i
error message . !
Prococol Veraion
/] Vv / verhigh / verlow
verhigh, verlow: Protacol version number
Help Desk Reply : B
/ ®H/ . : -
length / versionstxr: Server version
sewsionIDhigh / sessicnIDlow: server seassion ID
for this client connection
emulaciontype: 01 = 3270, 02 = 5250
(Lf emulation type is 3270}
displaytype: 00 = 3278, 01 = 3279, 02 =
( 3179, 03 = 3472
scatug: 00 = Unowned, 01l = $SCP, 02 =LULU
defaultPartition. - default model size 2 -
s
alternateparticion: alternate model size 2
-5
currentpartition: current model size 2 - §
(if emulation type is $250)
displaycype: 00 = 3477, 01 = 3179, 02 =
$181, 03 = 3196
gcreensize: screen size, 2 or S
ocgerver: 0l= connected to OC server. 00 =
othexr type of serxrver
pteoverride: 61 = pasacthru screen

override, 00 = no override REPLACEMENT SHEET
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.oper.abl e to provide a 5250 type term nal session. 23. A conputer

net wor k environnent allow ng connec- tion of a client systemto a | egacy

host system using a server, the conpuiﬁr net wor k envi ronnent conpri sing.
ec

a |l egacy host system having TCP/IP co tivity. the | egacy host

" system operable to support a term nal session for access to the |egacy
host system a server systemexecuting a client thread under a server.
the client thread operable to communicate with the 2. Bgacy:hast .system
across a first persistent connection; and a client”’system
executing an applet process under a meb browser. the appl et process
operabl e to conmuni cate with the client thread across a second :
persistent con- nection and operable to provide a term nal session to
a user of the client system such that the termnal session is

supported by a persistent monoechrome: 00~ color, 01 = monochrome
protocoletype: 0 1 = RUI, 02 =TN
(1f protocol type is RUI)
length /regqustedLUname: configured LU name
lengch/grantediimame: LU name rveturned by
) server
B length/ruiversion: Version of RUI support
N in use
segslDhigh I sesalDlow: RUI sesaion ID
(if protocol type is T-N)
f length., texrmTypeString: terminal type
' string negoiated with TN gerver is
TN3270EI: 00 = not 3270E, 01 = using 3270B
length, devicename: device name in use
length, puluName: PU/LU name for sesmion
(OCS gateways only) .
transporteype. 00= None (valid if protocol is
RUI), 01 = Network (if transport type is
Network)
length, configuredHoscName: host name in
session configuration
length, configuredport: port in seasion
configquration
length, connectedHogtName: host name (ip
address) in actual use
length, connectedport: port in actual use’
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'connection allowng real-tinme bidirectional conmuni - cation with the

| egacy host system wherein the client thread is operable to comrunicate
using an NVT data flow and the appl et process is operabl e to provide
an NVT type termmi ' 4. A8conputer network environnment

al | owi ng connec- gi Li .systemto a | egacy host systemusing a
server. the con‘émugrm.lg l@i’i’ ﬂeronment conpri si ng: a | egacy host
system having T Ly, the | egacy host system operable to

support a term nal session for access to the | egacy host system

What is claimed is:
- 1. A scrver for providing a persistent copnecton between
a client system and a fcgacy host system. comprising:
a client thread operable to communicate with a legacy
host systcm across a first persisteat connection: and
applet code operable to create an applet process executing
under a web browser on a clicnt system. the applet
process operable to communicate with the client thread
across a second persistent connection and to provide a
terminal session to a users of the client system: |

( _ the server operable to download the applet code to a client
system in response to recciving a uniform resource
locator associated with the legacy host system:

wherein the client thread is operable to communicate

using a TN3270 data flow and the applet process is
operable to provide a 3270 type terminal session. -

2. The server of claim 1. wherein the client thread aad the
applet process are operable to communicate using a data
flow based upon a specified communication protocol.

3. The server of claim 2. whercin the client thread is
further operable 1o interface between a legacy data flow used
by the legacy systcm and the data flow used by the applet
process.

4. The server of claim 3. wherein the applet code com-

¢ | prises executable code for a JAVA applet to be cxccuted

under a JAVA-capable web browser.

8. The server of claim 4. wherein the first and second
persistent connections arc persistent TCP/IP socket connec-
tious. |

6. A scrver for providing a persisteot connection between
a client system and a legacy host system. comprising:

a clicnt thread operable to communicate with a legacy

REPLACEMENT SHEET
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a server systemexecuting a client thread under a server. the client

thread operable to conmunicate with the | egacy host system across a
first persistent—connection: _ and a clierit system executing an appl et
process under a wser. the applet process operable to conmunicate
with the client Jmﬂﬂim’ﬂtﬂ\ﬂﬂy,mgecong persi stent con- nection and
operable to pro ssion'to a user of the client system
such that the term nal session is supported by a persi stent connecti on
allowing real-tine bidirectional comuni - cation with the | egacy host

systemn -

'hOSt systcm acToss a first persistent connection; and

applet code operable to create an applet process executing *
under a web browser on a client system. the applet
process operable to communicate with the client thread

~ across a second persistent conpection and to provide a
terminal session to a user of the client system;

the server operable to download the applet code to a client
system in response to recciving a uniforra resource
locator associated with the legacy host system; |

wherein the clicot thread is operable to communicate
using a TNS250 data flow and the applet process is
operable to provide a 5250 type terminal session.

7. A server for providing a persistent conncction between

. a client system and a legacy host system. comprising:

a clicnt thread operable to communicate with a legacy

host system across a first persisteat connection: and

applet code operabie to create 3m applet process executing
under a web browser on a client system. the applet
process operable to communicate with the client thread
across a sccond persistent connection and to provide a
terminal session to a user of the clieat system:
the server operable to download the applet code to a client
system in respoase to fecciving a uniform resource
locator associated with the legacy host system;
wherein the client thread is operable to communicate
using a NVT data flow and the applet process is
operable to provide a NVT type terminal scssion.
8. A sexver for providing a persistent connection between
a clicnt system and a legacy host system. comprising:

a clicnt thread operable to communicate with a legacy
host system across a first persistent connection: and
applet code operable to creste an applet process cxecuting -

uonder a web browser on a clicnt system. the applet

——
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wherein the client thread is operable to comunicate using a VT220 data
fl ow and the appl et process is operable to provide a VT220 type

term nal session. 25. A nmethod for connecting*a client systemto a | egacy
host systemusing a server. conprising2l receiving a uniformresoyrce.

| ocator by a server executing on a server systemthe uniformresource

| ocat or asso- .___QLaLed_MLLh_a_Legacy host system and sel ected froma

br owser executlnﬂ a client system downl oadi ng execut abl e code for

web
an appl et procesimu I Il ﬂll“““ t _system executing the applet process
under’ the web br i ent system connectlng t he appl et

process to a client thréad executlng under ~t he* ser ver V|a a first
per si‘'st-ent” connecti on: connecting the client thread“to a | egacy host
system'-- .associated with the uniformresource locator via a

e process operable to communicate with the client thread
S across a second persistcnt connection and to provide a
T terminal session to a user of the clicat system:
the server operable to download the applet code to a client
systern in response to receiving a uniform resource
locator associated with the legacy host systems

wherein the client thread is operable to communicate’
{ using an VT220 data flow and the applet process is
operable to provide a VT220 type terminal session.
9. A web browser terminal ¢mulator for connccting a
client system to a legacy host system. comaprising:

a client thread executiug Jduder a server on a server
system. the clicnt thread operable to communicate with
a legacy host system across a first persistent conanec-
tion: and

an spplet process cxecuting under a web browser oa a
client systern. the applet process operable to commu-
nicate with the client thread across a second persistent
conncction, and the applet process further operabie to
provide a terminal session to a user of the client system:

_ such that the terminal session is supported by a persistent
3 N connection allowing real-time bidirectional communi-
cation with the legacy host system:

wherein the client thread is operable to communicate

using a TN3270 data flow and the applet process is
operable to provide a 3270 type terminal sessjon.

10. The web browser terminal emulator of claim 9.
wherein the client thread and the applet process are operable
to communicate using a data ﬂow based upon a specified
commumanon protocol.
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'second persistent connection: communi cati ng between the client thread and

t he | egacy 26 host system across
the first persistent connection: comuni catirig between the client thread
and the appl et process acrposs the fecond persi stent connection; and

of the client system

pr:ow ding a tern!““c”"'lrmﬂmsn“ﬂlla use

11. The web browser terminal emulator of claim 10.
wherein the clicnt thread is further operable to intcrface
between a legacy data flow used by the Iegacy system and
the data flow used by the applet process. |

12. The web browser terminal cmulator of claim 11.
wherein the applet process comprises a JAVA applet execut-
ing undear a NETSCAPE NAVIGATOR web browser.

13. The wecb browser terminal emulator of claim 12.
wherein the first and sccond persistent connections are
persistent TCP/IP socket connections.

14. A computer network environment allowing connec-
tion of a client system to a legacy host system using a server.
the computer network environment comprising:

a Jegacy host system having TCP/IP connectivity. the
legacy host system opcrable to support a terminal
session for access to the legacy host system,

a scrver system executing a client thread under a server,
the cljent thread operable to communicate with the
{egacy host system across 2 first persistent connection;
and

a client system executing an applet process uader a web
browser. the applct process operable to communicate
with the eclicnt thread across a second persistent con-
nection and operable to provide a terminal session to a
user of the clicnt system;

such that the terminal session is supported by a persistent
connection allowing real-time bidirectional cormuni-
cation with the legacy host system; -

wherefn the client thread is operabie to communicate
using & TN3270 data flow and the applet process is
operable to provide a 3270 type terminal session.

15. The computer nctwork environment of claim 14.
wherein the client thread and the applet process are operable
to communicate using a data flow based upon a specified
cornmunication protocol.



s

by the applet process, the term nal session allow ng real -tinme

bi directional communication with the | egacy host system across a
persistent connection to the legacy host system wherein providing a
term nal session conprises (Jrow di ng a 3270 type term nal session. .

zzagd ;I'Eg lrrgégiﬂ“mnu mmmt“ Iltherel n c@smuni cati ng between the client thread

acconplished using a |l egacy data fl ow. 27.
The nethod of “cl & mt 26" wherein connuni cati ng between the client thread ad
the applet process is accom plished using a data flow based upon a

speci fied conmuni - cati ot ocol’ 28. The,meth of cl ai ei n
egecutl ng the appl et g@eih Mm ol tw _
NETSCAPE NAVI GATOR wa¥hereins she clieat threadnds m tovxin!cd'acet he
first and second between a legacy data flow uscd by the legacy system and

the data flow used by the applet process.

17. The computer network eavironment of claim 16,
wherein the applet process comprises a JAVA applet execut-
ing under a NETSCAPE NAVIGATOR web browser.

18. The computer network environment of claim 17,
wherein the first and second persistent connections are
persistent TCP/IP socket connections.

19. The computer getwork environment of claim 14.
wherein the legacy host system compnscs a mainframe
computer system.

20. The computer nctwork emvironment of claim 14.

~wherein the legacy host system comprises 2 mid-range

comptter system.

21. The computer network cavironment of claim 14.
wherein the Iegacy host system comprises a computer work-
station executing a UNIX environment.

22. A computer network environment allowing connec-
ton of a clieat system to a legacy host system using a server.
the computer network eavironment comprising:

a legacy host system having TCP/IP connectivity. the
legacy host system operable to suppart a terminal
session for access to the legacy host system:

a server system executing a client thread under a server,

( the client thread operable 10 communicate with the
legacy host system across a first persistent connection:
and

a client system execuung an applet process under a web
browscr. the applet process opcrable to communicate
with the client thread across a second persistent con-
nection and opcrable to provide a terminal session to 2
user of the client system;
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persi stent connections are persistent TCP/IP socket connec- tions. 30.

met-hod for connecting a client systemto a | egacy host systemusing a

server, conpr|5|ng redETVTﬁg“a-unlforn1resource | ocat or by a server
executlng the pri formresource | ocator asso- -
ciated with a I m'" and selected froma web browser
executing on a clie Lsygten1 * downl oadi ng execut abl e code for an appl et

process to the
web browser on the

A

client system executing the applet process under the

client system

such that the termipal session is supported by & persistent )

conncction allowing real-time bidirectional communi-
cation with the legacy host system;

whercin the client thread is operable to communicate

using a TN5250 data flow and the applet process is
op<table to provide a $250 type terminal session.

23. A computer network cavironment allowing connec-
don of a client system to a legacy host systeru using a server,
the computer network environment compxising:

a legacy host system having TCP/IP coanectivity. the

legacy host system operable to suppart a terminal
session for access to the legacy host system;

a server system exccuting a client thread under a scrver,

the disnt threcad operable to communicate with the
legacy host system across s first persistent connection;
and

a client system executing an spplet process under & web

browsar, the applet process operable to communicate -

with the client thread acrogs a second persistent con-
nection and operable 1o provide a tetminal sessionto a
uscr of the client system:

“ such that the termipal session is supported by a persistent
connection allowing real-time bidirectional communi-
cation with the legacy host system:

whercin the client thread is opcrable to communicate
using an NVT data flow and the gppict process is
operable to provide an NVT type terminal session.
24. A computer network environment allowing connec-
tion of a client system to a Jegacy host system using a server,
the coraputer nctwork environment comprising:
a legacy host system haviag TCP/IP connectivity. the
legacy host system operable to suppart a terminal
scssion far access to the legacy host system:



-

connectlng the applet process to a cllent t hread executing under the
server via a first p connecting the client thread to

a | egacy host system Hﬂﬁ ci at ed W|th the uniformresource |ocator via a

second persistent conn ul mn,catl ng 3%t ween the client thread and
t he | egacy host sy I rst persistent connection:

communi cati ng between the cllent t hread and the appl et process across
t he second persistent connection; and providing a termnal session to a
user of the client system by the applet process. the term nal session
al I owi ng 2 server system executing a clieat thread under a server.
I the client thread operable to communicate with the
legacy host system across 3 first persistent conncction:
and
a clieat system execnting an applet process under a web
browser. the applet process operable to cammunicate
with the client thread across a second persistent con-
nection and operable to provide a terminal session to a
user of the clicnt system; |
such that the terminal session is supported by a persistent
conncction allowing real-time bidirectional communi-
cation with the legacy host system;
wherein the clicnt thread is operable to communicate
using a VT220 data flow and the applet process is
operable to provide a VT220 type terminal session.
2S. A mcthod for connecting a client system to a legacy
host systemn using a server. comprising: |
receiving a uniform resource focator by a server executing
on a server system. the uniform resource locator asso-
ciated with a legacy host systemn and selected from a
web browser exccuting on a client system:
downloading executable code for an applet process to the
client system:
cxccuting the applet process under the web browser on the
client system:
connectipg the applet process 1o a client thread executing
under the server via a first parsistent conaection:
connecting the client thread to a legacy host system
associated with the uniform resource locator via a
sccond persistent coancction:
communicating between the clicat thread and the legacy
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real -time bidirectional comuni cation with the |egacy host system
across a persistent conm to the | egacy host system wherei n
providing a termnal s j.on conpri oviding® a 5250 type termnal

e
sessi on. 31. A netho JM, client systemto a | egacy host .
system usi ng a server, , 7?'!Eei vRARg a uni formresource | ocator

by a server executing on a s’br\,ser stem the uniformresource |ocator
asso- ciated with a | egacy host system and sel ected froma web
browser executing on a client system downl oadi ng executabl e code for an
appl et process to the client system executing the appl et process

under fhe-web br owser o] " tﬁ‘s%ﬁfl W.appi et
process to a elient threggbg?g'ecutl erver v&ahl i r.st
persi stent .connecti on COmMmMARICanng Bgeﬂ’ee c Cllellt M and the app

. process across the second persistent connection; and

providing a terminal session o a user of the client system
by the applet process, the terminal session allowing
reaj-time bidirectional communication with the legacy
host system across a persistent connection to the legacy

host system;
wherein providing a texminal session comprises providing
a 3270 type terminal session.

26. The method of claim 25, wherein communicating
berween the client thread and the legacy host system is
accomplished using a legacy data flow.

27. The method of claim 26. wherein communicating
between the clicat thacad and the applet process is accom-
plished using a data flow based upor a specified commnbsi-
cation protocol.

28. The method of claim 27. wherein exccuting the applet
process comprises executing a JAVA applet under a
NETSCAPE NAVIGATOR web browscr.

29. The method of claim 28, wherein the first and second
persistent conncctions are persistent TCP/IP socket connec-
tions.

30. A method for connecting a client system to a legacy

( host system using a8 server, comprising:
receiving a unifarm resource locator by a sexver executing
on a server system. the unifarm resource locator asso-
ciatzd with a legacy host system and selected from a
web browsar executing on a client system:
downloading executable code for an applct process to the
client system:

cxccuting the applet process under the web browser on the

client system:
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connecting the client thread to a | egacy host system associated with
the ‘'uniformresource locator via a second persistent connection:

28 ~conmmuni cating between the client thread and the | egacy host
system across the first persistent conn comuni cati ng between the

eclion:
client thread anc1l"'“lmﬂﬂmﬂlm,”"l)r_.ocessf cross the second persistent
connection: and EERE R SR i

connecting the applet pricess to a client thread executing
under the scrver via a first persistcat connection;

connecting the clieat thread to a legacy host system
associated with the uniform resource locator via a
secoud persistent connection:

communicating betweea the client thread and the legacy
host system across the first persistent connection:

communicating between the client thread and the applet
process across the second persistent connection: and

providing a terminal session to a user of the clicnt system
by the applet process. the terminal session allowing
real-time bidirectional communication with the legacy
host system across & persistent congection to the legacy
host system:

wherein providing a terminal session comprises providing
a 5250 type terminal session.

31. A method for connecting a clicnt system to a legacy

host system using a server. compxising:

receiving a uniform resource locator by a server executing
on a server system. the uniform resource locator asso-
ciated with a legacy host system and selected fram a
web browser executing on a client system:

downloading executable code for an applet process to the
client system:

executing the applet process under the web browser on the
client system: |

connecting the applct process to a client thread executing
under the sarver via a first persistent connection; -

connecting the client thread to a legacy host system

associated with the uniform resource locator via a
second persistent coanection:
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providing a termnal session to a user of the client system by t he
appl et process. the termnal session allow ng real -time bidirectional
comuni cation with the | egacy host system acfoss a persistent
connection to the Ie§ac host system wherein providing a term nal

session conpri siﬂm“ “n ﬂu “l“ n NVT ty&? term nal session. 32. A
nmet hod for conn stemto a | egacy host systemusing a
server, conprising: Fecei vi ng a,uniformresource | ocator by a server

execut i ng on a server s_ystemthe uni form resource | ocator asso-
ciated wwth a | egacy host system and sel ect ed froma web browser ,

executing on a cli : ' appl et
process 190 t he %’Pﬁ%&w Q ﬁﬁgﬁ‘;&fé@ we%dgf the
web browser on the DOy CTOSS M
communicating between the client thread and the applet
process across the second persistent coanection; and
providing a terminal scssion to a user of the client system
by the applct process, the terminal session allowing
real-time bidirectional communication with the legacy
" host system across a persistent connection to the legacy
host systam;
wherein providing a terminal session com;mses providing
an NVT type terminal scssion.
32 A method for connecting a client system to a legacy
host systcn using a server, comprising:
receiving a uniform resource locator by a server executing
on a server system, the uniform resource locator asso-
ciatcd with a legacy host system and selected from a
web browser executing on & clicnt system;
downloading exccutable code for an appiet process to the
client system:
exccuting the applet process under the web browser on the ¥
client system;
connectng the applet process to a client thread cxccuung
under the server via a first persistent connection:
- connccting the client thread w a legacy host system
" associated with the vniform resource locator via a
second persistent connection:
communicating between the client thread and the legacy
host system across the first persistent connection:
communicating between the clicnt thread and the applct
process across the sccond persistent conncction; and
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connecting the applet process to a client thread executing under the
server via a fIrSf55§T§TST€ﬂ{~GGHHEQLJOn connecting the client thread to

a | egacy host syst ted with the uniformresource |ocator via a
seecond persistent ¢ ﬂ@ Iu Ini cating between the client thread. and
t he | egacy host sygte flrst Per si stent connecti on;

communi cati ng between the client thread and the appl et process across
t he second persistent connection; and 29

providing a terminal session to a user of the client system
by the applet process. the terminal session allowing
real-time bidirectional communication with the legacy
host systern across a persistent connection to the legacy
host system:

wherein providing a terminal session comprises providing
a VT220 type terminal session,

33. A web browser terminal emulator for connecting a

client system to a legacy host systermn. comprising:

a client thread executing under a server on a seyver
system. the client thrcad operable to communicate with
a fegacy host system across a first persistent connec-
tion; and

an applet process executing under 2 web browser on a
clicat system. the applet process operable to commu-
nicate with the clicnt thread across a second persistent
connection, and the amnlet reacess further operable to
provide a terminal scssion to a user of the client system:

such that the terminal session is supported by a persistent
connection allowing real-time bidirectional commuani-
cation with the legacy host system:

wherein the client thread is operable to communicate
Using a TN5250 data flow and the applet process is
operable to provide a 5250 type teeminal session.

34. A web browser terminal cmulator for connecting a

client system to a legacy host system. comprising:

a clicut thread executing under 2 server on a server
system. the client thread operable to communicate with
a legacy host system across a first persistent connec-
tion; and
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providing a term nal session to a user of the client system by the
appl et process. the t er m nar —sessten—allow ng real -time bidirectional

conmmuni cation with the system atross a persistent
connection to the Iegau'mrm l" H"LHQH wherein providing a ter.m nal
session conprises provitimg typ 8ot ermnal session. 33. A web
browser term nal emulator for connecting a cI I ent systemtoa | egacy host
system conpri sing: a client thread executing under a server on a server
systemthe client thread operable to commupicate with a | egacy host

system across a first apcippletprocessrexccuting (iader anweb browser-on a ocess
execut i ng under a web belispe'system, the applet process operable to commu-
nicate with the client thread across a second persistent

coancction. and the applct process further opeyable to
provide a terminal session to a user of the client system:

such that the terrainal session is supported by a persistent
connection allowing real-time bidirectional commun;-
cation with the legacy host system:

wherein the client thread is operable to communicate
using an NVT data flow and the applet process is
operable to provide an NVI‘ type terminal session.

3§5. A web browser iimua: canuialof for connecung a

clicnt system to a legacy host system, comprising:

a cliont thread executing under a server on a server
system. the client thread operable to communicate with
a legacy host system across a first persisteat copncc-
ton: and

an applet proccss executing under a web browser on a
client system. the applet process operable to commu-
nicate with the client thread across a sccond persistent
connection. agd the applet process fizther operable to
provide a terminal session to & user of the client systern;

such that the terminal session is supported by a persistent
connection allowing real-time bidirectional! communi-

( cation with the legacy host system;

wherein the client thread is operable to communicate
using a VT220 data flow and the applet process is
operable to provide a VT220 type terminal session.

= 8 9 =& @
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client” system the applet process operable to-commu- nicate with the
client thread across a second persistent - connection, and the applet-
process further operable to provide a term nal session to a user of the
cli"ent system such that the term nal session is supported by a.

per si st ent connection allow ng real -3} ne bidirectional conmmuni -

cation with the | egacy host system wherein the client thread is operable
to comuni cat e using a TN5250 data flow and the applet process is
operable to provide a 5250 type term nal session. 34. A web browser

term nal enulator for connecting a client systemto a | egacy host system
conpri si ng: a client thread executing under a server on a server

system the client thread operable to communicate with a | egacy host
system acfoss a first persistent connec- tion; and

ABSTRACT

A computer network enviroament (10) allowing connection
of a cliept system (36) to a legacy host system (18.19) using
a server (26) is provided. The computer netweork environ-
roent’ (10) includes a legacy host system (18.19) having
TCP/IP counectivity. The legacy host system (18.19) is
operable to support a terminal session for access to the
legacy host system (18.19). The comptter network environ-
ment (10) also includes a server system (24) cxccuting 2
client thread (28) under a scrver (26). The client thread (28)
is operable to communicate with the legacy host system
(18.19) acxross a pexsistent TCP/IP socket connection (38).
The computer network environment (10) further includes a
client systam (36) executing an applet process (42) under a
web browser (38). The applet process (42) is operable to
communicate with the client thread (28) across ancther
persistent TCP/TIP socket conncction (44) and is operable to
provide a tcrminal session to a user of the client system (36).
This terminal session is supported by a pexsistent connection
allowing real-time bidirectional communication with the
legacy host system (18.19).
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{§7) Abstract

A computer network environment (10) allowing connection of a client system (36) to a legacy host system (18, 19) using a
web/emulator server (26) is provided. The computer network environment (10) includes a legacy host system (18, 19) having TCP/IP
connectivity. The legacy host system (18, 19) is operable to support a terminal session for access to the legacy host system (18, 19). The
computer network environment (10) also includes a server system (24) executing a client thread (28) under a web/emulator server (26).
The client thread (28) is operable to communicate with the legacy host system (18, 19) across a persistent TCP/IP socket connection (30).
The computer network environment (10) further includes a client system (36) executing an applet process (42) uader a web browser (38).
The applet process (42) is operable to communicate with the client thread (28) across another persistent TCP/IP socket connection (44) and
is operable to provide a terminat session to a user of the client system (36). This terminal session is supported by a persistent connection
allowing real-time bidirectional communication with the legacy host system (18, 19).
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" wherein the.client thread is 6perab|e to communicate usi ng an NVT data

. session. 35 A web browser termral emiator |BUMMSGE Ao BBl BB

SEess| on.
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under a server on a server——system the client t
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FOR PERSISTENT CONNECTION TO A LEGACY HOST SYSTEM
AND METHOD OF OPERATION

TECHNICAL FIELD OF THE INVENTIQN

This invention relates in general to the field of
electronic systems, and more partlcularly to a
"server and a web browser'terminal emulator for persistent
_conhection to a legacy host system and a method of
operation. ' '

BACKGROUND OF THE INVENTION

Many organizations operete computer network
.environments that include legacy host systems which_store
data and provide applications'important to the operétion |
of the organization. Such legacy host systems can -
include IBM mainframes (MVS, VM and VSE.environments),
IBM AS/400 systems and UNIX host systems.

It is desirable for such organizations to provide
connection to the legacy host systems through terminal
sessions.on distributed'client'systems such as personal
computers and computer workstations. . This c0nnection to
the legacy host system provides access for users of the
client systems to the data and appllcatlons on the-legacy
host system. These tetminal sessions can ihcludez3270,
5250, NVT and VT220 type terminal sessions. |

One conventional method for providing terminal
sessions is to execute a terminal emulatof application on
tHe client systems that connects directly to athost"
legacy system using a TCP/IP socket connection. ‘Another
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" wherein the client thread |sﬂgperable to connunlcaUQG ng a V1220 data
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conventional method is to provide connection through a
web browser applidation by translating-standard legacy
data flows into HTML pages. However, such conventional
web browser methods suffer from an inability to handle

5 real-time host updates to user screens as well as other
significant problems. For example, forms-based |
HTML/TN3270 packages are unéble to 6vercome_a range of-
problems assOciated.With common HTML implementations such'
as'real—time host updates to user screens or finding a

10 user's browser platform address on the network.

UMMARY THE INVENTION
In accordance with the present invention, a
server and a web browser terminal emulator for persistent
15 connection to a legacy host system and a method of
_éperation are prbvided that.substantially eliminate or
reduce disadvantages and problems associated With
previously developed methods. .
According to one aspect of the present invention, a
20 computer network envi:onment allowing connection of a
| client system to a legacy host-system using a
server is provided; The computer network environment
includes a legacy host system having TCP/IP connectivity.
The legacy host system is_operablelto support é te;minal

25 session for access to the legacy host system. The

computer network environment also includes a _ REPLACEMENISHgI

server system executing a client thread under a

server. The client thread'isldperable to - 1 3107~ W97

communicate with the legacy host system across a

30 persistent TCP/IP socket conne¢tion.. The computer - S .
network environment further includes a client system
executing an applet proéeSé'under a web browser; The
applet process is operable to,tommunicate with the client .
thread across another persistent TCP/IP socket connection
35 and is operable to provide a terminal session to a user
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6f the ¢lient system. This terminal seasion is supported
by a persistent connection allowing real-time
bidirectional communication_with the legacy host system.
According to another aspect of the present
invention, a server for providing a persistent connection
between a client system and a_légacy host syatem is
provided. The server includes a client thread operable
to communicate with a legacy host system across a
persistent TCP/IP socket connection. The server also
includes applet code operable to create an applet process
executing under a web brqwser on a client system. When

‘executed, the applet process is operable to communicate

with the client thread across another persistent TCP/IP
socket connection and to provide a terminal session to a
user of the client system. The web/server emulator is

-operable to download the applet code to a client system

in response to receiving a uniform resource locator
associated with the legacy host system. '
According to a further aspect of the present

‘invention, a method ia'prOVided for connecting a client

system to a legacy host system using a server. A uniform
resource locator associated with a legacy host system is
selected from a web browser executing on a client system.
The uniform resource locator is receivéd by a server
executing on a server.system. Executable code for an
applet process is then downloaded to the client system,
and the applet process is executed under the web browser
on thé client'system,' The applet process is connected to.

a client thread executing under the server via a

- persistent TCP/IP socket connection. The clieht thread

is connected to a legacy hoét_system associated with the
uniform resource locator via anotherlpersistent TCP/IP

socket connection. The client thfead and the legacy host
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