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*159159* - 1 TITLE OF THE | NVENTI ON PORTABLE
ELECTRONI C DEVI CE AND DATA PROCESSI NG METHOD

PORTABLE ELECTRONI C DEVI CE BACKGROUND OF THE INVENT

5 This invention relates to a portable electronic MWM|
device such as an IC card (a smartcard) that contains
an integrated circuit (I1C chip having a witable or
rewitable nonvol atile nennry'aﬂd CPU and perforns
vari ous processes based on commands supplied fromthe

10 exterior and a data grocessLng met hod in the
portable electronic déviEeCFREE ngﬁyENFépHards used

S ST By

§##% £APni cation interfaces.
The f%fca can’ process ac;ﬁérge anount of data in

conparison with a npgnetiuearé: fayi g @t yord
magnetic stripe as a data recording unit. Therefore,

various opgfat i g SN gWratd s dd peh arone d1Geaidhic
can be used for a plurality of services 20 (for
examue;idorswecicash gard, dd Carad,sprepaidi)caméit arthtains
poi nt card) can be realized. In the above IC card,

vari cus idetegridtens aisediiitn VAl cusisdrarices aame itelld e or
as applications corresponding to the respective

ser vixes: i tanl otriervalortdsl e ey cardl ih a5e e s

a plurality 25 of services by holding a plurallty of

app! i Cati Vs . PIe @RS e IR (SUHH iR FHP Sissh iffgm the

data i tens.
exterior and a data processing method in the portable

(I

*159159*

electronic device.

Recently, IC cards used as portable electronic
devices have become widespread. The IC card contains
an IC chip having a CPU, various memories and
communication interfaces. The IC card can process a
large amount of data in comparison with a magnetic card
having only a magnetic stripe as a data recording unit.
Therefore, various operating configurations in which
one IC card can be used for a plurality of services
(for example, for a cash card, ID card, prepaid card
and point card) can be realized. In the above IC card,
various data items used in various services are held as
applications corresponding to the respective services.
In other words, the IC card can be used for a plurality
of services by holding a plurality of applications.

For example, the technique for storing data items

of the abcve applications in a data memory of the IC

LT

*G00002*
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of the above applications in a data nenory of the IC
*@0002* - 2 cardin a file formis described in Jpn.
Pat. Appln. KOKAI Publication No. H3-224047. In the
data nenory of the IC card, various files
corresponding to a plurality of applications are
stored. The respective files in 5 the data nenory are
speci fied based on i dentificatien Tinformation of the
application or the like. That is, an external device

requests access to the specified file with resEgct t
the FE€r€ard By fdp&citPyngsS PEEREIPREatModPInf 6F tﬁBﬁ

f th I 10, Th f f th
gpp|ﬁ§5%&gﬁé% téggdppfgpeﬁﬁggsghpgﬁgt; BtHg tﬁgﬁewgmory of
many ,¢ases. in dwh i.gh;the %qqgs % @geg ﬁgg hreg % ?@%@allty

appllcatlon ey tén occur.

StOf%qea 1%%&%%% a%t@tb@ea pl %@I by peb cdivEf %q@s in

appllcat ns causes an 15 unfavorable state fromt

Vi ewp@icnty ef; Hﬁﬁm@ffbee@%ﬁc1Qﬁe@abésgan@ﬁeﬁaghLﬁ$d@ﬁtlon
as the saving of a data area, the efficiency of a

dat a iWFdate tpoeCcess thasspphaneatdbn o@nghst enkyg.i NThat is,
specified data itens of the respective applications

or the lexke)rna20 dBRIIEE SUMMARY sOBCTHEs|I NYENTEONpAgified
object of this invention is to provide a portable

el ectfridsi o7 idéviresreapaliioe the ilfprevidng vt keecéfitiieidency

of management of data stored in a nenory and a data

pr océ$$iINYg fisEid @ A tive MG Cab 1o é|h@ctarp@r%|l&azsof“

devi ce.
The specifications of the applications are

different from one another. However, many cases in
which the same data is required in each application may
often occur. It is considered that storage of the same
data in a plurality of different applications causes an
unfavorable state from the viewpoint of the efficiency
of data management (such as the saving of a data area,
the efficiency of a data update process, assurance of
consistency in specified data items of the respective
applications or the like).
BRIEF SUMMARY OF THE INVENTION

An object of this invention is to provide a
portable electronic device capable of improving the
efficiency of management of data stored in a memory and
a data processing method in the portable electronic
device.

According to one aspect of the present invention,

there is provided a portable electronic device which
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According to one aspect of the present invention,
there is provided a portable electronic device which 3
i ncludes a storage unit which stores a data file
having data of a record unit stored therein, a
comuni cation unit which comunicates data with an
external device, a determnatiaon unit which

det ermi nes whether a record 5 that 1s requested to be
accessed is shared data when a conmmand that requests
access to a specified record is received via the
conmuiriicdatdesn ausiter agivd Y& 1pr v&eéssi §§orahi ¢ @Rrentile having
accesses data of a shared destination of the record

baseékﬁﬁ-ﬁﬁférﬁﬁﬁogﬁ pﬁ&lCgFOﬁﬁdtﬁgegﬁépedalﬁommunlcatlon

destinat R ;8 dat a of. the record wh t
detern1nat|on§hn|”m3€ﬁ§F§FﬁegagﬁanﬁﬁeaPeEXt

Spechjéégimﬂ%%tﬁ ? %&q@a%%lk% %%% %%lgggawhéE%%Ed|ngeE%rd

anot her aspect e present invention, there is
provided a data RI0ees NG IRINRE s 1isn saarg@_et abk@ when =
el ectronic device which includes a storage unit which

St or esordairal téh GOMABHlcGAls QR déist toMai G ecammuenl e¢atesd is
data with an external device and a control unit which

per f arave iy edatva predee sommundlaadiing ustiar i Agda adatracessing
file having data of a record unit stored 20 therein in

t he strortagdr il taccasd ssagsitieg athe cotred! de@ﬁiitnattéon of the
determ ne whether a record that is requested to

acCcessEP % e @Yt QTS 1@ e driverd tmat t@@q&é@t@d
access to a specified recaord.is receive t he

by RN P BER A RS IR o R T g
deSt&p%&h%ﬁﬁgtt&@Lﬂ?%pk%€¥¥¥%%ég]eﬂﬁP&n%“f%cord specified

Srnal device, a

by the command is shared data.

According to another aspect of the present
invention, there is provided a data processing method
in a portable electronic device which includes a
storage unit which stores data, a communication unit
which communicates data with an external device and a
control unit which performs a data process, including
storing a data file having data of a record unit stored
therein in the storage unit, and causing the control
unit to determine whether a record that is requested to
be accessed is shared data when a command that requests
access to a specified record is received via the
communication unit and access data of a shared
destination of the record based on information
indicating the shared destination as data of the record

when it is determined in the above determination step
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i ndi cating the shared destination as data of the
record when it is determned in the above
determination step 4 that the record specified by the
conmand is shared data. Additional objects and

advant ages of the invention wll be set forth in the
description which follows, and 5 in part will be

obvi ous fromthe descriptionf‘oﬂ may be | earned by
practice of the invention. The objects and advantages
of the invention may be realized and obtained by
means TGt {THE ifRSOrEnSRe&Itiess Pandhec 6RBMARET dfsShared
particul arly pointed out hereinafter. 10 BRI EF
DESCRIPTI"ON OF THE SEVERAL VI EWS OF THE DRAW NG The

accompanyigfig, 4 g 0%, Wl Gh AL JNCAAYAL &¢ L d0dention

constitute a part of e speci i-on, I'ustrate
embodj;mants, Qfe o he devent o, nd . Legelhet Wit rflotlg%ws, and

general description given above and'the 15 detaile
descrirptdant Qfi 1ihe enlRdiom®Nts o eR BelsewiptSenvyeoirOomay be
explain the principles of the invention. FIG 1is a

di agnamarsehkemt ipgaldty cshed g ean nexatploe .of Thize objects and
configuration of a IC card system containing a IC

car d {dperttales elfedthreoniny eddnviicre ma 2@ caceerdizeg ttadone
enbodi nent of this invention. FIG 2 is a bl ock

di agrerhasicieshety dwlang siowihey 1ars t rewemplad 1¢fl eshand

har dware configuration of the ICcard. FIG 3.is a

di agreaRsie iRy SaP ki (& Tty e "EGE it &ErSr e ter -

flles Srpdila daa ey 280G i b AR Bhantws

The accompanying drawings, which are incorporated
in and constitute a part of the specification,
illustrate embodiments of the invention, and together
with the general description given above and the
detailed description of the embodiments given below,
serve to explain the principles of the invention.

FIG. 1 is a diagram schematically showing an
example of the configuration of a IC card system
containing a IC card (portable electronic device)
according to one embodiment of this invention.

FIG. 2 is a block diagram schematically showing an
example of the hardware configuration of the IC card.

FIG. 3 is a diagram showing an example of the
configuration of files stored in a data memory.

FIG. 4 is a diagram showing an example of a memory
map in the data memory with respect to the file

configuration example shown in FIG. 3.
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map in the data nenory with respect to the file
configuration exanple shown in FIG 3. 5 FIG 5is a
di agram showi ng an exanple of a format in DF
definition information. FIG 6 is a diagram show ng an
exanple of a format in EF definition information. 5
FIG 7 is a diagramshow ng an exanple of the
configuration of a data area of né EF defined by the
EF definition information. FIG 8A is a diagram

showi ng an exanple of the configuration of a data
area forned%f a record 2™ FHFILEI 88 X PdifaGiam format
show ng e of the configuration of a data area

| .
f or med’ o[)faknéj%?é%t&oﬁz.m_ @Ir@at_é@%i's a di agram showi ng
an exanpl eFdIQZ‘f:GtEbEJ.ISGCaogIL:a%UrraaI'I{: !S nOWq.fngaa ate%(a%{ %% fogrnplgle%ormat

of a recor a difagram’show ng an ex

of the gk oce%frf;ji%iroﬁlt |10/F Qi s6@Mand (shared data

setting comuand) that requests setting of shared

data. FIGprdd i5 & & agrAM-sNeAMAd AN Lxa1f & the
data wunit in a shared data setting command. FIG 11

I S a dbralAam=sion R an exanplre ol ft kee2@F defined by the
configuration of response data with respect to a

shar étf' ddetian igetdn ng fcomearnicen -FIG 12 is a di agram

showi ng an exanple of the configuration of a data

area of onI&F @ et et BARGr ars Hdreed rdated setanimg of the

process. 25 FIG 13 is a flowhart for illustrating
t he f3Ywiguration of a data area formed of a record RIl.

FIG. 8B is a diagram showing an example of the
configuration of a data area formed of a record R2.
FIG. 8C is a diagram showing an example of the
configuration of a data area formed of a record R3.

FIG. 9 is a diagram showing an example of the
configuration of a command (shared data setting
command) that requests setting of shared data.

FIG. 10 is a diagram showing an example of a data
unit in a shared data setting command.

FIG. 11 is a diagram showing an example of the
configuration of response data with respect to a shared
data setting command.

FIG. 12 is a diagram showing an example of the
configuration of a data area of one EF created by a
shared data setting process.

FIG. 13 is a flowchart for illustrating the flow
of a process (shared data setting process) when a

shared data setting command is received.
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of a process (shared data setting process) when a
shared data setting command is received. - 6 FIG 14
is a flomhart for illustrating the flow of a process
(shared data setting process) when a shared data
setting conmand is received. FIG 15 is a flowchart
for illustrating the flow 5 of a process (read
process) when the IC card receives a read conmand.
FIG 16 shows an exanple of a read conmand. FIG 17 is

a flowhart for illustrating the flow_ _of a process
(rewrite pridtedsd) heén tirwdleréart@ric lhacéirgédng the flow

rewite command. FI 18, shows an_ exanpl e of rewite
Commstid.® FHCEC=Fo (<04 51 2 am Gt Ao BaRBx Nl o0t °
t he onfi guration.of. a record when t . red

dest iS%a rie(?g dral § ssfg%%getfoé‘)%‘aglge l(;%f s %rlg’ %desti nation

i nfor mat i %61.5 eonfd gured, by, 5, 0F m"l,lu"sf%g;alt%gar&%e flow

"record n er". FIG 20 1s a flowhart

i1l usder at i dhe flWq frRd0Ce$2 0k nepeei kyirdd raceives
record of a shared destination when the state

i dentdddercdadmand.o- be- processed record is "shared".

20 DETAI LED DESCRI PTION OF THE | NVENTION There wil |

now be desciG .beik ertbodi rentes<aifpliche f pr esent domremid.on
wth reference to the acconpanying drawings. FIG 1
schemat i caf1G- shbviss an fekarplar toffqthe 11asptrating the flow

configuration of an I1C card (a smartcard) system
of a process (rewrite process) when the IC card

recelves a rewrite command.

FIG. 18 shows an example of a rewrite command.

FIG. 19 is a diagram showing an example of the
configuration of a record when the shared destination
is specified by use of shared destination information
configured by “DF name”, “EF-ID” and “record number”.

FIG. 20 is a flowchart for illustrating the flow
of a process of specifying a record of a shared
destination when the state identifier of a to-be-
processed record is “shared”.

DETAILED DESCRIPTION OF THE INVENTION

There will now be described embodiments of the
present invention with reference to the accompanying
drawings.

FIG. 1 schematically shows an example of the
configuration of an IC card (a smartcard) system
containing an IC card (portable electronic device) 1

according to one embodiment of this invention.
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containing an IC card (portable electronic device) 1
according to one enbodi nent of this invention. 7 As

shown in FIG 1, the present I C card system includes

an information center 2, conmunication network 3, PC

4, reader/witer 5 and the |like. The information

center 2 is connected to the PC 4 via the

communi cation 5 network 3. ThHe inférmation center 2 is

a server device that generally manages data utilized

in the present 1C card system In the IC card system

t he i nf or et iBWPWcem érl @ flundticomEeasng HosCadeyisystem
with respect to the PC 4. For example, the . .

CommiIC RS et ™ 516 C20 & dmun ORI B CAELRBr RETWOTk
such _as ublic telephone .network or .public, radi :
comrufﬂ ca P]dn rr?éatdlv(\%/orl/i.rl%?ﬁe SPEH%OitlsEear%lglgéct ffgr?i gn%ormatlon

Conp%kﬁﬁgﬁ“%h'@§cﬁn9§§ QQ@ELPQ%QU%%rA Eq% %Qe4cb%munication
to the

connecte reader/witer S. The PC 4 has a
functjaanafc B t rmapsniddd R a cormnd 4 0 tike ol Gegakd hevice
via the reader/witer 5 and a function of perform ng

vari aliat poressas hased<en data utaqdizéed ifir amet beels€nt IC
card 1. As shown in FIG 1, the PC 4 includes an

oper atdmy syatiem. 11, Irhare diGslcadd sy stidbD) th2, ikdyplromtd on

13 and 20 display 14. The operating unit 11 has a CPU

15, mEmorer 16 famdtidns lgke Mhise CRUITS iwWstd weisPediatto the
performs data processes such as operating processes..

The ABU45 58t formai i€ ddthe srooeres cadderdinfgwog ka3 1s 2

{J L g? rc(aog]%g{] 13}&}21'1519)%9 rEDeré/ W olrQ( | snt,lccI hu %ess aa pvl\l%rllgi cn % eqeerg?\r% e
network or public radioc communication network.

The PC 4 is an electronic computer such as a
personal computer. The PC 4 is connected to the
reader/writer 5. The PC 4 has a function of
transmitting a command to the IC card 1 via the
reader/writer 5 and a function of performing various
processes based on data received from the IC card 1.

As shown in FIG. 1, the PC 4 includes an operating
unit 11, hard disk drive (HDD) 12, keyboard 13 and
display 14.

The operating unit 11 has a CPU 15, memory 16 and
the like. The CPU 15 is a unit that performs data
processes such as operating processes. The CPU 15
performs a data process according to a program. The
memory 16 includes a working memory that temporarily
stores work data, a program memory in which programs

executed by the CPU 15 and control data are stored and
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stores work data, a program nmenory in which prograns
executed by the CPU 15 and control data are stored and

- 8 the like. Wth the above configuration, the

operating wunit 11 causes the CPU 15 to execute the
program stored in the nenory 16 to realize various
processes. The hard disk drive (HDD) 12 is a

rewitable 5 nonvolatile rrerﬁ)r)}3 with | arge capacity.

The HDD 12 functions as an auxiliary storage device.

For exanple, in the HDD 12, el ectronic data files 1, ,

2, 3,the likey o Widfo/ 8§ &PWc e firsAration FNBaLREGR 1Y
the electronic data fil tored in the HOD 12 can b
transtiit ed (GUT R ﬁt@el caflc? T heS etggelp/r\?/%irggr%tored

o undef e fantrol ¢ of, the aner allng i otLs The

unctions as an operating unit operat ed

by an opergior, 8fq thes PG A ve Thbdieyiboard 213 dys-iusef e

to pernmt the operator to input various operating
I NSt rAtyONs: i0re Gadndr yThE tH SRI@)e Hpb ity .a dingplHay 12

devi ce that displays various infornmation itens under

the cohmdolorof dhenrPG ki TEher yr eaderdowr idesrice i s Fair example,

interface device to communicate with the I1C card 1.

Fur t hier , thtehelDD eatlerd g ttimm i5° idntan féXtesr dal 2devdi.ce - - are

having an 20 internal nenory and communi cati on control

uni t Hoted sHoWwHCT ethel a4 t erP38 3 © o dhr e ronic

by an interface correspondi ng to the conmunicatian

SystEH T 16D T B A 627 £ R T £

lis contact . I.C car the reader/witer 5 jncludes

a con@_éectfg5c%rocilt]i oft & hat® i's"Phys iw(:ra]1tleyr ZSndmder tiitontrol

el ethgf Céllé yoﬁ%qge%nit 11. The keyboard 13 functions as
an operating unit operated by an operator of the PC 4.
The keyboard 13 is used to permit the operator to input
various operating instructions or data. The display 14
is a display device that displays various information
items under the control of the PC 4.

The reader/writer 5 is an interface device to
communicate with the IC card 1. Further, the
reader/writer 5 is an external device having an
internal memory and communication control unit (not
shown). The reader/writer 5 is configured by an
interface corresponding to the communication system of
the IC card 1. For example, if the IC card 1 is a
contact IC card, the reader/writer 5 includes a contact
portion that is physically and electrically connected

to the contact portion of the IC card 1. Further, 1if

the IC card 1 is a contactless IC card, the
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to the contact portion of the IC card 1. Further, if
the ICcard 1 is a contactless IC card, the 9
reader/witer 5 includes an antenna and contuni cati on
control unit used to carry out radi o comruni cation
with the IC card 1. The reader/witer 5 perforns
supply of power, supply of clocks, reset control and
5 transni ssion/reception of data with respect to the
IC card 1. The reader/witer 5 having the above
function erfor actlvatlon (start) of the I1C card
Tt 45 pralee

1, o GG " Bid P GETTH 16T Lo
respan to the tr sn1tted co nd,.under t he
contréfqnfg'é%lfhesﬁ Kt Y SY e%gﬁplecopmﬁnlcaLlon with

hard Zﬁ?Q&thﬁatl%%e rea%%%ﬁd% %%&d51€53f%§ﬂga%%% 1y of

V%en rece|V|ng power supply from't host devi ce

as the, wP&4§u(;q>1t>h%ﬂr eadRI/ W id8fe 5. cdfte 1Caeard 1 15
is activated et to an operable state). For exanple,

i f therdientiagdd ch has aptcor adt cammuiteatdedpfatnetd ame IC
that is, if the ICcard 1 is a contact IC card, the IC

card darid Isuppiteedasddr Avhel teperathaon ngowdre amdve functions
operation clock fromthe reader/witer 5 via the 20

cont aetr fpoms v tdy & icommiatiesdt)i ot ititeerifCaca@ rand i s
activated. If the IC card 1 has a contactl ess

C oMU A IoTe L Fruridt i Vo L Qufatcamiands el receatd on iof 2

a contactless IC card, the IC card 1 receives radio

waves” FTHH The 25 Ve dder Tt 160 5 R theGiftferdis &r@trol
of the PC 4.

Next, an example of the hardware configuration of
the IC card 1 is explained.

When receiving power supply from the host device
such as the PC 4 via the reader/writer 5, the IC cafd 1
is activated (set to an operable state). For example,
if the IC card 1 has a contact communication function,
that is, 1if the IC card 1 is a contact IC card, the IC
card 1 is supplied with the operation power and
operation clock from the reader/writer 5 via the
contact portion as a communication interface and 1is
activated.

If the IC card 1 has a contactless communication
function, that is, if the IC card 1 is a contactless IC
card, the IC card 1 receives radio waves from the
reader/writer 5 via the antenna and
modulation/demodulation circuit as a communication

interface, creates operation power and operation clock
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nodul ati on/ denodul ation circuit as a conmmuni cation -
interface, creates operation power and operation clock
10 by neans of a power source unit (not shown) based
on the radio waves and is activated. FIG 2 is a

bl ock di agram schematically show ng an exanple of the
hardware configuration of the IC card 1 5 according

to this enbodiment. The 1C cardii contains a nodule M
in a casing that configures a main body B. The nodul e
Mis integrally formed with one or plural 1C c¢chips g
and &Y dsmiicCatt GIPYER SNAICS MOt 468 Y( SBRifGN] E3EREn O

unit)_,10 cagpnect ed to each ot r%er %nd is enbedded in
the ndlh “Hody "BY6H & '€ &td £ Further, as shown

o475 T U 55 St S i o

CPU (contr enen

MENDIyy 23,1 PIRIHB HEHN M 24 A £OIRRICatH @M eURict card 1
25. In the 15 configuration exanpl'e of FIG 2, a

magnetd o &lirPe 2 hils pdideataon the main body B.

The control elenent 21 controls the whole portion of

the |1 C carthel.1Thea£PU 2oritsa ioperatedidased ion aa casing that
control program and control data stored in the program

20 menorii Rhreanch detia ey \B .22 The mealuileze Warsi dudegrally
functions. For exanple, the CPU 21 executes a program

of t heowprest atlitiy asiyes tamtlo gedr 167 e B5asi @N6pér at i on
control process of the IC card 1. Further, the CPU 21 |
exec TFEHH SHipi e &% G o grdrR idéi e s|FHd Y 490 te unit)

25 Fugéﬁﬁg%égdlggléﬁ%ﬁiéghég gggaf;:é%gé%&g&({ﬁx¥ggmﬁyin
body B of the IC card 1. Further, as shown in FIG. 2,
the module M of the IC card 1 includes a CPU (control
element) 21, data memory 22, working memory 23, program
memory 24 and communication unit 25. In the
configuration example of FIG. 2, a magnetic stripe 20
is provided on the main body B.

The control element 21 controls the whole portion
of the IC card 1. The CPU 21 is operated based on a
control program and control data stored in the program
memory 24 and data memory 22 to realize various
functions. For example, the CPU 21 executes a program
of the operating system to perform a basic operation
control process of the IC card 1. Further, the CPU 21
executes an application program corresponding to the
purpose of utilization of the IC card 1 to perform
various operation control processes corresponding to

operational configurations of the IC card 1.
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vari ous operation control processes corresponding to
operational configurations of the ICcard 1. - L1 For
exanpl e, the data nenory 22 is configured by a data
witable and rewitable nonvolatile nmenory such as a
flash ROM or an electrically erasabl e programmbl e
read-only menory (EEPROM). Control prograns or various
5 data itens corresponding to op%rafion appl i cations
of thelCcard 1 are witten to the data nenory 22.
In the data nenory 22, various files carresponding to
the speciffic&5BwisH (he IFetéargm™Prar & 2défi redtdqgred by a
various data itens are metteq to the a?oYe files,

© dar4

An
exampié 210 df AHE FiMfed €t dréd Pn PRSCAAEA eGPy “32 1P as
IS d%?%ﬁ%%%deMa%%raﬁT% %g%%ﬁbgq+nEg?E%E%§elﬁé%gfﬁmggble

vol at’i I'e "menory such as e Wor Ki ng

alsoz%%gf&ﬁﬁgsnéﬁf%y Q%ﬁﬁ%&»@hatc% qg%ﬁabkbﬁrFE%r%§ various

dat a 'S "now processed by the CPU 21.” For

examp| 8.z IiMmRlg QR sJdii6Rt itRY oblke a@RRM GabileR a8 oas of
file set in a current  state is also stored in the

wor Kidrge nenmyar 23, akke Wriaglcamie by d24 ai metiory 22. In
nonvol atile nmenory such as a mask ROMin which a

cont ridle praagr ammany ant nelr i2@isddtid esr eoprevicounslipg to the
stored. The program nmenory 24 is incorporated in the

| C carmkcl fMidtat itdne cforithreolIreggicarh age geitingld gada various
stored therein at the manufacturing stage of the IC

car d.datife IEERT G1F DrogridRTor Cdher gPOVEatd 1§or ey Fxample

Lhe progan T 24 L5 4000 { oSO LoL 25 1S PRLE ive
later.

The working memory 23 is a volatile memory such as
a RAM. The working memory 23 also functions as a
buffer that temporarily stores data that is now
processed by the CPU 21. For example, information
indicating the application or a file set in a current
state is also stored in the working memory 23.

The program memory 24 is a nonvolatile memory such
as a mask ROM in which a control program and control
data are previously stored. The program memory 24 1is
incorporated in the IC card 1 with the control program
or control data stored therein at the manufacturing
stage of the IC card. The control program or control
data stored in the program memory 24 is used to control
the basic operation of the IC card and is previously
incorporated according to the specification of the IC

card 1.



10

15

20

25

i ncorporated according to the specification of the IC
card 1. 12 The communication unit 25 is an interface
that conmunicates with the PC 4 via the reader/witer
5. If the lCcard 1 is realized as a contact |IC card,
the communication unit 25 is configured by a

communi cation 5 control unit and contact portion that
are physically and eIectricéII%zcoﬁnected with the
reader/witer 5 to transmt and receive a signal.

Further, if the ICcard 1 is realized as a
cont act | eS9'9 CEEI 1 Gt Comdrti Cat iten aniin teg fage that

configured by a co ni_cation B 10 control unit, such a

2 oA GPdaToAU &t (TG it Gt that GAFFIdE ot o 1F
radl%ﬁﬁp Qﬁ%a ﬁoqgmr%glgg%dr%%d%rQ%%%%%Q %CaQ%r%U the
antenna that transmits an recéi ves radi o waves.

hbXt’c%ﬂﬁiﬁﬂéa S 5t ad g@ the data R %22 ¥ fmullcation

expl ai is a diagram schematically show ng

an el o itthe rconfdgwat intafort ke l.ee pPhasadally
in the data nenory 22. In Fl 3, an exanple of the

conf iy afliett rafcaa 1 2@ pinwadldd wiah fiheesdagestivatiter 5 to

information itenms associated with a plurality of

appl itcadrisons arel steareddre iss sshymani.. Tharftilegs, 1f the IC card
configuration shown in FIG 3 is based on itens

def i Med Hyrda8FA<ECESL G £ontmatieds |1€ gt glreat i on

shown in FIG 3, various files defined by 25 , ,

| SO | FCF8I6-S4 Ty andged iF §Ctr¥féé3"srter%¥iyur3e FBEHnLrcation

control unit such as a modulation/demodulation circuit
that carries out radio communication with the
reader/writer 5 and an antenna that transmits and
receives radio waves.

Next, the files stored in the data memory 22 are
explained.

FIG. 3 is a diagram schematically showing an
example of the configuration of the files stored in the
data memory 22.

In FIG. 3, an example of the configuration of a
plurality of files in which information items
associated with a plurality of applications are stored
is shown. The file configuration shown in FIG. 3 1s
based on items defined by ISO/IEC7816-4. In the file
configuration shown in FIG. 3, various files defined by
ISO/IEC7816-4 are managed in a tree structure form.

As shown in FIG. 3, in the data memofy 22, a

plurality of files having a hierarchical structure
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As shown in FIG 3, in the data nenory 22, a
plurality of files having a hierarchical structure 13
formed of a master file (MF), dedicated files (DFs)
and elenentary files (EFs) are defined. In the
exanple shown in FIG 3, in a hierarchy next to a
master file (M) 31 of the hi ghest hi erarchy, a first
EF (key EF) 5 32, first DF (DFl}>33] second DF (DF2)
34 and third DF (DF3) 35 are provi ded As the

subor di nat es of the first DF

EF
(EFl fprmsst G tahénaeee ardlea ( y%éonaleeeceEeP f 53? 6PFS and
t DFlI t hi h
pe 1 o SBAhACaE of THG 50 SEEbRAUDR (D2 " 34c aTE1e
First %F (qFZE;%5 OHDtQEhQF%aI%%g %e§%Cdi Eﬁasﬁgr file

(EF2- ﬂ t'he 2 are resent n the hierarc
next @M?tiyﬁ Qﬁztﬁgh%l%%e%¥'H%éf%%%%@d bnfﬁﬁ%thb@hQ§Ey EF)

position in the file structure for "various fil

storeg i reithe dat aprhS MO 224 Dre (@gove 3@F3m(:lDEﬂa,1rd DF
DF2, DF3) are provided in correspondence to the

respedsile HppldecatdnsiedEachs DRef ywnbbiransaassaof the

fol der corresponding to each application. Therefore,

DFs ofi s tnuifbefDEIor riespendiingt 6 diflledst 3thefnthsePFl and
of applications are defined in 20 the data nenory 22.

Each EF g% ddt al Bi1e )t 3 stdr éheadtfdalt r@aPaeSthat 1ns the

each of the EFs that are the  subordinates of the DF
st or €5 YARE U 5 ttchet“ea&ﬂ caﬁsoﬁh(’?orsﬁé@ﬁgﬁﬂ‘laﬁﬁst gf the

the ML 22 Gy Bercs the W 31| Tho Moy EF 0F2
32 Shﬂ%? drgecond EF (EF2-2) 39 of the DF2 are present in
the hierarchy next to the DF2.

The MF 31 is located in the highest position in
the file structure for various files stored in the data
memory 22. The above DFs (D¥Fl, DF2, DF3) are provided
in correspondence to the respective applications. Each
DF functions as a folder corresponding to each
application. Therefore, DFs of a number corresponding
to at least the number of applications are defined in
the data memory 22. Each EF is a data file to store
actual data. That is, each of the EFs that are the
subordinates of the DF stores data used in the
application corresponding to the DF. As shown in
FIG. 3, the EF can be provided in the hierarchy
directly below the MF 31. The key EF 32 shown in
FIG. 3 is a data file to store a key (key information)

used to set up the access right.
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FIG 3 is a data file to store a key (key information)
used to set up the access right. 14 As an exanple of

the application corresponding to the DF, an

application for a corporation X, an application for a
corporation A and an application for a corporation B

are assuned. For exanple, in the file 5 configuration
shown in FIG 3, it is assuned that”the DF1, DF2 and

DF3 are respectively provided for the application for
corporatiqgn X, the application for 6 corporation A and

t he appli@ét@&neﬁSPPgSrﬁ r&%ﬁoﬁPB}lCFHlPHi§065§§P08§%89 to
used _in e application.for .10 corporation X S stored

T M L RS2 ST R o

Furt . sed i Licati f I

A EF3ia s Erb 1 Tahd T oEEs s PHo M RBYChor BPRaras of o
the QFZ. Next.;data anpageawAbqdl nf eLratikanshB, the datarile
15 menory 22 is explained. FIG 4 is a diagram show ng

an examzliguehtaorerBbyn ARPFIG .t Re dat asmessLMed2tWeththe
respect to the file configuration exanple shown in

FI G D3.1,A®rshewa iDF3 Bk@ réspactantigl pregiderd2Zar the
directory region 22b, 20 area group region 22c and
spacepprégicernt 122d fare cpreeirdédoni K, t heedavalieabipn22or

In the control region 22a, control information to.
manage ratra ts ooy éd aind the gaPaicrerery [27 icerspspédon B-
In the directory region 22b, . definitiqn i nf.ormat i on

of eddh HiliSe CEBE - afid tBFYSES 28 &6r 68P PﬁaFHQHQEQ§

grou%c&%gm%%i%%px q%t%t%E%%sin EFl-1 and EF1-2 as the

subordinates of the DF1l. Further, data used in the
application for corporation A is stored in EF2-1 and
EF2-2 as the subordinates of the DF2.

Next, data management information in the data
memory 22 is explained.

FIG. 4 is a diagram showing an example of a memory
map in the data memory 22 with respect to the file
configuration example shown in FIG. 3. As shown in
FIG. 4, a control region 22a, directory region 22b,
area group region 22c and space region 22d are provided
in the data memory 22. 1In the control region 22a,
control information to manage data stored in the data
memory 22 is stored. In the directory region 22b,
definition information of each file (DF and EF) 1is
stored. In the area group region 22c, data areas
defined by definition information items of the

respective EFs (that 1is data areas of the respective
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defined by definition information itens of the
respective EFs (that is data areas of the respective -
15 EFs) are provided. The space region 22d is an

unused storage region. The space region 22d is a

region adequately used as the directory region 22b or
area group region 22c according to addition of a

file. 5 1n the exanple shown in £1G 4, definition
information itenms 41 to 47 for the key EF, DF1l, DF2,

DF3, EF1-1, EF1-2, EF2-1, EF2-2 are storeg i.n.the q
di r eGEGry 3rEgPIR 2569 - Dat BSaPBAS Sof PR8N 6€Fedfi R BRESS
defined by definition.infqormati I, i,n.th :
diregggFf FeéﬁgﬁOQZb gbg % g%ﬁdgggﬁégrgéda%%agg%%gﬁon
regi w P r, -the.are r r egi n2 [

o oUBST T et BF 6 hrch it bel Snge Nkt " 4Te
def i Ritd QN Heldfigmabi-on cics reXplaickedqdikiGn 55 s &ile.

di agram showi'ng an exanple of the 15 configuration of

a format imh Dhedefdafiplicons HonfrormateaIon. 4, Asieshiomn iiom

FIG 5, definition information itens (DF definition

i nf orimeid roma titto@ms ) e, 445 tc48 Toff oirhé her égepe €l vOFDEFS DF2,
are each configured by a file identifier portion 101,
DF ndits . pdittlidn EQL-2ac&éSs leordilricomirrg SZ@LEer tinofhe
103, access counter portion 104, DF priority setting
por t iBrF SIS YD Si9iRRér @t -nuiér seéefisngpSiti s5SPEGELve EES
DF i nherent information portion 107 and _check byte

por t iGit 168" b*rf’héir e G Nt S Eh T o S TE L 18t %&“&s 25
Lgenﬁifféégdéy“fé§f¥ﬁ“?§6”%AQJEQHJf%éddﬁ%F%%%e%ke%s%qoup

region 22c. Further, the area group region 22c is
grouped for each DF to which it belongs.

Next, DF definition information is explained.

FIG. 5 is a diagram showing an example of the
configuration of a format in DF definition information:

As shown in FIG. 5, definition information items
(DF definition information items) 42, 45, 48 of the
respective DFs are each configured by a file identifier
portion 101, DF name portion 102, access conditioning
portion 103, access counter portion 104, DF priority
setting portion 105, DF inherent number setting portion
106, DF inherent information portion 107 and check byte
portion 108.

The file identifier portion 101 stores
identification information (DF file identifier) used to
identify file types of the DFs. For example, the DF

file identifier is information added for each type of a
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identify file types of the DFs. For exanple, the DF
file identifier is informati on added for each type of
a- 16 file as the OF. The DF nanme portion 102 stores
DF nanes added to the respective DFs. For exanple,
the DF nane is used as identification information
when the user identifies the OF, The access
conditioning 5 portion 103 stor%% i nformation
indicating the collation condition. The collation

condition is a condition required when a IS m
to afdder éSpbRai Af - OFTh?hQFag€@§sp865h?B féngFBHGiogﬁ

fgo[%%m%gf%%ﬁghlgnna ndlcatlngltheDgunbegoof aégggggsthe DF

ef S6FP€5¢éesses i s counte

each LI e ;aceess Ls lrdf%@l%ltquggqew ?ﬁ@B?HéFQoQthEHethe

DF p |or|ty settlng portion stores ormat 1 on

' nd' %%te'qufefrh%lrfr eQrich oFder 1ok hHheesgorpRaROREhAEgDF
in all of the DFs. The priority order 15 is previously

set fRrraach 1068 sthe cbF iinfherart cAUABER cagehli Be collation
portion 106 stores DF inherent nunbers attached to

t he respdactione DEse the 1Bk ionhewent tnonbeés BScondibeépn
i nformati on inherent to each DF created in the 1IC

car d reaahierd héeDF sics efsor msd maFer texanpbareaponhengQDE .
DF i nherent nunbers, formation nunbers attached ,
accorldieng ace sshe cwrder F ritéomatlifdn S6Preis| é8 fioﬁmé[tlloﬁ‘f
the DFs can be used. The DF i nherent |nforqa
por t IOV LEeF ISt e iIMfhETatifoR SORRESENt Ot §NEadh -oF The

The check byt portlon 108 stores a flI chec .
25 1Tﬂ¥ﬁ%q ‘e 3ﬁé%fmﬁ§ie 'S IOt i°6n © ac():hche § E% gEss is

made to a corresponding DF.

The DF priority setting portion 105 stores
information indicating the priority order of the
corresponding DF in all of the DFs. The priority order
is previously set for each DF. The DF inherent number
setting portion 106 stores DF inherent numbers attached
to the respective DFs. The DF inherent number is
number information inherent to each DF created in the
IC card 1 when the DF is formed. For example, as the
DF inherent numbers, formation numbers attached
according to the order of formation of files in all of
the DFs can be used. The DF inherent information
portion 107 stores information inherent to each DF.

The check byte portion 108 stores a file check byte.
The file check byte is information to check the
validity of data.

Next, EF definition information is explained.
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validity of data. Next, EF definition information is
explained. - 17 Each file has various file forns
corresponding to the structures of data itens stored.
For exanple, as the data structure stored in each EF,
a binary type (Transparent structure), record type
(Record structure) 5 and data o@'ect type (Tag Length
Val ue [TLV] structure) are provided. In this

enmbodi nent, it is assunmed that the EF is mainly a
record EF that stores record datg. In the record EF

various dat3&!} tieén€ JESHEYS | 1ae FOLBSd SehiEsPeRding to
this case, the explanatjon i.s nade faor .10 €
conf itglﬁ agﬁr%ec&e?ﬁplo 2 &eflftﬁimtsi SO Rfor rrtéjt?’iroﬁng“ple' as

the rt%ceo ra% t%F r_sff%u‘%g u?)séa g&lg% e%f itnh e aEE_ %%f, i %i toi i r y type

i nf ormation. i agram show ng an exanple 0

a format, , LOMIGUIALI QR )t he ER defiRiet (@R cord structure)
information. 15 As shown in FIG 6, each of the

def i nidd e td Pt itQpd t@ngy [hqgef vailtlieonTLYV] structure)
information itens) 41, 43, 44, 46, 47 of the

respentd wer SRsiddcl udes ha o idmbodidentt, f iier iportsismmed that
201, DF inherent nunber portion 202, EF-I1D portion

203, therdii isi ze ipdrt isorr e2@4,d EeC ding: t26 tpuretserr gsemd ¢t a -
205, data area head address portion 206, security
condi 1 diiengrasrd iF 20 L sk idg eperifitssisgi® stored 1n a

information portion 208, sharing-tine security .
condi 19 4 iformat i'6h o i%ﬁezw%nc?’%?ﬁr@aétﬁﬁ“e is made for

Egr ti t ne 2c]'oori f i2g5u rTa ei of nI Ieex <31imdpelnet iof f e fpl%ritti i Zi(l)’l:lf osrtm%rtei% n of
the record EF as an example of the EF definition
information.

FIG. 6 is a diagram showing an example of a format
configuration in the EF definition information.

As shown in FIG. 6, each of the definition
information items (EF definition information items) 41,
43, 44, 46, 47 of the respective EFs includes a file
identifier portion 201, DF inherent number portion 202,
EF-ID portion 203, record size portion 204, record
number portion 205, data area head address portion 206,
security conditioning portion 207, sharing permission
information portion 208, sharing-time security
condition information portion 209 and check byte
portion 210.

The file identifier portion 201 stores EF
identification information (EF file identifier) to

identify file types of the EFs. The EF file identifier



identification information (EF file identifier) to
identify file types of the EFs. The EF file identifier
18 is unique information for each file type as each
EF. The DF i nherent nunber portion 202 stores DF
i nherent nunbers each used to identify a DF to which
the EF belongs. The DF inherent nunber corresponds to
a DF 5 inherent nunmber stored i hth& DF inherent
nunber portion 106 and contained in the DF definition
i nformati on. The EF-1D portion 203 stores EF-1D as
i dentdis IS ISRt frofRded tio S deREi By EREN EF.
EF. EF-1D is identification infor i,on i nherent .t
each M6 EF. THE Fétord™itte pﬁcfr“tlioélgaéﬁS§f>5re§s%?e&8g8rent
size _information indjcati. c [ -
EF. 'Irhuemberrescoera&%mfrf‘r.%g;r %%orl{%il%gtrgqg S%S%E?gé ?@ég&dkﬁg EF
numbgl. ) J P Or Mt o e NAieatd R e e cord Ehes @b a pr
the EF. The data area head address portion 206 stores
5 a headhnb-addressof dthe Ldatia anea pas ithe rehd mukbe r
data nenory 22. The security conditioning portion 207
storgsorx i ondid ion (eldaatieen icondiet iDan)derfaquitriect t o
access the EF. The sharing perm ssion information
por t i ionf 20 120 rst orkee (HH-Orimatdan dondiCGatsitog esh&ifi-Ag as
perm ssion or prohibition. The sharing-tine security
condi tdeort 1 § ifadrireat ilorf poratiiom 209 vdidsiced ca icendiitivorrhe EF.
(collation condition) required for accessing the EF
when &l EF § s dHarfelfa TR HEE Y€ Tportisoir '216° each
store 8 file check, 25 beyte t.o chez%kqt e validit dof .
aII dat gtreer%oroq; ﬁ:lhze portlon stores recor slize

information indicating the record size of the EF. The

10

record number portion 205 stores record number
information indicating the record number of the EF.
The data area head address portion 206 stores a head

15 address of the data area as the EF in the data memory
22.

The security conditioning portion 207 stores a

condition (collation condition) required to access the
EF. The sharing permission information portion 208

20 stores information indicating sharing permission or
prohibition. The sharing-time security condition
information portion 209 stores a condition (collation
condition) required for accessing the EF when the EF is
shared. The check byte portion 210 stores a file check

25 byte to check the validity of all of data items of the
EF.

Next, the record structure of the data area of the
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EF. Next, the record structure of the data area of the
19 EF defined by the above EF definition information

is explained. FIG 7 is a diagram showi ng an exanpl e

of the configuration of the data area of one EF

defined by the 5 EF definition information. For

exanpl e, data areas 51, 52, 54, 55 of EFl-I, EF1-2,
EF2-1, EF2-2 have the format™ coh igurations as shown

in FIG 7. As shown in FIG 7, in each EF data area

a data format of a record unit is defined. .Thus,

pl ur &5 OF fofedatty itEme POVEc SF dSF L La 1P8c 4 O&ﬁ@ﬁlon is

can be ﬁfpred in each EF data area. As shown in FIG
7. SR YECE Y includes a state |dent|f|er 301, data

length 30Z,; data 135035[ adldagfalme SHREK P efiﬁ%oﬂen 023G

record, the above tens are sequenti a

Wi tten ek P& tthrée Strat & dedentd finer E%Oldeefrqued by the
data | engt 302 are witten with preset size. The data

303 iy data widihb A he dangtch dondi cat ed by the data
l ength 302. The state identifier 301 is information

used to 2hi derdngdle t hiatsd atreeanf 31he T2cdrdd. SHhatf iBfl-1,
the state identifier 301 becones information

i ndi daRtli+ig "HERWt tERY -3 feed dthel f caftadr e regertd dns as
formed (initial state). Further, when data is witten

to tHéowredsr &1 G -he -st ftse Sttt iifi drLB01 becoesh EF data

i nformation 25 indicating "already witten". Wen EP
recoradfS§d §bt ata format of a record unit 1s define

Thus,
a plurality of data items (records) of a record unit
can be stored in each EF data area. As shown in

FIG. 7, each record includes a state identifier 301,
data length 302, data 303 and file check byte 304. 1In
each record, the above data items are sequentially
written. For example, the state identifier 301 and
data length 302 are written with preset size. The data
303 is data with the length indicated by the data
length 302.

The state identifier 301 is information used to
identify the state of the record. That 1is, the state
identifier 301 becomes information indicating
“unwritten” immediately after the record is formed
(initial state). Further, when data is written to the
record, the state identifier 301 becomes information
indicating “already written”. When the record is set

to be shared, the state identifier 301 becomes

information indicating “shared”.



to be shared, the state identifier 301 becones
information indicating "shared". 20 The data |ength
302 is information indicating the length of the data
303. For exanple, the data length 302 becones

i nformati on indicating zero (0) when the state
identifier 301 becones information indicating 5
"unwritten" (when the data 303 #8 not present). The
data | ength 302 becones information indicating the

Iength of the data 303 when the state identifier 301
is "alreddif WAt &PNIthe ldat'® I'eiGIH 2302 pedbies ting the

f t d t | th of f t 10
oo el s e o Lo on 10,
f t d d t t
ot or e 7 T 20E e et PR AT (M, By Bne
is “"shar eqlden-@'}%l%qt & 303 Leqees ACl 4l At @ nidiselfing

in the 15 record when the state identifier 301 is
"al reagdyy r Wddd-en'whdriurdiehatthg odatia 303 heem@s ). The
information indi cati ng the shared destination V\,hen
t he state 1drdgi iFoenadhdedores ratfienTdtidicating the
indicating "shared". As will be described later in
det ailgndtte dftoraratdten 2B iwidircdthieng tadte skmrgd fier 301 is
destination is information indicating the head
addr essl tfadshevrigdemd’ -of Tife dstiar d@ndddstiMatiesPmss
shared destination informtion used to pemoéy

m%§§on

r ecorid Gt riae Ah &gt desitihdtiot e Hx

0 FI G f%éié%tldlag%|gfggmg 1naé?gyn¥lléﬁ &eg%lnatlon)

15

20

25

since information indicating the shared destination is
stored in the data 303 when the state identifier 301 is
“shared”.

The data 303 becomes actual data itself in the
record when the state identifier 301 is “already
written”. Further, the data 303 becomes information
indicating the shared destination when the state
identifier 301 becomes information indicating “shared”.
As will be described later in detail, the information
indicating the shared destination is information
indicating the head address of the record of the shared
destination or shared destination information used to
specify a record of the shared destination, for
example.

FIG. 8A is a diagram showing an example of the
configuration of a data area formed of a record RI.

FIG. 8B is a diagram showing an example of the
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configuration of a data area forned of a record RI.
FIG 8B is a diagram show ng an exanple of the 21
configuration of a data area forned of a record R2.
FIG 8C is a diagramshow ng an exanple of the
configuration of a data area forned of a record R3. In
the records (R, R2, R3) shown '&n FIGS. 8A, 8B 5 and
8C, the state identifier 3017i s#nformation

indicating "already witten" and the data | ength 302
is information indicting the Ien%th of tgi data 303 )
f ol | G AHFerdart &f. BFdPReP ofn TPERGPJORLE &EE8ERL R -

i nformati on configured hy an account i nfornmati .
i denti fi _erF,I%cgqu S % "ory Oé“ﬁé‘tgh_aélngxgglgg%nt]oq the
Infoﬂﬁﬁ*ff”]fgﬁfg% %&daﬁ%%Q%tb%e%t%b@%eg”%%F .E%%%rd R3.
conf iGured by a agneti ¢ stripe “data identifier,

magnetic stripne qaet@o,{jcﬁglgm,a@ magnetdiG st ridper1@at.asa, 88

value are stored as the data 303. In record R2, 15
hol def$ drame Hfaramt i:erganficguned by arfelrder'isn

name information identifier, holder's nane

i nf orimatiicn i dengtihr ity haliderers’ rane tihe stagred eagthh802 is

data 303. In record R3, validity period information

conf iigurcedhddyl een iveddiadiitng pevel debriadéntaff itdre, dedla dioLy

period Iength and 20 validity period is stored as the

dat a B0B.owiNexttheseaa iRy -of EHdh&d (ddtha Hes b Ifdirnégcount

The IC card 1 perforns various processes accf?Prdi ng to

CcomMEHHEC Fam $he FERERTISH iYerd™s.2 Y etV 50g B T he

shared data,, the |IC card .1 perfaqr.ns shaned data 2
€ a,. . ¢

set t | M Priocess aaccccocf'lﬂﬁwgqugor naqcl st i qacohn n(:ng’raa i 3;)n
information value and magnetic stripe information
configured by a magnetic stripe data identifier,
magnetic stripe data length and magnetic stripe data
value are stored as the data 303. 1In record RZ,
holder’s name information configured by a holder’s name
information identifier, holder’s name information
length and holder’s name is stored as the data 303. 1In
record R3, validity period information configured by a
validity period identifier, validity period length and
validity period is stored as the data 303.

Next, setting of shared data is explained.

The IC card 1 performs various processes according
to commands from the reader/writer 5. For setting of
the shared data, the IC card 1 performs a shared data
setting process according to an instruction (command)

from the reader/writer 5.

FIG. 9 is a diagram showing an example of the
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fromthe reader/witer 5. FIG 9 is a di agram show ng
an exanple of the 22 configuration of a conmand
(shared data setting conmand) that requests setting
of shared data. As shown in FIG 9, a shared data
setting command 400 includes a conmand header portion
401, Lc portion 5 406 and data_portion 407. Further,
t he conmand header portion 401 £ configured by a CLA
portion 402, INS portion 403, P1 portion 404 and P2
portion 405. The conmmand header portion 401 is
coan@@ﬁé@UEﬁtﬂﬁPopﬁaﬁl ﬁm“@ﬁaléﬁ ?ﬁﬁdtﬂﬁFatﬁétEéﬁﬁand
is a _conman ta settln mmand.. |n_th

528 Flgng%ta'

por t CORT£GS aﬁ tN§e§‘8FF SnS%63109; ﬁFom °
| ndi cating, that, 1he f XRe ofg gmn%at% s%tscq%rge@ommand

dat a settlng “conmand i's sto(e par aneters

when e ;commmnd 'Sc%%ﬁ%%ﬁeﬂeéﬁ%rsb%W%QOhn4bhe Ek D%QQ1on
P2 portions. Infornatlon indicating the length of

t he @Qkﬁa?@f@bQ% Qftiisnstiored Wﬁr&h@rbctﬁ@rbb&ﬁanbnheader
the data portion 407, data used to formshared data

i s stradorFld@Gl 16 ic®nd idivagramys kowiLag pant iexadplze ANS

the data portion 407 in the shared data setting

conmared t4QG. 403 ,t e exarploa gifdwanidn PRI @ort@on2@05. The
"EF-1D of to-be-set EF', "DF name to which shared EF

bel omgstnancEfReaDest pshdred BEL &ﬁdComééﬁwéeﬁbﬁbéﬁﬂép”matlon
shared EF" are stored in the data portion 407.

above NHGTTEG Siat ek &8RSEd l150 3 FEEYEY & \%‘ta setting

AN A L B T A
information indicating that the type of the command is
a shared data setting command is stored and parameters
used when the command is executed are stored in the P1
and P2 portions. Information indicating the length of
the data portion 407 is stored in the Lc portion.

In the data portion 407, data used to form shared
data is stored. FIG. 10 is a diagram showing an
example of the data portion 407 in the shared data
setting command 400. In the example shown in FIG. 10,
“EF-ID of to-be-set EF”, “DF name to which shared EF
belongs”, “EF-ID of shared EF” and “record number of
shared EF” are stored in the data portion 407. The
above information items are used to specify two records
to be shared. 1In the example shown in FIG. 10,
information required for commonly using (linking) a
record in an EF belonging to a certain DF (for example,

current DF) with a record in an EF belonging to an



record in an EF belonging to a certain DF (for
exanple, <current DF) with a record in an EF bel ongi ng
to an 23 - existing different DF is shown. In the
exanpl e shown in FIG 10, "to-be-set EF' is an EF
that stores a record to set sharing. That is, "EF-1D
of to-be-set EF' is EF-ID of an_EF that stores a 5
record to set sharing. "Shared € Ts an EF that
stores a record of a shared destination (that is, a

record to which a record _used \g}% set the sharing
r ef eSS TERG G ferBRthRfe 160 SWANER shared EF bel ongs”

|5 2.0 13 ol & 050 wlch o Srieed tacstare dhere 1.

10 recor stin bel origs.

shared ER' s E I D of .aa@eﬁﬁﬁgs% ggtsts%%ignae r%grcdis,

of the shared destination. cord nunber of “share

EF" g @ iecq d aurher of fvhe sshated destihngl @Radndiores a
i ndi cates a record nunber in an EF specified by "EF-1D

5 15 ofrcshaied EFRet \Whenimecei wishg relie eghared sdakd that
setting command 400 as shown in FIG 9, the CPU 21 of
t he Is€oxard al redetrer mfmes shhethiedetshe neariwand thetais, a
shared data setting command by neans of the conmand
headerequord iten wA0Lh I r2@oride uGRd 20 sttt hdel Chegriadl
determ nes that the received command is a shared data .,
set t iTRfacenmand R ifeandfofaffe toomhasd Feaged EF belongs
portion 401, it perforns a process (shared data c h
set t iy PridcdedE G folth g $hardd 2Ndata U5eSed o tore the
information of the data portion 407 in 25 the shared
. . . PVYEEFZID of
10 datarseecicﬁcﬂé) ¢ Stiitar aarsecgﬁ% tllnr?%li‘lo@ g ongs B0 o
shared EF” is EF-ID of an EF used to store the record
of the shared destination. “Record number of shared
EF” is a record number of the shared destination and
indicates a record number in an EF specified by “EF-ID
15 of shared EF”.
When receiving the shared data setting command 400
as shown in FIG. 9, the CPU 21 of the IC card 1
determines whether the command is a shared data setting
command by means of the command header portion 401. If
20 the CPU 21 of the IC card 1 determines that the
received command is a shared data setting command by
means of the command header portion 401, it performs a
process (shared data setting process) of forming shared
data based on information of the data portion 407 in
25 the shared data setting command as shown in FIG. 10.

Wnen the shared data setting process is completed, the

CPU 21 transmits the result of the process to the
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When the shared data setting process is conpleted, the
CPU 21 transmts the result of the process to the 24
reader/witer 5 as a response with respect to the
shared data setting conmmand 400. FIG 11 is a di agram
showi ng an exanple of the configuration of response
data 600 with respect to the 5 above command. In the
exanple shown in FIG 11, the r%%ponse data 600 is
configured by a first status code portion 601 and
second status code portion 602. For exanple
i nf oFREEPEA I AdPEari A§ FhESFBSUPE 8t tPheeSBR&LedCdhPE
process is stored in_t brst 10 status code

sett]
portlgg 661°98hd SEL5HE9sERIED oé@ portion 602 in
response Lol he shared 4aka seLhing £ommad alie of cne

Thus, in the reader/mw e aftr nsn1SS|o sour ce

of t%%n%agrg%tQ%ha o¥etLisngncenmand %@@,wwﬁﬁta%@p@etn@b the
the share ata setting process can be successfully 15

per f e idrkhRed.C gardnl eannbecdehewri Aedraccondi Nnghe
to the response data 600. FIG 12 is a diagram show ng

an exaploasef dhlte ecoonfiisguwattignretl a@ydat & iasea sehtasecode
EF created by the shared data setting process. 20 For
exanploest iich tie shar e¢ cdatia ssetttisngogeopess iohor02.  For
commonly using record R2 with another record with

r espectanrd & he ndatraagrioa dhndtise tERJs ewn Lies URIEGO £7 tihe
performed, a data area of the EF is set as shown in

FI G SPRredh dofie eeariplng SF6wsSisn i\ gtorsd ﬂﬁet§ﬁa€éff§

| dentsI faI eurs 3(:%]c'ie0fp orret%%rnd 6%21 IasndI Iye%rormdt Is%g tlunsdlc%%tel ?3 rtion

602 in response to the shared data setting command 400.
Thus, 1in the reader/writer 5 of a transmission source
of the shared data setting command 400, whether or not
the shared data setting process can be successfully.
performed in the IC card 1 can be determined according
to the response data 600.

FIG. 12 is a diagram showing an example of the
configuration of a data area of one EF created by the
shared data setting process.

For example, if the shared data setting process
for commonly using record R2 with another record with
respect to the data area of the EF shown in FIG. 7 is
performed, a data area of the EF 1s set as shown in
FIG. 12. 1In the example shown in FIG. 12, the state
identifier 301 of record R2 is information indicating
sharing and head address information of an area of the

shared destination is stored as information indicating
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sharing and head address information of an area of the
shared destination is stored as information indicating
25 the shared destination in the data 303. As a
result, when access is made to record R2 in the data
area of the EF shownh in FIG 12, the CPU 21

deterni nes whether record R2 is shared data based on
the state identifier 5 301. V%e25defernining t hat
record R2 is shared data, the CPU 21 refers to

address informatjon indicated b t he data 303 of
recoF@ethéﬁﬁda€€§§§@§tdﬁpalet%ﬁeda§ﬁa§83'deéﬁiﬁafFSHlt'

d f d R2. Next, [ . f th
'C CATE L oA E =10 B NeArETRES] BokRd 1epartor e Of
vari Qys, prOGESSes ;3C¢adi ng @ Vamh,ous %§QQQQQ§eEh@Eether
request accesses to the reédpective récords in the

above datay fid 6 { ERareiN@ar%abhaus 6eMmRds ake identifier
supplied to the 1C card 1 fromthe 15 external device

(readgry/ winreln) - hirg@xdmhet theor@ rearn@ khared data,
perforns a shared data setting process to share a

specitfieed A Car d d fle HsespORSiel riea sa isifared tdatha isetithngd by
command supplied fromthe external device

(r eaderd waittzer3)0 3.0 fFFuretdeard, RzhenkdCacared skspeleftar v ghe

20 process of reading data of a record of the shared

dest isfattiesh dasdorditi@nt ¢ sa deéad odormpard <t Rat- specifi es

a record set to be shared and supplied fromthe

external d&lce Y@t RrAITE9 S 00 s dit i6H S thétitc
card 1 per.for a process of rewiting data of a
recofﬁé%?%ﬁe$ﬁe shared destination to data specified

by a The IC card 1 performs various processes according
to various commands that request accesses to the
respective records in the above data file (EF). The
various commands are supplied to the IC card 1 from the
external device (reader/writer) 5. For example, the IC
card 1 performs a shared data setting process to share
a specified record in response to a shared data setting
command supplied from the external device
(reader/writer) 5. Further, the IC card 1 performs a
process of reading data of a record of the shared
destination according to a read command that specifies
a record set to be shared and supplied from the
external device (reader/writer) 5. In addition, the IC
card 1 performs a process of rewriting data of a record
of the shared destination to data specified by a
rewrite command according to the rewrite command of

data that specifies a record set to be shared and
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rewite cornmand according to the rewite conmand of
data that specifies a record set to be shared and - 26
supplied fromthe external device (reader/witer) 5.
Next, the shared data setting process, read process
and rewite process inthe ICcard 1 are explained in

detail. 5 First, the shared data setting process is
expl ained in detail. FIGS 13 affl 12 are flowcharts
for illustrating the flows of processes (shared data

setting processes) when a shared data setting command
i s reCERdRd Fran HhE rewedSSune@ Viirg (FRgder/writer) 5.
reader/witer 5 ysed as he external device supplie

a shared d¥t settd ny'® A5F TR RIOGEeS g Lo

specified record of a. specified.EF wt i ffer
oo TR Epd e R i ol B G e
t he sg]ﬂ; ! a ec}etgaqq 15 conmmand 400 via the

conmuni cl:dtdllrgeﬁ& unrft 25. The thus received conmand is

suppl i ed tp; the GBI Zhfroamdhe Lomuy gatdsdnid
25. The CPU 21 determ nes whether the cgﬁtrmnd is a

shar egkglat i set i ngewcomand by use of the CLA portion

402 and INS portion 403 in the command 20 header

portion 40lI@$. t he oimihd O 1 WWeTe det erad ni lnigistthatt ing

the received command is the shared data setting

conmarte 40w e hef GRYES Jrey f G sl dartocesss tgfing processes)

detecting "DF to which shared EF bel ongs" specified

by tH&HatR PorisbriAUF Bt HHY IRaFrEed Yata 25 et ng

o nd 4OPt(f§%g§v%£ggnhgi%¥%Q'tAr1gggé%r/writer 5 used as
the external device supplies a shared data setting
command 400 that shares a specified record of a
specified EF with a different record to the IC card 1.
Then, the IC card 1 receives the shared data setting
command 400 via the communication unit 25. The thus
received command is supplied to the CPU 21 from the
communication unit 25. The CPU 21 determines whether
the command is a shared data setting command by use of
the CLA portion 402 and INS portion 403 in the command
header portion 401 of the command 400.

When determining that the received command is the

shared data setting command 400, the CPU 21 performs a
process of detecting “DF to which shared EF belongs”
specified by the data portion 407 of the shared data
setting command 400 (steps S100 tc S104). In this

case, “DF to which shared EF belongs” is information

stored in the data portion 407 of the shared data
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case, "DF to which shared EF belongs" is information
stored in the data portion 407 of the shared data - 27
setting conmand 400. "DF to which shared EF bel ongs”
is a DF to which an EF used as a data file in which
the shared record is stored belongs. In this case, it
is assunmed that "DF to which shared EF belongs” is 5
speci fied by a DF nanme of the DFE/ That is, the CPU 21
sequentially reads respective definition infornation
items fromthe file definition information region

shomqtntlmgacomaﬂdeﬁ 08100) PF| -0 tihd FPeddadedi Rt Psﬁongs

i nf t t fi t 10 f t f .the
TR O STt el SpHl o el B e
deflnltlon i_nfornmat.i on i t _or

recor &s stﬁ% q?%%%ggeteQ%tt%%te%aé%ozht is

| f It IS djetermne ove rmnatlon sté

that 1 t IWH QN orsiat tr ES
in st e%%sﬁdé)t 1"“% UL S TS e B ordes to

step Q0 ds grextamadefd nidd gy i nformation. |f
it is detern1ne that the next definition information

is not presem {NOime strep 2SI uertthien IARU 2lhds respective
transmts an error response indicating that an error

has abfuinriedi dm itrhfe retrariech 20 adet & et tiheg forlecalss ing tion
the reader/witer 5 (step S103) and term nates the

pr es et prvdasy qeqgitdne F28nd e dint it - rff ot G G0 - IE
definition information of the DF (YES in step 5101),

the CP§ 2XRaYSAT R HeLHe Igmadr: dbt! & Hé’tDFﬂeoféﬂlﬁé&

\%. E;Rle bov.e ing? definition jnformation.is "DELO by 5p

determines whether next definition information is
present or not (step S102). If it is determined in the
above determination step that the next definition
information is present (YES in step S102), the CPU 21
returns the process to step S100 and reads next
definition information. If it is determined that the
next definition information is not present (NO in step
S102), the CPU 21 transmits an error response
indicating that an error has occurred in the shared
data setting process to the reader/writer 5 (step S103)
and terminates the present process.

If the read definition information is definition
information of the DF (YES in step S101), the CPU 21
determines whether or not the DF defined by the above
definition information is “DF to which shared EF
belongs” specified by the data portion 407 of the

shared data setting command 400 (step S104). In this
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bel ongs" specified by the data portion 407 of the
shared data setting command 400 (step S104). In this
28 - case, it is assuned that "DF to which shared EF
bel ongs"” is specified by the DF nane. Therefore, the
CPU 21 determ nes whether or not the DF nanme in the
read DF definition information incides with the DF 5
nane of "DF to which shared EF ggloﬁgs" speci fied by
the conmmand 400. If it is determned in the above
determ nation step that the DE of the rea

def i mAS%n itnfior Mesiv8Rd it&ahot PEh&ODENGFD BﬁaFSdV\EF ch

h EF be) " 104 th CPU 21

o e e g el BV 5" oEd oy carbShagpte, ©h
def f | h
agobgkther#gﬁ%%ﬁgh%%gpgptpﬁ%tb?hg%ﬁgtg%n?%eh?gédﬁBFthe

def i nidd pmd RformBtdi R iing trhe Dok i RE kR sWHii6R the DF
shared EF belongs” (YES in 15 step S104), the CPU 21

per f oldfe »MOrogess historhRgGed e Belonbererpeaumben by
of the DF in the working nenory 23 (step S105). That

is, thee CRUn2hextatacts the DF inherent nunber of the
read DF definition information. Wen extracting the

DF i nher entf nunbier ,detteermGPIY R 1 20 Heolag eheleDRrmination

i nherent nunber as identification information .

i ndi GRSy eF ttftff \MF ¢t $her €¢2FF Dbeldengs 't tlion tllﬁléomatlorl
wor ki hg nenory VWhen the DF inherent nunber of "

o W S-S Dire altinge s Bt ored o Eeneeugreng (N0 in

HEWDQ¥“33T”IQ% éﬂe CPU 21 returns the process to step S102
and detects next definition information.

If it is determined in the above determination
step that the DF of the read DF definition information
is the DF of “DF to which shared EF belongs” (YES in
step $104), the CPU 21 performs a process of storing
the DF inherent number of the DF in the working memory
23 (step S$105). That is, the CPU 21 extracts the DF
inherent number of the read DF definition information.
When extracting the DF inherent number, the CPU 21
holds the DF inherent number as identification
information indicating “DF to which shared EF belongs”
in the working memory 23.

When the DF inherent number of “DF to which shared
EF belongs” is stored in the working memory 23, the CPU
21 determines whether or not next definition
information is present in the file definition

information region 22b shown in FIG. 4 (step S$106). If
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25 21 determ nes whether or not next definition
information is present in the file definition

i nformati on region 22b shown in FIG 4 (step S106). If
29 it is determned that next definition information
is not present (NOin step S106), the CPU 21
transmts an error response i égcating that an error
has occurred in the shared dat@a setting process to
the reader/witer 5 5 (step S103) and ternminates the

process Further, if it is determ ned that next
defi At -6n FhEEFHREFOR RS “BFEs@ﬁFlPYESOPnlgfgﬁm%ib%? is

EL‘?eiﬁgglé%frsSﬁ‘? R ABE =Bef t APt 1 o PrF6omar] bhoTgmits an
read i st e piAT. §he; CBY 2 %Qagegﬁrg}@ bet BEE.fFeq in

not tﬁe rea I'nition rmation 1S nition

i nforpat kAR Est 8R-S$198) ¢ inkf pkbcbssdeberpbnedatibalwtheer s
read definition information is EF definition

i nf orleBEtboB16¥ESahn skepinSte8) ththprEPWs2]l detieeAknesif it
whet her or not the DF 15 i nherent nunber indicating a

DF t aswhechrannEB detitnedxtbyetheiEfFodefinfibtimanion is

i nformati on bel ongs coincides with the DF inherent
nunbereseored YEA thesworkBagomenbhy 28U h seegsSLDs next
(step S109). If it is determned in the above

det eFRifAattonNsteporRat iphe (BESPNA¢PENt ndikbékei Ae2d

the read EF definition information does not inci de
wi £ hOERA"BE PRNPERETAGABE! “St 6788 iR PHEPWILRT |ngthe ceu 21

e RN LIS i I R A
'nforqﬁg%ﬁgtlon is EF definition information (step S108).
If it is determined that the read definition
information is EF definition information (YES in step
S108), the CPU 21 determines whether or not the DF
inherent number indicating a DF to which an EF defined
by the EF definition information belongs coincides with
the DF inherent number stored in the working memory 23
in step S105 (step S109). 1If it is determined in the
above determination step that the DF inherent number in
the read EF definition information does not coincide
with the DF inherent number stored in the working
memory 23 (NO in step S$109), the CPU 21 returns the
process to step S106 and detects next definition
information.
In the configuration example of the definition
information shown in FIG. 4, an EF belonging to each DF

is written following after the DF definition
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25 In the configuration exanple of the definition
informati on shown in FIG 4, an EF belonging to each
DF is witten following after the DF definition - 30
i nformation of the DF to which it belongs. In this
case, it is considered that EF definition information

| ying between the DF definition ¢nfornation specified
in step S104 and next DF definitYon information is a 5
desired EF. Wth the above configuration, if it is

determi ned in step S108 that the read definition _
i nf orPEOEBR tE NG ERSdEFi APt ORI ntbr RELPBASOr TP FPLS

i s deternined.in step S109 that DE.ir t .
unbEFE= g ndr o REPAG i ERoEath BERGF- TR CREP51 o0

. S .
nmay qgéagc%e%%e%%etﬂgp%%sae%gn%E%Ba }Q%Oaﬁgﬁgégas éﬁg?led

error cess to indicate thaf a desired

be detected sibfs ihd sedet ermyped iR ithe;ake¥Ration is a
determnation step that the DF inherent nunber in the

read Jefs idefd mirt.i omiichf @heBbbeReCebngigesatibh, t he BE is

i nherent 15 nunber stored in the working nenory 23

( YES dant estimedS109k.tert 136 0BPYUh2T déakerriznesieihiet hepnor

not EF-1D of the EF definition information coincides

W t h inEBrdtafon skamed EF' degeciiftiied by frhaagboweor if it
command (step 5110). |If it is determned in the above

det erifi eEttiegmisiesh 120 sttie@t SERS| DS ado th6t DEoilRERE MR PHmPErs
each other (NOin step 5110), the CPU 21 ret Ens thed
procéss Y S C3E6 “and Sdéte S hext- "gefFHi tilofay advance
| nfor ti%ﬂj IJsig ié% de%grgin%d i@o%%%sabgverror rocess
det erm Tt i6iT > “st€p tat P Bt PERESPEad "EF P
deflryglfﬁaféyk r@%kko% desired EF could not be detected.

If it is determined in the above determination
step that the DF inherent number in the read EF
definition information coincides with the DF inherent
number stored in the working memory 23 (YES in step
$109)., the CPU 21 determines whether or not EF-ID of
the EF definition information coincides with “EF-ID of
shared EF” specified by the above command (step S110).
If it is determined in the above determination step
that EF-IDs do not coincide with each other (NO in step
S110), the CPU 21 returns the process to step S106 and
detects next definition information.

If it is determined in the above determination
step that EF-ID of the read EF definition information
coincides with “EF-ID of shared EF” specified by the

above command, the CPU 21 determines whether sharing is

permitted or not based on the read EF definition
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25 coincides wwth "EF-1D of shared EF" specified by

t he above command, the CPU 21 determ nes whet her
sharing is permtted or not based on the read EF
definition - 31 information (step S111). That is, the
CPU 21 determ nes whether sharing is permssible or
not according to whether the sharing permtting
information portion 208 in fhe’tead EF definition
information 5 permts sharing or not (step S113). If

it is determned in the above eternina%ion stg& t hat
shar i O TR A" v 58 milttled (NOFth Srep"811IY, “the
CPU %} adv.ancew h proc§§s.to s%epe§1q%g.%g%pggsna@

error Y EdpdlSe WG T reader Pnritt & BIERG P Er finAfss

the 10 ess.. T it term i baye ; ;
dot er AL S St LY TR e tean B parait fod (gERaten

in step Skkl)os tihe (GRUY 2L ST @& infierR! 1107 @hakhen
sharing-tinme security condition information portion

209 igedrie J eath rlinFh defdhi (deep ignfignmat irgn iitn ithe

wor king nenory 23 as a sharing security condition

(st epdSELEI)inehiis it$hea abarvec exs cofnickedkinng twipetther: amaring
EF that will be set |later satisfies the sharing
securdanngond tieomivitteld t® dlyosd cEF.SIWien tthe $IRAr i2dg
security condition is 20 stored in the working nenory

23, tAAMe Zhparfsass 40 prictess (o SPEEYE iG §TrCr

head address of a shared record (step S114

.. F
exanPIEPIHE (U AR S £ head Mhddraldoe s, the

shareqx£§cord based on "record nunber of shared EF"
specﬁ?ieéaﬁ§'the data portion 407 of the

If it is determined in the above determination
step that sharing can be permitted (YES in step S111),
the CPU 21 stores information of the sharing-time
security condition information pértion 209 in the read
EF definition information in the working memory 23 as a
sharing security condition (step S113). This is a
process of checking whether an EF that will be set
later satisfies the sharing security condition with the
above EF. When the sharing security condition is
stored in the working memory 23, the CPU 21 performs a
process of specifying a head address of a shared record
(step S114). For example, the CPU 21 calculates a head
address of a shared record based on “record number of
shared EF” specified by the data portion 407 of the
shared data setting command 400 and stores the thus
calculated address information in the working memory

23.
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25 shared data setting conmand 400 and stores the thus
cal cul ated address information in the working nenory
23. 32 In this case, the head address of the shared
record is cal cul ated based on the head address of the
data area of the EF and the data | ength of each
record. The EF data area can be specified by the head
address 5 of the data area of tfre EF definition
information as shown in FIG 6. Therefore, the head
address of each record in the EF data area

cal cul at ed by PaddicR§et h éhel@ﬁijaégéﬁﬁsstethfSpﬁeed
whol e portion of eaeh rec dlat before

the KE8*HddreSsioht EHSOdﬁesealé aPRs Tactnecnegas OF che
addr%%%a qualgngEP OL tg%dmh dBQEtﬁgﬁgQR 8@ee5§R0Egcord_

IS equal to the'to sun1of I"engt of the state

| dentri fi e 301, QQEQ k%ﬂgkg %g%c1fngabpoEEboﬂeggsaéegess

file check byte 304. In this "case, the lengths of the

Stat%f‘@%@tbﬁkﬁraggﬁ,o@akﬂe1@F|@@@Ehl%@gnaﬂﬁfﬁkh@tlon as
check byte 304 are preset lengths and the |ength of

t he datoavnpant iFal.3@3 i Shihe foergt hhei ndhaatedrbyst b€ each
data | ength 302. The above process (steps S100 to
5114)eicoral ipr abes&rofiaspeeirkypi ng rhécshated bgcerdding the
(record of the 20 shared destination). Therefore, if

t he procéds (gp teo sseep Sfl&hﬁsW@@ﬁﬁe@Pﬂylﬁérpérﬁé@h record
the CPU 21 perforns _a process of form arec

(recdﬁﬂj§btm98d6§t§ﬁér &FOfﬁlﬁ?@dhﬁﬁghaQ%FSéérSfthFhQata

Shar%gng tln%ﬁ' %St d%es%llST%% %%%%%h of the whole

portion of one record is equal to the total sum of the
lengths of the state identifier 301, data length 302,
data portion 303 and file check byte 304. 1In this
case, the lengths of the state identifier 301, data
length 302 and file check byte 304 are preset lengths
and the length of the data portion 303 is the length
indicated by the data length 302.

The above process (steps S100 to S114) 1is a
process of specifying the shared record (record of the
shared destination). Therefore, if the process up to
step S114 is correctly performed, the CPU 21 performs a
process of forming a record (record set to be shared)
linked with a record of the shared destination (steps
S115 to S124).

That i1s, when the head address of the shared
record is stored in the working memory 23, the CPU 21

performs a process of specifying an EF that stores a



10

15

20

25

25 That is, when the head address of the shared
record is stored in the working nenory 23, the CPU 21
perfornms a process of specifying an EF that stores a -
33 record set to be shared in the file definition

i nformati on region 22b shown in FIG 4 again (steps
S115 to S120). For exanple, the U 21 sequentially
reads definition information itens fromthe file 5
definition information region 22b (step S115). Wen

the read definition informati.on s not EF defi.nition
infoﬁﬁ&FFGhS@NO?Q1b§t§Ba§%%6fp Fh@ %ﬁéeregéPéFﬁPHes
whet her, next .defi ni t.i on .i.nf ormati on i resent .or

(o RSl 6 LA A RHTR 9D (P Bogh 0" (0o

o iRl on D, gk sl Ay eay phocEeL e ko,

prese In ) returns

process, 40 Kiemi3LER anddaads ohhe trexst rdefd Rinkl gl 1e
information. Further, if it is determ ned that next

def i nidf 101 diRfrorimetd ra di®nnote ares ent (N@eipn s3tiep .15When
S117), the CPU 21 transmts an error response

i ndi catd ngdchate fam ieriroor i roaclioned si motth@Fski@rfedition
data setting process to the reader/witer 5 (step

S118)in farmhatdran ndtCesint Is& g $dd<$s s sithee CRUt glbeesermgpes
cannot be detected. 20 If the read definition

i nf orgGheT inexF deddfriigron NferdeFaOon S PES Sieft ts P&p Nt
S116), the CPU 21 determ nes whether, aor not the EF

defi netF 8y $He JeF Mefitnils &f HSHdrRst i'on "1?‘55 A O

}:2 ?t d etatr%enii, n%t{%ioc% ezpi %:th at to nbeex ts rc]jaerfeJ.q} i(tslto%p 1%]f%9r ation 1is
present (YES in step S117), the CPU 21 returns the
process to step S115 and reads the next definition
information. Further, if it is determined that next
definition information is not present (NO in step
S$117), the CPU 21 transmits an error response
indicating that an error has occurred in the shared
data setting process to the reader/writer 5 (step S118)
and terminates the process since a to-be-set EF cannot
be detected.

If the read definition information is EF
definition information (YES in step S116), the CPU 21
determines whether or not the EF defined by the EF
definition information is an EF that stores a record
set to be shared (step S119). For example, the CPU 21
determines whether or not EF-ID of the EF defined by
the EF definition information coincides with “EF-ID of

to-be-set EF” specified by the data portion 407 of the
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25 determ nes whether or not EF-1D of the EF defined
by the EF definition information coincides wth
"EF-1D of to-be-set EF' specified by the data portion
407 of the 34 shared data setting command 400. If it
is determned in the above determ nation step that
the EF defined by the EF defin'%ion i nformati on does
not coincide with the EF that ores the record set
to be shared (NOin 5 step S119), the CPU 21 returns

the process to step . S106 and et ts xt def| ition
i nf oSG 3 SE Yt NdeCOFRPAE ¢ |ﬁ thé abb véS deteZnined

det er.nmi n%tl o%ﬁ st ap t hat, the EF efl nﬁd b¥h
f

def i Ai't i on terml” afn& EF dteflned by

or matl ShAEs nC| dese\g‘\)n t

t
S170) e G ST e e AR REP o oo CA B

whi ch the Bl rhel args el %h% DR ohat skt RGWHR %@%%@d NO in
(step S120). For exanple, it is assuned that

i nf orgvRdd eniingi eatd aput ke A urew phecessedsiss thekdep S106
in the working nenory 23 as a 15 DF inherent nunber of

t he cundr ertteCf.s hleatt idefithe iCRUinZd reetteéom.nes

whet her or not the DF inherent nunber in the EF

defi ni ti o fi rftoriratdedre mwinesd des bhiet lrbdve PR temtigednhon
nunber of the current DF stored in the workin nmenory

23. 19tan Yhatddder ffns@ fiimechovathdge B0 dgdtiert lﬁétl on

step that the DF tg which the EF bel on IS _no

t hat 57 WS Pro ES48E ERE i Ty é’ré‘esffog‘%att ﬁéoéﬁﬁ ’z'iD‘F

returns the process tosh%}red %J&% ?&g{jés’r(rent ﬁe&slgr%n@ghe CPU 21

def i Mition iformation
abov%é%gfﬂfﬂéyﬂdﬁg1her or not a DF to which the EF belongs

is a DF that is now processed (step S120). For
example, it is assumed that information indicating the
DF now processed is held in the working memory 23 as.a
DF inherent number of the current DF. That is, the CPU
21 determines whether or not the DF inherent number in
the EF definition information coincides with the DF
inherent number of the current DF stored in the working
memory 23. If it is determined in the above
determination step that the DF to which the EF belongs
is not a DF that is now processed (NO in step S120),
the CPU 21 returns the process to step S106 and detects
next definition information.

If it is determined in the above determination
step that the DF to which the EF belongs is a DF that
is now processed (YES in step S120), the CPU 21

determines whether or not the EF defined by the EF
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25 step that the DF to which the EF belongs is a DF .
that is now processed (YES in step S120), the CPU 21
det ermi nes whet her or not the EF defined by the EF 35
definition information satisfies the sharing security
condition stored in the working nenory 23 (step S121).
If it is determned in the above determ nation step
that the EF does not satisfy'th%Sshéring security 5
condition (NOin step S121), the CPU 21 transmts an

error response indicating that an error has occurred .
in CféISRALED dafaratiPAgSprdEésssSdhiast gharing security

-coingid _wth.th har i it Lti
o 1 RETPSAGH SFPEEH 4™ SBp &1 187 SaRinDEYnf ai BEoBng 2L -
SR L0 B I S O L . ' Lot -
et oph it ian SoSEER RS, Tnd"BrRar P PrS RO SASPI RGP

Secu&%%% t%%n%%thggs(zg§ E?t%%?@ %%%1Ehagﬁﬁgcggc%%ityo

perforns a process o etting a record (record set

be sharedkidn Nked iw thebheinegor dnef cthe2sharedsmits an
destination in the 15 data area of the EF defined by

t he Erdef imisdoere iinkoramtingn thateps 8¥23rt @aS123furred in
Li ke record R2 showmn in FIG 12, in the record set to

be shdredhartrel state seitdemg Pirece368l duecoresohskariedidence
and the data 303 becones "head address" of the |ink

dest iviath drie FoRrimdexampid tt kenddgdra §et the be

shared is specified by a recaord nunber that is

speciT9EE WY e PP deitekos 1af) eRe SRaredadasathe process.
setting co nd 400 Therefg{galthe CPU 21 writes

i nf or mat | ¥ di S &9 TR N the AP V§ gegermination

! dentsltfelperth?éocl tHL tEl%e satisfies the sharing security

condition (YES in step S121), the CPU 21 performs a
process of setting a record (record set to be shared)
linked with the record of the shared destination in the
data area of the EF defined by the EF definition
information (steps S122 to S123). Like record R2 shown
in FIG. 12, in the record set to be shared, the state
identifier 301 becomes “shared” and the data 303
becomes “head address” of the link destination. For
example, the record set to be shared is specified by a
record number that is specified by the Pl portion of
the shared data setting command 400.

Therefore, the CPU 21 writes information
indicating “shared” in the state identifier 301 in the
record of the record number specified by the command
400 in the data area of the EF defined by the EF

definition information (step S$122). Further, the CPU
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25 record of the record nunber specified by the
command 400 in the data area of the EF defined by the
EF definition information (step S122). Further, the
CPU 36 21 wites a head address of the record to be
shared (to be linked) to the data 303 of the record
in which the state identifier 301 is set to "shared"
(step S123). In this case, the hBad”addr ess (shared
address) witten 5 to the data 303 is address
information stored in the working nmenory 23

t
S114 27 Mrd tesr PedeGr PRETSESYE plrite<868T s te'oEffzéfelgyved (to
eted, .th U2l f data i ndi.catir
Cho G5t et efr FenATRof4e ACretRonss WA PedpotriEg the
10 t . tt 4 ot '
the et e T e SEE R -8R (BRRE, SEp

response dat & diudi catd ne ihe Loeect sharBinatiuR sk written
transmtted, the CPU 21 term nates the shared data

sett g dHOERTS: 313 AGCAI@IRG st a ntfherakave shared dat ahe
setting process, a record whose shared destination is

set bywruihey headrygddess carpbelddt. according to the

shared data setting conmand shown in FIGS. 9 and 10

as indicatfedh meriecoraf Rhofalve praceZGadexts, cwrrectly

process of reading the above record is explained in

det aidommRiaGedL5 tine & B Gvc Harmmst grespangst dattiang ndheating

flow of a process (read process) when the IC card 1

r ecei WS COF 4884 tEEMRRF ion as & response with respect to
the shared data setting command 400 and transmits the
same to the reader/writer 5 (step S124). When the
response data indicating the correct termination is
transmitted, the CPU 21 terminates the shared data
setting process.

According to the above shared data setting
process, a record whose shared destination is set by
the head address can be set according to the shared
data setting command shown in FIGS. 9 and 10 as
indicated by record R2 of FIG. 12.

Next, a process of reading the above record is
explained in detail.

FIG. 15 is a flowchart for illustrating the flow
of a process (read process) when the IC card 1 receives
a read command.

First, it is assumed that the reader/writer 5 used

as the external device supplies a read command that

requests reading of a specified record to the IC card
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25 First, it is assuned that the reader/witer 5 used
as the external device supplies a read command t hat
requests reading of a specified record to the IC card
37 1. Then, the IC card 1 perfornms a process of
reading data corresponding to the read conmand from
the reader/witer 5. FIG 16 shows an exanple of a
read conmand 700. 5 As shown it FIG 16, the read
command 700 includes a comand header portion 701 and

Le portlon 706. The command header portion 701 is
conf itgur &&°By éhélAC 66F?|6np?6§°rWNSapBFPF8ﬁS79§ rpqding

tion 704 and P2 705, _I.nfor mati
i E36F ngolrﬁgﬁppﬁg +BBrrand" f0°F e P BAA doRFaRd TS

stored ortion 702 and INS portion 703.
The 5fa88F w 648and P2 portion 705 are information

'nd'cat'ngiegrQ%E%% gogntQQa%ﬁﬁg ogoameRdy LRrklihg 700.
exanple, it 1s assuned that EF-1D indicating an EF as

a datad fshbent hat Fekor es,atheceedat echhahe n6addihsludes a
stored in the Pl portion 704. Further, it is assuned

t hat camaear teadele poritdiogat’iong aadr eeopdrta@onb&okeadThe
is stored in the P2 portion 705. Wen receiving the

r ead coomamnid hé@0levi potrlie oncduniscabnéngumetd 2y, at RéA

CPU 21 determ nes whether 20 the command is a read
commed tBprudé2ef IiNfe POLAL9dr 706N P?OEOéﬁéOPN§060ﬁ9ﬁ0ﬁ2
703 in the command héader portion. 701 of the command

700. B EPN § Oget ertmiiRedathen theicpsdagyédatomrangorgand

g?edégg%t%%gnggggéggdrégg ggre% 1np%%foEEi por E%%%S§O2 and
INS portion 703. The Pl portion 704 and P2 portion 705
are information indicating parameters of the read
command. In this example, it is assumed that EF-ID
indicating an EF as a data file that stores a record to
be read is stored in the Pl portion 704. Further, it
is assumed that a record number indicating a record to
be read is stored in the P2 portion 705.

When receiving the read command 700 via the
communication unit 25, the CPU 21 determines whether
the command is a read command by use of the CLA portion
702 and INS portion 703 in the command header portion
701 of the command 700. If it is determined that the
received command is the read command 700, the CPU 21
performs a process of detecting a to-be-read EF
specified by the Pl portion 704 of the read command 700
(steps S200 to S204).

That 1is, the CPU 21 sequentially reads definition
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25 specified by the P1 portion 704 of the read conmand

700 (steps S200 to S204). That is, the CPU 21

sequentially reads definition 38 information itens

fromthe file definition information region 22b shown

in FIG 4 (step S200). If the read definition

information is not EF definitiog information (NO in

step S201), the CPU 21 determn € whether next 5

definition information is present or not (step S202).

If it , is determned in the abov eterm. nation st .
Fgé ?Ermatlon

t hat b BN titEHs r?ff&fnn&ﬁeo%iﬂg FRELBRAE L1PIESD

t S202), ¢ U 21 : th t t

S200 "Rt Fo 20 TR Hoxt BT nTt 16k P or At oA Cre read
Furt i 10 0t t ' t .definiti .
iﬁ;ogﬁg?f%ﬁﬁéb 4ﬁﬁ&%#%§éh:qkﬁggfn%§ig%%é%dgﬁ?h?%ék%gmatlon

21 tr@ﬂ?@k!%é@b E9", 8P eRSe 2Nt atdNGekh@dhedRer next
error has occurred in the read process for the read

comeck it kg irERAMA W arfs preslep 3203btandtep S202) .
termnates the present 15 process. |If the read

def i mif iion infdertedniored snERhedafiomiet iden emfiormabnostep
(YES in step S201), the CPU 21 determ nes whether the

EF defliatechenst tdeef iER tdefni nintficoma tilwhorisatireseing dEBF1n
specified by the P2 portion 705 of 20 the read command

700 (st&p ém)l. ghe tHG Lagetunns $heaapnss st g step S200

EF-1D indicating the EF to be specified is 6 stored tge _
P2 pcttd oif 265 Shmif T 18 TEP0 2P et dfiids O het g her s 1f

or not_  EF-1D.in the d .EF definit.ian.infarmatiaon. .

coi ncides® vé%ﬁwer@i:l-r\ :%éa(ﬁ 9 (e} B:{}f{lﬁlel nintormation 1s
not present (NO in step S$S202), the CPU 21 transmits an
error response indicating that an error has occurred in
the read process for the read command to the
reader/writer 5 (step $203) and terminates the present
process.

If the read definition information is EF
definition information (YES in step S$S201), the CPU 21
determines whether the EF defined by the EF definition
information is an EF specified by the P2 portion 705 of
the read command 700 (step $204). In this case,'it is
assumed that EF-ID indicating the EF to be specified is
stored the P2 portion 705. Then, the CPU 21 determines
whether or not EF-ID in the read EF definition
information coincides with EF-ID specified by the P2
portion 705 of the command 700.

If it is determined in the above determination

step that the EF of the read EF definition information
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25 portion 705 of the command 700. If it is determ ned
in the above determnation step that the EF of the
read EF definition information 39 is not the EF

speci fied by the read command 700 (NOin step S204),
the CPU 21 returns the process to step S202 and
detects next definition informatjon. Further, if it is
determined in the above 5 detefi nation step that the
EF of the read EF definition information is the EF

specified by the read .command 700 (YES in ste 4) .
the. GPUMST HBEOER RESC RRBENEY GPoncESd BRTTONRATER (MO in

OF oW B 5C08dea E0 CELep SI08) - Fof PExRRBrEC ) L0 §o8P 5202
assued LhAt. . EntoLIaLLon i ndLeat bag e B now

processe erent nunber of the

current Dijn ‘efie Wor Kirng s 'E%'E%&%l%%d lim thies 26a%8,
the CPU 21 detern1nes whet her or not the DF inherent

nunbek tieniifg tEondekicnl thar el RFObmALRhEN reabngirdes
with a DF i nherent nunmber of the <current DF stored in

t he werfkinig imBNMamhy o2datlibni tisi $hedefespenediend bvhethe read
above determ nation step that the DF to which the EF

bel orgmmasndn g0 0t HE EBF imowtpproSed4ed, thehaPli @1 th&eERines
does not belong to the DF now processed 20 (NOin step
S205)hetthercry 2ptr ét (itng ot Weighotdss Efo ofstteg §202

and detects next definition_ information. Further, if

it i Sedetditriofed iR R 1880 PE L4BLST fitnat Pon "SkeprPREESE]

t he F of t F inition. inf.ormation belongs.to
t he tﬁgw %ﬁé?éss QT FESTEA S 12 T8 e Bumea 3

information indicating the DF now processed is held as
a DF inhérent number of the current DF in the working
memory 23. In this case, the CPU 21 determines whether
or not the DF inherent number in the EF definition
information coincides with a DF inherent number of the
current DF stored in the working memory 23. If it is
determined in the above determination step that the DF
to which the EF belongs is not the DF now processed,
that is, the EF does not belong to the DF now processed
(NO in step $S205), the CPU 21 returns the process to
step S202 and detects next definition information.
Further, if it is determined in the above
determination step that the EF of the EF definition
information belongs to the DF now processed (YES in
step S205), the CPU 21 determines whether or not the
present security state satisfies the security condition

of the read EF definition information (step S206). If
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25 step S205), the CPU 21 determ nes whet her or not
the present security state satisfies the security
condition of the read EF definition information (step
S206). If 40 it is determined in the above

determ nation step that it does not satisfy the
security condition (NOin step S206), the CPU 21
transmts an error response |nﬂ90at|ng that an error
has occurred in the read 5 process for the read
conmand to the reader/witer 5 step S203

ternﬂﬁaﬂésdﬁﬁ§r89§§9nﬂ“pF88e§§°V =15 ﬁ@?ln% lgP pgep that
det d b t L t t hat .

Ctr o B8%enBotoRatieyy EoRarEraR.tYreSitstdl gejn ster
the gPH6é1 RELT QLB £4 t}gnéﬁilegggcg§ ?Cﬁgéggﬁgeto

the state’for a record Speci reco nunber

storedqdiin e 21 HRer Lhod 4041 ak BB@uEQEHHQg ¢A9 read
(steps S208 tg S214). As described previously, each

reCO%&p&@%sFEb@ethﬁpQéa@fco&héh@stbnﬁhéaE@QdBY/hh@ter 5
state identifier 301. That is, 15 the state identifier

301 afsteacls2negorad neireahaseeneheobréuanti prendss.
"already witten"” and "shared". \Wen the state
identifieﬁvaﬁhﬁhe rigcartd ispeeitkired neply inhéheonirand 700
is "unwitten" (YES ["unwitten"] in_ step S208), the
CPU @Pt@ﬁ§ﬁ§ﬁﬂﬂ§naﬁtépréhaﬁesﬁoﬁ§é12@l?ﬁdF88tﬁﬁ@urlty
occurrence of an error to the reader/w.iter g%
SZOSFoﬁﬁ&tHQPWIﬁgﬁeéntﬁéeﬁréggﬁﬁ pFB@eggu gﬂnB@ ?ﬁgs a

t o- be- r%ﬁ ata i s not e _sta
el

h
i dent’iFi r@FeFﬁeaFgggp&ngpgglFpgd8t8§ tﬁgrcs recar%o
s "%b%%ﬁ%ﬁ_%fkﬁl%ﬂé %aquber stored in the Pl portion

704 of the command 700 (steps S$S208 to S214). As
described previocusly, each record has three types of
states indicated by the state identifier 301. That 1is,
the state identifier 301 of each record indicates one
of “unwritten”, “already written” and “shared”.

When the state identifier of the record specified
by the command 700 is “unwritten” (YES [“unwritten”] in
step S$208), the CPU 21 transmits an error response
indicating occurrence bf an error to the reader/writer
5 (step $203) and terminates the present process since
the to-be-read data is not present.

When the state identifier of the record specified
by the command 700 is “already written” (“already
written” in step $209), the CPU 21 reads the data 303
of the record specified by the command 700 (step S210).

In this case, the CPU 21 forms response data that
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25 witten" in step S209), the CPU 21 reads the data
303 of the record specified by the command 700 (step
5210). In this case, the CPU 21 forns response data
that 41 indicates correct termnation and in which
read data is set (step S211). \Wen the response data
indicating the correct termnation is fornmed, the CPU
21 transmits the thus forned r%%poﬁse data indicating
the correct 5 termination to the reader/witer 5 (step

S212) and term nates the present process.  Further, ,
when 1Ke C§t&5e SOIERCS LEFTGNEREYr 886 47 ¥PeChf FEGpata 1S
the co nd 70Q...s."shared” ("shared" in tep_S209) .

the &84 gqugagglzddre Snf-OPmafieER"5S Fﬁ%aléngé gling the
303.of t r i fi.ed e 0

203 oty 380 RIS ek STRRY, BO0 L L5LRRL o cne

i nfordRid QR ins d THQHIRORHicRdi; 6L 1A¢ 1he theadaddeess
of a shared destination (li1nk destination) as shared

dat a Qfrfihe diesond tHenefiee./ wirhe <ePY 2Ltkpads 19haked

15 data in which an address read as data of the record

IS usathias ddie dhearaddmaes priceiees .S214) . Wien t he

shared data is read, the CPU 21 forns response data

that indiRatEsemcomtest tther mtsdtd drdeartd fiewirifcikhe record
shared data read fromthe shared destination is set .
as remeaddii®d Xy (SreeposgEr)d TAY 45 esiared’t (gdared” in
response data indicating the correct termnation.is

f or metheR her (P 21 (st £ a0 _aﬂﬂf§slsoriﬁefﬂ’r|“@§&8ﬁsé‘s the

?Zggé#Q%%ﬁﬁ%%E%f%2%%%%%%90 %§§¥HPJE§'S¥“t % Eggmand 700
(step $213). As described previously, the address
information is information indicating the head address
of a shared destination (link destination) as shared
data of the record. Therefore, fhe CPU 21 reads shared
data in which an address read as data of the record is
used as the head address (step $S214). When the shared
data 1is read, the CPU 21 forms response data that
indicates correct termination and in which shared data
read from the shared destination is set as read data
(step S$215).

As a result, if the response data indicating the
correct termination is formed, the CPU 21 transmits the
thus formed response data indicating the correct
termination to the reader/writer 5 (step S212) and
terminates the present process.

Aécording to the above data read process, data of

a specified record of a shared destination can be read
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25 term nates the present process. According to the
above data read process, data of a specified record
of a shared destination can be read - 42 based on the
head address of the shared destination witten to the
data of the record with respect to a read conmand
used to read a record set to be shared. Next, a data
rewite process for the above rééord 5is expl ai ned
in detail. FIG 17 is a flowhart for illustrating the

flow of a process (rewijite process) when the IC card
1 réeeisfedna thawhiord eoiimesd. OFi F8€, SPETRs 48Shnegtion

th t th der/ t 10 t |
N e R
e e e R
process quer&sp%qigl& Lo fhe d ‘gyi‘déeessc%lar’cq’ue faerﬂz‘et rl‘%cord

reader/witer 5. 15 FIG 18 shows an exanpl e of

revvrlltseeg%;mqgcaqqr dAsighown in FIG 18, the revvrlte

command 800 includes a command header portion 801, Le
portion 806i@nd dats a pardwdia 80 %o rThe laommind riieader flow
portion 801 is configured by a CLA portion 802, INS

por t icoh BQZ0dels L0 yeontiiten B0t emsd 2 eportticor BRB.rd i .
the CLA portion 802 and INS portion 803, infornmation

i ndi cetdeigreshat nehve itsompameinds a rewite command is

stored. The Pl portion 804 and P2 portion 805 are
i nf or mat i ot iSHon clelt i 1y 2 PHNARRtEIAE dfNe HEdRA/ e ter S used

command. .In this exa It
as the extern)ilgév1ce supplies a rewrite command that

requests a process of rewriting data of a specified
record to the IC card 1. Then, the IC card 1 performs
a rewrite process corresponding to the rewrite command
from the reader/writer 5.

FIG. 18 shows an example of a rewrite command 800.
As shown in FIG. 18, the rewrite command 800 includes a
command header portion 801, Le portion 806 and data
portion 807. The command header portion 801 is
configured by a CLA portion 802, INS portion 803, Pl
portion 804 and P2 portion 805. In the CLA portion 802
and INS portion 803, information indicating that the
command is a rewrite command is stored. The Pl portion
804 and P2 portion 805 are information indicating
parameters of the rewrite command. In this example, it
is assumed that EF-ID indicating an EF as a data file
that stores a to-be-rewritten record is stored in the

Pl portion 804. Further, it is assumed that a record
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25 is assuned that EF-1D indicating an EF as a data

file that stores a to-be-rewitten record is stored

in the Pl portion 804. Further, it is assunmed that a
record 43 nunber indicating a to-be-rewitten record

Is stored in the P2 portion 805. When receiving a

rewite command 800 via the conmmunication unit 25,

the CPU 21 deterni nes whethef 853theé conmand is a -

rewite command by use of the CLA portion 802 and INS
portion 803 in the conmand header  portion 801 of the .
comMmERdREE0. 1N Gt iing éeF@rPFné&wrﬂﬁé?“tﬁ@cPégeF§e8tored in

command is the rewite command 800, the CPU 21
per f o115 & } 6F63€§§15¥E6etectlng a to be 10 rewritten

EF specifi y_the rt 4 I e
comand 8 st%ﬁé%%¥;ﬂ¢xé %ﬁﬂkﬁgé JH% 8p%evéé t&f
Seqqu}ron1t 5§§$1ﬂ1§p9%t'%%e @%%'QUtH%Qer%ﬁgﬁgabh%gger

itens efini‘tion information region 2

showtHd Hfaartt (S @P r33QQke Idorknldhey ead def ithiet con

information is not EF definition information (NOin

st ep 3li)gn tde Gld 2ZhIelrrttione 8 03wWiet ke rexinand header
definition information is present or not (step S302).

I f itpdwstidet i e the tdeewralvol & 0det erlifi ridt ilon dettepmined

that the next definition information 20 is present

( YES il st S3oBLvactheaomgnz 1rSettmensreﬁ~ﬁétepr:@6@§§dt §00,

step 8300 and reads next definition _informtion.

it i fbeetfewn%ﬂecpetﬂn%qrnt%@ R o A4 O SO~
Itfaﬂg}rﬁv?r etgtneenr}sr ?&t&?psde 3(@% Ptlhepocr:Ft):L{o%]'BOll of the
rewrite command 800 (steps S300 to S304).

That is, the CPU 21 sequentially reads respective
definition information items from the file definition
information region 22b shown in FIG. 4 (step S300). If
the read definition information is not EF definition
information (NO in step S301), the CPU 21 determines
whether next definition information is present or not
(step S302). If it is determined in the above
determination step that the next definition information
is present (YES in step S302), the CPU 21 returns the
process to step S300 and reads next definition
information. If it is determined that the next
definition information is not present (NO in step
S$302), the CPU 21 transmits an error response
indicating that an error has occurred in the rewrite
process for the rewrite command to the reader/writer 5

(step $S303) and terminates the present process.
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25 indicating that an error has occurred in the
rewite process for the rewite command to the
reader/witer 5 (step S303) and term nates the
present process. 44 |f the read definition
information is EF definition information (YES in step
S301), the CPU 21 determ nes whether or not the EF
defined by the EF definition i hformation is an EF
speci fied by the P2 5 portion 805 of the rewite
command 800 (step 830%% In this case, it is assuned
that EF-1B5 ddicdts £ iogddion é@fﬁﬁma§l§Poﬂéd i'n t he

whet RE G g éﬁ-%%%%%ftﬁ%%hétyﬁgad%f 555 ShBTsnthe ceu 21
f h g
ot o an 60l nldes WLh 1 B Resbeelbladsly chitcer

det erqged 404 N§ Rhawe 146t sMapAtFOR L3t R bl Uﬂ% P2
EF of the read EF definition information 1is nof the

EF spraitfied sas tdre thewrde 1@@meaneha8Q0 sONO (ks elpn ssap .  In
S304), the CPU 21 returns the process to step S302

and detiectcs gwexti tddfsi pistsivmed rfhartmar-am. ihHickhtisg a
determ ned in the above determ nation step that the

EF ofspes friead EEF igefsitmirteidon ni ifher gt icon t lios: BRe -EF
specified by the rewite command 800 (YES in 20 step
S304)Thenad agmy Thed éFer #iln e bRvEtinGs dihefbe ra opF nogo EF-1ID
whi ch the EF of the EF definition information belon%

is alfF r;ﬁa&cés? fiStid ORGSO TEGH LB &RpPE L e e th

oSSUPR S AR SR Y SR e OF DOUe commans
800.

If it is determined in the above determination
step that the EF of the read EF definition information
is not the EF specified by the rewrite command 800 (NO
in step S$304), the CPU 21 returns the process to step
S$302 and detects next definition information.

If it is determined in the above determination
step that the EF of the read EF definition information
is the EF specified by the rewrite command 800 (YES in
step $304), the CPU 21 determines whether or not a DF
to which the EF of the EF definition information
belongs is a DF now processed (step S305). For
example, it is assumed that information indicating the
DF now processed is held as a DF inherent number of the
current DF in the working memory 23. 1In this case, the
CPU 21 determines whether or not the DF inherent number

in the EF definition information coincides with a DF
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25 current DF in the working nenory 23. In this case,

the CPU 21 determ nes whether or not the DF inherent
nunber in the EF definition information coincides

with a DF - 45 inherent nunber of the current DF

stored in the working nenory 23. If it is determ ned

in the above determnation step that the DF to which

the EF belongs is not a DF ﬁomﬂBroEessed, that is,

the EF does not 5 belong to the DF now processed, (NO

in step S305), the CPU 21 returns the process to step

S302 ke ifetear@bereof 8L FEISATI RE0PRREREN 1D £hpy working

is determn t_ he ahove det erm nation t hat
e Bl 2S  odd BE a% PG E e SPaEoR SoT6

bel on to th 1on.s%“%ﬁﬁ%%%s%%% %¥E§oluh§gﬂpt§%0%%’belongs

t he rm Nes et her or

secur;id otStaat S P8 e SeRUL] %Bé C‘E'ﬂ@' tE:'E("@io% not

the rea efinition informtion (step S306). ki

i's %%tlefr{a ned dy2 the nRRo e odetseill, Nalioon nstsep ot kah 5| the
does 15 not satisfy the security condi ti on (NOin step

S306)Gru thie XRUrdk trhangolcs san ter ekpr 83PANSRd detects
indicating that an error has occurred in the rewite
pr ocess:tf atefiimg t ircewiintfe roemimmd to the reader/witer
5 (step S303) and termnates the present process. 20
If it is detdrtniifedidteatigethove tdet elavitatdede risings 1on
that it satisfies the security condition (YES in step

S306)SERheTEPU DE et (r FéSa HeE&U Bpr @@é&@lté@@orlaﬁfﬁématlon

Lo b BRSSPI LSS Bl DA P90 305, ene
CPU 21 determines whether or not the present security
state satisfies the security condition of the read EF
definition information (step S306). If it 1is
determined in the above determination step that it does
not satisfy the security condition (NO in step S306),
the CPU 21 transmits an error response indicating that
an error has occurred in the rewrite process for the
rewrite command to the reader/writer 5 (step S303) and
terminates the present process.

If it is determined in the above determination

'step that it satisfies the security condition (YES in
step S306), the CPU 21 performs a read process
according to the state for a record specified by a
record number stored in the Pl portion 804 of the
command 800 (steps S308 to S$314). As described
previously, each record has three types of states

indicated by the state identifier 301. That is, the
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25 conmmand 800 (steps S308 to S314). As descri bed
previously, each record has three types of states
indicated by the state identifier 301. That is, the 46
state identifier 301 of each record indicates one of
"unwritten", "already witten" and "shared". \Wen the
state identifier of the record $ ecified by the

command 800 is "unwitten" (YES F"uﬁvvritten"] in 5

step S308), the CPU 21 transmts an error response

i ndi cating .occurrence of an error to the.reader/witer

" s IS OSF M 1 itHatds SR BEESEAT IPHoCass s PhEeo!
to-be-read datg i s._nat present. Wien the _state,

i dent i F1'6r Ot He ragcrgra Ysp&ditiedd <16 bf%ta ee%cdmmnd

800 is "al Yo W - IN g Wit ten's ddi st i fied
S309), theWh%ﬂtfl\ig rste%/\?reclrét elgdt trele%%ao 30§1teo?etdhe reS orCoT e

specidy ed, d¥dnlie commnd S0Q e idatd » stversed WiRwth@ten”] in
data portion 807 of the command 800 (step S310). If

the rewd tsqy)ocaess icPeonr egtadnsmtigsmanateedorl Tetsh@nse

CPU 21 transmts a response indicating correct

t er minatiicat itrgy tdve uraaderd wfi taer rrest ep Skl )reamer /writer
term nates the process. Further, when the state

i dentd fisrefSIAH regcbric risipediefs ddiebyp rese ndomr@se s§0g ince
is "shared" ("shared" in 20 step S309), the CPU 21

r eadst e d fadransts aptaPagi€™dat a 303 of the

record specified by the co nd_800 step S312 As . _.
descri bed Vﬁ?%?/i%l%a‘i%el%]e@ser i G i dPecified

OB oL 4y e L ATeng o 2 s,
written” in step S309), the CPU 21 rewrites the data
303 of the record specified by the command 800 to data
stored in the data portion 807 of the command 800 (step
$310). 1If the rewrite process ié.correctly terminated,
the CPU 21 transmits a response indicating correct
termination to the reader/writer 5 (step S311) and
terminates the process.

Further, when the state identifier of the record
specified by the command 800 is “shared” (“shared” in
step S309), the CPU 21 reads address information as the
data 303 of the record specified by the command 800
(step S312). As described previously, the address
information is information indicating the head address
of a shared destination (link destination) as shared
data of the record. Therefore, the CPU 21 rewrites

shared data having an address read as the head address

and used as data of the record to data stored in the
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25 data of the record. Therefore, the CPU 21 rewites
shared data having an address read as the head address

and used as data of the record to data stored in the

47 data portion 807 of the conmmand 800 (step S313).

If the rewite process for data of the shared

destination is correctly termnated, the CPU 21

transmts a response indicafi néﬂcofr ect term nation

to the 5 reader/witer 5 (step S311) and term nates

the process. According to the above data rewite
procé¥s 2 PR tiedpSifse oo taer sRFTeedcitarid teded ) - 1f
rewite a record set to be shared, ta of the . .
pocittited et PR, Drialad “a0%: Fh: FUR e dpet Lnation
rewitten to ta.specified 1 e GO ed on

t he hlesad:oa‘ifdrﬁrcgcil otfeprt lenastﬁgl’egh%ectsppi r%gt iq([;r%%\%ﬂqt%%e% to

the daddled N6 dieelit Wilee 2 TR Akl «of e

above e Odsl ment 1S e>?p| ai ned. The above process of
setting fhared dat & i(sd 5319 iaMid @d @ nthe sTRROG rocess.
for specifying the share destination by using an

addr ess arxtamdinref had wan e vaised d frdvirican mpeeidsy, in
the shared destination. For exanple, the shared

dest ireatpgorsecan e repeditfd ednringanal uBkedhdre reorr iDe a record
i nherent nunber), EF-1D and record 20 nunber. In the

met hate If gro dpsecifapiany tded asiedr dde gesiaiddecorrasyprgsiofg the
an address, the shared destination can be directly

speci R DR g P taddiedS Tentdidror &0 et specified

g?ﬂilé%{er d%%%gqc%ﬁloiﬁ%% ihseacpia%Pd'rethatotj Yhe shared

destination written to the data of the record.

Next, a modification of the above embodiment is
explained.

The above process of setting shared data is not
limited to the method for specifying the shared
destination by using an address and any method can be
used if it can specify the shared destination. For
example, the shared destination can be specified by a
DF name (or DF inherent number), EF-ID and record
number. In the method for specifying the shared
destination by using an address, the shared destination
can be directly specified by using an address.
Therefore, it is considered that an access speed is
high. That is, since the shared destination is
directly specified by using an address, it is not
considered that the process time becomes longer even if

the state identifier of the record is “shared”.
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25 directly specified by using an address, it is not
consi dered that the process tine becones | onger even

if the state identifier of the record is "shared". -

48 On the other hand, in a nmethod for specifying a
record of a shared destination by using a DF nane,

EF-1D and record nunber, it is not necessary to

cal cul ate an address of the Shafed destination at the

5 sharing setting tine. Further, in the nethod for :
speci fying the record of the shared desti nati on % ,
usi ng t he qﬂ%ﬁ? W%iIWB“QndlpeéoP&tﬁﬁﬁbépr PPerd Ty 2
necessa i nf ormat.i on i ndi catlngg ? ord of

Cre sracks did Rhrreh Soanirating RYaree ongge:
shar ed. ggotnatjon iis ehanged; (That s, B Lhe et hod

for specit ylng e freford of the Shared destinati on by

US'”Q:HQ%&QEe“%%Eed%EeE@ %@dt%%cg%gr%@ng%%tlhgtﬁ%n at the
consi dered that the process of setting sharing for a

r ecordh63mPe Rasidyy therd.or medcard,t he degreetabdlfor
freedomin the operation can be made hi gh. Generally,

t he dalerimgnnigy tMRNageea dfechrl Ghariesl dastechnigueby

for optimzing a nenory area of the data nenory. The
Menonys imndgengiit nagehnitgud cemid mecwsidy nulibgks Asndsy not
areas that becone unavail able or nmenory 20 areas lying

i n gdEsasEaieet o @ewEE datfavrintaéﬁ@naﬁ@dlrc@@ém @uéte§ord of
an avallable nenory area. As aresult, in

manadeiferith rﬂ%ﬁ?é“attﬁémal’ervﬁﬁ‘géﬁieﬁheofaddf&rsl ogg &Qtea

|t?ns on épﬁgﬁgPﬁﬁﬁﬁﬁﬁé freg%ﬁﬂ ﬁé%% l%gtln % method

for specifying the record of the shared destination by
using the DF name, EF-ID and record number, it is
considered that the process of setting sharing for a
record can be easily performed and the degree of
freedom in the operation can be made high.

Generally, the data memory management technique is
a technique for optimizing a memory area of the data
memory. The memory management technique continuously
links memory areas that become unavailable or memory
areas lying in gaps between various data items and
reconstructs an available memory area. As a result, in
the memory management technique, the arrangement of
various data items on the memory may be frequently re-
set. That is, in the memory management technique,
addresses of the memory in which various data items are
stored may be frequently changed. Therefore, data used

to refer to addresses on the memory must be updated at
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25 addresses of the menory in which various data itens
are stored may be frequently changed. Therefore, data
used to refer to addresses on the nenory nust be

updated at 49 the sane tinme as data reconstruction
(optimzation) in the nenory area. For exanple, a
programm ng | anguage cal |l ed Java_ (registered

trademark) is provided as a broé amm ng 5 | anguage
applied to the ICcard 1. In Java, a function called

gar bage coIIectlon is provided as a function of | the ,
menor'y* Srerfdifeferte F%ﬁ@er@GPW§5FP6ﬁlO§ éoPFéEHﬁF&&Qn in
for increasing the area of an available continuous
nenoﬁgmafggm? r fES oy coIIecting menor y 10 areas t hat

are not u I
ar eas |y|§§gi%g§§*s mgy e pr granzﬂg¥% gé%é? Java
virt u@! m (t]r\éwerﬂatr%l flsh%sro%lgi%rdo%%e a %@Jg%tnﬁrﬁrﬂ)g

functlon so that the Java progranmmer w

r equi rath iy PapAme AtdemHon d eadhke 1rfemlfrb/ Jb51a, a function
managenent. That is, In a |IC card having a nenory

manageqerdd g‘aﬂtﬁgeon:dldredxmcmnm mg oddice s weh aaf urltee ion of
garbage <collection, it is necessary to recal cul ate an
addr ess nofmer \s emred adresth -natGaonp ageec e otli e tdatra diss a
optimzed if 20 a nethod for directly specifying an

addr dszchfiqute fahdmed afssitichdticoniesr ffpldrevaad aple

result, it takes a |ong tlne to <£ rforn1the dat a
opt i rﬁ%‘htt%rBJrP‘bsr R Y j3EA fF oo“rmet G MEMOLY

re settin rocess acconpanie the
¢b Ig% any X

t
0 opti AT oe Of Thd 4 brigtt dbay %he program and

memory areas lying in gaps between the programs. The
Java virtual machine (JVM) itself has a garbage
collection function so that the Java programmer will
not be required to pay any attention to the memory |
management.

That is, In a IC card having a memory management
function for optimizing data such as the garbage
collection, it is necessary to recalculate an address
of a shared destination each time data is optimized if
a method for directly specifying an address of the
shared destination is applied. As a result, it takes a
long time to perform the data optimization process
itself or the address data re-setting process
accompanied by the data optimization. On the other
hand, in a IC card to which a method for specifying a
record of a shared destination by using a DF name,

EF-ID and record number is applied, the time required
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25 hand, in a ICcard to which a nmethod for specifying
a record of a shared destination by using a DF nane,
EF-1D and record nunber is applied, the tine required

- 50 for performng the data optim zation process or
the data re-setting process acconpani ed by the data
optim zation can be reduced. Next, a nethod for

speci fying the shared 5 destTna?@on‘by usi ng "DF

nanme", "EF-1D' and "record nunber"” is explained. FIG
19 shows an exanple of the configuration of a record
when e PSECER 18s fihRarPéR PEtipecriied Byoca§§n§r"5he
nane", "EF-1D' and "record nunmber". In tgis %O
exanf1ad? i PE ALOGmBd OFREE PRESPRENTSH C8nflgufédny
"DF nane’.. "ER-1D__and "record nunber” i ndi cating the
shar 6¢ d€stinati o 5's “Uséd “as shar ed destinati on

i nformati t ' : ’ in
iy on ot Qo R BEAr St iR R 8e0%G

" shargd’s ifRy iRR HKERL 1w harged @ have e and “record
configuration shown in FIGS. 1 to 11, for exanple. In

t he meewed i nankixghdtihed.state identifier is "shared",
shared destination information ("DF nane", "EF-ID"

and "recorRlGwrifershowss 820 ewantctlen ofs tdat acc303 qanmgition of a
information indicting the |ength of the shared

dest infatd roh Whefnortigt ishia resl diest igattd 0303 si spmditiied &y

data length 302 as shown in a record R2 shown in FIG _
19. NI vd @& procddsdd pérfor reF e R RE 'shar é¢ this

example, it is assumed that information configured by
“DF name”, “EF-ID” and “record number” indicating the
shared destination is used as shared destination
information.

Data of a record other than a record in which a
state identifier shown in FIG. 19 is “shared” may be
kept unchanged to have the configuration shown in
FIGS. 1 to 11, for exampie. In the record in which the
state identifier is “shared”, shared destination
information (“DF name”, “EF-ID” and “record number”) is
written as data 303 and information indicting the
length of the shared destination information as the
data 303 is written as data length 302 as shown in a
record R2 shown in FIG. 19.

Next, various processes performed when the shared
destination is specified by the shared destination
information are explained.

First, a shared data setting process performed



25 destination is specified by the shared destination
informati on are explained. First, a shared data
setting process performed - 51 when the shared
destination is specified by the shared destination
information is explained. In the shared data setting
process, when the shared destipation is specified by
the shared 5 destination information, the process of
step S114 in the process shown in FIGS. 13 and 14 is
omtted and the process of step S123 is changed to a

pr oced¥ ot hfy ihatgd seatddaddsni dat SERCHAL6ANRYi GRSt ghared
data of a record . which the state.identifier is set

Lo "SRRG I O G et FRELEGRNT or mati on | <

"DF nane t i C e F I " "EFR f

shar ed EFMH%d%QEé%éﬁﬂgaég% f%%gg' nﬁﬁbersSSOX¥eﬁ ?ﬁg

dat a ' 7 f. a ti-tlan nd
e M A

5 " EF- Idd's tainfh thi%n' HeGQGhadturiRer "t Heh pirlde et @ fPeileip0$14@7 in
of a received command are witten as data of the
recortthd pridwesshaitedin dat & 9.t ir3g aprdoddsd.s Dhdtt tiesl, and the
when the shared destination is specified by the
shar goraestd ret igrep 9420y net idrenozddriess ealcagsast iodgnwriting
can be made 20 unnecessary in the shared data setting
pr oceSw At dastimtemry indquinedd aro bir ided eparft sofredeed in
data portion of the conmand to data of the record.

Thi s 'fiis Tfastae Sited '@t ¢ Ss&h ng prvcessics

lOB;?PL?HEd té S gfggj&gé¥¥§§%fggjfﬁ?g££§%£&PQE§STﬁ‘name to
which shared EF belongs” 502, “EF-ID of shared EF” 503
and “shared record number” 504 in the data portion 407
of the shared data setting command 400 as shown in
FIG. 10. This means that “DF name’”, “EF-ID” and

15 “record number” in the data portion 407 of a received
command are written as data of the record in the shared
data setting process. That is, when the shared
destination is specified by the shared destination
information, address calculation can be made

20 unnecessary in the shared data setting process and it
is only required to write part of the data portion of
the command to data of the record. This means that the
shared data setting process is simple.

Next, a read process and rewrite process performed
25 when the shared destination is specified by the shared

destination information are explained.

When the shared destination is specified by the
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25 when the shared destination is specified by the
shared destination information are explai ned. Wen
the shared destination is specified by the - 52
shared destination information, it beconmes necessary
to performa process of specifying a record of a
shared destination based on shared destination
information as data of a record4in"which the state
identifier is 5 "shared" in the read process or
rewite process. FIG 20 is a flowhart for

i || ustradtShgaste rAtgwn dnfRprsdess dft &Ry Agcgssary to

record of a shared destinatiaqn when the state
| dentiTi e ToR RICBE. Jr GEESIET Mo dr d S5O0 o ggrehared

That Aess t 'tnhaec '%rno %Ss?edl % nS I%(?\\énifléin idr?st%hi n%Q: ii o% al r&r og:gngsc‘% on as

per f ormed 1 nstead of step e read proc

showny jn, gtga %c%;mstﬁp w%%]%_ dr2 the Jewide priecess

shown 1 n or exanp The process (steps

S400 o 34H0) ishawe i dd Gr 2R dsS orSid8ulard %ﬂd&%ss.
process of steps S100 to S110 shown in 15 FI 13.

However, times proress { stiepshAl0 foar S4ll)st <oy idhe flow
FIG 20 is different fromthe process of steps S100
to Sl showrdss RfGspgERiifiyitrhata agoecar @ fofa shastear ed
destination is specified based on shared destination
i nf ordrat gt iz Ten itdie wiat e Helegttdatfe drdendt idf iterbef-
a to-be- processed record is "shared", the CPU 21
per f GRS S5t FEEST Dl Het@Lsdy - DE NG WircH sharagess
" ed by the shared sti nat.ion

nf or o el 20111 fo FOGHAT (Srene "EfodNaead of step

8404)S2f§ ﬂﬁséﬁgﬂggg%tgygcess shown in FIG. 15 or step S312
in the rewrite process shown in FIG. 17, for example.
The process (steps S400 to S410) shown in FIG. 20 is
similar to the process of steps 5100 to S110 shown in
FIG. 13. However, the process (steps S400 to S411)
shown in FIG. 20 is different from the process of steps
S100 to S110 shown in FIG. 13 in that a record of a
shared destination is specified based on shared
destination information.

That is, when the state identifier of a to-be-
processed record is “shared”, the CPU 21 performs a
process of detecting “DF to which shared EF belongs”
indicated by the shared destination information as data
of the record (steps S400 to S404). It is assumed that
“DF to which shared EF belongs” is specified by a DF

name. In this case, the CPU 21 sequentially reads

definition information items from the file definition
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25 "DF to which shared EF bel ongs" is specified by a
DF nane. In this case, the CPU 21 sequentially reads
definition information itenms fromthe file definition

- 53 information region 22b shown in FIG 4 (step
S400). If the read definition information is not DF
definition information (NO in step $S401), the CPU 21
det er ni nes whet her next defifitPén Tnformation is 5
present or not (step S402). If it is determined in the
above determ nation step that next definition

i nf orifEtqIeR Hiepresdmn RYesshewst ép E462) 4 tREcepbisy) -
returns the process to step S400 and reads the next
definition§ rfby ﬁeﬁ%‘%rﬁeftﬁﬁ\gt%é’ﬂ Y NSt Oeter MCed®
10 that. next, dnef"q?ec}ré%%i'fr{‘f ?(Wti'n.‘)%t'e%n%%lgre%%t c%@'gzl

in step b ransm t’s error respon

i ndi ' A r S UL [ :
e P A S e ety faagans .

termyialesd heg HACeStepl B4l )t.he rread def iqRitkir@Aned in the
information is DF definition information (YES in step
S401)abdhe (P i nOeler ivegs taaet hesx todafan itthenDF

nane defined by the above DF definition information

coi ncirdesrmttiod’ B maresertto WiSc hons Isdreeed SBR 2hel ahgs'CPU 21
specified by the shared 20 destination information

(st epre3404)s tife ipragesgdiersfiered40f e aigeds the next
determination step that the DF nane of the read DF

def i ri&fiioh §ifnorifRq6te ldeds ndtir Weimcilde Wi tie dféeprined

Q?QE f t?n?e?thhgleg%@digtifc%rg?{ﬁfoﬁgmtl nfo%r qast In%r%: (p’}lgslerglt (NO in
step S402), the CPU 21 transmits an error response
indicating that an error has occurred in the above
process to the reader/writer 5 (step S403) and
terminates the process.

If the read definition information is DF
definition information (YES in step S401), the CPU 21
determines whether or not the DF name defined by the
above DF definition information coincides with “DF name
to which shared EF belongs” specified by the shared
destination information (step S404). If it is
determined in the aboye determination step that the DF
name of the read DF definition information does not
coincide with the DF name of the shared destination
information (NO in step S404), the CPU 21 returns the .
process to step S402 and detects next definition
information.

If it is determined in the above determination
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25 process to step S402 and detects next definition
information. If it is determned in the above
determination 54 step that the DF name of the read DF
definition information coincides with the DF name of
the shared destination information (YES in step
S404), the CPU 21 stores a DF | nherent nunber of the
DF definition 5 information Tn the wor ki ng nenory 23
(step S405). Wien the DF inherent nunber is stored in

t he morkin% menory 23, the CPU 21 determ nes whet her
or St Chek atdépﬁnpﬁl ﬁanPSrﬁﬁﬁl ﬁagsDErQ§ ARLEACPhe
efinition infor t|on85 2b sho
e

4 (stlé%"fﬁ‘aé&@é‘) COlPCl S8s W PRZE HE tple "fared
def i %'est Dagd fo Ui 01 5,,NQt R %ﬁegte '\@4'0@ %t €Re cpU 21
&pgn £

S406) Cransm t's ‘an error spons

i ndi %%Ir%gs Ehafe %h%rrre% nﬁﬁ\%eQC%lfr rt%@ i ee@larl@%as
to the reader/witer 5 (step S403) and term nates the

procesgorkathwnt Rer +hief wolrkisgdekabmyned tlaaktpne¥s). when
definition information is present (YES in step S406)

the €A 2F imgadenextumbefd Aist sap riedf dnhmahieowofstiapg memory
S407). If the next definition information is read in

st ep 2340%het BPU CRUJ2ZT edeticesi més thket ker noit metitt he

read definition 20 information is EF definition

i nf ordetiingrt 105t dp fo40@)ion fisj priesegst dnithed fLh&t t he
read definition information is EF_definition

i nf oﬁﬁt%%ﬁlmgqfﬁr%ﬁonsiﬁg)lo”t K&PCRYC2T &t érffi-nés (step

rgeaﬁ- %E dgfﬁﬁegeﬁ%E%QEe%un%at %%%%C %%q 1%1on
information is not present (NO in step S406), the CPU
21 transmits an error response indicating that an error
has occurred in the process to the reader/writer 5
(step S403) and terminates the process.

Further, if it is determined that next definition
information is present (YES in step S406), the CPU 21
reads next definition informatiocon (step S407). If the
next definition information is read in step S407, the
CPU 21 determines whether or not the read definition
information is EF definition information (step S408).
If it is determined that the read definition
information is EF definition information (YES in step
$408), the CPU 21 determines whether or not a DF
inherent number indicating a DF to which an EF defined
by the EF definition information belongs coincides with

the DF inherent number stored in the working memory 23

in step S405 (step S409). 1If it is determined in the
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25 by -the EF definition information bel ongs coincides

with the DF inherent nunber stored in the working

menory 23 in step S405 (step S409). If it is

determned in the - 55 above determ nation step that

the DF inherent nunber in the read EF definition

i nformati on does not coincide wth the DF inherent

nunber stored in the working n%ﬁnry 23 (NOin step

S409), the CPU 21 returns the 5 process to step S406

and detects next definition information. If it is _
det ePFioved dereERénabége §&eer ALt FBR DSt épPERER T ABMPET 1N

DF i nher ent nunber iin.the read EF definitio
i nf o' P&t iF6R S 6t nEreddéS 1N PR £R oﬁﬁatﬁHErgﬁFslﬁoﬁuﬁﬁéPClde

d h k
The S 1 neo pEo R hAETRINLEE CXEPel AL FRe 8RR g
def i ré]rfgtrr‘g:z%r} bnf QReRt; | ogtgg' BGHdes WhEhCEEFQHDrgfturns the

shar in the shared destination information (step

S410)5rdde dst ticS s@%bersmor@eqnun dbhecalowexdetierahnat ban
15 step that EF-1Ds do not coincide with each other

(NO iimfostrep 19410), the CPU 21 returns the process to
step S406 and detects next definition information. If

it is deterfimineds nictherdbeve idettdrnmabatvicone tetreg nilidaon
EF-1D of the read EF definition information 20

coi nGitges thiatth tER- DD iimhelsenshavadededni fhei ggad EF
information (YES in step $S410), the CPU 21 perforns a

pr oc &£ 16¥L td@ac iinfiorgiak 1RBaGORAGLESS B LR FE@OPE gpherent

the sh red destination (step.S411 For ,
ho T R T sy Ra oGS TBIoT T ddeldEeniPed cop

base%409), the CPU 21 determines whether or not EF-ID of
the EF definition information coincides with “EF-ID of
shared EF” in the shared destination information (step
S410). If it is determined in the above determination
step that EF-IDs do not coincide with each other (NO in
step S410), the CPU 21 returns the process to step S406
and detects next definition information.

If it is determined in the above determination
step that EF-ID of the read EF definition information
coincides with EF-ID in the shared destination
information (YES in step S410), the CPU 21 performs a
process of specifying a head address of a record of the
shared destination (step S411). For example, the CPU
21 calculates a head address of a record shared based
on “shared record number” specified by the shared
destination information.

In this case, the head address of the record of
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25 on "shared record nunber" specified by the shared
destination information. In this case, the head

address of the record of - 56 the shared destination

is cal cul ated based on the head address of the EF

data area and data length of each record. The EF data
area can be specified by the head address of the data
area of the EF definition 5 Tnf®®fmati on shown in FI G

6. Therefore, the head address of each record in the

EF data area is calculated by adding the |ength (data

si ze)thef stize ednlisisé ipeittiioon 16f caacH lrégdr Bap§Pngn the head
direct]ly before the_data area to the hea addr es

t he @éﬂt%eéﬁe& £ fhe F6 WRGPe aF&RgER% fiaaﬁe 886% %seaCh
equal_to the tal. _sum_of __the | en ths of .the s
i dentiF5%Er 30 % &fzdﬁgﬁgﬁﬁea36§n gtgpﬁgr%led 53%he head

ion and
file | a e} f the
statéQﬁﬁéntl |er %Ofat%agqegleﬁ ?ﬁ ng g 9??3°§heck
byteJ§Qﬂﬂ§kﬁlQﬁ?%%%W%CQ%t@§6156andT%Q%eE%@cht9E thag

data portion 303 is the length indicated by t he dat a

| engtdu3Q2.s AFCEAINNG dcd ddhe nalkkee Fpr dcesseseat he head
address of the record of the shared destination
speciddledilayed ey shiaried) dest ileabitdn (dafar satzeon ocanhe

be specified and 20 a data read or rewite process can

be pertfadramedrtAon dds cridied ealoove 1 ysert digest lyhgeifpge the
of a record can be nnde even if the shared

dest idedtd GFanfter s dreacsk addsegs 1of tther date grea. The
possibility that the address of , the shared
ot I O S T o g S C AT 16 Pant o the total sum of

the lengths of the state identifier 301, data length
302, data portion 303 and file check byte 304. In this
case, the lengths of the state identifier 301, data
length 302 and file check byte 304 are preset lengths
and the length of the data portion 303 is the length
indicated by the data length 302.

According to the above processes, the head address
of the record of the shared destination specified by
the shared destination information can be specified and
a data read or rewrite process can be performed. As
described above, setting of sharing of a record can be
made even if the shared destination information is
used. If there is a possibility that the address of
the shared destination may be changed, the efficient
memory management can be realized by making the setting
of sharing of the record by using the above shared

destination information.
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25 nmenory managenent can be realized by making the
setting of sharing of the record by using the above
shared destination information. - 57 As described
above, the IC card according to this enbodi nent has

the data menory that stores data files in which data

is stored in the record unit. Wien receiving a

command that requests access to>f{he™5 specified record
stored in the data nenory fromthe reader/witer, the

| C card determ nes whether or not the record that 'S ,
request ed A% 458 Wddess epIve sidred C garg adqcordipg to this
determ ned in the above determ nation step that the

r ecord&pedieited ¥y Hite ady EEGMand s Sf@r§ﬁaldé‘3i‘a files
dat de to dat f th har ed
dZS?ﬁﬁgfldﬁ§%6§%¥$ﬁgh %ﬁ %ﬁ:l%at& gfgcﬁédrgg&rd a¥ Ehe
dat a OkeJV% e%Prgﬂmé%dath% u&%ﬁﬁeg %h%cc% %a%% the

accordi i ng t0' % e ove enbo t he managenment of
dat a d 3 4:h8 J LG it 30r 89, ichel @%t%aﬁrf%n%‘%qpff)foﬁma'&he

15 be efficiently perforned. Additional advantages and

nodi ficGatd rons: Wdd, theadid ¥-aeC de tleartihese wikithleed oirnnot
the art. Therefore, the invention in its broader

aspeatts iredwid ldhatt €d requiehe esipee foeC adeteaisles! d@rd shared
representative enbodi nents 20 shown and descri bed

her eidataAccdridiingliys, dedreirmusiedmodi fihsattbovs @y dymination
made without departing fromthe spirit or scope of

the gefir dihathér inAETshEOFCidd eddm ié@ BPAiee command 1is

appendéd cl ains and their equivalents. - 58
shared data, access is made to data of the shared

destination specified by the data of the record as the
data of the record. As a result, in the IC card
according to the above embodiment, the management of
data in the record unit stored in the data memory can
be efficiently performed.

Additional advantages and modifications will
readily occur to those skilled in the art. Therefore,
the invention in its broader aspects is not limited to
the specific details and representative embodiments
shown and described herein. Accordingly, various
modifications may be made without departing from the
spirit or scope of the general inventive concept as

defined by the appended claims and their equivalents.
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VWHAT IS CLAIMED IS: 1. A portable electronic device
conprising: a storage unit which stores a data file
having data of a record unit stored therein, 5 a
comuni cation unit which conmuni cates data with an
external device, a determnation unit which determ nes
whether a record that is requested to be accessed is
shared data when a command that8reqguests access to a
specified 10 record is received via the comuni cation
unit, and a processing unit which accesses data of a
shared destination of MR récé&idIN&SedSon i nformation
indicatiaﬁ‘the shared destination as data of the .
record en PhEOFSEERI FAECHE BTt dGELEFNTABETLRANY "

the record 15 specified b .tgs gonnand is.sh rﬁd Hata_
2. The port &°& GFedtioni"e 168y PE8 *accor dPRG 67 cl'al n

alm

1, W%%E%i%f&Eer%%%E%ggﬁggigt%%gae%hgéégﬂte i dentifier

i ndi cating et her "each record stored in the data
file is shared data-andthe idetgrmnnabh@indRhte30data with

determ nes whether the record specified by the conmand

I's shar edtdata 1byeusiceg the state identifier. 3. The
portabl e el ectronic device according to claiml1,

further conaldtsidid ratdlar iung tsetitiichg dentietrminkisclihether a
wites information indicating a shared 25 destination

t o datezoofd ahspedist ireduestedd twhbe accessmdndst hRhered data
requests setting of shared data in the specified .

r ecordheins ar soamead \Hha tt heauemnsniacaeisen to sgspecified

record is received via the communication unit, and

a processing unit which accesses data of a shared
destination of the record based on information
indicating the shared destination as data of the record
when the determination unit determines that the record
specified by the command is shared data.

2. The portable electronic device according to
claim 1, wherein the storage unit stores a state
identifier indicating whether each record stored in the
data file is shared data and the determination unit
determines whether the record specified by the command
is shared data by using the state identifier.

3. The portable electronic device according to
claim 1, further comprising a sharing setting unit
which writes information indicating a shared
destination to data of a specified record when a
command that requests setting of shared data in the

specified record is received via the communication
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unit. 4. The portable electronic device according to
claim3, wherein the sharing setting unit wites
address information of a record of the shared 5
destination as information indicating the shared
destination to data of the specified record. 5. The
portabl e el ectronic device according to claim3,
wherein the sharing setting uni??wites information
indicating the data file that stores a 10 record of
t he shared destination and record identification

i nf oMatti-on in the data flle as information

i ndi cating the_ shared st atlon to data of the
specified%rec g, pgrt?%g F&ﬁF@nél eCEVSfEC 2GEIFEENT to

according to .35 ¢lgl ghreaghﬁiggggg@%ﬁwoc 351 0g; val!

perf Gr iTs @ “pr 6Cess S

dest i ot icQn 'c}w%or';n %m blel egrteg%rae@% @%asﬂérgéta of
a record specified by a comman requests readi ng

to t@%gt&%%%ﬁ%@'a@e&hg%rWBQ@othnéﬁkﬁﬁﬁh athensyhlirtd
determnes 20 that the record is shared data. 7. The

port alelse iela@dlohorioC ddevi o€ abeotderd ftied ekaomdl,
wherein the processing unit perfornms a process of
rewiting Sdat &@hef reorshénled edesttinoatiiconletva cdattacording to
specified by a conmand that requests rewiting when

t he 28adat ennivhgtriedn Ghiet stetréngi ses ttihat unhé redserd
speC|f|ed by the conmand that requests rewiting is
shar é& &é@étlog itHd cpsringbltacergéer diile do¢ftcetores a

accordi n
reco f t%e shared destination and record

identification information in the data file as
information indicating the shared destination to data
of the specified record.

6. The portable electronic device according to
claim 1, wherein the processing unit performs a process
of reading data of a shared destination and
transmitting the read data as data of a record
specified by a command that requests reading to the
external device when the determination unit determines
that the record is shared data.

7. The portable electronic device according to
claim 1, wherein the processing unit performs a process
of rewriting data of a shared destination to data
specified by a command that requests rewriting when the
determination unit determines that the record specified
by the command that requests rewriting is shared data.

8. The portable electronic device according to



claim11, further conprising a nodul e which includes

the above units, and a main body in that the nodul e

is enbedded. 9. A data processing nethod in a

portable 5 electronic device which includes a storage

unit which stores data, a conmunication unit which

communi cates data with an exterpal device and a

control unit which perfornms a data process,

conprising: storing a data file having data of a

record ynit 10 stored therein in the storage unit

det erTiddihd WS EE Ta SPERS S H'Haf F“er“i&uéfggéa fgclpges the
accessed is shared data when a comman h requests.
el Iriia: Areh o BeararreSs abervay ohg Fraciesis
comunicatjQn unit, and 15 accessing data of a shared
destination of a record based on information -

i ndi cating the, shared destddald alecry daf & orth®i1e
record when it is determned in the above

det ergmdatd o SRR ildalvhike reeardespecisticedgby untihewhich
command is shared data. 20 10. The data processing

met hoatt dre ¢ hia tzgr taakloamuelieattion andevivbe cac comdiung chaes
claim9, wherein a state identifier indicating

whet fiert seaditt v ecored tstroredd dier itciee andatea coiniteroils ushgr @tiich
data is stored in the storage unit and the above

det eMATREHN ad SteERNPDTES SfFet KOMPERE 125 r ecor d

‘specified by the command i s shared data by usi
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n the
state i demiFiel9 A Lathd d& LPraesatdy Oric'etah(f%qoﬁd unit
the Q&&h%gl%ﬁg%ein in the storage unit,

determining whether a record that is requested to
be accessed is shared data when a command that requests
access to a specified record is received via the
communication unit, and

accessing data of a shared destination of a record
based on information indicating the shared destination
as data of the record when it is determined in the
above determination step that the record specified by
the command is shared data.

10. The data processing method in the portable
electronic device according to claim 9, wherein a state
identifier indicating whether each record stored in the
data file is shared data is stored in the storage unit
and the above determination determines whether the
record specified by the command is shared data by using
the state identifier.

11. The data processing method in the portable
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el ectroni c device according to claim9, further
conprising witing information indicating a shared
destination to data of a specified record when a
command that requests setting of shared data in the 5
specified record is received via the comruni cation
unit. 12. The data processing nethod in the portable
el ectroni c device according To Btaimo9, further
conprising witing address information of a record of
a 10 shared destination as information indicating the
sharé&eq&é§Pﬂﬁa9@8ﬁcﬁoa&&?édéﬁgat§p§&PFWe8'rgEBFgeﬁhen

command that re uestsP%ettln of 35 data i 8
specFP“@HlFéSQr&rl *PEcéi saméF oPhdnEs ﬁpga?|8nare

uni € A9 13 The data o gcessig Tt had {Lotheupen o

porté% ectroni c eVICG ac Ing to clalm

furt oS isNQ o i i gathngnatn
at a TS R R oS reser o 352%§r§§aé§§t?nat.oﬁ g

st or egheand i e GRIG rigdent irkiceatieen viiAf @heatbaRuhAchigon
data file as 20 information indicating the shared

destiumatg.on to data of the specified record when a

command that requests setting of the shared data in

t he speci flized reordhtias pocesesisied wedhdge in the portable
conmuni cation unit. 14. The data processing nethod in

t he porcdyicnisiesliset pemics dedi ¢ ad@drdidng TS TEREI m

9, wherein the process is a praocess of reading data

of a SHEEE® A6k tiiidtinon 280 SSSanshotiad Ah et rgaae&atra‘ of a

as data of
shared deé%lnatlon as information indicating the shared

destination to data of a specified record when a
command that requests setting of shared data in the
specified record is received via the communication
unit.

13. The data processing method in the portable
electronic device according to claim 9, further
comprising writing information indicating a data file
in that a record of a shared destination is stored and
record identification information in the data file as
information indicating the shared destination to data
of the specified record when a command that requests
setting of the shared data in the specified record is
received via the communication unit.

14. The data processing method in the portable
electronic device according to claim 9, wherein the
process is a process of reading data of a shared

destination and transmitting the read data as data of a
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record specified by a conmand that requests reading to

the external device when it is determned in the above
deternmination step that the record is shared data. 15.

The data processing nmethod in the portable 5

el ectroni c device according to claim9, wherein the
process is a process of remwiting data of a shared
destination to data specified b@ a comand t hat

requests rewiting when it is determned in the above
determ nation step that the record specified by the

10 comeRid ERECiféfdestsar 6RRENAgtNetsharBaSHEL 38ading to

the external device when it is determined in the above
determination step that the record is shared data.

15. The data processing method in the portable
electronic device according to claim 9, wherein the
process is a process of rewriting data of a shared
destination to data specified by a command that
requests rewriting when it is determined in the above
determination step that the record specified by the

command that requests rewriting is shared data.



