; fge3ekhl F: 6pTCN 1 METADATA LOCK MANAGEMENT | N ADVANCED FUNCTI ON N- NI AY
SHARED STORAGE CONTROLLER SYSTEMS Field of the Invention T

invention relates to the field of conmputer storage cont ro”mlmm Immml]mm"
particularly to advanced function storage controllers connectgd j,n n-way
storage configurations with shared storage. Background of the nvention In
the field of advanced conputer stora there is increasing demand for what
have come to beMIERR®TRb Kag“mg&%ﬁ?cgﬂ FYAREHF AENCTISY I AU EPRBRs go beyond
the sinple 1/0 functions of csnorRBEE ICONTROLSERIXgEEMSySt ens. Advanced
functions are well known in the art and depend on the control of the

net adat a used to retain state informati on about the real or "user" data
stored i oL o= mani pul ati ons avail abl e usi ng advanced functions
enabl e various actions to be applied quickly to virtual inages of data,

whi | e | eavi ng TPRETSPERY inﬂ%‘i‘%oav‘é‘?llaéﬁf &°f B¢ el byt uSBP ST FF R % 0ons. One
exanpl e obnstrdhesn add grcetcdlanty itonadwncéd gahcGopystamade tdvobgdl lelhe present
i nventi ORohSedtQll Id ALIBA stOrdfeatorfrifeidtQbns &idRSHak8d i@Brfe.ONe enbodi ment

t hereof using Flash Copy as one exanple only is appropriate to explain the
background of the invention. At the highest |evel, Flash Copy is a function
where a Sed@hRynpmigdiecinventdaa data' is nade available. This function is
soneti nmes known as Point-1n-Tine copy, or TO-copy. The second i mage' s
contents are igi éﬂeahskyld @eruavgabeé Qottler Ot otrhge f ithste 1dNErcSeLARNd hdMRGE S
made avalil ablhet r|lnst anme ¥o be n.p rl%tl cal ];evglrslcé IeS r%%gss" t hgt t he second

i mge is radeaval I abre SR~ Tes u}lﬁc e req wredto Create
a true, §E’b‘“atrlé’flé 9°pﬁ9%9r€th%(§ﬂ9‘Pleaﬁdot%ﬁ“t%s@r@&ﬁ%er{tﬁa‘i‘a% fte@yehe

est abl i shgdtanist hcdvanes Cepdtalohe adieswaldt kaswnt on shesargaapplepead icontls
operati O@ongbqeoﬁstth@brl\étﬁhgga ufslg@ &egmncwecmobﬂamadaﬁ&& End e, Of

purposes , I nCl ugl naq Qo e trf% theupS TheymSaEnelm { rt'l%‘ng aQ‘raJ.l q)qt & mnnl ng. The
first copy Tonf T HUESYD 66 usea ? its orlg urposeeb t he 8r|g|nal

usi ng appRvgeRofincEhMms &%%bltehi’%rﬁoﬁst%i’éle%t% ogpe BﬁEk’LﬁS‘ 18 54 VREHRLIF ash
Copy, themapg btatdten wnisé lavshittdewreadhdiathexvbatiulp takens Hyefiogre t he

?pp!cl Cgt Iagﬁllt‘c@elé}% I esle2kkith1205% l@suclll Ean' 5&@%@@@:‘@9@{&[ f@smgigéwtcepw lgﬁal";] t
o fin ere an.applicati.on.. i u ien idleto e shu
down. Thtgh% l}%g‘f preﬁmtg}lnv natéﬁlp ls| Islg‘tl r%é?‘letazil ?1 fh?ﬁefeélcl ]}slo Si gnlel‘S cdnt “&nd

i ncreasi A PesPRRIdMERY (eeTeptt H%mgbﬂaﬁhycfeﬁy FFafgﬁ BOPPLE P AV B backups to
be t akenapptdpoiiatesttoppirigit tdebimikgesgd of theHmehtTapy i npl ement ati ons
achieve the illusion of the existence of a second inage by redirecting read

1 /0 addr ESSEdAEOtI;[ehEE e%QPpeV!e gﬁfa(sne §9f o E\hf\ﬁr%ft%r'i%i)w a?eCO-L%r 49) to

t he ori gi nal |mag ort erre region
has been°SubjBEt91E a"WFEe. 2 Rhtt e a é’QFofT’r‘nﬁétonoéﬁrFof“ﬁEl"éeﬁb v 6‘? awite
(to eith@piSodncBimgr caan ger )T0-tPrn tﬁlmﬁm%il fnadeds i gangeitonarhdnibotiRy
Sour ce aRdedidicgitc0¥had REI thed Wr XAPYhoOfset el dnigy ia fpdecLss1asd nvoked

whi ch suspgnds.ife OPx?rp%l:Q{Ean tér'?h% W{l'st ﬁeaql%rf@mdthé‘%@cmé Q{R%e 5L el ng

taken effect, i s5ues read fected %9 romthe Source) applies
R

the read®dat &Pty %@uelkhrlﬁé‘f W‘thhé‘nmﬁ”tlg bg & DIFSAEF 2aP®st eps wer e
successf geparageeadwsitdle copspendddanr itie. mIggsEtfieht Ariresstaplinkesane
regi on deifwutneettcbprdin esaispoptiat sbncasimeagprigetion'kl opplraendy have its
own copy of the data. This copy on-wite technique is well known and is
used in many environ gre are. many var ations_in how Flash Copy is

i npl emrent ed. ?Hg%ees\‘?gg]i’ﬁ?‘f"%'n§ EHBWCPArGEY TN "t 1Y 0B FYBET Fes of ~an
i mpl enmenparpanes Forlufing anckormbeg trekirgr  $YAYERNEiRaT is9dsdatlel Bivirgadshand
wites ta@itde cdpy gehtimbisl €0 eehedesl oot ytaldxa\g/maaads::pos@nw ithpl| @rgniAt i ons

al | ow onlyy; 4 thﬁ%'ep&at ect R Aabe Jl%gﬂ thSUBe QAYLEGD! NhelRT BiR Lo De the

iz r i [
same s elglssh Copy, eCaleppllcatl?msn(\)ur;% g‘utdow%,taq‘ldbthesgackup taken, before

the application can be restarted again. It is becoming increasingly
difficult to find time windows where an application is sufficiently idle to
be shut down. The cost of taking a backup is increasing. There is
significant and increasing business value in the ability of Flash Copy to

allow backups to be taken without stopping the business.

T
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However, all inplenentations rely on sonme data structure which governs the
above deci sions, nanely, the decision as to whether reads received at the
Target are issued to the Source or the Target, and the decision as to
whether a wite nmust be suspended to al Low the copy-on-wite to take place.
The data structure essentially tracks the regions which have been copied
fromsource to target, as_ distinct fromthose tgat hav ot Mai nt enance of
this data str Bt EOQth PR TSP oRaI 1RdeHR BBt Ao { ¥ Q X ef’rﬁﬁe%?%r? i hig

t he al goseddmth bedgiendy EledshecCopy .re@t 10 a@@t\ﬁaﬁ%GOfmﬂzﬁﬁm imageh as Renote

Copy (al @&A@QQMhas?ePéDngd o QQm'IiaQEQtU’S €O PheObrilg@ AR EmAYd I Qéﬁ(ﬂﬁ))rﬂ{
Virtuali Zattn' 90, rt%l 0“%0151}:(?1 I arunq_Ia truaeagtq;)gsnasagge QH}?;ec@' low d1 the

scope of *Tifé presen |nvenet"| on Re Bt a for t hese functl ons
di ffers, Whrre prregion disekeen the Sudedt P56 hafFhEdi (0 staPer iNrErHati on, such
as the I ooifelt DN thfen diad aaidt@nmappinpssiofi tHatt biethi 2ewkcki drek Tergeateadn st or age

obj ects, .@nd s fc%F& hue Iﬂ@ diehada %ée%shﬁé an{rékéae%ﬁic@{f@ eaagrt@ge A
function such, as (f e(r)fl rrp ement

isre atlve ht f or
Wi thin aCR§RGER ﬁglfaﬁlteoﬁ‘ﬁf'g% OPEEE pF37 Wi %lkh %I\/]Z;‘F %r ocegs\sélg]F 5P Y st OTten
enpl oyedawieeRi of rbderfifestet ageioAredither Purygt Hlpal%elSt Ehe rﬁﬁ‘i‘ éaéﬁftiﬂ fhej ¢
I S poSsi Pyt owitiphermErt, fueht (4rdl efignt £ Hlasbtdpepyeres @otcdshaitl) r3ldaates

| east) typ gﬁ%&&w'&&%\% h%‘ﬁ%s@&fé‘ﬁ%%ﬁ@e@ ORYe gfama heqiEt adaiét nkéd tthe
event of a failure of first cond can pechtés

cont i nueP®FEPRETNH, E"vﬁctehblﬁﬁ TRpIEE Hfl]a@gg%as%’t Ba‘feh Tar'get " Fnige. wever

the |/ O Taipalbppbytop-wfite seqigheuRe eodipkesni and ilfi eead. 1THSEYh i nproving the
capabi | i th8SophertsSi Ngl € CPU conpl ex nmeasured in ternms of either 1/ GCs per
second, or bandw dth (I\/B/s) has a finite limt, and will eventually inpose
a constraint on the performance, of the using a Ilcatlo Th| limt

ari ses in many ?’?‘Fp?ﬁ%é'ﬁfﬁt‘fa&ﬁgt‘cﬂ”sﬁrég’ﬁ ch}ﬁ’g (ng N goBaémeé{érrpl e&lls Sn

St or age Coriatdbreshow Ahrgudhcan wieovarieue offatvr¢e Pt s 1BPAMsRta-ie8r F6%si bl y
redundanindiant¢, garCRliasmppexemanhimehallicst aégisaahd virt téan to hehepeafgstimance

capabi | i Ly; Qf oEak SRt EQiAvﬁFfeacM)r eS&r‘eOExﬁggl.%mEMtﬁglllé %ﬂiov@%ﬂl@ﬁ1hﬂ§&ﬂ| | ed.
But the separate torab% contr ol (ghngtarshare gc%%gssatmg Slze netadat a,
and t her G E Ho SBErgf’gelrr?qunﬁ%eagl g “A°FT ash Copy “rhe Storage
apace be&omes. fyhigresamedpresfiithi Facke c?ﬁ‘gllsﬁfch as Fl ash Copy be| ng confi ned
to the scope of a single controller system Both Source and Target disks
mJSE bﬁ ”ﬁnggﬁgwwe&h'aﬂﬂ ﬁﬁpl%ﬂ@&a%tleﬁéq%w%t 59414 Qhta Arshdt@ke @iehage
controller disk s

C anot her are
space, b&PVTTE] %heﬁa?mbeoggf’bﬁl@nfo a?'rafhe 3ﬁr%séecan§“aé%g§§ewrt%a |Esks
pl aci ng reeeivad gt the ﬁéraﬁ‘déﬁet#ﬁéuéérﬁor bhe o“Puchﬁa oKetrec &Sl |8 therhis i s
parti cul as¢isivnfar tondteehen at heiteasestobeasuspandddash «0dpy,theherry -amwimget he
Target g, Q:a(l\tgeﬁl@cgperﬂ@ @ta 86ridcub@esBonfIRY Sy GabcHat e ASFOEAAWRIIM t h
it). As well bggnconst%afl ning the toEaI Qerfso[im%gt SiBl8ef QL cBhave
Sour ce/ Taf get “pai T & "OnStT &l nt 3Ie controller storage functions
adds conpPexi ty to the admnistrati on of the storage environnent. The
adm nistrative cost is often cited as the biggest cost in the Total Cost of
Oaner shi p of ﬁhmxﬁgancé t:fvu.}ulsddb@a st anichi s amelyiadvant-ageasetmat educe

system cost and, & L@fg't {,gmwn hﬁhé M9SH! gfe%rthe]tr%xya&@astral nts.

Typi cal | y? storné%e cont sys do not_a to solve th

probl em f‘F‘P@WOP’FrpISé‘ﬁ’érﬁS SﬁWcS‘EPYf dﬁﬁ‘i A ﬁatPP§Fe°rcﬁﬁ??‘ﬁ’é18uT G’ sTngl e
contr ol | eepotandiherdes)are Consetizaneeh brply e edpidbr|daty frurhateseoritd ol | er.

A sinpl ecuay rafi1 alilan nﬁgnwdpleloéﬁ tGONSHeRbhe iGvérnx ipal t Tk paftedita doshaked
Fl ash C08¥ rhels%t fu%@%lq 4y fgeq‘s?‘skﬁltgFllj ceg{_l% %tsr O:M gk 1?5%dttr@m rlnoétal:tlae

nmet adat a, " an er contro or war

requests lf‘BO"”t"ﬁéfOIboﬁ’t“FfblaFe‘fhe TREAIRAI g dB bt FBF I“@Ppbr?gt?c8g Vé§t'fa\r,1Yréz?§quest s
as if theéyleare rhalestdnpgbrdmerts owd ot foaxtfred Mestrewdaveris, held Ag t he
al gorithggggis&@h@%qoam\/,e, and conpl etes each request back to the
originating controller.
A function such as Flash Copy is relatively straightforward to
implement within a single CPU complex (possibly with SMP processors), as is
often employed within modern storage controllers. With a little more

effort, it is possible to implement fault tolerant Flash Copy, such that



4 The main drawback of such a system and the reason that it is not wdely
used, is that the burden of forwarding each I1/0 request is too great,

possi bly doubling the total systemw de cost, and hence approxi mately

hal ving the system performance. It is known in the field of distributed
paral | el dat abase processing to have a distributed | ock managenent facility
t hat enabl es resources to be assenbled into "l ock clubs" and to assi %n Iock
club owné?s WRFth SR TR AORMTEPDINAYE 129968k 1Py *F BFYt PkitPe dLEPERE 1 &)y

and i ssuevérgckE g feditreobf nees ey CBU Ico@ Fequelsd isagers] cantos, uf&sﬁchoa syst em
is inpl eaBiM@de aperhei d) gk Cdlout EERUN 6€ det¥& toattd doefetNBlagal | ow for

control of |ocks anong storage controller systens, nor does it provide any
formof |ock managenent at a nmetadata |l evel. It al so introduces

consi der abl e HoWs¥eEadthen I{ erapaRiisy % Ar SWl6i TRUSPTRAEK oh litHeR real data
segnent s Thayghb émneivéing rehed chdapi titses | diukeskinaiy stRYakomBk aueaktirdindn bigamns

suggest e@!fléltfhlale B68 Qeédﬁder@zt %aﬁdmfd@h méagplr%sl A figced abher Cangurnency
Control and Amrl &l al.) that it

PP Rt amHPET 1 B 1B b neRaB BT Phe TheVt 28

i S possi i oc na enent a eVi'td level in

st or age é%%Fi@(shet%FkklmlHoWéF in panyg iPREYRENE MRS Lt FLadk CRRragenent
t echni quest ar goddleixhipled iByirt beoﬁugédmntmbllmsaga mgpidaat dnwsbgd ake pl ace

among t hg, &%tlwé lhfagsa Slﬁeﬂé ngrt&slsmg, L-akgley: RRLLPDT and cbmgfe%ged
deadl ocks and re be

pot enti al r

Conet dey b1 AUGANCaDe MR e G S5EoTRAGh BBPY Or it et 4P ABICH e horme
which allows for any of N storage controllers (an "n-way" systen) to
partici pate i Rossl\sanesst sboi@yEedslnat ivRNsnaaeled .t heuwhershhpatandtbagki ng

at a net agal,a;h e%elio Gt dnb& dbsdds! b&tt%q @geyagtat hgn&iec\ﬁgg@&re%mwy of the
| nvention The resent I nvent gﬁn accordin Irst aspect, a

y
storage EBTRT B dPpRP2atEe chErant £°Ph lg'a%%t V\EE‘?( tf“%“f F%"@ce %8?&"}'3& | er nodes
- conpri si igpramented pert dunthipreotsinenttlagh (owreredng proas snethhe rithec seaRSnent
t 0 assi gbf awmaensld ponirdretadakaerd.OBotlatsaut@ and aargst St G0 @gest ®et haldged
node; a wﬁl&nrf@ﬂ@ggm@@togggmaﬁmo@&rsahdsﬁ\g@@rst%&%@%n&%a&épldlgﬁ fde

operabletoc ntrol | ocki met adata _durin (Y to ensure
coher enc?l%q‘ gﬁf?i“edﬁ‘f]al W {}ﬁl aﬁ?"%&ﬁy}’a@f 58%T §Pda pfgleef dgfltr 01%1 ®to tine: a
messagi ngeeudpenenteraras i theoRpeicesart dgeIo AL P! | @%a%ﬁﬂethﬁp’é?%fiedltsé} pass
one or nohd&eMeBsagasrdiebficet: stwr@gercontr ol (irets nedes ticulagliyesifoatumetadat a
state, gianthedchQfle i%ueﬁﬁashe&cﬁﬁsewﬂéfreaméﬁﬁg tHNEa:edNAl ot Bdapa | ock has
been rel easeq or\{vherel n.sai d s:.caé r.m ng. conponent, 19, operable to perform
/0 on daf&d vvﬁos’e Agetadara’s & y any owner s%or age’ 5 controller
node, subject to said I/0 performng corrponent s conpliance wth netadata

| ock protocol 8scoiilr ad |cedsnpising tben@tad tmrigenacoatroskilgie fiode; and

wher ei n §8Nrc%a'm51rg%epyaqu g dofataiheldd LIt édRrbDLdri BB rage MRINBE fdnded i n

a coher engy, c%mgfr a?F}é"@ot @hé‘}fdﬁ. 9%%@13?1%%92 t%%' é/uorgéé 4oL QRELT OF 1,09

corrponenfEl 'S OE orma wherein sal d_net adat a
conpr i se@IHHERTAGNS XS4t és PECERI 8% ProefRs é’bﬁ?/es';s‘é‘?ﬁf EP GB5eFIGHnfoRy ©f
conponenbwinersbperefbbeotageperftovemlad Rermdbel Gopytlvapdvatieseius sairddned adat a
conpri segy&iled BofORYd dobEe:iR Y AkAr-@moRMET £11aBbysivsal Lok £ QA peedidtphitg s.
conponent is operable to perform Storage Virtualization activity, and
wherein said netadata conprises virtualization state netadata. The present

i nvention proVYRERSIY n sEO8E AT HEP e T ePADFoP 0 FEFEE NS SPOFade s
control appdrat usThen dnplerewr kdoincsd dhvageigenthra] bee arobfliewdcbrpy s5991g t he
steps of cbRGRI1VENG a8l HehQe rQGUBSEstRYid by @npesdabil g 6prpatedthralSSkgni NQ
ownership of metadata for data to an owner storage controller node;
controlling | ocking of said nmetadata during I/Q activity to, ensure
coherency of &SaftBT8t%alh Wi PH T topyeo O%é?ﬁeﬁét%?dgg‘étlﬁ@%tef Bt tine to
time;, pasbareg 8heshofopmrel aEosalyas 1bett%eﬂl$’lt eragentiii eoldsetha Gurer 106
request gBtadahaast ab ngt@thedoteekdodtegurst fahans e lof raud aek wratkl si gnal
that a | 98%&% DEERa L E‘Aoﬁ@é&quper}@rmn@gg 'Joth $11021 300058 Eﬁf% adaté.is

owned by any owner storagé control ect to sal gerform ng

conponenf® 1fc<5Prf)Y iC3RE SR Y E AU LS ?“ﬁ‘cﬁttpﬁpBF%é’SI’SE EENET DI PR DY Rai d
owner st etawyd tbomesorilad e, 2 completas rdach waeyestbdckdoytiesf sai d data
hel d frosridimeigy tbAtrdilen. cOherency relation with said data.



Preferably, said I1/Ois a Flash Copy, and wherein said netadata conprises
grain copy state netadata. Preferably, said I/Ois a Renote Copy, and
wherein said netadata conprises grain copy state netadata. Preferably, said
I/Ois Storage Virtualization activity, ,and wherein said metadata conprises
virtualization state netadata. The present invention provides, in a third
aspect, a conputer program product tangibly enmbodied in a conputer-readable
st orage nmedi uffe @Biprdrsibrrkc 8hpIcEra FYsEPRnPeEd ddentenfsntidatuers| Bided into
a conput efdedystes, atel texe ciieetutdesr @O foreaids oy Haohay® centesol iapparatus in

a networ & of sls&trsfitgfy Qagnt,mtgl Bfe ROEES st,gt&rﬁt,t@é Mobhe 8heRscef receiving an
/0 request b assi gni ng ownershi p of netadata

for data®f®f é%mao‘iﬁr]ierhaleén%tte’Fa@%tE'B%rrg?f"eaflcﬁode control ling | ocking of
said netadata during 1/0 activity to ensure coherency of said data with any
copy of said datia hedwh fif et E18at 6F tdlaerlmasasipagamnﬂ QitabaLe pressaqas

bet ween §$% 2998 O%?QHJ]%ME& 1%95%5& e%guﬁa%tll aenéﬁﬁésere&[&@és o pEK,

request rel ease o na at a O been re egase

per f or m ARFTFPEDIHAL &O\‘i\}ﬁo"slélbﬁeta& at% aF?%\Nﬁ%ﬁ‘ u%rﬂ‘i’“%t}ﬁwé’ 1h dpagE
control | eentmotieallsbjdon far theéid héDigped fnoaPry a0dnpenentdckiznwphizdce with
net adat améekePret 0L®Ireqeatingldigenty. Sehdh aWnetestoy a@ete&eﬂtdd)bt efhenode;
and mai n &tltgre%@xréea'lgvglopxra@fdoéglrg) dghaowh%ﬁd ctt;en@ b8 ks I almgﬁ ina

coher ency ation wth sa resent rre nent of

t he presBMFaPRVERETON SEhTESERDI BF5 %sg‘glmﬁvtqgég%rfﬂfﬂactf 1P RAPRPSFER vi t y

at- a net adat aetaiagh mvehg [Fltuakdo Sniorodgees oatsiclelrallse Overheedels) they cape n- way

Eyst em ha_f]%ta'ﬁaﬁg%aghflgla(l@%ﬂioﬁatvgxl‘éna:_]f‘éailw.i&t}éf begmea_ntabeb@m;e/s Ojinngimfysyst em
ut eac S ible for performng its own . Brie

Descripti {c:%qg?&tsel‘? £§Jal\fm£ﬁ%%g prefer redpenbodi rre%t of the present invention

w Il now be described by way of exanple only, with reference to the

acconpanyi ng @r dwesnigesn swggslsteh inFilgupeadenis hitlelkawwrgi afpramrdnplgsiy ati ng

steps of “@carratotw@ohéuxaeﬁ@; deReRIVaAd rRAcPyyer e @nardaodismat Dirabbre, present

| nvent i ofy, ki ggr.-ﬁ 2 th;er '&gcﬁ%&geﬂg 3y t%é la&ttatow&i 302 RRALAMRE It the

accordance Wit Iment o present | nvention. Detailed
Descri pt 1O °6f 1 §4é P’re”‘FB‘F?E’@dC%“rFHBHJr‘?FeHFtW§Spré"f’g?‘Feé'd B 6 Rt THE t he
present #wmrbehttlomapagsineys techridyiengpeo ieidr deh et bivdany ohateperginrgul ti pl e
storage eyt modtl @bke (NbcHOMREY tHhR edhtRoVBdtsSt DIaagey IYSI@Y 1dh@ichBsaaging
coor di naL&s 16Ldagh gypét%t ancbhengetel th De,gxsham bl each node i's

still responsi ormng its own Such nessagi ng i nposes a

| ower processing bur den on the nodes in the system than the 1/0O forwardi ng
schene of theTherewsowhdorhereipre de cansifetapderzdvadtadsove.a TAv £o8s, to a | arge
degr ee briauseriditandy, 0beflabl apstage vhatle aShald €br (dny dDNaktsuagber of bytes

transferggathoinan (he s Qyneysdeh) atoe tpnlclagst@hﬁoadvfaﬁéegeso@arge anenabl e to
coal esci 9%1 Qr bat h| ngc)n townree uce S EF]nove head irther. . As an.exanple,
consi der "SI A HAY gr%tan? mof eenfing °Ffash® SLRESfine eV erY ode has
access t@lf’ttﬁéb‘sttetﬁlrawgrrﬁh%tg’éﬂlw t he Cooper at i ng set of n nodes. One of the

nodes is designated (102) as an owner for the
Summary of the Invention

The present invention accordingly provides, in a first aspect, a
storage control apparatus operable in a network of storage controller nodes
comprising an I/0 performing component; an ownership assignment component
to assign ownership of metadata for data to an owner storage controller
node; a lock management component at said owner storage controller node
operable to control locking of said metadata during I/O activity to ensure
coherency of said data with any copy of said data held from time to time;
a messaging component at-said owner storage controller node operable to
pass one or more messages between storage controller nodes to request a
metadata state, grant a lock, request release of a lock, and signal that a
lock has been released; wherein said I/0 performing component is operable

to perform I/O on data whose metadata is owned by any owner storage



met'adata controlling all I/Orelationships of a region of storage. The

ot her nodes are designated as clients. In a presently nost preferred

enbodi ment, one of the client nodes is further designated as a backup owner
and maintains a copy of the netadata inrder to provide continuous
availability in the event of a failure of the owner node. Cbnsider a host

I/ O request arrivin at a partiecular_client nod paQ

that the RO ﬁ?’bnrog'a é*P FE EFt% H: BSEETP i ep%r*en?he °ra %ha{lcg Wl%g or
possi bl ymatafeteelask prrtoSels @én@if’éked GM etd ewb@fglsﬁérﬁﬂleo%%ﬂrbarb?oaef
suspendi agd ( M6}eirhany /@id Gdphest sanddatdOBldatrms sage tREQne0id he Oaner
node 0, fgkingnbd iLhe Hhal,Has.Reesn qeehepald%atraecel pt of nmessage REQ O

inspects Iits own netadata structures. finds that the region has
al ready been copied, Oreplies (110) vvlth a NACK nessage. If O finds that
the region ha@rﬂtﬂraalyeadg'/d Feerredpreihg pempenatied sacheryekle dooperfagmianst t he

appropri aigHetgdabag flerb e sheginRRadddaNbbngrii SeH \Whta i lcagptAaté mechadws, and
replies (112) with a GNT nessage to indicate that the |ock has been

granted. The lock record is required to ensure conpatibility between the
request j ust Pé%%ﬁr\?éﬁyfaﬁalﬁr%ﬁt%ﬁf%’h’d‘gf GPERPBENY dGURRRTEPIHAP PRTGAT & ri ve
af f ecti ngetdre sapye Aed atleteinvbald mehadgrerocagsi sy graild coptt ishaes mefdmta.
details of how the Iock record i s maintained, and what the conpatibility

constraints ate, ar lyt e,5 ﬁﬁ?sﬁgfgr‘%‘lﬂ“%t ﬁon%orﬂ%% %%egperggf% \{:gdpgrg%y by O

and are well known hose

nessage, SEC AYSehtiEvpiizpt1Ph @ chi Yigivnatnd Ferredgueid m‘%’j?dtaé%éi%Pr’(ﬂest he GNT
nmessage, vioent zanies {tkl6)mdrpdperform ng the data transfer or transfers
required by the Flash Copy al gorithm In the case of a Target Read, this

means perfor the read to.the source dis| ) la |
process corrpmgpgopn ef‘ﬂtB)mYen he rc’eacli Sr’e(ﬁuestseés @aéﬁ@%, R"%{:'Pmdcﬁ)é)w) an UNL
nessage PPEDLEBI rd@uest COREIClt RRPATEEYS HE 7 dedu_ed °f aftorpee §8ﬂ’ér°tlflﬁ’é as

. conpl et i ngddsheowpriginglthe/ @eapequieseceiorinbearhade @ysemvmt I/ & pgedointing O)
on recei ngﬁneaa quglgfﬁeéa&eergﬁ@wesnétaa&a tthe da@sked 86 Wbhel rUdhdes
met adat a o?[ler n ? %{S‘l Tolxi&r ell%%‘t% ”Jalﬁenf. a/dQ::I %gy gt %/(5 %%En%\ﬁ:ra/

suspendeﬁ Ibecause 0 present e re

0 then d&PispEnEe (Cﬁh&feré?ylﬁilﬁaﬁ%%@@‘iaowtt}i‘ ﬁ&Vc%?tpP’ n‘@f tsﬁé‘il '%eﬁ%dﬁtécﬁe%s been
rel easedfremdime | ok bge .Cregsinguae phanqresurasggss dsSortinatedragptdprthel ler

ori gi nal np@SHIRSt xeqlBES nleSaddtaney:fie, Hintl &Qlbick fdrebyedtheeHaashofCapyock,

algorit|1gh&t§i%hgl that a lock has been released; performing I/0 on data whose
metadata is owned by any owner storage controller node, subject to said I/O
performing component'’'s compliance with metadata lock protocols controlled
by said owner storage controller node; and maintaining any said copy of
said data held from time to time in a coherency relation with said data.

Preferably, said I/0 is a Flash Copy, and wherein said metadata

comprises grain copy state metadata.

Preferably, said I/O is a Remote Copy, and wherein said metadata

~comprises grain copy state metadata.

Preferably, said I/O is Storage Virtualization activity, and wherein

said metadata comprises virtualization state metadata.

The present inﬁention provides, in a third aspect, a computer program
product tangibly embodied in a computer-readable storage medium, comprising
computer program code means to, when loaded into a computer system and
executed thereon, cause storage control apparatus in a network of storage
controller nodes to perform the steps of receiving an I/0 request by an I/O

performing component; assigning ownership of metadata for data to an owner



8 In the case of a wite (to either Target or Source) C nust performthe
copy-on-write. (127). Having conpleted all steps of the copy-on-wite, and
with the original wite I/Orequest still suspended, C issues (126) an UNLC
request to Oto request that the | ock be6 rel eased and the netadata be
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client nodes, with O cqntin cess al uest s, usin same

al gorithm TurRE RFeAERY qtyop L%ﬁ?"e& fmg‘fcﬁ@%tlog 3 geséeﬁltal%\éeflg Uus t|gu
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(202), c%togttttet;%t 19 BRLEOE R0 GREPANERL x3BRr bhONcRh fBiadal a (206)
relating to er, the control of the storage network, and a

copy (208¥*¥f rFﬁ%og‘ﬁé]P (fﬁﬁéjergﬁﬂ'emﬁpb%ﬁ S¥us/Prcl udes an owner shi p
assi gnnent conponent (210) to assign ownership of netadata to the Omner

(202), apdiex besi ipBiagefette opapanent (212) operable to control |ocking at
said netadata (206) level during I/O activity to ensure coherency with any

copy (209), which a Renpte g, or..a
virtualized Stp‘o]f”éegfgr??fgﬁgg 4:1%11%(??9%? §re?%ﬂta”rlr\ée§1§écérll H?PX’O oneg‘r?titbsirzlfﬁ?

at t achedby ovavhef Gaaeplg 202y, anth tvefe¥rncel terbe (FTRNPanyYRRI r?é@%&ﬁsngln
conponentn{zl4) bei ng operable to pass one or nore nmessages between dient
(204) and Omer (202) to request a response regarding a netadata state,
grant a | ock) uest . reI ase of a K, d Signal t ck has been
rel eased. The F&?‘igren ? s 9o} r‘—’"“bj(rjlcl el mpf'/ é]a ¢ atg Whose

met adat a aFgousiRRes “eyhawr Fd(?@??m%bj’gc“flet%reﬁﬁ’et EGPYeRitios- (204) 9
conpliance with the | ock protocols at the nmetadata | evel controlled by said
Owner (202). -E‘quﬂ;y gsedtyl Blmsala[gr@fneflrl@gtﬁm99|dmﬂﬁpaﬁﬁtﬁehanpécﬁﬁﬁﬂince
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di f ferent” Fegi 6ns 0 stor rage. hi's ensures that a si ngle owner node does
not itself becone a bottleneck |n the system An efficient schene for

bal anci n@et&iednDenyméptsilo e hitnedbr 1 poddpmerthase table | evel) is known
fromthe distri but ed parall eI dat abase processi ng schenmes of the known

prior art. |t bl e appLaclaned bhalyd ggegt%thmeq\%r Lo, 2hRe 94

typically be carr I'n software_run on one_or. _nore rocessors (not
shown), &Rd°IWAE"24Fe 2SO AREEHES, BB PRSI %‘é’ﬂaﬁ% cﬁnﬁﬁ?ﬁﬁf%r(ogr%’&rﬁéh & enent
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may | ”C'Sﬂgﬁ £ 808, HE3:00 &é&sedaeaq R QN%.eBSebl: % & 9Ralncaas 14 N

nmedi a S SjJ resent invention may
sui t abl y the @f%&'ﬂlfé’&na%healé%rfﬁﬁ’t’%?dlﬁ?oﬁhﬁﬂ? rf’rfoﬁlﬂtectkn Bt SGRE9R PHOE #hput er
system Sathustantedpbenent Fhinsmeay acbaqme degrgeskadapse ghecrrpsacer meedabl e
instruct iaQBSsn%thQler(lBi %841 0lundet I bht & ResidfRrr&lIChhas the QYOPLHeST rél@adabl e
medi um {07 SXAPL e dLAKEL LR DM  FOM. i hiprd llshingr cbraRsgl tt abl e
to a corrput er ? Vi-a a nodem of ot her interface device) over either a
tangi bl e Sﬁféﬂ‘?‘hmvetftf‘@fiuﬂtrﬁﬁe’but not linited to optical or anal ogue

comuni cations lines, or intangibly using wreless techniques, including
but not limted &o erihﬁlswyawmhef Il RC0wr sPdthar idplanaidiag i mashemppi ques.

fhe seri 63.0fe GOURNL8G, hi dgpéesﬁe%sfttgcswgee sabadises, ahd QopbAlingfsdihe

functlonal Yy previ ous A escril
n'nodes. One of the nodes is designated (102) as an owner for the




Those skilled in the art will appreciate that such conputer readable
instructions can be witten in a nunber of programm ng | anguages for use
wi th many conputer architectures or operating systems. Further, such
instructions may be stored using any mepgory t echnol ogy, present or future,
including but not limted to, sem conductor, magnetic, or optical, or
transmtted using any comruni cations technol ogy, present or future

i ncl udi methdetanerntighlieg ald Bt Fe&tloﬁﬁlp&r‘eﬁgja BRI IPRCPDRROERIS) t Thes
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el -ect r omvaibsthilgty nirbohe cevenerofaanstilork off tire ewasmpnedet he | nternet or
Wrld Wde Web. 10 It vvi Il be appreci ated that various nodifications to

the embod el Q338K LORSL ARONE ML e ARRAT e L4 4 ggxrt%@nlaqf cPLdicnary.

skill in the storage, con ar at us operable in a
net wor k wsidest B 'Age TEREFDILIBE HSABS e BAD MESreR: larie’ﬁh@‘ Ferfdt MEngFite of
conponenthe aargawneishi pr aessgslyeat wicioppoheht fcoressiigh. ovidéersthiCpbegfins
rcfghggﬁte agirfo%';asgﬁbab§ G3PeRNAG! (@ta@r@%ex{z?nt EOtHeRr saagde; 16! Q%sﬁ&:_f;‘@-?@?’en}(
age .controller.no r e to control |ockin
haa(%\,gleaur} ﬁg 1 /aéfq % % ql ra1n hasg q:z%egpce Q!i 9

of said et Vi nessagl ng c@rrponent at said owner
storage controller node operable to pass one or nore nessages between
storage controd lrecenades reassggREs! Cainmteatatisstat eetgiamt strucoekes.r equest
Ir/eloegzre]cgé; %aﬁl&%gﬁ%ﬂ“@hél&@%n ttﬁatal@e%%iﬁegﬁsc@@@? ekenised; (waerwmich §3' d
onen e to per m n.dat adat a
is owned % a@\?/herﬁ éorlélasé co?’\lt 51 Fe? ho %a ngtLJbEQé% Q%&M&gf%@&
per f or mi Pﬂgiceénﬁpdﬁéhtr%o%ﬁﬁ?%lﬁfcéhwatpﬁr?%ﬁléﬂ%t"&tﬁw BPotE T eR BT ed
by sai d mwneun sicebage eonidtokésr anddeplerd (112) with a GNT message to

indicate that the lock has been granted. The lock record is required to
ensure compatibility between the request just received and granted, and
further requests that might arrive affecting the same metadata while the
processing at C continues. The details of how the lock record is
maintained, and what the compatibility constraints are, are the same as if
the I/O had been received locally by O, and are well known to those skilled

in the art.

on receipt of a NACK message, C unpends (114) the original I/0
request.

On receipt of the GNT message, C continues (116) by performing the
data transfer or transfers required by the Flash Copy algorithm. 1In the
case of a Target Read, this means performing the read to the source disk.
Some time later, C will process completion (118) for the read request, and
will issue (120) an UNL message to O to request that the lock be released,
at the same time as completing the original I/O request to the host system

that issued it.

0, on receipt of an UNL message, removes (122) the lock record from
its metadata table, thus possibly releasing further I/0 requests that were
suspended because of that lock. In the presently most preferred
embodiment, O then delivers (124) a UNLD message to C indicating that the
lock has been released, and allowing C to reuse the resources associated
with the original request. This is, however, not required by the Flash Copy

algorithm itself.



wherein any copy of said data held fromtine to tinme is maintained in a
coherency relationship with said data. 2. The apparatus as clained in claim
1, wherein said I/0 perform ng conponent is operable to performa Flash
Copy, and wherein said netadata conprisgs grain copy state nmetadata. 3. The
apparglt us as cl ?i med in claim1 , wherein said I/0O perforrri ng conponent is
operable to performa Renote Copy, and wherein sai onprises
grain copy stateHfef3tfars. * 44 (tﬁpﬁaﬁhﬁfulgarggt cta g?’?‘ér(fe (“a usg rg:)f?r wher ei n
sai d |/ Otpherdopy mmyrtonpgdhent Haviggerapleted aperstepm it éh%lg@Pqull—Héﬁezat i on
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of storage con er des conpri st n e steps of: receiving an

request Bpdaed| ?‘Orﬁé?lfdortﬁi*nﬁpé’o?fbd’ﬁéﬁ? 12 assi gni ng owner ship of

nmet adata for data to an owner storage controller node; controlling | ocking
of said met ad@t aorgli'ébéligatl é@ @q@twud MessQ@SS'ntan(QZQI FDERe MRSS@FAStIEt ween

Storage ConIrO s hav1 %?St nEt o@e%tQBG) aﬂ%&@r&é&%ﬁ requeSt
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rel ease 5f%4 JIoék een re ease rm il /0O
on data m%@sm%aew |W§16\meHeWséﬁ>Fh6€m"é}e &Y% 438 INPFH F%‘?l o dd

subj ect tResaisdudd QLper aar INIDgmenREONENT' o dodpdatancmbnthd Loek deat bednock
prot ocol s .¢antRo! | ed by said owner storage controller node; and maintai ning
any copy of said data held fromtine to time in a coherency relation with
said data. 6. The nethod as clained in claim5, wherein said I/Ois a Flash
Copy, and wheCei o FareinteehdREalHdnBrIseds, JeaPF<oplR &t 4be sWEPeRfisdavrire The
met hod aspétaiibRd vwhick WAl Somewhiteel it egatdnpdle€e ) sind Ren0C ecoBopstesanths)

wher ei n gal d,TRL agat-a: CRAMPE I138Shalai N copy state netadata.

Recovery paths are required to cater for the situation where a disk
I/0 fails, or the messaging system fails, or a node fails, but the
requirements and implementations of these are well understood to persons of

ordinary skill in the art, and need not be described here.

The above description has been cast in terms relating to a single
I/0, and a single Client C. But it will be clear to one of ordinary skill
in the art how the scheme continues to operate in the presence of multiple
I/0s, from multiple client nodes, with O continuing to process all requests

using the same algorithm.

Turning now to Figure 2, there is shown an apparatus in accordance
with a presently preferred embodiment of the invention, the apparatus
embodied in a storage controller network comprising an Owner (202), a
Client (204) I/O performing component, a portion of metadata (206) relating
to data (208) held under the control of the storage network, and a copy
(209) of the data (208). The apparatus includes an ownership assignment
component (210) to assign ownership of metadata to the Owner (202), and a
lock management component (212) operable to control locking at said
metadata (206) level during I/O activity to ensure coherency with any copy
(209), which may be a Flash Copy image, a Remote Copy image, or a
Virtualized Storage image. Included also is a messaging component (214)
attached to the Owner (202) and to the Client (204), the mgssaging
component (214) being operable to pass one or more messages between Client
{(204) and Owner (202) to request a response regarding a metadata state,
grant a lock, request release of a lock, and signal that a lock has been
released. The Client (204) is operable to perform I/O on data whose

metadata is owned by any Owner (202), subject to the Client'’s (204)



S. The nethod as clainmed in claim5, wherein said I/Ois Storage
Virtualization activity, and wherein said netadata conprises virtualization
state netadaata. 9. A conputer program product tangibly enbodied in a
conput er -readabl e storage nmedi um conpri,si ng conputer program code nmeans
to, when |oaded into a conputer system and execut ed thereon, cause storage
control apparatus in a network of storage controller nodes to performthe
steps of SOPRIEERA MG ArFPP/ B9 FeBTRISEOH 2anth9 EFRAFBr iRy TBITES by said
assi gni ngwmamneée&hi.p of netadata for data to an owner storage controller
node; controlling |ocking of sai d nmetadata during 1/O activity; passi ng one
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!*13+CIIJ'E§f§d§[C§3Q, or hard disk, or transmittable to a computer system, via a

modem or other interface device, over either a tangible medium, including

but not limited to optical or analogue communications lines, or intangibly

using wireless techniques, including but not limited to microwave, infrared

or other transmission techniques. The series of computer readable

instructions embodies all or part of the functionality previously described

herein.

Those skilled in the art will appreciate that such computer readable
instructions can be written in a number of programming languages for use
with many computer architectures or operating systems. Further, such
instructions may be stored using any memory technology, present or future,
including but not limited to, semiconductor, magnetic, or optical, or
transmitted using any communications technology, present or future,
including but not limited to optical, infrared, or microwave. It is
contemplated that such a computer program product may be distributed as a
removable medium with accompahying printed or electronic documentation, for
example, shrink-wrapped software, pre-loaded with a computer system, for
example, on a system ROM or fixed disk, or distributed from a server or
electronic bulletin board over a network, for example, the Internet or

World Wide Web.
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1. A storage control apparatus operable in a network of storage

controller nodes comprising:
an 1/0 performing component;

an ownership assignment component to assign ownership of metadata for

data to an owner storage controller node;

a lock management component at said owner storage controller node

operable to control locking of said metadata during I/0 activity;

a messaging component at said owner storage controller node operable
to pass one or more messages between storage controller nodes to request a
metadata state, grant a lock, request release of a lock, and signal that a

“lock has been released;

wherein said I/0 performing component is operable to perform I/O on
data whose metadata is owned by any owner storage controller node, subject
to said I/O performing component’s compliance with metadata lock protocols

controlled by said owner storage controller node; and

wherein any copy of said data held from time to time is maintained in

a coherency relationship with said data.

2. The apparatus as claimed in claim 1 , wherein said I/0 performing
component is operable to perform a Flash Copy, and wherein said metadata

comprises grain copy state metadata.

3. The apparatus as claimed in claim 1 , wherein said I/O performing
component is operable to perform a Remote Copy, and wherein said metadata

comprises grain copy state metadata.
4. The apparatus as claimed in claim 1 , wherein said I/0 performing
component is operable to perform Storage Virtualization activity, and

wherein said metadata comprises virtualization state metadata.

5. A method of operating storage control apparatus in a network of

storage controller nodes comprising the steps of:

receiving an I/0 request by an I/0 performing component;
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controlling locking of said metadata during I/0O activity;

passing one or more messages between storage controller nodes to
request metadata state, grant a lock, request release of a lock, and signal

that a lock has been released;

performing I/0 on data whose metadata is owned by any owner storage
controller node, subject to said I/0 performing component’s compliance with
metadata lock protocols controlled by said owner storage controller node;

and

maintaining any copy of said data held from time to time in a

coherency relation with said data.

6. The method as claimed in claim 5, wherein said I/O is a Flash Copy,

and wherein said metadata comprises grain copy state metadata.

7. The method as claimed in claim 5, wherein said I/0O is a Remote Copy,

and wherein said metadata comprises grain copy state metadata.

8. The method as claimed in claim 5, wherein said I/O is Storage
Virtualization activity, and wherein said metadata comprises virtualization
state metadata.

9. A computer program product tangibly embodied in a computer-readable
storage medium, comprising computer program code means to, when loaded into
a computer system and executed thereon, cause storage control apparatus in

a network of storage controller nodes to perform the steps of:
receiving an I/O request by an I/0 performing component;

assigning ownership of metadata for data to an owner storage

controller node;
controlling locking of said metadata during I/O activity;
! passing one or more messages between storage controller nodes to

request metadata state, grant a lock, request release of a lock, and signal

that a lock has been released;
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maintaining any copy of said data held from time to time in a

coherency relation with said data.



