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A SYSTEM AND METHOD FOR DATA COMMUNICATION BETWEEN

COMPUTING DEVICES USING AUDIO SIGNALS

CROSS-REFERENCE TO RELATED APPLICATIONS

5 [000'1] This application claims the priority of Indian Non-Provisional
Patent Application No. 748/KOL/2015, filed on July09, 2015, with the tile, “A
SYSTEM AND METHOD FOR DATA COMMUNICATION BETWEEN
COMPUTING DEVICES USING AUDIO SIGNALS?”, and the content of which
is incorporated herein by reference in its entirely.

10
BACKGROUND

Technical field

[0002] The embodiments herein aregenerally related to data

transmission between computing devices. The embodiments herein are

15  particularly related to a data transmission between computing devicesthrough

wireless signals. The embodiments hereinare more particularly related to data

transmission between a plurality of participating computing devices using audio
signals.

Description of the Related Art
20 [0003] A data transmission between a plurality of devices is an integral
part in all communication systems. A data is transferred through several wired and

wireless technologies, such as GPRS, Wi-Fi, Bluetooth, and the like. While some
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of the wireless technologies enable data transfer over long ranges, a data needs to
be transferred in many instances between the devices that are in close proximity.
[0004] The data transmission between the devices that are in close

proximity is enabled using wireless technologies. However, in many cases, a

~ devicesuch asa feature phone might not have access to such technologies, or the

user is not interested in using such technologies. Hence, several attempts have
been made to enable a data transmission between the devices that are in close
proximity with less complexity.One such‘ technique used for the transmission of
data between the devices that are in close proximity is through audio signals.

[0005] In the conventional technique of transferring data through audio
signals, an audio signal is generated by encoding the data to be transferred. The
audio signal is played by a deviceand the audio signal is received by a
microphone of a receiving device. The received audio file is decoded and the
data is extracted. Several dra;zvbacks have been observed in the conventional
technique.

[0006] One such drawback’ felates to difficulties in accurately decoding
the audio file. For example, when the audio file is played in a noisy
environment, difficulties persist iﬁ differentiating the audio file from thg noise,
which adversely affects decoding efficiency.

[0007] Another drawback relates to misuse of the audio file. For
example., when an audio file is played, an unauthorized device can receive the

audio file and use it for malicious purposes. Yet another drawback relates to
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specific hardware prerequisite of the device playing the audio file to enable
effective decoding of the audio file

[0008] The above-mentioned shortcomings, disadvantages and
problems are addressed herein and which will be understood by reading and

studying the following specification.

OBJECTS OF THE EMBODIMENTS

[0009] The primary objective of the embodiments herein is to provide a
method and system to transfer data between a plurality of computing devices
using audio signals. |

[0010] Another objective of the embodiment herein is to provide a
system and method for implementing financial transaction betweenthe plurality
of computing devices using audio signals.

[0011] Yet another objective of the embodiments herein is to establish
a secure channel between theplurality of computing devices for audio transfer.

[0012] Yet another objective of the embodiments herein is to determine
the proximity between the plurality of devices to enable a data transfer using
audio signals. |

‘[0013] Yet another objective of the embodiments herein is to set a
threshold for enabling a transfer between the plurality of devices using audio

signals.
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[0014] Yet another objective of the embodiments herein is to select a
specific set of frequencies based on the proximity level detected, for enabling a
data transfer using the audio signals.

[0015] Yet another objective of the embodiments herein is to
intelligently detect a type of the participating devices, for enabling a data
transfer using auidio signals.

[0016] These and other objects and advantages of the embodiments
herein will become readily apparent from the following detailed description

taken in conjunction with the accompanying drawings.

SUMMARY

[0017] The embodiments herein provide a system and method for a
secure data transfer between a plurality of participating devices through audio
signals. The system comprises an application server, a plurality of participating
devices hosting an application for enabling financial transaction, and a
communication network.

[0018] According to an embodiment herein, the plurality of the
participating devicés are registered to the application server through an
application hosted on the plurality of the participating devices.

[0019] According to an embodiment herein, a communication network
is provided to establish a communication between the application server and

the plurality of theparticipating devices registered on the application network.
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[0020] According to an embodiment herein, the system is configured
toexecute a financial transaction between the plurality of participating devices.

[0021] According to an embodiment herein, the application server
comprises a registration module, a user database, a validating module, a

5  transaction database, anauxiliary module, and an analytics module.

[0022] A;:cording to an embodiment herein, the registration module is
configured for registering a plurality of users through the application.

{0023] According to an embodiment herein, the user database stores the
information related to the plurality of users. The information related to the

10  plurality of users include a user identity, a participating device identity, an identity
of hardware parts of thedevice, a frequency of the transmission and reception of a
participating device, a location of the participating device, currency used in the
location, an information related to third party services, services subscribed, and an
account information.

15 [0024] According to an embodiment herein, the validating module is
conﬁguredi to validate the users, and thé users are validated either by a native
application or by a third-party application. |

[0025] According to an embodiment herein, the transaction database is
communicatively connected to the validating module. The transaction database is

20  configured to track the transactions or financial transactionsmade by the users
through the application hosted on the user device.

[0026] According to an embodiment herein, theauxiliary module is

communicatively coupled to the transaction database. Theauxiliary module
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supports the plurality of devices and the types of support include a technology
support, providing updates, providing interoperability, providing reconciliation,
providing security patches, and replying to a plurality of queries.

[0027] According to an embodiment herein, the analytics module is
communicatively coupled with the auxiliary module, transaction database, and
user database to analyze the plurality of the transactions and user behavior.

[0028] According to an embodiment herein, the plurality of the
participating devices hosting the application comprisesan audio signal emitter
configured for emitting audio signals in anti-duplication frequencies, an audio
signal receiver communicatively coupled with the audio signal emitter for
receiving audio signals from other participating device, a proximity detector
communicatiVe]y coupled with the audio signal receiver for detecting the
proximity level of the other participating devices, a frequency of the signal
received, and a quality of: the hardware, a frequency selector communicatively
coupled with the proximity detectorfor selecting a set of frequencies based on the
proximity level detected by the proximity detector, and a private key decryptor for
decrypting the information in the data transacted between the participating
devices.

[0029] According to an embodiment herein, the audio signal emitted
include the transaction details, and the information about payload data.

[0030] According to an embodiment herein, the anti-duplication

frequencies are either audible frequencies or inaudible frequencies. Further, the
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anti-duplication frequencies are the frequencies that are different from the
frequencies used for transmitting the payload data.

[0031] According to an embodiment herein, the audio signals are emitted
for establishing a secure channel for executing a financial transaction.

[0032] According to an embodiment heréin, one set of the frequency is
selected from a 32 sets of frequencies provided by the application for transmitting

and receiving the audio signals, and the frequencies are selected based on the use

case scenarios and machine learning algorithm used.

[0033] The various embodiments herein provide a method for establishing
a data communication through a secure channel using audio signals. According to
an embodiment herein, the method compfising the steps ofregistering a plurality
of users toan application server, initiating the application by a registered user,
emitting audio signals in anti-duplication frequencies using the audio signal
emitter to establish a secure channel with the other participating devices, receivi‘ng
audio signals from the other participating devices, validating the other
participating device using a validating module, detecting the proximity of the
other participating device using a proximity detector, establishing a secure
channel between the participating devices, and enabling financial transaction
between the participating devices.

[0034] According to an embodiment herein, a step of registering the
plurality of users to the application include receiving user name, user identity,

user password, device identity, location details, currency of the location, and
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access to third-party information, and the plurality of users are registered through
a registration module.

[0035] According to an embodiment herein, the user details are stored in a
user database.

[0036] According to an embodiment herein, the application is initiated
using the participating device that is hosting the application, and initiating the
application refers to the user entering the transaction details.

[0037] According to an embodiment herein, the audio'signals emitted are
anti-duplication signals and the audio signals are emitted in anti-duplication
frequencies. According to an embodiment herein, the audio signals are emitted in
the range of 0 — 32,000 dB

[0038] According to an embodiment herein, the received audio signals are
in anti-duplication frequencies, and the received audio signals include the
transaction data, payload data, and the hardware information about the other
participating device. According to an embodiment herein, the audio signals are
received when the distance between the emitting device and the rece‘iving device
is equal to or less than ten meters.

[0039] According to an efnbodim¢nt Herein, the validating module is
configured to validate the participating device using a native application or a third
party application.

[0040] According to an embodiment herein, the proximity detector is
configured to determine the distance between the participating devices involved in

the financial transaction. According to an embodiment herein, the proximity is
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detected when the distance between the emitting device and the receiving device
is equal to or less than ten meters.

[0041] Accofding to an embodiment herein, the financial transaction is
enabled by transmitting the payload data in the secure channel and the payload
data is transmitted using the audio signal.

'[0042] According to an embodiment herein, the participating users are
notified after the establishment of the financial transaction.

[0043] According to an embodiment herein, the participating device is
selected from a group consisting of mobile phones, smart phones, desktop
computers, laptop computers, virtual reality devices, palmtop computers, wearable
deﬁces, and point of sale (POS) devices.

[0044] According to an embodiment herein, the application is run in the
background and manage the transmitting and rec‘eiving capabilities of the
participating device.

[0045] According to an embodiment herein, when the user brings the first
participating device near to the participating device receiving the payment (POS
machine), the application is activated automatically for sending the payment
instruction on the first participating device, allowing an invisible payment
experience for the users.

[0046] According to an embodiment herein, a notification is pushed to a
third-party server for completing the transaction, when the second participating
device receives a payload data from the first participating device through the

secure audio channel. The examples of the third-party server include, but are not
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limited to a remote server, a financial institution linked to the first participating
device, a financial institution linked to the second participating device, an
independent third-party financial institution, and the like.
[0047] These and other aspects of the embodiments herein will be
5  better appreciated and understood when considered in conjunction with the
following description and the accompanying drawings. It should be understood,
ﬁowever, that the following descriptions, while indicating the preferred
embodiments and numerous specific details thereof, are giveﬁ by way of
illustration and not of limitation. Many changes and modifications may be
10  made within the scope of the embodiments herein without departing from the

spirit thereof, and the embodiments herein include all such modifications.

BRIEF DESCRIPTION OF THE DRAWINGS
[0048] The other objects, features and advantages will occur to those
15  skilled in the art from the following description of the preferred embodiment
~ and the accompanying drawings in which:

[0049] FIG.1 illustrates ablock diagram of a system for establishing
data communication between the plurality of participating devices through
audio signals, according to an embodime.nt herein. |

20 [0050] FIG.2 illustrates a block diagram of an application server, in a
system for establishing data communication between the plurality of
participating devices through audio signals, according to an embodiment

herein.

10
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[0051] FIG.3illustrates a block diagram of a device for establishing a

data transfer through audio signals, according an embodiment herein.

(0052] FIG.4 illustrates a flowchart explaining a method for
establishing a data communication between devices through audio signals,
according an embodiment herein.

[0053] Although the specific features of the embodiments herein are
shown in some drawings and not in others. This is done for convenience only
as each feature may be combined with any or all of the other features in

accordance with the embodiments herein.

DETAILED DESCRIPTION OF THE EMBODIMENTS
[0054] In the following detailed description, reference is made to the
accompanying drawings that form a part hereof, and in which the specific
embodiments that may be practiced is shown by way of illustration. These
embodiments are described in sufficient detail to enable those skilled in the art
to practice the embodiments and it is to be understood that the logical,
mechanical and other changes may be made without departing from the scope
of the embodiments. The following detailed description is thefefore not to be
taken in a limiting sense.
[0055] The embodiments herein provide a system and method for
enabling data communication between devices through audio signals.
[0056] According to an embodiment herein, a system is provided for a

secure data transfer between a plurality of participating devices through audio

11
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signals. The system comprises an application server, a plurality of participating
devices hosting an application for enabling financial transaction, and a
coinmunica’tion network.

[0057] According to én embodiment herein, the plurality of the
participating devices are registered to the application server through an
application hosted on the plurality of the pérticipating devfces.

[0058] According to an embodiment herein, a communication network
is provided to establish a communication between the application server and
the plurality of the participating devices registered on the application network.

[0059] According to an embodiment herein, the system is configured to
execute a financial transaction between the plurality of participating devices.

[0060] According to an embodiment herein, the application server
comprises a registration module, a user database, a validating module, a
transaction database, an auxiliary module, and an analytics module.

[0061]’According to an embodiment herein, the registration module is
configured for registering a plurality of users through the application.

[0062] According to an embodiment herein, the user database stores the
information related to the plurality of users. The information related to the
plurality of users include a user identity, a participating device identity, an identity
of hardware parts of {hedevice, a frequency of the transmission and reception of a
participating device, a location of the participating device, currency used in the
location, an information related to third party services, services subscribed, and an

account information.

12
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[0063] According to an embodiment herein, the validating module is
configured to validate the users, and the users are validated either by a native
application or by a third-party application.

[0064] According to an embodiment herein, the transaction database is

5 communicatively connected to the validating module. The transaction database is
configured to track the transactions or financial transactions made by the users
through the application hosted on the user device.

[0065] According to an embodiment hérein, the auxiliary module is
communicatively coupled to the transaction database. The auxiliary module

10 supports the plurality of devices and the types of support include a technology
support, providing updates, and replying to a plurality of queries.

[0066] According to an embodiment herein, the analytics module is
communicatively coupled with the auxiliary module, transaction database, and
user database to analyze the plurality of the transactions and user behavior.

15 [0067] According to an embodiment herein, the plurality of the
participating devices hosting the application comprises an audio signal emitter
configured for emitting audio signals in anti-duplication frequencies, an audio
signal receiver communicatively coupled with the audio signal emitter for
receiving audio signals from other participating device, a proximity detector

20  communicatively coupled with the audio signal receiver for detecting the
proximity level of the other participating devices, a frequency of the signal
received, and a quality of the hardware, a frequency selector communicatively

coupled with the proximity detector for selecting a set of frequencies based on the

13
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proximity level detected by the proximity detector, and a private key decryptor for‘
decrypting the information in the data transacted between the participating
devices.

[0068] According to an embodiment herein, the audio signal emitted
include the transaction details, and the information about payload data.

[0069] According to an embodiment herein, the anti-duplication
frequencies are either audible frequencies or inaudible frequencies. Further,

[0070] According to an embodiment herein, the audio signals are emitted
for establishing a secure channel for executing a financial transaction.

[0071] According to an embodiment herein, one set of the frequency is
selected from a 32 sets of frequencies provided by the application for transmitting
and receiving the audio signals, and the frequencies are selected based on thé use
case scenarios and machine learning algorithm used.

[0072] The various embodiments herein providc.a method for establishing
a data communication through a secure channel using audio signals. accbrding to
én embodiment herein, the method comprising the steps of registering a plurality
of users toan application server, initiating the application by a registered user,
emitting audio signals in anti-duplication frequencies using the audio signal
emitter to establish a secure channel with the other participating devices, receivihg
audio signals from the other participating devices, validating the other
participating device using a validating module, detecting the proximity of the

other participating device using a proximity detector, establishing a secure

14
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channel between the pérticipating devices, and enabling financial transaction
between the participating devices.

[0073] According to an embodiment herein, a step of registering the
plurality of users to the application include receiving user name, user identity,

5  user password, device identity, location details, currency of the location, and
access to third-party information, and the plurality of users are registered through
a registration module.

[0074] According to an embodiment herein, the user details are stored in a
user database.

10 [0075] According to an embodiment herein, the application is initiated
using the participating device that is hosting the application, and initiatihg_ the
application refers to the user entering the transaction details.

[0076j According to an embodiment herein, the audio signals emitted are
anti-duplication signals and the audio signals are emitted in anti-duplication

15  frequencies.Further, the anti-duplication frequencies are the frequencies that are
different from the frequencies used for transmitting the payload data.

[0077] According to an embodiment herein, the received audio signals are
in anti-duplication frequencies, and the received audio signals include the
transaction data, payload data, and the hardware information about the other

20  participating device.

[0078] According to an embodiment herein, the validating module is
configured to validaté the participating device using a native application or a third

party application.

15
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[0079] According to an embodiment herein, the proximity detector iis
configured to determine the distance between the participating devices involved in
the financial transaction. The proximity detector detects the distance between the
participating devices when the participating devices are with the range of 0 — 10
meters.

[0080] According to an embodiment herein, the financial transaction is
enabled by transm‘itting the payload data in the secure channel and the payload
data is transmitted using the audio signal.

[0081] According to an embodiment herein, the participating users are
notified after the establishment of the financial transaction.

‘[0082] According to an embodiment herein, the paﬁicipating device is
selected from a group consisting of mobile phones, smart phones, desktop
computers, laptop computers, virtual reality devices, palrﬁtop computers, wearable
devices, and point of sale (POS) devices.

[0083] Accordirig to an embodiment herein, the application is run in the
background and manage the transmitting and receiving capabilities of the
participating device.

[0084] According to an embodiment herein, when the user brings the first |

participating device near to the participating device receiving the payment (POS

machine), the application is activated automatically for sending the payment

instruction on the first participating device, allowing an invisible payment

experience for the users.

16
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[0085] According to an embodiment hergin, a notification is pushed to a
third-party server for completing the transaction when the second participating
device receives the payload data from the first participating -device through the
secure audio channel. The examples of the third-party server include, but are not
limited to a remote server, a financial institution linked to the first participating
device, a financial institution linked to the second participating device, an
independent third-party financial institution, and the like.

[0086] FIG. 1 illustrates a block diagram of a system for establishing a
data communication between a plurality of computing devices through audio
signals emitted in anti-duplication frequencies, according to an embodiment
herein. With respect to FIG. 1, the system includes the first paniéipating device
102, the second participating device 108, the application server 106, the
communicétion channel 110, and the application 104 hosted on the ﬁrst
participating device 104 and the second partiéipating device 108.

[0087] According to an embodirﬁent herein, a data communication
between the first participaﬁng device 102 and the second participating device
108 is established. The data communication is established for carrying out a
financial transaction. According to an embodiment herein, the first
participating device 102 is a customer device, and the second participating
device 108 is a vendor device or a Point of Sale (POS) device. The first
participating device 102 makes a péyment to the second participating deQice
108 through audio signals. The audio signals are transmitted using the secure

communication channel 110.

17
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[0088] According to an embodiment herein, the first participating
device 102 and the second participating device 108 are computing d¢vices. The
examples of the first participating device 102 and the second participating
device 108 include, but are not limited to mobile phone, smart-phones, laptops,

5  desktops, palmtops, wearable devices, Personal DigitaliAssistants (PDAs),
vending machines, Near Field Communication (NFC) devices, card readers,
Point of sale (POS) devices, virtual reality devices, and the like.
[0089] According to an embodiment herein, the first participating
device 102, and the second participating device 108 includes in-built
10 speakersto listen and amplify the audio signals emitted by other devices.
According to an embodiment herein, the first participating device 102 and the
second participating device 108 have in-built microphones to play the audio
signals. According to an embodiment herein, the first participating device 102
and the second particip.ating device 108 have both in-built speakers and
15 microphones. According to an embodiment herein, the first participating device
102 includes only in-built speaker or a buzzer along with other standard
components of a computing device.According to an embodiment herein, the
second participating device 108 includes only a microphone along with other
components of a standard computing device. According to an embodiment
20  herein, the first participating device 102 and the second participating éevice
108 is provided with an option to extend and upgrade the capabilities of the
microphone and the speakers to reduce the errors during the financial

transaction.
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[0090] With respect to FIG. 1, the first participating device 102 and the
second participating device 108 includes the application 104. The application
104 is hosted on the first participating device 102 and the second participating
device 108. According to an embodiment herein, the application 104 is a
mobile application installed from an application market. The examples of the
application market include but are not limited to Playstore™, AppStore™,
BlackBerry World™, Ovi Store™, Windows Store™, and the like. According
to an embodiment herein, the application 104 is hosted as a software package.
According to an embodiment herein, the application 104 is a web application
that is hosted using the participating device through a communication network.

[0091] According to an embodiment herein, the first participating

device 102 and the second participating device 108 have similar configurations.

According to an embodiment herein, the first participating device 102 and the

second participating device 108 have dissimilar configurations. The first
participating device 102 and the second participating device 108 establish
secure communication channel 110 to perform financial transaction,
irrespective of the configurations of the participating devices. According to aﬁ
embodiment herein, the secure channel is established when the distance
between the participating devices are less than or equal to 0 — 10 meters.

[0092] With respect to FIG. 1, the server 106 is the application
server.The application server 106 establishes the data communication between
the first participating device 102 and the second participating device 106.The

users are registered to the application server 106 through the application 104 to

19
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establish a data communication between the first participating device 102 and

the second participating device 106. According to an embodiment herein, the

step of registration of the users include but are not limited to providing login

credentials, filling the mobile wallet, providing location details, providing the

5  currency type, receiving private key and the like. The usefs are registered to the

application server 106 through the application 104 hosted on the participating
devices.

[0093] One of the registered users of the participating devices initiates

the application 104 to enable a financial transaction between the first

10  participating device 102 _and the second participating device 108. For example,

when the first participating device 102 transfers a data for the second

participating device 108, the registered user of the first participating device 102

initiates the application 104. When the application 104 is initiated, the audio

signals are emitted from the first participating device 102 in anti-duplication

15  frequencies. The second participating device 108 receives the audio signvals

emitted by the first participating device 102 and acknowledges the reception.

According to an embodiment herein, the second participating device 108

acknowledges the reception by emitting the audio signals in anti-dﬁplication

frequencies. The anti-duplication signals are the audio signals emitted in anti-

20  duplication frequencies. According to an embodiment herein, the anti-

duplication frequencies are the frequencies different from the frequencies used

for transmitting the payload data.
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[0094] The first participating device 102 receives the audio signals in
anti-duplication frequencies. Further, the first participating device 102 detects
the proximity of the second participating device 108. Based on the pfoximity

. detected, the first participating device 102 inifiates the establishment of the
5  secure channel 110. According to an embodiment herein, the secure channel
110 is an audio channel. The secure channel 110 has several ranges of
frequencies and a frequency is selected based on the proximity detected by the
first participating device 102. Further, the second participating device 108
réceives the secure channel request from the first participating device 102 and
10 completes the establishment of the secure channel 110. The second
participating device 108 also emits audio signals in anti-duplication frequencies

to complete the establishment of the secure channel 110.

[0095] According to an embodiment herein, the second participating

device 108 provides the details of the transaction to be carried out, while
15 completing the establishment of the secure channei 110. The first participating
device 102 initiates the transaction using the application 104. The transaction is
initiated after receiving the transaction details from the second participating
device 108. The first participating device 102 transfers the detaiis of the
amount to be transferred in the form of audio signals. The details of the amount
20 to be transferred is encoded in the form of audio signals. The second
participating deviée 108 receives the encoded audio signals, decodes the audio
signals, and validates the financial transactions. According to an embodiment

herein, the second participating device 108 validates the transaction by

21



WO 2017/006336

10

15

20

confirming the money withdrawal from the account of the first participating
device 102. According to an embodiment herein, the second participating
device 108 validates the transaction by printing a transaction receipt.

[0096] According to an embodiment herein, 102 the transaction is

completed using other protocols such as internet, Bluetooth Low Energy, Wi-

Fi, and the like, when the details of account information is obtained from the

first participating device.

[0097] Whenthe transaction is completed, the first participating device
102 and the second participating device 108 update the application server 106
through the application 104.

[0098] According to an embodiment herein, when the user brings the
first participating device 102 near to the second participating device 108, the
application 104 fs activated automatically on the first participatihg device 102
for sending the payment instruction. The automatic activation of the application
104 on the first participating device 102 allows the users to have invisible
payment experience.

[0099] According to an embodiment herein, a notification is pushed to
a third-party server for completing the transaction when the second
participating device receives the payload data from the first participating
device through the secure audio channel. The examples of the third-party
server include, but are not limited to a remote server, a financial institution

linked to the first participating device, a financial institution linked to the
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second participating device, an independent third-party financial institution,
and the like.
[00100] FIG. 2 illustrates a block diagram of an application server,
according to an embodiment herein. With respect to FIG. 2, the server includes
5 a registration module 202. The registration module 202 is configured for
registering a user to enable a financial transaction through the audio signals.
According to an embodiment herein, the users of the participating devices
submits the user credentials for registering with the application server.
According to an embodiment herein, the registration module 202 receives a
10 plurality of the details from the participating devices.
[00101] The plurélity of the details include, but are not limited to user
name, user email id, user phone number, user location, type of currency, and
the like. According to an embodiment herein, the registration module 202
receives the details of the account from which the financial transactions are
15 enabled. According to an embodiment herein, the account details are directly
linked to the application server 106. According.to an embodiment herein, the
account details are linked to the application server 106 through a third party
service such as' a mobile wallet, e-wallet, google wallet and the like.
[00102] With respect to FIG. 2, the application server includes user
20  database 204. The user database 204 stores the details of the registered users.
The details stored in the user database 204 include, but are not limited to, user
name, user phone number, user id, email id, number of times the user has used

the application 104, user location, user history, user metadata and the like.
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According to an embodiment herein, the user database 204 resides in the
application server 106. According to an embodiment herein, the user database
204 resides in a remote location, but is virtually connected to the application
server 106.

[00103] The registration module 202 and the user database 204are
communicatively coupled with each other. According to an embodiment
herein, the user database 204 stores all the information provided by the

registration module 202.

[00104] With respect to FIG. 2, the application server includes a
validation module 206. The Validationvmodule 206 is configured to validate the
cre.dentials of the user provided through the participating devicg. According to
an embodiment herein, the credentials validated by the validation module 206
include, but are not limited to user id, password, phone number, account details
and the like. The validation module 206 and the user database 204 is
communicatively coupled.

[00105] According to an embodiment herein, the user details stored in
the user database 204 is validated using the validation module 206. According
to an embodiment herein, the validation module 206 authenticates the user
using a plurality of methods. The plurality of methods include, but are not
limited to validating using native resources, validating using third-party

applications and the like.
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[00106] With respect to FIG. 2, the application server includes the
transac_tion database 208. Aécording to an embodiment herein, the transaction
database 208 includes the details of the transactions made by the participating
devicés. According to an embodiment herein, the transaction details include,
but are not limited transaction amount, type of transaction, details of the
participants of the transactions, and the like.

[00107] With respect to FIG. 2, the application server includes the
auxiliary module 210. The auxiliary module 210 supports the pénicipating
devices through the communication network. The examples of the
communication network inclhde, but are not limited to internet, intranet, local
area network (LAN), wide area network, radio communication network and the
like.

[00108] According to an embodiment herein, the auxiliary module 210
providés support to the registered users. The support provided by the auxiliary
module 210 include, but are notlimited toproviding update of the application,
providing security patches, replying to the problems reported and individual
queries by the registered users, simplifying the transactions, capturing the data
from the registered users, establishing secure communication channel, and the
like. |

[00109] With respect to the FIG. 2, the application server includes the
analytics module 212. The analytics module 212 is used for analyzing the
variety of activities of the registered users and the transaction database. The

examples of the activities analyzed by the analytics module 212 include, but
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are not li‘mited to user activity, statistics of the transactions, type of
transactions, support provided by the application, payment method used by the
devices, user payment instruments, product and service feedbacks, crashing
reports, demographic details, and the like.

5 [00110] According to an embodiment herein, the analytics module 212
iS communicatively coupled With the transaction database 208 and the auxiliary
module 210. According to an embodiment herein, based on the information
provided by the transaction databasé 208 and the auxiliary module 210, the
analytics module 212 analyzes the information. The analyzed information is

10 communicated td the user database 204. The information analyzed by the
analytics module 212 is used for plurality of activities such as targeted
advertisements, providing data to third party services, and the like.

[00111] FIG. 3 illustrates a block diagram of a device for enabling data
transfer through audio signals, according an embodiment herein. With respect

15  to FIG. 3, the device 102 is a customer device. The customer device 102 hosts
the application 104 for enabling financial transaction. With respect to FIG. 3,
the application includes the audio signal emitter 302. The audio signal emitter
starts emitting audio signals, when the user initiates the application 104.
According to an embodiment herein, the audio signal is emitted in a range of

20  inaudible range of frequencies. According to an embodiment herein, the audio
signal is emitted in a range of audible range of frequencies. The audio signals
are emitted using the speaker of the participating device 102. The audio signals

are provided by the application 104.
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[00112] With respect to FIG. 3, the participating device 102 includes
the audio signal receiver 304. The audio signal receiver 304 receives the audio
signals emitted by the other participating device to establish secure
communication and the enable financial transaction. The aﬁdio signal receiver
304 of the first participating device 102 receives the signal emitted by other
device through‘the microphone. According to an embodiment herein, the audio
signal received by the first participating device 102 comprises anti-duplication
frequencies. Further, the audio signal receiver 304 receives the audio signals
emitted within the range of 0 — 10 meters.

[00113] According to an embodiment herein, the audio signals received
by the audio receiver 304 comprises the data that identifies the vendor device
and vendor information. The anti-duplication frequencies emitted in the form

of audio signals by the second participating device include Mode Indicator

(M), Customer Mode Indicator (CMI), and key data. According to an

embodiment herein, the anti-duplication frequencies are the frequencies that
are different ~from transmitting the payload data. According to an embodiment
herein, the Mode Indicator (Ml)is used for identifying the participating device
as a valid device. According to an embodiment herein, each of the participating
devices has a unique mode indicator. The mode indicator is the unique identity
through which the other devices recognize and identify the corresponding
participating devices. The Customer Mode Indicator (CMI) is used for enabling
the first participating device to use the provided mode indicator data, while

sending the payload data.
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[00114] According to an embodiment herein, the CMI is based on the
amount to be transacted by the first participating device to the second
participating device. According to an embodiment herein, the second
participating device enters the amount to be transferred from the first

5  participating device. Further, the audio signals received by the audio signal
receiver 304 includes a key data. According to an embodiment herein, the key
data is a dynamic data in the form of public key that is valid either for a single
transaction or for multiple transactions;

[00115] With respect to FIG. 3, the device includes a proximity detector

10 306. The proximity detector 306 senses the proximity of the received audio
signal from the second participating device. According to an embodiment
herein, the proximity is detected based on the frequencies emitted by the
second participating device. Further, the proximity detector 306 detects the
quality of the audio signals emitted by the second participating device.

15 ~ [00116] With respect to FIG. 3, the device includes the frequency
selector 308. The frequency selector 308 choosesthe frequency of the audio
signal to be emitted to establish a secure channel. According to an embodiment ‘
herein, the frequencies are selected based on the pfoximity level detected and
the quality of the audio signals received by the first participating device.

20 ‘According to an embodiment herein, the frequency is selected by comparing
the received frequency with the set of pre-determined frequencies. The set of
pre-determined frequencies are frequencies already used in case-scenarios, to

ensure establishment of secure channel for enabling the financial transactions.
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Once the frequency selector 308 chooses the frequency, the first participating
device 102 emits the selected audio freguency. According to an embodiment
herein, the frequency selector 308 applies filters to establishthe secure channel
for carrying out financial transaction.

5 [00117] With respect to FIG. 3., the device includes a private key
decryptor 310. The private key decryptor 310 is configured to decrypt the
acknowledgement received by second participating device (vendor device) and
notifies the user about the amount deducted from the account or from the third
party mobile wallet.

10 [00118] According to an embodiment herein, the audio signal emitter
302 is communicatively coupled with the audio signal receivef 304. According
to an embodiment herein, the audio signal emitter 302 emits the audio signal in
the range of 0 — 32000 dB. According to an embodiment herein, the audio
signal emitter 302 first emits the audio signals and then starts receiving the

15 audio signals from second participating device. According to an embodiment.
herein, the first participating device 102 first receives the audio signals through
the audio signal receiver 304, and then emits the audio signals through the
audio signal emittér 302.

[00119] The audio signal receiver 304 1s coupled with the proximity

20  detector 306 that detects the proximity and the quality of the audio signals
emitted by the second participating device. Further, the proximity detector 308
is coupled with the frequency selector 308 which selects the appropriate

frequency at which the secure channel is established. Further, the frequency
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selector 308 is communicatively coupled with the private key decryptor 310 to
decrypt the information about the transaction between the two devices.

[00120] Further, the first participating device 102 is communicative.ly.
coupled with the application server 106. The first participating device updates
information about the transaction between the participating devices to the
application server 106. According to an embodiment herein,; the application
server 106 is compulsorily required for establishing a transaction between the
first participating device and the second participating device. According to an
embodiment herein, the application server 106 is not required for establishing
transaction between the first participating device and the second participating
device. The participating devices update the application server 106 when
connected to the communication networks.

[00121] FIG. 4 illustrates a flowchart explaining a method for enabling
data communication between devices through audio signals, according an
embodiment herein. According to an embodiment herein, the participating
computing devices are registered with the épplication server to enable a deita
communication between the computing devices through a secure channel using
audio signals in anti-duplication frequencies. (Step 402). The participating
computing devices are registered through the application hosted by the
participating computing devices. According to an embodiment herein, the user
of the participating computing devices provides a plurality of details to the

application server while registering thecomputing device.
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[00122] The plurality of the details include, but are not limited to user

name, user id, user email address, user phone number, location details, device

id, type of currency, the account number, and the like. According to an

embodiment herein, the user provides hardware information of the computing

5 device and the configuration of the user device. By providing the hardware

details of the participating computing devipe during the process of registration,

the application server is enabled or configured to determine the types of the

hardware and provide support accordingly.

[00123] According to an embodiment herein, the user is registered as a

10 customer. According to an embodiment herein, the user is registered as a

vendor. According to an embodiment herein, the user is registered both as the

customer and the vendor. Further, the user provides the account information to

~enable the financial transaction. The user provides the actual account

information from where the money has to be credited and debited. According

15  to an embodiment herein, the us.er provides the information through a third-
party service such as mobile wallet, e-wallet, google wallet, and the like.

[00124] When the user is registered to the application portal, the user is

permitted to execute a transaction between the participating computing devices.

To enable the transaction, the user of the participating device initiates the

20  application (Step 404). According to an embodiment herein, the customer of

the transaction initiates the application.According to an embodiment herein, the

vendor of the transaction initiates the application. According to an embodiment

herein, both the customer and the vendor initiate the application hosted on their
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respective devices. Accérding to an embodiment herein, the application is
initiated by selecting the application option. The application is initiated
automatically, when the application is integrated with the operating system of
the participating device. According to an embodiment herein, the user provides
5 the information about the money that has to be credited or debited from his
account.
[00125] Further, once the application is initiated, the participating
device sfarts emitting audio signalsin anti-duplication frequencies (Step 406).
According to an embodiment herein, the audio signals include the information
10 about the financial details. According to an embodiment herein, the anti-
duplication frequencies are the frequencies that are different from the
frequencies used for transmitting financial details. The audio signals include
the hardware and software information about the participating device.
[00126] Further, the first participating device receives the audio signals
15 emitted by the second participating device (Step 408). According to an
embodiment herein, the received audio signals include information about the
second participating device. The information about the second participating
device include, but are not limited to frequency of the emitted audio signal,
hardware quality of the second participating device, payload data, and the like.
20 ' [00127] According to an embodiment herein, the audio signals includes
the customer indicator (CI)data to indicate that second participating device is a
valid receiver, customer mode indicator (CMI) data toindicate the transaction

details, and an optional key data. According to an embodiment herein, the key
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data is a dynamic data in the form of a public key that is valid either for a

single transaction or for multiple transactions.
[00128] Further, the first participating device checks for the validation
of the second participating device (Step 408). The validation of the second
5 participating device is done in a plurality of ways. According to an
embodiment herein, thq validation of the second participating device is
performed based on the audio signals received by the first participating device.
The second participating device is validated based on the registration of the
second participating device with the application server. When the second
10 participating device is not validated, then the application exits and the user is
notified with the non-establishment of the secure channel to carry out financial

~ transaction
[00129] When the second participating device is validated, the first
participating device detects the proximity of the secoﬁd participating device
15  (Step 410). The proximity detector in the first participating device detects the
pfoximity of the second participating device based on the frequencies emitted
by the second participating device. The second participating device also detects
the proximity of the first participating based on the audio signals erﬁitted by the
first participating device.

20 [00130] When the proximity between the participating devices is
detected, a secure channel is established (Step 414). According to an

embodiment herein, the secure channel is established using audio signals.
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Thesecure channel is established using communication networks. The secure
channel is established using Bluetooth Low Energy (BLE), Wi-Fi, and the like.
[00131] Further to the establishment of the secure channel, the data is
transmitted from the first participating device to the second participating device
-5  (Step 416). The data is transmitted based on the various factors such as
proximity, quality of the hardware, sound level and the >like. According to an
embodiment herein, the first participating device and the second participating
device captures the device capabiiities of the participating devices and ensures
that at least one of the devices listens or possess microphone. Based on the
10 captured device capabilities, the data transmission is carried out using other
available protocols such as Wi-Fi, internet, BLE, and the like to complete
transaction.
[00132] According to an emb_odiment herein, the user of the
participating device identifies another proximate participating device in a
15  financial transaction, and provides an encrypted payment data. According to an
embodiment herein, when the receiving device accepts the payment dataon the
device, a notification and the payment information is transmitted toa third-party
server that completes the transaction. According to an embodiment herein, the
examples of the third-party server include, but are not limited to a remote
20  server, a payer’s‘bank, a payee’s bank, a third-party financial institution.
[00133] Once the transaction is complete, the participating devicesand
the application server are notified. After the notification, the application exits

from the current session (Step 418). According to an embodiment herein, the
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from the current session (Step 418). According to an embodiment herein, the
communication mode to transmit notification of the payment data and the
payment information is through audio signals. Further, to provide privacy and
security, a authentication method such as PIN could be used.

5 [00134] According to an embodiment herein, the application exits from
the current session, when the application server does not validate either of the
participating devices.

| [00135] The foregoing description of the specific embodiments will so

fully reveal the general nature of the embodiments herein »that others can, by

10 applying current knowledge, readily modify and/or adapt for various

applications such specific embodiments Without departing from the generic

concept, and, therefore, such adaptations and modifications should and are

intended to be comprehended within the meaning and range of equivalents of

the disclosed embodiments. It is to be understood fhat the phraseology or

15  terminology employed herein is for the purpose of description and not of

limitation. Therefore, while the embodiments herein have been described in

terms of preferred embodiments, those skilled iﬁ the art will recognize that the

embodiments herein can be practiced with modification within the spirit.and
scope of the appendéd claims.

20 - [00136] Although the embodiments herein are described with various

specific embodiments, it will be obvious for a person ‘skilled in the art to

practice the invention with modifications. However, all such modifications are

deemed to be within the scope of the claims.
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CLAIMS

‘What is claimed is:

1.

A system for enabling secure data transfer between participating computing devices
through audio signals, the system comprising:

an application server;

a plurality of computing devices for registering with the application server;

a plurality of users registered to the application server, wherein the plurality of the
users are registered to the application server through an application hosted on the plurality
of the devices; and

a communication network for establishing communication between the application
server and the plurality of the devices registered on the application network, and wherein
the communication is established to complete a financial transaction between the

participating computing devices;

wherein the plurality of the devices hosting the application comprises:

an audio signal emitter for emitting audio signals in anti-duplication frequencies,
wherein the audio signal emitted include the transaction details, and the information about
payload data, and wherein the anti-duplication frequencies are either of audible frequencies
and inaudible frequencies, and wherein the anti-duplication frequencies are frequencies
other than the frequencies used for transmitting transaction details, and wherein the audio
signals are emitted for establishing secure channel and enable financial transactions;

an audio signal receiver communicatively coupled with the audio signal emitter for
receiving the audio signals from other participating device, wherein the audio signals are

emitted in anti-duplication frequencies, wherein the audio signal received include the
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transaction details, and the information about payload data, device type and hardware
quality, and wherein the anti-duplication frequencies are either of audible frequencies and
inaudible frequencies, and wherein the audio signals are received for establishing secure
channel and enable financial transactions;

a proximity detector communicatively coupled with the audio signal receiver for
detecting the proximity of the other participating devices, frequency of the signal received,
and quality of the hardware;

a frequency selector communicatively coupled with the proximity detector, for
selecting a set of frequencies based on the proximity detected by the proximity detector,
and wherein one set of frequency is selected from a 32 sets of frequencies provided by the
application, and wherein the frequencies are selected based on the used case scenarios and
machine learning algorithm; and

a private key decryptor for decrypting the information about the data transacted

between the participating devices;

wherein the financial transaction is enabled by transmitting the payload data in the

secure channel and the payload data is transmitted using the audio signal.

The system according to claim 1, wherein the audio signals includes a customer
indicator (CI) data, a customer mode indicator (CMI) data, and an optional key data the
key data, and wherein the customer indicator (CI) data indicates that second
participating device is a valid receiver, and wherein the customer mode indicator (CMI)
data indicates the transaction details, and wherein the optional key data is a dynamic
data configured in the form of a public key that is valid either for a single transaction or

for multiple transactions.
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3. The system according to claim 1, wherein the application server comprises:

a registration module for registering a plurality of users through the application;

a user database in communication with the registration module, wherein the user
database stores the information related to the plurality of users, and wherein the
information related to the plurality of users include user identity, device identity, hardware
identity, frequency of the device, location of the device, currency of the location,
information related to third party services, services subscribed, and account information;

a validating module in communication with the user database, for validating the
users, wherein the validation of the users is based on one of the native application and a
third-party application;

a transaction database in communication with the validating module for tracking
the transactions made by the users through the application;

an auxiliary module in communication with the transaction database to support the
plurality of computing devices, wherein the support include technology support, providing
software patches, providing updates, and replying to a plurality of queries; and

an analytics module communicatively coupled with the auxiliary module,
transaction database, and user database to analyze the plurality of the transactions and user

behavior.

4. The system according to claim 1, wherein the application server is configured to notify the
participating users after the completion of the financial transaction.

5. The system according to claim 1, wherein the participating device is selected from a group
consisting of mobile phones, smart phones, desktop computers, laptop computers, palmtop

computers, wearable devices, and point of sale (POS) devices.
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6.

10.

The system according to claim 1, wherein the application server is configured to run the
application in the background to control the emitting and receiving capabilities of the

participating device.

The system according to claim 1, wherein the application server is configured to run the
application automatically, when one of the participating device detects the other
participating device, and wherein the first participating device sends the payment
information to the second participating device providing invisible payment experience to

the users.

The system according to claim 1, wherein the application is configured to push a
notification to a third-party server for completing the transaction when the second
participating device receives the payload data from the first participating device through
the secure audio channel, wherein the third-party server is a server selected from a group
consisting of a remote server, a financial institution linked to the first participating device,
a financial institution linked to the second participating device, and an independent third-

party financial institution.

The system according to claim 1, wherein the audio signal receiver is configured to receive
the audio signals, when the distance between the emitting device and the receiving device

is equal to or less than ten meters.

The system according to claim 1, wherein the proximity is detector is configured to detect
the participating device, when the distance between the emitting device and the receiving

device is equal to or less than ten meters.
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11. A method for establishing data communication through a secure channel using audio

signals, the method comprising the steps of:

registering a plurality of users to an application, wherein registering the plurality
of users to the application include receiving user name, user identity, user password, device
identity, location details, currency of the location, and access to third-party information,
and wherein the registration is made through a registration module, and the user details are
stored in a user database;

initiating the application by a registered user, wherein the application is initiated
using the device hosting the application, and wherein initiating the application includes the
user entering the transaction details;

emitting audio signals using the audio signal emitter to establish a secure channel
with the other participating device, and wherein the audio signals are emitted in anti-
duplication frequencies, and wherein the audio signals are anti-duplication signals, and
wherein the anti-duplication frequencies are frequencies other than the frequencies used
for transmitting transaction details;

receiving audio signals from the other participating computing device, wherein the
received audio signals are emitted in anti-duplication frequencies, and wherein the received
audio signals include the transaction data, payload data, and the hardware information
about the other participating device;

validating the other participating device using a validating module, wherein the
validating module is configured to validate the participating device using one of a native

service of the application and a third party application;
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12.

13.

14.

15.

detecting the proximity of the other participating device using a proximity detector,
wherein the proximity detector determines a distance between the participating devices
involved in the financial transaction;

establishing a secure channel between the participating devices, wherein the secure
channel is established using audio channels; and

enabling a financial transaction between the participating devices, wherein the
financial transaction is enabled by transmitting the payload data in the secure channel,

wherein the payload data is transmitted using the audio signal;

wherein the financial transaction is enabled by transmitting the payload data in the

secure channel and the payload data is transmitted using the audio signal.

The method according to claim 11, wherein the participating users are notified after the

enablement of the financial transaction.

The method according to claim 11, participating device is selected from a group consisting
of mobile phones, smart phones, desktop computers, laptop computers, palmtop

computers, wearable devices, and point of sale (POS) devices.

The method according to claim 11, wherein the application runs in the background and

manage the emitting and receiving capabilities of the participating device.

The method according to claim 11, wherein the application is initiated automatically when
one of the participating device detects the other participating device, and wherein the first
participating device sends the payment information to the second participating device

providing invisible payment experience to the users.
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16.

17.

18.

19.

20.

The method according to claim 11, wherein a notification is pushed to a third-party server
for completing the transaction when the second participating device receives the payload
data from the first participating device through the secure audio channel, wherein the third-
party server is a server selected from a group consisting of a remote server, a financial
institution linked to the first participating device, a financial institution linked to the second

participating device, and an independent third-party financial institution.

The method according to claim 11, wherein the audio signal receiver is configured to
receive the audio signals, when the distance between the emitting device and the receiving

device is equal to or less than ten meters.

The method according to claim 11, wherein the proximity is detector is configured to detect
the participating device, when the distance between the emitting device and the receiving

device is equal to or less than ten meters.

The method according to claim 11, wherein the application is activated automatically for
sending the payment instruction on the first participating device, allowing an invisible
payment experience for the users, when the user brings the first participating device near

to the participating device receiving the payment (POS machine).

The method according to claim 11, wherein the audio signals includes a customer
indicator (CI) data, a customer mode indicator (CMI) data, and an optional key data the
key data, and wherein the customer indicator (CI) data indicates that second
participating device is a valid receiver, and wherein the customer mode indicator (CMI)

data indicates the transaction details, and wherein the optional key data is a dynamic
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data configured in the form of a public key that is valid either for a single transaction or

for multiple transactions.
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