WD 2004/ 109973 PCTI AU2004/ 000762 CREDENTI AL COMMUNI CATI ON DEVI CE TECHNI CAL
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aut henti cati on devices and el ectronic nmethods of credential exchange. These
typically involve ‘a trade-off between security, flexibility and ease of

use. FOCPEBENTIAL COMMUNICATION PESACE! on requiring that the card be
inserted into a reader gives high confidence that the comrunication between
the NJ card and the reader involves only those two parties, but is

rel ati vegCHNICAIY FIEIEMt. A transaction involving a wirel ess reader such as
that used in sonme subway ticketing system does not even require the user to
t ake t hghigindefitiomrelates ito t fisld of Personahiienkificatiitand Sredenitiiect ed third
party invol vement would be quite straightforward. Further, these devices

t ypi cal cCOMMuIeationn access point where a network function or 15 access
poi nt function undertakes the credential processing. Thus a client appliance
identifies itself to a master device which then applies pre-selected

pr ot®coBAGKGRRMINDrARTact i on based on that identification. Peer to peer
authentication is not catered for. For exanple, in the case of a credit
card or Thete arecoady examples ef quthenticationidavices anfrélectronicimethodsvafr k acti ve

boser bi ErataaLee ”f'eref; H%%ﬁﬂﬁﬁ%@‘?ﬁ?é%ﬁ%ﬁ@%ﬁﬁ%@yg v Heschilbivons ' °
a1 denEaBET B! FOF ERARGE, B3 b visdiyiof oG that e dapf e of
devi ce irfsaPRUtin® a Pedder givasrigh cbafidértehat thesesrifunicationtiRvesh théat it is

bona fide. This becomes much nore problematic when both devices are nobile.
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unauthorised and undetected third party involvement would be quite straightforward.

Further, these devices typically require an access point where a network function or
15 access point function undertakes the credential processing. Thus a client appliance

identifies itself to a master device which then applies pre-selected protocols to the

transaction based on that identification. Peer to peer authentication is not catered

for. For example, in the case of a credit card or smart card, they are placed within an

ATM or other network active receptacle which undertakes the required processing.
2.  No transaction is possible between such cards in the absence of a network.

Nor is mutual suspicion credential exchange possible. The client must trust the
master and identify itself to the master. This is not a problem where the master
device is part of a fixed installation which serves to establish that it is bona fide. This
becomes much more problematic when both devices are mobile.

25 In addition, the user selectable features are a part of the network rather than a
property of the card itself.

There is a need for a limited use “business card” and identification token for

organisations where personnel may not necessarily know each other but need to

know role information such as security clearances, financial approval authotisations,
30 access rights or medical treatment records. It is useful to provide for token to token



know rol e information such as security clearances, financial approval

aut hori sati oia% o3 CeSsS rights or nedical treatnment records. It is usefu
to provide ? to token WD 2004/ 109973 PCT/ AU2004/ OBEHAB20040009¢20ange
whi ch establishes user and organi satiop sel ectabl e bona fides of the two
parties. In this process, the touching of the tokens or rather the very dose
proximty of the 5 tokens nust be such that each user can be assured that
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touching. In preference said devices are adapted to effect credential

accr edi imaihospital @ doetor @ould authorise a drug treatment by signing an order, and

could check that the doctor had prescribe rights at that hospital.

15 DISCLOSURE OF THE INVENTION

In one form of the invention, although this need not be the only of the broadest form,
it can be said to reside in a set of devices where a first of the devices is adapted to
hold information in an electronic storage and effect transmission of such information
upon a triggering of such transmission, and a second device is adapted to hold data
2" in an electronic storage and adapted to receive transmissions from said first device
and effect a comparison of such received data with that being held by said second
device and when such received data is matching preselected criteria effect an output
signal to this effect, the respective devices being adapted to effect a transmission
and receiving between the devices only when in a selected range of distance apart
25 or when touching.

In preference said devices are adapted to effect credential accreditation information.

In preference, the devices have a range of transmission and reception such that

they will only transmit and receive at least some data only when in such physical

proximity as to effectively exclude the possibility of third party involvement in the
30 transaction.



In preference, the devices have a range of transm ssion and reception such
that they wll only transmt and receive at |east sone data only when in
such physi 4P 2008410073ty as to effectively exclude the p@®EITAI2PH0p0T62 ¢ hi r d
party involvenment in the 30 transactiofp. WO 2004/109973 PCT/ AU2004/ 000762 3
In a further formof the invention, it can be said to reside in a credenti al
exchange device, said device including a proximty conductor adapted to
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second device.

15 In preference the credential communication device is adapted to accept identity
authentication by the keying of a pass code into the device.

In preference, the credential communication device is adapted to accept identity
authentication by use of a biometric authentication apparatus.

in preference the proximity connector is an induction connection.

2~ In preference, the induction connection is effected by a RF transceiver of such
power as to require the physical proximity to be such as approximates physical
touch.

In preference the power setting for the proximity conductor is settable so that
sufficient power is available to transmit and receive preamble data before physical

25 contact is established, and at the time when physical contact or close proximity is
required the power setting is reduced to a level which enures that such close
proximity is assured.

In preference, the proximity conductor includes means to detect that physical touch
is being maintained between the device and the second device, the device further
30 adapted to transfer some data only when such touch is detected.

In preference the means to detect physical touch is a pressure sensor.



25 contact is established, and at the tine when physical contact or close
proximty i‘?, recwi red the power setting is reduced to a | evel which enures
that such cVO¥INlinity is assured. In preference, thePEFARRN#000762
conductor includes neans to detect thap physical touch is being maintained
bet ween the device and the second device, the device further 30 adapted to
transfer sone data only when such touch is detected. In preference the neans

to detect physical taouch is a pressure sensor. WO 2004/ 109973

PCT/ AU20D A8 the inductiary eeninegior:is pratectad:fiam physicakeipnvironmetact ed from
physi cal ' '@;Hr thin layer or shell of material. In
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credenti al verification. In preference said.co ni catj on neans.incl udes
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In preference said light indicators are fornmed as bands around the device to
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In preference said light indicators are light emitting diodes.

In preference, the device further includes a trusted alpha-numeric display.

In preference the device further includes a biometric authentication apparatus.
15 In preference said biometric authentication apparatus is a fingerprint scanner.

In preference the device further includes means for receiving wireless transmissions
from a distance further than the range of the proximity conductor.

In preference the proximity conductor is a bulbous structure, permitting momentary
contact with a second device from a variety of angles.

20 In preference the device is approximately cylindrical.

In preference, in the alternative, the proximity conductor is located on the shaft of a
cylinder, permitting momentary contact with a second device from a variety of
angles.

In a further form of the invention, it can be said to reside in a method for mutual

25 suspicion credential exchange including the steps of:
positioning a credential exchange device to touch or come into close proximity with a
second such device,
the credential exchange device transmitting data to and receiving data from the
second device,

30 the credential exchange device processing received data to determine the credential



cylinder, permtting nonmentary contact with a second device froma variety
of angl es. 6n a further formof the invention, it can be said to reside in
a met hod foYOAMINO73 25 suspicion credential exchange | n@GHAYRO4NR763t eps
of : positioning a credential exchange glevice to touch or cone into dose
proximty with a second such device, the credential exchange device
transmtting data to and receiving data fromthe second device, 30 the

credenti al. exghange devjce processing received data to determ ne the
credent t”%\&&ﬁ%"?@édﬁ@%ﬂ AU2004/ 000762 5 status of the second device,
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t he gredashicidh &R GeEined inqﬁ]q§g5' - data relevant to a user
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pr ef er erggond@eieéhod further includes the steps of comunicating an

organi sati onal mandatory security policy to the credential exchange devi ce,
and1@ he each padicipantipositipning thei i vtowelt ar comepolo clgse proxXimity avith a
transnitted(%a t he second device. This comunication nay be restricted to
bei.ng aSERNGHEEVIEROCcess performed

each device transmitting data to and receiving data from a second device,
each device processing received data to determine the credential status of the
second device,

15 each device outputting the results of the credential determination.

In preference the method further includes the steps of communicating an

organisational mandatory security policy to the credential exchange device, and the

device applying said mandatory security policy to the data transmitted to the second

device. This communication may be restricted to being a one-off process performed
20 when the device is manufactured or first activated.

In preference the method further includes the steps of communicating a user

discretionary security policy to the credential exchange device, and the device

applying said user discretionary security policy to the data transmitted to the second

device. This communication may be restricted to being a one-off process performed
25 when the device is manufactured or first activated.

In preference a mandatory security policy may be communicated to the credential
communication device by means localised to the particular location in which the
device is operating.

In preference, said policy communication is by secure wireless means.

30 Trusted appliances which are able to communicate securely together in a manner
such that no other device can intrude are known as an ensemble. There can be only
one appliance of each type in an ensemble.



20 when the device is manufactured or first activated. In preference the
nmet hod furg?g&mhﬂ&b%ﬂes the steps of comrunicating a user_ _discretionary
security policy to the credential exchange device, and tﬂgn&gywwgmwﬁﬁplying
said user discretionary security poligy to the data transmtted to the
second device. This conmmunication may be restricted to being a one-off
process perfornmed 25 when the device is manufactured or first activated. In
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e

to the displaydneanrs i its gws@nsemhle avisualdepictian of tBe participantiassesiateshi ct i on
of the ﬁ’ﬁbéh%l r% g ciated wth the second device. 10 In a further form
s6¢0hd

of the be said to reside in a nethod for rapid
verification of the credentials for a grqup of participants by a guard
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physi cagtd%cmj mty to a second credential exchange device as to
providing each participant and the guard with a credential communication device,
said device including a proximity conductor adapted to transfer at least some data
15 only when in such physical proximity to a second credential exchange device as to
effectively exclude the possibility of third party involvement in the transaction said
device further including memory means and processing means and output means,
loading each patrticipant’s credential communication devices with data including the
identity and credentials of the participant,
20 operating the guard’s device to cause it to seek appropriate identity or credential
data from a participant’s device,
positioning each participant’s device to touch or come into close proximity with the
guard’s device, ‘
transmitting data and receiving data between the guard’s and the participant's
25 devices,
the guard’s device processing received data to determine the credential status of the
participant’s device,
the guard’s device outputting the results of the credential determination.

In preference, a passive device is provided to extend the area in which proximity to
30 the guard’s device is sufficient for the proximity conductor to operate.

In preference the passive device is a waveguide, adapted to allow the guard’s
credential communication to be inserted into it.



effectively exclude the possibility of third party Involvenent in the
transactioqwéghd devi ce further including nenory neans and processi ng neans
and out put %Vwmwaading each participant's credential RCHAL06/6007EN
devices with data including the identyty and credentials of the
participant, 20 operating the guard's device to cause it to seek appropriate
identity or credential data froma participant's device, positioning each

participant's device to touch or cone into close proximty with the guard's
devi ce, In pegference; eachipadicipant passes thelj iedential comenunieationdevice and t he

parti ci ' I ' i ocessing received data to
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conponewnisuahdigplagmeans in its'o0lwndarisemble avisual depiction df tise paftielpasevi ce. In
preference, the nmethod of credential verification includes the step of the
guar d' s asgeciatedtwith theoparlisipeat’s levigevi ce signal ling via secure wirel ess
nmeans to the renote visual display neans in its own ensenble a visua
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Trusted appliances which are able to conmunicate secureligtogether in a

manner SYok thatmgrother deviee caaintrude are known as anrensendhle. 2hergrcanbe ablye.

There caeXppiiide of each type in an ensemble.

In a further form of the invention the credential communication device is a
component in a mutually authenticated ensemble of devices where it may signal a
15 trusted remote visual display device to display data.

In preference the remote visual display device is a badge display.

In a preferred embodiment the credential exchange device has a cylindrical form
factor and is referred to as a code stick. The code stick is a portable tamper resistant
trusted device which is used for personal identification, credential warrants, and

2n  credential exchange. In a preferred embodiment of the code stick it would comprise
a handheld device with an inductive connector, one or more trusted input switches,
one or more trusted light displays such as a light "bands" to permit viewing from
multiple angles, a trusted display such as a transflective backlightable LCD display,
an untrusted wheel press button, an untrusted audio generator, and a wireless

25 network interface such as Bluetooth or 802.11 ethemet. In addition, code sticks may
be fitted with an optional light meter which can be used to detect when backlighting
is needed in an automatic fashion.

In a preferred embodiment of the code stick it may choose to use its wireless
interface to signal via trusted means another audio device such as a wireless
30 speaker device "button" to generate audio tones and signals.



one appliance of each type in an ensenble. In a further formof the

i nvention the credential comunication device is a conponent in a nutually
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vi sual display device to display dat a.8l n preference the renote visual

di splay device is a badge display. Ina preferred enbodi nent the credenti al
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stick. The code stick is a portable tanper resistant trusted device which

i s used Fospradicabuse thejeode stick-shagild be mamefactured tarbexeasily held bythecr edent i al

exchange._ | neferred. e iment of. th ti Iy uld c ise a
hand helgg‘a&g:hr@eﬁm ﬁmé‘%?‘dirh%ggﬁr'ﬁ QP&%ﬁt_eh grp?g%ﬁr o‘?’ﬁﬁeﬁl'g‘%ﬂ'ﬁﬁ 9@%8$¥%ut

SWi t cheggick fitfayPbe EOhSrlGtEaiIS thd foplof & @nhaaﬁwgngﬁe &plﬁﬁ% hnedtapde” to

permt viewmng from nmultiple angles, a‘truste i splay such as a

tranSfi eneiend covekingdhe dipl (bypiczlly biultdusyshapad), andraptionallyipaeis ghtless but t on,

an untrus},&f ?ﬁlﬁlfei gienera,tor, anp a wreless 25 network interface such as

Bl uet ootGHlIRer %1" ® PRUNit: pase pf momentayy coppaetion beweamgode,sligksffay wi t h

an opti L er which can be used to detect when backlightin IS

_needgd %1%#%%?%@?%0 fashion. In a preferred enbodi nent of thg codg stick

anot hor TRGdiDt beods Binnie Sxaind 8 SraBletondioLhe AliRdeRcan Be MARHIBHUGD
ener at e; L } 1 2 8 For

gr acti CS{I' gggﬁ?wgﬁﬁgﬁg? E%amﬁ?%ﬁﬁégﬁg%ﬁ@%%?@g’{ F ?Hﬁﬂgéel'g@%(gyﬁhel d by the

hanglp andeviceroahd sach arcicutsferstice. pocket. I n a preferred enbodi nent of the
code stick it may be constructed in the formof a cylinder with the

Snapea) ¥ uFe HER APl 7 R Lo MRk ol 1 PR bRk,
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number  ombination. After authentication the user has a certain amount of time to undertake

15 the transaction before the device "times out" and re-authentication is required. For
code sticks which have an embedded wireless element, a secure (e.g encrypted
with authentication functions) "heartbeat" signal can be received from other trusted
devices to delay activation of the timeout.

The most typical use of the code stick in a defence context is to check each other's:
20 clearances and identity without the intervention of a third party.

For example, two people may meet for various discussions. During the course of
these discussions, it becomes apparent that both parties may benefit from a
discussion at the secret level on a particular project'. Each party may then undertake
the following process: '

25 a) Authenticate to their respective code sticks;

b) Via manipulation of the trusted buttons or wheel each selects a question to ask
the other code stick which in this case is do they have secret clearances;

c) Each party touches code sticks for a period of time until the code stick signals via
a visual means such as the light bands or an audio tone that sufficient data has
30 Dbeen transferred between the code sticks;



10 device around such a circunference. A user nust authenticate to the code
stick before use. |In a preferred enbodiment of the device either a PIN
styl e numb&¥O 2XH18987%nt ered via the trusted i nput keys, ACT/AUR0M9HT6AN
enbedded bionetric el enment such as a f4 ngerprint reader, or a conbination.
After authentication the user has a céttain amount of time to undertake 15
the transaction before the device "times out" and re-authentication is
required. For code sticks which have an enbedded wirel ess el enent, a secure
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the very close proximty of the tokens nust
reduced.

The process above can be augmented in a number of ways. For example, as part of

15 the mutual authentication process the code stick could transmit via a wireless
interface the visual identity of the other party to a "badge" device. The badge device,
is a trusted device which has an electronic display and wireless means. Via a secure
protocol, it can authenticate and transmit and receive data from a specific code stick.
Trusted appliances which are able to communicate securely together in a manner

20 such that no other device can intrude are known as an ensemble. There can be only
one appliance of each type in an ensembile. In the case of visual checking, the code
stick transmits information to the active badge appliance in its ensemble. The visual
contains a visual identity of the other party. Note that it is essential that the visual
transmitted to its ensemble partner is that of the other party, otherwise it may be

25 possible to introduce a spoofing attack.

A further possible augmentation is to add a pressure sensitive surface or membrane
to the inductive connector so that actual physical contact with each code stick is
detected as part of the process. Although the threat is small, this prevents high
energy RF devices from simulating very close proximity to another device.

30 While the input switched can be used in a combination method to provide some form
of PIN style authentication, in a preferred embodiment of the code stick, it would be



such that each user can be assured that only those code sticks are
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style authentiCcation, in a preferred enbodi nen e code stick, it wuld
be WO 2tisinaddatody Beduritypolicy aty’errridd tHe userts selettion and disclose aldyiace such
as a fingerprint reader to formpart of the user authentication requirenent
to the Eeeret levetileatdner- code stick can contain a user discretionary security
policy, and an

A user discretionary security policy can be used for the user to set defaults. For

15 example, if a code stick touch takes place without specific user selections, then a
standard Secret level clearance may be disclosed to the other party, despite the
code stick user holding a Top Secret clearance.

The mandatory security policy can also operate when attendees on entering a room
their code sticks are notified by a trusted wireless device in the room that the room

20 can only hold conversation at, say, the secret level. This mandatory security policy

' may then override code stick settings or transactions. Alternatively, a user may

request the current security context by manipulating the code stick to search for and
obtain any mandatory requirements from other trusted devices. For example, a
trusted device located in a meeting room may be broadcasting the security context

25 that the room is equipped to handle conversations up to the secret level via a
wireless interface and that no one is to exchange credentials above this level. The
broadcast is via encrypted, authenticated protocols which can be verified by code
sticks. On entering the room, an attendee's code stick receives this broadcast and
matches to the policy. If an attendee attempts to exchange, say, notification of Top

30 Secret clearances with other attendee’s code stick, the code stick will refuse to do
SO.

BRIEF DESCRIPTION OF THE DRAWINGS
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DESCRI PTI ON OF THE DRAW NGS WD 2004/ 109973 PCT/ AU2004/ 000762
BEST METHOD FOR CARRYING OUT THE INVENTION

Fig 1 shows a credential communication device constructed according to the

15 invention. It has a cylindrical, tamper resistant casing 1 and is of a size to be
conveniently held in the hand or stored in a garment pocket. This size and shape is
referred to as the code stick form factor, and such a device as a code stick.

The code stick includes a proximity conductor in the form of an inductive connector
2, which is situated at the bulbous end of the code stick in order to facilitate ease of
20 touching to other devices.

The code stick also includes a transreflective backlightable LCD display 3 and an
untrusted audio generator for output. Further output options are provided by three
light bands 6 which encirle the body of the code stick. These are each made up of
multiple light emitting diodes.

25 For data input, the device has a combined jog wheel and press button 4 and three
press buttons 5.

Wireless communication with the code stick is provided by an 802.11 ethernet
connection. In a further embodiment, this wireless communication link is provided by



11 Enmbodi nents of the invention will now be described with the assistance of

drawi ngs | jch.- Figure 1 is a representation of the credenti al
comuni cat ﬁﬂ\g@é&f’%’gi n a code stick 5 formfactor. Fi gufe/2UHH0762\0 code

sticks in use. Figure 3 shows the remgie visual display apparatus in a badge
formfactor. Figure 4 shows an enbodi nent including a wavegui de for
extending the area in which close proximty contact is possible. Figure 5
shows t he odj nent . of Fi in use. BEST METHOD FOR CARRYI NG QUT THE
NVENTI R BHeORt R BREACe. 88 b PRTSGBIPRIAL 4AY BIPRIGATY O INSPORTE B
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20 t oucogetheptoodlleay communisatiorhbetween the dekicesso i ncl udes a transreflective
backl i ghtabl e LCD display 3 and an untrusted audi o generator for output.

Furt her t tt\'nk’iﬁe f : ! i ncirle
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em t t i nghesedissussiong;dt becomes apparent that beth partiessmay benefitfesmjaog wheel and
press button 4 and three r?ss buttons 5. Wreless co ni c%tio with the
Code st iQIfCUSSiop Ahtha SECHSt lavel 992 RarticulRe Praiect. Eachranydhen undarakes Rer

per AU dg et obg f e AT FBPR cr f ace. it w || be appreciated that
any. pr Opfl{e%tgarc% a(t)urthgr?triléﬁre ?8 rtr'1e(?rt raersﬁective code sticks, by entering a pass code
identification sequence. In a further embodiment (not shown) the code stick includes
a biometric authentication device such as a fingerprint scanner which is used for this
step, either alone or in combination with the pass code.

15  Via manipulation of the push buttons or wheel each selects a question to ask the
other code stick which in this case is do they have “secret” clearance.

Each party touches code sticks for a period of time until the code stick signals via a
visual means such as the light bands or an audio tone that sufficient data has been
transferred between the code sticks.

20 The code sticks then process the data and then each signals to the respective user
| either success or failure of verification that the other party has a “secret’ clearance.
This signalling can be either the trusted band lights, or on the trusted visual display,
or a combination. Note that an audio tone is insufficient as this could be spoofed by

a number of means.

25 A user must authenticate to the code stick before use. After authentication the user
has a certain amount of time to undertake the transaction before the device "times
out" and re-authentication is required. The code stick is adapted to receive, via the
wireless communication link, a secure (e.g. encrypted with authentication functions)
"heartbeat" signal from other trusted devices to delay activation of the timeout. This

30 allows for multiple transactions to be conveniently carried out.



wi rel ess communi cati ons protocol may be used. Figure 2 shows the device in
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15 prevents high energy RF devices from simulating very close proximity to another

code stick device.

" An additional embodiment is illustrated in Fig 5. The credential communication
device system can be used for the rapid checking of large numbers of personnel
credentials for closed meeting attendance. This is currently typically done by

20 attendees presenting a badge or identification pass. When several hundred are
involved, it can overload the guards checking each attendee's credentials. A typical
example in Defence is checking participant’s clearance level to “secret” for
attendance at classified functions. The checking method is accomplished using the
steps set out below.

25 The Guard selects the criteria required for admiitance, e.g. secret clearance and
communicates this selection to a code stick device.

The Guard then inserts the code stick 20 into a slot 22 in a passive waveguide
device 21. This waveguide restricts the range of the wireless communication link of
the guard’s code stick to the area of the channel 22 of the waveguide.

30 Each participant, having authenticated to their own code stick, swipes or sweeps
their code stick 26 through the waveguide device as shown in Fig 5. The two code
sticks communicate via their secure wireless communication links. The localisation



13 In a further enbodi nent, a badge device as shown in Fig 4 is included.
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e. g. sedherecspiaclasissuchithat thenclose praximitizimethod ds achieved anddhus ast i ck
device. The Guard then inserts the code stick 20 Into a slot 22 in a passive
wavegul ddrelegs, cennectionis net needadi de restricts the range of the wirel ess

comuni cation link of the guard' s code stick to the area of the channel 22
of the Witk ganyewireless implementations, the length of time to gain a "data lock", i.e. the

15 length of time for two devices to recognise each other and set up a transfer link may
be of the order of seconds. This is typically too long for the applications in mind. A
method of avoiding this delay is for the Guard's code stick to transmit to a radius out
of the waveguide its synchronisation sequences but only receive data within the
waveguide. Another alternative is for the Guard's device to have multiple wireless

20 interfaces to achieve the same effect. This permits other code sticks in the vicinity to
"lock in" before they are swept through the waveguide. When swept through the
waveguide they are already synchronised for data transfer.

Throughout this specification the purpose of the description has been to illustrate the
invention and not to limit this.



30 Each participant, having authenticated to their own code stick, sw pes or
sweeps their code stick 26 through the wavegui de device as shown in Fig 5.
The two code sticks communicate via their secure wrel ess comruni cation
l'inks. The localisation WO 2004/109973 PCT/ AU2004/ 000762 14 of the signals
by the wavegui de provides the guarantee that there is no third party

i nvol ved in the transaction. The Guard's device undertakes an interrogation
via the wireless conmunication link 5 as the participant's code stick is
swept through the waveguide utilising variations of previously described
met hods and SGQAHW§ ei ther success or failure via a trusted visual neans on
the Guard' s code stick acconpani ed by an optional untrusted audio tone. An
alternative enbodi mrent (not shown) has two receptacles, one for the Guard's
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2. A credential communication device as in claim 1, further adapted
to require a user of the device to authenticate their identity to the
credential communication device immediately before communication

with the second credential communication device.

15 3. A credential communication device as in claim 1or claim 2 further
adapted to accept identity authentication by the keying of a pass code
into the device.

4. A credential communication device as in claim 1or claim 2 further
adapted to accept identity authentication by use of a biometric
20 authentication apparatus.

5. A credential communication device as in any one of the
preceding claims wherein the proximity connector is an induction

connection.

6. A credential communication device as in claim 5, wherein the

25 induction connection is effected by a RF transceiver of such power as to



CLAIMS 1. A credential conmunication device adapted to transnmit and receive
data, including neans to process said data in order to effect nutual
credential verification and trusted nutual recognition between 5 the device
and a second credential comunication dﬁ§ice, wi thout reference to a third
party, further including at | east one proximty conductor adapted to be
controlled to transmt and receive at |east sone data only when in such

G oot very deiinbah® ey SEEEPUME e beTcnd T ARR AVHERE 1 e
transm ssi on gehr eception of said data. 2. A credential comunication

device as in claiml, further adapted to require a user of the device to
authenticate their identity to the credential comunication device

i medi atel y bef or eA}Eﬁ?@ﬁ%hﬂﬂun?@a!ian%gic%%?fﬁdaﬂgﬁgpf ’tl’@ comuni cati on

device. 15 3. Acre conmmuni catron device as’in clarm1 or claim?2

further adappetetingeiaitm wheesihithgradidwehns 2 effecbvaridtionkiatheg of a pass
code into the device. 4. A credential comrunication device as in claim1l or

claim 2 furt hepwerguaipudef the proxipity capductoy iniglation toctheidataig bese of a
bionetric 20 authentication apparatus, 5. credenti gl communi cation device
as in any onegﬁ?sm%dc‘ﬁi‘@mf'ﬁgsﬁIsﬁhﬁeciﬂ@éei“ﬂ“&hg (Eﬁatﬁﬂcrl‘ﬁﬁ%/ connector is an
i nduction co i i i ol i i | ai m 5,
wher o n the. oaroABed Peodbte e Acolathe TENBNCAN AT of BorF BoRB 8161 5L 0
power as to lbe reeejved dytthe spbyad ceédgntiat comnyuriicatioh devibe beferpmaidi mat es

physi cal touch. 7. A credential comrunication device as in any one of the

physical proximity to the second credential communication device as to

10 effectively exclude the possibility of third party involvement in the
transmission and reception of data is established, and other selected
data, which is data whose unauthorised reception is not acceptable, is
transmitted at such a power as to be received only when the credential
exchange device is in such physical proximity to a second credential

15 exchange device as to effectively exclude the possibility of third party

involvement in the transmission and reception of data.

8. A credential communication device as in any one of the
preceding claims wherein the proximity conductor includes means to
detect that physical touch is being maintained between the device and a

20 second device, the device further adapted to transfer some data only
when such touch is detected.

9. A credential communication device as in claim 8 wherein the

means to detect physical touch is a pressure sensor.

10. A credential communication device as in any one of the
25 preceding claims wherein the proximity connector is protected from

physical or environmental damage by a thin layer or shell of material.



preceding clains wherein there are neans to effect variation in the 5 power
out put of the proximty conductor in relation to the data to be transmtted
wherein in use selected data, which is data whose unauthorised reception is
acceptable, is transmtted at such power,sas to be received by the second
credential communication device before said physical proximty to the
second credential comuni cation device as to 10 effectively exclude the
possibility of4thiy i i r . S S and reception of
data is establflﬂsheédcrgaéw?lhdebm\eﬁﬁ cpéa déggjtégas %@gﬁ%éﬁgg&a whose

unaut hori sed pessglingolairas irdluding enéary © coramunicate thé teglitgtofsuch a power as
to be received only when the credential exchange device is in such physical
proximity to Breeessing tereftratcredential veiificatige. devi ce as to effectively
exclude the possibility of third party involvenent in the transm ssion and
reception of data. 8. A credential conmunication device as in any one of the
precedi ng cl ail@s whecredentidlecgmminivatipn devitecamin claim ddesheneimsaido  det ect

t hat physical touch is _being nalntalned bet ween the device and a 20 second
devi ce, the déOF‘tETéU'?'GM'%F"%ﬂB@'H 9 af |east pBe tisted Iﬁ*ﬂtdnGWﬁSPr when such
touch is detected. 9. A credential comunication device as in claim8
wherein the neans to detect physical touch is a pressure sensor. 10. A
credential cofBuni dacledentisharemanidationrdeviceeasin claim 23 wheueémsa'@ cl ai ns
wherein the prOXIﬁlté connector, is Eﬁgé ct fron1 qé |caI envi ronment al
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conmuni cati on one of the precedlng clai ns including neans
to connunlcatgggﬁkfﬁ% ??% ﬂ?¥ processing to effect credential verification.
12. A credential conmunication device as in claim1ll mhereln said 5
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10  wherein said light indicators are formed as bands around the device to

facilitate visibility from multiple angles.

15. A credential communication device as in any one of claims 11-14

wherein said light indicators are light emitting diodes.

16. A credential communication device as in any one of the

15 preceding claims further including a trusted alpha-numeric display.

17. A credential communication device as in any one of the

preceding claims further including a biometric authentication apparatus.

18. A credential communication device as in claim 17 wherein said

biometric authentication apparatus is a fingerprint scanner.

20 19. A credential communication device as in any one of the
preceding claims further including means for receiving wireless
transmissions from a distance further than the range of the proximity

conductor.



13. A credential conmunication device as in claim1l wherein said

communi cation neans includes at |east three separately identifiable trusted
light indicators. 14. A credential conmunication device as in any one of
clainms 11-13 10 wherein said |ight indﬁgators are formed as bands around
the device to facilitate visibility fromnultiple angles. 15. A credenti al
communi cation device as in any one of clains 11-14 wherein said |ight

i ndi cators ar§0I ig tcr%@i}ﬁﬁél %gﬂ%gﬁ@?“mj‘ﬁeﬁ?ﬁgﬂw;‘?ﬁe Spmg,mi cation device

as in any one of the precedin ar s er uding a trusted

al pha- numer i cpidicedingyclairs’ whéreinade devite is approxinitelpeylisarictand i n any one
of the preceding clainms further includi n‘% a bionmetric authentication
apparatus. 1the proxinigeeenductenisioeatedtarnthesshaftef said appeoximately wher ei n

id Dbi tric. t henticati t i fi i nt .. 20 19. A
credential conindrieal st PEoiting mamenianl cohtact it 2 sedariddetipa i ve
further inclugbREa FBAE 5fcgna(ﬂ@§_ei ving wireless transmssions froma

di stance further than the range of the proximty conductor. 18 20. A
credential conmmunication device as in any one of the preceding clains

wherein the dgyi ce,i L QX i iLcal.a oximty conduct or
is located on§¥‘ne éhcigﬁgﬁﬁﬁg{&rﬁﬁhgbéag%&@g@% Hbmabgg’gﬂ{%tructure,

perm tting nMogRIHeR _él@ﬁﬁé‘%e‘f‘éihhhé_;ﬁ@ﬁiﬁﬂ& Eshtuctor i8 o bidiBbas vari ety of
angles. 21. A credential conmunication device as in any one of the

precedi ng cl astrectubesrpermitting nomentaryycontact withoa siesond devicedfromsa r uct ur e,
permtting nonent ara/ contact with a second device froma variety of angles.
10 22. A cred¥aiet |0t @8Mi cati on device as in any one of the

10 22. A credential communication device as in any one of the
preceding claims wherein the device is a component in a mutually
authenticated ensemble of devices, the device being adapted to effect
data display on a trusted remote visual display device.

23. A credential communication device as in claim 22 wherein the

15 remote visual display device is a badge display.

24. A set of devices where a first of the devices is adapted to hold
information in an electronic storage and effect transmission of such
information upon a triggering of such transmission, and a second device
is adapted to hold data in an electronic storage and adapted to receive
20 transmissions from said first device and effect a comparison of such
received data with that being held by said second device and when
such received data is matching preselected criteria effect an output
signal to this effect, the respective devices being adapted to effect a
transmission and receiving of data between the devices only when in a
25 selected range of distance apart or when touching, said devices being
adapted to effect mutual credential verification, the devices being
further adapted such that they will transmit and receive at least some

data only when in such physical proximity as to effectively exclude the



precedi ng clains wherein the device is a conponent in a nutually

aut henti cat ed ensenbl e of devices, the device being adapted to effect data
di splay on a trusted renote visual display device. 23. A credenti al

conmruni cation device as in claim22 wherein the 15 renote visual display
device is a badge display. 24. A set of 1¥evi ces where a first of. the
devices is adapted to hold information in an electronic storage and effect

transm ssion of such .i.nformation upon a triggering.of such transnjssion,
and a second RRSSIRIY of A involvarepal iahe TRSHISS PR aPAdRPEPRPh e and
adapted to regghve 20 transmssions fromsaid first device and effect a

conpari son of such received data with that being held by said second device
and when such received data is matching preselected criteria effect an

out put sign to | f r cli Vi i.n dto
effect a tr m s’é P‘E‘??@ﬁé&fﬁ‘é’&ﬁ]%HSS%F&}JQE%EB@?\,@@%F% 'B@V&@@%gnl y when
in a 25 sel ecgtgﬁsbﬁnge of distance apart or when touching, said devices '
being adapted to effect nutual credential verification, the devices being
further adaptpebitonihg @heredentigl exchnge aevitetasindamyeore obclaims da23 tsone  dat a
only when in such physical proximty as to effectively exclude the 19

possi bi lity oOUERor gopg info cleseirrexiBty With ariecond fuendevige.and recepti on of

data. 25. A j Ci : i.al 1 di ng the
Steps of 5 g Fraria Setihog HpPicE BhREE Uadh RS BatE' OF L% e
1-23 to toucfio@the@Eeohdidevidese proximty with a second such device, the
credential exchange device transmtting data to and receiving data fromthe
second devi cethetdredental @xchahge delicegqerodessing received datagta determing data to
determ ne, 10 .t he 8red ntial ?ttat us of ,the second device,
; 10 ~ the credential status of the second device,
the credential exchange device outputting the results of the credential

determination.

26. A method for mutual suspicion credential exchange including the
steps of:
15 providing each participant with a credential exchange device as in any
one of claims 1-23,
loading the credential exchange device with credential data relevant to
a user,
each participant operating their device to seek appropriate credential
20 data from a second device,
each participant positioning their device to touch or come into close
proximity with a second device,
each device transmitting data to and receiving data from a second
device,
25 each device processing received data to determine the credential status
of the second device,

each device outputting the results of the credential determination.

27. A method as in any one of claims 25-26 further including the

steps of communicating an organisational mandatory security policy to



t he credential exchange device outputting the results of the credential
determ nation. 26. A nethod for nutual suspicion credential exchange
including the steps of: 15 providing each participant with a credenti al
exchange device as in any one of clain? 1-23, | oading the credenti al
exchange device with credential data re %vant to a user, each participant
operating their device to seek appropriate credential 20 data froma second

close. pr oxi AByrede eBifnge ABYRE, &AGHe SENGEBARIATERR ] ng data o and
receiving datrpahd@onaseedpolidg o & dafa ratdmitied toaheseesnd dediceecei ved

data to determ ne the credenti a? status of the second device, each device
outputting the results of the credential determnation. 27. A nethod as in

any one of clzg s B At of Blaifns7 WieRSintHE cofiRioafioff BfHen cat i ng an

or gani sati ona ory security policy to e credential exchange
device, and tdrgad®atiorabmpahdattgy secdrityrpulidgtiorestdetedrtoheinmphione-ofd t he dat a
transmtted to the second device. 28. The nmethod of claim 27 wherein the
conmuni cadi orPrecesshperfermadiwian thedevies isamanyifaciuied; anfirgbactivateds restrict ed
to being a one-off 5 process perfornmed when the device is manufactured or
first activated. 29. The nethod of any one of clainms 25-28 further

i ncl udi ng t he29.st epise ofiethodrof minyadnenof clanse25-@8sfurther nchudingdwauri ty policy

to the credential exchange device, and the device applying said user
di scr et i onar yStepe &f PPWFBWT%PEU"Q 8 Ysek d&%rﬁt"?ﬂ%ﬁpt—'f@ﬁd?‘?%)’ttgéh% econd

credential exchange device, and the device applying said user
discretionary security policy to the data transmitted to the second
10 device.

30. The method of claim 29 wherein the communication of the user
discretionary security policy is restricted to being a one-off process

performed when the device is manufactured or first activated.

31. The method of claim 27 wherein the mandatory security policy is
15 communicated to the credential communication device by means

localised to the particular location in which the device is operating.

32. The method of claim 31 wherein said policy communication is by
secure wireless means.

33. The method of any one of claims 25-32 including the step of the
20 credential communication device signalling via secure wireless means
to a remote visual display means in its own ensemble a visual depiction

of the participant associated with the second device.

34. A method for rapid verification of the credentials of a group of
participants by a guard including the steps of:
25 providing each participant and the guard with a credential

communication device as in any one of claims 1-23,



10 device. 30. The nethod of claim?29 wherein the conmunication of the user
di scretionary security policy is restricted to being a one-off process
performed when the device is manufactured or first activated. 31. The net hod
of claim 27 wherein the mandatory securgiy policy is 15 conmunicated to the
credential conmuni cati on device by mean | ocalised to the particul ar

| ocation in which the device is operating. 32. The nethod of claim 31

et hod of - any ORGSR BReBIE SBroderfib R AU ERSeBMS 5 gont i o
comuni cat i onngkridirkfthd idealityidhdl oredehfigldlof thé patlRgsariteans to a renote

visual display nmeans in its own ensenble a visual depiction of the
partici pant ooRerating ¢he guard's Hevicedo cauge it tosseekappropateddentdy orapi d

verification of the credentials of. a grqup. of participants by a guard

i ncl udi ng thecrwgﬂﬁalcda.eiaS’@"ﬂ)?&ﬁ’ﬁ?‘ﬁ@ng%ﬁﬁe'ﬁﬁrti cipant and the guard with a
credentialg c 5%“36“' J L } I <3, 21 | oading
each part isci pant’ s Igg?ggﬁtﬁ?{élggrﬁuﬁ{a@g?%ﬁ evﬂ%@hg\jlﬁ Cé% a including the
identity and proxitaity withtheiguiahd'spievidesi pant, operating the guard's device to
cause it to seek a%opri ate identity or credential data froma

parti ci pant' straesmiing dajsoand reeaivigd siata bptweenthesguard’'siand 1€ t o t ouch or

conme into close,. proximty with the guard' s device, transmtting data and
recei vi ng dat Barﬁ'gﬁ(ﬁé')gﬁr&%‘fé:eéuar d's and the participant's devices, the

guard's devic ! i I i ARk 10
status of t heﬁ]pa %@ﬁ%%%ﬁ@f}%&&%l%&aﬁégé%\%&Hgaﬁ%ﬁt ti ngla!t he
resul ts of0 t hstatusofethiei garticipanat'srdewicepn.

the guard’s device outputting the results of the credential determination.

35. The method of claim 34 further including the step of providing a
passive device adapted to extend the area in which proximity to the

guard’s device is sufficient for the proximity conductor to operate.

15 36. The method of claim 35 wherein the passive device is a
waveguide, adapted to allow the guard’s credential communication to
be inserted into it, further including the step of each participant passing
their credential communication device through the waveguide to

communicate their credentials.

20 37. The method of any one of claims 34-36 wherein the guard’s
device is a component in an ensemble including a remote visual display
device and further including the step of the guard’s credential
communication device signalling via secure wireless means to the
remote visual display means in its own ensemble a visual depiction of

25 the participant associated with the participant’s device.



35. The nethod of claim 34 further including the step of providing a
passi ve device adapted to extend the area in which proximty to the guard s _
device is sufficient for the proximty conductor to operate. 15 36. The

met hod of claim 35 wherein the passive device is a wavegui de, adapted to
allow the guard's credential comunicatipgn to be inserted into it, further
including the step of each participant passing their credential

comuni cati on device through the waveguide to conmunicate their
credentials. 20 37. The nmet hod of any one of clains_ 34-36 wherein the

guard's devi 88 i sAaFTEQﬁB’dﬁié?_r‘i’Lm'i"Hnﬁi@ igRSerinesybstantiplyasdessHbed vi sual
di splay devi ﬁ@h%ggéé{%% IO EmbBGinTd B if the Qﬁ%&ﬁ'@ét[bﬂﬁléedem | al

conmuni cati on device signafling via Secure W reless ans renot e

vi sual di spl ayefersive torard as ilvstrataEbP tite acodrapahyiflgmiustiationsiwitd t he
participant associated with the participant's device. 22 38. A credenti al
communi cat i onregpgctto thatembadimeny. as described with respect to any one of
t he enbodiments in the specification with reference to and as illustrated
by the acconpanying illustrations with respect to that enbodi nent. 39. A
nmet hod for nuggal fuspthodior engtdehsiuspiciendredgstial @xehangeé substantallydescr i bed
with respect to any one of the enbodinents in the specification with
reference to aadessriped withrrespectlp ameone ebtisaembegimentsisthet i ons with

respect tot hg})e& ica %'nrr\%% reference to and as illustrated by the accompanying

illustrations with respect to that embodiment.





