WO 2008/082587 CT/US2007/026380
PCT/US2007/02¢380

100

Core Network /




JCT/US2007/026380

PCT/US2007/02¢380

WO 2008/082587

Z<N_._.D-m_\A

0128

On_m\

052

\
-

-

(axe 1o1d)

3 3y

H EEIENY g

0¥¢

AdN/ANN

0ge



CT/US2007/026380

PCT/US2007/02¢380

WO 2008/082587

g 8y

{sy1e9 Butcuqybrau

ue M Bunoesojul 1op sugjoweed NVMLNT) -
, asuodsay Jajawesed NV¥LN-I

0s¢e

(*** *ojun 92 Bupoqybien)
1S9ND3Y is3Wesed NYH LI

PLTT Ty and coeve

[
»
.
.
.

0gg

aoepayu

5
[~N
3 0w
£38
g £
g @
Q.
-

058 LS,

MOe Bujaiss s 1ojeiado
Krewnd sy} yym uonesipusyine 3IoMou gN? uopad

1S BIA SSaippe

01g dl s, dNa Bujuiesqo
ono& jeuonesado uj U 00¢ dn Buuamod v
1 |
M9®R/2d3 Gog aN2 BuunByuos jo8

enecew weomwse cesmmmnn -

:o_ﬁmE._oE:aéov:mn_ ."
-NW1d ‘Pl-EIN® ,SgN@ BuliogybiaN ulelqO pue exeyspuey }

’

m apow |euoyelsedo u| u

|
(s)ans BuuoqybiaN
palojdeq




T/US2007/026380

PCT/US2007/02¢380

WO 2008/082587

¥ 81g

/

s3y-X isuiebe g3y ,_om,_ow

00%

or¥y

-t

#0eq gy puss idsay-yiny

123U3PAID YIM Jenuapald a1edwod
S3Y 9je1aust 0} ANVY 2SN«
BIIUBPAID O] D BPOO3P 0 I SN »

aNw¥ pue 9 puas :hi

S3u-X 8jesouab 0] GNYN 85N e
ANVY 2)218U96) «

«J 0} [eRuUdpaL)
8Y) 8poousd o} i Aoy ess

{*** ‘ogu) 1123 BupogquBian)

ﬁmvos Jeucgesodo y| v

MOE[Qd3

1S8ND3Y J9jIeied NYILN-3

gNa BuunByuos jjag

'
ny

(U7

J {ejuapaig
pue ) £a) uym
apouw jeuopesado uj

(s)ane Bupoqybien
pakojdag

0oev




CT/US2007/026380

PCT/US2007/02¢380

WO 2008/082587

¢ 3y

~— _

uonoajoad AQubajuy

]
Aoy uonoayoid AyiBaju
10y xaput Aoy 8yl aALa

LilsAaM-DzX 2sn «
N pow ) = g Xopuj A9) =
d pow  (ZMB) = 3 oAllOQ

[ilsAex-22X @sn

N POw ) = | xapuj Aoy

d pow _  (MB) = 3 aAltoqg
DB ayndwo)

‘T-M 9sooyd

m MoOeE wouj [N]sAex-OozX

I
g8N°
BunoqubileN

(" '=rB) asu 2 uoneossy Aoy

-

{7 B) 3sonboy uope|sossyY KBy

(s T

‘- @sooyD

h MOE woy INIshen-3zx v

I
8No
Buunbyuoo-jjag




WO 2008/082587 T/US2007/026380
PCT/US2007/02¢380

I: Initiator
R: Responder
A: Attacker

Let pbe a large prime number and g a generator of tjie multiplicative group F; .
Initially 7 picksx , A picksm , and R picks y, all intgers uniformly selected from the

interval {1, p-1)

1. I — A(R): HDRy, SAy g7, Nr (Note: A(R) flenotes A receiving message intended
for R)

2. A() — R: HDRy, SAs, g, NI (Notg: A(l) denotes a message from A but is
assumed by the recipient R to be frony1)

R —» A(): HDRRg, SAz, g2, Nr

A(R) — I HDRr, SAr, g7, Nr

I — A(R): HDR;, SK{IDy, Certr, AUTH, SAZ;, ..., other fields to create chﬂd SAs}
A — R: HDRy, SK{IDj, Cert/, AUTH, SA2j, ..., other fields to create child SAs}
R — A(): HDRg, SK{IDz, Lertr, Sigr, AUTH, SA2g, ..., other fields to create

child SAs}
8. A(R) — I HDRr, SK{IDR, Certr, Siga, AUTH, SA2p, .., other fields to create

child SAs}

N e o s

Fig. 6
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Deployed
Nelghboring eNB(s) Self configuring eNB EPC/aGW

I .
(In operational mode ) In operational mode
—X

Perform eNB network authenticatjon with the primary
operator's serving aGW
T

:': Powering up X2 Interfaces ‘:
\ rInitiate X2 interface synchronization

X2C Handhs3ke and nelghboring eNBs enguiry

eNB Probe (eNB-id, PLMN-d, ...}

eNB Assert (oNB-id, PLMN4, ...}

<

{ R

elghboﬂng cell In'o, .- .)

RAN Parameter Response
— :

'----.---...---‘.-...-.-.......
¢ Intar-eNB authentication and security key agreeme

]

. ]
: Alt-1: UsellPsec SA with Node leve! Integrity protectior added :
M IPsec_Init_SA_Re : 600
: ( Ukv. SAy, g1 Ny, m}jb$ :E; ;E ) /‘:/
] M
] IPsec_init_SA_Res| 4 '
H (DR SAz 07, Nz, (DR, SA. o7 0%, '

4 ]
: [ Subsequent IPsec procedures / | :
’ -
H 71 H
s | All-2: Direct E-NB Authentication & Key Assgciation 1
M ¢NP Security Operation Check Refuest : 630
: w (', RAND, Q1) : /:/
: elNB Security Operation Check Rfspgnse H
’ {RES, Qs ) »
: '

bGonmaonnasdacosnsnvovssvvacssngfroncsaacessocvans

E-NB Operatipn Parameter Exchange

e ¢
(Cell-ld aw, .

.
= Synchornization with the "
H ighboring cells and declare 3
A, pperational ;
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I; Initiator
R: Responder
A: Attacker

Let pbe a large prime number and g a generator of the multiplicative group F; .
Initially I picksx, A picksm, and R picksy, all integers uniformly selected from the

interval [1, p-1)

1. I — A(R): HDRy, SAy g7, Nr (Note: A(R) denotes A receiving message intended
for R) A

2. A(Q) — R: HDRy;, 8A;, g7, Ni (Note: A(J) denotes a message from A but is

assumed by the recipient R to be from )

R — A(l): HDRg, SAg, g3, Nr

A(R) — I HDRg, SAr, g7, Nr

I — A(R): HDR;, SK{ID;, Certr, AUTH, SAZ2y, ..., other fields to create child SAs}

A(l) — R: HDRy, SK{ID;, Certr, AUTH, SA2y, ..., other fields to create child SAs}

R — A(Q): HDRg, SK{IDr, Certr, Sigr, AUTH, SAZ2, ..., other fields to create

child SAs}

8. A(R) — I HDRgr, SK{IDg, Certg, Sigr, AUTH, SAZ2g, ..., other fields to create
child SAs}

w

N o s

Fig. 6
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Deployed
Neighboring eNB(s)

In operational mode

[;e!f configuring eNB l

I EPC/aGW

In operational mode

Perform eNB network authentication with the primary
operator’s serving aGW

¢ =Powering up X2 Interfaces
% =Initiate X2 interface synchronization

Py

X2C Handhsake and neighboring eNBs enquiry

oNB Probe (aNB-id, PLMN-Id, ...)

eNB Assert (eNB-1d, PLMN-id, ...}

s

620

: Inter-eNB authentication and security key agreemefit

E-UTRAN Parameter Reguest

(Neighboring cell info, ...)

E-UTRAN Parameter Response
= parametors 1or inloracling wi an

neighbroing cells}

Alt-1: UsellPsec SA with Node level integrity pro_'tection added
. 1Psec_init_SA_Req :
(HORy, SA:, g1, Ny, Ry SA;, 91 Nol )
IPsec_init_SA_Res :
(DR, SAz, gz, Nz, {HIDRz, SA2. G2 51&‘ )

[ Subsequent IPsec procedures l

|
Alf-2: Direct E-NB Authentication & Key A iation

¢w Security Operation Check Request
(C', RAND, G-}

{RES, Gwsa, )

eNB Security Operation Check Resp nse

e o ot o o A P W

E-NB Operatlon Parameter Exchange

.gNB Parameter Exchange Reguest
(Celtdd, BW, ..}

eNB Parameter Exchange Resgg,ﬁg‘

{Celkid, BW, ...

)

610

= Synchornization with the
E neighboring cells and declare

operational

pyera—

I
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