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Invenllon 5 The present invention relates to conmunication networks
conprising plural interconnected nodes. The present invention nor e
partlcular“y relates to rapidly transmtting the I ndi cati on of
congesti on For purposes of clarity, packet BEHUSIWMT7 on and
cel | comuni cation are revi ewed bel ow. Packet Communication 15
FIG 1 depicts a prior art comunications network 10 conpri sing
host conputers 0] r1-r5
and a ba(r:nlzbone n@%ﬂg ﬁ%‘! H@S%MW%M%%CI ed-to
the router rl. .The host h4 is.connected ‘to the router r2. The hosts

h5:h6 are cgg ﬁgteg ;ﬁ tEE Egﬁiﬁﬁ 20 r3. The hosts h7-hl10 are connected
to.the rout ; -r5 is connected to the router r2. The
routers _rl, and The ;s&gdixtarfwmm egtellatése toacddmeniwdtiok hdtwdiks

backboné@ network 12 |IIu$trat|ver i s_an ATM network, the operation of
which is dF?EG§§§&n9eP8Wa iphevepnnerted medeses The Present an‘genss%n

in this Sechbvm A SAARNNG, Nekulaked? TRY beaameny gl fta%@wrléhe

Wiile not s pur poses "of ‘brevity, sone hosts h1-hl10 may
connect ed t dndiciationr pEspongestionuters

10 Backoxound of the Invemtion
For purposes of clarity, packet communication and cell

communication are reviewed below.

15 FIG 1 depicts a prior art communications network 10
comprising host computers (hosts) hl-hl0, router computers
- {(routers) rl-r5 and a backbone network 12. As shown, the hosts
- hl-h3-are.connectea.to.the router rl. The host hd is qonhected
to the router r2. The hpSts h5-h6é are connected to the router
20° ¥3- The hosts h7-hl0 are connected to the router r4. The
router r5. is connected to the router r2. The routers rl, and
r3-xr5 are connected to the backbone network 12. The backbone
network 12 illustratively is an ATM hetwork. the operation of
‘which is discussed below.  However, for 'purposes of the
25 discussion in this section, the backbone network 12 may be any
. kind of network. . While not shown for purposes of brevity, some
hosts hl-hl0 may be connected to their corresponding fouters
rl-r5 via bridges which bridges functionin a similar fashion as
routers for purposes of the discussion herein.
30 Communication - in .the network 10 is  achieved by
‘transmitting a bitstream which is organized into packets via

links that interconnect the zrouters rl-r5 and hosts hl-hl0.



rl-r5 via bridges which bridges functionin a simlar fashion as routers

for purposes of the discussion herein. 30 Communi cation in the . —
network 10 is achieved by transmtting a bitstreamwhich is > ¥
organi zed into packets via l i nks that interconnect the routers rl-fb

and hosts hl-h10. WO 96/ 29798 .

PCT/ US96/ OMDIg6/29798 - ( Such |inks nmay include optical fibe®CI/USMENMId pairs

of wires, - coaxial cables, switches, etc.) FIG 2 shows an

illustrativ r I | -%ilcg-bgggydﬁ-&é@%r et W gg
and a gas%cgaégg‘ggﬁ%‘ﬁ 94 ' Thgﬁr?éade_r ;ort_i on 212 cont ai rfs i nf or rrgt I on
5 necessar eoasialowablest hewiiches,t etict.d | EEhdedshowsi ant jlddustrativeh

as a virtual identifier  or _Label ,which._i i gn t Specid i

communi cat i RE etTt?é"%%’}?‘lzﬁga%o?’PﬁSh gﬁmé'g%?%i %sﬁgeaéérar%%%tag’g‘ \?712{ c%“li s?to"
be conveyed faghwaanpbyRibRsis. eIl headder porbdeh 23 emmtdites Hnforhdria

A communi cations path is defined as a sequence. qf devices, cal |l ed.
nodes, \B a wecessaryades: roytings ta‘Fsa‘E:g@ 59 ks dntendeg [destinghigpes
fromthe sowge nade, t9;thgadepddmatdiy elapel whiwistiyhasBigiesdres &o
transmt a nmessage to another host is  referred to as a_source host or
source node spettifie hoommusdicaltios. i s Thenteayikand tporteien vad (erNGAINHgR

is referred to as_.a, ._destjnal] . Of. tihaty -podeg. E
node bet weemMeS§2ge wWhigh, &8 %o%eﬁgn%bﬁﬂ%yr%zs?f%n%%nﬁpn%dieﬁgﬁgt hg'g' , Feh8
comuni cat i gpstPdihand thé Kefterhed to herein as an internedi ate node.
Consi der an exanpl e of packet transm sgi-._on fromthe source

_ de,hl to
the 20 18esti nat PofoRBERiRations, Ratth 15 delined as 3 feAHenGs (gt el
T Tustrati velyt ieMydaesS tdhea fohien 80 paeeenc@rQf awdesscliesdd belowl, a
router r1i, ATM sw tch xI, discussed below), router r5,_ ., rquter r2 and
hosts h4. cell) prepegasesofirem hhecsowrge nofmtq;theydgatinasiop, BRS¢ a

A host which desires to transmit a message to another host is

referred to as a source host or source node and the host which

15" is intended to receive the message is referred to as a

 destination host or destination node. Each node between the

source node and the destination node on the communications path

is referred to herein as an intermediate node. Consider an

example of packet transmission from the source node hl to the

20 destination node h4. In such a cas'e,: thé communications path

“jllustratively comprises the following sequence of nodes: host

hl, router rl, (ATM switch x1, discussed below), router r5,
router r2 and hosts hd. | | |

When a source node, e.g., host hl, wishes to transmit a

25 message to a destination node, e.g.; host hd, the s'oy.irc‘e_node hl

generates one or”mbre packéts zb'aé are necessary to convey the

message.  Such packets typically have a variable length up to a

specified maximum (e.g., 536 bytes, 4388 bytes, etc.). The

source node hl writes the message in the payload portion 24 of

30 the packets 20 and control information necessary to route the

packets to the intended destination node h4 (e.g., the virtual



25 nessage to a destination node, e.g., host h4, the source node hl

e;-a-t_e,s—gne_ox_.ncpm—pe.c.k.e.ts 20 as—are necessa.r_y_t_o_c;onvey the

rressage Such packets typically have a variable length up to a

speci fied maximum (e.g., 536 bytes, 4388 bytes, etc.). The source
node hl wites the nmessage in the payl oad portion 24 of 30 the packets 20
and contr o/WOR/PMt i on necessary to route the packet PCTHOHNI3MTt ended
destination node h4 (e.g., the virtual

-2- éfﬁﬁﬂﬁ%&& the header portion 22 of eachpacket 20. The
PCT/ US96/ 03047 identifier) into the header portion 22 of eachpacket

20. The souxre ceno@edehlnlt Pﬁen trapgRiket s thenhe paskekds) s) alengng thehe

conmmuni cat|o€im{a§111 rﬁf‘tﬁ ! :{At okln(?tda ase,
soluir ce node ransné)][s t e pac et to Its attached rou % gn rtfuérhese'

router ril cotlsellseu’me mbdenchl axansmitsei the packetheco :.ts leetbdhed router

f or mat d_packet. to det whi gh |ink t
L ansm 1 5enchLr oo EREcHOBLERoFL FORSHIEPGAFOUNES table, HATLR (ging the

determ ne t ohddd@ES MihebbRaPB6KCOES) cadh ArkbRived padKERONE NALMRHNIAE kAa
the router r5. The router r5 perforns 10 simlar steps as the router rl.

That is, tHehichutbinksto tranmui garly Yereiwasd amdkate Fawk imstance, the
transmtti ng,. &?‘g&rqﬁelw dﬁ?eﬂg&e o 'éﬂa‘ﬁ%h&%t'?’ﬁey t&% ég:itcghh%dethﬁl

determnes tO transm-t recel ved
to t he rout dpacioone netizork mstm' the pouterlurs trrher moumerr 250 ey fE s

t t 1t d t he, host FIG 3 h
L pas o2l ¢ ity  Seng b e« BbutBr 0 hat gy fhe EoRRer IR
i ncom ng andy@LéARi vk | tH& & wﬁﬁeecmﬂc dFor trandndvinRy fach C’rJece%ed

Il'lustratively, the I/O|nterface 31 connects the router r5 to the
router r2 arlpeket | / Ol huskrakively, the router r5 determines to transmit

the packet(s) received from the source node hl to the router r2.
Using a similar procedure, the router r2 determines to transmit
15 the received packet(s) to the host hd.

- FIG 3 shows a basic architecture 30 of a router, e.g., the
router r5. Each incoming and outgoing link is connected to an

1/0 interface 31, 32. Illustratively, the I/O interface 31
'connects-the router r5 to the router r2 and the I/O interface 32

20 connects the router r5 to the backbone network 12. Each I/O
interface 31 and 32 is adapted to transmit and.receive packets

{or cells, as described below) ac'cord:ing to the protocol of its
attached links. (As shown, the I/0 interface 32 includes an ATM
Data Service Unit or ADSU 33 for communicating according to an

25 aTM protocol ' ‘The ADSU 33" ie described in greater detail
" below. ) Each IIO interface 31 and 32 is connected to a bus 34.
_Also connected to the bus 34 :.s a processor 36 and a buffer 38.
For purposes of s1mp11c1ty. the buffer 38 is shown as a s:.ng'le
memory. Altern_at:w_'e_l_y, a separate buffer memory 38 may be

30 provided for in each I/O interface 31 and 32. .Packe_ts which are

received from an I/0 interface 31 -.Ior .32 are temporarily stored



20 connects the router r5 to the backbone network 12. Each 1/0

interface 31 and .32 is adapted to transm.t and receive packets (or’ .
cells, as described below) according to the protocol of its attached 7.
links. (As shown, the I/Ointerface 32 includes an ATM Data Servi c®
Unit or ADSU 33 for conmunicating according to an 25 ATM protocol. The
ADSU 33 is NNOW2M8d in greater detail bel ow.) Each | /PCT/USS0304%ce 31
and 32 is connected to a bus 34. Al so connected to the bus 34 is a
processor 36 j@dhe hiffer 3B undeﬂ:OEheDUd&&ﬁJSﬂﬂ 0bf Sth®| peoéessdhe3duf f @he38
s showmn as a single menory ernativel a separate buffer nmenor

38 may be 30PTOCESPAEd3fothen @&&ﬁq“ BES nVART W écbllégdiBQ.erf%k%% SOWrﬁgh
a;e rece 't‘fx%dﬁgcgg}:ggxyg/goﬂemﬁa}x%gtgedor he packetBOL2E! k&mé&Q&eﬂrom ]
PCT/ US96/ 0304he. buffen t38% bodf enraeﬁnu.rmted t dascoding| tof a h&ransméssibon

36. The r ssor, 36 then det es_via which |/0.int rface 310 32
Dhe packd micRefuie; ofumtetiArivanE Trtt Batkard b Ed Chapantsted $ia’zn %/
buffer .38 andintapgatet ad a&sonzll agcbedangremsra sgipgt-in 5£h@@%@t order
Illustrativel ¥‘6 t he packets are transmitted via an I/ _ QG nterface 31 or

32 according f FQ’fFF%Fs‘P?’Pﬂ?%tS-‘EHﬁd“&Pd -That igr paRykeys; schedilgd to be
schedul e. TQ@Enh?%tc:gé&gitf%géch%gulggérretti‘éua‘ir inteiRBRE1 590 dif 0822 are

particular inter transmtted in the sane order
that they wertzanewéttved an tthe Famer mnder. that thessywete orecsiviediratf ethe

Mode .(ATY) Coupygi.cation o

According to. an ATM protocol, infgrmation is transmitted
- as a ' bitstream that is organized into fixed predetennined

15 frames. Each frame has plural fixed size time_siot_s_ or cells
of, for example, 53 bytes, into which information is written.
-However, the cells are not assigned_to specific communications
“in a predetermined fashion, :Rather, the cells are dynamically

_ allocated as needed for communications. In orxder to correlate
- 20 cells with their intended destinations, each cell.is provided
- with a header section in wh:l.ch control information is written.
leew;se, each cell has a payload section of for example, 47
. bytes, for carrying_a_message or data to be communicated to a

o destination. = : _ | | _

.25 _ ATM networks can be used 1n ‘both packet sw1tched and non-
packet sw;tched communications networks. Furthermore, an ATM
network can be used in any kind of a packet network. The basic

”operation of an ATM network is illustrated below in congunction

with a packet network.

An ATM network is illustratively used in the backbone
network 12 of FIG 1. As shown, each. router rl, and r3-r5 is
connected to an ATM switch x1, for example, via a DS3 link. Each

30



Accor di. ng to an ATM protocol, information is transmtted as a

bi-tg I nt o H-xed—pr edeterHred—15— f ranes——FEach
frame has plural fixed size tinme slots or cells of, for exanple, 53
bytes, into which information is witten. However, the cells are not

assigned to_specific conmunications in a predeterm ned_f ashi on.
Rat her, thewéﬁﬂq’g’%re dynanical | y al | ocated as needed PEFUSIEN3047

communi cations. In order to correlate 20 cel s with their intended
desti nat i O'HSDSBaA{Ii'MCQEhki ispeonhdeted tomahhzaohmderfaos,t | §iich Nagtké 1/0

| infor kew h h | oad,
cection of  fBPerfAns 3" BHES) . ypichBEbERLRE A, SRt patld 2rbR e Bhit 0%
comuni 'cat'edADBUa33 (FU8s3) natThe . p@Ppose of A.‘HH ABSUod kS toacoheert egackets

bot’h packet ﬁ? E‘E]Q C t e ks
Furt her nor e, Eglnﬁg &?worv %acgﬁgbéﬁgségt&ﬁpgglfwlﬁg hﬂgcﬁé EdbeRe
net wor K. Theebasi creceivedr afrom drhean ATMV mﬂ-‘k i 32| tqstpacbdtbel Ofox n

conj unct °on tran‘éinggsi‘oﬂaﬁg tﬁlﬁém K. as notedk aﬁ@véTNE?gﬁV\eékksﬁaﬁ a size

il Tustrativel used I.n the backbone net wor
each router Whichnisy8irxed;and which deiowpicaldy Araliert Ehamea¢brpacket-

exanpl e, Vi aIﬁ QedviertingEpaltkets to cells, the ADSU 33 therefore “divides
WO 96/ 29798 : PCT/ US96/ 03047 DS3

ATM link-is e8RRedaskety IRtP/ & Mimhet,cef %sas t FBaf) @s. - the,AQSU 33
32 (FI G 3), yenebacest aiens mﬁmﬁatan&mme ofni teells foz‘ka'itﬁ&g( Fllﬁae
U tho TRTM RBERBPREISR; §o A9 TR condBR A0S0 33 MELCRR, B PayidHd
the ATM net dofbrmagionoof paml'etgack@ton.nta the payload section of the cells
' corresponding thereto. The -ADSU 33 also wr:.tes appropriate
header information into the header section of - each cell
including an indication of to which ‘packet the cell
15 corresponde. "1"h_e ADSU 33 then trensmits the cells via its link

which is connected to the ATM network 12.

Referring again to FIG 1, the transmitted cells are
received at an input port 41-1, 41-2, 41-3 or 41-4 of the ATM
switch x1. The received cells are conveyed by a switch fabric
45 to an appropriate output buffer 42-1, 42-2,. 42-3 or 42-4
20 connected to an output port 43-1, 43-2, 43-3 or 43-4. That is,
the switch fabric 45 directs the cells to the output buffer 42-
1 to 42- 4 of the output port 43=1 to 43-4 connected via the link
on the communications path to the destination node. For
'instance, consider the above communications example, wherein a
packet is transm:.tted from the source node hl to the destination
node hd via a comunicat:.ons path including the sequence of
1ntermed1ate nodes: router rl, ATM switch x1, router r5 and
router xr2. In th:.s example, the switch fabric 45 routes the
cells to the output buffer 42-4 of the ocutput port 43-4 because

this output port 43-4 is connected to the router rS.

25

30 _ 'I'he switch fa.bric 45 may be a large high speed memory wh:l.ch-
J.s accessed by the buffers 42-1 to 42-4. The buffers 42-1 to
42 4 only retrieve from the high speed memory 45 the appropriate



transm ssi on as packets). As noted above, each cell has a size whi ch

"is fixed and which is typreatdy smal | er—han each--packet. In
converting packets to cells, the ADSU 33 therefore divides each packet
into a nunber of cells. That is, the ADSU 33 generates a sufficient
nunber of cells forcarrying the 10 information of each packet. The ADSU
33 wites tWOWRIT8ad i nfformati on of each packet i nt o PCREISHEEMTad
section of the cells correspondi ng t hereto. The ADSU 33 al so writes

appropri at e celldleadeé.,l Wioset headerat o.nd:hsatehee@lﬁg., Set | BRe GiirtRadh

cell n n ti of packet . .t el |
corresponds %éJﬁﬂet %ﬁ% 3§h?€eﬁﬂt rgﬁgm ts?e&ﬁ %%‘ % Vlt;dra}r{sgm'tﬁ%%_ Er"mvr}r‘rrh(?h
i s connect ed donndotedl Mutputopkrt243-1 to 43-4 RefBltémmatadgeely,t ahid @witchhe

transnitted ﬁ&ﬁcarfs is C%rﬁﬁa{Tﬁge@& Qi'i’af ﬁaﬁ%vg.séioh m‘éﬁlﬁ.ﬂ\bw}i %holfcr;

41-4 of the recelve e Conveye
fabric ABXMOTY amsmlspra@e byt puhebuwteputrz uffers 442243 mo 4324420 .

connect e’ t o gy iv0y, theloutdnd phisder 31deo Iagu iohly rerrilFe

switch fabric 45 directs

he ce t he output bu
of the outputthesa cells:fram @%&ﬁﬁ%bt@?ﬁﬁ hareq jtpansmissign; gpedium 45
conmuni cat | onfavidigh tieddwer des&rmmmodee g.Fora vul:&ananfi%e:&qrﬁbéw

t he above co i cat,i ons exa ere ransm tted, from
the source nddEHFREAGS: Fha &e SF%] m‘igg ﬁﬁd'ér?ﬁsp‘\‘ﬁc'gz t5aghpd; n
i ncl udi ng t hewspaite portofd3-1 td rd3evdnedi B aremdmotl__rezutaarterh,at&w ehenk,

x1, rout r n r | I e f ri

routes the ﬁ:h% ce' qut Jq'{*he 461ut pl}'-tcJ brhu]f Pefa%‘%%p af‘?:'apa.g 53’ pl&}% g Z%aéér
because infiormagipnt (goot .43 Mintuadnnideantd fiiex) hofr rach ¢5L1 3o its

The switch f y | a4 hggrusggedwmarmry WhisaRn ccepsed
by the buffer%?idéf%p%itagg4g&p%%ﬁée buffer% 42-1 I42F-séglkg'.onlay ér’ii\a?er@‘r e\e/zgé

from the hi gl’F"@-ﬁ}é‘@d fabrary. 485 siFelyp peypheae multlplexer that responds to

-5- ¢ - the 'mapping information for switching the cell to the
515 appropriate output buffer 42-1 to 42-4. .I_n_ yet another
alternative implementation, the switch fa]:;ric 45 is a self
routing batcher banyan network. |

In any event,. the switch fabric 45 routes the cells to the
~ appropriate output buffer, e.g., _the ~output buffer 42-4,
wherein the cells are scheduled for removal and transmission
- 20 . according to some transmission schedtile. ' Illustratively, the
cells are transmitted according to a fifst—in first-out (FIFO)
ordered transmission schedule. From there, the cells are
transferred to.an output port 43-4 connected to the output
-buffer 42-4. 'I‘hus._ the cells are transmitted from the output
-ports 43-1 to 43-4 in the order of the f:l.rst ce11 placed in the
attached output buffer 42-1 to 42-4 to the last cell placed in
the output buffer 42-1 to 42-4. The cells are then transmitted

from the attached output port, e. g.., the output port 43-4.
Aftexr the cells are transm:.tted they arrive at a router,

25

e.g., the rxrouter r5 on the commun:.cat:.ons path to the
30 destination node, e.g., _h4. In the router rS, the cells are
received at the ADSU 33 there:.n The ADSU 33 reconst:.tutes each
_packet from its _cpnstituent_ cells. _Once reconstituted, the
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cells i e _ whose headers i ndicate—i{e. g.-—by—the—virtuat

i dentifi®er therein) that they nust be transmitted fromthe

connect ed. out put port 43-1 to 43-4. Alternatively, the switch fabric
45 is a high speed shared transm ssion nmedi um which is 5 _comonl

moni tored W@%RMI8 output buffers 42-1 to 42-4. | T+ Mely
the output buffers 42-1 to 42-4 only retrieve those cells fromthe

hi gh speed Sféﬁéértfslf}ﬁ? Sﬂaﬂismﬂtdth@ packet onithe pathheadéts desvinatiom
(e.g., - a wvirtual ~identif]| dicating that the cell nust be

transmitted PPEf l(ﬁegatt'é%h%tbe routernﬁ%u.t port 43-1 to 43-4. In yet
anot her alternative schene, “the- |nput ports 41-1 to 41-4 access atable
f or- mappi ng heaer . | : virtual identifier) of each
cell to its &k ¥ o . to 43-4.. In such a case, the
swi tch f%bl’l c 45 1a§an.yy;rsa{1bepaeckeﬁs |q:rmmtn:laal fn:empanseurce nodet axrive
mappi ng =i nfor | far t i a t
out-put buffe?‘t%el de[s""lffti‘% 91Ilz’n y éhg'rrlloe%] re&né’;% e%ﬁ‘é \%&%)ﬁé “in
i npl ement at'i actuatheyswithils fddes cnat edwayseldccur. rBackebs bm&’hé?e bkesan
net work. - e . ﬁliféd"éeiéﬁ&efé £61dm) ton
appr‘gf}ﬁ'gﬁeg AdE tsxr?.?:tt%ds"azt ot Al eddén Lo )

t he out pu out’put. buffer

wherein the thiel scomwnisasdonsd nﬁﬁwaéﬁoltgl ford a rHﬁ%h?Sgl Gﬁafensacco?gﬁ'-%

to sone trang gn ﬁ@%ﬂ@ betahset bt 'cfﬂig\éstt.tbﬁ in kel E&mﬁﬁﬁlcat:.ons
transm tted accor | goto fairst-in first-ou

t ransni &9 onnesweak FCoRsifer e thakgach i’ggg?ﬁ 8 in; Fﬁﬁgf E?\"Eﬁr BLah
out put port f3stacenReateizd o @ﬂ@p@ubpubmumcbuicﬁmcc‘k&sﬂf at T:lhnssambespeéds

fl st coll pRRondin sarening” Snq ousdind 500, s Gom s fa "hepks fyndd®
| ast cell pl aserten Futtmemamt lsuubbslse42t11ato sszuear.al'-Tmcas@Itlss arpive
Loy Lransm tt"?“q‘,&f:taﬁ’l’a°£“ﬁ9g] Lplas a%'%%}reansm tF&épﬂﬁ% £ So Eradifl il YiaPORd

43- 4. e~ ceé ey arrive at a router,
e.g., t momeerlinks dm sugh acem®eni semeopackphshmush behgtoped in the

destinati™on Redee,e3g unéﬁ sdéht&i%ésg%ewcaameq%ﬁsﬂ&ea ThEs¢i ¥Re
at the ADSU 33 therein. DSU 33 recaonstitutes each &acket from

its constit uSRCUREACY, °fOnElée R8T ( 38eginFReases until there are no
vacanc:.es If any further packets are received which must be -

stored m the buffer 38, the buffer 38 overflows and one or more
packets must be dropped or discarded. : Such circumstances where

20 buffer overflow occurs is referred to herein as congestion.

Like packets, cells are also subject to loss in the ATM

network. For instance, each output buffer 42-1 to- 42-4 is of a
finite size. It is poss1ble that the occupancy of an output

" buffer 42-1 to 42- 4 can increase if cells are inputted thereto
faster than they are outputted from the attached output port 43-

1 to 43-4. If a cell is to be :anutted ‘to an output buffer 42-

1 to 42-4 which has run out of vacancies for storing cells

25

therein, one or more cells must be dropped
Note that packet congestion is partly a result of the
nature in which hosts h1-h10 transmit their packets. Hosts hl-
- 30 hil0 tend to transm.t packets in bursts of sequences of packets,
separated by low or zero packet transm:.ss:.on intervals. This
tends to create sequences of packets, or packet trains

-7 -
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router r5. may transnmt the packet on the path to its destination node
(e.g., to the router r2). Packet/ Cell Loss and Flow Control 5 - o
| deally, all packets transmtted froma source node arrive at the
destination node within a reasonable tine. However, in actual it this
does not aMM3s2IMBcur . Packets may be | ost (entirel ¥ GF*MP&Hantted
or corrupted beyond recognition) in t he communi cati ons netmork 10 for a
variety rea%&ﬁ@agatihgemn ‘the peckurtnsicatei dms tsytEtenu 40 .o fPackege songasthothe

communi cat .qns 10 %3}? Vg\%rggrs gecgﬂgé' ggékegatrgﬁﬁg QEL&\e ﬁligeﬁgngaﬁgstg uter

rl-r5 ha&SFuFp 0Sé comuni cationoccurs-at: the sane speed
on each i ncenigng hnsltomgmduj:osmm&.hmrwﬁneentewmnewlar at theogage.

Furt her nor eﬁ.ogligg. th% Hany® SEﬁEtQa&r‘@tr%cEWeﬁefor tfaﬂ%i ShVehe @

router whic tted via th S sane. I n such a
case, - ?_?rre samectkinlusat ba fagtaxr |¥Ptt?1ethan capf &e S%C‘Em!‘?qdastrﬁ% By nkhes
be

they ca E.]%@:%m:&sﬁﬂth his ifFer fllQEﬁQpaﬁGYOv@EfI&ﬁ buffer 38
i

i ncr eases unt there are vacancr es, X furt her - gets are

recei ved whi ch ndsPrpgocol, sgusR2%8 ’E?'Fés‘b’rﬁ‘sl“é’ln trRd BEPERFC33°8VEAFFT ows
and one or HRAKEbe prmg_aganaﬁspubposlemp@B(bmtebtﬂw MlnSucbacket loss

ci rcunst ances ere fer e I QW e
congest i on. and "3k °°n"t’r"?5g g‘F 8‘8r?€%‘r%é‘sea géb lége;l‘%&'{ﬁ{s me‘?ﬁe
ATM net m@senEo r:.xmwtaone :.sead:irrennqdjttmmtetom whicty- controt the

finite |t gan Qt'JnPHE 10 Rk e
42-1 tc}42 ZF]' n #%cr ase ﬁe tg'g'l S are I'np utt ere?o f ast er thans
t hey -are oum&datedwshmﬁh%dﬂ%%et%&? port 43 25 1to 43-4. |If

a cell is to be hEEB&'?EHgt LoFcPl Eé BEELThA%10 impllmetdd 4-fdaasaciaas

run out of vacancies for storing cells ‘therein re-cell
be dropped tYPe of paqs %rﬁ(ﬁ?&" Boﬁ&@?F‘FOn F?cga(raﬁsffl ar:en no%e the

e.g., host hd, transm:.ts a short (e.g., 64 byte) acknowledgment
packet back to the ‘source node acknowledg:.ng each packet via a
feedback communlcations path. ('I‘he feedback communications
path - can s:.mply be the inverse sequence of the forward
communications path. d. e., host h4. router r2, router r5, ATM
sw;tch x1, router rl and host hl or can be a dlfferent sequence
of nodes.) Furthermore, if the source node, e, g , host hil,

15

20 = transmits a sequence . of packets, the source node can write a
countexr J.n the header of each packet of the sequence :Lndzcat:l.ng
the packet s ordinality 1n the sequence. ' The dest:r.nat:.on node
hd can exam:.ne the counter of each received pa.cket If a packet

S in the m:.ddle of a sequence is not received {the dest:.nat:.on
node hd detects a f:Lrst and a thlrd. but not a second packet. of
a subsequence of a sequence of packets), the dest:.nat:l.on node h4
transmits two acknowledgment packets for the packet immediately
preceding the lost packet TCP prov:.des two mechan:.sms for a
source node hl to detect a packet loss, namely ' '

_ (1). ’I‘he source node hl fails to detect an acknowledgement'

| 30' | packet w1th1n a certa:.n t:.me that depends on the.

| est:.mated round tr:.p propagat:.on time. (The round
tr:.p propagat:.on t:une :.s the time :Lnterval between

25
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natxure' I n which hosts hl-hl10 transmt their packets. Hosts hl- 30 hl10

t-efg—te—tFansm t —paekets—n bursts—ef—sequences—of—packets, separated ..
by low or zero packet transm ssion intervals. This tends to create
sequences of packet s, or ‘packet trains

-7- 96/ 29798 _

PCT/ US96/ 03¥2 propagating in the comunications syst erRCRIUSIEEINER
congestion  frequently occurs because packet trains fromdifferent hosts,

e.g., host hl and hostthe3 timer iofe hmipsdaneocﬁslaypaﬁlammthe rkswl‘x@’e
Thus, many packets are _r£cegiVv f

faster rate than can g‘ed%c?olmertg%a?ﬁa E@Q@g},ﬁgi&q Qrﬂg%t 2}4 r%%nﬁ’ Eﬂ
buffer filling and oveecedpt of an ammtsmmhstTMnsuhemmrce

Control..Protocol or TER3e 31 FRYmPEna’ %bgfﬂaﬁﬁ?%ﬁ?ﬁ;aoj J¥ otecting

agai nst packet |oss for controlling t dketfs into the
network gl0. The (2) pﬂ@@e@qrﬁ@equ&n hls rgqediMes) mul tiipdieo @siiknomiiedgement

control the 10 - flow palckitekqleS g. 1, Nitwod 020 Bt AlFc2NS d&‘itt‘i@h‘i %Scigq
IS illustrated usm%the TCg T

t ocol Accordin
hosts hl-hl O i npl enenPfa® SESHERER" Yof trapgmitted pagkats d@‘%ﬂa&éﬂgoﬁhat
schene. Each desti natthen paeitet followifg theshchéowledged pacReth@hk not

(e.g., 64 byte) acknow ed packet _back to th ource node
acknow edgi ng each pa(ﬁ?é‘ngﬁg gt the aﬁﬁﬁb%%?‘%rﬂﬁﬁﬁ i'ons pat h. (The
f eedback corfimunresponse to depaedtingana diostl ypadieet,t hehei Bonree madecehte

of theg for,y@cr t] ath, i.e., host h4, router r2, router
rs5, ATM nsgu.tf roufnlbgerégg Ehost hl or can be a different

sequence of 'Iﬁmef@e)dbaqmrqamérhmr@ewefd t3f beginminmdat the. bufifer bf,
20 transndhe FRGGHRIMBALEY nddek OnS tHe ForWarEe coRfitini2de ohbCpath (£from
the source node to the destination node) at which congestion
‘occurs. For instance, consider the above packet transmission
15 example from the source node hl to the destination node h4.
_ Suppose that when the packet arrives at the router x5, the
buffer 38 (FIG 3) at the router x5 is full. Thus, congestion
exists in the communications network at the router r5. The
‘router r5 can indicate . the congestion by dropping or. dicarding'
the packet received from the source host hl.. The absence of the
20 dropped packet is ‘"conveyed" ‘to the destination host h4. The
' ‘destination host h4 may detect the absence of the packet (as
'~ described above). If the destination node h4 detects the
absence of the packet, the destination node h4 transmits an
‘indication of the dropped packet back to the source host hi.
Alternatively, the source host hl deduces that a packet loss has
occurred if ' the destination node does not transmit an
acknowledgment for the dropped packet. -
'According to TCP, this feedback mechanism for. detecting
packet loss is also used by the source hosts hl-hl0 to control
' the flow of packets inté the communication. networks from the
30 source hosts hl-h10. Initially, hosts h1-h10 minimize the flow
- of packets into the  communications network 10, i.e., regulate
" the number of packets that the sources hli-hl0 transmit into the

25



counter in the header of each packet of the sequence indicating t he
packet's ordinality in the sequence. TFie destinatenr node k4 can
~exam ne the counter of each received packet. If a packet in the

m ddl e of a sequence is not received (the destination node h4 detects
a first and a third, but not a second packet, of 25 a subse uence of a
sequence oWQMER®Bs), the destination node h4 transﬁFF

acknow edgnent packets for the packet imrediately pr ecedi ng the | ost

ngtg{ | ggsp &?:‘izﬂ%hﬁ%&t&&ﬁs”ﬁé%lﬁ Eo faty ome tlmesoglﬁﬁ'm?ﬂﬁélahih tswiebem-a
nanel.y sour e ai ect n
acknowl edged® aghieves this eﬁgti’ért Tﬂﬁepﬁf‘ﬁ %t gﬁngﬁhe ?ﬁ; Eﬁd
the packets Q&hhlliededohydthatppartinutar(BDUrdaahost(ﬁnehEOUMHat
tg' P propagat ! on %@fg@'@ the tltlg% '&E\’S\%@. agfsﬁ\geﬂetwork 10 at one time.

PET / US96§/:03Q4ﬁt is, the source homts ihie-hd0 keenshiackoof c#hcasq)mcéqebsrom
the sourte t i gaL
(1) o0 ¥ wilfdh fe 'S ﬁgr%% BILHhED RAedY Yt delesede

13

of an ackno source

node hl fromthe dest aramcknowbedameny P"*.ﬁ et fdom a destinptdoBohPEs Hade

hl receives multiple ﬁ&bnoq,( Mg - that the packieCk@is (Bedkivda\ooer

three) for a particular pac of a sequence of transmtted

packets (indicating tgxepped ),:_and " ‘the packet follow ng the
acknow edged packely wahibat have been propagaeinged laisst hehaes ttilrat aboveode

") e T O ke TELES LA WP BRGEh, abSEade F Skt
begi nni ng at the buffepbunl: trip pi'npagmcme@tmee node.on the forward
Corrrru_n_l catl Qﬂ'xse p%@eéﬁéf&” maximam number of non-acknowledged packets is
referred to in the art as the _"window.-_,_size" of the source host
hi-h10.  According to TCP, a source host hl-hl0 transmits a
15 packet only if less than thé'_thresho;d.mximmn number. of packg_t;s
are propagating in the communications network 10 at that time.
Alternatively, the hosts hl-hl0 may transmit packets at a lower
rate than the maximum rate of the link to which they are
attached. @ As time progresses, each host hl-hl0 slowly
increases - the  packet - flow into the network (by slowly
20 increasing the window size at each source host hl-hl0 or by
" increasing the rate at which. each source host hi-hl0. transmits
its packets). Invariably, the load on (i.e., the number of
packets- propagating', in) the communications. network 10 increases
until packet loss. occurs. The occurrence of packet loss is
communicated to the. source hosts hi-h10 via the feedback
mechanism discussed above. In addition to retransmitting the
lost packets, the source hosts hl-hl0 treat the packet loss
indication as an indication of congestion in the communications
network 10. The source hosts hl-hi0 which experience a packet
_ ~ loss therefore take steps to reduce the existence of congestion
30 by reducing the flow of packets into the communications
network. In the case of TCP, the hosts hl-h10 which detect one
.or more packet losses reduce their window sizes _' {(the hosts hl-

..-25.
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t he source node to the destination node) at which congestion occurs.

bove—paeket tranrsmsson 15 exansplefromithe

souf ce node hl to the destination node h4. ' Suppose that when the
packet arrives at the router r5, the buffer 38 (FIG 3) at the router
r5is full, . Thus, congestion exists in the comunications_network at the
router r5 WOSPI™8 ot or 15 can indicate the congestion P USRN g or
di scardi ng t he packet received fromthe source host hil. The absence

gf the 20 dﬁmnagr pediee theizomm?d"sma hpodedéteﬁtmgl &lca?tndllhd patiet g
4 t escribe
above) 1R doo TRt el GEEc Rl | 16a885, T} BilRber; of packet

packet, the JLMGsnamr enghver tmitrefhdiiimes etc.). Alhtexnatiorely, tthe hostsed
packet backﬁolhrbe c%et gs;_,agé at whidh! té%ﬁ{*“cﬁgﬁ pce host hl

deduces that a packe 0SS occurred na 1on node
does nqf transrihe muctiomcmm@mmwxsmmrl@nppguepaosss hi-h10

Accor di g teJﬁgr Zyiadoh @baskfaeeﬁa%fat&e& d@az?&tc}]ﬂﬁﬁrenuo ioh@S3£! S

al so used by t source sts h1l-hl0 to contro ow of packets

into the com@misugh @5 BeRer ks "TaBARt he"¥egas ' gt hossaerding to some
Initially, fy}&i:%ébhshleh@ maawzeftﬁ&ﬁémls re&ﬁcéécﬁt&édﬁdbﬂ@f { tw;Ltthht?e
comuni cati gns ne e nunber, of packets a
the sources %PF aﬁ'ié‘“f“ﬁ’&ﬁsﬁf"ti?ﬁ’f(?ﬁﬁ&ts' A°°°ra"n9\¢f‘§69t21'§ﬁ’§ rotocols, the
PCT/ US96/ 03 FIbw of @armmscabr neduaedvmkalﬁeﬁ e ﬁ]jdﬁ?redali-dIGlEs e&Chhe f
source 10 ac ve thi keeping track of th al _nunbper _o
packet qulraw#ﬁe[reao ful '%/rlﬁﬂrr%e%ﬁ&? 11 -SPRS eq‘?fg %ﬁ’ of
propagat i ng tiimet.he Inrranm @avtemtms thectredictlidmtinnpacket. trandhissien fibe

source host g 2 5,&;5_% S h
the source h#ﬁ%?&as not yet recel vedk&T’ théamount Of cgﬁéege °Q§h£‘ﬁ

packet fronﬂgmﬁegﬁqugmbn hogbehlhosts h1-h10 may even suspend pac et
transmission entirely for a relatively long period of t:.me. See

V. Jacobson, Congestion Avoidance: and Control, Proc. of ACM
SIGCOMM, pp. 314-329 (1988) regarding Tahoe TCP.
' Consider now the implications of packet trains .or cell

15

trains (or both) on the ordering of packets or cells in.a buffer
(such as the buffer 38 of FIG 3 or an output buffer 42-1 to 42-

4 of FIG 1). During certain periods of time, few packet trains

20 are propagating on the communications network 10. .~ As such, the
likelihood is low that- packets or cells of different trains
arrive at a router rl-r5 ‘or switch x1 which must be transmitted
v:l._a the same lxnk t'rhe likelihood of congestion and buffer
overflow is also low.) During such periods of time, the packets
or cells of each 't':rain are stored in the buffer 38. or output
' buffer 42-1 to 42-4 in a relatively contiguous order in that the
packets or cells from the same train are adjacent to each other.

25

This is shown in FIG 4 ordering 50 for cells cl, c2, c3, c4, c5,

" e6, ¢7, c8, c9, and c10, wherein cells cl-c5 corresponds to a
first train and cells c6-¢cl0 correspond to a second train. On

30 : the other hand durlng other perlods of time, many packet trains
 are simultaneously propa.gat:.ng on the communications network
10. The likelihood is higher that packet or cell trains arrive

- 11 -



h10 (indicating that the packet was received or dropped), and’
(2) which have been prepagat+ng |ess- than the above 10 S
mentioned certain tine which depends on the estinmated round s
trip propagation tine. The threshol d nmaxi mum nunber of non-acknow edged
packets is | referred to in the art as the w ndow size" of the source
host h1WOI29798ccording to TCP, a source host hl-h10 t PERBINPGES04Y . 15
packet only if less than the threshold maxi mum nunber of packets are

er ?pagat ' ngl ae éthf}.%t&@h FT-¢81 bo ATN @witich %0 ﬁhiiﬂﬂ?iusﬂ R transm:.tted w{:.a

ernative e ho acket s rate

than t he max henFAme ¢ %?kt heqﬂ'gﬁﬂ?¥§eé\fa#%‘ﬂ& ﬂgycﬁ?%esn“hﬁ%%ﬁﬁbc exr gyexr

H me progresm areaaIDsohhigh.hll Didringl euich - othern pexdsds dﬂla:inmchﬂie
ow into ne y O, I Cr Qw size

each source ‘Fl% é\h\ﬁﬁgﬁeé% sz Qwﬁ%?%ajé? n%gt ﬁ%é%@%&% x%‘% Bach' s

host hi- 10 packslnstor celiltss Mkedsﬁferqnwattﬁmgl arecafdjadenh (o. eeqclt he_

number o yg%[cketﬁg RAGRLWAI th 16 ¢ GRIERIRS 30 338 agiwr 1

i ncreases OCCUr S The occurrence o Uss i s
comuni cated to the @&Yﬁ@élﬁaéils tachpigug a%éWﬁ@dlﬂbkmu‘:eﬁEch@ﬂsrﬁm

di scussed. abgyfechdd fsidlipaded Chﬂ@tééllﬁfaidﬂﬁweis refdifled 3K S, *ddtp
source hosts h1 h10 treat the_ packet ss i,ndi cation as_an_i.ndjcation
of congesti of®oH ¥R &dimini EQQFOT.‘@' ?@%ﬁﬁ%%ca‘l’ﬁéssﬁu?@o h‘ﬂ&éé"hfshlo

whi ch experience2<at pwkez 4 tolmﬁﬂwefamyesmlseqaénawtneaseﬁm pdtkets
exi sten of con 0 ugi ha at c t he
conmuni ggt i oTS celT: %Vh? -ar%lyto g %%se oflhl' ?’ﬁeﬁ%sgg % ??1011' \r/}\in &
detect one 4 ame dmrmdket Beosuse smmsmenmmnecgimé Backeto oirs
hl- : | ROT,
d d at the eh of theFIFO bufflD 88/ &27H2

PCT/ U896/ 030515115 would be stored a e o u 1 to
42-4 (i.e., would be last transmitted. from the I/0 :Lnterface 31
or 32 or output: port 42-1 to 42-4), these packets may be thought
of as being dropped from the. end .or. “tail" of the buffer 38 or
"42-1 to 42-4. L

‘The drop from the tail strategy,_ however, result in the

15

delay of° the conveyance of the 1ndication of the congestion.

- Specifically, the transmission of the _indi_ca_tion_ of congestion

is del-ayed for the period between the time that the packet drop

20 occurs and the time the dropped packet would have been removed
from the buffer for transmission according to the transmission
schedule.  For large bandwidth—delay-product networks (i.e.,
networks in which the product of the delay and the number of
bits transmitted during the delay is large) the delay can
seriously degrade: performance. Dixring the delay, congestion
. can worsen because- the source’ hosts hl—hlo, which do not yet
know of the congestion, cont:.nue to increase the:.r packet
flows. Thus more packets or cells must be dropped The large
bandwidth-delay-product can result in two disadvantageous

25

results, namely:: R S _
30 ' (1) The congestion . indications _ distributed over the
packets of many, hosts rather than a small number of
hosts. Thus, many hosts, J.nstead of a small number of

- 12 -



h10 may reduce their w ndow sizes upon detecting a single packet | oss,

a—t-h+eshold- nunber—ef—paeket- | 0sses—a—nunber—e+—packet —+oesses5—+A—o—
given unit of time, etc.). Alternatively, the hosts h1l-h10 reduce the
rate at which they transmt packets. The reduction in packet
transm ssi on by the hosts hl-hl0 can vary armngst diff ocol s
(and dlffervéﬂ I ons of TCP such as "Reno, "Tahm "
etc.). According to sone protocols, the flow of packets is reduced i n

accordance with the - hostsy ateducéetheir| peckpaclteansmz&eseom wates cnder
protocol s, the fI of c ) ;EQ Qo

regardl ess of the 10 _ Rgﬁ ?‘(E)s? pact ets ué %%dﬁé&{:ﬂgr{ al nds%\é%ﬂ’ 7% c]‘lt
period of time. im anyOUGEncorJ:ﬂ@t#@dueFl oNernrpspRBEet b&nﬁﬂcé’*sll’éﬂﬁﬁ s
typically drastic in Cﬁ@ﬁﬁg&f&féﬁé&?%@ﬁ@keﬁf 16889€STf Oflahy hosts [F&duce

network.  The hosts .even “suspend packet transm ssi on
entirely_for a relativeheiy oﬂ}%"—l obraRsmiggion Frates, \the, fyagsmission

Congest | 8n Avoi dance aélq%é;@f%j Olof PeRE: &Bnuﬁ\ﬁ&déétions S&G@Q!N 1DI0 may4-5e9
(1988) regardi ng Tahoe Consi d ﬁawt ng 11 gt s of
packet trains or cel| drastiatly (UPdSBt'H):J' ﬁz? oé]‘lferl §-8F¥e ¥et i
cells in a buffer éBi6ds 2ot Reinilf f ersedS PIVE Gakshmaan ®uUputMadidwr
42-1 to 42- 4of | G_1 ri,ng.certain ti few

trains 20 are propagaPfh G"%’FF‘E ﬁ?gat?gn?ﬁ%%g fﬁﬁEF @%ﬁéﬁfle
li kel i.hood is | ow thatupsegetrCRAIR tz'eeofEﬂféémmﬁ mghnsﬁandmdthfwat
arouteg,r1-r5 or swt t d a heegsSa

i nk. Ii'PThe likeli hoog‘t;%é&con %91 | O%L%% i#fe Trafn[ ow f: Sglfsriﬁgh
low. ) During such perPexs. dﬁetwmi%éf.pW&eﬂés -50- (699ée+l s of each train
are stored in the byuffgy eﬁtﬂéﬁ% whicﬁ’%oé‘s feedivd &Y fndikcation of

relatively conti guous or e packets or cells fromthe sane
train are adjacent to e'awe%%m tends tgR Feceive i AnFLerRigR(HOT JRaRY

for cells c¢1, ¢c2, c3, ﬁgckgés . &8, ¢7, 81189, and €10, wmeyig n cel lis
cl-c5 corresponds to a al i, and cells . c corres ond t,0

second fgain. On 30 p?ﬁ'éi'f)‘fiﬁilfééﬁf Gisiminlog b‘?her f% tﬁ%%g)s
packet frains - ar e’ seduté asheis! yagkepagat |c|g1bnflhuscasmm catcmlng

network 10. The 11 gl LPP8d &8 PAINQImbIRloPAEEPs By Cﬁéékéi@'ﬂ?ra&ﬁi&?

they received a ‘congestion indication. .

' In addition, in the case where packets.are divided :L-nto cells
' for transmission in an. ATM ‘rietwork another disadvantage can .
20 occur called the packet shredder phenomenon. ° In. the packet
shredder phenomenon, the number of lost packets increases
because cells are discarded for many packets rather than a few
packets. Again, this effect occurs due to the high likelihood
of interleaving of cells at the ‘tail end of the buffer in the
event of congestion. ‘Note that in packet shredding, many cells
already in the buffer correspond:.ng to .the. packets of the
dropped ‘cells are ‘nevertheless transmitted  thereby
unnecessarily util:.z:.ng transmission ‘and buffer resources See
A. Romanov & s. Floyd, Dynamics of TCP Traffic over ATM

Networks, Proc. acM SIGCOMM Conf., pp. 303 313 (1994).
3d A partial solution to the problen of over-correction by
o hosts in the event of packet dropping ‘due to congestion in a TCP
network (i e., this solution has not been proposed for cells in

25
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MD 96/ 29798 PCT/ US96/ 03047 at a

router rl-r5 or ATM swteh—x* whi ch nust---be transm-tted via t.he. sane
link. (The likelihood of congestion and buffer over flow are al sa ©
high.) During such other periods of tine, the cells or packets are
stored in an interl eaved fashion in that packets or cells from-
different tY292 e adjacent to each other. This is sREWHSI6N3MIG 4
ordering 52 for cells cl-cl0. A conventional techni que enpl oyed

by routers anuMAfiktworksiwhashbeehoproposed bydinesl Hlop@i 8gvisJaebbsssy
to as "drop r e on! | o) S a FIF
buffer 38 Randozgx 8%1? 4§éé1t1t 0 Ig\%e re kv? \?v Eg%ya%g%&to{})éln?&)ﬁ?ﬁgﬁmﬁgy
packets 10 bmc@rassmmmmrﬂ@nue vodr del no- the Pru3058-4313, 0Aug2; 11993 42-
4 are discargg g @f&@i&?@%ﬁyb@a%@%éﬁemegg' ﬁ%&i%&?ﬁ Bfetigtﬁo%eé

woul d be stored at the end of theFl FO buffer
woul d be fl asREPr ansAFEPESLRG ok hEhis® 0SAluEirRee the routers3adspted: pler

port -42-1 toifiglément}eF CREBCHELSLIRYLRE, bheua‘at traffi@f i‘ét@ﬁ‘lé‘%ﬂéf@ﬂ?d
fromthe endm? "tail" of the buffer 42-1 ?
The drop froftt e ZPREEFs a’f%ﬁ?ﬁmrﬁﬁ\eé?rt @éﬁﬂsﬂ:"l"ﬁ P‘ﬁethreaEIS’Ph’}g ofite

conveyance othéhe iisli @at tl.dhebihodsﬂe afhg€stupe. packdipdriobpinl! YresdPring
t ransni ssi on f t he on is del for, the erlod
bet ween the Ff ﬂ%e?ﬁ%éﬂf %e“}%feg%oﬁggéohggcﬂf'gpaﬂds% g ‘H‘Féno‘?
packet woul dpaoket:geen'l‘herrsaadce nodés oaft Ihhebd’rbppedopacketsm Sétfh‘.hsmlt

accordi pg tofﬁéeaé %5@5”;:%%1@%3 and §€3@Q€” fheir ?aél&&g@ranaﬂlsﬁlorh rates

bandw dt h- del ay- pro uct "networ ks € product
of the del ayPefRFdirg ntmb%ﬁD-ofbecausepr&Yt RafAlit Eégagtiompef pagkets) are

large) the deb@edafin the BRehBUSIEY alogimsda mf@éﬁgﬁs:ﬁon Rl ddifrce
del ay, congest on 25 wor sen _because the source hosts hl-h10, mhlch
do not yet ﬁ(ﬁ??ﬁt tqﬂéi OYRYcEEROROR AR i TRIAES i ncrease their packet

flows. Thus ‘norerpasketsy arenselyl thelsvereuditppation M@é%rces issue,
ﬁ:ﬂg}'“ydtlh delRyn PLOEYEY 1E62Brop5ed! tend Toub¥& ﬁsf‘d"sa”é B for 'HRLL S
‘cells corresponding to the packet of the dropped cell. These

cells ‘are then also discarded.. If the bﬁffer is large, it may

be possible to discard every cell of t_:be _packe__t for which a cell

‘is initially dropped at the tail. -However, if the buffer is

small, it is possible that some cells _of the packets may have

- 20 already been transmitted. == . : _

, N. ¥in & MG Hluchyj, :_Implicat.ioo of Dropping. Packets

from the Front of the Queue, I_ _S.e-..V_.enth: I'I‘C," oct'.‘ (1990) has

‘suggested -a drop 'from front '_ strategy for pack'et' 'buffers

communications networks wh;ch do not feedback an indication of
' congestion to the source hosts. 'I‘h:.s reference is not directed
_25- tc the: same problems ‘that are present in feedback networks
cons:.dered ‘above. Rather, th:.s reference tea.ches a drop from
front strategy to solve a different problem. namely, decreas:mg
the average delay in the buffer for packets and cells.
According to- the strategy of th:l.s reference, packets or cells
30 - are dropped from the front of a buffer in the event of buffer
overflow. That is, if an incoming packet or cell must be
inserted into a full buffer of a router or ATM switch, the first

- 14 -



30. ‘. (1) The congestion indications distributed over the

packets—ef—many host s—+ather thar—a—srall nurber—of— —.hosts
Thus, many hosts i nstead of a small nunber of

- 12 - WO 97/ 29798 C '

PCT/ US96/ 03047. .. hosts, reduce their packet transm ssion rates
under WO096/297198 TCP. As noted above, such reduction tentSI/U3603048] t

in an over-correction or over-response by each host t hat
experiences aaenéketoﬂ 06611 | becheal16asts rwlue.eansmtted, _ rathbbe'ﬂhdiﬁciﬂ‘i‘é
transm ssion, rates the transm Siﬁ.o ai a %ﬂm t he
communi cat i oﬁ§°°§‘§t§9eﬁ1’°¥8tnﬁ§ & is discardeg tq cxfa %nﬁ%?axlﬁlf | 9%

for relativehg iheoging packet. Accpcdli.ngstoftlne nstrategse ptoposkedk $H Ml s

U. “Madho Per f Si WndowB sed Fl ow ntrol
Usi ng. Tob! | PREFRESRFRactBT 1SVAFARe, REAP. 8F aytHe  PRdER® oy Dhar £R0 42
Random ossdet:fe&sida:ms cox@aﬁﬁ,soM@hdrop from ta:.l aiaerlfongl\lasvmhm algetb.ge
pp. 135 %894}:aken over (:ﬁES E c QE%Ce?% Stc&ﬁ.&h gﬂgé & 'an

|nd|cat|on o) cong estl recéive an i1 ndicafion
many transmiphedet di.e., omct drenped) . This Teference | sthus

particul arl y.@bééﬂéﬁ@fl&?g&%ﬁ £3dm £4¥%he W“tﬁ.meh%iﬁ%ﬂ:ﬁl packets, reduce

their packet or cel | ows™ as- an 1 ncreasing unction of the

‘nunber of cells or packets for which they received a
congestion indicaggonis theréf»oﬁ@ldahl Wbjeéct  BE R phesenPaGiRienticd to
divided,iinto cells $ éansm ssion i.n.an ATM network anot her
di sadvaﬂrpage"?‘,’ﬁﬁcﬁﬂe Ehefigatyantagns PrigF 8rt phenomenon. In. the
packet - shredder phenorenon, the nunber of |ost packets increases
- Th:.s and other obJects .are achieved by the present
:.nventlon ’I‘he present invention is dJ.rected to a

15' comun:.cat:.ons ‘network emrlronment similar to a conventional

network whereln ccmum.cat:.on is achieved by transmitting

_ abitstream organlzed J.nto data imlts such as packets or cells
" (or both). | . |

According to one embodiment, the "pa.ckets or cells are

transmitted from a source node ‘to a destination node via a

- 20 forward comum.cat:.ons path of the network which includes one

or more J.ntermediary nodes . Generally, these packets or cells

are buffered at each 1ntermed1ary node of the forward

communications path. It is desirable to inform the source node

when congestion occurs in the communications network. To

25 accomplish this rapidly, an intermediate node which is

_ congested takes an action to comum.cate the congestion to a

destination node of the cell or packet. The indication is then

transmitted back 'to_ the ‘source node via - a feedback

communications path The action | takeh by the intermediate node

is performed on the packet or cell which is scheduled to be

30 transmtted first (soon) rather than last. (later). The action

) may be dropp:.ng the packet or cell or settz.ng a congest:.on bit

in the packet or cell.

- 15 -



because cells are discarded for many packets rather than a few packets.,

Again, this effect occurs—dde-to the high |ikelihood of interleaving of
cells at the tail end of the buffer in the event of congestion. Note *
that in packet shredding, many cells already in the buffer
correspondigl%to t he packets of the dr opped cells are

nevert hel esYO st ted t her eby unnecessarily uti Wﬁ?"m‘"

transm ssion and buffer resources. See A. Ronmanov & S. Fl oyd,
Dynani-cs of TCP Trhéf commaviczatiim of cﬂmgaatlwp Qsospeéd&ﬁStﬂCﬁb@hﬁsefthe

pp. 303- 313 (1834%at§9n of cénaééxtﬁ il ¢ ue pacﬁ“-’?’e congested

over - correction N the event dr 6ppI ng (fue
congestion i nnaemadute m%r%’ (the, deﬁqilf@téépuppéﬁ REsSAoR dechopsibbeed

for cells '”Thus the source nodes act sooner to +3duce congestion i@ch
96/ 29798 PCT/ US96/ 03047g ATM er

net wor ks haEh'BEeriﬁﬁ%’po@@ﬁf1 b§:°Pﬁe§t1FP0y"§ &W“?Fs%a(FB‘B§SHY 5h°4@oﬁ¥&é‘ﬁ| Ehey .

Det ecti on Gabe&@dﬁlfeénw ipErioai dangs, d_rEEEéles twA%IéﬂFﬁs. OPirst,
s solution is

Net wor ki ng, vol 1-413 |

referred tg 0 hﬁ?%\"%e ast%ncﬁfﬁ*%@gillﬁf‘mpﬁﬁg‘an v shorﬁgae%. ABcofERggS iR
this soluti omnd:.t&e;omuisrsihdhpted ber transmiptedrens | ﬂgﬂéflibdmrcé Oiodidee.
acket traffjc ter | f r Qi r t
Eongestlon |§ ?ﬁ?‘éate |nggf{"{%£I nodest hve'irlgghl S Eac(all%ﬁe ‘g&gd% E?%fﬁ?témn
- packet - dr oppregeivesfevengindicawinnst i oFhe lattepuadvantageiochytalilep the
smal | fggctigq o@fred't?ctlo%efcg%fce rBH‘esS%E.Eﬁ Pé?é@ée Yndi *}epQEQQEeér cell

packets, retransmt opped packet s ‘and reduce-their
transmi ssi onflewesas a fupgctdemi R € eREmeB€c8§s€°§ﬁP§‘:h°§rrBPFlﬁ‘a%HQﬁF of
packets are whichdindpackddiviehe event of a threat of congestlon f ener

source nodes_react and o er-re ction is r
remedy t he over - uF®| %%ﬁtr'or‘?‘ d&’tﬁ?ﬁ’c‘f’é’m 3 ons network and mettsd o

operation are d:.sclosed for enhanc:.ng the " feedback of
15 congestzon to source _nodes _ By transm:.tt;ng congestlon
- indications for the first packets or cells to be transnutted
from buffers of congested :Lntermedlate nodes. the invention
"speeds up the communicatlon of congest:.on thereby - reducing

. thecongest:.on per:.od

20 awnmmm _
FIG 1 shows a convent:.onal commum.cat:.ons network.
- FIG 2 shows a conventlonal packet organ;zat:.on.
FIG 3 shows a convent;onal router arch:t.tecture |
FIG 4 1llustrates the :Lnterleav:.ng of cells in an output
_ buffer of an ATM switch. : .
_ FIGs 5 and 6 are graphs whn.ch compare the throughput
achieved according to ‘the present :.nvention to the throughput
.- achieved according to the pr:.or art.
. FIG 7 111ustrates an output buffer of a ATM switch
accord:.ng to an embodiment of the present a.nventn.on :m greater
30 detail.
FIG 8 is a flowchart wh:.ch schemat:.cally :.llustrates a
first drop from £front strategy accord:.ng to . the present

25

invention.
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mhen a.cell is dropped, the buffer 42-4 is searched for other 15 cells

Corresponding to the packet of thedropped cell _ These cells are

t henal so discarded. |f the buffer is large, it may be possible to |

di scard every cell of the packet for which a cell = is initially dropped
at the tail. However, if the buffer is smal I, I s possible that
some cells WW’Qackets may have 20 al ready been transm PCTUS9603047

N. Yin &M G Huchyj, Inplication of Dropping. Packets fromthe
Front of the QJGU?IGseyerEﬂds-EQsat@st an( 1886pubapoutfer S\WEICA! Cry t?éh
from front strate acket . buffers conmmuni cati ons networ

whi ch do not aFG@Hﬁég& hey jegpbqfiment %ﬁ&@sPFGﬁePB ineenbiene hosts
This reference is not d| rected 25 °© to the same problens that are present

i n-feedback petw - ther this reference teaches
a drop from Reks 3 REARR-IBIRREAGR Nt probl em nanely,
defreasigg tgﬁn aiﬁ#éﬁthéEﬂ&h’ dﬂu 3q$e t&&FEQE ifr enékféénvéﬁE&?nal
cells Accor di t he strategy eference, packets or

are dropped FPWPE% AEIORT oPeLWBERT e ﬁ?rré; evbht BeSpuFhewn  thafer g '—'%ﬁ/v

That is, if ecomnondcavjompschetwark c.w I cym]ses b&zrough rusﬁéaecbhamés a flting

E)uf1f4er of a hO¥S L \%hATM S Ch 1& no congestion and the output buffers 38

PCT/ US96/ OBOQT 42 1 tpadlzeﬂ of ¢t mmm ad-5 loer thhen MMM tssdd tanbiierare
than the oknea glgq,acﬁg or’ ﬁ&éﬁ 1 gndi ggaLde hagecr%@.teex?os\e%%{f&hfo”

the inc ng ng to t strategpr posed in thi
referengg‘, FE@W&Yer%%eayth%f ratge afacwbich dtheyelt gansmt paCBGGSezm:ed

in conparisoget@sdrop f st ai legs | Axa @S hegf4#1RJ€ increases on the
communications net'work 10. During a second phase, congestion

occurs but is not not:l.ced by the hosts hl-hl10. Furthermore, the

‘source hosts h1-h10 have not yet otherwise -deduced (from

15 _fail:l.ng to. ) receive ‘an a_._cknoy:ledgement packet) ~ that the

communications network 10 is congested. The output buffers 38

or 42-1 to 42-4 £ill and alternate between almost full and full.

~ Congestion indications for packets or cells are -transmitted

(e.g., packet or cell loss beg:.ns to occur) butthe source hosts

hil-hl0 do not yet detect the congestion because acknowledgement.

20 packets _J.ndicating the existenc_e of congestion have not yet

- been received at the soi._trce hosts hl-h10 from the destination

 hosts hil-h10. Finally, 'dnring"the third phase, the source hosts

~ hi1-h10 receive acknowledgement packets from the destination

hosts hl-hlo indicating {ox otherwise deduce) ‘that packe.. loss

has occurred. The source hosts hl-hil0 then drastically reduce

their transm:.ssion rates depending on how many packets have
been lost

Note that there is a delay between the occurrence of

25

congest:l.on {second phase) a.nd the detect:_.on of congestion and
reduction thereof by the source hosts hil-hl0 {third phase).
30 Before the th:.rd phase occurs, . congestion continues - to
increase. It is therefore desirable to reduce the delay between
the occurrence of congestion and the detection of congestion by

- 17 -



5 I s taken over those packets and cells that are indeed

transmtted (i.e., not .—dropped). This reference thus

reconmends drop fromfront for tine-critical packets. It is
therefore an object of the present invention to 10 overcone the

di sadvant ages of the prior art. Summary of the Invention

This and WORPIM™&hj ects are achieved by the present PCTUSISRIMALi-on.
The present invention is directed to a comuni cati ons network

envi ronnent ghai heﬁréé Rosesy enThbaavould rednwr khe Wakoent of O8BRGesSEidON

5o Cvetn Bl L WS VALY papefLhe’ LSO L84 L6efR! o i

enbodi nent fcbnewhachetam aimdisdatd ozr eof congesnmn tisedtransmhttsmlr ceasode

Lo a desti naligm 000 ek 2e8lzel O'EIC, TV CaLLARE B3l " sflas bUELBE Y

whi ch i ncl udeS™ oné I nternmedi ary no nera
packets gr ceomgestlonggmi Ub@ﬁf éever a@ureechpsnmmlﬁ:eéfeéuye nbelar pAckathe |

forward ofOTRHR CAldWANS PRhbthethors, Jeshéfde thel &fl%maﬁ m&se
node when cong]_a:'ﬁsﬁtlon occurs‘in the conmmuni cati ons network

accompli sh EpRECe hgRtyrpduces 1rsRAckR: Areceplitloyfg @ fuaction °f the

congest ed t ak@fbar FEtdeld @rCPEBKRELS AESr IWIBLAIDIAC YecRives an indication.
destination node gf?the ell or ack t.

ication.is th
transmtted BHaERAVELI  Re 'é‘&ﬁ € ﬁgf % RAslisEs for which an
communi cat i ofsdpedtion e a:atnsnd.t:ttelden eby:ht souraéchoztli shichodses - receisre

P L TR o7 ab Sn PRkl Bl P el SRR ARk sl 0yt BB S
packet or cetellbs. séﬂmshg S@Cboﬁggsf—'eohoeta tend |=|¢ mtsaékébebr pagket or
- cell flow reduct:.ons
Accord:.ng - to 'th “present 1nventlon, congest:.on is
mltlgated by shortenlng the delay between the occurrence of
115 congestlon (oxr likelihood of congestlon) and the transm;sszon
of an 1ndicatlon of congest:.on) To that end, in the event of
congestion, the _buffers of the :.ntermed:.ate nodes are adapted
to transmit. an indicetion of congestion for the first cell or
packet to be transmtted accord:.ng to the transmss;on schedule
of that node. Such a policy can be 1mplemented in either a
20 packet network an ATM network or a hybr:.d packet-ATMnetwork
such as is shown in FIG 1. Furthermore, 1n implementing this
pol:i.cy, the indication of congest:.on may be transmitted by
droppzng a packet or cell or setting a congest:.on bit in the
.packet or cell. When lndlcatzons are conveyed by dropping
packets or cells, the :mplementat:.on is referred to herein as a
drop from front stra.tegy
The invention is now 111ustrated using the hybrld packet-

25

. ATM network, whereln congest:.on is J.ndz.cated by dropping cells.
In partlcular, in the event an 1ncom1ng cell is to be stored in
a full output buffer 42-1 to 42-4 of the AmM switch xl, a
:'30 ) sequence of one or more cells are dropped from the front of the
| output buffer 42-1 to 42-4 to create a vacancy for the incoming
cell.

-~ 18 -



WO 96/29798 PCT/ US96/ 03047
The—commmi—cati-on—of—congest i on +s—speeded up—because-t he —t+Atteatt+ot—

of tongestion is transnmitted fromthe congested i nternmedi ate node to
t he destination node as soon as possi bl e. Thus, the source nodes act

sooner to r ngestlon rat her than | ater when co wor se
t her eby sh(ﬁggﬁ%ﬂ?}t he overal |l congestion peri od. %é’%?d

two benefits. First, ~because the congestion period is shortened

a congestion Thlmcbmides ia punkey ob advantages it @Iiltsj:.f dver dEopping

nodes. : ei S t
recei ve fewe;éﬁl n t| ons IE%C{]?@t%ee%rf% ﬁar‘#'gge gﬁ?tﬁ % *r éfcfﬁkreys
reducti on ofa:som@iecanm immediatalyc £bage thepﬁéﬁbﬁtoﬁ"éfé?ﬂmndlnﬁ | Ehereko a

furiction of lirSpd®NIesd ic¥hrralstf,i aat kany dro ﬂ@gchcﬁ@eyoég@f\ép
In short, a eed ack conmuni cat|o$é rf)etwo and ne operation

are di sgl oseacke® 1se Rk FPRVEY Femdhaek A% swgtc%ol"rﬁ&%%l ome tRuffer
source TNodegrainByimé' 2a6EE] tilhgre CEONGBUEHer drain Flﬁlizﬂéltécﬁiﬂé athé heotal

| nt or oa ar eEHBRCEST & IRAGKRT 0 BROPSUACE BERR UHE (494 1o EERP EFPRR Of the
CﬁngeStlon t batphy befiferng2-1 tot dZedngEsts onthherdestinatibn nodes hHKIA
shows a conven al..co Lca S ! 2

conventi onal gﬁ{i gt L’B‘ng’.%ﬂg B‘O%I; &%hw l%IﬂdG %ra%%“v\lsé:aa%conven é"%ement
rout er archipacketeindicating Eh6 packietstlosssto hthensenreay mglasf Rlethld
i n an oypput g, ?%ePUf A aﬁfre%ﬁléﬂ\'%ﬁw t&8rc€hosts Iﬁl-?ﬁo5téﬂﬁ @oa{‘&i@éémﬁa

whi ch conpare e thr rou chieved according t
i nvention t oreke awr u%heY trapsmidy packessr &Pﬁ@e%’otbﬁéew md\sﬂng the

FIG 7ill US&Bﬁ%@én@H DYtERE A TRF teh . ATME A¥tE8habove ACERL 8l HéhdP )
enbodi nent of the present |nvent1jE ?J.'OI n greate

e
is a flowhaF® ayRe c Fhee FHRRS T af BEgs thy _ h"g‘fFFg’l‘cedFBﬁlrf rﬁﬁﬁ?‘et

front trat e€lywsaccordi ng to- the present -
As a corollary to the first benefit, a.no_ther benefit is
. 13 achieved, namely, the provision of greater fairness in
' allocation of communication network resources. . Network
resources, -in particular,  communications. bandwidth, . are not
always equally shared by all source hosts. Some hosts have
 longer 'roi:_.nd trip transmission delays than other source hosts.
20 Inves‘f.'igatibns of communication network traffic have revealed
' that the source hosts with short round trip transmission delays
tend to utilize a larger fraction of the transmissionbandwidth
‘than source hosts with large round trip transmission delays.
The discrimination of drop from tail against the large round
trip delay traffic is discussed in T.V. Lakshman & U. Madhow,
Performance Analysis”of Window-Based Flow Control Using TCP/IP:
. The Effect of 'H.igh""' Bandwidth-Delay Products and Random LosSs,
IFIP Trans. C-26, High Perf. Networking V, pp. 135-50 (1994).
'However, ‘simulations for TCP over ATM networks which implement

25

the present :mvent:l.on téend to reduce this discrimination. FIGs
30 5 and 6 show cont:rast ‘the drop from front strategy according to
' the present . invention to a conventional drop from tail
strategy. In FIGs 5 and 6, the ordinate axis is the normalized

- 19 -



I nvention. - 16 - WO 96/ 29798
PCT/ US96/ 03047 : —F6- 9 illustrates an owtput buffer of a.
ATM swi tch accordi ng to anot her enbodi nent. of the present invention. «
Det ai | ed Description of the Invention An investigation of TCP

traffic | N Wonvent i onal . conmuni cati ons net\/\oréqlﬁo FIG 1)
has shown V@ communi cations network 10 cycl eS™ s 7t hr ee

phases. During a first phase, there is no congestion and the out put
buffers 38 throughmt 1fon tire stxAffiin anslitthes abisciSsar ishtheTaisei 6fhthé

are ... notg, ﬁetﬂuffﬂélr's a2y iRy the.d i et ghRas tggiggﬁt §c1h1'h3ﬁ6105

slowy |ncrease rate at which they. transmt packe
Thus, the ceompares a|Bwre duep cfxem fropt tﬁérategy céﬁﬁgﬁﬂt@sl cms ‘the

network 10. oPHERAE an%aemdnpfﬁie 4@0ﬁ§Eét Iaﬂa 80 maeeurr%lﬁaat ' fﬂoaelay
noti ced by tﬁe hosts hl-hl O Fg %%e rce hosts-

have not gyet trafRiF wil SBEVRE |30 ‘“%f '157"3%‘1"31:’(& Y ot é?,‘b'ﬁ/edr% from
acknow edgerreail EaﬁkQOLm]?]‘c‘ebahngé 80 msec egtrmlinmaglz dg&fa.?leltrﬁffléo(d:ﬁrves
congeste p uffers t Q i | t erpate
e o modbS Qe ke TpmbSecthety) Yad'F behetan: o bersieh Sres LR
cell s -are trfipentt serlategy 4mc<g'd1qmcﬂcetther pu:elslenltoanvbngl.un to acpargial
butthe sourc S i WY t t C tien_b

acknow edgerrgﬁgf {3§°%aé‘ﬁh§95| ndi‘ca ﬂll%.g t a%)% gpgﬁcgi%f Qgggéeéf %nS%%est'not
yet - beefiorewbigkdatileast ong elio. %mgd { Aot elheOdésopmmn In
hosts hhghl Q‘IGFEnal:w.‘veQUSIﬂgaﬁBesiﬁl fgpi?éﬁé& dbonser &84 hé)@txﬁselo round

h1-h10 receive ackno enent packets fromthe destination - sts
hi-h10 i ndi caﬁagdeawosﬁemse Héﬂ%‘é‘}l‘ﬁi’é{ PER% partial drop from front

and curves 513 and 514 represent 40 msec and 80 msec round trip
delay traffic, _-re,spect:.vely,. for part:.a_l_ drop from tail. As
shown, the drop from front strategy tends to allocate bandwidth
more equally amongst_loug_and.short_rougd_trip_gelay traffic
(curves 501 and 502, or 511 and 512), i.e., the difference
between the long and short round trip. delay tra_.f’fic throughputs

15

is smaller, than drop from tail (curves 503 and 504 or 513 and
514). . _ SR . S
Second, as noted above, congestion :'.:s often caused by the
20 simultaneous arrival of cell tralns of packet trains
originating from different source hosts hl-hlo Thus., a full

output buffer 42-1 to 42-4 _te;xds___to store th_e more_' recently

~ received cells (at the tail of the output buffer 4'”2-1 to 42-4)in

an - interleaved fashion. | In centrast; '~ the cells to be

: - transmitted next (at the front of the output buffer 42- 1 to 42-
: .25 . 4), which were received during a per:.od of low traff:.c, tend to
be in a relatively cont:.guous. sequent:.al order. Therefore,
cells sequentially . dropped from _ the .front: tend _' to all
correspond to a s:.n_gle or only a small number of packets. In

_ contrast; cells seque_nf::i_.a]_._ly .dropped_' frem the tail tend to
30 correspond to many different packets. Thus, by dropping cells
from the frdnt, fewer packets are lost thereby conserving the
storage capac:.ty of the output buffers 42-1 to 42-4 and the

transmission capacity of the links.

- 20 -~



haé.ocCurred. The source hosts hl-hl O then drastically reduce 25

t heir—transm ssi on—+at-es—dependi-rg—er—hRow nmery—packet s have-———been—toest—

Not & that there is a delay between the occurrence of congesti on

(second phase) and the detection of congestion and reduction thereof

by the source hosts h1l-hl10 (third phase). 30 Before. the _third hase

occurs, cOMQ8&™H continues to increase. It is théF@W@ﬁﬁmﬂgiirable
to reduce the del ay between the occurrence of congestion and the

\O/I\le)tgg} .2 ggggf conggstarpientarncement, the full output buffer 42-1-td42-4 not

_ _ . .« o - / 7 [C
hosts. This %&H m&‘et ﬁ@l&rr&&mth& fiSﬁgéC%rf :‘ﬁé P‘H)fvmf%u'f '#‘ﬁe}p%&fﬁd
reduce the tegs a2+arivhe dhlpacutpst duffer 2-1 tof d2-dhatso adropsli Txan dheof
congestion ig transjgt ﬁg’ - ; e S (ARo] Wi
receive an ifﬁ?‘brat,?sgw % ég%"n%es °|1:'orne'r %}34 *ﬁ%%\%‘? s%a&%c os_tts JV\QII Itlhe
reduce ggeirdxnpﬂad'cell.OrThtslstrouggy isurefiernedecto asn& artied drop
situati : -a SQ gbgs redyees | p?ﬁl‘cﬁ;- | 4, as;
function orhﬁﬁén fro?&”ﬁégféﬁ cells or pacg%?g or_dﬁ?%hqﬁi r£§££§ﬁ§§ an

i ndi cati on. perfomyanasiueimeetapyt othernGedds dm cehe stepnpaekether quigitch

an indigaEEon is-iressgmid %1&@%me tMd FanoPadkateiage the

an indication tends to receive, indjcations, for femer.paiﬁets,or cells.

Thus, such s@teRRedoReLl (aFR 31EQ Fh8Fa~qed ( FIRNRERT orthe 1ikehihqqd, fhat

reductions. ag .'1§agt oﬁécwéi!lngzoﬁhzfésﬁmingr axeNthe nyatkeOnof then ghdpped

IS mti £ y shortepi t he del ay.between the occurrence, of 13,

congest_?‘g‘n (%é'{}i P@‘Flfﬂﬁ’(ﬁf’(ﬁ’ %ﬁﬁ%sff&ﬁf%éggeﬁé‘str :f'gl?‘ﬁgsi_téﬁ“ in B aalr]fe-

i ndi cati on oforregpeiding .drdm fham eadl ischehe.eWNewertheless, unlike the
drop from tail scheme, no search of the output buffer 42-1 to
42-4 is required. Rather, as cells reach the front of the
output_buffer 42-1 to 42-4'they are dropped if.they correspond

' to the packet of a previously dropped packet. Note that the

 last cell of each packet contains an ‘end of packet indication.
Thus, the output buffer 42-1 to 42-4. can drop all cells

' corresponding to a particular- packet until a cell is dropped
that correspohds'tb the particular packet and which contains an

15

end of packet indication. _ .

20 - Referring to FIG 7 an illustrative output buffer
' ' architeétﬁre 200, e.g;', for the o'utpu't buffer 42-4, according
to an embodiment of the present invention is shown in greater

' détgil} 'As 'shdwﬁ,'_the-"butput “puffer 200 - includes two

' . FIFOmemories 210 and 220. The FIFO memory 210 is illustratively
a large memory 210 with a'éapabity for storing B cells where B
is illustratively between 1,000 and 10,000. . The large -FIFO
memory 210 illustratively operates at the same speed as the DS3
links and receives each cell outputted from the switch fabric 45
(FIG 1) at its tail. The FIFO memory 220 is smaller and has a

_ '_cap_ac_:ity for .s_toring b cells whe:e b is illustratively between 1
30 .and 10 (and is preferably about 4). The cells outputted from the
' head of the small FIFO memory 220 are outputted via the attached

output port, e.g., the output port 43-4. | :

.25
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congestion, the buffers of the internedi ate nodes are adapted to
transmt an indicati on—ef—eoengestion for-the first cel L.or packet to
be transmitted according to the transm ssi on schedul e of that node. «
Such a policy can be inplenmented in either a 20 packet network, an ATM

net wor k or. @ hybri d packet - ATWhet wor k such as is shown in FIG 1.

Furt hernmore) i | ementing this policy, the indi cabCUSIENI0LT7

congestion may be transmitted by droppi ng a packet or cell or setting
a congestion bit Am ifheelligemmodmtityr 230, .suchVes) 4 NPrECés£H kécuting

conveyed by kets e Inplementation is,ref rred
to herein asgl&f)'g%féJ SOfF V%gfr%ntﬂ?fgé gta}‘g aurQ) omatop.. iehRm i 4% iatSfow
i || ustrated pedvidade h?bel inpetkigent enﬁim &3 Gvordntroie dile (xeigmﬂJ @f | s

i ndi cat ed by & APPEAG CEhd Sfror#t +fl H?étiﬁig)ﬁ?fuﬂ'd‘ jﬁ%‘f"’%}/?} !ﬁfa@&f%

cell isto be stored In out put er 4
switch xg, ath® ceddgerdae F#eoﬁélbr %r’éh%eﬁmélér@'—'é’ﬂomm 0212@ herf it

f th 2 2 '
of the o feirdiild CEnd2rdmbied2cd1is. crefaze ARy Y i.g%%tng

PCT/ US96/ 030BAEitY 230 repques;@o fekk Srmnee ok AL afes. lprast FIFP
dr oppi ng mémezyonem Phates Othe &ebDsint the, thhi® AFMend tsia1il FIFO
oo ben ar Rt 48 (it TR 3 Slatahlg! obRER S ind SRS, HHS Shamrerc ©
i s not conve‘;am f FunthiegmoTel senrcltitime jal cehd . buffeibe pladedi intthe ]Jaa-t;er
o bogelS iRy Bl o Tl Y b2 2210 16 8T8, ' BEclplALk e Ry
Thus, -t he dei |¢hﬁ|bhr%d'é‘éff% HRXP equals k. tthe thﬁ&itlilms eocisy 230
transmt an Sad<L W at- the front of the large FIFO memory 210.
Note, by providing a -sl__ma_]_.,ler._.?:_[FO memory _220 it is possible
- to decouple: the. transmission of cells from the small output
buffer 200 from the dropplng of cells by the 1ntell:|.gent entity
' 230. The intelligent entity 230 whlch typlcally operates much
faster than the transm:.ss:.on rate of -the cells. Thus, by
decoupling the :Lntell.'tgent entlty 230 from the transm:.ss:.on of

15

cells, the J.ntelln.gent entity 230 need not operate J.n strict
synchronicity with the transmlss:!.on of cells.

20 . The :Lntelln.gent ent:l.ty 230 J.llustrat:wely can control the
removal of cells in. a more J.ntrlcate fash:.on. For instance, the
1ntell:.gent entlty 230 can :melement a RED strategy forcell

 dropping - from. the . front As before, :whenever a vacancy occurs

--in the small FIFO memory 220, the J.ntellz.gent entity 230 removes
a cell from the front of the large FIFO memory 210 and places it

-"-; 25 in the tail of the small FIFO memory 220 Unhke before, if the
occupancy of the large FIFO memory 210 reaches a cr:.t:.cal level
"L<B and the small. FIFO memory 220 is fu11 the J.ntelllgent
entity 230 d:.scards a cell from the front of the large memory

210. : : _ _
30 . : Cons:.der the ant:.cxpat:.ng character of the aforement:.oned

cell dropping. = By careful select:.on of L, the large buffer 210
always has vacanc;es for rece:w:.ng a burst of 1ncom1ng cells.
For instance, if there are k input ports (1 e., in FIG 1 therxe
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pac:ketli ndi cati ng the packet loss to the source nodes hl-hl10 10 sooner.

As—a—+est-t—the source-hests hl-hlO-tend totreduce the rate at which
they trahsnit packets sooner thereby reducing the, congestion in the ATM
switch x1. As noted above, this tends to reduce -t he nunber of hosts
h1l-h10 which reduce their packet fl ows. - As a corollary to the
first benefWP962988 her benefit is 15 achi eved, namel yRPCTAU$96/03047
provision of greater fairness in al l ocation of comunication

net wor k {esah& B]eér; in t\leﬁa\ﬁfg :tu 1.!.68.04&&?}S for me?ﬁ'gqugg@ §c%| f‘lsgﬁrce
ni cati ons bandwi no qu
hosts. . - SortPmRAl m«#& o) Thg oo st et d8a (EREob] orElR Aeledting
ot her sourcq.&matsalv%ys éustmﬁsgmﬁwrﬂzeﬁe Wh ; tqiﬁlteogspl&@”evt \Kllti:zkt&feaflfalx‘“ge
hav I re ests Wit h short raoun rip transm ssion
dgl Sygevea %Fao o1 qtaq 5?’? ??af%&?‘?’%ﬁﬁt +BROBHY 22t 1% msni ssi onbandwi dt h
t han sou%ce host Batilt theapyrerandRED |\;ensmm§sdnapdﬁtay85ront d'E:e:lr:.bed
di ti 0 | gaiLn un tri el ay
ot e o G480 e G Blded 0L Hirdd el B 0211 Urrrea Bl Y 0, ¢
of W ndow Bpacket owiCont r droppedg qeX¥ | p: FIG $he1£ff&ctfhiwdﬁaﬁt whichf
i dt h- ' L 4 H P )
Bandwi dt h- Dl cend ity 309 uBRdRELLGHER o ,?roéé? £ the RetP vedaldn"BE

Net wor ki ng V, pp. .135-50 (1994). si mul at1 ons over
net wor ks whi®FPR nfreRefzont.  t ka M@rqmuéﬁ dsnpresuned cthati she

di scri m nat i ¢dkredpideidetite &F aaélﬁssfwvmaaét ik hana&eaciaaormﬁ "ehé cell

strate ording to t he pr ese ention convent | onal
drop 19#/9) %f ‘* asst#%?t]éﬂiﬁ q’Gs °§r1 noc%nt"‘l:ﬁés oﬁ‘Bl nkRdigation s (pKe
normal i.zed wvirtual channel number) of a virtudl - channel to wWwich it

96/ 29798 corresponds. This is a form- ofpglz-i./r ga(i/ OJ“?’d’elertifier_ which is
assigned to a particular' communication. Packets are delineated
by cells which contain end of packet indications (or flags).

15 Thus , lthe. cel;s which corr.'espond. to a particular packet include
. the seqguence of cells containing a particular virtual channel
indication from the first .cell immediately following a cell
containing an end of packet: J.nda.catlon {oxr -simply the very first

' cell) through and including, the very next cell containing the

‘particular virtual channel indication - and an end of packet

20 indication. Furthermore, the intelligent entity 230 maintains

a list of packets (by their virtual cha.nnel indication)

' correspond:.ng to a damaged or forbldden ‘packet for which at

" least one cell has nlready been dlscarded. ' '

The mtell:.gent ent:.ty 230 executes steps 302-314 whenever

the small FIFO memory 220 is not full. In step 302, the
J.ntell:l.gent ent:.ty 230 removes a’ cell from the front of the
'_large FIFO mem.ory 210. In step 304, the intelligent entity 230
. determines if ‘the v:.rtual ‘channel indication of the removed
cell is on the forbidden 1ist. If not, the intelligent entity

230 executes step 306 where:.n the intelligent entity 230 places

30 ‘the removed cell in the’ tail of the small FIFO memory 220.
' Otherwise, the Lntelllgent entzty 230 executes step 308. In

step 308, the :.ntelhgent ent:.ty '230 determines if the cell

25
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t hr oughput for the traffic and the abscissa is the size of the

out put
buffers 42-1 to 42-4 of the-ATMswitch x1. @ FIG5 conpares a pure
drop fromfront strategy according to the present invention for 40 .
nmsec and 80 nsec round trip del ay traffic (curves 501 and 502,
respectively) to pure drop from tail for 40 nsec and 80 nsec round
trip del ay WOa#29798 (curves 503 and 504, respectivel y)PCFUSB6038DPAr €S
a partial drop from . front strategy according to the present invention
to E Fart'f“contarxﬁavaﬁfﬁﬁaiW?Eﬁﬁﬁél ﬂﬁﬂﬂddthonﬁaﬁnﬁhéhﬁ&rﬁ&ddé?”ﬂi%tg%u% I
packe ich at least o re al so_droppe n
10 FIG 6, Afefshgt: baye sa» r@ﬁa B’g‘ﬁ’oé%%'%ec rSEnfo. therip

del ay traffiinhteldipent \ah;i,ty fe):eq:metsl e&teb o:pm r ahekednt the il 199enes

ospent | ver yiise” 51D, AL ERFaR “Fe Fr Deklybat!! By gpedil e ity

front ‘strat @p0 texedutes sitepcddd.badfwtbehintelligent espidldyy zsmoreg:et:ulteag

LY

and shor? 1 quag, (i debak BT Cdfl must( CEHEAIA0T AL AR O g.rélikﬁeind

512), i.

del ay traffll@dllmu-gnpuPQ the | foxhididen

and 504 or

is often cause

erence ween t he on and sh round

si mul't aneous ~ arri val trains of

packet = traithe Vlrt&ﬁﬂthﬁFPﬂﬁ indirakion. fxRm GBﬁrg%F#&Eﬂﬁptﬂlﬁﬂ dthisnis,
OlfHaut 185¢ f efeld?2- 3£t OLHE - dainf§ed dide(tr)e t hergogeepecEy,!.Y the

receiv '.ceII t, the tajl, of out buff to 4
interl fgRnut. enfaty é%%$ CJ% % gﬁl %Q) ﬁﬂ;i ¢ FP§n§WFR}ed
next (at t h@':l:fmontemofytZQOoumuis bnéﬁ:ees Vi et o ttdne4ﬂest1naﬂa)qn wndeh quéckly

full.

recei ved d“rde'?:%rﬁliﬂ i gagftll,g%

cont i guous,
from the

tail tend
cells

t

f .

s?o%dlhﬁngatﬁff ha? %é& Eiozﬁ%l 3i:'¢eégh¥e

sequen ere sequent

e ennﬂa fanomeng | o(fcupas e$03
d%%@lOﬁe P44%uch a case, %ﬁﬁpﬂﬁteﬁilﬁéﬁEQE&%EEﬁaZS@OQQﬁﬁtegn

a

4

fondat thendvem ending - R,i@cleesséndthe agkaf e iz oecpivedhul |
nunber of . paﬁ&%ﬁatwely, Cﬂ{Eriﬁten At REUePt iAd Y edhonPatdrP mhis

o 3 corres g many diTferent packets. Thus, by dropping
mff%ﬁﬁe Lher

1p, 8F

packets are | ost thereby conserving the

storage capamtytﬂh’énhheroutq:hﬁ bmblRr FIED 1memo#y- étzmtd:.tshefull ‘and the

transm ssi op, GaRaeLyY ¥ LHE '1&952 FIFO memory 210 -is greater ‘than tné0 -

.20

25

30 -

threshold L (or alternatively, whenever the an incoming cell is

_received and both the large and. small FIPO memorzes 210 and 220

are full), the intelligent entity. 230 executes steps 322 328.
In step 322, the 1nte111gent entity 230 removes a cell from the

- front "of  the large FIFO memory 210 In step 324 the
. intelligent entity determines if the v1rtual channel 1nd1catzon

of the cell is on the_forblddegillst _If so, the intelligent
entity proceeds directly to step 328. _However, if the virtual
channel indication of the removed celi is'not ‘onthe forbidden
list, the intelligent. entity 230 first executes step 326
wherein the intelligent entity 230 . adds the v1rtua1 channel
indication to the forbidden list. 1In step 328,_the intelligent
entity 230 discards the removed ce11 . .' '
.Whenever the small  FIFO memory 220 is- full and the
occupancy of the large:EIFo memory 210 xs_less than or equal to
the . threshold L (or alternatively, whehever the small FIFO
memory 220 is full and thealarge_ﬁIEQ memery 210 is not full),
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WD 96/ 29798 PCT/ US96/ 03047 As
ar—enkanecenrent , the—fukl out put be##e%—42 1 +e—42-4 not :

cell at The front of the full output buffer 42-1 to 42-4, the ful

output buffer 42-1 to 42-4"al'so drops fromthe - front all future cells
correspondlng to the sane packet as the 5 dropped cell. This strategy S
referred t VISR tial drop from front strategy. PREE

provide an increase in _ performance since any other cells in the

front of thetheJt..aubnigehuféﬂeiﬂi 230 extazzu%e\ehseepsouesmd 1o shepsang,

packet. as th r.Qrped ceII are SO dlscar er t I|keI|hood
t hat %t%étnt(ﬁté' éfﬁﬁ I‘&e g&‘? oppeRt 18f

cell has aI rteaﬂy Terre t f BOBOi tmﬁnlory hlzg.lt)er ddm:uns alé. lkke:.rr']tual ghannel
correspondi ng, drar.from:tail,schege. Nevert unl.i t-he rop rom
tail sgherre %r%‘té'«%&ﬁ?% aoinl "rﬁ?s‘ fﬁutonbu'ftf%rggigiafig 1is -4 F§ E%
Rat her, p%s aait:lefiln.eenlt t henttitgnt 280t hexecutest pustemffaB442-vil'zene14:2 4théey
> d d rr evi op

gegketo ﬁotj'enf ri'tq' &te& f%%q Q_E}d %3§st ceﬁt‘{keo'i:ﬁ% ;&1} c{‘u{g con@gﬁégma%e ggﬁf
packet indi datieddigent enbityt m:mqea lamperﬂﬂ 1 tolm2-stepan3d6op the
cel I's (i‘i‘ft:r(e;&i{ig@g'ﬁnﬁnt?tﬁ ddudoaiiRacke! thE Ed1 P Sfldadny dnOBARTr

that correspon e particul ar pack contal ns an
packet i ndi G@tq . ipdicationpef Lf ok, the mtellﬁgem entigyt 230 %ecemﬁut

buffer d ttae;s;aﬁmmcae& ut@:céne OUE PUEROUEEET é.%’eérl céﬁﬁ%’%x?% I”Qn
t odl I n\./en | O own.in at.e
Ag an %’Tﬁ; g %u on; -t ?‘Fwo ﬂ:’rmnﬁﬂté§y21%3%nd

220. The Flebt@cumessr 351-2519 380i 1 mirstepvenyo th& Immmmty eifity td3a

1. 000
and 10, oo taKed |Gt vEFindL "ORkEa8 todiBabioT IR RhR VEOBRER 58,
sane speed &ptilonaddy, the| Lnkslhmemkcmw thadtsld execptiet steprd42 t im
swi tch f""br_'t_'fl‘ufs5 case (vﬁle@ein ghe' iftdPligent UndiECdTetards2¢le’ Seff®! ! €T

and has a

15 In a mod:.fxcat:.on of the output buffer architecture 200,

'plural large FIFO memories 210 are prov:.ded including one for
each cell prlority Thus, each output port 43-1 to 43-4 (FIG 1)
would have a single small FIFO. memory’ 420 and plural large FIFO
memories 410.  as suggested by the name, each cell may be
assigned a pr:.or:.ty which, amongst other things, controls the
20 likelihood that the cell 'is dropped. This likelihood is
controlled by the size of the correspond:.ng large FIFO memory
410 and the number of cells of 1:.ke pr:.or:l.ty contalned in the

.' output buffer. : : . '
| FIG 9 shows another output buffer arch:.tecture 400
. accord:.ng to an embod:.ment of the present 1nvent:.on As shown,
25 a large FIFO memory 410, a small_ FIFO memory --420 and
anintelligent entity 430 are provided which perform identical
functions as before. B In 'thji'.’s' im'pl'ementation. both the large
FIFO memory 410 and the small FIFO memory 420 are implemented
using c:.rcular buffers. Each circular buffer 410 and 420 is
'30 depicted as a cont:.nuous 'annulus : (Conventionally, however,
circular buffers are s:.mply a sequence of memory locations with

a wrap-around address:.ng c:.rcu:l.t. The wrap-around addressing
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capacity for storing b cells where b is illustratively between 1 30 and 10
(and is preferably about--4—7Jhe cells eutputted fromthe— head of the

smal | FIFO nmenory 220 are outputted via the attached out put port, ».g.
t he output port 43-4. - 21 - '

WD 96/ 29798 PCT/ US96/ 03047

An intel i g¥R@NP8ty 230, such as a processor executing PCTUSIBME| e
software, a finite state automaton, etc., is also- provi ded. The

intelligent ﬁﬁcd:iy: Wnmverts' address whmohaéxoéed the chddts hemoryt odatdon of

e | TE0e o 10 B 4l d” o8 lbo-orould'® 81| ond [ Beiokhiy oz e
i nst ance, tmequeme andt conversst jaddresmesenwhbch afedlll belnw t hbef Midnistof
the jarge Flidiory 1S&{0Ich 06 8hé eaaﬁeﬁcéheoc%&aﬁ%}g&éal EoOknkhgaatal I”

FI FO menory 22 each tine vacarncy occurs in menory
"220. FurELr hermmasary keeatiomech EEPI SegueRCBe) p| Afedshewn hether darge FRERory.

and the T ar GenfdriO4T0MBEYpEdPided Wilth éosﬁaﬂawlﬁeﬁd aﬁd a tail ﬁdl@xtle%r ge
buf fer 210 equals B), the intglligent entity 38’ agrd a cell at
the front ofT t¥Rereas the F@"ﬁﬁm ?’e 9 gemory " 420 is\previged withqp,Frent
smal | er Fl FQdiriteyy £238d & tamcpoifatea: t. THeOfd'eneupbﬁntéhGFta{rﬁilthn

o CeLIe LR it s AR ere o GISTEAR, LI SRS Ol

typi cal | y om‘mlat whermah the taslerpqilmx‘LSheTt rmm’entssnmmtr al:e othe haext

cells. n I t ()m;rﬁg?g
transm SSI on Oaflti)éble stPF&&Qthe 1 nt ] :tg%ﬁ'[é i’é%f?toy@ ﬁégé not er at e I n
strict  43fhciosni ceeeiviag. @we ﬂaaﬁ@mssuwlof cefFhg. shaded ‘stppage

intelli-gent Hdtiong3Andilcater %hatehy c@i'l Ci.%mdt%lreiih%herein Whenever a
cell is to be stored in- the FIFO memory 410 or 420. it is stored
in the location p01nted to by the tail poznter T or t. The tail

_ _pointer T or t is. then moved clockw;se once storage location to

..15 ~point at the very next storage locatlon of the FIFO memory 410
or 420. Likewise, when a cell is to be removed from a FIFO
memory 410 or 420,_the cell 1s removed from the storage locatlon
pointed to by the. front p01nter F or £. ‘The front p01nter F or
£ is then 11kew1se moved clocszse one storage locatlon 80 as to
20 point at the very next storage locatzon.

In;tlally, or when a cell 1s removed from a FIFO memory'410
or 420 and the front and tail po;nters F and T or £ and t point
to the same storage locatlon, the assoc;ated FIFO ‘memory 410 or
420 is empty. L1kew1se, wvhen a cell is stored in a FIFO memory
410 or 420 and the front and ta11 po:nter F and T or f and t
p01nt to the same storage locatlon,.the assoczated FIFO memory
410 or 420 is full. . _

_ _Such p01nters make a pure drop from front strategy simple

to_;mplement. For instance, assume that the large 'FIFO memory
410 is full. Thus, the front F and tazl T pointers p01nt to the

.30 ~ same storage location. If a cell 1s subsequently recelved, it

is sxmply placed in the cell po;nted to hy the ta;l poznter T,

. thus over-writing the cell at the____front_ o_f_the large FIFO memory

25
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renmoval, of cells in a nore intricate fashion. For instance, the

| pt-eH--gert—ent i ty—238—6can- | Npl emert—a—RED st+ategy forcel | draopping
fromthe front. As before, whenever a vacancy occurs in the small

FI FO nenory 220, the intelligent entity 230 renoves a cell fromthe
front of the large .FIFO nenory 210 and places it in the tail of the
smal | FI FOV9§B92398220. Unli ke before, if the occupancBCHYSHN7ar ge

FI FO menory 210 reaches a critical |evel L<B..and the snmall FIFO nenory

220 is fullgighe u-aéeth-baenhnd tamnbb&ntaae g 26 45 ar e AHer BB tRovedNt
of the large ne Cons:sfper t he anticipatin character

of the afor%]w%?mb%%(fne sE%ﬁ%lr’o‘iﬁﬂ'ﬁd’m Bt IakaTn e 15mqhk
| arge buf f ep1Rd Omemorgl W20 rasavahend.mllﬁgenteeﬁt\iimg 4830ucah ekren be

| oM NG CeLY i nared " thSEITE obdpld\dd Al 'rd Pl Fivd yhice il C

1 there
PCT / USQ?/ 03Bding tramsferretl idimectior to.4helattachédidputput tﬂsmrtATM switch

X1 or ML EAPEnBEE B0 mefnbBe 3 WRAns@iibtingo pabkbel) orl Mill1g (o

selectlng L=B- k s ensures that there is e ua
| ar ge Feethhehmry Wa@mwmw&owngzgeloged 'I‘he packRfis qthe

pure and REPﬁYféSéPEStQQnQF\P@téé o &k dgms mf@eé&mémlcat;mvppfﬁp feaga

extended to drop -each |1 correspon to a packet of a p
cell. F| metwoxrk sfxom 3 GRITES PCVI one oXh BREE &EFF‘y"“?‘Ii}%ﬁr%EP stfeh

a process fardébeﬂ?&&aﬁrﬁw@ ofat . thediﬂﬁeﬁﬁédﬁézﬁﬂrﬂodes | eHi Fadkets
Réesumef t hat the orreiog EEce of .§e| s tgﬁgackets Ii'l :
|nd| cat8d ifethe axe receivedeis o} Sc K aFfRs*§n are
| n_d| cat i on tfansmittedi along tl_:éa_ﬁuakarﬂnbmm&unx_ﬂataongr tpail; ag:dmrﬂei!ng to
which it . (GQRLESRONSS  scdifid S ord Ofl Prdddddd?!of Welliddd¥on" U bde
of the intermediary nodes, an indication of the congestion is
provided to the destination nodes of the first packets to be
transmtted accord:.ng to the schedule. The indication can be in

15
: the form of dropp:.ng ‘a cell or packet or setting a congest:.on

bit therein. an indication _of the congestion of the first

pa;.c_keté or cells is provided by the destination nodes of the

first péckét_s or cells to the source nodes of the first packets

or cells via a feedback communications path. By transmitting

20 . the indication of congest:.on from the first packet or cell to be

transm:.tted from the buffer, the source nodes learn of the

congestion socner. This dramatically shortens the congestion

period which reduces the total number .of indications that are

.. transmitted. As a result, fewer source nodes receive an

' indication of congestion and those source nodes that do receive

25 indications receive indications for a smaller number of packets
or cells. : R o

Finally, the above discussion is intended to be merely

~illustrative. Numerous. alternat:we embod:.ments may be devised

by those having ordinary skill in the art without departing from

30 the spirit and scope of the foll_ow:.ng Ec:la,:.ms.

- 27 -



assigned to a particul ar conmuni cati on. Packets are delineat ed by
cells which contain end—ef—packet indicat+ons (or-$f+ags)}— 15 Thus, the:

cells which correspond to a particul ar packet include t he sequence of -
cells containing a particular virtual channel i ndication fromthe
first cell -imediately follow ng a cell contai ning an_end of packet

i ndi cation MR%@MBIy the very first cell) through, a Wﬁm&ng t he

very next cell conLa,l_m_ng_Lhe_____part i cular virtual channel indication
and an end of pack on. MRLXIM& nore, the intelligent entity
230 mai ntai ns M’@j Igﬂi E‘kets (by their virtual channel

I ndi cation) a damaged or forbidden packet for which

at | east one cell has al ready been di scarded. The intelligent
entity 230 e*ﬁguéféﬁégp%&%1%4iyaenever the small FIFO nenory 220 °
is not full intelligent entity 230 renoves a cell
fromthesfront of the -~ large FIFO nenory 210.. In .step-.304, the .
intel ligent entity R3Bhod fofeteanbmeetidg ety ihid LR2ANebminiALEaEisHs Of

t he renoved cel |l is on the forbidden list. |1f not, the intelligent

entity BepWesk AR iSINg §58 ®HEPEi Afihe intelligent entity 230 pl aces
30 the renoved cel |l tj‘aﬂéiﬁttt&nb ofsdilde sdmta Fhﬁﬂ:ﬁena&bn'g‘ZOa forward

O herwi se, the intell.gent 0_e e te 308. st e 308,
Chec mter 1 R Er A5 Sl dp R nFeRe e ol nddbs il B
- 23 - more inteaﬁl@/_anr_?wdes to dest:.natlon nodes,

POTTUSOG0204T Copé S dokichalacpaitils | ncabian oRsANGaLeraen

i st but does not Ve an en i ndicati on.
intel | i gent &atbuffexscand SFEBS’BJELU-%r gpkdt Katanwitgentored dnt 33i930

di scards thepgeférs hiehy §8iat B6rwdES! éoﬂﬁ&hd'ﬁﬁzdn‘é path’ HE VLI RGe TS &P

312 1T the [l ] 9ERL Sl 230 execures

-in the presence of congestn.on at one of said
intermediary nodes,: providing an 1nd1cat:.on of said congestion

' _15 to said destination nodes of first data um.ts be:Lng transmtted
according to said. schedule, -and _ . _
prov:l.d:.ng an :.nd:.cat:.on of sa:.d congestion at said
~ one intermediary node by said dest:.natlon nodes of ‘said first
N data units to source nodes of ,sa:l.d f:_.rst data un;.ts.
20

2. . The method of claim 1 where._in eaid da.ta_.- units are packets.

3. The metiibd_ of claim 1 wherein said data units are cells.

_ 4. The method of claim 1 wherein said step of providing an
25 1nd:.cat:.on of congest:l.on to said destination nodes further
comprises the step of: ' ' ' '
dropp:mg sazd first data units.

5. The method of clazm 1 further comprising the step of:
' receivz.ng one of said indications of congestion from

30
one of said destination nodes of said first data units at one of
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step 312 then the celf—muost——contar—a— virtual channel

i pdication on the-forbid , packet

indication. In such a c’aseﬂm“H"'hm ”ﬂgaﬂr entity 230 renoves t he
virtual channel indication fromt en list (this is t he | ast
cell of the damaged packet). In step 314, the 10 intelligent entity 230
pl aces thewW@ps29mB the tail of the small FI FO menory ZXY/USIGDI047
ensures that the destination node quickly determ nes that the

cor r espondi %&M%%é&aaoh%enokosaﬂbﬁﬂeeaata uBity, ddep very ending
piece of -the packet . is received). ternatlvely the. intel]igent

entity 230 can d| scar dT h¥9SRONSe oot SajdsiQne 3indication, reguging the

the smal | FlehQruiat o2 @f idathlhinited firdm said Rl R EeOhokRe ihtbdatlFO
menory 210 is greater ,than the threshold L (or alternatively, whenever

the an i ncofommuEqations netwerk:ed and both the |arge and smail FI FO
menories 210 and 220 are full), the |nteII|gent entity. 230, executes

steps 3®-3 2 I n_ st e 32 he i | igent entjty 230 em)ves a_cell
Tromthe 8. ¢ dme gtid 5F cldfn 1 Sne 3N Sl 'l of CPRERTatng e
t he o nt:ﬁidncﬁﬁﬂorenbft y::dtmesutcmestbf ‘sdiad videsttdhathennatodenli Eatrither
of the cell is onthel{h %gegllst ~If so, the intelligent entity
proceeds di rcemﬁ?‘st o I'—Iowever if the virtual channel

i ndi cation of the rerrmae:d:wal B tongestiom Heit oimiakickeast ore of saddedata
intelligent gntity 230 first executes step 326 wherein the
intelligent entity 230 adds the virtual channel I ndication to the
forbiddh list. In step 328, the |nteII|gent entity. 230 discards the

renoved cellz,. . The methdErsyeclaimel wHBLéif! ERigeBReps 320 triansnfithling
and the 30 ocgcu I;))anc of the Iargg FI FO nenory, 210 is | ess than or

equal .to
the t hreshol3pd P¥Q¥iding are;pe cAEGRFAiNg LRpTirapppdssion ﬁ@%ﬁ’l
220 is full mrekdde | @ .FI FO menory 210 is not full),
- 24 -

15 8. The method of claim 1 wherein said steps of transmitting
and receiving -and said steps of prdv:_i._ding are performed
according to ‘Transmission Control Protocol (TCP) over

asychronous tran's'f'er' mode (ATM) .

9. A method for t:ransm:.tt:.ng packets in a communications
20 net:work compr:.slng the steps of: '
transmitting - said packets along a forward
communications path in a network from a source node via a
sequence of two or more intermediary nodes to a destination
node, )
at a first int:ermediary node of said sequence,
25 dividing each packet into a plurality of cells and transmitting
said cells of said packet along said forward communications
'path.
at a second one of said intermediary nodes, receiving
sald cells in a buffer and transmitting said cells stored in
30 said buffer along said forward communications path according to

2 transmission schedule,

- 29 -
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intelligent entity 230 exeeutes steps 332-342. In step-332, ‘the
intelligent entity deternmines if the cell at the front of the large. 4
FIFO nmenory 210 contains a virtual channel identification that is
on the forbidden |ist. If not, . the intelligent entity 230 executes
step 334 ‘WONBYIS t he intelli gent entity 230 aborts POTASIGIdUr €.

Q herwi se, the intelligent entity executes step 336. In step
336, the intel i ggmt Q'Hé' tyrggéh@@t e6f1 Nesngéstith CeAt CORL QI NSe@dnend
of packet indication. ngr t he |€}%el kﬂ’ggnt enti tﬁ\{gZBO execut es

step 338 and:‘-BFﬁE’a?Men%@ﬂ opPing. - the| S Eehtsi ke BR trangmitted
packet indi catbépding hed $did istheldulgent entity 230 executes step 340.

In step 340, the intel] ent nt | kes.the virtual
i ndi cation off the for i H‘EX vgélcrbﬁ P&%gﬂ-f"jla{-' r%a‘f’?ﬁ‘elﬁs ég aﬁ%ltﬁ y
may al so exednbppedepd%éﬁpl.ng eacht liateraselihcinion winech nsaid i pantieulast y

di scar dsSt he nodi fication of the output buffer
architecture gg%ét :!55 dlw'dﬁ r%“% arge. FI FO nenories: 210 are provided

i ncl udi ng one for pmdm lamprindiqatiomef sakh congratinn tfos-said
43-4 (FI G 1) particyPat dpliewér ab§' Eﬁeedéﬁﬁiﬁafiﬁp REAE Yoft 282 88 0pRtt{ Ah1ar

I arge FIFO- nmenori es 410.- este t he .nane, each'cell my be
assi gned a ppheketytonthe s%ﬁﬁ?gydﬁt rs?h T i @AKo PackeE - 20
| i keli hood that the cell is dropped. Thi's Iikelihood is control |l ed

by the gize of the corr l.ar ( O nmenor 410 apd t he nunber
of coll P6f ke ‘Bﬁl?d}‘?‘ﬁ%ﬁ%ﬁa{# Hiain fPﬁEher °°"E%;?15}P9b oftep of, 'in f g
9 shows anghfepreseiidiiiof lwnbeenahcatteﬁé%e s intermeasaryi neaés, an
enbodi nent of the present i nvention. As shown, 25 a" large _FIFO

memory 410, drepping saidHyst dasey unibe tarke transmisted pgeardisgity 430
are provi dedgybi %kﬁé&'% Q¢ midentical functions as before. In this

i npl enent at i on b e large FI FO menory 410 and the small FIFO
menory 420 are inpl ement ed using circular buffers. Each circul ar

buf f er a q&m@: u
(Convent on:?? Z#lésl{'/ée%‘ﬁd%@ %?'?gﬁtl g? B&?gers ar r?%ﬁ'p y‘s’gesgaﬁ%nce of
menory | ocat pm:.dimg'n to saa.dvxdaptanatﬁ:nh autdiess ofngatd ricinst. datheunits an

wrap around adg{c?astsiorg that said flrst_ d.at:a. units have been dropped.

12. The method of claim 11 further comprising the step of

20 providing from said destlnatz.on nodes of said first data units

- to said source nodes of said first data un:.ts an indication that
said first data unxts have been dropped

* c LM S *

25

30
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PCTUSS6 080A7———ctrcuit converits—addr ess wh-eh—execeed-t he-last nenory

Ioca’tion*’. of the sequence to "wap-around” to the beginning of the
sequence and converts addresses which fall below the first menory

| ocation of _the sequence to "wrap-around to the |ast menory | ocation
of the sequ ; As shown, the large FIFO menory 410 PCI/ESSO3MId Wit h
a front pointer F and a tail pointer T whereas the small FIFO nenory
420 is provided with a front poi nter ,f,,and a tail pointer t. The front
poi nter F and f point to the cells V\A’i/@h are at the front of the FIFO
menory 410 or 420 whereas the tail pointers T and t point tg.the next
10 available storage location at the tail of the FIFO nenory 416-
420 for receiving an incoming cell.. The shaded storage
| ocations indicaggthat a cell is stored thgrein. Wenever a | <&'S
to be stored in th§ FIFO menory 410 of 420p7it is stored '
| ocati on pointed §by the tail pointeyLfor t. The tail &
t is then noved kwi se once st EPaue =P O poi
next storage Iocmﬁ)n of the FIFO ’ - or 420. Lj
cell is to be renoved froma F FO<= 410 or 420,

he cell is

renoved fromthe storage | ocation h to by g front pointer F or
f. The front pointer For____-f.is then |igi se noesd cl ockwi se one
]st_o[ agﬁ locatidn so as to 20 point a]E t he veqrp—next st(r"?'g?T'o'c—a't'T'ci;:)'! .
nitially, or e rom a oyt ——or—=430 1an
the front and fai | Fand T pr f and )i To ihe sanme |
storage |l ocatigen,] the assodi ated FI FD nenor 420 is engty] |
Li kewi se, when|a kell lis"sflored in ajFIFO nendyy 2 “or 4201a g
front and tail ipay njer} Frard—§ pr 2 o : d ! '
111 |Esl EslF &8l |EeF sl | | |
R EEEE 2 g i
. ‘ :
s . Sl
! T ! ! T 4
: | |BELY |EELY |SB|S [=E|¢ | :
' fJ .u' rJ = e 1
MBLEIgLEIgL gL g
[] '
] ]
L i
| : — : [
[}
s gza |||
: I =28 | | :
EREE ]
] 1
| | 4=z il 7 T | |
L | i |28 (BB |EB) (2Bl | | |
1 ) M 1
I T SRS ISR N IR |
: N _ :
| } |
i... )




point to the same storage |ocation, the associ ated Fl FO menory 410 or
420 is full : Such po+n%e#&—nake-a—ﬁu+e—ﬁ+ﬁp from front—strategy .

si npl e to i npl enent. For instance, assune that the large FIFO nbn0r9
410 is full. Thus, the front F and.tail T pointers point to the 30 sane
storage location. |If a cell is subsequently received, it is sinply
pl aced i nWo6/20198| pointed to by the tail pointer T, quﬂﬂpﬂﬁnﬁ-vwiting
the cell at the front of the large FIFO nenory '

- 26 - WD 96/ 29798

PCT/ US96/ 03047 410. The front and2V5|I pointers F and T are then both
noved cl ockwi se one storage |ocation. In such a strategy, the snal

FI FO menory 420, and the intelligent entity 430 can even be el i mnated;
the cells outputted fromthe |arge FIFO nmenory 410 bei ng transferred
directly to the attached out put porq:lg; In short, a method for
transmtting packets or cells (or othl~in a connunlcatlons network is-
di scl osed. The packets or cel I s BARMBnshitted al ong a forward
comuni cations path in a network from-a source node via one or nore
intermedi ary nodes to a destination-node. At the internediary nodes,
the packets or 10 cells are regeidded in a. buf f 24 The packets or ceIIs
are transnitted al ong th , } th according to

a transm ssion schedul-e. | [ esence Bﬂﬂﬂﬂhgestlon at one of the

i nternedi ary ‘'nodes, an i bt S-S ‘provided to the
destination nodes of thg first packets to be - transmtted according to
t he schedul e. The indi'ggti on can be in 15 the form of dropping a cel
or packet or setting a congestlon bit therein. An indication of the
congestlon of the first ' : o S
FIG. 3
(PRIOR ART)
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packets or cells is provided by the destination nodes of the first
packets or cells to.the source.nodes—of the+f4+st—packets ——o+—cels—wa
a feedback comunications path. By transmtting 20 the indication of

congestion fromthe first packet or cell to be “transmtted fromthe
buffer, the source nodes |earn of the congesti on sooner. This

dramat i cal Wo94m9798cns t he congestion peri od whi ch r edBEHYS6304701 al
nunber of indications that are transmtted. As a result, fewer
source nodes receive an i ndi cati on of congestion and those source
nodes that do receive 25 indicationsuaéﬁeive I ndications for a smaller
nunmber of packets or cells. Finally, the above discussion is
i ntended to be nerely illustrative. Numerous alternative enbodi nents
may be devised by those having ordinary skill in the art w thout '

departing from 30 the spirit and scope of the follow ng clains.
- 27 - WD 96/ 29798 = . .. e i
PCT/ US96/ 03047 . CLAI M5 ~The cl ai ned

i nvention is: ’ransﬁitting dat a uni te6
he stleps of : //'/

conmmuni cati ons

{PRIOR ART)

FIG. 4




transmtting . said data wunits along a forward’ conmmuni cations path
' e nodes—wa—efe or———HBfe i Nt er negt-ary—Redes—+o

destinati on nodes, 10 at said intermediary nodes, receiving said
data units in buffers and transmtting said data units stored in said
buffers along said forward conmuni cati ons path according to a

transm ssiWh dul e, in the presence FATUSO§PWELtion at
one of said 15 internediary nodes, providing an indication of said
congestion to said destination nodes of first data units being
transmtted according to said sch | e, and provi di ng
an indication of said congestion at sali one internediary node by said
destination nodes of said first data units to source nodes of said
first data units. 20 2. The met hod of claim1l wherein said data »
units are [NORRARTZED 3. The method of _claim 1 wherein said data units

are cells. THAOUBHPUT4. The nethod of El@m Hwherein said step of providing
an 25 indicat|€2 of congestion to said destination nodes further
P

conprises the.s of : - dropplng ~m|d first data units.
5. The nethod cI aim1l furt her . [ 503
recei ving one oY Balai d |nd|ca A7 Qo n.frym- . on yai d
destination nodes Pf,sarr‘ - 2 “one. oN - -
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source—nudes-n+—sard—%r+st dat a +rts—and - I n response 10 ;
sai d one” i ndi cation, reducing the transm ssion of data units fromsaid
one source node into said conmmruni cat i ons net wor K. 5 6. The

met hod of claim 1 wherein said step of providing an I ndi cati on of
congestion to said destination nodes further conprises the step of:
setting a cHPER¥8n bit in at |east one of said data . RGI/NUSHEONIT

7. The method of claim1 wherein saldSVSeps of transmtting and

provi ding a y formed according to Transm ssion Control Pr ot ocol
(TCP). o ¢ The pethod_of claim1l wherein said ePk of transmtting
15 andﬁgﬁe' ingWod 8hid steps of providi rk pgrformed
acgcording Qg Tr3 I ORI 8 Cbntrdﬁ Protocol

asychronous;ﬁ aEs | £ beTe

packets in

transmtting
in a network
i nternmedi ary
I nternedi ary sequence,.
plurality of Jcells_anyfransnmtting aid packet al ong

said forwardjconmg@i c¥i on h, - — ar—=_second one of said
I nt er medi ary jppdes, | Vi ' -
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said cells in a buffer and transmitting said cells stored in 30 said
butf-er—al-eng—satd—+Forward conrurt+eat+ons path—aceotrai-hg t+6- —
transm ssi on schedul e, - 29 - “« ®
WD 96/ 29798 - PCT/ US96/ 03047

in the presence of congestion at said second I nt er redi ary node,
droppi ng tWEMW® cells to be transnitted accor di ngP¢TUSHOI4Z chedul e,
if acell into which a particular packet is divided is 5 dropped, dropping

each later cell into which said particul ar packet is divided, and
provi ding an indication of said congest&ﬂh for said parti cul ar packet
by the destination nodes of said particul ar packet to the source node
of said particul ar packet . 10 10. The nethod-of claim1 further
conprising the step of, ‘in t he en of congestion at one of said «
intermediary Fp0Ms, = . dropping sai@TPrst data units to be:transmtted .
accordi ng t oINTERNALsai d -schedul e. . 15 11. The nethod of claim 10 further
conprising tBUHNEp of -  providing to said destination nodes of said R
first data unBEBV¥Ean .- ~ indication that said first data units have been
dr opped. |——B S — b CEULS —~

TAIL U FRONT | T o 0 %m
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12, The met hod of cl¥ a1 Wmhzgorh:&i&-@iwﬂg the step of 20 providing

f Q.- of said f¥rst data units - to_said source . _
nod&s. of *said first data units an indication that said first data units
have been dropped. 25 30 -
30 - o %oV @
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