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di scl osure of which is incorporatéd 5 herein by reference. BACKGROUND
Techni cal Fi ¢JERTIREATPANFOGRNIATION STGRAGHBYSTEM AND METHOB d of secure
el ectronic nessaging 10 and in particular to storing cryptographic ,
information contained in an electronic nessage in a nenory of a conputer
device. Description of the State of the Art Known secure nessaging clients,

such as e-mi | _sof s c,annl LAl a o 5iRSE AL PRGRR BERMBHGHoEVI e,

mai nt ai n separ at e ores or a storage areas storing secure

nmessagi ng i nf or i epar.ate fr . 1 nf i .

reaaagi ndet i et P B SRRSO 0 Bt HpriRS bOPhigPHIRGRREMEE
the like. The other information may include contact information such as an
addr esSs B%W,byerﬁ%eHﬁ?'e i nformati on such as cal endar rem nders and
appointnments, and the like. A digital certificate may include 20
information relevant to other types of stored information. For exanple, a
digital certificate normally includes the public key of an entity as well

as identity information that isBAGKEGROUNDhe public key with one or nore
digital signatures. Wien a digital certificate is |oaded onto a systemfor
use by aTeelsiegiligddclient, if the entity's contact information is not

already stored in an address store accessible to the nessaging client,
then a user nust eThibepplicaiunatlhtys gahdrall toAbe (8007 SBRS cROTHBANESBEINY 6
contact information for the entity identified in the digital certificate
into @ addamiidaReto sBring cryptographic information contained in an electronic message in a

memory of a computer device.

Description of the State of the Art

Known secure messaging clients, such as e-mail software applications

15  operating on a computer device, maintain separate data stores or data storage areas for storing
secure messaging information separate from other information. Such secure messaging
information may include digital certificates, public keys, and the like. The other information

may include contact information such as an address book, schedule information such as
calendar reminders and appointments, and the like. A digital certificate may include

20 information relevant to other types of stored information. For example, a digital certificate
normally includes the public key of an entity as well as identity information that is bound to

the public key with one or more digital signatures. When a digital certificate is loaded onto a
system for use by a messaging client, if the entity’s contact information is not already stored in

an address store accessible to the messaging client, then a user must either manually add



simlar contact list stored on the nessaging client or manually enter an
address for the entity each tine a nessage is to be sent to that entity. 5
SUMVARY wWomabimsas of storing digital certificate informtipom/davenvsmsdi git al
certificate received at a nessaging client according to an aspect of the

i nvent i oncoatninfosmsatidnifer the efity alentifexd tin the igitgl deltificdiedntb ah addeess bdakoat e
information fromthe digital certificate, determ ning whether the

ext r act edsigilgicoadactdRf dibred 6:2the nieka@hFelidnOd thanusllydned ah Addlest & thehye at the
nmessaging client, 10 and storing the extracted digital certificate

informati &Bhiiﬂehﬁi’fésﬂ?&ﬁt§BQEe%ttmﬁa[t%nt§t9.e extracted digital certificate
information is not stored in the data store. A systemfor storing digital

certificate information at a nmessaging client in accordance wth another
aspect of the invention conprises a digital certificate | oader nodul e

confi ?Tgred to receive digital cerﬁm, and a digital certificate
information injector nodule 15 co to extract digital certificate
information froma digital .certifi.cate . after the.digital. .certificate is
recei ved by the di gﬁ?’gﬁlho‘?@; %%Pli“fgc glga?f’%gﬁ‘éa}e nmRen W&&%?ﬁﬁeﬁg{cﬁﬁet her the
extracted digital certificate information is stored in an entry in a first
dat a st or&ceifiddt # Besspging cliqnharcarding 1o pRuasPeht QEWQ}HVE%PPiCP?‘B%SFéthF ﬁ'}f;BSr tion in
the first data store where the extracted digital  certificate information

i s not stoeefinghe digitaeartificateinforpation figm thedigita cefificatn detaprinipgvhefhero a
further aspect of the invention, a nethod of managing digital certificate
dat a st ortbdektracted ghidifal eerigfanatelinforpation s tered e datmiiete sbthe migesaging plienp f
receiving transmtted digital certificate data at the nobile conmmrunication
devi c&) coxparingghetdrgacted digisaticertiBehtedinfpirinationde thei dafactirewbiat the exiragiedi t al
certificate data stored in a menory store in the 2 W 03/079628

PCT/ CA03/ @igid) Gertifitdat Infora@tion s noEestarahindiedatestorand updati ng the menory store
to include transmtted digital «certificate data not stored in the nmenory

store. : A system for storing digital certificate information at a messaging client in
accordance with another aspect of the invention comprises a digital certificate loader module
configured to receive digital certificates, and a digital certificate information injector module
15  configured to extract digital certificate information from a digital certificate after the digital
certificate is received by the digital certificate loader module, to determine whether the
extracted digital certificate information is stored in an entry in a first data store, and to store
the extracted digital certificate information in the first data store where the extracted digital
certificate information is not stored in the entry in the first data store.
20 | According to a further aspect of the invention, a method of managing digital
certificate data stored in a mobile communication device comprises the steps of receiving
transmitted digital certificate data at the mobile communication device, comparing the

transmitted digital certificate data to digital certificate data stored in a memory store in the



BRI EF DESCRI PTION OF THE DRAWNGS 5 Fig. 1 is a block diagramof a

nmessagi ng system Fig. 2 is a block diagramillustrating a nessagi ng system
and a secwpa@3p7ses | nessage exchange. Fig. 3 is a bl ock acagraasooiosa

nobil e device with a digital certificate information storage system 10
Fig. 41 §08id lehiAabRivide! zl—fﬁltugééting eheAndTRIrNQ6re® inSlu@s irft@mittegidigal
certificate I1nformation. Fig. is aflowdiagramillustrating a nmethod of
generat i . i ages, j.ect to digital certificate information
stored i Eg}lﬁéhq%?ag%}%%grceg????i cat é>$.&§‘f=%r mation storage system 15 Fig. 6 is
a flowdiagramillustrating a nethod of performng digital certificate

rel ated operations based on digital certificate related events. Fig. 7 is a
structural block diag ., <We [Ms] ertificated nformati on storage
system Fig. 8 is a biﬁgﬁ*ﬁ SCRIY - I{A e comuni cati on
device. 20 Fig. 9.is .a block, diagram show ng an exanpl e comuni cation
system Fig. 10 ided IBF‘BWkS}aﬁrﬁfr’a?f\adlf‘es%ﬁgmﬁlsgsé%ati ve conmuni cation system
Fig. 11 is a block diagram of another alternative communi cati on system
DETAI LED DESCRI PTIKir 235 pjogh diggumibustetns spesstineowsteaand p i sa8ybs i ncl ude
nmessages that have been signed with digital signature, encrypted, or

ot her wi sengssageesbanget o ensure one or nore of data confidentiality, data
integrity and user authentication. For exanple, a secure nessage nay be a
message t hat has bEign3 is a block diagram of a mobile device with a digital certificate

information storage system.

10 Fig. 4 is a flow diagram illustrating a method of storing digital certificate
information.

Fig. 5 is a flow diagram illustrating a method of generating and 'sending
messages subject to digital certificate information stored in the digital certificate information
storage system. |

15 Fig. 6 is a flow diagram illustrating a method of performing digital certificate
related operations based on digital certificate related events.

Fig. 7 is a structural block diagram of the digital certificate information storage
system.

Fig. 8 is a block diagram of a wireless mobile communication device.

20 Fig. 9 is a block diagram showing an example communication system.

Fig. 10 is a block diagram of an alternative communication system.

Fig. 11 is a block diagram of another alternative communication system.

DETAILED DESCRIPTION
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signed, encrypted, encrypted and then signed, or signed and then encrypted,
by a nessage 5 sender. These operations nmay be carried out according to a
known st awoasai79egsich as the Secure Miltipurpose |nternet PRRIGAOBEROASI ONS
(SSMME) standard. Fig. 1 is a block diagramof a nmessaging system There

are many differentgeciye ieadicd hehiShesiideOMalags Rsn siged with gighl sigramshown i n
Fig. 1 is but one of many that may be used wth the systens and net hods

di scl osegné?ﬁ; k&, B otHePwikb o§é§§etd%7énjsﬁlrebﬁ@éﬂiﬁ&@oﬁiaWc@ﬁﬁ&h@ﬁﬁMﬁtW&gﬂfy\MN) 12,

to which onputer syStem 14, a wireless network gateway 16, and a

cor por at t igﬁN% 0 net wor k
\g/;ﬁt e\r/]vay US%ﬁa?tg%l?g%tlr?ﬁe\cﬁ%%‘ v?ré('r%é félgsssa%e I%fgrﬁ% %g{ef'so%@thneqa\?\grg%ﬁ 20 in

ich a wireless nmobile co catiaon devi f red to
primaril 8% %‘{ RS Snﬁgﬁ?m%en L OéuSI 3 (%lzﬂel%g%{ac 8&% %}? o5 nput er
system 14 represents a, deskt a to co u
connedt i §MIely ThFae QRetptioss mﬂ‘rggﬁﬁﬂle 9 tc,aﬁ rglgg ﬁcf‘ g #@f‘gﬁ? asétrle a | arger
publicly accessible network, such as the |Inter PCs such as the
conput er S §%€tWWH@Q&?WW%M&@%@SIWWMN%%HMFN ough an I nternet
Servi ce Provider (ISW? Application Service Provider (ASP) or the like. 20
The corporate LAN Hig i adtiockydiagpine ot mgSSARREBYSIENh aBE #e EAYTIAETEt i ent . As
shown, a corporate LAN 18 is normally |ocated behind a security firewall
24. Wt himestaping systmppelogied. AM Bosyistomeshaws selfje ISebutene gfgnany thibinagbon a
conputer within the firewall 24, that functions as the main interface for
t he corpamﬁhﬁﬂnhéQmemshﬁmgeﬂm&sﬁagssdmnﬁh.mrthin the LAN 18 and with ot her
external messaging clients via the WAN 20. Two of the nbst common 4 WO
03/ 078628 PCT/ CAO3IKM¢46m 10kslage Wik wesaiNeRGork (WAND &2, M wiiidsabmpiechange and
Lot us Dom noTM server products. These servers are often used in

conj unct ispien 4, A wirdle8s B0k Bitbwayad! M1 chipdtata IV red et fEki(LEN) 18 are

connected. The wireless network gateway 16 is also connected to a wireless communication
network 20 in which a wireless mobile communication device 22, hereinafter referred to
primarily as a mobile device, is configured to operate.

15 The computer system 14 represents a desktop or laptop PC that is configured
for connection to the WAN 12, The WAN 12 can be a private network, or a larger publicly
accessible network, such as the Internet. PCs such as the computer system 14 normally access
the Internet through an Internet Service Provider (ISP), Application Service Provider (ASP) or
the like.

20 The corporate LAN 18 is an example of a network-based messaginé client. As
shown, a corporate LAN 18 is normally located behind a security firewall 24. Within the
corporate LAN 30 is a message server 26, running on a computer within the firewall 24, that
functions as the main interface for the corporation to exchange messages both within the LAN

18 and with other external messaging clients via the WAN 20. Two of the most common



mai |l . A message server 26 may extend beyond just nessage sendi ng and
receiving, providing such functionality as dynam c dat abase storage
engi nes tweto3jozses pr edef i ned dat abase formats 5 for data IPCracAvabendar s,
to-do lists, task lists, e-mail and docunentation. The nmessage server 26

provi des g@&!rﬂgs ‘2@9&%& MibBSof™ FRBSNEY afDLEuNDbMHRM seoeddctsSy st ens 28
in the LAN 1 A typical LAN includes nultiple conputer systenms shown

gener al | yfhgst% sgrgg‘? WeStett ¥§etdq Vﬁ@hcu&% Rleri¥iinah rbutRs &IFERuR 28d BBSSAI NY

client, en as re application such as Mcrosoft Qutl ookTM

o TS, %ﬁ%%%te%e?i‘%h Bt E*@ffdlb%e%%%‘?%%%sgﬁﬁfﬁg?%ﬁ PRFERCE Y e
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messa clients in the LAN 18 erate on the conputer systens 28, there
are al so rfgtarikgedendarsniy- ‘?ﬂlilsé‘-hfaékfﬁ%ﬁ mablpﬂ?agf’%mi‘eﬁ 48 unction with handhel d
devi ces and other systens or devices with electronic 15 nessagin
capabilities. Li keThwsmgm%éwéﬁs%Sagalgﬁ%@%ma%qqréme“ﬁw | so have
addi ti onal non-nmessagi ng functions. The wirel ess network gateway 16

provi des camputert systbms 88 ipthg LAN &8.e4gymieal WoNinclpdes rmiiplg gAOPHEIEHISIBS sages may
be exchanged with a nobile device 22. Such functions as addressing of a
nobi | e delbwegeddrallpacotipngr systems bE eavhsewhichmgiflemerntygmesssgiegrlientfrorst wi r el ess
20 transm ssion, and any other required interface functions are perforned
by the wigreh Qs%%oﬂ@hmpﬂmca@@iﬁwm MiGrosdhentiookhé foimeatagig foetior kn that eway 16
is configured for operation in conjunction with nore than one wirel ess

net Work  Zfswdih €3, Whes QB Sie RRENET by BahRyaye skbrefBYy, dishlitiedde e appropriste MDSt
i kel y network for Iocat| ng a given user and track users as they roam

bet ween GoUbEds 5 udkr a&%hﬁ\@ b Gessa 1¥@e9&éﬁz@ﬁ3§aé@q{d%9§é 420464 by Agyer conput er

systemw th access to the WAN 12 may exchange nessages
through a computer in the one or more computer systems 28. Although messaging clients in

the LAN 18 operate on the computer systems 28, there are also known messaging clients that

operate in conjunction with handheld devices and other systems or devices with electronic

15 messaging capabilities. Like the message server 26, a messaging client may also have
additional non-messaging functions.

The wireless network gateway 16 provides an interface to a wireless network

20, through which messages may be exchanged with a mobile device 22. Such functions as

addressing of a mobile device 22, encoding or otherwise transforming messages for wireless

20 transmission, and any other required interface functions are performed by the wireless network

gateway 16. Where the wireless network gateway 16 is configured for operation in

conjunction with more than one wireless network 20, the wireless network gateway 16 may

also determine a most likely network for locating a given user and track users as they roam

between countries or networks.



with a nobile device 22 through the wirel ess network gateway 16.
Alternatively, private wreless netwrk gateways such as wrel ess Virtual
Private N&OWONkI6E8/PN) routers could also be inplenented POTArA®3OEB6 a
private interface to a wirel ess network such as 20. For example, 5 a
wirel ess VPN i npl exmidofglutensylsiag wiiNack8ssib ehel WAN B pny wahengemicgsagece from
the LAN 18 to one or nore nobile devices through the wirel ess network 20.

Such a pgiyatGoliiRViEASL Hh Qi hEWESISssARWI R Satkivay 1d1ANEH AR S pridleror K
gat eway G’!itéadalﬁ(c)}&/lor {Ilhe vvitrelgesfs net V\Sbsrk 20 ggn g‘fecti vel y 1gepextended to

ent i1 es  Gtool i ddEubils 4t aDirlEQ ifhial Pri hrd RIS By BT A LA ko

redirection system operates wt e nessage 10 server 26. In this
type of St i, ncom ng nessage ecej 26 and
i case i ERERe e P REEERBEH Iy Fiethshitf SRREFAE FORENRHIEES T1° e
wireless network interface, eit a wi.reless VPN.router teway 16
or an théW“ie}?ts%Y?lg%?le’f‘WedéR%A&? E%%mwflﬁsea Wv?t&ng%rgacngr %Ir“?(]t‘lglg lg%)d toyt he
user's nobile device 22, An exenplary redirector system operating on the
message §BF YEROrD FoREg dgyicet irqugh t & 888 in United States Patent No.
15 6, 219,694, entitled "SYSTEM AND METHOD FOR PUSHI NG | NFORVATI ON FROM A
HOST SYSTEM TO A Miugh B PriTaterintediapVRRIICIers donicHENif B WiIsNes Ok SpIRREY
ELECTRONI C ADDRESS, " the entire disclosure of which is incorporated herein
by ref er éAemd/onthe wirsless egworkestOmen kifectively baexteded tgenatiggeytside ded¥dg | v
delivered to and from 20 nobile devices such as the nobile device 22 via
RF t r ans iy peivirisg bebswsegrfotvasding biaredipsrsion systehewhivh pperatieswitiethooreksa2® and

nobi | e devi ces. Mbdern wirel ess networks typically serve thousands of
subsqpi bgéser 252 EthBURBOE bjsein, hviniiy raessapps feecivhd by the. meFkagewtrver|2698d net wor k
20 may be one of many different types of wireless network, such as a

dat a- centyissii f08d BESthABhyWhlbbiléde e 02 arceditecied thibiighl ths &irtledswerworor and a
dual - nrode networks that can support both voice and data 6 WO 03/079628
PCT/ CAO3/ 119[914’&@, either a wireless VPN router, the gateway 16 or another interface, for example, to
the wireless network 20 and to the user’s mobile device 22. An exemplary redirector system
operating on the message server 26 may be of the type disclosed in United States Patent No.
15 6,219,694, entitled "SYSTEM AND METHOD FOR PUSHING INFORMATION FROM A
HOST SYSTEM TO A MOBILE DATA COMMUNICATION DEVICE HAVING A
SHARED ELECTRONIC ADDRESS," the entire disclosure of which is incorporated herein
by reference.
In wireless networks such as 20, messages are normally delivered to and from
20  mobile devices such as the mobile device 22 via RF transmissions between base stations in the
wireless ﬂetwork 20 and mobile devices. Modern wireless networks typically serve thousands
of subscribers, each subscriber having a mobile device. The wireless network 20 may be one

of many different types of wireless network, such as a data-centric wireless network, a voice-

centric wireless network or and a dual-mode networks that can support both voice and data



comuni cati ons over the sane physical base stations. Dual -node networks
include, but are not |limted to recently-devel oped Code Division Miultiple
Access (CDbWp/omseswr ks, the G oupe Special Mbile or thePGramabo®pst em for
Mobi | e Conmuni cations (GSM and the General Packet Radio Service (GPRS),
and f ut Upgmhhicshdae B @le saide EJI?}@):alfl%e\Mibﬁs. |IDise b dERtRaREcIDad, Butradd es f or

A obal Evolution (EDGE) and Universal Mbile Tel econmunications Systens

(UMIS) . CERS & @ H3h -ﬁélxﬁwg@a/ CO&: E%i&ﬁﬁum'tp_w\@c%% &OWMPﬁéfwoﬂw,Qﬁ@Fi ng in

virtual ly every countr urope. In. addition to these illustrative

W rel ess d}gépve\g’ KSia1 14h0Y e;or;’éfrl]e(r: fﬁ)ﬁ%%y%@ﬁlw mbiw?rﬂrﬁ:%c ndI8eM) LAghes exanpl es

of dat a-centr networ ut are not Timted to the 10 MbitexTM

4, S IS Sl BTN B L 4
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device, a voice communication device, or a nulti Pl e- npde vi.c«le capabl e of
voi ce, ddelecommugicsions Sypess GIMISE CHRSuli &R onelay 4 Bs G AFFSHbi | e
device 22 is described in further detail below and with reference to Fig.
8. Per hapstworle aporting bnvighaltyygyerysountss SialgirpRg- cliraddition yo thesqdlastragive. maj | . I n
a standard e-nmmil system an e-mail nessage is sent by an e-mail sender,
possi bl y witeleasigdtwarks,nelss agrelesseretverrksamaly dso e used.vi ce provi der system and
typically routed through the Internet to 20 one or nore message receivers.
E-mai | messages ar©teoexmipley of émb-cemenaetyptks dnchnid, big ere ot Hohited onhé Si npl e
Mai | Transfer Protocol (SMIP), RFC822 headers and M ME body parts to
defing t heofiRkMaRadds NER@rIE¢ WRbitexTESRIABEDaABA ABSRudibNetwork @DhidTABYV e, a
nmessage that is routed to an addressed nessage receiver can be redirected

to a nobiggndRY iof SldeSideEceitidafd! REForkd Mklude PEEGHal DEmPBNiStAlJystemecur ed in
the sane way as a wired connection, nmessages are often 7

(PCS) networks like CDMA, GSM, and Time Division Multiple Access (TDMA).

The mobile device '22 may be a data communication device, a voice

communication device, or a multiple-mode device capable of voice, data and other types of

15 communications. An exemplary mobile device 22 is described in further detail below and
with reference to Fig. 8.- |

Perhaps the most common type of messaging currently in use is e-mail. Ina

standard e-mail system, an e-mail message is sent by an e-mail sender, possibly through a

message server and/or a service provider system, and typically routed through the Internet to

20 one or more message receivers. E-mail messages are normally sent unencrypted and use

traditional Simple Mail Transfer Protocol (SMTP), RFC822 headers and MIME body parts to

define the format of the e-mail message. As described briefly above, a message that is routed

to an addressed message receiver can be redirected to a mobile device. Since a wireless link

cannot be physically secured in the same way as a wired connection, messages are often



WO 03/ 079628 PCT/ CA03/ 00406 encrypted for transfer through a wreless
network. Overall nessage security can be further enhanced if a secure
transfer woobamessn i s al so used between the nessage sendercCanthosactos
recipient. In recent years, secure nmessaging techni ques have evolved to
protect REtbpEdRr transERMBMh 2RFelbRhe@iork. YOvkallResagascusive tinds fietheni |
nessages. S ME and Pretty Good PrivacyTM (PGPTM are two public secure
e-mai | NB§RAGId18a REcRleqfakis: hbdhnibh QVildust ObetweMGhy Ribisadt defdcphRiact data
content, and signing to protect the integrity of a nessage and provide for
sender aq&%ga&ication by a nessage receiver. Fig. 2 is a block diagram
illustrati a nessagi ng systemand a secure e-mail 10 nessage exchange.
The nessaging systemin Fig. 2 illust. . i ., an

exanpl e e-mail nes@é%cgn@'f C ﬁ‘ﬁ%uere B‘S%é\%%‘i%ﬁ‘%ﬁbq%%@gggﬁgedﬁ?@#ﬁ@f&ﬂ&%’er ating at
an e-nail sender, 30.and a nobil e device, 22. Many, C nents may be
pr esegftEl icﬁntF‘F{eang\}g'if’%‘FtP’ qu?éesg?'&@? Agh A SeBgH gﬁ&saﬁ%\,(ﬁ/&% %nd?%%& ﬁé’o he
nmessage fromthe s er 30 to, the receiver, npbile device 22,. but 'have not
been shoﬁ‘\’“’?wtmldzi(ﬁg%g%t"ée éW%iPé}b]&‘bF@E@t‘?"é‘ﬁ&il‘hesfaﬁ@goﬁra‘iﬂf‘ﬁ@ .thaﬁipbo."ldf5f%§ al so
shows an encrypted and signed nessage as one exanpl e of a Secure message.
The systeapmptigncomsetAd dlatagiogtent #8¢ sigaipg i Pigfest tedptegiiiy|of RdBiseaee "tressagi ng
clients that can send and receive other types of secure nessages as well.
Messagi ngratideiot sndeputbenticolidn iyl websage recs@ad ei t her secure or unsecure
nmessages, for exanple, in response to default configuration settings or a
per - message sel ect Fign2 i3y Wodkisigrgrat illastswingle messpging systeBOanfisesyestmal i n Fi g. 2
i ncludes an e-mail sender 30, configured for access to a WAN 32. The

Wi relmss mabfeeychddgep Mint8saghn syném irf Bige2 ilmstdies avimpehassinndtadtn kn 36 i n
which the nobile device 22 is adapted to operate. The e-mail sender 30

may, for &XapBleanaiPReRaddlexehme Bowesitiwolaseapiddcliehts Fo@rating at M e-Mail
net wor k- connect ed conputer such as 28. The e-mail sender 30 m ght also be a

mobi | @ gender 30 and a mobile device 22. Many other components may be present in the overall
messaging system and involved in routing the message from the sender 30 to the receiver,
mobile device 22, but have not been shown in Fig. 2 to avoid congestion in the drawing. Fig.

15 2 also shows an encrypted and signed message as one example of a secure message. The
systems and methods disclosed herein are also applicable to messaging clients that can send
and receive other types of secure messages as well. Messaging clients may be configured to
send either secure or unsecure messages, for example, in response to default configuration
settings or a per-message selection by a user at a sender system.

20 The system in Fig. 2 includes an e-mail sender 30, configured for access to a
WAN 32. The wireless gateway 34 provides an interface to the wireless network 36 in which
the mobile device 22 is adapted to operate.

The e-mail sender 30 may, for example, be a PC such as the system 14 in Fig.

1, or a network-connected computer such as 28. The e-mail sender 30 might also be a mobile



8 WD 03/079628 PCT/ CA03/ 00406 device on which e-mail nessages may be
conposed and sent. The WAN 32, wirel ess gateway 34, w reless network 36 and
nobi | e dewDma/02@2%r e substantially the same as sim |l arly pabaiAoedo406
conponents in Fig. 1. According to secure nmessagi ng schenes such as S/M ME
and PGP, jaiBEsSAtéh e-RaifBedsioes Al ¥PdoRthostlian@sett. TREWMANEL, s@slsis@itekay chosen
by the e-mail sender 30. The session key 1is used to encrypt the nessage

body and 3k S, H&0 ndthS&I3b RDREYR RS 6 sitREniib HicGarkeXs sahil@BMbellaridr essed
nessage receiver to which the nmessage is to be sent. Encrypted in this way,

message %8niQ%L%Qf§iaf encrypted nessage body 44 and an encrypted session
key 46. I'n PMCS yﬁé'of nmessage encryption schene, a nessage sender, such

as e-nmail sender 3 st, have 10 access to i h entity
to which an encrypg%agﬁggg§§gﬁngmﬁgnﬁéaggﬁ $w§Q§%@@9§a§4ﬁ§¥ﬁ9%§§ age sender
such as 30 normally signs a nessage t aki n a, dige f the ssage and
si gni Ag A& AFyBEt TR 4RPCTImS SeSH y&ﬁ‘?ﬁ%ﬁ?"‘%m@%eﬂ%ﬁb’g etsesrsrﬁ))’}fﬁgy f or
exanpl e, be generated by perform ng a check-su a cIi%,Redu dancy Check
(CRC), a is @ediosancrypighe messagehodin anekis fiss sglen %@PSI%%SPP‘? WHFF)SO{] ), a hash
al gorithm such as Secure 15 Hashing Algorithm1 (SHA-1), or sone other

pr ef er ablajdmesnd messags feg¢izergparhieh A meassaghds tonkessellyeEnqryptethid BSHA e shown
in Fig. 2, both the encrypted nessage body 44 and the encrypted session
key 46 ameessigedO inoludesmereatrgpted niegesstbod Tt anddh gessyptédssessinakey ﬂgﬂ@(ﬁﬂby t he
sender 30 using the sender's private key. The signature private key is
used, fony@xdmrkage émoryppet foheme,amaesuge ypidensich ps othdsetdend(s fostiavé on
operation on the digest to generate the digest 20 signature. A digital

Si gnafur eccds§i@l thhudlc kyeofdhdemtityat ehhidien dhgpatd mesgmrtisioce seis. t hen appended
to the outgoing nmessage, as shown at 42. A digital certificate of the

sender, which incl ydgsre dh6il SHERES sefdePstieh be30KOM AN SighaA@Eagt Be@king ¥
information that is bound to the public key with one or nore digital
si gnat ur easdigégp& tﬂé)lﬁésis@eh@ﬂgniﬁgﬁiie Rt iRlsertBF § prvakAteds AanesGRLL i ficate
for example, be generated by performiﬁ g a check-sum, a Cyclic Redundancy Check (CRC), a
digest algorithm such as Message Digest Algorithm 5 (MDS5), a hash algorithm such as Secure
15  Hashing Algorithm 1 (SHA-1), or some other preferably non-reversible operation on the
message. In the example shown in Fig. 2, both the encrypted message body 44 and the
encrypted session key 46 are used to generate a digest. This digest is then signed by the
sender 30 using the sender’s private key. The si gﬁature private key is used, for example, to
perform an encryption or other transformation operation on the digest to generate the digest
20  signature. A digital signature, including the digest and the digest signature, is then appended
to the outgoing message, as shown at 42. A digital certificate of the sender, which includes

the sender’s public key and sender identity information that is bound to the public key with

one or more digital signatures, and possibly any chained digital certificates and Certificate



9 WD 03/079628 PCT/ CA0O3/ 00406 Revocation Lists (CRLs) associated with the
sender's digital certificate and any chained digital certificates nay al so
be attachwo oBo7dcbe secure nmessage 40. In SIMME, digital ®Cyraaness as
wel |l as any digital certificates and CRLs, if included, are normally

pl aced aRe{d8iQeOisRNCRYsPhssGiRSHRY ﬂleas%n&eﬁ*’@\ﬂigﬂaﬂ cdrtificateZand Vg ehgesl 5
according to other secure messagi ng schenes nay place message conponents in

adiffer ﬁg&ta eH8lcab0ARy ABOVLQEhel e SR uRdALSdgena] and/ or different

conponent or exanple, a secure nmnessage 40 1 ncludes at | east addressing

and possibly ot her I@%ﬁﬁ{i %a’f’&%ﬂ%&dé&”% fas'myd RAsStiRlaesifia 6RENGH but nost

of which is typlca 'y ho cure e-mai | message is sent
fron1the e sende 0 routed. 10 t N t he

wirel ess? H'{gi W gl éeegcf‘% hﬁzﬁglgﬂ%%fa?ﬁssa% aglégcpmslgno%\é g)g%sa%gsy send t he
nessa e 40 djrectl wreles ateway, 34 or the ne nay instead
be | i fesouting 9 Oé}%&%ﬁﬁ’t“éerss%%tséﬁg’ﬁE’Bx\é]é‘fee‘&ewgeﬁo{nﬁ%neﬁ%g?7@9% ?lce 22 and
then redirected to the npbile device 22 through the mnrelﬁ gatema 34.

Al t er nat iovdsr {han shoasvnygs ducinde aﬁ%@‘lﬁbﬂ%ﬁf‘é@“&@‘?@ﬂ?‘ﬂ%c@%ﬁx‘i’@’ ®RSSHEDI | e
device 22 through the wreless network 36 throu a wreless VPN 15

rout er. Tipesaged8iinadydeppt lpagaddressingrrnd noasiyly geher g@%‘?’l isfoymgtiuethotomey, ¢ he
exanple showmm in Fig. 2, may verify the digital signature 42. In order to
verify t Ipessttilgbd signedﬂagrmbanpéwkﬂizh isttymacallprmbi dnerydiedi ce uses a digital

signature check algorithm corresponding to the signature generation

al gorithm used by When fie s&age-sdhdesageidsentfromathe benailpexcief 0 isirouted nessage
header 20 or in the digital signature 42, and the sender's public key. If a
securg nﬁ%@@?ﬂh& WANGIE & thb @irclegndeivag 34li 8i datrivdnbove] thatenailtshieter 3he
sender's public key may be extracted fromthe digital certificate. The

sender’s nﬁ)ﬁ%ﬁc&hgﬁl}ﬁssggym detEA0 2 Rerele@l Jatei§ d4 b BEMBsshge@BImag idtead bé or
exanple, Wwhere the public key was extracted froman earlier nmessage from

the send e h@e'?é;h S h 95rﬁlgltér@ys%em associated with the mobile device 22 and then redirected to the

mobile device 22 through the wireless gateway 34. Alternatively, the message may be routed
or redirected to the mobile device 22 through the wireless network 36 through a wireless VPN
15  router.

The receiver of such a signed message, mobile device 22 in the example shown
in Fig. 2, may verify the digital signature 42. In order to verify the digital signature 42, the -
mobile device uses a digital signature check algorithm corresponding to the signature
generation algorithm used by the message sender, which may be specified in a message header

20  or in the digital signature 42, and the sender’s public key. If a secure message includes the
sender’s digital certificate, then the sender’s public key may be extracted from the digital
certificate. The sender’:c, public key may instead be retrieved from a local store, for example,
where the public key was extracted from an earlier message from the sender and stored in a

key store in the receiver’s local store or the sender’s digital certificate is stored in the local

10



key store in the receiver's |local store or the sender's digital certificate
is stored in the local 10 WO 03/079628 PCT/ CA0O3/00406 store, or froma
Publ i c KewoO®anwses (PKS). A PKS is a server that is nornmal PgTAS®e00M6 ed With
a Certificate Authority (CA) fromwhich a digital certificate for an
entity, isRed Biidiga Piic KeSkivir @m?:.bA PR kservieSthanviahdratallpassebidddSvitti ght
reside within a corporaté LAN such as LAN 18 of Fig. 1, or anywhere on the
VAN 32, | b eedigl. Rhn@itl) REATHMPHEicR BXBI BdititHO RS hn\Witif) inchuBIBAgEe
receiver g%%ﬁhgstgﬁpﬁgqco%mﬁ?caﬁci gnjsé{vm th the PKS. Al tt?yEough igital
signatur g atl ‘gplrlll)ltcl’yr%z 1%@113)'19%§K§ Ef‘egiﬁg&itﬂfﬁx c%oﬁ{étiﬁl %ﬁév)é?as NgMp a sender
B¥Y gPRaAt t ey. ere

signs an ssage using i OWn private ore, an entity

that alters an original nno nerate .a digit i re that
can be vé’?hgi zd’r\ﬂl’f‘ﬂ’efef%l trﬁgmgszgﬁﬁﬂﬁhc%ﬁ%ﬁ&%o{k d S%’%ﬁ?i%rrrgé%lg‘gtgws altered
by an attacker after it has been signed b .%gsender, then the digital

si gnaPur EMSFEET FErelseTs By B¢ EUPRacalg h@‘e% tic key fails. These

mat hemat i cal operati ons do not prevent,L anyone. from seeing the contents of
the secure nessagblthaygh digisalsigaiee agpsihmsaad digestalaoritines HtbepuREFY apper ed
W th because it was signed by the sender, and that the nessage was signed
by the pénsumagendernignsan edging] mepsege Ysingits ovn efivatekey. TherclorsaegBty thes \Wien t he
digital signature 42 has been verified, or sonetines even if digital

si gnat ur elteremn biigiasli messdgaichimot géneratm digittl signawesthejeat bel yerifipd jwitht then
decrypted before it can be displayed or further processed. A nessage

recei ver segRss pitSickey. VEheerk @esdage deitergdby srhataclen aftgt led beassignedhbkey 46 and
t hen uses the decrypted session key to decrypt the encrypted mnessage body
44 ang t hesRbYhehekDVigital slaBattieivaiif@kioBsedaethe Barky phutdic key pilsaThege r equi res
20 action on the part of a user, such as entry of a password or passphrase.

Nor mal | Y, ARk maB B4 pBlaBons" &S AdtOfeWint hnydfe Hof &inglthé coR6MRE ¥ BG sBBFSagi ng
client only in its encrypted form ach time the nessage is to be

di spl aye %&Eagg,tbn?&ovgn%e ﬁlraptﬁ@ﬁl@&gge Hal ndt §eefnita[r§[§eré1ﬁ§iﬁw’&ﬁge it WaOShed by

the sender, and that the message was signed by the person as indicated in the "From" field of
the message.

15 When the digital signature 42 has been verified, or sometimes even if digital
signature verification fails, the encrypted message body 44 is then decrypted before it can be
displayed or further processed. A message receiver uses its private key to decrypt the
encrypted session key 46 and then uses the decrypted session key to decrypt the encrypted
message body 44 and thereby recover the original message. Decryption typically requires

20 action on the part of a user, such as entry of a password or passphrase. Normally, an
encrypted messz;ge will be stored at a receiving messaging client only in it§ encrypted form.
Each time the message is to be displayed or otherwise processed, it is first decrypted. Those
skilled in the art will appreciate that an entity may have more than one associated

cryptographic key pair, such as a signature private/public key pair and an encryption
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skilled in the art wll appreciate that an entity may have nore than one
associ ated cryptographic key pair, such as a signature private/public key
pai r and W o0anryeypti on 11 WO 03/ 079628 PCT/ CA03/ 00406 prCcrats@spufobi c key
pair. Thus, the nobile device 22 may use one private key to decrypt the
encrypt egiRSnaAe kBPshir, 4hus, aRcmdbit dehRE eDmap hisevste Prikay kéorodiegftahd y si gn an
out goi ng secure nessage. An encrypted nessage that is addressed to nore

than Oneeﬁc\?fet&édvrﬁﬁsség@%b&kd@ﬁ afida dRfRAEpREELy Y& di e?Ig' shin ahhﬁtg%tﬁ&%%édﬁi’e key, for

it
each recei at” was” encrypted using thé pugl ey of e receiver.
Each recgk¥séeperforns the sane digital signature verification operations,
but decrypt’s®a different one of the encrypted session keys using its own

private key. Therefore, jn _a secure sagi . j ssagi ng
client nmust have %%ﬁggkﬁgx?ﬁﬁe%ﬁlfggéS%%iggmg%%&ggé§?9§§H@%&%%%§h an
encrypted nessage.is to be .sent. A 10 receiVving nessagin | i ent nust be
bl e Do PRETE, Brsot i Heore R, 5T PHen R e oL T Ay B 4026 SAELS o o
messagi ng client through various nechanisns, in order .to.verify a digital
si gnat ur &ey of the receyive EapREesaiye PeRiBISithe SRRY glsgg?lél%%}wi‘?dﬁlil aB?‘bW’Ei‘é% n digital
certificates. As described above, a digital certificate for any particul ar
entity typpideatypis aidiffdrent ere efithe engryipieglsessionkpySusg s QWA PriY#e Kgfent i f i cat i on
information that is bound to the public key with a digital signature.
Several types of dllgidfak, ivesdcinfcineateging systengysending mysshginggligeiapsemie use,
including for exanple X. 509 digital certificates that are typically used
in S/'M MacceRd3 this peblidikgy bAbnycerdivdrite sthich ani enbrypied siesgbe Isytodefstwr et f or mat .
QO her digital certificates, such as a digital certificate according to a
proprpet a&diviiganetaigihg dieit 1ahst Be Ble usRtieve the Bamdetts gubliad keg) ghielt nmpbe n a
digital certificate is generated by the issuer of the digital certificate,
and can Be,itBRAK 80BN g BIRRAHRoUE GRIHMES mEdhBEEaY) tih atdey tasertfpaciigibed above.

signature in a signed message.
Public keys are cominonly provided in digital certificates. As described above,
a digital certificate for any particular entity typically includes the entity’s public key and
15  identification information that is bound to the public key with a digital signature. Several
types of digital certificates are currently in widespread use, including for example X.509
digital certificates that are typically used in S/MIME. PGP uses digital certificates with a
slightly different format. Other digital certificates, such as a digital certificate according to a
proprietary standard, may also be used.
20 The digital signature in a digital certificate is generated by the issuer of the
digital certificate, and can be checked by a message receiver substantially as described above.
A digital certificate may include an expiry time or {Ialidity period from which a messaging
client determines if the digital certificate has expired. Verification of the validity of a digital

certificate may also involve tracing a certification path through a digital certificate chain,

12



A digital certificate may include an expiry tinme or validity period from
which a nmessaging client determnes if the digital certificate has

expi red. werBfiwat i on of the validity of a digital certi fPcTrata3oessal so
involve tracing a certification path through a digital certificate chain,
12 WO 03/yhiS6a8ud¥cd e A LIteRificid it bthdd algualesrtidicatesrd vaifdliigt thahsecerti fi cat e
and other digital certificates to verify that the user's digital

certificafigial SerdtidapeRtabimentd. N Gighal ceftBichtb Magal® vARMeckRbE iRt £0RCKEd agai nst
a CRL to ensure that the digital certificate has not been revoked. If the

di gital ShORAHHY fe bkl AhiHLiPhaGRl plehirGRke for a particular entity is

val i d, I gl certificate has not expired or been revoked, and the

i ssuer of either t di. gi tidfi. O i Laital:certificate
is trusted, then the epdd Hl %é‘t?éuﬁg{“r? d{l“’;ﬁ{eéﬁ%ﬁbf%ta %?o%g)rg# {a@iqrcgftng, i ia%shdégléurred to
be the pupl.ic k of .the entity for which.the digital certificaie was
Cssued, " duist crBiiets o tor Seirvdhar Biag) Begtegr A ey off Slrkt bier iy o
Digital certificates, may be available to a messaging. clignt fr sever al
sour ces. CeHBicHiFam? ‘3‘3@?6%5‘?1 C%ﬁ?qt?lﬁ%it%‘{?f}?n gi%tpé{ é‘ﬂglcnéhe lgl'ﬂ:@ftgg?ferressage,
the digital certificate can be extracted fromthe nessage and stored in a
menory  stivpssuped torbe thepyblighaygf heeriiy foroxivdyths digital ceffiffeatevadeed-Alseat es can
be requested and downl oaded froma PKS on a LAN, the Internet, or other
net wor k viefetreduiol as ithessubjecfipé dredigitabsertéficatebl i sh conmuni cations. It is also
contenplated that a nessaging client may load digital certificates from
ot her sources t hanDégieKSrtiffeates &y teazmaiiable fo amagsyagingdbient frobis¢veradisonicees ar e
configured for connection to a PC. By connecting a nobile device to a PC
t o dominl oRthefliagiigiaal c&efitdtd is aatched Wi araecipblymeGade, deniigat cotficasumh bas a
serial port or USB port, over-the-air transfer of digital certificates may

be reducegiradttd Both theanesfdy &ide@redin B ARG bMOrE B theReksiging dliaat. Dit@iwiad,
certificates for entities to which a user expects to send encrypted

messages, 4ibiie BerkiBGR& g B feRhese@hhd ddvadA5d RERQA FKY oRELANVE BRGRH, ovhen 20
encrypted nessages are to be sent to any of these entities. A user may
simlarl yotflé??lgtvx%hg\ivft%hich arequestor may establish communications. Itis also contemplated
that a messaging client may load digital certificates from other sources than a PKS. For
15  example, many modern mobile devices are configured for connection to a PC. By connecting
a mobile device to a PC to download digital certificates via a physical connection, such as a
serial port or USB port, over-the-air transfer of digital certificates may be reduced. If such a
physical connection is used to load digital certificates for entities to which a user expects to
send encrypted messages, then these digital certificates need not be downloaded when
20  encrypted messages are to be sent to any of these entities. A user may similarly load digital
certificates for any entities from which signed messages are expected to be received, such that

digital signatures may be verified even if one of these entities does not append its digital

certificate to a signed message.
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certificates for any entities fromwhich signed nessages are expected to be
recei ved, such that digital signatures may be verified even if one of

t hese entwOid®7®ees not append its digital certificate t®Ca/iogness
message. 13 WO 03/079628 PCT/ CA03/00406 . Wien a digital certificate has

been stored and i swagsgagithl @rifita@ HIPERAGIORA BlliiecesstbROMYa MESSHAY N
clients require manual contact information entry for the subject entity of

each digi§. [ £ 8 A VRS BhinRon K edd@Ripy St or ed
for the sctlgl]lt’ekgl?&%%lte%st% %.Bgc%alesn H%J%dedag@gir@gl cerf}iﬁr\‘y?dgg?%g%are ownl oaded
to a nobil.e device, . e ' ' pated with
cach d ot Gt e R BusR M hann AT Ond 1 SORTAL BB BRSAGIE.

i nformati ina digital certificat such . | Qi i f i e expiry
time or vaFhme (el Bardiiabt b G HedRHSert Pl Bl bRl D,
operations and manual entry thereof c be simlarly inconvenient. In one
e b odre REOTERGN ARPCEf tYifh S35k QISR SRR SR PReoms dreicplaty FPBNTOREn 10
digital certificate as it is |oaded onto a nobil e device 22 a‘g{i{ stored in
an addr eshesdefRrmgation & #ligial cemsificae suhas gdigitel erptildqats XPirp Hmp GEEIAIYY, anot her
data store, on the nobile device 22. Fig. 3 is a block diagramof a nobile
devi ce 22evipd, magaldd b imgplortans farinfeswging clignpgnsratans A mapust ey theresf @ppe An

exenpl ary nobil e device 22 is described in greater detail wth reference
to Fig. SimilblyAscostsmiunt.i n Fig. 3, a nobile device 22 incorporating a
digital certificate information storage systemconprises a nenory 52, a
digital certificatm beadesodbfient,adigicihcadficate nffanmon tnextrapted from &2h a
keyboard and user interface (U) 64, a wireless transceiver 66, and a

seri ajg orgisnl Véefifdte £af isabadod SntodSEYbile@eticdB2 anthwtorsd iddnyaddRsyiiceker abl y
includes a plurality of different storage areas or data stores, shown in
Fig. 3 a?sirgﬂéi'c&h,&&'infsﬁﬁa&ibﬁ kRt @rp%%s%l? aifther Afkta 2Rr 8 IR SISO Akvide®2i N Wwhi ch
contact information is stored, an extracted digital certificate

Fig. 3 is a block diagram of a mobile device 22 with a digital certificate

information storage system. An exemplary mobile device 22 is described in greater detail
with reference to Fig. '8.

15 As shown in Fig. 3, a mobile device 22 incorporating a digital certificate
information storage system comprises a memory 52, a digital certificate loader 60, a contact
information injector 62, a keyboard and user interface (UI) 64, a wireless transceiver 66,and a
serial or universal serial bus (USB) port 68. The memory 52 preferably includes a plurality of
different storage areas or data stores, shown in Fig. 3 as a digital certificate store 54, an

20 address book 56 in which contact information is stored, an extracted digital certificate
information store 57 in which othef digital certificate information is stored, and an application
data storage area 58. Other data may also be stored in the memory 52.

The memory 52 is a writeable store such as aRAM or flash memory into which

other device components may write data. The digital certificate store 54 is a storage area

14



information store 57 in which other digital certificate information is
stored, and an application data storage area 58. Other data nay al so be
stored i rwOlhg/omesary 52. The menory 52 is a witeabl e stoPeTaWOBIG®H6a RAM
or flash menory into which other device conponents may wite data. The

di gital cRaichbd eat@agelbodigitfdertificalesvh Healgeica2 P Digilad cNi iR Bib9 628ored

PCT/ CA03/ 00406 dedicated to storage of digital certificates on the device

22. Digi tlﬁltheQﬁgﬂal ek FRLR StofPH iR e Srabifl Whithtils afbireietvall, of iy hifenttively st ore 54

in the formt whi ch they are received, or may alternatlvely be par sed
or ot her Vueﬁz?_hs%& apgth@fwsg tﬂaﬁglé%e@m&)t@{t&gge ffoﬁﬁmgfo%emg&ﬁﬁenwm\eﬁsto&éw to the
store 54 e address contact information store that stores

contact | ﬂf d([jrl%gs b%nk gé)ls a 8&%& in?%glr%tééé}qss&(go)g% s?&e@co“ﬁ%&rlnfgltme{tﬁﬁ (ﬁghﬁt Cg devi ce

22 may exc ange nessa tore physical

o e §§vﬁ‘f§r§3‘:ﬁ’a§%§‘§%@g%§é€sﬁ%@%s. RS RebiRY dovi'ce

22. The extracted  djgital rtificate informatio I.s configured
Co st or o AteHar PhIGRHE S TR BHn G G oeb PR CRrRe T B AU en e o1 gi ¢ a
certificate store to enable sinpler or faster proce55|n of 10 particul ar

di gi tal casteadiqf infpranatipg @Pfrfﬁtlﬁeérﬁord‘ilesﬁ?@@gdlﬁm& theinpobile deigs 4% Ie extragtedr mat i on
by other systens or software apgllcatlons installed on the nobile device
22. For edigitgdcetifieate infqsinptjon starpe/ drcopfigurel] toystopeethesdniogmatipnfenedigitact ed from
a digital certificate and used to create an appointnent or rem nder for a
user of tdeeifivetes kereddw itheedigital cartifinae stose joreneblel simmterion dastea prawessing oft he user
when a stored digital certificate has expired or is no |longer valid. The
appl i mat i gaftichiar digdial sirificateS8fosimaicsordat af dipialcieaifiedievinfohmatvh thyeotiser
applications on the nobile device 22 and represents one illustrative

exanpl e Odysteinb 6f sofifaRrafplidaBthstiiidlledBH tHeanstile dedcd 12. tHieeNRIPY, ¥n &diry The
menory 52 may al so be used by other device systens in addition to those

shown in fhlor Véldlt;rﬂ@n&f QhiPbe SRatikd 66AL £dibRAUEKIFBAe alD el WVekehtelaPi cal |y
be i npl enented as

appointment or reminder for a user of the mobile device 22 to thereby provide an indication to
the user when a stored digital certificate has expired or is no longer valid. The application
15  data store 58 stores data associated with software applications on the mobile device 22 and
represents one illustrative example of other information that may be stored in the memory 52.
The memory 52 may also be used by otﬁer device systems in addition to those shoWn in Fig.
3.
The digital certificate loader 60, which will typically be implemented as a
20  software module or application, manages loading of digital certificates onto the mobile device
22. As described above, a mobile device may obtain digital certificates from various sources.
The digital certificate loader 60 is therefore conﬁected to communication modules such as the
wireless transceiver 66 and the serial or USB port 68, through which digital certificates may

possibly be requested and received. For example, when a secure message is received from or
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20 software nodul e or application, manages |oading of digital certificates
onto the nobile device 22. As described above, a nobile device nmay obtain
di gital cwotiwat es from vari ous sources. The digital cecridaosmaesmel oader
60 is therefore connected to comunicati on nodul es such as the wreless

transcei y&p b&&nbiddn bitRy foff whith n@fighkPBerBifiEdte B bednticetih thekigah cettigtdieal
certificates may possibly be requested and received. For exanple, when a

Secur e ngepa9e tlilesr_nf)lﬁfé]?tie\ﬁﬁzg i) rn%lg‘r&fuest I %ﬁgtﬂ LB HRL BoRGTPKAAZAB4RE s to

be sent to an entity for which no digit certificate has been stored in

the digi %Je%e%?& is{éix%?%@andsaﬁsg%ei,?ﬁthetdg,ggtal{%giﬂc&eﬁ% -accﬁgil%?ce%%a{&gﬁ@ét t he

digital certitfircate Troma rou W reless transcelver 66 and

| i ve the digital ific a digital certifi i
esponse ke pAisiebE P TG PR b PR G RSP ERRECT T, ' O,
USB pgrt 68 .5 al so_be used | junction with a.similarl i pped PC
o doanl 85 PERGAFROLBrI DR O BB RN by wonfr BL St PP e

certificate information injector 62 preferably nonitors the digital

certifi caheamebilydevisa?2.o detect new digital certificates as they are stored
to the digital certificate store 54. Alternatively, the digital
certificate | oader TBOligita) cestifiatsrinformation injecteict? nrgfeiahly meniprs gfre digjtal
certificate information injector 62 when a digital certificate is | oaded
ont 0 t he ceificatestB@.54 tdjpatert teyt &gital pértificatdsas thay arewiortiddp thafligid certificatait e has
been stored to the digital certificate store 54, the digital certificate

i nf or mat isefe §Mjraeimrivdy tedigiatdestificate dradetG0mmyfbe confighed ¢ igtifyahe digigt t | fi cat e.
When contact information is extracted, the digital certificate information

i Nj eqoor ceificst AfBSABE i9¥dtdratviitkn QOdigied ertifiba HEbaded oho thhdevaddizess book
56, by either creating a new 15 entry in the address book 56 using the

ext ract eqyfoQab@ehinind iRk FREW Biita cerlB¥icatd RisibB&h stdted tolMd digital shiftcary sbié
information to an existing entry in the address book 56. Before a new

address bQol,ce It RatfolCinflb @t 68lexhflid idtbGRaticn HOHOMERTisiaN
i nj ector %%Z&Sr&el%%ériggﬁgﬁétﬁggks %the g%dr ess el))(oolz 56 to determ ne %Al/net her or

not the CRMARGE. When contact information is extracted, the digital certificate information injector

62 stores the extracted contact information to the address book 56, by either creating a new
15 entry in the address book 56 using the extracted contact information or by storing the
extracted contact information to an existing entry in the address book 56.

Before a new address book entry is created, the digital certificate information
injector 62 preferably checks the address book 56 to determine whether or not the contact
information or possibly some portion thereof already exists in an entry in the address book 56.

20  For example, when a subject name is specified in a digital certificate using an e-mail address,
the digital certificate information injector 62 may search the address book 56 for the e-mail
address and create a new address book entry only if the e-mail address is not found in the
address book 56. When an entry exists in the address book 56 for a digital certificate subject,

if further contact information is provided in a digital certificate and extracted by the digital
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information or possibly some portion thereof already exists in an entry in
t he address book 56. 20 For exanple, when a subject nane is specified in a
di gital cwpotiBiwat e using an e-nmai|l address, the digital PcEraAoBiecas e
information injector 62 may search the address book 56 for the e-nmai

addr ess aigkiGleambn@ionexjeacdsX s diginkcestifioate iofolyatioh itjheoeéZmeferablddr ess i s
not found in the address book 56. When an entry exists in the address book

56 for agdigihedxikRkkhiy foritR sabibitesdetermire if the fireher conmicainforinafanrabst i on i s
provided in a digital certificate and extracted by the digital 16 WO

03/07962 iﬁﬂ/ﬂ%(?g&[egsq)%gﬁ entf§ irof, ifeR iR ckidfikl dHBY isqRefb@hIf Ghdaed 6 storidge di gi t al

certificate rntormation 1 njector 62 preferably <checks the existing entry

f th bj ect LAe | e ' j |

i st s 1 RerHES il ERBRAE, | e R e ety | o
f bl dat.ed by stor] h I; O t h

Gt stF ng iR SReLrare i Re IR GO AL AR AT TV o)

62 may update _the address book 5 ei t her addi. w entry using the
extracteﬁmﬁﬁﬁﬁpﬁﬂFpaﬂ“SW“QFgfﬁﬁﬁgﬁﬁﬁ@ggggﬂt?%%%?%%?%gﬁﬁto an exi sting

entry. The digital certificate informtion injector .6 simlarly
extract other i nfiberfigiiabgertifieas HoFeHen Pusctqrs c@?%?nﬁgggéﬁuagg]?%ﬂt he mobi |l e
device 22 for storage in a different store _or storage area 57. For
exanple,hﬁ@ﬂd@@tﬁ@bé&ﬁﬂﬂﬁéﬁmyﬁ%@6V@Pmﬂﬂﬁm¥§ﬂe%@FF??&%%P@%CWﬁaﬁ@ﬁmﬁnclude
digital certificate expiry or validity information that could be used to
creat e amtoreappiragemesatsTorFor exdmpleras fleseribed bsisfly ebovehdigitg SPItEcHe R 22 to
alert the user when a digital certificate expires or is invalid or is
aboutiot 0 ixak riegiar cheficiee expiyadri liditninfdrinetiex thapreild bhaseddiogirgasd an
certificate information injector 62 preferably extracts a digital

certifi capgifmbitas eriag® fonsberxithe smobile dealck @R tyalem fiwruset Wien aaiigitabhecks t he
extracted digital certificate information store 15 57 to determne if an
entry al reaf¥aeSpitSor i9 invhlteorSs el expife dt®econidiavalid. Medrissmbmple, the e., a new
. remnder or appointnment, is created in the store 57 using the extracted
di gi tal Qig%ntai Jg!}ﬁi%&tﬁ inforiiBbAR|dcRR 62 MBRMbB X8RN ¥difiedl cdrifcatdbabjeahaioes exi st
in the stdre , then the expiry or

and expiry or validity information and checks the extracted digital certificate information store

15 57 to determine if an entry already exists for the subject. If not, then a new entry, i.e., anew .
reminder or appointment, is created in the store 57 using the extracted digital certificate
information. When an entry for the subject does exist in the store 57, then the expiry or
validity information in the existing entry may be checked to determine if it is the same as the
extracted information. If not, then the digital certificate information injector 62 preferably

20  updates the existing entry with the extracted information. This is useful, for example, when a
new digital certificate has been loaded to replace a digital certificate that has not yet expired.
Therefore, as above, the digital certificate information injector 62 may update the store 57by

either adding a new entry using the extracted information or storing extracted information to

an existing entry.
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validity information in the existing entry may be checked to determne if
it is the sane as the extracted information. If not, then the digital
certificawe oBofwesmti on i njector 62 preferably 20 updat es PCRaEA®R0&106 ng
entry with the extracted information. This is useful, for exanple, when a

new digital certifpgefigfopdfidaeeadibRAsaeidae coapkiatiarl poebkgadiclancasred f i cat e
that has not yet expired. Therefore, as above, the digital certificate

i nf or mat i; 0, ei 3 B thEmoFRYdeyRE2E e Thd G P&t R UfkitA eRificat® irlfhHatigslthate 8 NEW

entry using t extracted information’or storing extracted information to

an exi st ing%c::f‘ePllt %ﬁq stor%g c}é\@d% 9?711%%@131@%5/ %93&19313% e e %(Qlfnﬁr, fonina

digital cer ate cou simla e “extract and stored I'h menory 52 on

t he mobil e deyice 22. The. { ype f..digit ertificate..|i mation that are
extract e&sﬁﬁlbs\ﬂg’?(?f’téagscaﬁ?f:]&%eéév @otﬁef fhéﬁgﬁﬁll%gcag?/mgw%%l 1§1e {égngic'e user, for
exanpl e, by establishing settin ssoci ated wi.th the digital certificate
i nf orMation inj ect Brang ‘?r%gl%f’iglm&ﬁ fslﬁg}gltélrfﬁg“’(f’icﬁtﬁmf‘?m‘ta ‘énllﬂe@'lgf ¥ Pificate
information injector 62 accesses _the di,gita_l certificate store 54 to
extract dhedigisl cerbfigatersiargptopenirast digial gertiliqgiintopagtion; thesp chfme o gi t al
certificate information extraction froma stored digital certificate
depends uligital edficapeoinfpamation extrpetiondiogh ¢ slioredahigital ?E@tat%@srp depends PBeTE#e| n t he
digital certificate store 54. If digital certificates are stored in the
di gi t al dembdtfin ehich digitel eertiicaten atehstorbd imthe digitalmertificatetnégre e idigitadcei ved,
then the digital certificate information injector 62 retrieves a digital
certifi cakriffcaesraret shedingiht aligitk cériificata storesidoinetha doknpairs edichrtheyt frer wi se
translates the digital certificate into an appropriate format so that

di gi ti@l  Gedelivellj th@t the diitd cdratida® informathd injeentd étteleandigraicemititaelrorh f
received digital certificates are parsed or translated by the digital

certificahedisfAdetiRile Stefandlpibs BOGtB&Hisd MadslRELhS mlgitapkehmcmaemdiaﬁ! tal
certificate store 54, then the digital certificate 15 information injector

62 may r ?gprto?flétx o eand d;géztfapéemﬁa@ﬁmfohﬁa{t%ﬁ chil abiigicR ahSEG 688 arfi N the

di gi tal Icate store as required to populate fields in entries in
the ot herrege?\;eﬁ d%élfgf &RitRSres are parsed or translated by the digital certificate loader 60 such

that parsed data are stored in the digital certificate store 54, then the digital certificate
15  information injector 62 may read only relevant inforfnation fields from the parsed data in the
digital certificate store 54 as required to populate fields in entries in the other data stores 56,
57. In the latter example, the digital certificate loader 60 may be configured to pass digital
’certiﬁcate information from a digital certificate to the digital certificate information injector
62, which then stores the digital certificate information to the address book 56 or extracted

20  digital certificate information store 57 as described above. |
hﬁplementation of a digital certificate information storage system, such as
shown in Fig. 3, preferably does not preclude address book or other information entry via
input means such as the keyboard/UI 64. When a user wishes to add further contact

information to or change information in an existing address book entry or to manually add a
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57. In the latter exanple, the digital certificate | oader 60 may be
configured to pass digital <certificate information froma digital
certificawoeowo7ake digital certificate information inject®CT/Gd3/00do6ch t hen
stores the digital certificate information to the address book 56 or

ext r act edew 2direfis pookabntrye fariekdngae, ¢hd keyboasd{UT 6 oxpassiblysmother ik €pYitfed above.

| rpl enrentation of a digital certificate information storage system such as
shown i npfoivigles for nanedl esadnt jnfatmesomioputpnéeditnis anuey esssidnebkbarequitcher
information entry via input neans such as the keyboard/ U 64. When a user
wi shes to add furtAlgious®atsagle ménifrg 5o showntin Fig. 3¢ hanyde deierd®anayon in an
exi sting address book entry or to nanually add a 18 WD 03/079628

PCT/ CAO3/Q0%40 GevRMiRRRANE SfenldBP knid) tshoh tfa@rhexrml 2, Joha7keyhesred U 64 or
possi bly anot her input device provides for manual contact information

i nput san g-n]?gﬁxgﬁ&gin sErrdiPeRGS ARitsO BRWeYerABe SR d’f@ﬁﬁoﬂf% bRuakednsdgl e

menory 5 shown 1'n Fig. 3, a nobile device 22 may include several

di fferent JEODLY HA Ei5is Sbspanfiallyad desotbedBYoRe S
i mpl errenfng%%ﬁoéggggéggteﬁﬁg@nﬁhl%l%ﬁorié&evelrs , tshe o&%r aeISI oper%ti on of a
digital certificate information stor ' - 0l t y system
is substantially aS'‘°fE¥EPs @g&wgﬁg%%?&&%g&%}g@@%esgl}fgédrtr@[“%egg I'scl osed
herein are not_restricted to inplementation in a. Ll e deyice .22 having
t he nmenoifaBePbilgfiseive At haaihe P ‘I‘—*’P’@‘fral@?mﬁ‘&rsh%"%‘ﬁ%?%?‘b#%@f e’%udTaGEI st or es
may be provided and confi aur ed for storage of jnformation_ ext r‘@é{?ﬁd from
digital datasierasiondydspeyidedprd configused fogstomes etanfopration pxtragied op tion
store 57 is intended as a &ig_neral_. exanpl e of a store for digital
cert ilDi catuificatésor et axeractedt isital cprificatd mferatipm pigrenit s Sriended a5 4 859l f ewer
data stores may be enabled for digital certificate information extraction
and st or agample sfrcdtort Fradigital oprtifipate jopeatisin offiegihemgontaetinfpmpation. SiPHAYs nat i on,
contact information for exanple, is automatically stored. 15 Wile the
digital gexdridhiacdres mapbteenatied fundigithkecedifipatedhfoneation fekizaetion anef orages i on

such that only one type of digital certificate information, contact information for example, is

automatically stored.

15 While the digital certificate loader 60 and the digital certificate information
injector 62 are illustrated as separate blocks in Fig. 3, the digital certificate loader 60 and the

digital certificate information injector 62 may be implemented as a single software module, or
as separate software modules.
A digital certificate information storage system may also create or update
20 application data in the application data store 58. In the above example of creating or
modifying a reminder or appointment based on expiry or validity information extracted from a
digital certificate, such a reminder or appointment would typically be used by an agenda or

calendar software application on the mobile device 22.
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injector 62 are illustrated as separate blocks in Fig. 3, the digital
certificate |l oader 60 and the digital certificate information injector 62
may be i mnpDeswrteesl as a single software nodul e, or as sepaTAtA®3S0H6war e
nodul es. A digital certificate information storage system nmay al so create

or update 20 applbeihi défhfﬁé‘t%ﬁlfbrﬁhahbﬁst&ﬁ@ 432l do®8 apRcabls todiiRr §Besof N t he
above exanple of creating or nodifying a rem nder or appointnent based on

expiry org ?&@I{g il YmbBHIRE 8. oS bERR g%{Jlaf)tBBPCafor el Slipia bvénGhdubh bt e, such
a rem ndef or appoil nt nent woul d typ| C be used by an agenda or cal endar

PCT/ CA3/S %@%%Esqﬁbg%sﬁﬂhéﬂﬁﬂ? Robf: 0%“"‘1‘5%526 Ao %Sé&éﬁé%ﬁ o
applicable. to ot her o deskt op

or | apt o PElomaEE FavEs, llnée ang\‘iéﬁl%?ﬁ%ﬂﬁy QP & améa?td rgf;t afcert Catte mzfgrmaélay er than
on the nobi | evi g 2 ital certificate information extraction and
st or age s"*&% FFg‘qlgl??i %&%*@qu%%g'é@%t ed with manual digital
certificate information 5 entry for each di gltal certificate stored on a
system Fig. 4 is ElgffféﬁAP@P&’g‘P%IPIﬂIhHgﬁtf%tq mgthad b states diettdcaiitinyge di gi t al
certificate information. The method begins at step 70, when a digital
certi fi cdn@rhaiionodraaetbed begins @esigrcid, whesl@@rglta%cemf@ﬁtes%lea%@m@ﬁ devieg gi t al
certificate to a digital certificate store is detected. At step 72,

di gi t al cerh asfwhemsteragnéiordigital eenrificatedxa digitl eadtificatantarhis defiegjed. it stegT i f i cat e.
In order to prevent 10 creation of duplicate entries in a data store, a
det er m natigiaih cérsifiguecinfrmbligh Bradeacdd fsine the Mgim$ cértificard elnlreder 00 preednt t he
digital certificate infornmation or a portion thereof, such as an e-nail
addr e95  QireaivPbRIuplidaty Batricd il RREYstRY iagéterniiNatidn isgRéfeibly adb et s@pvdassbore. | f
the digital certificate information already exists in the data store, then

at step Tohettlel®r 8 thé idpStaP S ificateSinRir@ht@mad a/poribie hikRdf, sAciiat Ar dvingie Whet her
or not further extracted digital certificate information, if any, 15 exists

inthe e @d'a?é/etssedg%ulggﬁ QhhBefe AR s iR afldidlyiRthe A8k Slobd. GRS d&lﬁQll Rffficiigne coul d

be used

information already exists in the data store, then at step 75, the existing entry is preferably
checked to determine whether or not further extracted digital certificate information, if any,
15 existsinthe entry. Asdescribed above, a digital certificate subject name could be used at step
74 to check for an entry in a data store, whereas an existing entry could be checked at step 75
to determine if other extracted information such as an expiry time or validity period has
already been stored in the existing entry. At step 77, if the further extracted information is not
found in the existing entry, then the existing entry is updated by adding the further extracted

20  information.
When the information extracted from the digital certificate is contact
information, a secure messaging flag may be set in the address book entry that includes or has
been updated with the extracted contact information at step 79. Such a flag indicates that a

corresponding digital certificate is stored for the contact. A user, when addressing a message
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74 to check for an entry in a data store, whereas an existing entry could
be checked at step 75 to determine if other extracted information such as
an expirywoio®e7wes val i dity period has already been storea@CirrcAaeo®xi sti ng
entry. At step 77, if the further extracted information is not found in

t he exi St hg ceitddt Ynaykieedby bisgly @xbiSiihd \ghettiv biynok $digiedl aéreitlcdwyfonttid corgact he
further extracted 20 infyormation. When the information extracted fromthe

di gital gg¢bdchir6Rtved hid HAIHIARY thus WHRIHERH 1 secreSRGHEs Hls bagnt® theé ag may be
set in-the address book entry that includes or has been updated with the

extract e%gfft%g{t\ﬁﬁltouf tocrb@ﬂ[i%lgﬂle%giéi &Rtiflte fAD céhtddk A8mI MUuERlSigitalat a

correspon Igital certificate 1s stored for the contact. A user, when

addr €551 g, 3 1E330° 1R O3 RLIRAR PTLCAOR00406, 1t ORplEECt . 1Y

t her eby easily determ ne ot adgital certificate for the

contagt has been received and | caded and t hus.whether. or. Qo re
messaées MEPese 'S B?Ilsen?(go £ naﬁto‘ﬁcf%lr {ngvﬁot%gﬁfer 1 ¢ n%ggﬁaglfén‘%eﬁaéﬁtt%g&%i gital
certificate for the éﬁ)ntact frgm an outsidg@gi ital certif.icate source.
This fl agiesaginergeden sltempiigly Wheneyeredpessase 91‘%%? &5’ ANy i M se secure
5 nessages to be sent to a contact according to a preferably configurable
def aul t  geestaging Hagssehgl ¥ WBYEC PROmRIph i *ie*lf‘é? Y Pleﬁﬂ%élﬁéxﬁéqdeamﬁ’éé@&g@ri s
addressed to a contact with a secure nessaging flag set, a user may be
pronpt ed example] pleinteat medss@gisaeyrifn.der, one of mwfirysigfedrand/ex angsyneed SSFEP nt ext

node (no security), or one of multiple signed and/or encrypted secure
nodes. 10nMken extracted digital certificate information is not found in
any existing data store entry, resulting in a negative determ nation at
step 104, a new ent Mheh extaaoied digitalcadtifigate mf@mbheh ishotSdvap inBy exidingdghds i n t he
new entry are popul ated using the extracted information at step 80. At
step 82, ors ey, CesiRBE @ h Rggdiva getbdnibdton a8 stbp T4ra mewnaryaid duesatidailpk entry,
as described above. The new entry may then be used simlarly to any other

entries ideddiet 6184 8 and fields in the new entry are populated using the extracted information at -

step 80. At step 82, a secure messaging flag is then set for a new address book entry, as

described above. The new entry may then be used similarly to any other entries in the data

15  store, or possibly similar entries in another data store, and may, for example, be edited,

deleted, forwarded to other users, displayed and the like. In the case of a new address bo;)k

entry, the new entry may also be used to address outgoing messages or to replace a sender
address in a received message with a familiar name.

Fig. 5 is a flow diagram illustrating a method of generating and sending

20  messages subject to digital certificate information stored in the digital certificate information

storage system. The method begins at step 90, in which a message is generated at the mobile

device 22 and addressed to one or more recipients. The message may be addressed by a user

manually selecting an e-mail address from the address book store 56, or by replying to a

message previously received at the mobile device 22, for example.
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15 store, or possibly simlar entries in another data store, and may, for
exanpl e, be edited, deleted, forwarded to other users, displayed and the
i ke. I nwbaesozses of a new address book entry, the new emrCTYCAvBHMESO be
used to address outgoing nessages or to replace a sender address in a
recei ved message W iskepaod, amé hiodile davies 2Fidgterthines whethbodigililagrtifivate
illustrating a nethod of generating and sending 20 nessages subject to

digital gefrnhfidCRtstorédfnomEBigifneftfRaedtdrd154 (& thé etttedled ORMithl dertifithe
information storage system The nmethod begins at step 90, in which a

message itn%orﬂﬁi 5 &6@@7%&11&%;5&95&&;; AR ©8vi2ch BEtheadsl BasMekséD THRE Or nore

reci pients nessage nay addriessed by a user manual | y sel ecting an

e- mai | ress ..f e nmessage
previ ous&%er%%agf){;/e y? P%Q.Q%g T&%%e%?%cggegﬂég? %lr ex rfa%&giabégrlw\t/}\})%gg/ 079628

PCT/ 03%?0(3 ?‘%f%%lﬁlﬁ?ttr & hré:tl%g the d 0Bl % edrF %’ L& %tgl% 52?61‘6&1 mgtem%ﬁtgler di gi tal

certi |g| certl cate store 54 (or

t he extractedd |tal ert |nfo .e

cor r espoffdithe F‘P?}loflétoﬁﬁ#g %ﬁ@leﬁ‘é%“é% qs%&gilfd? %%g[zaﬂagcer%g % i natl on
may be nade by checking a secure nessagin g associ af&d(sgg t? %

addr essetnforagiipn ismot siredyip the disithl ?F&IEE‘F}E’ ‘i’rﬁl afeR &rlist Pf DR ePraicie, 54 (or

the extracted digital «certificate information store 57) for the electronic
addr ess bfforragion eptiops isdisplaygd, efishewmin seep Pt Ppeelite No ﬁ?f&ﬁ??é% Jofsmatdonn ot st or ed
inthe digital certificate store 54, then a list of No Certificate

| nf or mat bptions it them seleaseddbys phseped shewn shisem96. nllkstegsivela, thohle Gartifigae No
Certificate Information options is then selected by a user, as shown in

st ep 186. Iifbimisibii aptione digplayddendopticanlly felectetiénchiiclanfoptioretd irmne&m pdigiak

di spl ayed and optionally selected include an option to request a digital

certifi catfriofe sfBe aAREsQEIESDIER s Bhc@ in s@p 98 1oubori the Bbepged®; shbwnabort t he
nmessage, as shown in step 100, or to send the nessage, as shown in step

rlg(2:| pil Ln%ﬂaﬁslg@t& R schPink GRYESE, a3sHIbAiih &bp c@x ti ficate of the addressed
If the option to request a digital certificate of the addressed recipient is
selected, as shown in step 98, then the message is stored at the mobile device 22, and the
15 mobile device 22 sends a request to a digital certificate provider for the digital certificate of
the addressed recipient of the message. Upon receiving the digital certificate, the user may
select from one of several security operations, such as encrypting the message or a session key
using the addressed recipient's public key, for example.
If the option to abort the message is selected, as shown in step 100, then the
20 messaging operation is aborted, and the generated message is not sent.
If the option to send the message is selected, as shown in step 102, then the

message is sent in the clear. Of course, the user may digitally sign the message using a private

key, and may further attach the user's digital certificate to the outgoing message.
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sel ected, as shown in step 98, then the nessage is stored at the nobile
device 22, and the 15 nobile device 22 sends a request to a digital
certificawe opowmsegler for the digital certificate of the addrasgedodseci pi ent
of the message. Upon receiving the digital certificate, the user. may

sel ect fromone of Asquprad, i @kd!midbile ABAEALD CtSormiies thaSdiging raspificng t he
nmessage or a session key wusing the addressed recipient's public key, for

exanpl e. 1hforﬁ1glﬁm@sosrtdr9cpmtt& cﬁQ&[ LertiflGiteTRRSHY ﬁleh fhe SR IS the 28 8etGHNMiFI N St ep

100, then the 20 nessaging operation is aborted, and the generated nessage

Istse nog_ Ozetﬂ{: ﬁlg tél chﬂﬁﬁc:ﬁ? S aoxyéhti 9 sgﬁgf;%{ﬁfﬁgtegﬁﬁ%&g@é g?@.f (?egtlﬁCQt% 1§1t119 wn in

nmessage | In course, the user my

o1t a el e PAEE euf%’%'aﬁ‘iﬁéu%s%wa?ﬁapsééiéggﬁ%dﬁ”@%@””h oife

PCT/ CAD3/ 00406, A{ ste if the nobile device 22 determ nes that di gital
cert|f5ca?@m1%ﬁﬁﬁ$ﬁﬁ?%ﬁ g%“??ﬁ?éd inthe digital certificate store 54, then
the nmobile device 22 determnes if the digital certificate js a valid
digital certificat# theymepisdeyase deferminggpthyy %P digntalcertificptedy p yaligdigilgl — val i d,
then step 94 is executed, and subsequent steps 96, 98, 100, and 102 may

al so be Griicaiein wab, 10ésth@tetb@mnbliﬁel9vn§9dqt¢r@m9§ @ra defaplt sqnd flaghsisbeengehvas c e
determnes that the digital certificate is a valid digital «certificate in
step 104, shblveim st¢pelQdobi | e device determines if a default send flag has been
set, as shown in step 106. If the default send flag is set, then the
nessage i s sent, a¥ tbddafiuldsandsflapis i62hen thOmEeshgd ingemfas shewdieks@pll02.send f | ag
may be done manually by the user, or nmay be automatic. An automatic

setting ofetfilyfdRid@ftult saRITthgiag®e dBe hubllyed thouseh) @r Siey bé agoradtict Ae secure
messaging flag. In one enbodi ment, the secure nessaging flag al so perforns

the functj@ik séthes stahaudthult s‘éﬁd‘ﬂaﬁ haghe tdd t&fHRBEhg 6NBOHcIRMessapthe def aul t
send flag and the secure nessaging flags are

flag. In one embodiment, the secure messaging flag also performs the function of the default

send flag. In another embodiment, the default send flag and the secure messaging flags are

separate flags that may be independently set, or as described above.

15 Sending a message via the default send flag may also include execution of
other operations, such as digitally signing the message with the user's private key, attaching
the user's digital certificate to the message, or encrypting the message with the addressed
recipieht's public key.

If the mobile device 22 determines that a default send flag has not been set,

20  then alist of Certificate Information options may be displayed, as shown in step 108. One of
the Certificate Information options may be selected by a user, as shown in step 110.
Ilustratively, the Certificate Information options displayed and optionally selected include an

option to perform a security operation on the message, as shown in step 112, or to send the

message, as shown in step 102.
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separate flags that may be independently set, or as described above. 15
Sendi ng a nessage via the default send flag may al so include execution of
ot her opeweatmsons28 such as digitally signing the nessage wPCh/GAvoumer' s
private key, attaching the user's digital certificate to the nessage, or
encrypting the nmesgagepibd tb piRraAddeasBE OperitRaioni teesagiiblsélectddeys | f the
nobi | e device 22 determnes that a default send flag has not been set, 20
then a | pdwih sfepr1ib fth&Rdn of RfoRY Bt Bpdiion® Ay BBYerfPmed &PIhaYRekag@S shown
in step 108. One"of the Certificate I'nfornmation options nay be selected by
a user, géfo Bg\ﬂlgés@%ezig S, Sy ﬁsldigise %i%x%ﬁﬁe%ﬁﬁ_@llﬁéssa @it ubdrk GAYRe kg or mation

options di'splayed and opt’i ona include an option to performa

security ratjon an .t S ' d the
reesage SRR gield FBERATTe o nEREYou bk e Bl e tnfe e

optiop to. performa securi operation on the nessage is selected, as shown
in stgp 4 ?Ss?cﬁ@ﬁlpf?ﬁbs%lﬁ“ﬁ%%'e security operations may be performed on the
nessage before the nessage is,sent, such as digitally signi t he nessage
with the user's pr]if\Sl%ftoé’th‘gS?,sen% é’&ﬁﬁﬁgﬁlstsﬁgcﬁgé’g Showy léisfeg%%ggffni LF? cate to

t he message, or encrypting the nessage wth the 5 addressed recipient"s
publ i c kaessage issens ingpe ¢leps. Pbcovessdhe wsr mpsdigitdly sign B MEsREHUSIgS PEMYYN i n st ep
102, then the nessage is sent in the clear. O course, the user may

di gi t al | kepiaghmap furthesasagethe viang digitplroexjificeie tibg outgeine massagar t her attach t he
user's digital certificate to the outgoing nessage. The process depicted in
Fig. 5 may al so beTxdaptessdiepioted & Kig.hrradyialsp be idaptedifgriaghtrality dlyeapients si ngl e
nmessage, such as when the user replies to all recipients of a nessage

pr eviiousloy a single@ndssigeatct sseviealid wetheplies @o 2P recipienadd nessege premewslyressage to
nore than one recipient. Fig. 6 is a flow diagramillustrating a nethod of
per f or m Rgreflic@ht B noBild ddvice 82 for addresses a new message to more than one recipient.

Fig. 6 is a flow diagram illustrating a method of performing digital certificate
related operations based on digital certificate related events. At step 120, the system detects
the occurrence of a digital certificate event. A digital certificate event is an event or operation

15 that involves a digital certificate, such as receiving digital certificate data to be stored in the
digital certificate store, the occurrence of an associated calendar date, or the accessing of a
digital certificate, either by the user or by an application program.

If the di gital certificate event is a digital certificate store event, then at step 122
digital certificate related data is stored in the digital certificate store and calendar data related

20 to the digital certificate data, such as an expiry date of the digital certificate, is stored in a
calendar application store.

If the digital certificate event is a calendar event, then at step 124 the calendar
application checks for the expiration of digital certificate validity periods based on the expiry

data stored in the calendar application store. A calendar event may occur when the mobile
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rel ated operations based on digital certificate related events. At step
120, the systemdetects the occurrence of a digital certificate event. A
di gital cwotBiwat e event is an event or operation 15 thatPCrrcaaBNem6 a
digital certificate, such as receiving digital certificate data to be

st ored i ndevieeis tohingd bahndeeieditdnit cAdrdasdppli@tion prlegaacdiedks iearhdaadatagsgoci at ed
cal endar date, or the accessing of a digital certificate, either by the
user or bykpaPdap Rk kg bit@RatReR®E dPoctiirehddof dic@eddl eved fol Siverkpirpdat 1s a
digital certificate store event, then at step 122 digital certificate

rel at ed dg@ Qe 5265 MR §letnMeteliGingl Fiidvalid @5 fehdoh GRESIRY QAUSaPRHlitcAkeRdar data

rel ated O to the digital certificate data, such as an expiry date of the

digi tal 01%{1@; @Js&?‘ r?theicﬁleﬁ&a?? . mP%igqﬁéiﬁﬂgé{iﬁ&?ﬁg'ale%%&) @heﬁtt@erz%mi %fe the

digital cer Icate event I's a cal endar~ event, en at step

cal endar ication.checks far the expigation of digital certificate
val i dify Ibozﬁl%figtﬁﬁglsvglé&%ﬁﬁ%ﬁ%ﬂlﬁﬁaﬁ?srlgste%g%% stored in the cal endar
application store. cal endar . event may oqccur en t he bile 24 WO
057 076628 PCT] CAG3 KD BB ARG e e “kest BB EhecHER dar
application program checks, the cal endar data for expiry data, or

Al ter nat | RTINS WARBeThe te i R tETe Spoeehia qalic 8y SN PR Perk SRy dat a.

At step 126, the systemdeternmines if invalid (by reason of expiry) digital
certifi catestficatecaccdss mnay opas athen 8 usteof ¢l mplilerdeyige addrpsses ;gsshee t@iagi t al
certificates are found, then the user is 5 notified of the invalid digital
certifi catddeess assaxtiatqsl Willga dipital cértfichiepitared indlerdigifal ceatificate\stont asipsevipudiygi t al
certificate access, then the system determ nes whether the digital

certi 10 cadescritedes sheh ths useahdcdssesabe digiclweriificast sepre &igi3eledts alpaytidudar digedrt i f i cat e
access may occur when a user of the nobile device addresses a nessage to an
addr ess assificart d stép 152, shekygeialktetbindsiif the digitalsdepiifRateliigvalib ®asddl gh thal
certificate store as previously 10 descri bed, or when the user accesses the

digital caphd bérGAtRe EtOtReBNheBliACdSiRalRiokd, Gallddy ofx@iry Akorm&®int drki cate. At
step 132, the systemdetermnes i1f the digital certificate is valid based
on the  CRL, forexample. If the digital certificate is not valid, then at step 132, the user is notified of
the invalid digital certificate.
15 Fig. 7 is a structural block diagram of an automatic digital certificate
information manager system. A digital certificate information manager 150, preferably a
software application, is stored and executable on the mobile device 22. In one embodiment,
the digital certificate information manager 150 illustratively comprises the digital certificate
loader 60 and the digital certificate information injector 62 and related components as
20  described with reference to Fig. 3.
The digital certificate information manager 150 is operable to monitor digital
certificate input events 152, digital certificate access events 154, and calendar events 156, and

to perform responding functions. For example, if the digital certificate information manager

150 detects a digital certificate input event 152, such as receiving a message 152a comprising
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digital certificate data stored in the digital certificate store, validity
or expiry information, or a CRL, for exanple. If the digital certificate
is not vawDdz/otdseh at step 132, the user is notified of wPhE/dANQd406
digital certificate. 15 Fig. 7 is a structural block diagram of an

aut omat i G dliigl derbficaRbt fcbditinl BigithIRbiIfioRE §001 578 AAGSor&Y tlep AtorAspdnding al
certificate informati on manager 150, preferably a software application, is

stored anghigxeekiedd ?npfgf‘ et dh€ fiRAbA & gé‘lerﬁx@d.ZZSxelhﬁla@n@oWin@%gi?al the

digital certificate information manager 150 illustratively conprises the

digital certf e
0 1 ol gLl LRSI ARt RE o abeRorkl btk Sl Sk o0
3 e, gt St Ll Rt 10T ORbL BN TRNAGEE B0 i ORERADLSaLE, TON O

digital e i nput events certificafe accéss’events

154, and cal endar eyents 15 and, to rformrespondi.ng functions. For

ex arrpl%e, qr fP¢4ae a’ioglei ‘%IV‘CE éPlfqu HEABS Fﬁl‘%ﬁ P%?aiﬁ%‘ﬁarr?ﬁﬁlécﬁé?gorlaégreﬁsekfoggt s a
digital certificate input event 152, such as receiving a nessage 152a
conpri si MEPLSHORNIS3/ 079628 PCT/ CA03/ 00406 a digital certificate or
receiving digital certificate data 152b to be stored, then a caorrespondi ng
digital certificat ¥ thadigital eertificats infrmpion managd 1p8 dpteess a fleiphsprifigate
corresponding digital certificate input event functions include storing
di gi tal owedss eventtSd, wal as dddresding ainesisagsl1 Séatp e #ddeess with gn agseciaterbdigitahg di gi t al
certificate data, setting a nessaging flag related to the digital

certi fi catesifichte stored xckhe digial rediificae stere) aceessipgpthe digitaleartificoe gere 184bodas a

cal endar application or address book application store. If the digital
certiffd cakRetiny Ddigidl icorificme) agatcedHEl aldigiedt tatificad gy 4 alobileddvickisofavare access
event 154, such as addressing a nessage 154a to an address with an

associ at eghpdafibh 84c, T 4 dokre§Rh8ing BRI eitifict & cels @l dndtuntidilis pdrfomdhed. St or e,
accessi ng Fhe digital certificate store 154b and 10 selecting a digital

certificab@mpPhy @re§dadiak aitlicHiitithte £REkkldnfRAM&IAYnAuIDRIiSiR] daMmicte sof tware

()

validity check and requesting a new digital certificate, notifying a user in the event of an
invalid digital certificate, or performing a security operation, such as signing the message,
15  encrypting the message, and the like.

If the digital certificate information manager 150 detects a calendar event 156,
such as the occurrence of a digital certificate expiry date, then the user is notified of the
expiration of the digital certificate.

Fig. 8 is a block diagram of a wireless mobile communication device, as an

20  example of adevice in which the systems and methods disclosed herein may be implemented.
The mobile device 600 is preferably a two-way communication device having at least voice
and data communication capabilities. The mobile device 600 preferably has the capability to
communicate with other computer systems on the Internet. Depending on the functionality

provided by the mobile device, the mobile device may be referred to as a data messaging
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application 154c, then a corresponding digital certificate access event
function is perfornmed. Exenplary corresponding digital certificate access
event furwOioenmeesicl ude a digital certificate validity chretiCaasdo406
requesting a new digital certificate, notifying a user in the event of an
invalid diegict,al twoewdy pdgeh aobé telphder With Gat@ nReRping typabiliticq hivirelessuch as
signing the nessage, 15 encrypting the nessage, and the like. If the

di gi tal agtdef ippBirRe, dth AhHBSLAMMIBRIDAAEic@Ph @R WRRES fephonyeiapdilitRyent 156,
such as the occurrence of a digital certificate expiry date, then the user
i s noti fied,gf; oAb HOR A rofeltE i oGhdeatly HBRE dihbial Robifi dbvicl,i S 2

bl ock diagra%?%bagmﬁﬁﬁgkég%%ﬁgg%ﬁg conn&%ica??%n ngbge, 35 anvmzo exanpl e

of a device in whigh. t8nddlce BBo AfhalPl hadsefl 361 SR BRIELG: G3Y, P

i npl enented. The oDl evice I'S pretrerably y conmuni cation
devi ce hayi | east. voi ce nd data conmuni catio iliti.es. The

robi | 9 ARy B rBe sy (25 ¢ e Rap aRer ryph” SRR AR n ot her
conput er systens on the |Internet. Dependi 0 he functionalit provi ded
by The. mobb e @R DA 80 o b1 8l RV L KB P e S g SR &
messagi ng_ 26 WO 03/079628 PCT/ CA03/ 00406 device, a two-way pager, a

mobi | e t €REphBRE-TARICHYIERISHCHRIBWHERIARS TR P19, @8d othergevice stbesYSERS or net
appliance, or -a data conmuni cation device (wWith or w thout telephony
capabi | i t64@s Jlhe mensaeiner6d héndludpovansmy goh regeive avtennas 016, 61 arecdiven(Rgener al | y
herein sinply as nobile devices. The nobile device 600 includes a

t r anscei Vde, $ frigsnatteri (Cxopido creseronord 3&:al ascilbtads ¥dsaplBH 284 aaligitahsipnakenor y

624, a random access nmenory (RAM 626, auxiliary input/output (1/0O devices
628, @ sairodbsopODSPORW, WitkiaythoAlach GBRora6Xlp dakmobik3tkyica 609 drchghone 636, a
short-range w rel ess communi cati ons sub-system 640, and ot her device

sub- syst gjferali§42 soffie toailecepames24fhaticat beli@sutbd By'GBinticidpdcdsesi By €
antennas 616, 618, a receiver (Rx) 612, a transmitter (Tx) 614, one or

nore | ocahnD&Ghd DS 6305, iﬁé}@ﬁg HBbioe cafhuictidint@hle$2 80 @ldata communication

module 624B, and a plurality of other operational modules 624N for carrying out a plurality of
other functions.

15 The mobile device 600 is preferably a two-way communication device having
voice and data communication capabilities. Thus, for example, the mobile device 600 may
communicate over a voice network, such as any of the analog or digital cellular networks, and
may also communicate over a data network. The voice and data networks are depicted in Fig.
8 by the communication tower 619. These voice and data networks may be separate

20  communication networks using separate infrastructure, such as base stations, network

~ controllers, etc., or they may be integrated into a single wireless network. References to the
network 619 should therefore be interpreted as encompassing both a single voice and data

network and separate networks.
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10 processor (DSP) 620. Wthin the Flash nenory 624, the nobile device 600
includes a plurality of software nodul es 624A- 624N t hat can be executed by
the m cropoesesses 638 (and/or the DSP 620), including aPCoi@®3/00406
conmmuni cation nodul e 624A, a data conmmuni cati on nodul e 624B, and a
"plurality of othahecfemaiitaionakubzpain 65 iS@s¢Nitd emnpanicasd with themetwonsl ur al ity
of other functions. 15 The nobile device 600 is preferably a two-way
communi Cgfg, OmeBYP G20 aMieAdo st 6@ raileddmmubimiamiigmild mnanddpabiliei ti es.
Thus, for exanple, the nobile device 600 may conmuni cate over a voice

net wor K, ;- sch 2%180%d celvae 6 80 @ Gna alsh @ich@lge cBhirall idformetionOwigs theand  may
al so communi cate over a data network. The voice and data networks are

depi cted, |1 fild614 gncp%céib% c?‘i?.mﬂ“'tﬂé Catd M RV RinRteatidiesRur@b GRgRNd dat a
net wor ks nay be separate comuni cat1 on networ ks using separate
infrastryucture, such.as ba st-at | : r t £l ., Or they
may b | Heegrs: ofSFAnE SRl e P Ries L A BLOR, B B v
network 619 shoul heref qore i nterpreted,as. enconmassi a single
Vol ce. antPHEH Wik iR LA STz e BT R B hcts

PCT/ CA03/ 00406 = The communi ¢cati on subsystem 611 .is used 10,180 icate with
t he net waiefatizey forrypicersomugmtrafins, ySisgs ‘fa}c{f‘ %Ogﬁ?}mé‘m}o‘?se&‘&’i’ g8 ué%msat i on
signals to and fromthe transmitter 614 and receiver 6%2, ang y al so
exchange 6tbernrhs| used togararaeonPifalify Affeequeneiss SpRSPMINEIR hE Py, edIger 612. |f
the voice and data comuni cations occur at a sin?le 5 frequency, or

cl osel y- gyihountl twetntefna$ 6 Hy GEhae depictedia Fig 8 shegiokila dovise 80Gearldhs useded i n
conjunction with the transmtter 614 and receiver 612. Alternatively, if

di f f eoentvithreigyieasteas stractereulnformteh, wbich insiudes knthrmicsiand datoinforpaiosys dat a
comuni cations, then a plurality of LOs 613 can be used to generate a

pl ural i t v @fnfunRake fting Srofhthe @spmuntkation moduld@l 1rvixt alinklbe6veen the BSP ugh t wo
antennas 616, 618 are depicted in Fig. 8, the nobile device 600 coul d be
used and the microprocessor 638.

The detailed design of the communication subsystem 611, such as frequency

band, component selection, power level, etc., is dependent upon the communication network

15 619 in which the mobile device 600 is intended to operate. For example, a mobile device 600

intended to operate in a North American market may include a communication subsystem 611

designed to operate with the Mobitex or DataTAC mobile data communication networks and

also designed to operated with any of a variety of voice communication networks, such as

AMPS, TDMA, CDMA, PCS, etc., whereas a mobile device 600 intended for use in Europe

20  may be configured to operate with the GPRS data communication network and the GSM voice

communication network. Other types of data and voice networks, both separate and
integrated, may also be utilized with the mobile device 600.

Depending upon the type of network 619, the access requirements for the

mobile device 600 may also vary. For example, in the Mobitex and DataTAC data networks,
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10 with a single antenna structure. Information, which includes both voice
and data information, 1is communicated to and fromthe comuni cation nodul e
611 vi a awbioak79ses ween t he DSP 620 and the mi cropr ocessoPCERAI3I0O6

det ai | ed design of the conmunicati on subsystem 611, such as frequency

band, comsyiedevicshReddiskied RONEHetlvEkRking 8 ifique iléntificaRAdeMberapbiateti e

communi cation network 15 619 in which the nobile device 600 is intended to

operat e. Wit eRKAALS In @Pmmakaenéé\emg GrofePer] MtRBUCLCD iOREIR witha North
Anmeri can market may include a conmuni cation subsystem 611 designed to

oper at e vyutéanté}%rh/&bbftﬁég%lt L4560, R bipRS &ﬁk@tyggm}p&@gﬁ?és'agﬁbseﬁﬂew ks and

al so designed to operate any of a variety e communi cati on

.net wor ks ’1%16%1ltligﬂ'm8§ule Awgb\-&g is IQ@BMSCI nE 8% T t%t %elate\meeﬁxgﬁﬁe ViR %p(i)] 6n geVi ce 600

i nt ended use 1 n e configured to operate W e GPRS
dat {1 K GSM v t t k. Oh
Cypos Sof G Sk, e e Sypph Eaism GO S g PP ey al oo
be util t h ile d 6 t he t f t k
1. 1 he "actolb e, 4G oPE feriba Foio R U0 e e h@qeec"a%%@u &y BRCiNary. For

exanpl e, in_the Mbitex and DataTAC data networks, 28 WD 03/ 079628

PCT/ CA03/iD0A GBS comypinicatigns qvepibe BFWORA)P st dyn gy legrlly reauifed RPeTASIORY a uni que
identification nunmber associated w th each device. In GPRS data networks,
however, sueh #oPkl’ soersrcyicallinagsoci ated with a subscriber or user of the
nobi | e device 600. A GPRS device typically requires a subscriber identity
modul e ("SI M), whidfibr dny requiped meihorknregisttationton acipiation procévrastibid beedevi ce 600
on a 5 GPRS network. Local or non-network comunication functions (if any)
may hi® opernmldte, the mobli©ddvidel680 Slalylserhiliind trdveiverodanenideion cznéf@refertablybe unabl e
to carry out any functions involving comunications over the network 619,
ot |hFr t hafcladidg bRB abite/and Aatd isipaals, opartad nediGk 61% Sihal sece¥ed by BERitgRACY

cal l'i ng.

616 from the communication network 619 are routed to the receiver 612, which provides for

such operations as signal amplification, frequency down conversion, filtering, channel
selection, and analog to digital conversion. Analog to digital conversion of the received signal
15  allows more complex communication functions, such as digital demodulation and decoding to
be performed using the DSP 620. In a similar manner, signals to be transmitted to the network
619 are processed, including modulation and encoding, for example, by the DSP 620 and are
then provided to the transmitter 614 for digital to anaio g conversion, frequency up conversion,
filtering, amplification and transmission to the communication network 619 via the antenna
20  618. Although a single transceiver 611 is shown in Fig. 8 for both voice and data
communications, it is possible that the mobile device 600 may include two distinct
transceivers, a first transceiver for transmitting and receiving voice signals, and a second

transceiver for transmitting and receiving data signals. Multiple transceiver may also be
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After any required network registration or activation procedures have been
10 conpl eted, the nobile device 600 nay send and receive communi cation
signals, woeBermsy including both voice and data si ghal PCT@EA®B/00406
network 619. Signals received by the antenna 616 fromthe conmunication
net wor k Gi&iddden 4 dubietteie hditetl GCpetaerwithiliZmowsththafonpeanhwiatibmtetwakic h
operations as signal anplification, frequency down conversion, filtering,
channel 3 alu@igild Requeadybaadial 0g to digital conversion. Analog to digital
conversion of the received signal 15 allows nore conpl ex comruni cation

functions, such ashlda&ilﬁcﬁll todﬁrawééihgkﬂeoebrﬁﬂ@lu&%m;gmstme P Bey fes med usi ng

t he DSP 620 In a simlar nahner, signals to be transmtted to the network

619 are %&cg\ﬁ&%%{j Tehaeﬂgll yeli i) &?t@éf' haranmpgxmw%g%ﬁmf @celselé@mh% by the

DSP 620 are en provi e transmtt for d to anal og
Cranar sSPBRAES tfe”s‘f%rg#%ﬁﬁﬁa%é‘%?{v%r' R sptisteh Bl B8 nA et F AN SN

Al th h t . bot h d

data co ﬁﬁmﬁé@%ﬁ?gﬁfn&%b@a@gm;mé °“”r?aeh31 o BisPeohebreEh et iy | ncl ude

two distinct transceivers, rst transceiver for transmttjng and

recei vi ngo¥&e c"ég%iﬂgjﬂ%\F%ﬂd aksel b%l 1@@8@%‘5 fy the 88 QA0 infQuder itp RIVHS B9 .and
receiving data signals. Miultiple transceiver may al so be 29 WO 03/ 079628
PCT/ CA03/sopaigBateg confiodietithe franscsiuiol & devi ce adapted to operate within nore
t han one comruni cation network or multiple frequency bands. In addition to
processing the conffhainraspronssst Gareorabliimam@rs @goutotdhe qyeisll priegionor
receiver and transmtter control. For exanple, the gain levels applied to
5 conruniofaie moebilgidgvied G000 Mank ¢y pessfenivieprobdsoramdnicra@ngmilletsepuld bdusedy be
adaptively controlled through automatic gain control algorithnms inplenented
in the DSRr& 0. alleinagvely, rodisgde DSEr620 eoultirelused gosdriyhuis teduhdioad sbthbe

i npl enented in the DSP 620 in order to provide nore sophisticated control

of the t rrﬁi@ﬁﬁ;ﬁﬂc\éﬁﬁr €811 ow-level communication functions, including at least data and voice

communications, are performed through the DSP 620 in the transceiver 611. Other, high-level
communication applications, such as a voice communication application 624A, and a data
15 communication application 624B may be stored in the Flash memory 624 for execution by the
microprocessor 638. For example, the voice communication module 624A may provide a
high-level user interface operable to transmit and receive voice calls between the mobile
device 600 and a plurality of other voice devices via the network 619. Similarly, the data
communication module 624B may provide a high-level user interface operable for sending
20 andreceiving data, such as e-mail messages, files, organizer information, short text messages,
etc., between the mobile device 600 and a plurality of other data devices via the network 619.
On the mobile device 600, a secure messaging software application, incorporating software

modules corresponding to the digital certificate loader 60 and digital certificate information

30



The m croprocessor 638 preferably manages and controls the overal
operation 10 of the nobile device 600. Many types of m croprocessors or
m cr ocontwoloBers2g&oul d be used here, or, alternatively, 2CIiICYBLIMDOEP 620
could be used to carry out the functions of the  mcroprocessor 638.

Low | evelinjedsonfiZrin Eigt B dor examplei masoperatcingdijpection Wikighe dagmeqmmiicaiion ce
communi cations, are perforned through the DSP 620 in the transceiver 611.
O her, hintules2¢B in edenu iplamewrthepgniquet destribed gbvk. as a voi ce

conmuni cation application 624A, and a data 15 conmuni cati on application
624B may be st or edThdmichprdceashcIseimoiperactd with othexdavite isaisydiymd, bueh as

m cr opr ocessor 638. For exanple, the voice conmunication nodul e 624A may

provi de gne Bisgllly b2Y Ghe BREK nichiory 624 eheORANAELE the aldikeis Mpur/awtputr(BORI ve voi ce
calls between the nobile device 600 and a plurality of other voice devices

via the gﬁ%é%l&ﬁs @ih,gfheg:rml béﬁ k30, tﬂerlk@yﬂg%%ﬂ,w{sm, 08 niGdptoge §24B nmay

provi de I'gh-1evel user interface operable for sending 20 and receiving

o2, 20l Gh e RS ubbleh oo Sanie dotaira e o

messages, and a plurality of other

data devi ia th k 619, il i
roscag: neRorit Aset il et (e ok Sexambl, IR ORALS BUACK 48 Rt ByE U ©

%Ilca ion, Tncorporati ware no
corresponding to the digital certif.icate.loader 60 and digital rtificate
i nf or mat ifalﬁm%%"ﬁe% §§/363 g8% é’“ﬁ‘f&!ﬁ/ ac%‘é%&%&’bt ace Delrep p U3 aug‘?n Ehﬁi%"%ﬁ% for
exanpl e, may operate in_conjunctjon with the data comunicatio nmodul e
5248 i 1 cleuice o0 THpimRTEGE DPRNY BERARLE S L E TIBEN GBOULeS tHRGEh e
m croprocessor 638 also interacts with other device subsystens, such as
the dilspldisplay22, wdeanringatpuipsirspPpEDat providedriwaugh dhe ausdiagy, ID) 428, the
i nput/output (1/0) 5 subsystens 628, the serial port 630, the keyboard
632, the lepeakb63263E spehier 634 rophomicredene 6be Sher intarfaprjeare depraRAtcé at i ons
subsystem 640, and any of the other device subsystens generally designated
as 642. Feheralkaasphekeybdeed/badinddg24A- N are executed by the m croprocessor
638 and may provide a high-level interface between a user and the nobile
Some of the subsystems shown in Fig. 8 perform communication-related

functions, whereas other subsystems may provide “resident” or on-device functions. Notably,

15 some subsystems, such as the keyboard 632 and the display 622 are used for both
communication-related functions, such as entering a text message for transmission over a data
communication network, and device-resident functions such as a calculator or task list or other
PDA type functions.

Operating system software used by the microprocessor 638 is preferably stored

20 in a non-volatile store such as Flash memory 624. In addition to the operating system and
communication modules 624A-N, the Flash memory 624 may also include a file system for
storing data. A storage area is also preferably provided in the Flash memory 624 to store

digital certificates, address book entries, reminder or appointment information, and possibly

other information. The operating system, specific device applications or modules, or parts
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device 600. This interface typically includes a graphical conponent

provi ded through the 10 di splay 622, and an input/output conponent provided
t hrough twe canxdeéks ary 1/0 628, the keyboard 632, the spe&kercAd34¢406r t he

m crophone 636. Such interfaces are designated generally as the

keyboar d/ theref, may betegpoguilySoared ofto 4 hiatderieay Suehms RAMEIS foffadtdr@pertidper f orm
comuni cation-related functions., whereas other subsystens may provide

"r esi dent Mageoven reteived eoimmuitition Signhle @iyl a¥so bekBmSR IRy SRSV HE M oguch as
t he keyboard 632 and the display 622 are used for both ’
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Qperating system software used by the m croprocesso ably
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the operating systemand  communi cati on nory
624 may ak$eiddaslug ' em f.o toring. data. A storage area is

al so preferably ’roglll %ec%lal“%r ?‘@Fsﬁpgglﬁ{n?@?%w t%sglfe‘fl%gg‘fhd‘r%oduﬁcglﬂlﬂ age
certifica . @SS k .entries, remnder or appointment information,
and possi %ﬁ’?/ry Og'?] %‘é&ral%’i pr?% g‘?%{‘g?l?r@ﬁfm ‘f’ﬁéa%g]éf% P Jipita) cortifipatecand sforedcingavi ce
applicati ons  or tdutoes,. l(‘)]Iraﬂ_{parts 31 WO 03/079628 PCT/ CA0O3/ 00406 thereof,
may be terﬁ?(r)(%pgﬂelr% % S YT P Bemony SR4 o1 RAMs 6%y fer example, tosprivAde Saigitdlor f ast er
operation,. .thr eover, received comunication signals may also be

t enpor ar i {FHEREEERY F Likpgordadst to agseref the prabitedeyivel690. @histmattyletd2eNiag a il e
system located in the Flash menory 624. An exenpl ary application nodul e
624N tthatlspiptepst Wih dedoisa commupicalital modsiln@da. fdembegingihohscalls pRIEONAl

i nformation manager (PIM application providing PDA functionality, such as
cal endar BRilsn¢te, andpmayialso meeracs with e daaskminaieBion Sitelile 20 et hnsgd 4 use
expiry or validity period information extracted froma digital certificate
and st or adail gpngmunications and other data transmissions. Alternatively, all of the functionality of

the voice communication module 624A and the déta communication module 624B may be
integrated into the PIM module.

15 The Flash memory 624 preferably provides a file system to facilitate storage of
PIM data items on the device. The PIM application preferably includes the ability to send and
receive data items, either by itself, or in conjunction with the voice and data communication
modules 624A, 624B, via the wireless network 619. The PIM data items are preferably
seamlessly integrated, synchronized and updated, via the wireless network 619, with a

20  corresponding set of data items stored or associated with a host computer system, thereby
creating a mirrored system for data items associated with a particular user.
Although shown as a Flash memory 624, those skilled in the art will appreciate

that other types of non-volatile store, such as a battery backed-up RAM, for example, could be

used in addition to or instead of the Flash memory 624,
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appropriate data store, in Flash nenory 624 or RAM 626 for exanple, to
provide a digital <certificate expiry or like remnder to a user of the
nobi | e dewDw®a/0@808 This nodul e 624N may 10 al so interact WCTHCAIBBIMOI Cce
comuni cati on nodul e 624A for managi ng phone calls, voice nmumils, etc., and
may al so interact ThemmbilhdevieettQ0 poymismbernariuatly &YD@E‘I)IEZGGMEaﬁl@?tSWﬁhgl ng e-
mai | comruni cations and other data transm ssions. Alternatively, all of the
f unct i onal playingthe nidbile devices00dmminiedfate coslllywiiich @o@febAhesedaltphs 630

comuni cation nodul e 624B may be integrated into the PIM nodule. 15 The

Fl ash nmemmriofiR4eyice0nra ieyseidl puit dhe Aot syseens y Bieasstidl @oft 880 nay dtebest or age of
PIMdata itens on the device. The PIM application preferably includes the
abi lity {@d368tbRAMser 6§k bieEerdhdésahioh &t ex@dah@videYr dfated applatidd) to
conjunction with the voice and data conmuni cati on nodul es 624A, 624B, via

the wir e'dsv%ﬁmak%t}i\gr Eplﬁgt@on A P ﬁlstan@cf& A & BiEfigf bRl tficats&afd essly

i ntegrated, synchronized and updated, via the wireless network 619, with a

20 corregpof A2 fibe aa%ogéﬁ%ls'v&&%oéme&ﬁggg@a RS0 Sl fRnREP

conmput er “sys creating a mr system

associ at ed gagqveﬁl%%ngﬂr]g%'@&? H435L meflol AL ARRM BB ool AR MTRRL Y 528,

t hose ski’Pf° appreclat e es of mnon:vol atil e
store, such as a bat %}iﬁlé backed-up RAM for exanpl e, couI d be wused in
addi ti on HeoViEHess REPQHL S the Flash menmory 624. 32 WO 03/ 079628

PCT/ CA03/ 00406 The nobile device 600 al so be nual I y synchroni zed
with a host systenf'Sditignahenniigationdodglss %‘%@WE@O%@P%M?‘%@W&% cradl e,
whi ch coupl es the serial port 630 of the nobile device 600 to the serial

port 16f t6A@thsegh theynstveark 6 it threpgh prauxiisey U@ sosysigm 648 Brayigh th sl Pt enabl e a

user to set preferences through an external device or software application,
to 5 dowsBoabrooghibe sizgppiangatonomninstiosesbgstan o roritirguchianypthersuiteilel to | oad
digital certificates onto a device as described above. This w red downl oad
pat h may shisysisie@42,and madllarbyensm yipthé Blashkegmory 624 or RAM 626. Such flexibility
in application installation increases thé functionality of the mobile device 600 and may
provide enhanced on-device functions, communication-related functions, or both. For
15  example, secure communication applications may enable electronic commerce functions and
other sﬁch financial transactions to be performed using the mobile device 600.
When the mobile device 600 is operating in a data communication mode, a
received signal, such as a text message or a web page download, is processed by the
transceiver 611 and provided to the microprocessor 638, which preferably further processes
20 the received signal for output to the display 622, or, alternatively, to an auxiliary /O device
628. A digital certificate received by the transceiver 611, in response to arequest to a PKS or
attached to a secure message for example, is processed as described above to add the digital

certificate to a digital certificate store in the Flash memory 624 if it has not already been

stored, and to extract and store digital certificate information in one or more data stores in the
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onto the device, which is a nore secure nethod than exchangi ng encryption
information via the wireless network 619. Additional application nodul es
624N nay We oBozdesl onto the nobile device 10 600 throughPChEAHMO6K 619,
through an auxiliary 1/0 subsystem 628, through the serial port 630,

t hrough trngh Slaioly 62330 cE&RAUAIBEIOf 2id5ilEddiEy 50EMaP4ifs codtiposdidatiligiinsany ot her
sui tabl e subsystem 642, and installed by a user in the Flash nenory 624 or

RAM 626. (QUCR efnhi®nbfhdes fnfinghtit KRPRat AL vilich isit RtbBlalcoRpleRaphanakrt he
functionality of the nobile device 600 and nay provide enhanced on-device

function Zlie}/lgb | Gold | '%Wﬁﬁi’?clﬁgsﬁ lragﬂAu N %thepgtylgp bPconiflte ApnNaERE €. Secure

comuni ¢ on applicatio my e elCectronic co rce functions and

ot her such financial .transactd I i agotels devi ce
600. \WherYIRETRSH % t}&f’elgllog’éﬁ%%@ﬁggtSgyr}ée)fﬁ%??lﬁ%% {%;%g g%%lje}g%&to rrar?eirﬁlni ca%ligon node,
a received signal uch, as text .nmessage Qf._a a ownl.oa IS

pr ocessedeBe ?ﬁ 18 @F%ﬁsel?g’?r\‘l‘%‘fwgﬁf Pé‘ﬂfaﬁ rogw)aé%{yg@a ?%‘Ece%%%g’ovﬁ rlgl%:]éng or 638,
whi ch preferablx further processes é%’the.rec?ivggesiggﬁl.for OQHPut to the
di spl ay @pgudegythumbwheplinpytdeyice, afquchpad g Xaripty 9f SWiighgs. g IQRKEIPHE SEICHA g i t al
certificate received by the transceiver 611, in response to a request to a
PKS or &te adibedromposedsdasy itemparmdy the rusery aap|then pg tigpsgspifieds Q4eralde descri bed
above to add the digital certificate to a digital certificate store in the
Fl ash mermomynudR4tianfnefwork 489 niethegtanssgipr §lden stored, and to extract and
store digital certificate information in one or nore data stores in the 33
WO 03/ 079628 PCT/ Chbi3Hh 00 40bile ddvasioOPriswperytirgdna v dicompoesgigation modesde  of
nobi | e device 600 may al so conpose data itens, such as enmmil nessages,

usi ngLot heovise bpatitibnted Zhe mbbitehlevise pOGE auiahintially sioitpltethe dalapisioexeest c
keyboard laid out in the QAERTY style, although other styles of conplete

al phanunmghitCrecd RADARAMS asUsbeRBlyt bepitn@Whe RYEIRAK 634 Yhe oy dimils be used.

User input to the nobile 5 device 600 is further enhanced with a plurality
of auxi | i @h¥mlskith dRY bGRPI2Ey aWRHBIphORY 636. In addition, the secure messaging
techniques described above might not necessarily be applied to voice communications.
Alternative voice or audio I/O subsystems, such as a voice message recording subsystem, may
15 also be implemented on the mobile device 600. Although voice or audio signal output is
preferably accomplished primarily through the speaker 634, the display 622 may also be used
to provide an indication of the identity of a calling party, the duration of a voice call, or other
voice call related information. For example, the microprocessor 638, in conjunction with the
voice communication module 624A and the operating system software, may detect the caller
20 identification information of an incoming voice call and display it on the display 622.
The short-range communications subsystem 640 may include an infrared
device and associated circuits and components, or a short-range wireless communication

module such as a Bluetooth™ module or an 802.11 module to provide for communication

with similarly-enabled systems and devices. Those skilled in the art will appreciate that
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i ncl ude a thurnbwheel input device, a touchpad, a variety of switches, a
rocker input swtch, etc. The conposed data itens input by the user nmay
t hen be twensnidseed over the conmuni cati on network 619 viPaTida@3nemnscei ver
611. Wen the nobile device 600 is operating in a voice comruni cati on node,

the 10 oyidbdinORRY &02QM adfert 3eseDdH dpecifi@iibhis aGARbIe Srdinilisd Mstitul dfy si mi | ar
to the data node, except that received signals are preferably output to

the speak@r B3t af¥leMRhECEESIMHA! R1AAE to Wifehd§ PirSohhiicaMefvHIRNARA RlrGleksby a
m crophone 636. In addition, the secure messaging techniques described

above m ght\ Dok &%g@_sari l'y be applied to voice communications.

Al ternative Vol ge or audio 1/0 subsystens, such as a voi ce nessage
recordi ng subsyster .may 15.al so be i e ed,on .t he i eyi.ce 600.

Al t hough voice or yﬁﬂ'fﬁb&ﬁéf’gtﬁgf’ysgeu %ntﬁltnq%ﬁ%m{%?cté?sgdrgrflil/%ﬁg%rgr%% :ﬁ%eﬂ'e%’drpri marily
t hrou t he speaker 634, the di.splay 622.may al so,be used to ovi de an
oot ARG AtoeA ROt G Al dey e SR B B B o ce

call, or other voice call related infornatiaon. For, exanple, the

mi cr opr octE@Bed sRYIe PPHHGAFSHHERE SRntvihe fyseeend (rsthod d@@ﬁﬁ?ﬁﬁ?@%‘tr’i‘%’rﬂsﬂod ul e
624A and the operating systemsoftware, may detect the caller 20

i dent i fi ceetimplemented imeiberaresging alignis eludinsleskiep a4 IAPORGEMEREHVEIDSt on t he
di splay 622. The short-range comuni cati ons subsystem 640 nay i nclude an

i nfrared netiearkedkcammuitea systeoisané dthet typasiof siespaging oiqatsnent s, or a short-range
W rel ess comuni cation nodul e such as a Bl uetoothTM nodul e or an 802. 11
nodul e to provi de fThe dpitahranificat informativn losigersysten mayarsbbednigstidas and
devices. Those skilled in the art will appreciate that 34 WO 03/079628

PCT/ CAD3/ Q4 @it névBUate ktoft datrica At cr&fsd. obly undef efitainoaditionsplepsiting fiponat i ons,
avail able fromthe Institute of Electrical and El ectroni cs Engi neers,

rel ating {nibdi@kieSSruBRIBANALS ABRagifE Wik st RBCpriferfeftedS For &ANple, if a
respectively. Variations of the system and nethod di scl osed herein may al so

be used. ﬁ@gsaging client is an email client but a digital certificate does not contain an email address,

then a contact information storage system may be configured such that no new address book
entry would be created, since information required for messaging operations is not available
15  from the digital certificate.

Figs. 9-11 describe additional communication systems in which a digital
certificate information storage system may be used. Fig. 9 is a block diagram showing an
example communication system. In Fig. 9, there is shown a computer system 802, a WAN
804, corporate LAN 806 behind a security firewall 808, wireless infrastructure 810, wireless

20 networks 812 and 814, and mobile devices 816 and 818. The corporate LAN 806 includes a
message server 820, a wireless connector system 828, a data store 817 including at least a
plurality of mailboxes 819, a desktop computer system 822 having a communication link

directly to a mobile device such as through physical connection 824 to an interface or
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5 exanpl e, although a wireless nobile conmmuni cation device is shown in
Figs. 3 and 5 and described as one possible nessaging client, the system
and met howodBsTdéesed herein may al so be inplenented i n oPh@rCAvwSs@gi Ng
clients, including desktop and | aptop conputer systens, networked conputer
syst ens adhntdi 826, aiPLFirelbss VDS RYicNB2C Operation of Thesysteiin Bil. Tieddscriiedat e
informati on storage systemmay al so be configurable, 10 such that new data

store entyd®swith GratRake the MMsdacky¥36I 833004 8861 condi tions, depending upon
comuni cations functionality otg a nessaging client or user preferences. For

example, if a nesqﬁgic&aP&LJ §fend §022R, FFRixhmble] Qtrl'aﬁ)é Hdedady & %ﬁ?}ﬁfor mat i on

certificate does not contaln an enal addr ess, a cont ac

Storage Syl MerP®afoRtd BiChe it B3V ARBORY ALLDERTLORM Y 1Y ViUl d

be creat €@ ISin ion required nmessagl ng opera not
available 15 fr igit cerdd fi.cate. Figs. 9-11 descrd be .additional
commum cafoPBit g)}}lg{%{t&? %qcﬁl V%}’ﬁn?hp & ‘%‘%ﬂgi‘At@ aﬁ‘éeel’ T ORREE RE %géréalfl?yobﬁ st or age
systemmay be used. Fig. 9 is a blo i agr am show an exanpl e

R A1 Rt R e R I R o e M s e 2 S R
WAN 804, corporate LAN 806 behind a security firewall 808, wreless

i nfrastruke g]\f 804 thropgh al-aNor oernetwask danymoderymebile devices aregpabled fofeyi ces

816 and 818. The corporate LAN 806 includes a nessage server 820, a

wi rel ess eonersion bra WY dvoughgarieusdaftagtrentyse andigareyyayeraegemynistsolthaa die a
plurality of mail boxes 819, a desktop conputer system 822 having a

comuni catdngtel syskem 802 reqyt dlso hecn raobidpldeviee. devi ce such as t hrough physi cal
connection 824 to an interface or 35 WO 03/079628 PCT/ CA03/ 00406

connetd or 826, and ThewipelaedsANVBOD isautilbrstrBB2. expple af b omtal, sériv-tasedt em i n
Fig. 9 is described below wth reference to the nessages 833, 834 and 836.
The conpuinedsagiySéyeidindha haSbech @habieddomkigslesd chdplufipatice SKlicorratPBANL 0p

conmput er system configured for connection to the WAN 804. Such a conputer
SYySt em NMBYHE may be referred to as a “host system”, in that it hosts both a data store 817 with mailboxes
819 for messages, as well as possibly further data stores (not shown) for other data items, that
may be sent to or received from mobile devices 816 and 818, and the wireless connector
15 system 828, the wireless VPN router 832, or possibly other components enabling
communications between the corporate LAN 806 and cone or more mobile devices 816 and
818. In more general terms, a host system is one or more computers at, with, or in association
with which a wireless connector system is operating. The corporate LAN 806 is one preferred
embodiment of a host system, in which the host system is a server computer running within a
20  corporate network environment operating behind and protected by at least one security
firewall 808. Other possible central host systems include ISP, ASP and other service provider
or mail systems. Although the desktop computer system 824 and interface/connector 826 may

be located outside such host systems, wireless communication operations may be similar to

those described below.
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5 connect to the WAN 804 via an ISP or ASP. Alternatively, the conputer
system 802 may be a network-connected conputer systemthat, |ike the
conmput er woIBEMedR2 for exanple, accesses the WAN 804 t hPOWEA0a/ 00400 Or
ot her networ k. Many nodem nobil e devices are enabled for connection to a

WAN t hrough vari oughé edrpéate TIAN S06EmPRENER HIRWALIRE EcngRsENitem 83astaRat t he
conputer system 802 nmay al so be a nobile device. 10 The corporate LAN 806

i's an illusddiAld Wikl &X asitheniSioRs GEMidzRbmpSRhY FhicRIEFormABF SAGLRGaRY St €M
t hat has been enabl ed for wirel ess comruni cati ons. The corporate LAN 806

e T e T i

817 with a as possi further data

stores (ngt s hovm‘)er f8§q 6%21% rigﬂ%%g %gihr;[&g@ﬁgysge?na %8 Wseg) %o 3§ tusteé%%e(l) cteEleCei ved

. NesSAge Sel ]
fr om nobi P& FEVICES Wi 'rel'ess connéector Syst em 828,

Commurh cobRRE S C 90 P RAaL BORAeSO B COR oG N BUADI e devi ces

816 and 818. In npre general terns, a host systemis one Qr nore conputers
at, with,onsrormerewiglessgetvsks §i2and §ig- c Fhewirglyss connectenysier {98 maydeam i s
operating. The corporate LAN 806 is one preferred enbodi ment of a host
syst em i f¢PHRicEAMPINSYRS 8 messpging gystesn, gs shopp &y Fig chpimetinsteadde pgrtigh ®i n a 20
corporate network environnent operating behind and protected by at | east
one securéntiyely fipqorpaedtdd BOBothe) panmprgeation | sgstere rompbnehtss t Feryexempie, thecl ude .

| SP, ASP and ot her service provider or mail systens. Although the desktop
conput er syshgmdRt F0dmantisnoi@ced aosuiecto prog, napplicatien,| ac edragbnenit si de
such host systens, wi reless comrunication operations may be simlar to

t hos el @ esigipldtshtibe tevwired€ss \dGhi3od §Eeat 8BX. Thofidns Hi¥ebBbor sbhe & allpgriat e LAN
806 inplenments the wirel ess connector system 828 as an associated w rel ess
communi cafuh&fnaipabl i ng conponent, which will normally be a software
program a software application, or a software conponent built to work with

at |east one The message server 820, running on a computer behind the firewall 808, acts as
the main interface for the corporation to exchange messages, including for example electronic
mail, calendaring data, voice mail, electronic documents, and other PIM data with a WAN
15 804, such as the Internet. The particular intermediate operations and computers are dependent
upon the specific type of message delivery mechanisms and networks via which messages are
exchanged, and therefore have not been shown in .Fig. 9. The functionality of the message
server 820 may extend beyond message sending and receiving, providing such features as
dynamic database storage for data like calendars, to-do lists, task lists, e-mail, and

20  documentation, as described above.
Message servers such as 820 normally maintain a plurality of mailboxes 819 in
one or more data stores such as 817 for each user having an account on the server. The data
store 817 includes mailboxes 819 for a number (“n”) of user accounts. Messages received by

the message server 820 that identify a user, a user account, a mailbox, or possibly another
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nmessage server 820. The wirel ess connector system 828 is used to send
user-selected 5 information to, and to receive information from one or
nore nobiwe odeweees 816 and 818, via one or nore W rel esPChatAWBOI®D6 812 and
814. The wirel ess connector system 828 may be a separate conponent of a
messagi Nthdgpess BBdciaA&] w110 Waser,mcdudt ordmaithox BEY, as Asiesade treipfet isitglidajly or
entirely incorporated into other conmunication system conponents. For

exanpl e, ¢&ed inMRSDRPoSALYRRiILBR819EYa MBGANOidERsed tSRPR € ifiéndgiram
application, or conponent 10 inplenenting the w reless connector system

828, por tdlﬁﬂﬁutfoﬁq{s? Hen BpieSEHTRe QimedhdssaE nid F}/"Be stobdaGh 'rri?)&aﬂhhﬁ ¥ne hiifoRESSage

server 820, running on a conputer behind the firewall 808, acts as the

mai n int ef{lba%qte;n%{wélﬂghﬁicﬁgsg%e %2&)%&%@@9 1@%5 §eh z} fﬁggs%' 4 for

exanpl e éctroni ¢ arl ng ectroni c
docu and ot her

0 e& 82 ab net. The
par t1 cul v eeaiea s b adaushd B e netﬁ% 3 Bal e gtﬁ%o n the
specific t e of ssage.. del i ver neqhanl q% e rks Vi a %h
s sages HRUTER G YEHIIS eI & TH @%} 4t BB RSP o The
functionality of the nessage server 820 extend beyond ssqg sendi ng
and r ecei SAFnBser hemiscaseus & malbey fELangdts C‘é&}?{’ésrﬂslf‘gﬁé‘i‘eéﬁ‘ﬁ% ‘?“6? ge f or
data |li ke calendars, to-do lists, task lists, e-nmail, an
docurent aasiMisrosefs Ogdekrarhets armewmmw PEFaE 08 a?Gcwdw %9 @eskOPmal |y
maintain a plurality of mailboxes 819 in one or nore data stores such as
817 for eaniputeseystinadRhgonneciad dothetLAN 80he AdtboughronlyTone desktep coyppites 817
i ncl udes nmi |l boxes 819 for a nunber ("n") of user accounts. Messages
recei ued $yptemtd20 isEweage Fipe P vbose8Rilled hathe pud evill mpprecateither 3 LANUgmeallyccount, a
mai | box, or possibly another 37 WD 03/079628 PCT/ CA0O3/ 00406 address
associ at eghnwdishmahyUde€kiop,aoebudk, and lapeipl ddmpuBdi ystenss. Edok isageingelibpi ent i s
typically stored in the corresponding mailbox 819. If a nessage is
addr essedydiRafipickisfds@ rhBbPS ®MhrSug thémessage server 820, although in some systems, a

messaging client may enable direct access to the data store 817 and a mailbox 819 stored
thereon by the desktop computer system 822. Messages may also be downloaded from the

15  data store 817 to a local data store on the desktop computer system 822.
Within the corporate LAN 806, the wireless connector system 828 operates in
conjunction with the message server 820, The wireless connector system 828 may reside on
the same computer system as the message server 820, or may instead be implemented on a
different computer system. Software implementing the wireless connector system 828 may
20  also be partially or entirely integrated with the message server 820. The wireless connector
system 828 and the message server 820 are preferably designed to cooperate and interact to
allow the pushing of information to the mobile devices 816, 818. In such an installation, the

wireless connector system 828 is preferably configured to send information that is stored in

one or more data stores associated with the corporate LAN 806 to one or more of the mobile
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distribution list, then copies of the same nessage nmay be stored to nore
than one mail box 819. Alternatively, the nessage server 820 nmay store a
singl e copY wBH7®eEh a nessage in a 5 data store accessi bl eCraAaBo4wb t he
users having an account on the nessage server 820, and store a pointer or

ot her i deaévide 816,i818,aBgH &6 icpipefite firewdi 80800d8idthe WANBPH @ ordRE &RYI NQ
systenms, each user then accesses his or her mailbox 819 and its contents

using a MpEERGINAEvdEkd N} 813UEH: exBmpM LlsQSRA hasAalab @Rkt M6 abRLiHSd MafitRk, Whi ch
normal |y operates on a PC, such as the desktop conmputer system 822,

connect edgjdlkiiedabLth8 @67 H{A‘kBIQ@H% aQtibYe Qé’ﬁcedﬁﬁ:ﬁtané:O@&E&fbe&‘%o@éfﬂ em 822

is showmn in Fig. 9, those inthe art wll appreciate that a LAN

typical| ymegsg%ts?i%cgl%e e%@éﬁe‘%@rve@b%%&tﬁggﬁsgl %E’cgﬁgt r%%% A 103 St ens.

Each nessagin Ien normalTy accesses a hrou nmessage

ccess Lo PRE A EH aphRr TR £ R e 16V Bocdl SR PR e

desktop ¢ uter_ s m 822. Mess al so be downl oaded from the 15
data stor ge gf7Sich 2 gﬁ%&?ﬁ”&%&rﬁceﬂ gg’é therm Sﬁ"egeéé‘é’ﬁrtgt?ﬁ apg gTRddY thwéetfém 822.
Wthin the corporate LAN 806, the w re|l ess connector sgsten1828 operates in
conj unct i BRI HOrpePisesbindetestsd hyrthewielespiranigcios Fusiean BEhnWeewro digst em 828

may reside on the sane conputer stem as the nessage server 820, or may
i nst ead boser’ AplobHeAevees A gl]?nSdmer enetioredipspigpiesentsyas traph” IERshazaaenging

i npl enenting the wireless connector system 828 may 20 al so be partially or
entirely ienhragreatThd wiiddss tdrmestosysign 838 maging20 emphy alfpull] eslmigeninect or
system 828 and the nessage server 820 are preferably designed to cooperate
and i @0 er atichfitems stbied\in & hailpoxsdiioraee seht to afnabitatiévdde 816 of RES REdhdie: Wavi ces
816, 818. In such an installation, the wreless connector system828 is

pr ef er abl yeqe@nbt geegbptatisentdd 0disy B mddile dBdte, i08 seth® t@dbihation ¥A®o@I NOI €
data stores associated with the corporate LAN 806 to one or nore of the
nobi l e 3@ MERR3/ 079628 PCT/ CA03/ 00406 devices 816, 818, through the
corporate firewall 808 and via the WAN 804 and one of the

The use of a wireless connector 828 thereby enables a messaging system
including a message server 820 to be extended so that each user’s mobile device 816, 818 has
15 access to stored messages of the message server 820. Although the systems and methods
described herein are not restricted solely to a push-based technique, a more detailed
description of push-based messaging may be found in the United States Patent incorporated by
reference above. This push technique uses a wireless friendly encoding, compression and
encryption technique to deliver all information to a mobile device, thus effectively extending

20  the company firewall 808 to include the mobile devices 816 and 818.
As shown in Fig. 9, there are several paths for exchanging information with a
mobile device 816, 818 from the corporate LAN 806. One possible information transfer path
is through the physical connection 824 such as a serial port, using an interface or connector

826. This path is useful for example for bulk information updates often performed at
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wi rel ess networks 812, 814. For exanple, a user that has an account and
associ ated mail box 819 in the data store 817 nay al so have a nobile

devi ce, swoh3am686. As described above, nessages recei vedThaBheloressage
server 820 that identify a user, account, or nailbox 819 are 5 stored to a

cor r espongitiazatitn biaaxobB2 Qeide 316£818B5 pcrideicalBy Witth a8g4} of 4 fnobilddeeice BEG a nobi l e
devi ce, such as 816, nessages received by the nessage server 820 and stored

to the usaR'iSworltlilaPAonPhldr §s@niih efearabkys, dehas thedodputbtt9stivh BED. s
connector system 828 and sent to the wuser's nobile device 816. This type

of functionabie!l dERRP&SENSPRM aayﬁbamfﬁsﬁlg@%aﬁg%agma sucth%fcﬂﬁﬂegﬁkﬁx asdhe

Wi rel ess conhector system 828 may i nstead enploy a "pul technique, in 10

whi ch it esgﬁ?li)%grcgﬁeeg@d & z{@’clcllp Rf(or%iign &hich t%i%toﬂ& Qeaﬂcerﬁg,i él% gf\f)'rqr%galc 6 or 818

responsi ve uest or access operation made using t e devi ce,
or so nbi nation of. b techni ques.. The use .of a wreles gnnect or
528"t er oy Pt Emerio Somet SEE B R v R o Rt iR s680 "520 1 o
be extended so that ch user's nohi evice 816, 818 ha 5 access to
otor ed meSemgessBEm 23 s boflle S b e S GHeifea ity FhetLhes LRNERG: et hods
described herein are not restricted solely to a push-based techni que, a
nore det eyEY SUledTPE B FNYBHOD g5 ngﬂéls%}%ﬂ%ﬁ% Layi gagpointsy With thsudrgkioR t he
United States Patent incorporated by reference above. This push technique
uses a Wwiqogipaiss systeefidl gr @E@G@lﬁ%‘g}ly Eswpigm sypfras dgisal pertifientesta@éhni que to
deliver all information to a nobile device, thus effectively extending 20
the conpatBldirewall 808 to include the nobile devices 816 and 818. As
shown in Fig. 9, there are several paths for exchanging information with a
nobi [1® devi ce 816, PB{fe kayerehahge wngploy iyeicdl Abhn8Eiton 8O endothe sannbaorianf or mat i on
transfer path is through the physical connection 824 such as a seri al

port, usiif@rfase §20hBsWtRe0f deiRbp esihsiter sPlén 8ning njpdill déScelBI6bu81&0r exanpl e

for bulk information updates often perforned at 39 WO 03/ 079628
PCT/ CAO3/ 994@6least one identity for accessing all encrypted and/or signed mail. The user’s desktop
computer system 822 and mobile device 816 or 818 can also thereby share private keys so that
either the host system 822 or the mobile device 816 or 818 can process secure messages
15  addressed to the user’s mailbox or account on the message server 820. The transfer of digital
certificates and CRLs over such a physical connection is desirable in that they represent a
large amount of the data that is required for S/MIME, PGP and other public key security
methods. A user’s own digital certificate, a chain of digital certificates used to verify the
user’s digital certificate, and a CRL, as well as digital certificates, digital certificate chains and
20  CRLs for other users, may be loaded onto a mobile device 816, 818 from the user’s desktop
computer system 822. This loading of other user’s digital certificates and CRLs onto a mobile
device 816, 818 allows a mobile device user to select other entities or users with whom they

might be exchanging secure messages, and to pre-ldad the bulky information onto the mobile

device through a physical connection instead of over the air, thus saving time and wireless
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initialization of a nobile device 816, 818 or periodically when a user of a
nobi | e device 816, 818 is working at a conputer systemin the LAN 806,

such as twe osompet er system 822. For exanple, as descri bedTatesey40l M dat a
i s commonly exchanged over a such a connection as a serial port connected
to a cradla@dwidttorhedRGBcuidlingdlagd isTeEdived fbBYbra€bSskht to8ddh oy udes, glvaead. S The
physi cal connection 824 may al so be used to transfer .other information from

a deskt opthe QPSS gifY S @iaR3Lt0 e dGeiMidd RscdNionE oBhére CRIS, CRDGhidI Ng
private security keys ("private keys") such as private encryption or

digital shgnalyibg KQYas5s Koiddl Sheld tB syé?&nsdﬁr?d(ﬁ@fﬂodsc §hed¥hem 822, or
other relatively bulky i nformation such”as digital certificates and CRLs.
10 Priva1$g§§% exchange usi ng the physical connection 824 and t he connector
or interfac §26 al lows a user's desktop conputer system 822 and nobil e

devi ce. 816 or 818 share at |least one.identity.for accessin I
encrypted and/ or si &nn§ﬁfﬁ°$ﬁ§mﬂs§Peg“@&?&?ﬁ H@SW%%?%?5§§§%8%#822 and
nobi | e device 816 or. 818 can al so_therepy s e private keys so that

ei ther tHEs Na%?eegyge@éww%r Biesspgre rppnat %eé\rﬁé%ss&iﬁe Wl%@gsé%%ﬁ SP¥dcess
secure nmessages 15 addressed to the user's mail box or account on the
nmessage s®OvemobdgdevingedlGadSier of digital certificates and CRLs over
such a physical connection is desirable in that they represent a |arge
amount ‘of the dat aAnhther ingthpdpnidpte ¢xfhopgesyith N mebdp davieescilhend Blibisi ¢ key
security nethods. A user's own digital certificate, a chain of digital
certifi caivesthesgdthtangh dreiWiselesh@nnecswsyseent® 2§ and bsipgthe WinclesstneiwaakeB12 CRL, as
well as digital certificates, digital certificate chains and 20 CRLs for
ot her 1us edmnd 814raAs shewh el g, tistcould involve b &Vickdass VENGdfier 83231 dvaidabldiheheuser ' s
desktop conputer system 822. This |oading of other user's digital

certifi cadepSorR306, IRl BteMat @1y a tfaditibeal WIEN ic6heSidh, to §lBlead inB¥drueura®inl € devi ce
user to select other entities or users with whomthey m ght be exchangi ng

secur e NEEg3ERIdes @ thidrficOiRmb 8AHokRBreRIY Kerwbil QlcHBs 81N TREWGrelBeVORDI | €
devi ce through a physical connection instead of over the air, thus saving

time and P%(e?k@sﬁrovﬂgs for creation of a VPN connection directly through a specific wireless

network 812 to a wireless device 816. Such a Wireless VPN router 832 may be used in

15  conjunction with a static addressing scheme. For example, if the wireless network 812 is an

[P-based wireless network, then IPV6 would provide enough IP addresses to dedicate an IP

address to every mobile device 816 configured to operate within the network 812 and thus

make it possible to push information to a mobile device 816 at any time. A primary advantage

of using a wireless VPN router 832 is that it could be an off-the-shelf VPN component which

20  would not require wireless infrastructure 810. A VPN connection may use a TCP/IP or
UDP/IP connection to deliver messages directly to and from a mobile device 816.

If a wireless VPN router 832 is not available, then a link to a WAN 804,

normally the Internet, is a commonly used connection mechanism that may be employed by

the wireless connector system 828. To handle the addressing of the mobile device 816 and
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WO 03/ 079628 PCT/ CA03/ 00406 bandw dth when a secure nessage is received
fromor to be sent to such other users, or when the status of a digital
certificawe m3m746e8 be det erm ned based on one or nore CRLsSPCTRIAIBaGHE
status checks can al so be avoi ded where the systens and net hods descri bed
herein argy ofEPlegWiRM inferthd® AN, WikE$ B FARkOBI0 & YREerdbly @seds TheeSsagi ng
systens, a physical path has also been used to transfer nessages from

mai | boxes,B1Qs AFSQRIALES Mhiy ki JTRSSADE nPS IKely wiltdlls hwBRbL! BcAliayhces 816
and 818. %‘ﬁﬁ%‘%ﬁer rretchod for }}c}aata exchange vvitﬁ] t he ?mbi | e devi ceg 816 and

818 is oyer idg,d &écsk L%% Qy@%’ Ité)% b%gﬂ %gﬁtgﬁg&%@ﬁx;o?ﬁs. $Y w88 8d@oARd using

the wirel®ss ‘Networ own In Fig. 8 this could

[ I W t 832, if [ Le.kn the. : , :
Al or nat (Ve 015 509 bt kiR okt B P BB P BRTRIREGRE, 7F 10

that provides, gn interface tq one ar r.e wi.rel ess networks such as 814.
The WPr el tBQSIIgHARS btegtﬁe%gasgﬁﬁ‘uﬂ‘?so&\?fl%&mn‘%élf d2¥i&St i on of a VPN connecti on

directly through a specific wireless  network 8 to w rel ess, device 816.
Such a Wrel ess VPNPWw#litspf epgpectigys tB@“G@%d‘ef“f?ﬂié%gé?ﬂ @ﬁ&?ﬁy RPRYERL:a stati c
addressi ng schene. For exanple, if the wireless network 812 is _an_ |P-based
Wi r el ess indnding, fior exareple.IBRY, Hiowe Relsy ok lgennspiings hsingshe HaP/Eetecq Bsededi cat e
an | P address to every nobile device 816 configured to operate within the
net wor k Shughnat thh iikerneta Kbe wirelpssasiwires 818 apl &K cowll erpiesentdisting, wiqwebi | e
device 816 at any time. A primary advantage of using a wireless VPN router
832 i s t haid unfelacdunktivdokes, anthef doutdrepreteeat the 3dRN neovrplomeaiifferaiticoint®s, andul d not
require wireless infrastructure 810. A VPN connection rmay use a TCP/IP or

UDP/ | ) comaesdanf bf diffedd thyes of netw kg eschaiigeimt hot lindted o déte-centdc winkledse devi ce
816. If a wireless VPN router 832 is not available, then a link to a WAN

804,  norfEkbis, hBRe B8 Rtkless fetWorke) HHE BlAl-mbdle dete@RRAEAt icam suppef dsths m t hat
may be enployed by the wirel ess connector system 828. To handle the

addr essi ng,; of .l R&a E&Qﬁl{lﬁcgﬁ)\ﬁg §6er BkBaB6r similar infrastructure, such as any of those

described above.
In some implementations, more than one over-the-air information exchange
15 mechanism may be provided in the corporate LAN 806. In Fig. 9 for example, the mobile
devices 816 and 818 associated with users having mailboxes 819 associated with user
accounts on the message server 820 are configured to operate on different wireless networks
812 and 814. If the wireless network 812 supports IPv6 addressing, then the wireless VPN
router 832 may be used by the wireless connector system 828 to exchange data with any
20 mobile device 816 operating within the wireless network 812. The wireless network 814 may
be a different type of wireless network, however, such as the Mobitex network, in which case
information is instead exchanged with the mobile device 818 operating within the wireless

network 814 via a connection to the WAN 804 and the wireless infrastructure 810.
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41 WO 03/ 079628 PCT/ CA0O3/ 00406 any other required interface functions,
wireless infrastructure 810 is preferably used. The wreless

i nfrastr wouwse7%19 may al so determne a nost |ikely wrel @€3/smo10k f or
| ocating a given user, and track users as they roam between countries or

networks. In wrel a¥grdiioh sahksstefiit RigaSwillndwebddesBdbkd usiag segaspiebfannor mal |y
delivered to and from nobil e devices via RF 5 transm ssi ons bet ween base

stations ammtnlfe@sarg@@sj LntdRW hEEompitd? ke 86%n&>£dd§;@§eae@£ﬂ1&a%né@a ehie! ess
networks 812 and 3814 may be provided, includi ng, for exanple, [SDN, Frane

Rel ay or {1y GaRAE aﬁﬂtajc&ﬁ'lﬁt A4d h{&ﬁbéﬂ'@ﬂ;ﬂé i tal%'Eo‘i’é 5%9@ 1&fSith thd BEQ%,I&QBH& the

| nt ernet. The W reless networks 812 and cou repr esent tinct

uni que E&Q{ a?h%%ﬁ‘éjd&zé "%%‘%%mgr I‘fo%¥er081§ie?r{1£1Fle 89 ?e“é%ti'ﬁ?t%rgdélﬁ gjetwork in

dlfferent co ries e any of eren ypes o wor ks,

i ncl udi ng..put not m t at a- ce Iess t WO

voi ce- %en{lﬁf%aw Plélpgssegoﬁ%t%lﬁﬁ anghiva © WP‘??}%@ %‘é’f‘%ﬁ?gweteﬂgﬁecggﬂmgupport
both voi dat tjons oyer the sane or sjmlar

infrastru W% I%EFE% a@ﬁ’% néﬁ“’“’t@‘?’o‘i@“’“ﬁ@?&"?%‘iﬂ’r% 8S28r n some

i npl enentations, nore than one over-the-air information excha

mechani sm may be pridy PRl messaen@3 e tniama the compyte estem §92pjagh Ag@“exarml e,
the nobile devices 816 and 818 associated with users havi ng mai-| boxes 819
associ at ethawbe fillinethe cles cwsignesd with 2 digitaleigaaigre andboreaery3ed depeadipghpangur ed t o
operate on different wireless networks 812 and 814. If the wireless

net wor k 8th2 psuliioplar nessigingsschaink wsd.i Fay,exarthpgln, if the compuidregseryBOP isepabier 832 nay
be used by the wirel ess connector system 828 to exchange data with any 20
nmobi | €0 defursguiklficscygdigaking §/MIMIE itirenttiece- kil elessge 338 map b&sigded, endlyptedd r el ess
network 814 may be a different type of wireless network, however, such as

t he Mobi t exbosiet work, in which case information is instead exchanged with
the nobil e device 818 operating within the wireless network 814 via a

connection to the WAN.8 %ss@é@ stidh&s %glﬁ)’nﬁﬁﬁl s dadRh A ST, RFE4S): headers

and MIME body parts to define the format of the e-mail message. These techniques are all
well known to one in the art. The e-mail message 833 arrives at the message server 820,
15  which determines into which mailboxes 819 the e-mail message 833 should be stored. As
described above, a message such as the e-mail message 833 may include a user name, a user
account, a mailbox identifier, or other type of identifier that is mapped to a particular account
or associated mailbox 819 by the message server 820. For an e-mail message 833, recipients
are typically identified using e-mail addresses corresponding to a ;mer account and thus a
20  mailbox 819.
The wireless connector system 828 sends or mirrors, via the wireless network
812 or 814, certain user-selected data items or parts of data items from the corporate LAN 806
to the user’s mobile device 816 or 818, preferably upon detecting that one or more triggering

events has occurred. A triggering event includes, but is not limited to, one or more of the
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42 WO 03/ 079628 PCT/ CA03/ 00406 Operation of the systemin Fig. 9 will now
be described using an exanple of an e-mail nessage 833 sent fromthe
conput er wIBEMeA2 and addressed to at | east one recipi eRCT/dx8/00My6 bot h an
account and nail box 819 or |like data store associated with the nessage
server 8fflommg: screpnisatepadfiovtianat Hisér’ onet@drBed dampoteesystetrtfe2 glisvandectims sage 833
is intended for 5 illustrative purposes only. The exchange of other types
of 1 nf or maf thenseb's tnwbddea déviee 816 bPBI8atam the AlterB6 826 opreeéiprodhlcymmhisiseanabl ed by
the wirel ess connector system 828. The e-nmail nessage 833, sent fromthe

conput er gymtLALERZlevica 81616r MM 84ost shAdm leesthibdndingdné BEmEik Rksagy Si gned
with a digital signature and/ or encrypted, depending upon the particular

nmessagi NYsefleithetsithystERl EXRMRN Rirclbds chbARcOP ERENEE2EMS 8MRBRGLdngenabl ed
10 for secure nessaging using S'MME, then the e-mail nessage §33 may be

signeds e IRTal ~ TR ' il Rl se
tradit?ona né%%%ngﬁgggg&%ggﬁé?gakgh %?%%%E% §ﬁ§§$§% todgg?ﬁﬁghgﬁg f or mat

f th - mai | i | I [ h
o NS & TR 530 RS BEL AERAREAL) cnltPhls dkDOND LR 00R, L1 the

art. The e-numil nessag ve nessage server

toreq.  aleBhd P iRoUs

xes 819 the e- ié)nes 83 h g be
S rs busatie Aa o REDLE I S SIBE553 may
i ncl ude a_user name, a_yse ccount, a nmailbox identifier, or other type
of i denti PFERcHYHMRd & de &éﬁ\b@%@ i%aew Yo ey ireless GUARECOLPSER SO mai | box
819 by the nessage server 820. For an e-nmmil nessage 833, recipients are
typi cal | ythegesrrienseef ajdggegng cypnt for ymgbilecdssice uisr.datgisAgsslesteddyshaiser account
and thus a 20 mailbox 819. The wirel ess connector system 828 sends or
mrron§, eieprefprablyisent|te e usertsaetide device. dn tiglexamplerof Hiere-majbmesseageddBed dat a
items or parts of data items fromthe corporate LAN 806 to the user's
nobi | e dewisomi@liBator trigd@ingmveritdrabdenp defpoted.dbe extvalngf théaiessogee833rat rimr e
triggering
message server 820 is detected by the wireless connector system 828. This may be
accomplished, for example, by monitoring or querying mailboxes 819 associated with the
message server 820, or, if the message server 820 is a Microsoft Exchange server, then the
15  wireless connector system 828 may register for advise syncs provided by the Microsoft
Messaging Application Programming Interface (MAPI) to thereby receive notifications when
a new message is stored to a mailbox 819.
When a data item such as the e-mail message 833 is to be sent to a mobile
device 816 or 818, the wireless connector system 828 preferably repackages the dataitemin a
20  manner that is transparent to the mobile device 816 or 818, so that information sent to and
received by the mobile device 816 or 818 appears similar to the information as stored on and
accessible at the host system, LAN 806 in Fig. 9. One preferred repackaging method includes

wrapping received messages to be sent via a wireless network 812 or 814 in an electronic

envelope that corresponds to the wireless network address of the mobile device 816 or 818 to
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events has occurred. A triggering event includes, but is not limted to,
one or nore of the 43 WD 03/079628 PCT/ CA03/00406 follow ng: screen saver
activati owoas/omeeser' s net worked conputer system 822, di secmraesihone of the
user's nobile device 816 or 818 fromthe interface 826, or receipt of a
command S@Kith the MRage BOBIbk Serfl S Wil RatBkby, OtheBrbBackapihd1Reii08s conldBeaied, 0 st art
sendi ng one or nore nessages stored at the host system Thus, the wreless

connect or g3 8¢ §IERRAIPERY TR Hrabpihg gé%ﬁl'u&lgas D Save Eﬁpﬁc@ﬁﬁ? (iiréf&r@lgly wisbh the

nmessage server 820 such as recelpt of a command, or with one or nore

net wor ke o
d|sconneg?ggﬁmg%g%¥§%§%§scrﬁ%%ﬁnh %HQH 8h80§§ﬁ§§@eﬁﬁl%6c om a

nvmre acCess to corporate

gi;?rpr gr mn@?@hém&ﬁos\/%}% egcgou% rgiglb%fﬁ 9 &%ﬁ%ﬁ%‘} t?‘%}?’%rg gorfh?~I sécbzﬁldlsél\l 806, for

ESS COI’II’IEC'[ OI’ sys em e occurrence of a

trigge eve sel ect t he user
10 o gﬁﬁg}e it (e o P Seigie o islre R BREN LB it a of ¢ e
e- mai | nessage sum n that a triggerin t has been detected,
the arrivarglos éd%%istaée%géoswwweaCC%@g%fa@@%g’éW?ndé%mp@ﬁd’s%%t ed by
the wirel ess connector system 828. This may be acconplished, for exanple,
by nonitoring or oBePagkegangal thsogaanilgmessages 883 dt ddlicatednat; B¢ anfe§3hige server
820, or, if the message server 820 is a Mcrosoft Exchange server, then the
15 wirel eBepacloging tachriqesy sag e Spglaniey anyagiilebleirapsier pady p%asslw@sené@révu ded by
the Mcrosoft Messaging Application Progranmng Interface (MAPI) to

t her eby remeitheepartulaf iremtar path, cithenthe wimlesy infeasgaciereitd 0 ot the axdretess ¥PNui | box
819. When a data item such as the e-nmil nessage 833 is to be sent to a
nobi | B0 d@uiee 8328 Ifor 6xanild thet dimailinteedags 833de preéecibdy caystssed 82&naymedr abl y
repackages the data itemin a 20 manner that is transparent to the nobile

devi ce 81&theF bebdi8 or Seer bbidk rdpatiapstpdtisam 15 eiRteby Broviild foseeiry @dndiy té the mobi | e
device 816 or 818 appears simlar to the informati on as stored on and

accessi bl gogie dIReBI8! AFr&8on FbNc&OBe bEndwidth Squifed 8o RERS BE MREsaggpackagi ng
met hod i ncl udes

whereas encryption ensures confidentiality of any messages or other information sent to the
moBile devices 816 and 818. In contrast, messages transferred via a VPN router 832 might
15  only be compressed and not encrypted, since a VPN connection established by the VPN router
832 is inherently secure. Messages are thereby securely sent, via either encryption at the
wireless connector system 828, which may be considered a non-standard VPN tunnel or a
VPN-like connection, for example, or the VPN router 832, to mobile devices 816 and 818.
Accessing messages ﬁsing a mobile device 816 or 818 is thus no less secure than accessing

20  mailboxes at the LAN 806 using the desktop computer system 822.
When arepackaged message 834 or 836 arrives at a mobile device 816 or 818,
via the wireless infrastructure 810, or via the wireless VPN router 8§32, the mobile device 816
or 818 removes the outer electronic envelope from the repackaged message 834 or 836, and

performs any required decompression and decryption operations. Messages sent from a
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wr appi ng recei ved nessages to be sent via a wireless network 812 or 814 in
an electronic envelope that corresponds to the wrel ess network address of
t he nobi Iwodewiwes 816 or 818 to 44 WD 03/079628 PCT/ CAO3PCOAD®3/00dobCch t he
nmessage is to be sent. Alternatively, other repackagi ng nethods could be
used,  SuygdbildAeERES] Rdr- N8 ERDERIrcESSD th Bnabapeic rerifiathat grefsablBsiatiladgpackagi ng
preferably also results in e-nmail nessages sent froma nobile device 816
or 818 appKRkdeRd ah@ pRIHy ddnPsted MAlh&§Hed)dhd Genb @54 hady SisRM Ack Al or

mai | box 819 even though they are conposed and sent 5 froma nobil e devi ce.

A f i ' '
user Ol AN BBE! 1 KISVIEEm I dly Sh8vIRY bARRMvEbIORI IR dpheg A

single e-mail ess ost system account” or nail box

mobi | e device. R ' f ~ IR S ledi LRt gd at 834
and 836. rﬁéfﬁ%k%ﬁﬁﬁﬁ%@%@?ﬁ%@%Mr%:nﬁgsg SII% %Egﬁgg grrgg(ﬁ;hi\r}{aegbﬁgbﬁ’e transfer
pat hs _or %gﬁ% bg dﬁpendent upon the particular transfer path, either the
wirel dss PRSI e 810 or the wireless VPN 10 router 832. For

exanpl e, the e-mail ssage 833 is preferably compressed and en pt ed,
either before or affi er&@%%]ﬁ%@géer?ﬁtjéa*lvg °p§é4tf’ r%“t’flﬂéfgﬁi} S?J’P%Sﬁ!i% f or
secure transfer to the nobile device 818. Conpression reduces th

bandwi dt rddesssingiafermafiondmie prigingledaailgacssaggfds- ZZQEIOEHHPW?IBWC EBicEs
confidentiality of any nmessages or other information sent to the nobile
devi ces 80 6omeaif@mation ta mobile dexises 8 1fp 8 Kig addressedsingameiayopk addgesspieneout er 832
m ght 15 only be conpressed and not encrypted, since a VPN connection

est abl i sheandoymbbite déPiees; the beter en8@8pa weferablyreacapbulatesdbesnéire gvieinsheranilar e

t hereby securely sent, via either encryption at the wreless connector
syst ern 828essageiseh, inelydibeatdenssomd e éessaiahd) positayntianothpi¢Ridd taud/medncrypted

VPN-Ii ke connection, for exanple, or the VPN router 832, to nobile devices

816 and 838n. THEARNRICRGINIETTaIRSNIIShOCE dititkdesofibyd-nail BEGag838idei s t hus
no | ess secure than accessing 20 nail boxes at the LAN 806 using the

deskt op CHIPMYeEwhRY St %gvleééfyéeiﬂ réindveD afick A 9hks RS SPAHIB34 ofla BAMlear ri ves

at a nobile device 816 or
device 816 or 818. The repackaging also allows reply messages to be delivered to addressed

recipients, with the “From” field reflecting an address of the mobile device user’s account or

15  mailbox on the host system, when the outer envelope of a repackaged outgoing message sent
from a mobile device is removed by the wireless connector system 828. Using the user’s
account or mailbox address from the mobile device 816 or 818 allows a message sent from a
mobile device to appear as though the message originated from the user’s mailbox 819 or
account at the host system rather than the mobile device.

20 Fig. 10 is a block diagram of an alternative communication system, in which
wireless communications are enabled by a component associated with an operator of a
wireless network. As shown in Fig. 10, the system includes a computer system 802, WAN
804, a corporate LAN 807 located behind a security firewall 808, network operator

infrastructure 840, a wireless network 811, and mobile devices 813 and 815. The computer
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via the wireless infrastructure 810, or via the wireless VPN router 832,
the nobile device 816 or 818 renpves the outer electronic envel ope from

t he repackaged7wessage 834 or 836, and perfornms any requiPCEFLCADROBOPr eSSi on
and decryption operations. Messages sent froma 45 W 03/079628

PCT/ CA03/s0@40 602, Bbivia®y SbRyine 8By MéwAlsame nesipessesd Shm tetataGioror €
reci pients are preferably simlarly repackaged, and possibly conpressed

and encr yp¥ g mAMDxSEN0, 1f Re VO Lo IBS ﬂ?e%#@slfhnﬁﬁll}t A8 sankeMN 1@ Qfnilallye host

system may then renove the el ectronic envel ope fromthe repackaged

nmessage, 1%%@%%&?@§%tﬂ%%%@r R Vehdi SR IRAGEN irc;uté}%gf E%?muﬁ@ﬂesrvﬂﬂlt e t he

nmessage to ressed reci pi ents. Anot her goa usi ng an outer

envel ope i s too maint.ain, at | t. 0 . i i ion in the
ot gi ol "eoisek prenesQa BBy P BT Rofest iy APERIRLT PRI RAGE WL °F, 1
information to bi ] e, devicesg 816, 818 is ad SS usi a networ k address
of ong‘El SVSt%PEg’?ﬁDH)'I Jﬂaé?}.w8§%?l’ef%‘§ 1B€?S§PC%W%@(§B§)(?%%¥%%%¥ aﬁ@‘épsm at es
the entire original e-nail 10 nessage 833, includi at | east ane address
1ol . posemBsPeneen g Sk s rotole ARG b LEend o Pt Poi E AP O or | gi mal
"To", "Front and "CC' addresses of the e-mail rn::ssaq%gl 833 to be displayed
when t he vethithe compyer sysiemis $42 anddy @ andonligyied i epaaly withia the vdislessnsiV¥dR a nobi | e
devi ce 816 or 818. The repackagi ng al so al |l ows r&e&:y nmessages to be
del i ver ed®1i.olndbik.ANSET, a pleselifyiobdaskiop epmpnierivustery iRyangd 822 ye ?i@wne%ﬂph ng an
address of the nobile device user's account or 15 mail box on the host

syst em- \daeing h pieystul @nnetive B4e 866 toanispdick ageinenitr@dt ng8ifedorgdessent from
a nobile device is renoved by the wirel ess connector system 828. Using the
user's e syRfenBi4lobss4 indishi#ag of sidftdjenciiobwitieeadroingmteBdStem84B18 al | ows
a nessage sent froma nobile device to appear as though the nessage

ori gi nat ggqgspm t he user's mail box 819 or account at the host system
rat her than the nobile device. 20 Fig. 10 is a bl ock diagram of an

al ternative ComMMUNiGALHQRsSYsneiMr dyfteMigah and 854 are similar to the wireless
connector system 828 described above, in that they enable data items, such as e-mail messages

and other items that are stored in mailboxes 819, and possibly data items stored in a local or

15 network data store, to be sent from the LAN 807 to one or more of the mobile devices 813 and

815. In Fig. 10 however, the network operator infrastructure 840 provides an interface

between the mobile devices 813 and 815 and the LAN 807. As above, operation of the system

shown in Fig. 10 is described below in the context of an e-mail message as an illustrative

example of a data item that may be sent to a mobile device 813 or 813.

20 | When an e-mail message 833, addressed to one or more recipients having an
account on the message server 820, is received by the message server 820, the message, or
possibly a pointer to a single copy of the message stored in a central mailbox or data store, is
stored in the mailbox 819 of each such recipient. Once the e-mail message 833 or pointer has

been stored to a mailbox 819, it may preferably be accessed using a mobile device 813 or 815.
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wi rel ess conmmuni cati ons are enabl ed by a conponent associated with an
operator of a wreless network. As shown in Fig. 10, the systemincludes a
conmput er wQIBEMe2, WAN 804, a corporate LAN 807 | ocat esCivainosdosme
security firewall 808, network operator infrastructure 840, a wreless

net wor k8 I the atuthplashb e indé i 10aHhe 8 hidil areekagd 33 hidiwer aldpyied to thelfiailbx&3/ 079628
PCT/ CA03/ 00406 system 802, the WAN 804, the security firewall 808, the
message Sgrovfoched withibethdrildopdodipater §téms 8422ma 851 HAXRS b&A hobidddvicdse VPN
router 835 are substantially the sanme as the simlarly- |abelled conponents
in Fig. 9g14gweyer, since the VPN router 835 comunicates with the . network
operator i1 nfrastructure 840, it need not necessarily be a wireless VPN
router in the 5 syst g 10 AWTels : at i ture 840
enabl es wirel ess i ?l#sgfri]ar?g%lg%&né%cﬁta‘%@gap@g{?%’e%ﬁt eq(%k%{ %%@B%(ra‘i%&étﬁfe\s nobi | e
devices 813 and 81 r.esp ivel v assaci i fh . systens 842
and 8 2 Fognl ¥Fs§§]1,ne\/&1§e?1 n%%orkss ¢h as%%eﬁrAnI@% and ¥ ﬁ]le V{"‘Qﬁ 802 e Hét%{uga%

0 operate Ww e W rel'ess networ . In the
LAN 807, a plurality of desktop conputer. systems 842.and .852 are shown,
each havf H’é’*“%}%@‘é{fﬁ%‘é{}ml&%ﬁﬁ@é’%f ‘B)r?mg%cafif’n %fg%c‘tqgusgﬁwﬂtﬁgw Eséjeg“for onnect or
848 or 858. A wireless 10 connector system 844 or 854 |s operating on or in
conj unct i 0 3 1 A0h SEMRIGISOPIRLRHR WWI%CP“@S%’% OFFrbeas: F%‘{ Be¥o%onnect or
systenms 844 and 854 are simlar to the wireless connector system 828
descr i bedlatneys ahich greprigrary ¢Pageresia Bilslegiely gk eqpmurigatigns dredeshygnifiiipls sages
and other itens that are stored in mail boxes 819, and possibly data itens
st or ed i ninawired a¢tworks,1 8hick ttypically dava mytly highen eapinitysandtspeqdothan érelesiN 807 t o
one or nore of the nobile devices 813 and 815. In Fig. 10 however, the
net woit®& opewatksr Thendformsiohiketdevieesd10 apd BiHi cde®t aormally erckadle: dayetoredly t he
nobi | e devi ces 813 and 815 and the LAN 807. As above, operation of the
system shigsvlyl MhEh@woikOopesatatdaftastrnadrel8aD pyovides hteidgobétexdn thé waneless mai |
nmessage as an illustrative exanple of a data itemthat may be sent to a
nmobi | e deyéteek&hS afd th8 LAN 807.

The network operator infrastructure 840 enables a mobile device 813 or815to

establish a connection to the LAN 807 through the WAN 804, and may, for example, be

15  operated by an operator of the wireless network 811 or a service provider that provides
wireless communication service for mobile devices 813 and 815. In a pull-based system, a
mobile device 813 or 815 establishes a communication session with the network operator
infrastructure 840 using a wireless network compatible communication scheme, preferably a
securé scheme such as Wireless Transport Layer Security (WTLS) when information should

20 remain confidential, and a wireless web browser such as a Wireless Application Protocol
(WAP) browser. A user then requests, through manual selection or pre-selected defaults in

the séftware residing in the mobile device, any or all information, or just new information, for
example, stored in a mailbox 819 in the data store 817 at the LAN 807. The network operator

infrastructure 840 establishes a connection or session with a wireless connector system 844,

48



20 When an e-mai|l nessage 833, addressed to one or nore recipients having
an account on the nmessage server 820, is received by the nessage server
820, the welsays28 or possibly a pointer to a single copyPofi/cAve/omessage
stored in a central mailbox or data store, is stored in the nail box 819 of

each suchgegdipd S&dure MseRettBrasfdrairbiot® YHITLS B 3G extamplej Iitmdrsedsich haseen
stored to a mail box 819, it nmay preferably be accessed using a nobile

devi ce 81a?rre9dy &%estabﬂ%em%o%8@%&01?62%&6@%@%9@) efatdr iff@stR¥@AIE4e shown in

Fig. 10, the e-mai| nessage 833 has been addr essed to t he mai | boxes 819

associ at %W&l&la@%% gﬁ&ggﬁé}nﬁs B mabe iR Vé%%%’ﬁgbqi WK caifdcddaus both

nobi | e devi ces ose kllled e art wll appreciate,

comuni ¢ 5 I such as
the LAN éhﬁfﬁgla%*?wfﬁu@{f&hﬁ%%ﬁa%%% i la%ﬁsv%gves?fe‘é%%%ge%% h

W rel ess network .co r.ot ocol W t ess networ ks

such go grostRgvES ATRPaEY %%%ngfﬁ%ﬁ?e&aﬁféwm Bl s B endBrtad, - and
netmork | at enc whi ch are pr.i rel ess net wor

Communi ¢ inRGed. Seciepiask O%firfzjﬁﬁl fresghe %Sml 158 e Rgectqmvfsaqﬁﬂst%i cally
have much hi%ggr capacity and speed than wreless 10 networks. Therefore,
nobi | e deddc®¢ puy bergpnBawed s rﬁleﬁt % GPTRRINIGAtio CRERCCHPE TR 8P @1C817
directly. The network operator infrastructure 840 provides a bridge between
the wirelastablishadt work 811 and the LAN 807. The network oper at or
infrastructure 840 enables a nobile device 813 or 815 to establish a
connection to the [Ne §BEmdiFiph requestdvilgii@lidg fram dobidgdeviceA H3anpBe, be 15
operated by an operator of the wireless network 811 or a service provider

t hat 1r oviidesould belseSo alamwirelesadonnstics ey stemae 8440 and e, krapeteivelge UBA3 and
815. In a pull-based system a nobile device 813 or 815 establishes a

CONMMUNI CadebVing & Setjué¥d foMirifhinialien REMWEY detwiR bpérdtor infridifuamitd 340f AWRel&A0 USing a
wirel ess network conpati bl e comuni cati on scheme, preferably a
connector system 844 or 854 retrieves requested information from a data store. For the e-mail
message 833, the wireless connector system 844 or 854 retrieves the e-mail message 833 from
the appropriate mailbox 819, typically through a messaging client operating in conjunction
15  with the computer system 842 or 852, which may access a mailbox 819 either via the message
server 820 or directly. - Alternatively, a wireless connector system 844 or 854 may be
configured to access mailboxes 819 itself, directly or through the message server 820. Also,
other data stores, both network data stores similar to the data store 817 and local data stores
associated with each computer system 842 and 852, may be accessible to a wireless connector
20  system 844 or 854, and thus to a mobile device 813 or 815.
If the e-mail message 833 is addressed to the message server accounts or
mailboxes 819 associated with both computer systems 842 and 852 and devices 813 and 815,

then the e-mail message 833 is sent to the network operator infrastructure 840 as shown at 860

and 862, which then sends a copy of the e-mail message to each mobile device 813 and 815,
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secure schene such as Wreless Transport Layer Security (WLS) when

i nformation should 20 remain confidential, and a wirel ess web browser such

as a Wrewess/ofpps i cati on Protocol (WAP) browser. A user PChamosequest s,

t hrough manual sel ection or pre-selected defaults in the software residing
in the MBih@cl@AViiB4 AW66) Tiotmdtioh @ FRisicdRd befweehi Sie WiRdless Rbareo®t i on, for

exanple, stored in a mailbox 819 in the data store 817 at the LAN 807. The

net wor k %y&%&é 14 andl 854 A HUHElWERHbr ARl dnEHSM \ih GOAAREHNQdNES the €SS ON
with a wifel ess connector system 844, 48 WD 03/079628 PCT/ CA03/ 00406 854,

g: 'S 2?0 ﬁe ﬁ\’g,réﬁl g?fép o &gé( L\éﬁ 30&EE E?f r %g&lo k;g( HER) opefrzRSr EANRIcRre i8lo NO

rea est abl'i she above, a session between the

networ k operator. infrastructure 840 1 : em 844 or
554 mmy BOTTRAGGT 10 TR BTG Rt s P thE 54 R SORRENBNeRAT 0% 0763
if avaj |l abl e. Ve i me del ays between receiving a request from's a nobile
devi ce 8rad %Ils giasélglﬁ‘ﬁmd%tf’fo\?@%/’i W?aﬁ?téo&f’é%{a@anﬁ ra%ﬁm?rfogﬁeﬁ% BerSYIE devi ce
are to be mnimzed, the network operator infrastructure 840 .and the

W el ess cpBiEATBRRE)SE Bk HeaR kBB Ry DU SHF R R RS o

communi cati on connection renmai ns open once established. | n the system of
Fig. 10, oomepstossystensidgs anst5dgnd thenstierkop@atgiiirestugtug $40. aptpetyeenepcB 15 woul d
be sent to the wireless connector systens 844 and 854, respectively. Upon
recei vi ngnebileagquies 813 and 8il sk thengtwarkioperaior Fdrapiercise kR4 Qper at or
infrastructure 840, a wireless connector system 844 or 854 retrieves
request ed i nf or mat Messagesamothedafoamaiootebe segrfronfrmebiledevice Std el jmag33, t he
wi rel ess connector system 844 or 854 retrieves the e-mail nmessage 833 from
t he appr apfprédesed i d shtar @ikAner] wikh snell infortnbiamfiyht bainpesssagied omlaingsbile oper at i ng
in conjunction 15 with the conputer system 842 or 852, which nmay access a

mai | box &fQiceidinesr ¥isatot e nF¥REEAGEeratd infRkmitdde @10.di TiRCidtyork Alpe@tanat i vel y,
a wreless connector system 844 or 854 may be <configured to access

mai | boxes;,813ukdiRed40 thedi sERK Y inREmAth 09 RirkRE FRSRRH Sy st §Ror 8B for Al SO,

storage in a mailbox 819 and delivery to any addressed recipients by the message server 820,

for example, or may alternatively deliver the information to the addressed recipients.
15 The above description of the system in Fig. 10 relates to pull-based operations.
The wireless connector systems 844 and 854 and the network operator infrastructure may
instead be configured to push data items to mobile devices 813 and 815. A combined
push/pull system is also possible. For example, a notification of a new message or a list of
data items currently stored in a data store at the LAN 807 could be pushed to a mobile device
20 813 or 815, which may then be used to request messages or data items from the LAN 807 via

the network operator infrastructure 840.

If mobile devices associated with user accounts on the LAN 807 are configured
to operate within different wireless networks, then each wireless network may have an

associated wireless network infrastructure component similar to 840.
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ot her data stores, both network data stores simlar to the data store 817
and | ocal data stores associated with each conputer system 842 and 852,
maybe accwoIBrw28 0 a wirel ess connector 20 system 844 oPCEEA03/ami6t hus to
a nobile device 813 or 815. If the e-mail nmessage 833 is addressed to the

message server acCAuRdughQEpardtE debioxes witRsocnaatatsgstems 8BiM bat g64caeput er
systens 842 and 852 and devices 813 and 815, then the e-mail nessage 833

i s sent t@odheorRENRIHuRP §YsBhP842 Anlirs3s i 16 bystetn S48g.aD, SMONMGE o8B  and
862, which then sends a copy of the e-nail nessage to each nobil e device

813 and §lipjess AhnW¥biO34{0hS 848 am@@%oﬁr%fe%ﬁp&nﬁgﬁe& Rdiealad Bljuftéidn and 866.

Information 1s transférred between e W rel ess connector systens 844 and

854 and 105, ASEYRL 50 ORSE Aol MLERRE EUELHS) B ik Lkl \Gdre B £BRECT T ON 1O

the WAN or router € networ k operat or

infrastr ure 840 .communi cates with the rel connect or systens 844
and 8‘}?21 ;tﬁg PRe Bﬁlﬁ?‘é“?ist 30 QU GOHPULCT SVl I%\i\gorveixgg | Ttg erel ﬁ]{esspcro 8%{68%% s,
transl ati on operati ons nmay be perforned by fhe networ per at or

i rastr iorePa by DReaEl age ot haolred Sl vol B Suiuesn ¢ ne

wi rel ess connector systens 844 and 854 and the network operator,

i nf rast r (ostaRS4Bam thegemmisr Gt 3¢ Reayesip for datyigmtigom eithes gbidadsvichy t he
network operator infrastructure 840. Messages or other information to be
sent from &lhoiR 318 aethércpro@sedby @ MErelagyconngris sysiane s Jdis configiragioni | ar
manner, with such information first being transferred froma nobile device
813 or 815 utafultibenablet winsléss opremanioations betasdnrthe LANS03 40d thEmeobiletiovasek oper at or
infrastructure 840 then sends the information to a wirel ess connect or

syst ero 84%13and 8B4wvithont reqtittiggieskiop eontmidr byetentlEQ aaddc2de be manipg fopeahy
addressed recipients by the nessage server 820, for exanple, or may

al t er nat i mebie ddatd nser. A hRelbRbommFatbr Shtehmaly hitcad by iagiatbntea i @hfndtion 15 The
above description of the systemin Fig. 10 relates to pull-based

oper at i Ong; thiRRsibd &1-RS 82EREARAL FireR¥TbRMFnR4dorgnd 854 and the network
operator infrastructure may
Fig. 11 is a block diagram of another alternative communication system. The
system includes a computer system 802, WAN 804, a corporate LAN 809 located behind a
15  security firewall 808, an access gateway 880, a data store 882, wireless networks 884 and 886,
and mobile devices 888 and 890. The computer system 802, the WAN 804, the security
firewall 808, the message server 820, the data store 817, the mailboxes 819, the desktop
computer system 822, the physical connection 824, the interface or connector 826 and the
VPN router 835 are substantially the same as the corresponding components described above.
20  The access gateway 880 and data store 882 provide mobile devices 888 and 890 with access
to data items stored at the LAN 809. In Fig. 11, a wireless connector system 878 operates on
or in conjunction with the message server 820, although a wireless connector system may

instead operate on or in conjunction with one or more desktop computer systems 822 in the

LAN 809.
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i nstead be configured to push data itens to nobile devices 813 and 815. A
conbi ned push/pull systemis al so possible. For exanple, a notification of
a new neswag@a/ome2@ | i st of data itens currently stored i ®RCa/@hatao®sore at
t he LAN 807 coul d be pushed to a nobile device 20 813 or 815, which may
then be used to reThewiecléE sGRAERG6: sYsterd 8T Bprovidesfof trmpfeitdidath AbhBofedata t he
networ k operator infrastructure 840. |If nobile devices associated with user
account s (I ARR0S- A8 G mare 8 8 RobAsldeites 883 MABHE Ene¥d dabt ifenfiptdferant

wi rel ess networks, then each wirel ess network nmay have an assaci ated

W rel ess; r ko r 0 L 0yl 8 403/ 079628
nCTT Ao/ B }ﬁaAJF %(E)%%ﬁ S@é%ﬁ?%ﬁlg%g?ggég%?gfigg ’ %gvfmﬁg%tﬂgg@gst ens 844

and 854 Yitfer ﬁE}ﬂX\QO reg fn Otﬁé”‘%a}?ae s?&g\? ?}e anSHaHEM Gat?Ge gpglol:@ ﬁtg g‘ﬁ%y"% ge m of

Fig. 10, one or no ess connector systens 54 is

pr ef erablcé cotn%%gured togggerate in conjunction wth nore than one of the
computer SYPRPEHESAS U E %22 or to access a data store or mailbox 5 819
associated with nore than one conputer sys For .exanple, the. wreless
connector syst em 434Sl dﬂgovﬁraﬁﬁt%ﬂl%?izégé%dﬁeﬁgdmw IXBECEPE S ssoci at ed
with both the conputer system 842 and the conputer system 852, Requests
for data HevBgEn REERNEIT e FcHass 1e5veg 840 and regeivpfidydhe megsags serer M pr ocessed
by the wirel ess connector system 844. This configuration is useful to

enabl e wistasedist thomailhrx Sl pisaeh ek weipient He the Axsteaanat Fig d 1 itheestgpaldatadevi ces
10 813 and 815 without requiring a desktop conmputer system 842 and 852 to
be runni rpré 832 mefetablyipbi fimilaesidereusand remapisspichyizedwithghodatasjgeem may
i nstead be inplenented in conjunction wth the nessage server 820 to
enabl® wi 816! BB infammition arathiaerosed aFdga stdré 883 prafekdbtydkindépygdeatty ofodidiablte her

al ternative conmuni cati on system The systemincludes a conputer system
802, WAN 8@t PIM iafimaicator datAMoRQ 3t the ek edtehe i tid particdler @@fgfrhtion, ther ewal |

808, an access gateway 880, a data store 882, wireless networks 884 and
886, independently modifiable information at the external data store 882 may maintain
synchronization of a plurality of data stores associated with a user (i.e., data on a mobile
device, data on a personal computer at home, data at the corporate LAN, etc.). This
15  synchronization may be accomplished, for example, through updates sent to the data store 882
by the wireless connector system 878 at certain time intervals, each time an entry in the data
store 817 is added or changed, at certain times of day, or when initiated at the LAN 809, by
the message server 820 or a computer system 822, at the data store 882, or possibly by a
mobile device 888 or 890 through the access gateway 880.
20 In the case of the e-mail message 833, for example, an update sent to the data
store 882 some time after the e-mail message 833 is received indicates that the message 833
has been stored in a certain mailbox 819 in the store 817, and a copy of the e-mail message is

stored to a corresponding storage area in the data store 882. When the e-mail message 833 has

been stored in the mailboxes 819 corresponding to the mobile devices 888 and 890, one or
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and nobil e devices 888 and 890. The conputer system 802, the WAN 804, the
security firewall 808, the nessage server 820, the data store 817, the
mai | boxeswB819/0796k%e deskt op conputer system 822, the physiPCaICAHGNMOGE | ON
824, the interface or connector 826 and the VPN router 835 are

subst ant ingdré Yopidsef Siaemais nlefiags; aldicaepanshiongd GoMoFigNt IS wilkbedehtxednabove. 20
The access gateway 880 and data store 882 provide nobile devices 888 and

890 Wi t h s@e&EA SorrdsPorBrgtidrh RMBeal biahAboRs i 1he dhAMoRB2. AR stidvéh, upbltes a
W rel ess connector system 878 operates on or in conjunction with the

nessage g Eé! &5 it 2Qred8hioRAMER lﬁltﬁeﬂdaﬁ's&%ésp/qaa%ts@ﬁt 1§ Yt M sty 882 ish ead

operate on in conjunction Wwth one or nore desktop computer systens 822
R e S e e
ncl ude. S 7 AReLEGs b Lo R R iottae 58S AR PR o8t Bh 517 o
hotvor k SR EEVFRRSY Alersie ”‘iyé‘sé’céf%%f%s?@ na HErEseie gga‘}ete Buch as

822. As described above, an _e-mail nmessage 833 addressed tQ one or nore
reci pi ent(8SLyyasi beg'seth H@é%%eddﬁthp% Vi apagdate it Asingloerpy 92 1R ¥ ed by t he
nmessage server 820 are stored into the mail box 819 of each such recipient.
I n the sytreshinoforethan onplocatipreinexate ptarglat ol AN 0P giag igipad e nide HBd§tahas a
simlar structure to, and remains synchronized with, the data store 10 817.
Pl M i nf orstm¢ i882 dPhisjad:pay sft theethtaaiterd apald sher be 8®Zedp¢iéfee imploge then one

i ndependently nodifiable to the PIMinformation or data stored at the host
syst ero |darkdpoadipglotitivnlimthe daakiog88a) draningiehvepy maylbpeordé intthydatdert i abl e
information at the external data store 882 may maintain synchronization of
a plural iggy, @fithd@tpdink aresh@sronifRt od thé trad daelitefn béing sthaddainoeacA nobi | e
device, data on a personal conputer at hone, data at the corporate LAN,

etc.). Th.‘oﬁespondlng location in the data store 882.

The access gateway 880 is effectively an access platform, in that it provides

mobile devices 888 and 890 with access to the data store 882. The data store 882 may be

15  configured as a resource accessible on the WAN 804, and the access gateway 880 may be an
ISP system or WAP gateway through which mobile devices 888 and 890 connect to the WAN

804. A WAP browser or other browser compatible with the wireless networks 884 and 886

may then be used to access the data store 882, which is synchronized with the data store 817,

and download stored data items either automatically or responsive to a request from a mobile

20 device 888 or 890. As shown at 896 and 898, copies of the e-mail message 833, which was
stored in the data store 817, are sent to the mobile devices 888 and 890. A data store on each
mobile device 888 énd 890 is thereby synchronized with a portion, such as a mailbox 819, of a

data store 817 on a corporate LAN 809. Changes to a mobile device data store are similarly

reflected in the data stores 882 and 817.

53



15 synchroni zati on may be acconplished, for exanple, through updates sent
to the data store 882 by the wireless connector system 878 at certain tine
i nt erval swo@aotves ne an entry in the data store 817 is addedAvs/oetanged,
at certain tinmes of day, or when initiated at the LAN 809, by. the nessage

server 820 or a COMRULBkodIM&IEMRBbd Rteid BiR eflathples bPSECEBR, sy@ten3@Bsi bl y by
a nobile device 888 or 890 through the access gateway 880. 20 In the case

of the e-najlqABISAIENERDort PonSYSTRhEelerdbhtWR BRI HRMedid iR Mrha store

882 sone tine g?‘tﬁer the e-mai'l nessage 833 is received indicates that the

3 : i R LB 9. & 817, and
nmessage %Ehﬁe‘ﬁﬁféﬁa | ?a?igg&ﬂng e}aébl@ﬂ%@é togb{lh 100%n &%t B B& S1dOEse an

a copy of ssa store 0 correspondi ng storage area in

t he data store 882. \Wepn the e-nai Lh the
mai | box esel%“fgln&e(’}gr%@?% r?g?rﬁguvteoeki I3 ksntnﬂgtﬁﬁ%glgg\%?%eesg%tgqg%% 6@5185 8%%% or 52
WO 03/.079628 PCT/ CAD3/ 00406 re._copies of e.e-mai |l . nessage, J ndicated
at 892 arf@vepgan Wf%o’é‘ tgi glaigg. | heb‘é‘tegg?ffscf’%e ?fi\tge Hglf%tﬁoéldthll%mglglg?s’eost%%ndi ng
storage areas or mail boxes jn the dat tore 882, . As shown, .updates or
copi es ofSUBEHFEEYIFROP RISt thahde d&fg?gmg‘ttb? liergl langpage %fﬁﬂ%‘é?fg‘sta& the data
store 882 via a connection to the WAN 804 or_ the VPN router 835. For
exanpl e, furberipcludewetBerstpiiaes, systenss ofyrethods witlsingyRstagtid diffpsensesdeonythest or ed
information to a resource in the data store 882 via an HTTP post request.
Al t er nat i litedal/langnageeafiheeclggmet ocol such as HTTPS or Secure Sockets Layer
(SSL) may be used. Those skilled in the art will appreciate that a single
copy of a data item stored in nore than one location in a data store at
the LAN 809 nmay instead be sent to the data store 882. This copy of the
data itemcould then be stored either in nore than one 10 correspondi ng

| ocation in the data store 882, or a single copy maybe stored in the data
store 882, with a pointer or other identifier of the stored data item
being stored in each corresponding location in the data store 882. The
access gateway 880 is effectively an access platform in that it provides
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nmobi | e devices 888 and 890 with access to the data store 882. The data
store 882 may be 15 configured as a resource accessible on the WAN 804,
and the awoaes®7gat eway 880 nmy be an | SP system or WAP gatremacaoBhe46gh

whi ch nobil e devices 888 and 890 connect to the WAN 804. A WAP browser or
ot her br oyeglis ggmeais:ble with the wirel ess networks 884 and 886 nmay then
be used to access the data store 882, which is synchronized with the data

store 817, a@@n@cﬁ&ﬂf@%ﬁné&@ftﬁ@eﬂﬁ&@e mfcﬁﬂ&uc@ﬂffdﬁ%dl%m fEchie fdckiVedast
responS|ve to a request froma nobile 20 device 888 or 890. As shown at 896

and 898, f’ %ﬁgﬂﬁwﬁ@ﬁw egghk%gﬁgqugega%wﬁmhlch was stored in the data

store 81 tot evli ces 888 and 890. A data store on each

robi | ¢ devi ce 888,300 8901 Sl A AMOR L AN Z 80 ks 01 L on, such as 2

mai | box 819, on a corpora Changes to a

nmobi | ¢ device data store are simlarl [ ef t he data stores 882
and 8%7 53 mfﬁﬁ%?ﬁ?§éﬂ§ﬂfk§% #%é%%%lf?ﬁi &ﬁn%%Wf%ﬁgfg 88% herei n
are exanpl es of structures stens or mnethods having elenents
correspoﬁﬁﬁﬁ@”?%“@ﬁ%gég@ﬁ%ﬂ?@yof the invention recited in the claims. This
witten description may enable those of ordinary skill in the art to nmake
and use enbodWﬁE&ﬂ§eﬁ&v&ﬁduﬁﬂﬁﬁﬁﬁﬁﬁ?W@m@ﬂéﬁé%@gdﬁﬁﬁﬁeWP?@&F%@HE@?respond
to the elenents of the 5 invention recited in the clainms. The intended
scope of digital rertitentd ipformptien is watIsigerddn drerlata stose.r uct ures, systens or net hods
that do not differ fromthe literal |anguage of the clains, and further
i ncl udes ot her structures, systens or nethods with i nsubstanti al
differences fromthe |literal |anguage of the clainms. 54 WO 03/079628
PCT/ GA03/004 06 he Westiodi of ctairail nwherein thel stepfofimpdringdhoéxtattod diggaldiegificak
certificate information froma digital certificate received at

information in the data store comprises the steps of:

creating a new entry in the data store; and

storing the extracted digital certificate information in the new entry in the data store.

15 3. The method of claim 1, wherein the step of storing the extracted digital certificate
information in the data store comprises the step of storing the extracted digital certificate

information in an existing entry in the data store.

4. The method of claim 1, wherein the extracted digital certificate information comprises
20  asubject identifier and additional digital certificate information, and the step of determining
whether the extracted digital certificate information is stored in a data store at the messaging

client comprises the steps of:

determining whether the subject identifier is stored in an existing entry in the data

store; and
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a nessaging client, the nethod conprising the steps of. extracting the
digital certificate information fromthe digital certificate; 5 determ ning
whet her twe oantwatted digital certificate information is PCor@@d3bmoa dat a
store at the nessaging client; and storing the extracted digital
certificate i Rb@fiMingOfhdiler itecaddional di@tae cortificate infemaNbd acdieed indihgi t al
certificate information is not stored in the data store. 10 2. The nethod

of cl ai m disiinh&fts) iR tHelaBa SlofPwitdre b Qibjdddidédigie blor@tiesh iding @ltrygemei fi cat e
information in the data store conprises the steps of. creating a new entry

in the dajg &4 0re; and storing the extracted digital certificate
information In the new entry in the data store. 15 3. The nethod of claim

L wherein thesiepnolesblddg tﬁe@guﬁéhg@%gégﬁggé ffdrrifidd i ok 624 Sore

information in store“conpri se storing the extracted

I
i nf ti i 0 a.subject identjfi d. addi ti | digital:
R I N e T

digital certificate information is stored in a data store at the messagi ng
client cofyikbe dpRsiost eps of : det ernining whet her the subject identifier
is stored in an existing entry in the data store; and 55 WD 03/079628
PCT/ CA03/ 00406 determ ning whether the additional digital certificate
information is stored in the existing entry in the data store where the
subj ect i&lent iTheerctlicd of tleined, furtherqomprisitg thgystemefty in the data store,
wherein the step of storing the extracted digital certificate information
in theodata stopgadng a new entry in the data store where the subject identifier is not stored in an

existing entry in the data store,

wherein the step of storing the extracted digital certificate information in the data store
further comprises the step of storing the subject identifier and the additional digital certificate
information in the new entry in the data store.

15

6. The method of claim 1, wherein the digital certificate is an X.509 digital certificate.

7. The method of claim 1, further comprising the steps of:
storing the digital certificate in a digital certificate store at the messaging client upon
20  receiving the digital certificate; and
generating a signal that the ciigital certificate has been stored in the digital certificate

store.
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5 conprises the step of storing the additional digital certificate
information in the existing entry 1in the data store where the additional
digital cwotBiwate i nformation is not stored in the exi sSPCAEA0R040y§ in the
data store. 5. The nethod of claim4, further conprising the step of: 10
creating & newheniethyd bfitldithey, dht@inthadte ot tihhdighalbereifitate defomiakiver i s not
stored in an existing entry in the data store, wherein the step of storing

t he extr gfnethe digithl Rttt thipGRE thelsith OF pRtihO heidipitah@ridfataft t6bafet thé ur t her
conprises the step of storing the subject identifier and the additional

di gi t al Cc%éi%aiéér?ﬁéaﬁeinﬂoﬂﬁ&foﬂ?“ on in the newentry in the data store. 15 6.
The nmethod of claim1l, wherein the digital certificate is an X 509 digital
certificate. 7. The nethod of claim1, further conprising the steps of:
storing the digital certificate in a digital certificate store at the
messagi ng, client upon Q receiving the digital certificate; and generating
a signal gb‘f hat e@ﬁ&“@’u‘%f’{é?‘mfr ¥{'¢ate has been stored in the di gi tal
certificate store. 56 WD 03/079628 PCT/ CA03/00406 8. The nethod of claim
7, wherein t h&eteef gipringibp glﬂtla]r?ﬁrt fegfe it dl@‘éqlf?rflg‘éaé? %Oﬁefﬁ@F M5EP8HE from t he
digital certificate conprises the step of parsing the digital certificate
to extraclicptirempgsegthesicPtelitificate information. 5 9. The method of claim
7, wherein: the step of storing the digital certificate in a digital
certificate store parsinhidedigitglagitiigatedo profuce paispst digied cerificale &% 284 -  par si ng
the digital certificate to produce parsed digital certificate data; and
storing the parsed digital certificate data in the digital certificate store; and

10 the step of extracting digital certificate information from the digital certificate

comprises the step of retrieving the digital certificate information from the parsed digital

'celjtificate data.
10. The method of claim 1, wherein:
15 the digital certificate includes a subject identifier which identifies an entity associated

with the digital certificate; and

the step of extracting the digital certificate information from the digital certificate

comprises the step of extracting the subject identifier from the digital certificate.

20 11.  The method of claim 10, wherein the subject identifier comprises an e-mail address.

12.  The method of claim 11, wherein the data store comprises an address book.

13. The method of claim 2, wherein:
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storing the parsed digital certificate data in the digital certificate
store; and 10 the step of extracting digital certificate information from
t he di gi twi osmer962d i cate conprises the step of retrieving Poa/ahogioesamb
certificate information fromthe parsed digital «certificate data. 10. The
met hod of cl athddita sWhes@hptisesldn atithesstiogk;taai certificate includes a subject
identifier which identifies an entity associated wth the digital

certificate; aRdtehBLcreitRabw enthyiAtHeldag stfoi’&fuﬂilegic&lﬁ%ris@%& bibp 6fabing A or mat i on
fromthe digital certificate conprises the step of extracting the subject

i dentifi %ﬁcu@é’ ﬁl'gﬁsta%l?g ?fégiags_%{gi_at‘é@ Kithf th 8L e tol thdickaandret Bgsh @brigikat m 10,

wherein the subje ntifrer conprises an e-nmail address. 12. The net hod

of cl ai mfa}%f:ig?g?n@\é&litg Iqeé&g?ng&tk‘g%l%\%;%%iﬁg%” ses an address book. 13. The

met hod o 628 PCT/ CA03/ 00406 the data store
corrprisses an address book; and the step of creating a new entry in the data
store-further conprises the step of setting a secure nessaging flag

associ ated wi th ew _ ent to indicate that a.digital certificate

associ at elg'wi &He E‘OHQg:IFl@H‘t ’fqﬁg‘gr“t?gﬁ’ﬁls?‘%g?is 845 14. The method of claim
13, further conprising the steps of: q_enerati ng a nessage at the nessaging
client: accesé&fifptinga messieefthsmpssedinecii8ta store to address the message to
a recipient; and determ ning whether to performa security operation on

t he nessage basssshingthe e enty 1s hepa sipssoagisses the mgssagede e redtBAtdEeh t he new

entry. 15.- The nethod of claim 14, wherein the security operation is an
encryption opdetatniioing whether to perform a security operation on the message based on the

10  secure messaging flag associated with the new entry.
15.  The method of claim 14, wherein the security operation is an encryption operation.

16.  The method of claim 14, wherein the step of determining whether to perform a security

15  operation on the message based on the secure messaging flag associated with the new entry
comprises the steps of:

determining whether a secure messaging flag associated with the new entry is set; and

prompting a user of the messaging client to determine whether to perform a security

operation on the message upon determining that a secure messaging flag associated with the

20 new entry is set.

17. The method of claim 3, wherein:

the data store comprises an address book; and
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16. The method of claim 14, wherein the step of determ ning whether to
performa security 15 operation on the nessage based on the secure
nmessagi ngwbloag7®mesoci ated with the new entry conprises tIR€TAIABPS0406 :
determ ni ng whet her a secure nessaging flag associated with the new entry

is set; and pHeQfEpldfR@ridg teRkurfttedidigan®BigRgicigfonhitdn in irdexieihg entiyrie whet her
to performa security operation on the nessage upon determning that a

secure MBESAG forefth@l: BsRtbahedepd drth the 20 new entry is set. 17. The
met hod of claim 3, wherein: the data store conprises an address book; and

8 VIO 03/079628 F’Cﬂegé{%%{ng%%er a.tsgc%re%gpaﬁﬁi%ﬂﬁé RbdMed i R IxisaRg &gy di gi tal

certificate information 1 an existing entry in the data store further

conpri ses, the steps, of: determ ning whether a secure nessaging fl ag

associ at e BFPR°Y B exi sting entry has been set: and 5 setting the secure

messaging flag to indicate that the.digital .certificate. infor ion has
been stored in theseé%gsﬁ]enﬁc'érﬁtrpﬁ’/“%ﬂ%g g"ef%(ﬁcﬁ#engiaf%lﬁ fhﬁg?r] caert{sisg:%tﬁr e
nmessagi ng, _flag associat%ﬁ,mﬁth,the exi sting entry q%s not been set. 18.
The et hoatBRaEm Bt fepy Stored i e FittBRSRSIPAY " PHEP BRSSO ERE o1 | g a
message at the nessaging client; accessing the existing entry in the data
store to %ﬁw$%§@wﬂH@gﬁﬁ%§%ﬁ@gﬁbubh¥é@i%W%ﬁ%; and deternining whether to
performa security operation on the nessage based on the secure nmessagi ng
flag associated with the existing entry. 15 19. The nethod of claim 18,
wherein the step of determ ning whether to performa security operation on
the nessatfe bddedetwdtofielage tT ferthee swapyising thd sigps@€soci ated with the existing

10 generating a message at the messaging client;
accessing the existing entry in the data store to address the message to a recipient; and
determining whether to perform a security operation on the méssage based on the

secure messaging flag associated with the existing entry.

15 19.  The method of claim 18, wherein the step of determining whether to perform a security
operation on the message based on the secure messaging flag associated with the existing

entry comprises the steps of:

determining whether a secure messaging flag associated with the existing entry is set;

and
20 prompting a user of the messaging client to determine whether to perform a security

operation on the message upon determining that a secure messaging flag associated with the

existing entry is set.

20. The method of claim 1, wherein:

59



entry conprises the steps of: determ ning whether a secure nessaging flag
associated with the existing entry is set; and 20 pronpting a user of the
messagi ngwolosere2s o det er mi ne whet her to perform a securi PEZT/@A9@/0&06 0N 0N
the nmessage upon determning that a secure nessaging flag associated with

the existi ngtlﬁr&fﬁ{ctécﬁm%@l eeritfoate iR r@RidAREmpfises h aibjacl idendteer eiddigis® WO
03/ 079628 PCT/ CA03/ 0040 the extracted digital certificate information

conpri Se%e&ﬁ%&thvﬁﬁﬂtyﬁ&%duBhea‘hdand digital certificate validity
information; and thé step of determ ning whether the extracted digital

certificate igid %Ee%% e?e[}mg\ﬁ O%\Rfﬂgtﬁeq tHe@xtra% %ﬂ%&ﬂﬁ&tﬁhfo}ﬁ&oﬂﬁ%ﬁﬁﬁlﬂg client

conprises the's termni ng r the subject identifier is

stored in q%f%;égg{thnggﬁ%ﬂ%ﬁgcﬂe&;Jenepnsg%east?gs%e and deter mining whet her the

di gi tal nforna stored in the eX|st|ng entry
in the data store m_nat . . ect. i.den [ 1S not
stored in an exis Wﬁ“’éﬂ%}”g}d{‘?{ﬂﬂe}f@tjﬁgf gf?fl"%ﬁorgﬁglafﬁxfsuég sErg &F storing
t he di gltal certificate information in the data store conprises the steps
of : creatddHfiAS#BN entry in the data store and storing the subject
identifier and the digital certificate validity information in the new

entry in the data deterunipgwheherithe digig] erificateyalidityfnfgrmation fstoredipiheg i n an
existing entry in the data store; and 15 stori nq% the digital certificate
val i di ty dxistiog emityiintheidata st upri 8 tétergniration fhat the gupgect identiiesis pptstafptbie t he
subject identifier is stored in an existing entry in the data store.
an existing entry in the data store; and
10 . the step of storing the digital certificate information in the data store comprises the
steps of:
creating a new entry in the data store and storing the subject identifier and the
digital certificate validity information in the new entry in the data store where the subject
identifier is not stored in an existing entry in the data store; and

15 storing the digital certificate validity information in the existing entry in the

data store where the subject identifier is stored in an existing entry in the data store.

21.  The method of claim 20, further comprising the steps of:

determining whether a digital certificate is invalid based on the subject identifier and

20 the digital certificate validity information; and

notifying a user of the messaging client that the digital certificate is invalid upon a

determination that a digital certificate is invalid.
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21. The nethod of claim 20, further conprising the steps of: determning
whet her a digital certificate is invalid based on the subject identifier
and 20 tweodiogiéesml certificate validity information; andPo@tdAogoomea user
of the messaging client that the digital certificate is invalid upon a

det er m natyi, on Thbaetdd @F dhined1, FREtinfiechiivl etifidawalalidity iHOrmiAon ALMESE28

PCT/ CA03/ 00406 22. The nethod of claim 21, wherein the.digital certificate
val i dity J.nf@fpafohion defines a validity period. 23. The nethod of claim
21, wherein the digital certificate validity information defines an 5
expiry time. 24. The nmethod of claim 1, wherein the nessaging client

i npl emented on a mﬁreless nobi | e communi cation device. 10 25. A system for
storing g|t e [ system
ot 1 o e R CE R DASLAR Bl BB Al e 28, o)

digit certlflcates and a digital certlflcate i nformation injector nodul e
conf i gur &PES" gﬁtract digital certificate information froma digital
certificate after the digital certificate is received by the digital 15
certificate |oader nodule, to determ ne whether the extracted digital
certificate information |s stored_ in an entry in a flrst data store, and to
store t heXdext riietaahed ofi dam batherein thymeessagig:Gignt igplemented oa af wirdessqat o
store where the extracted digital certificate information is not stored in
t he ent rpobile comenunjcatien ¢ryica: store. 20 26. The system of claim 25, wherein
the digital certificate information injector nodule is further configured
to create a newentry in the first data store upon determ ning that the
extracted digital certificate information i's not stored in an entry in the
firsti@atz. st QX eystem for storing digital certificate information at a messaging client, the system

comprising:
a digital certificate loader module configured to receive digital certificates; and
adigital (éertiﬁcate information injector module configured to extract digital certificate
information from a digital certificate after the digital certificate is received by the digital
15 certificate loader module, to determine whether the extracted digital certificate information is
stored in an entry in a first data store, and to store the extracted digital certificate information
in the first data store where the extracted digital certificate information is not stored in the

entry in the first data store.

20 26.  The system of claim 25, wherein the digital certificate information injector module is
further configured to create a new entry in the first data store upon determining that the

extracted digital certificate information is not stored in an entry in the first data store.

27. The System of claim 26, wherein:
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27. The systemof claim 26, wherein: 61 WO 03/079628 PCT/ CA0O3/ 00406 the
extracted digital certificate information conprises a subject identifier
and addiwpDonaboeas gital certificate information; and the aCgicaab/o0406
certificate information injector nodule is further configured to:

det er m ne whetieextddedSdiBit® Certifiigt infor@htidnS canhpmised ai ubRor eRhtifferiandt he fir st
data 5 store, and upon determ ning that the subject identifier is not

stored i ny@fioRAldigital RrdftBtefibfofhatdal Mastore, to create a new entry in the
first data store and store the subject identifier and the additi onal

digital certifgeglient LA r&&a&uh EoF VB s FreteP cdrd @fgmfemost data store;

and upon determnrng t e su ject 1dentifier 1s stored in an entry in

the first 10 data t%r%&ﬁe Wg&@oredﬂgﬁm %lﬂﬁgrl% Eigreﬁ‘ilr?lﬁé | rshtgltggttdgtla

certlflcatelnforrralonlss eentry In ata store,
and to.store the additio L nf or mat i on he entry
T Ches st e 207 bow Gfanm b e tf#?&?ﬁ%fﬁ%n%a@f%a Ry Bt o)
certificate infor tlon is not stored |n ge store. 15 28. The
system of cl ailfftZ8! $10iFt ReFeLDAPPY Y Ththe Eﬁtrf!i‘tad%{?rﬁ angl spose thseRiEStn t he
digital certifi cate | oader nodule is conflgured to store digital
certificates iifenifier andghsndditiona digitg cartificasginforpationjs theppy el BMAMY, wherei n
the digital certificate information injector nodule is further configured
to detect stordatgestass; andrecei ved digital certificate to the second data
store and 20 to retrieve the received digital certificate fromthe second
data store upon sucipoddttentiniog that 86.subjbe idepsfieris sbred imamem§ in thedirgi n: 62 WO
03/ 079628 PCT/ CA03/00406 the digital certificate |oader nodule is

confi gur ed t o damisicry dettenind Ghdtladr tteadditidriatdipieal certificate information is stored in

the entry in the first data store, and to store the additional digital certificate
information in the entry in the first data store upon determining that the additional

digital certificate information is not stored in the first data store.

15 28.  The system of claim 25, further comprising a second data store, wherein the digital

certificate loader module is configured to store digital certificates in the second data store.
29.  The system of claim 28, wherein the digital certificate information injector module is
further configured to detect storage of a received digital certificate to the second data store and

20  to retrieve the received digital certificate from the second data store upon such detection.

30.  The system of claim 28, wherein:
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information injector nodul e when a received digital certificate has been
stored to the second data store; and the digital certificate information
i nj ect or wodal®ees configured to retrieve the received 5PdirgiA0a400406
certificate fromthe second data store upon such notification. 31. The
system of cl aipe dfitalvdeRitehtd loddeen®ist eedrfigtae to actprthes digital @itifichial
certificate store; the digital certificate | oader nodule is configured to
parse di GinfRhatdihjebibiGAl R WiknGeRIVed dibRalRarisiede BisBbdntore®iolid se€aie dat a
and to store the parsed digital certificate data in the digital

certifi ca&a@a%&gra% and the digital certificate information injector nodule
is configured to retrieve the digital certificate information fromthe
parsed digital certificate . . i h i i.fi 3 store.
5 32 The oydpEfkln il BHAEhRi&rbabiR il Blo SEEH £ O
nodul e_is..configured.to . provide the digital rtificate information to the
digital c‘élglttﬁf’?‘%gfaze fr?fflg}er’?'ﬁ‘fqngglaﬁaﬁ oéeclfp(?ﬁ Sﬂﬁdﬁﬁg?atnog'& The system of claim
25, wherein the nessaging client is a wireless nobile 20 comrunication
device. 34. The system of claim28, wherein the digital certificate
information injector nodule is further configured to extract digital
certificalle i r{ffh?rsﬁﬁ‘fméﬁ'rﬂ?lﬁ’rzi;awai’f@mt al certificate fromthe second data
store, to determ ne whether the digital certificate information extracted
fromthe 63 WB O8kOAOERS cRUmiscnddigodsovificaestorrdl data store is stored in an
entry in the first data store, and to store the extracted digital
certificate i rnhodigidl catifi¢ate lodver mpdue is dertfgussd oo prsgpigitabiettdicatenioseeatehat  t he
digital certificate information extracted fromthe second data store is
not si®r ephried digitabbdrtiffcatenddidrend forssdre dat arsetl dightal certificate data in the digital

certificate store; and
the digital certificate information injector module is configured to retrieve the digital
certificate information from the parsed digital certificate data stored in the digital certificate
store.
15
32.  The system of claim 25, wherein the digital certificate loader module is configured to

provide the digital certificate information to the digital certificate information injector module.

33.  The system of claim 25, wherein the messaging client is a wireless mobile

20 communication device.

34.  The system of claim 28, wherein the digital certificate information injector module is
further configured to extract digital certificate information for a digital certificate from the

second data store, to determine whether the digital certificate information extracted from the
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5 35. The systemof claim 34, wherein the first data store conprises an
address book store that stores contact information, and an appoi nt nent
store t hawosBor®wss appoi ntnent information. 36. A nethod @CTraa/g0406
digital certificate data stored in a nobile conmunication device, the
et hod ¢ Qpgont ghtf Gtokd16 stdfelMParintry #hé BeHAtA fiGre! dndns Hbleliacbxeth@éd dikital
certificate data at the nobile comunication device; conparing the

transm t t.edrdig iiﬁf@hnsﬁ%ﬁ tih ftﬂe%gteda%aét@ret@ofﬂ ldBletrhing@hdtithd Gigit@ cdadatst ored in
a menory store in the nobile communication device; and updating the nenory

store to ls hédslocatis LaStAkgfd n  the
nmenory st%fraghéé%g %@&@h@gﬁﬁ&ggﬁgﬁ%ﬁﬁ og(?ir% 35’0 V\/(’llel?lg?{t@ rﬂtg step S rcorrpari ng
the transmitted digital certificate data to stored digital certificate
data stored in the nmenory store conprises the steps of: selecting a

di gi t rei catel tifier associ.at th the transmtte i gital
certi Pl cabe. | 38° B oF &ét@emlﬁ?ﬁ&fﬁxﬁw@fe %°HE’“8‘?SQ“P?§4}]@S&§?‘§1? Frfa o
identifier is stored in the nepory store fg hod of cl ai m 37,
wher ei n tthat sigfes gonggct H’ﬁ‘&}g’taflﬂrg ag aﬁ%‘?’r’btﬂ?n‘ssfo(‘j‘? attsfﬁ’r‘?sﬁ@?oﬂﬁ@e‘ftﬁg 2%t t ed
digital certificate data not stored in the nenory store conprises the steps
of : 64 WO 03/079628 PCT/ CA03/ 00406 upon determ ning that the digital
certificate identifier is not stored in the nenory store: storing the
digital &érti A vethedjof eranpgingdigital cetiidicate Weteystagedinea mobily porpguripasion
transmtted digital certificate data in the nenory store; and associating
t he tr anskvice,abk dethpd edmmrsiigitic steps ef:data with the digital certificate 5
identifier.

10 receiving transmitted digital certificate data at the mobile communication device;

comparing the transmitted digital certificate data to digital certificate data stored in a
memory store in the mobile communication device; and
updating the memory store to include transmitted digital certificate data not stored in

the memory store.

15
37. The method of claim 36, wherein the step of comparing the transmitted digital
certificate data to stored digital certificate data stored in the memory store comprises the steps
of:
selecting a digital certificate identifier associated with the transmitted digital certificate
20 data; and

determining whether the digital certificate identifier is stored in the memory store.

38.  Themethod of claim 37, wherein the step of updating the memory store to include the

transmitted digital certificate data not stored in the memory store comprises the steps of:

64



39. The nethod of claim38, further conprising the steps of. setting a
secure nessaging identifier in the nenory store; and associating the secure
nmessagi ngwodentdets er with the digital certificate identifiPET/CA030048. The
met hod of claim 39, wherein the nmenory store is an address book store, and
the digital agbhidblefimhRigithenhd dip@dl chrfiedle Rlentifidr iaasirsesed indle méerymet hod of
claim40, further conprising the steps of: 15 generating a nessage at the

mobi | e coggni cation deviofifs the AHHLIRSRifSLe tdRAHARSS MY ndnfdr} H6ee- Mai | addr ess;
and determ ni ng whether to performa security operation on the nessage

based on  the securpEsaaan ikl B0k bhficudludhndReniBIdig 0F cl al m 41,

wherein the step of erm ni ng er to performa security operation on

the message based GO REWETRIPARIA S AR 414 61 SRBELPES AN St P

of : determ ning WHETHEY € Securé nessagl ng 1den ier 7s set; pronpting
a user_of, the nobile communication device to select the security operation
wher e ?hemggﬁﬁTe messaging identifier is set. 65 WD 03/079628
PCT/ CA03/ 00406 43. The nethod of claim 36, further conprising the steps
of : selecting a validity event for a digital certificate based on the
digital certificate data stored in the menory store; and 5 notifying a
user upon3%he Bredugthedriclayn 38 farthes cogpasinedhesiErs o4, The nethod of cl ai m 43,
wherein the validity event is the expiration of a validity period of the
digital certi f patiEnga seqge Mppsaging idsoidfiesin @b aiemonastorgandei n t he step of
selecting a validity event for a digital

associating the secure messaging identifier with the digital certificate identifier.

10
40. The method of claim 39, wherein the memory store is an address book store, and the
digital certificate identifier is an e-mail address.
41.  The method of claim 40, further comprising the steps of:

15 generating a message at the mobile communication device;

addressing the message to the e-mail address; and
determining whether to perform a security operation on the message based on

the secure messaging identifier.

20 42.  Themethod of claim 41, wherein the step of determining whether to perform a security
operation on the message based on the secure messaging identifier comprises the steps of:
determining whether the secure messaging identifier is set;
prompting a user of the mobile communication device to select the security operation

where the secure messaging identifier is set.
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10 certificate based on the digital certificate data stored in the nenory
store conprises the steps of: storing validity event data in a second
menory stwoa3/029sd8 peri odi cal |y accessing the second menor PCIH@A08/00406
determ ne whether the validity event has occurred. 15 46. The nethod of
cl ai m45, wherein the second nenory store is a cal endar event store, and
the validity event is an expiration of the digital certificate. 20 66

43,  The method of claim 36, further comprising the steps of:
selecting a validity event for a digital certificate based on the digital certificate data
stored in the memory store; and

5 notifying a user upon the occurrence of the validity event.

44,  The method of claim 43, wherein the validity event is the expiration of a validity
period of the digital certificate. |
45.  The method of claim 43, wherein the step of selecting a validity event for a digital
10  certificate based on the digital certificate data stored in the memory store comprises the steps
of:
storing validity event data in a second memory store; and
periodically accessing the second memory store to determine whether the validity
event has occurred.
15
46. The method of claim 45, wherein the second memory store is a calendar event store,

and the validity event is an expiration of the digital certificate.

20
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