WD 2007/ 011766 PCT/ S2006/ 027461 1 METHOD AND APPARATUS FOR
ENCRYPTI NG DECRYPTI NG MJULTI MEDI A CONTENT TO ALLOW RANDOM ACCESS

BACKGROUN 0@0@/&11‘;6 001] Enbodi nents of the invention rf(%ﬁﬁﬁoowo 7461
generally to ‘encryption and decryption of nultinmedia files, and nore

particularly, to a method and apparatts for encrypting/ decrypting
mul ti media content to all ow random access. Background [0002] As 3G

and ot her cel |l ul ar net w%ﬁbﬁé&&ém%ﬁgﬁket dat a based
operators ar BNGRYIRING/DEGRYRTINGMULTINE DI CONTENTFOVi deo

content to the mass mar ketALLIOBHhRANDOM AICEESSs t he nost
data-i ntensive type of content. At the sane tinme, consuner

experience with current home view ng options presents operators and
content providers with target markets that hold established ideas
about what the user experience BAMOKGRMENDThe conbi nation of
consuner expectations and nobility present fundanental challenges to
networ k opgfgliors and content providers. In summary, attractive

busi ness rm'dgl‘s network control and managenent, access control,
devilé®ikapabi | i threlpodimehtss aothpelihventjonswetate xgpeenncte esamtione and

present a c | ex i nt erdependent chal l.e s .that have .not been
fully resolé\%glg'p ﬁ%n? ENATE ae@gs’iaﬁ(a&otr? yé.lrhflgg%@]to 6‘.%“‘& aarnldea%%ra?lﬁat
has ari sen foserdchgtingfddcryptingrmiitiedipeoitenttté alfovofantidie aceeeit ent that is
to be distributed. For exanple, the distributed content typically

needs to b;a%gal[ ql%gr from unaut hori zed copyi ng. Further, content
provi ders to control, either directly or indirectly, the

di stiedoput i on of AsBG emdhbdther celldlbtisetworke aicaitplopéd) viewl €P padkypdLabsyd
require that any content di tr(%ybtgti on system used by service
provi ders KSEVEE AE GBFEINEy Y Hrie mast ehagrreans foryihe areah ARgRIAS A

(DRV),  whisedkifieieésldiPindbedthe SR uAon (08 GIHb €BhteR th AN BARNh SN At
provide control for how distributed material can be used on any

el ect roni ¢ HeliaBditkivideodu s meshsupdrensivestypg ploepntenn Af fheisgap tine,
under | yi ng SRIRANER eﬁeﬁﬁe ghth cﬁﬁ&{t% ed\'/ié\;vfrlg%;ibﬁﬁ%é%ﬁs radtdds andlPPOrt

DRM so as to protect the intellectual prop hts of" content

provi ders content providers with target markets that hold established ideas about what the
user experience should bé. The combination of consumer expectations and
mobility present fundamental challenges to network operators and content
providers. In summary, attractive business models, network control and
management, access control, device capabilities and a compelling user experience
combine to present a complex of interdependent challenges that have not been
fully resolved in the wireless industry.

[0003] One challenge that has arisen is the need to provide protection of the
content that is to be distributed. For example, the distributed content typically
needs to be guarded from unauthorized copying. Further, content providers also
wish to control, either directly or indirectly, the distribution of the content. Thus,
content providers typically require that any content distribution system used by
service providers have the ability to provide digital rights management (DRM),
which refers to any of several technical arrangements that provide control for how
distributed material can be used on any electronic device with such measures
installed. An critical underlying component for all content distribution systems to

support DRM so as to protect the intellectual property rights of content providers



WD 2007/ 011766 PCT/ US2006/ 027461 2 is the feature of
encryption/decryption of nedia during transm ssion/receipt. In

addi tion, e i ften a requirenent to store the nedja |
AEt D stri but FonURafieret,

encrypt ed her on the servers at the distribu
on the playback device. Further, theZencryption often needs to
support "trijc E? f eat ures suc S the t.o view, the content

duri ng fast Sf'8¢ feaFue ohaneRit bﬁya‘g%@%meﬁhﬁ dudng frapsmissignigeeipth einedi a

encrypti on st eers Rostkdh @Rirslﬁerﬁ%rsy&& N mWdiih Bn th N bRy ?m@h@ﬂﬂes to
video codin interface. SUWARY [0004] Enbodi nents descri bed herein

provi de net PiHEE RS sawp@raathfsdlﬂa?utwér?@n%@q qigthe playbackeleviceleBurghet.a of
any codec tgg %ﬁ&?gﬂonséﬁe‘ﬁar{@em Juggéﬂ Rgick hfeatu%tsﬂ?kf: %nl{hg %)ﬂit}f] qu\(? ibw
C ata w e

Thus, any error, "byte expansion ontraction o
m ni m zed tthe@blﬁtemttduang fiegst-Forpend andrewind tpheybpdka ibialesiodd thitehermletianedi a

2 mil t1 mectareLpg SRR BEE W G RGardl RYREHE et AQHEor | o

to identi fyccahngr‘iﬁtérfacedata portion; .encrypting the nedia data portion;
and, conbi ning the encrypt ed nedia data portion with a non-encrypted

non- medi a data portion. met hod ing anmultinedia file is
al so provided herein for parS| ng §w| nedia file to identify an

unernogospt ed net aﬂﬁbtﬁhlﬁa’ftildﬁﬁcnﬂéal Réreinh @rowidie Nhdtlyddks € end Bippakatud BRI tion
to | ocate a position, of erest in the nedia file, the _position of

i nterest ha¥CHEUES 0&5’5@& ‘é Ocidait Of Y €Qdere HANSPRFA SHEATR and 6??"1%@6

decrypting hbe-cesenGh@tedThanahy pk6d b{ﬁ@ @kﬁan%h @r aﬁ.liﬁaét% of [dBAQE]1 pkN
anot her enbodi nent, a processor confl gured i npl enent a net hod for

encrypt i ng Biizeq fecaifest # ymadl postiereefdhe ﬂe@aﬁb p’éﬁhﬁ muftieediget hod
i ncliggsng parsi ng Lie emgwlfarfegi,egiaqneftﬂddelst aegcﬂs‘g& gfeﬁé gﬁ&gﬂﬁﬁa

port|on encrypting the ne ortion;
encrypt ed reuliizediat file phe tm@imd/\imlmdmgnpmmw dreyiptﬂadledm(ﬁﬂe e ddamﬂ;aa a

portion. | t her. emodi rent , .a pLocessor configure

i mpl enent g“érf‘gji‘ ik PHoH £F TR s PP L BopaRl andl £ 5 hibBe: e

her ei n, theancrypteﬁadedmdhuacﬁdﬁ@orpazﬁtﬁiangort srerypidd hdl‘ﬁﬁlb(ﬁafda{aepdrﬁoﬁ dentify
an unencrypt ta at.a por jon; ?@e'r ng the un gcl%%%t ed net adat a

portion to Ifl‘?)tg% PIBYEE 3 B tB]Fe Bsplsg prov P or priging; g
posi tion ofmumhﬁaﬁstméwaw RSy 3HSQeé Cﬁ)@ecﬁr}ﬁété!daieﬁ%oﬁﬁﬂi audad athe

porti on; anu%engecra/ pting the associated encrypted media data portion.
ypte metadata portion to locate a position o nterest in the media file, the
position of interest having an associated encrypted media data portion; and,
decrypting the associated encrypted media data portion.

[0006] In another embodiment, a processor configured to implement a method for
encrypting a multimedia file is described herein, the method including parsing the
multimedia file to identify a media data portion; encrypting the media data
portion; and, combining the encrypted media data portion with a non-encrypted
non-media data portion. In this other embodiment, a processor configured to
implement a method for playing a multimedia file is also provided herein, the
method including parsing the multimedia file to identify an unencrypted metadata
portion; using the unencrypted metadata portion to locate a position of interest in
the media file, the position of interest having an associated encrypted media data
portion; and, decrypting the associated encrypted media data portion.

[0007] In yet another embodiment, a computer readable medium having

instructions stored thereon, the stored instructions, when executed by a processor,



[0007] In yet another enbodi ment, a conputer readabl e nmedi um having
instructions stored thereon, the stored instructions, when executed

by a proceﬁ% 007/ 011766 PCT/ US2006/ 027461 3 ca
processor ooi[’)eréll\g%ﬂ a method for encpypting a multi ne?%@%ﬁoemf@m

descri bed herein, the nmethod including parsing the nmultinedia file to

identify a . o, € t t he dla a ortion;
and, conbi ni ng % e&%g%(s:é} {Otggg%dfpgn%g}d ﬁ)g elnf‘in trﬁ‘q‘é‘ ﬁé‘ﬁdﬁypt ed
non- medi a d@sw@drhereum thd methbhuﬁclﬁmﬁ@pa@ﬂ@@ﬁh Rlimedsh SRBUESHIfY a

readabl e msdl ng E‘g i nst ructl ons st t hereon, the stored

i nstruction 'Oft EXFTIRY ol& § ata PaTion; eRG combiniagsbe t o
perform a rmtlefy@tédfxﬁédmli&w fioa \ﬂiﬁlb' 0B dhér ﬂeJi% h-SnedlaS e
herein, the nethod i ncI udlpgg par si ngn t he yfa | ti ﬁed%fa f&ﬁté)b%b?dceirﬁtl fy
an unencr s ibsrehe ’cn%?nf;cﬁr ‘Eqr’@i?\*tefdﬁdﬁéletm@dlumém&mpn&tmcum'(sasﬂm'ea

portion to thQesH, eha st&@ﬁ' Tk 8hs, | WE&G %ﬁ%fu{e'a {)Q cgce%&i 8ada%ttge

position of interest having an as$sociated enc
portion; arPHOCeRROE 1ty peifoin ahmethed b plegdg earmnulpp’teddi filedis aalsodgrbided

ortion. O I ot -erbodi e an.apparatus for encrypting
g nul t i rredlqlgﬁ%n’ {hey%eﬂg’gsém{‘)h% MRS rhtlét HB'HHB’SEIFa? k?s 0 ni9ERIEY né means
for pa][ si ngmenveypred tbtagath porhbh eusnigamt dﬁﬁtﬁybbédhdgﬁﬁtaapcﬂ@&ﬁ%oﬂ@é&é on;
means for e ortion;_ an means for
conbi ni ng &’ H&Eéﬁfﬁ S?g'(r%sa “rr@e H’a@ﬁ gPP?‘B?P 0f inferest haying#esyesizse non-
nedi a dat aepayptiedmedid dithi goriink @hd, ed'éé%‘i‘)hﬂ%rﬂﬁe aﬁacﬁtﬁ@%ﬁéryﬁt%d ffdia
i

playing a multinedia file is also described herein havi neans for
par si ng t hd2ARPHRedia file to identify an unencrypted netadata

por t0ogs]); neans §ipyetlsnbier dd¥IHAGR CoY. %:pFQtus rfﬁr[ &g%ﬁ{l ? 9 rlﬁdl?llﬁe&lg fﬁ(i,‘ ocat e

a position_ of interest in the nedia & est
havi ng an &8s b&tiééfe@héhfww%wﬁmhedlmmaamdommng tha dpultimedis fiteor

decrypting a her
obj ect s, fte&aliaglﬁte At cg] &égﬁ e\%ﬁl J{Zﬁ?gncr S{\S‘ggb ‘%ﬁ&"g‘? BOrPﬂ’i‘ysa@SI
skil |l ed i nmepes far t:omlvmmgttllmeerﬁ:mptadvmafdm dma pmheﬁl wil $:Gjonf¥nt:§Pted nbnd S t O

be under st wever th det ed description_and specific
exanpl es, \F/}\}(r%g]laed%}% LK até& ?aF o FBniRparatug, for RIERE By way

of illust ramitmmdwnﬁleriom tléﬂchbéd ein hMaﬂg e OL parding (PR ufinfedfal ONS
description . may be nmade w t hout

wi thin the_.sco the follo
departing P %&%E)(fel’i‘ggsﬂ ‘F}ef‘crﬁ'ﬂégmgk??adatérﬁ’ﬂﬂtoﬁen’é%cfﬁﬁ winghe shoghptedbe
under st 00dmbRAAAGLHINA t8ldcafUCHOSTRAI JfiifRfcbORShe media file, the position of

interest having an associated encrypted media data portion; and, means for

decrypting the associated encrypted media data portion.

0009] Other objects, features and advantages will become apparent to those
skilled in the art from the following detailed description. It is to be understood,
however, that the detailed description and speciﬁc examples, while indicating
exemplary embodiments , are given by way of illustration and not limitation.
Many changes and modifications within the scope of the following description
may be made without departing from the spirit thereof, and the description should

be understood to include all such modifications.

BRIEF DESCRIPTION OF THE DRAWINGS
)010] The invention may be more readily understood by referring to the

accompanying drawings in which:



BRI EF DESCRI PTI ON OF TI RE DRAWNGS ) 010] The invention nmay be nore
readily understood by referring to the acconpanying drawings in

whi ch: WO 6 PCT/ US2006/ 027461 4 [0011] FIG j 915 €
illust ratiﬁlg)ozéél%(])lr}égni zation of an exenplary video bi té?fr@%zﬁ%) 43

defined by a standard codec; [0012] FHG 2 is a fi gurehi I Ikustrgti Rg a
sa rgani zat| f video d audio sanples into chunks and the
chzﬁb&&rfsets; [%‘8?3133153? 1805 ?lgusgamg)a{ Oﬂg%ag%‘ B SEPPERY Wik an
encrypti on bitgena a8 Géfiied by @dtandRdepdecypt only a media portion of a
nul tﬂ ?ia content; [0014] FIG 4 is a block diagramof a client with
a pl 8&5 to decr§iSt Zaifich Pury Biskatinga sample,qseairaiienioh vislsptandraudid t he
mul ti medi a GeHMI&Nhto chP8L3ha kG r'[i( ' .flow diagram of an operation
of the encryg{ﬁ?on gr?gi ne; and, . 066%8? FIG 6 is a block di agram of
an de¥éks poi nt Hkd3ana blededisgrmmrafiarsatvewith heendiyption mpgleermnfl klgn@dt he
features d J I3 7k . Li ke n rals refer to like parts
t hr oughout e‘?’%é@ﬁﬁ%f?i? ﬁl\??lélxﬁg’glg’g‘ ‘% & tHP%‘ﬁ?ﬁ%‘?‘?n%’DETAl LED DESCRI PTI ON

[ 001814The enbodiletsa blesicdibgrent dferdient wittoy pldgerao H&fcrij;ﬁdna praéback
encrypting onl the "content” portion of the data of any codec

t ransport stg? %Cﬁ%{ﬁ(ng 3\??‘%‘@“%@‘6%?139@%?%?%1 whi ch is used to

| ocas@sand pl ayEGKS idweflew alagfiin of aBlopératio8f the SXaROR endifle; ARE

enb {)1 nt, onl %}hg_vi deo content portion is encrypted. As a

resﬁ 41, t he effﬁ‘g 50 d¥ 2 blagk dingram ofjangogess E@éb@#&i%r@ﬁ%ﬁtﬁﬁa@@hﬁﬁblef
data shoul dropgnpl&iaii 2Rttt bhefiERINAfhECt a smal | portion of the
pl ayback of the nultinmedia. [0019] The follow ng description assumes
t he ®@Bdlec used ke mpmeralshisfer iot likredirts theorshewt: the ssexamplieantofwhe h t he

MPEGA stancjﬁg‘glm? pronul gated by the Myving Picture Experts G oup
(MPEG, a workifg group of the International St andar di zation
Organi zation/International El ectrotechnical Conm ssion, Joint

'Cli'echni cal Coer ttee 1 (1SQO lEG‘&TI@IJDEgg%IP%!gNECEst 2;1d2:]gst ﬁreel\/PEG4
en W t : ; . a :
st a?@ggd is d(l\a@? ?iegié) ﬁﬁn%n}sﬁ @&& I‘i’%gbr-m?.“d;e 6&%“%\“ BB Y

- consi sts ofthhf‘@mngenchpation af tesdata oicinydéadge mehpdatsae@andnd leaving the

meta-content, which is used to locate and playback the content, intact. For

example, in one embodiment, only the video content portion is encrypted. As a
result, the effects of any error or byte expansion/contraction of data should be
minimized and thereby affect a small portion of the playback of the multimedia.

[0019] The following description assumes the codec used to store the multimedia
content is compliant with the MPEG4 standard as promulgated by the Moving
Picture Experts Group (MPEG), a working group of the International
Standardization Organization/International Electrotechnical Commission, Joint
Technical Committee 1 (ISO/IEC JTC1). The ISO/IEC standards are denoted
with MPEG-x (e.g., MPEG-1, MPEG-2 and MPEG-4) and the MPEG-4 standard
is described in ISO/IEC 14496-2.

00201 An MPEGH4 file consists of hierarchical atoms, including metadata and
media atoms. Each atom itself can be composed of other atoms. The metadata
and media data atoms can be present anywhere in the file. In general, the
metadata atom (moov) is not essential and can be located either before or after the
media data atoms in the file. Metadata typically constitute less than 5 — 10% of an
MPEGH4 file.



medi a atons. Each atomitself can be conposed of other atons. The
met adata and nedia data atons can be present anywhere in the file.
In general, the netadata atom (nobov) is not essential and can be

| ocat ed eiYVﬁ)ezrﬂo%Oéf’@Pe or after the nedia data atoms i nP¢HESYPGGE7461
Met adata typically constitute less than 5 - 10% of an MPEX file. WO

2007/011766 PCT/ US2006/ 027461 5 [0021] Each atomitself has a type
and (894} ze fi el dBashetioymaeelf has artypmanda dre Heldapriznsd iy fremewhiel ATraPOf

the file ey he qepstabethe AR ﬁaf'bk%@?%ﬁ?ﬁé PRfis Gllo® tﬂ%%gﬁs&l‘!ﬂt jedi a

pl ayer to quickly junp fromone ato ot her. Eac enentary
stream suchuliisnediseplayedito qeickly dymp fromhae\dtate ¢o therotizon BagH ¢lethentaryi t s

own ndat ( | a t t (thin the. to he nedia data is
or gani zed |Jr{1%g ’Illllé Sgc?'o%)n%hgfaggqou%%s t?{at%‘e é’%deggg&rg%ﬁ g@l f‘%vr? 15 OyR M ‘?aéd
sanpl es. Fofmegicadqth)estom. cWithin the mdsitceemdihe andtiy datnad vebanizée if ihbs;
three video fra f a video sequence .Q9.,. frames 1, 2, and 3),
while a chuSRner ChYN dha Aozt ‘Fﬁl%ﬁ‘?"%g\f@a%ﬁégfa?leﬁné%f el 2 s i n
it. These cyid&k8atdmdjeRicRde MAfiatk b vRIES FRERS f hviast bepbndeNe ofi | €.
[ 0022] The petadata atom contains_information about the nmedia in the

file, the H3mBghel Zadad Shevhileqt shuskof augie datq might haveroperas maeye gudipp| or
a sanpl e t abRIREPM el [ eatomis
further conposle%tug?] ;I‘ ﬁéeS%%§ %%S\g\gmhﬁgﬂtdg%%éé@% \éﬁ&@%@%&@ 1%é;l{ﬂel\/!aps

t i md0q28] sanpl e nihebeetedata pEOPAintanssinforgption hhaus thehmedia ze thef filsatip| es.

0025] stscy I o] pcal |l ¥4 ndic i.ch sanple
E)ccur]s i n%ﬁﬁ%ﬁ&ﬁ%ﬁ)&ﬁr%ozﬁwﬁé?yq rrg\%?&e%‘bft ﬁlgacs%ﬁ% t\(%@?saé?m
wi t hi n t he gredept WithOR2 e siovd: atGanpThis deblc niopi isofurthablcempbat afotheai ns
configurati i nf gargriratti on (VOL headers, etc.). [0028] Toget her,
t hese atonsﬁ))g?‘g\?? $H8 &ssential netadata required for parsing to

t he [@gapy opri at e sfts:amevigys tianedb SaBplaRh@Abe®. render it for playback, as
further described bel ow, [@0294 Many nul timedi a pl ayers are
filedBaked, suct’?tstzhatSPf’%@?/S SREE YRSt a filenane or a buffer

cont@i28) Ng a nulgideMeQirgpsfshnfles TNEnRkAWRLCABS ficiBs #hREaBmBle ockhie file
netadata to load an internal table with frame offsets and timng
in which chunk).

[0026] stco: Provides the chunk offset within the file.

[0027] stsd: Sample description table that contains configuration information
(VOL headers, etc.).

[0028] Together, these atoms provide the essential metadata required for parsing
to the appropriate frame or audio sample to render it for playback, as further
described below.

[0029] Many multimedia players are file-based, such that they take as input a
filename or a buffer containing a multimedia file. The player performs a scan of
the file metadata to load an internal table with frame offsets and timing
information. The raw frames are fed to the codec (e.g., MPEG-4 codec) for
decode and then rendered on the display by the player. The internal table is used
to perform such functions as “quick” seeks to the appropriate position in the file
during a fast-forward or a rewind, or “random access” playback from any point in
the file. Such features are collectively referred to as “trick play” features.

[0030] To keep the internal tables compact, a variety of techniques are used. One
that is used to compact the location and size information relies on the observation

that several samples from the same track are often stored contiguously, even when



information. The raw frames are fed to the codec (e.g., MPEG 4 codec)
for decode and then rendered on the display by the pI ayer. The
internal t I ed to performsuch functions as to
t he approprafaa g#%(l)&%tl on |n the file durl ng a fast-for ﬁgszot?s‘?ogl?&l
rewi nd, or "random access" pl ayback f Pom any p0| nt in the file. Such

features ar | | ectivel eferr "tri ] a f eat ures.

[ 0030] To kg%%?ﬁoﬁievmhotuéﬁ%gfs‘fé‘ﬁ Cgrrgglétmn %\‘}‘?fgﬂ %{‘gﬁtﬁm SdHM dues
are used. Qpeticilftatradks iyIselked @ GlﬁiﬁRaCtI‘h'Ea heaniphe et dRRk aBble SkEkin the
information relies on the observation that_several sanples fromthe

sane track BARIANY efisSt HPEe PEYRASS Ghe JRIPPIngciem sadle Wonbao/ oumkes
PCTI US2006/ Qa0 1 hd (ot ﬁd@fﬁoﬁ"yf'e&’éhsch%??skx%cérﬁe AR B2ME e S
run of contjguous sanples froma particular tra I's ca hunk.
The sanpl e- BEOCHQRkK 21 &@h@lwffw f\lstnﬁé2 Qreﬁ‘ldatSbrVg/hlcfstssnéasmdntiqorrr)mGV| des
t he mappin dige (
position 0190 Jgg@;ygﬁﬂmk?llé;%g@gg%&% ﬁfsﬁa ﬁ’eslﬁ%gl{; J’YP C?latom
as a chunk &aﬁip@&lscn(lssamgﬂeGanhe Girhphy m&)tablmmthim thé:mﬁmy&dszf aM. t he
begi nni ng th | ref; e.in which the chunk resides. The length, in
byt es, eath r?b?séngal Sso is recorded, in the sanple size table
vmth®0311 he rrandauomydaatrstzreneammemgkefore by using: [0031] 1. the
dat J:5f erence fzrorglthe track, . [0032] 2. the sanpl e-t o- chunk

pp?RE [ 0033]% 3the sHBPIEARARINSMRADRNE, and [ 0034] 4. the sizes of the
pr ec;(mB]ng sanmpl &s ihB chitk ctRBRaghunk, [0035] it is possible to find:
00361 1. the data file containi ng the sanple, which may be a file
ref 98hced by URLthe siges afiile pypepdinigisemples il the sggachink,  t he chunk (and
its @iiset )1t1‘§‘pb£k&6]e£&l€’ﬁd file, :0038] 3. the offset of the sanple
W|th|n the chunk (fromthe sizes of the preceding sanples in the
samel®Bflunk) , and; bedap file cortanisg tie mplevhichnpayebd 4 S eferen0@UBy FI G
2 illustrat i related to this process. Noting that
bot h vi deo a%é’ﬁlatﬁ%i\@u?igﬂ?r%ne (sanpl e) sizes are al so know, any
vi de€@3dr audi o 2sahptleink (hrmimdﬁfsbt&snmﬂnhhteﬂeam ly cal cul ated as

?PZ%}\?\%;EKOBLZ? §Ottk%1|c1%% afa]t er gﬁ%{f@éﬁr ghtfn?(n?f':[cornllj%lgg%zgsa%lf ethe

preceding samples in the same chunk), and,

0039] 4. the size of the sample itself.

0040] FIG. 2 illustrates a simple example related to this process. Noting that
both video frame and audio frame (sample) sizes are also know, any video or
audio sample’s boundaries can be easily calculated as absolute offsets. In such a
player, the pre-constructed table framework does not allow a feed of encrypted
files to the player. The player input is in the form of either a filename (char *) or
a buffer that assumes the entire file resides in the unencrypted format in the
buffer. Neither of these interfaces allow the player to decrypt the file in a
“streaming” fashion (i.e., performing decryption while playing the file).

0041} In one’ embodiment, streaming functionality may be added if the

encryption/decryption system is modified so that encryption occurs at the frame or
slice level in a file, leaving the metadata in the clear to support trick play. This
“smart encryption” method allows the encryption system (e.g., the server) to be
cognizant of the media format while encrypting the actual content and leaving the
essential metadata and header data in the clear. Similarly, at the decryption

system (e.g., the client), the metadata may be utilized to perform features such as



files to the player. The player input is in the formof either a
filename (char'') or a buffer that assunes the entire file resides
in the unepgr format in the buffer. Neither of t i es
al l ow t he {é{ba%égﬁ(ﬁ z)“decrypt the file in a "stream ng" hf(%@ﬂ#:%ﬁd&:?&g
perform ng decryption while playing tie file). 0041] In one'

enbodi ment, streamng functionality nmay be added if the

encrypt i on/ HE&rBIpY MaROW{ETRGH precesting £ 8dS SBermuieds fad wpbY BA CORERr s at

the frame Of)omshbf:ﬁels@éfa%ioﬂme;ﬁragdolb%,de&ﬁﬁts&ng the metadata in the

clear to support trick play. This "smart encryption” nethod all ows
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client 400, as shown in FIG. 4.
[0044] Smart encryption would require the encryption engine 302 to be aware of

the various media formats to be supported by the system so that it would only
encrypt just the frame data, leaving the headers in the clear. For example, in the
case of MPEG4, as illustrated in FIG. 1, the system would only encrypt the VOP
data and leave the GOV and VOP headers in the clear. Further, assuming that the
video bitstream is a standard MP4 file, where the stbl metadata atom is
compulsory, the encryption engine would not have to parse for frame or audio-
sample start codes to get to the media data. Instead, the encryption engine would
use the information in the stbl metadata atom to parse to the appropriate position
in the file to get to the frame or audio sample data.

[0045] FIG. 4 illustrates a client 400 that receives the multimedia file from server
300 and decrypts the relevant portions of the received file for rendering and

playback. A player 450 would be able to construct an internal table without any



client 400, as shown in FIG 4. (0044] Smart encryption would require
t he encryption engine 302 to be aware of the various nedia formats
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above enbodi ment, éhe file would |l ook like a normnal MPEHA file to

pl ayer 450 *BE¥RHILIChtinR speanes hayeioRsicoanizan) of the filorfremet toagdosmizof t he

i nternal  t@bhedsPu g Ghert S Be ARY i .
el i . 8 G0}y AR

codec. OF COpAEe ysfem hag i pyppoTtofntler fiorei will tergim @sockesing ool tre
cogni zant @Bcr&lﬁ?onf éﬂgﬂqef frdighle teﬁc{yﬁﬁc%gﬁ:' thE frame level ~ parsing stbl atoms,

looking for media data etc.

00471 FIG. 5 illustrates a flow diagram of an exemplary embodiment of the
operation of the encryption/decryption process 500, where, in block 502, parser
308 of encryption engine 302 determines if the data being received from a file or a
stream belongs to a media portion or a non-media portion. If so, then operatioh
continues with block 504, where encryption unit 306 encrypts the media portion.
Otherwise, operation proceeds with block 508, where the non-media portion of
the data is not encrypted (i.e., left in the clear). In block 506, the media and non-
media portions are combined and read out to the storage location of the file (such
as a storage unit on server 300), or streamed out to client 400. If the complete file
or stream has not been processed, then operation returns to block 502. Otherwise,
the data is transmitted to client 400.

0048] Once the data has been transmitted to client 400, either in a file or as part
of a stream, during playback client 400 can read the metadata portion in block 512



t he header. Thus, there would be changes needed for every additional
media format the systemhas to support. Further, there wll be extra
processing _l oad onencryption engine to enable encryptlon at
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the data is transmtted to client 400. 0048] Once the data has been
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utilized t 3P afsnit " SAYPTE achsgpigg{ni SURG grpftéﬁlmhsi ng
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"access termnal" refers _to a device providing voice and/or data
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tel ephone, a%ce%g gnF %o a'{seal 1ol IQ Détwedh t§e gcscegsr%enmnal and the rest of the access
network, which may include an IP network, by converting received air-interface
frames to IP packets. Access point also coordinates the management of attributes
for the air interface.

[0050] For the reverse link, at access terminal 602x, a transmit (TX) data
processor 614 receives traffic data from a data buffer 612, processes (e.g.,
encodes, interleaves, and symbol maps) each data packet based on a selected
coding and modulation scheme, and provides data symbols. A data symbol is a
modulation symbol for data, and a pilot symbol is a modulation symbol for pilot
(which is known a priori). A modulator 616 receives the data symbols, pilot
symbols, and possibly signaling for the reverse link, performs (e.g., OFDM)
modulation and/or other processing as specified by the system, and provides a
stream of output chips. A transmitter unit (TMTR) 618 processes (e.g., converts
to analog, filters, amplifies, and frequency upconverts) the output chip stream and

generates a modulated signal, which is transmitted from an antenna 620.



Initiation Protocol (SIP) phone, a wireless local |loop (WL) station,
a personal digital assistant (PDA), a handhel d devi ce having
wirel ess connection capability, or other processing deyice connect

ed
to a wirel OLNEULHE Further, an "access poi nt" as us etCHE P2 7461

refers to a device in an access netwitk that COI’m’URI cates over the
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denmodul at egroandniteh£@53) The fHRERE B Slgﬁmg% Ogtqlgclweo%%\gﬁgs Slgtgct ed

data symbol s, which are noisy estimate of t
transm t t eGOBNPARE SensFaechRY & eantralerc€) fii aik tegoimmls tﬁanlsmtmng/en (tRX)
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and decodes) the detect reach termna
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link, at a?lfg?l?z%dqﬂ" eP}echA&XL’ml{ Bﬂ,f pgoaétégserl:l %yprge%?osdﬁﬁnor &4 to obtain

detected data symbols. An RX data processor 1026 processes the detected data

symbols and provides decoded data for the terminal and the forward link
signaling. Controller 630 receives the power control commands, and controls data
transmission and transmit power on the reverse link to access point 604x.
Controllers 630 and 670 direct the operation of access terminal 602x and access
point 604x, respectively. Memory units 632 and 672 store program codes and
data used by controllers 630 and 670, respectively.

0053] The disclosed embodiments may be applied to any one or combinations of
the following technologies: Code Division Multiple Access (CDMA) systems,
Multiple-Carrier CDMA (MC-CDMA), Wideband CDMA (W-CDMA), High-
Speed Downlink Packet Access (HSDPA), Time Division Multiple Access
(TDMA) systems, Frequency Division Multiple Access (FDMA) systems, and
Orthogonal Frequency Division Multiple Access (OFDMA) systems.



TX data processor 660 to generate data synbols. A nodul ator 662
receives the data synbols, pilot synbols, and signaling for the
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information from and ornmation to, e storage nedi
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processor. hﬂ/‘lﬁg REAGfRR HHions capabilities. In yet another embodiment, the client is a

personal computer having communications capabilities. In addition, hardware
such as a GPS receiver may be incorporated as mecessary in the client to
implement the various embodiments described herein. The various illustrative
logics, logical blocks, modules, and circuits described in connection with the
embodiments disclosed herein may be implemented or performed with a general
purpose processor, a digital signal processor (DSP), an application specific
integrated circuit (ASIC), a field programmable gate array (FPGA) or other
programmable logic device, discrete gate or transistor logic, discrete hardware
components, or any combination thereof designed to perform the functions
described herein. A general-purpose processor may be a microprocessor, but, in
the alternative, the processor may be any conventional processor, controller,
mic.rocontroller, or state machine. A processor may also be implemented as a

combination of computing devices, e.g., a combination of a DSP and a



and the storage nediumnmay reside in an ASIC. The ASIC may reside in
a user termnal. In the alternative, the processor and the storage
medi um may reside as discrete conponents in a user termnal. [0055]
It shoul d B® W6YHEd7®hat t he net hods descri bed herein makCHES2006/027461
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convent i onatonprigatieos 9, DB ARG 8 ntienoprocesisery o eualrty [of ari¢ropriocessas,eone

machi ne. A S | d C ihatj o f
conput i ng. douiiots tigoffBlesdird o sEul IRETERN PR e B0 Bt M1 766
PCT/-US2006/ @&dTigadtiol2 m croprocessor, a plurality of m croprocessors,
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t he enmbodi nents di scl osed herein may be inpl enented or perforned
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programuabl e gate array SFPGA) or ot her programmabl e | ogl c deviCe,
di screte  apparent to those skilled in the art, and the generic principles defined herein may

be applied to other embodiments, e.g., in an instant messaging service or any
general wireless data communication applications, without departing from the
spirit or scope of the novel aspects described herein. Thus, the scope of the
invention is not intended to be limited to the embodiments shown herein but is to
be accorded the widest scope consistent with the principles and novel features
disclosed herein. The word “exemplary” is used exclusively herein to mean
“serving as an example, instance, or illustration.” Any embodiment described
herein as “exemplary” is not necessarily to be construed as preferred or

advantageous over other embodiments.



gate or transistor logic, discrete hardware conponents, or any

conbi nati on thereof designed to performthe functions described
herein. A general - purpose processor ney3 be a nicroprocessor, but, in
the alternative, the processor may be any conventional processor,
controller, mcrocontroller, or stateumapsne. A processor may also
be i npl enented as a conbi nati on of conputing devices, e.g., a

conbi nation of a DSP and a m croprocessor, a plurality of

M Croprogesso e m sors in conjunction wWith a .

DSP corer or AmYaUher LrdR s R alrdly PR-eorrsiois I Hhathadat: the st o
descri bed abomesiag heanehiplediay/filend atntiBd sedihliateorsdd, MHRekih ethEdiabita

My now neke nuper ous. uses and departures from the

f,
above- deid? ?%EH‘Eﬁ%@&hﬁ@ﬁ?§gﬁﬂkﬁéﬁWﬁﬁéparting fromthe inventive
concepts di i rd-o Ll Lans - -
enbodi nent s Srf&aifgg)gq‘rgg%ﬂe@a dg% a??%% W%b{dhggébgﬁl {llgﬁ(g ?rgt&l[%r?g&%’ratnfi’ and
t he generic pronrgnipp e aefymetimadiaein poatyon With apphicacrypdaiohemedia data
enbodingg&glle.g., in an instant nessagi ng service or any general
wirel es dé?a comuni cati on applications, w thout departing fromthe
spirit or scope of the novel aspects described herein. Thus, the
scope of_the invention is not intended to be limted to the
embodi ment s sHwviRcthed ef elaisut, whergin thdstemotparsieg thehmultintel filsao pdentify the

consi st ent 3 Mtk Bﬂﬁmﬂkhﬂﬁﬁgies and novel features disclosed herein.
The wor 'exenppary I's‘uséd exclusively herein to nean "serving as

an exanpl e, idestminigg a Gile forussfthé maltimed¥¥ileepR@di ment descri bed
herei n as "eégnphgbé" is not necessarily to be construed as preferred
or advant agl8trs G\VBe deterained by frmat identifiing the madi: data potiend ofithe or
encrypt iigtidedM!ghid media file conprising in conbination, the steps of:
parsing the multinedia file to identify a nmedia data portion, wherein
the nedia data portion includes a plurality of video franes;

encrypti,ng t medi a rtion on a video franme-by-video frane
basi s; g‘nd, %8 ﬁbﬁ%?ﬂ%%a C@ﬂ@pﬁ AR e medin datg poriqdirtherrcopinrisesa plurality
non- encoy Rid6 sdiRsles, ARA i@ IR t8mpRARL ¥ SterPor ia GhA M
wherein the step of parsing thg nu%tlmfi61%?ﬁ@ﬁﬁgﬂgﬂgﬁ%?ﬁéa@ﬁgmmOnan
nedi a datdo sgnpledy-audimsdnee basiet ernining a file format of the
multinmedia file; and,
4. A method for playing a multimedia file comprising in combination, the steps of:
parsing the multimedia file to identify an unencrypted metadata portion;
using the unencrypted metadata portion to locate a position of interest in the
multimedia file, the position of interest having an associated encrypted media data portion

that includes a plurality of video frames; and,

decrypting the associated encrypted media data portion on a video frame basis.

5. The method of claim 4, wherein the step of parsing the multimedia file to identify the
metadata portion comprises:

determining a file format of the multimedia file; and,

based on the determined file format, identifying a non-encrypted non-media portion of

the multimedia file.

6. The method of claim 4, wherein the step of using the unencrypted metadata portion to

locate the position of interest in the multimedia file comprises:



based on the determined file format, identifying the nedia data
portions of the nultimedia file. 3. The nethod of claim1, wherein
the media data portion further conpriset a plurality of audio

sanpl es, and further conprising the step of encrypting the nedia data
port1on on anbuirid SbRGH ARV fAHHLR SR EinfigShibrmrioraflg! hod f or
playing a nultinmedia file conprising in conbination, the steps of.

par si ng the nddtenmigiag she joratianoofi ate of itfeyplemlityredivideppiracesie thxdmubimedia file.
portion; using the unencrypted netadata portion to | ocate a position
of interest inthe nultinedia file, the position of interest having

an assocl.at edlenaeyipd edclagaicawtadeth 16 kleh @A usihf e UnRBENPRE ndeti]atd Artibto
of video frames; and, decrypting the associated encrypted nedi a data

por t i on lgfRtatheinpssionof ftersaisin ghe multippediavlersempsisesc| ai m 4, wherein the
step of parsighhs ht i i i i k{2 .part i-on
conpri ses: decg%f m1 nP%g l%éagis ﬁgﬁg lféér !r)rigtth t g%dr%ﬁg%%ﬁ)éte %) ?}m\;}g‘lea 4@%2‘?&}3}%%?1&1 fid
based orbyt he determined file format, identifying a non-encrypted

non-nedi a portion of .the nultinedia file. 6. The method of claim 4,
wherein the step JPRER et‘ﬁ‘@"ﬁﬂgr&lw Yyétfvh%oafﬁaé]ﬁeétﬁércb}l@ﬁ ag, | ocate

the position of i eghRSink An b8etBloht BBME Anfrhli§ of UHRE! s withi
buil ding a table of vi delggf ramee of fosets a%d rtllhﬁiongiq%nfﬁ(s)dr?%gt‘%éqﬁ?thzgncg}lnk'
determ ning the | ocation of one of the plurality of video frames in

the multgmedig file. 7..The nmethod of clai wherein the step,.of
usi g tRe uncRBiprabe A & e it B e onn bR, te
i nt er estmdthod d@npridigd Mdndihdtlon, ¢e¥Rps 6£S: determning a |ocation of
one of the plurality of video franmes in the nultinedia file by

mappi ng t he &S the prlmgdigifile {p igentify aanedia date portionawbéngitkthe aredja data
det er m nj - . lurality of video franmes wthin
t he Chu%&ﬂ%n@ﬂclﬁﬁ%ﬁgﬁa@gf@fg\gﬁ%q %%?‘8% to inplenent a nethod for
encrypting aenutyptimetheanddid éata pbeionrvatavadecRarnsb§ivideol fark®BRiNahd, 0N,
the steps of: rsing the nultingdia file to identify a media data
porti on, \/\hel‘:%‘?‘ﬁmt‘% ERFPiediaedipdate porion veih aieen-endsyripdingn-jnedia data
video fpafms; encrypting the nmedia data portion on a video

frame- by-video frame basis; and, conbining the encrypted nedia data
portion with a non-encrypted non-nedi a data

9. The processor of claim 8, wherein the step of parsing the multimedia file to identify
the media data portion comprises:
determining a file format of the multimedia file; and,

based on the determined file format, identifying the media data portions of the

multimedia file.

10.  The processor of claim 8, wherein the media data portion further comprises a plurality

of audio samples, and further comprising the step of encrypting the media data portion on an

audio sample-by-audio sample basis.

11. A processor configured to implement a method for playing a multimedia file, the
method comprising, in combination, the steps of:

parsing the multimedia file to identify an unencrypted metadata portion;

using the unencrypted metadata portion to locate a position of interest in the
multimedia file, the position of interest having an associated encrypted media data portion

that includes a plurality of video frames; and,



portion. 9. The processor of claim@8, wherein the step of parsing the
multinmedia file to identify the nedia data portion conprises:
determining a file format of the multinedia file; and, based on the
determned file format, identifying the nedia data portions of the
nul tinedi a fidrypthg tﬂ@@ss@&%@%ﬁ pRl ntdd® BiBporBRY ﬁ'aWﬂeﬁﬁr bé’siﬂat a
portion further conprises a plurality of audlo sanpl es, an urther
conprising the step of encrypting the nedla data portion on an audio

2ot hod T or - DReRG oS AR e i IR o e G o LRty

conblnauheﬁwwdmapmﬁwnwéﬁ@n§gwS|ng the multinmedia file to identify an
unencrypted netadata portion; using the unencrypted netadata portion
to locate a pisrmigaggrile fﬂr@@égfthierﬁmtlﬂ@edlmﬁl%laﬁédl afile, the

position of i I at a- .
bortion ¢ hat el bHsaey rahABIREL WA ORE b ScRfhotheia porion of
decr ypt ithgnmultenedis @its. at ed encrypted nedia data portion on a video

frame basis. 12. The processor of claim1l, wherein the step of

parsing the nultimedia file to identify the netadata portion

conpri ses: deﬁlﬁrﬁ?b&'sﬁﬁ s 3 cfdulnel 1f YhBRn ﬂ’xte S P%f i né'tﬁ?‘tﬂleﬂc Jceﬂ’mélg'&%’ta

based on the determ ned format, 1d a non-eéencrypted

non- mediReriuy tojleentothe ptOhlélomlfmtcmstlla thd Iheltlmle(éla filaeompasassor of claim
11, wherein the.ste enc it ed netadata rtion to
locate the pdS ﬁfl m§nap %ﬁl st%an?eh ar?)éqwlﬂﬁb‘?ft rmpgtio:; ri ses:

buil ding a tallateemmmgthée@catubarwoﬁé Bﬁ@k%hﬁré_\lﬁyto'fmdég ﬂame@wﬁ{elxﬁﬁlnm%ﬁfé file.
determ ning the | ocation of one of the plurality of video frames in

the nmultinedi a flle 14. The processor of claim 13, wherein the step

of using4the 1y eXQE%gcgﬁ#lqs%ﬁere&%é L2F o dé)%ll%g ﬁ}%ﬁ}%ﬁéprgptggm § Id%?? g]]:

interest In th tlned conprises:
one of tpheioplto rleadatet the Pbsitionl ©DinfieradTes thermilimetial ik bBdpasdsi | € by
mappi ng the gne of .the plyraljty of video frames to a chunk; and,
det erm ni ng gﬁ feppining a caonologneraf gheyplurality efvideo {rpmesintthe mudtimedinfite
t he chupgk. 15. A conputer readable nedi um having instructions stored
t hereon, "t he stored

mapping the one of the plurality of video frames to a chunk; and,

determining an offset of one of the plurality of video frames within the chunk.

15. A computer readable medium having instructions stored thereon, the stored
instructions, when executed by a processor, cause the processor to perform a method for
encrypting a multimedia file, the method comprising in combination, the steps of:

parsing the multimedia file to identify a media data portion, wherein the media data
portion includes a plurality of video frames;

encrypting the media data portion on a video frame-by-video frame basis; and,

combining the encrypted media data portion with a non-encrypted non-media data

portion.

16.  The computer readable medium of claim 15, wherein the step of parsing the
multimedia file to identify the media data portion comprises:
determining a file format of the multimedia file; and,

based on the determined file format, identifying the media data portions of the

multimedia file.



i nstructions, when executed by a processor, cause the processor to
performa nethod for encrypting a nmultinedia file, the nethod
conprising in conbination, the steps of 16 parsing the multinedia file
to identify a media data portion, wherein the nedia data portion
includes a plurality of video frames; encrypting the nedia data
portion on a video frame-by-video frane basis; and, conbining the
encrypt ed’-nedi be erpputpioeadable medivmpoidaime s mbsrase theonedie dita paritoa further
portion. . ter . i of claim15.  wherein th
Crep of ehise R PRy i IARRICS, AR T S et R by T
porti on mediprdatgdrtictedeamhudio garaplkidyeadddy smipl©basidie multimedia file;
and, based on the determined file format, identifying the nmedia data
portions of the nultinmedia file. 16 17. The conputer readable

medi um ofg cl aj i Qﬁmg% Ui t e rises
a plural fgty o}f%gu iugewg%{r?g‘)lgé an ? t@g %%&ﬁg@&n%rs?og?%g}éﬁ?g, {shte(g%?%q)

encr ypt i mgtrudtiens, vddinzexdatted ppa pravasson canseahe pmcsaoplogpebipriaudnethsafipl e

basis. 18. .A conputer. readabl e nmedi um having instructions stored

t her eon, Iﬁ?ﬂgg %%ﬁﬁ@edﬁaﬁg?’ﬁﬁ% fqeg}ggcomgﬁmgxwgﬂnwnat'hﬁ P88 or ,

cause the progesiaethelAuligidias fMedo MRLNBM] Mencr?ht%ﬁin'i@acﬁit%r&ibﬂfedi a
of :

file, the nmethod conprising, in conbination, e steps par si ng
t he nul ti mediing the upendryfeed fejadata nentéocioyiptatela netitetaofinporst imothe

using t encrypt adata_ portion to | ocate a positio f )
"ot o es tTAEAG M BF o0E1iR03F A8 b dRe B RS Re bt e mgrign
associ atthat ircladesp gdraligdbBvidatrampgrandon that includes a plurality of
vide franes; and, decrypting the associated encrypted nedi a data

19 . . . .
portion on a dFFUBHNE therssepialipd encrypfed mediadstpparien peagidsodranabasin of
claim 18, wherein the step of parsing the nultinedia file to

identify the netadata portion conprises: determning a file format of

t he mul ti9%mediThefdohgputeamehdableseeiion of ki dB8ewhteahé step of Fiir@ihfg,the
identifyi a . nan-encr ed non-nedia. portion of the nultinedia

file. Zd?ﬁ]g‘ﬁ‘@d‘@gﬂﬁﬁﬁ @Fxﬁé’alggg}e@dﬁfgcﬁomwbqonwrgp% 18, wherein the step

of usi ng. t he dclARifhY RIBAGTRLASAE NG cate the position of
interest in the nul t%,maldi afile corrprrlhgcgg:ﬁiegﬁ#(?di ng a table of video
frame of f set dasadcprt theidatgrivkd filaformat, identfying a non-encrypted non-media portion of

the multimedia file.

20.  The computer readable medium of claim 18, wherein the step of using the
unencrypted metadata portion to locate the position of interest in the multimedia file
comprises:

building a table of video frame offsets and timing information; and,

determining the location of one of the plurality of video frames in the multimedia file.

21. The computer readable medium of claim 20, wherein the step of using the
unencrypted metadata portion to locate the position of interest in the multimedia file
comprises:
determining a location of one of the plurality of video frames in the multimedia file
by
mapping the one of the plurality of video frames to a chunk; and,

determining an offset of one of the plurality of video frames within the chunk.



determning the | ocation of one of the plurality of video franmes in
the nultinedia file. 21. The conputer readabl e nedi um of claim 20,
wherein the step of using the unencrypt’ed netadata portion to |ocate
the position of interest in the nultinedia file conprises:

determ npng ashapalhAR fOf eRRGiRE alh@iRlela1b E¥mpisiyi in the
multinedia file 9%{/ rrappienggt%hleggne 3?Jet ale pl ul}lg{l?lt %’qggo%l?glggé?'r anes
to a chunk; amdansdet pamingithgmattinaddis e tofidantiéy @ etltaadagd portibm,twheoéin the
video frames within the chunk 7 2.. An apparatus for encrypting a
mul ti medi’8 'flldla P@Mﬁ%}‘ﬁ&?aP{PT%HﬁBfﬁlgﬁ?gfﬁP@g’?ans for parsing the
nul timedi a fiadsdol Seypiing the MRAiaadadApAiBPbA h 9HeoMRRKEb VIR frafRMadis;
data portion includes a plurality of video frames; neans for
encrypti#ysthe nedia data portion on a video frane-by-video frane
basis; and, Onhi Nl n rypted di a,data portio

wi th a non- enlgrg%%tsf 8%9%%%8%5% g&égé}gd %%g a’ldc%)l%\a. P Ofgsn ‘f’ﬁ% aéqﬁﬁ"%lﬁfyt?ge ofon”
cl ai m 22medibdariporti@ans for parsing the nultinedia file to identify
the nedia data portion conprises: neans for determning a file formt
of the multinedia file; and, based on the determned file format,
means {053 i defyid fophAtd S ARG | QPS5  TRA B denti
file. 24. The apparat uss O#J@I az?nv%qll gltze?n a}%élﬁée}faﬁﬁ%rﬁ%g%%?g%%dégg%ﬁ il((l)erl%tlfy
furt her thomsdiasdaa portiph gombiistes: of audi o sanpl es, and the neans for

encrypting the nedi a,data portion co I, Sing. ans for encrypting
the nedia datlﬁe%g‘i’ﬁ %agerBHmélﬁ aiﬂﬁ?‘ﬁ“?%@@-“ﬂ%—”ﬁ‘ﬁ@?ﬁ% ie basis. 25.
An appar at us Hagéd & fi¢ideteriinBd! il WifHaf hdah§ (69l 1$ihBhe thBdia data portions of
conbi nation: neans for parsing the multinedia file tTo identi ?y an
unencr yphetuienediafile-portion; neans for using the unencrypted

net adata portion to locate a position of interest in the nmultinedia
file, the position of interest having an associ ated encrypted nedi a

dat a por2d. on THeh@batafilofdesma2phtierin thy nddia/dAeportibA MRsher B prifRaNS
for dec[jﬁpt i.ng the associated encrypted nedia data portion on a video

frame BRYPRY feudipiamplssasngd the mepngioarneraBtingihe medin dasanpertipo comprising
Egrn‘rs)lr Ing erfslé;é%s Rt ehbIBHAR e thédik (aafa(f)%mdnféﬁ arl ﬁ%i%&rﬁ)qgﬁa?-aggi%ts%%%le basis.
25.  Anapparatus for playing a multimedia file comprising, in combination:
means for parsing the multimedia file to identify an unencrypted metadata portion;
means for using the unencrypted metadata portion to locate a position of interest in
the multimedia file, the position of interest having an associated encrypted media data portion
that includes a plurality of video frames; and,

means for decrypting the associated encrypted media data portion on a video frame

basis.

26.  The apparatus of claim 25, wherein means for parsing the multimedia file to identify

the metadata portion comprises:
means for determining a file format of the multimedia file; and,

means for identifying a non-encrypted non-media portion of the multimedia file based

on the determined file format.

27.  The apparatus of claim 25, wherein means for using the unencrypted metadata portion

to locate the position of interest in the multimedia file comprises:



means for determning a file format of the multinedia file; and,
means for identifying a non-encrypted non-nedia portion of the
multimedia file based on the deterninetffile format. 27. The
apparatus of claim 25, wherein nmeans for using the unencrypted

net adat a port ineains foobhiddiag @ tifleoPadid frome offsétihRd 8lind MfdrHRtion; and,
multimedia file conprises: 18 means for building a table of video
frame of f set sM&RRS foF Astagninkredhendacrien ofang of theplnealitiopf dewframes imghe he
| ocat i onafii0g, Bfc the plurality of video frames in the nultinedia
file. 28. The apparatus of claim 27, wherein the nmeans for using the
unencrypted netadata portion to |locate the position of interest in
the nmultigqredia file co I Ses; ans for determning a | ocation of
one of the pl ﬁ]?eaﬁ‘ﬁpﬁgﬁ%%ng 1482 % ;‘T’gﬁé%n fhs menas (%‘Pﬁﬂsﬂ girBencryrsedpciadeia s
for mapppdidoh REloL4E tRf pdsiif Fﬂfqﬁt@fe:cs‘@ M 1R melltﬂlﬁé%lieI 1%%?1&865@ chunk; —and,

nl
means for determning an offset of one of the plurality of video
frames wit hi nmearydordgienmining a location of one of the plurality of video frames in the

multimedia file by
means for mapping the one of the plurality of video frames to a chunk; and,
means for determining an offset of one of the plurality of video frames within

the chunk.



