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METHOD AND DEVICE FOR IDENTITY AUTHENTICATION

This application claims priority to Chinese Patent Application No. 201510583968.6 filed on
September 14, 2015 and entitted "METHOD AND DEVICE FOR IDENTITY
AUTHENTICATION", which is incorporated herein by reference in its entirety.

Technical Field

The present application relates to the field of computer technologies, and in particular to a
method and a device for identity authentication.
Background Art

A wearable device is a portable device that is directly worn on the body of a user or integrated
into clothes or an accessory of the user. Currently, there are mainstream product forms including
products in a watch category worn on the wrist (including products such as watches and wrist
straps), a shoes category worn on feet (including shoes, socks, or other future products worn on
legs), and a glass category worn on the head (including glasses, helmets, headbands, and the like);
and there are also various non-mainstream product forms such as smart clothes, schoolbags,
crutches, and accessories.

Because wearable devices can be portable when worn on the body, the wearable devices are
expected to be more involved in identity authentication or operate a corresponding processing
process for a number of services, so as to achieve closer interaction with users and improve security.

Therefore, how to implement payment authentication or an identity authentication operation in
another operation process based on a wearable device has become one of the research focuses in
the field of computer technologies.

Payment authentication, a special type of identity authentication, refers to an operation
behavior of judging legitimacy of a fund transfer-related payment behavior that is currently
performed by a user. As related to fund, such identity authentication is particularly challenged in

terms of security and convenience.
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In the prior art, a conventional procedure of implementing identity authentication, especially a
payment authentication operation process, based on a wearable device is substantially as follows:

After a mobile terminal bound to the wearable device receives a payment authentication request,
the mobile terminal is responsible for authenticating legitimacy of the payment authentication
request. After authentication succeeds and fee deduction is completed, the mobile terminal sends
corresponding fee deduction success information to the wearable device. Otherwise, the mobile
terminal sends corresponding fee deduction failure information to the wearable device, which
displays a fee deduction result.

In a process of implementing the present application, the applicant found that the conventional
wearable device-based identity authentication method, especially the payment authentication
method, has at least the following problems:

In the prior art, computing related to authentication on legitimacy of the payment authentication
request is all implemented on the mobile terminal, and the wearable device is only responsible for
displaying the fee deduction result.

Further, when related computing is implemented on the mobile terminal, a user has a weak
sense of participation in a payment process, and the payment process has low security, which
affects a payment success rate.

Therefore, persons skilled in the art urgently need to find a method which can enhance a user's
sense of participation in an identity authentication process, improve the security of the
authentication process, and increase an authentication success rate.

Summary of the Invention

Embodiments of the present application provide a method and a device for identity
authentication, so as to enhance a user's sense of participation in an identity authentication process,
improve the security of the identity authentication process, and increase an identity authentication
success rate, especially for a payment authentication process.

To achieve the foregoing technical objectives, the present application provides an identity

authentication method, implemented to a terminal device including a preset standard interface
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configured to communicate with a service application of a dedicated type, and the method
specifically includes:

receiving, by the terminal device via the preset standard interface, an identity authentication
request message sent by a server corresponding to the service application of the dedicated type,
wherein the identity authentication request message is sent by the server to the terminal device
after the server receives a service request of the service application of the dedicated type;

verifying, by the terminal device, a signature in the identity authentication request message
according to a public key of the service application of the dedicated type;

acquiring, by the terminal device if verification succeeds, service authentication information
of an account corresponding to the identity authentication request message from locally pre-stored
service authentication information; and

returning, by the terminal device, a verification response message that carries the acquired
service authentication information to the server via the preset standard interface.

In addition, the embodiments of the present application further provide an identity
authentication method, implemented to a server corresponding to a service application of a
dedicated type, wherein the server communicates with a terminal device via a preset standard
interface included in the terminal device, and the method specifically includes:

receiving, by the server, a service request of the service application of the dedicated type;

sending, by the server, an identity authentication request message to the terminal device via the
preset standard interface included in the terminal device;

receiving, by the server when an identity authentication request succeeds, a verification
response message that is returned by the terminal device via the preset standard interface and
carries service authentication information; and

processing, by the server, the service request according to the service authentication message.

In addition, the embodiments of the present application further provide a terminal device,

specifically including:
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a preset standard interface configured to communicate with a service application of a dedicated
type;

a receiving module configured to receive, via the preset standard interface, an identity
authentication request message sent by a server corresponding to the service application of the
dedicated type, wherein the identity authentication request message is sent by the server to the
terminal device after the server receives a service request of the service application of the dedicated
type;

a verification module configured to verify, according to a public key of the service application
of the dedicated type, a signature in the identity authentication request message received by the
receiving module;

an acquisition module configured to acquire, when the verification by the verification module
succeeds, service authentication information of an account corresponding to the identity
authentication request message from service authentication information pre-stored in the terminal
device; and

a feedback module configured to return a verification response message that carries the service
authentication information acquired by the acquisition module to the server via the preset standard
interface.

In addition, the embodiments of the present application further provide a server, corresponding
to a service application of a dedicated type, and specifically including:

a sending module configured to send, when a service request of the service application of the
dedicated type is received, an identity authentication request message to a terminal device via a
preset standard interface included in the terminal device;

a receiving module configured to receive, when an identity authentication request succeeds, a
verification response message that is returned by the terminal device via the preset standard
interface and carries service authentication information; and

a processing module configured to process the service request according to the service

authentication message received by the receiving module.
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Compared with the prior art, the technical solutions proposed in the embodiments of the present
application include the following beneficial technical effects:

The embodiments of the present application disclose a method and a device for identity
authentication, implemented to a system composed of a server and a terminal device including a
preset standard interface configured to communicate with a service application of a dedicated type.
By means of the technical solutions proposed in the present application, when an identity
authentication operation is required, the server can request service authentication information of
an account of the service application of the dedicated type from the terminal device via the preset
standard interface, and the terminal device can perform security verification on this process
according to a corresponding verification rule, and feed locally pre-stored service authentication
information back to the server for subsequent processing only when the verification succeeds. As
such, the security of an identity authentication process can be ensured by means of the preset
standard interface bound to the service application of the dedicated type and security verification
of the terminal device, and a terminal device operator's sense of participation in this process can
be enhanced by using the identity authentication information currently stored in the terminal device.
When the terminal device is specifically a wearable device, a user's sense of participation in the
identity authentication process can be enhanced, the security of the identity authentication process
can be improved, and an identity authentication success rate can be increased, especially for a
payment authentication process.

Brief Description of the Drawings

To describe the technical solutions of the present application more clearly, the accompanying
drawings for illustrating the embodiments are introduced briefly in the following. Apparently, the
drawings in the following description merely show some embodiments of the present application,
and persons skilled in the art may derive other drawings based on these accompanying drawings
without creative efforts.

FIG. 1 is a schematic flowchart of an identity authentication method according to an

embodiment of the present application;
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FIG. 2 is a schematic flowchart of a binding process in an identity authentication method
according to an embodiment of the present application;

FIG. 3 is a schematic flowchart of an authentication process in an identity authentication
method according to an embodiment of the present application;

FIG. 4 is a schematic structural diagram of a terminal device according to an embodiment of
the present application; and

FIG. 5 is a schematic structural diagram of a server according to an embodiment of the present
application.

Detailed Description

As stated in the background art of the present application, in the prior art, computing related to
authentication on legitimacy of an identity authentication request, especially a payment
authentication request, is all implemented on a mobile terminal, and an associated wearable device
is only responsible for displaying a processing result; as a result, in such an operation process, a
user has a weak sense of participation in an identity authentication process, especially in a payment
process, and the process has low security, which may in turn affects a service success rate.

However, the inventor of the present application found that, as compared with a mobile
terminal, a wearable device has the following advantages during processing:

1. It is more convenient to operate, and a corresponding user's sense of participation in a
corresponding processing process is also enhanced.

2. It is more secure to operate with the wearable device, for example, the operation is more
private and can not easily be peeped, and the security of a corresponding payment process is also
improved.

Based on the two advantages above, processing with a wearable device can increase a success
rate of a payment process.

Based on the analysis above, to solve the foregoing technical problems, the embodiments of

the present application disclose an identity authentication method that is implemented on a
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wearable device. Certainly, this method may also be implemented to a terminal device of another
type, and such a change does not affect the protection scope of the present application.

As shown in FIG. 1, which is a schematic flowchart of an identity authentication method
according to a first embodiment of the present application, the method is implemented to a terminal
device including a preset standard interface configured to communicate with a service application
of a dedicated type, and the method specifically includes:

Step S101. The terminal device receives, via the preset standard interface, an identity
authentication request message sent by a server corresponding to the service application of the
dedicated type.

The identity authentication request message is sent by the server to the terminal device after
the server receives a service request of the service application of the dedicated type.

In a specific application scenario, the service application of the dedicated type as described
herein mainly refers to a service application of a type that matches the preset standard interface
and requires an identity authentication operation during specific service execution. After a type
matches a preset standard interface (which may be defined over the interface or limited in a
standard protocol), only a message triggered by a service application that matches the type is
transmitted via the preset standard interface. Such a limitation can effectively filter out an
information exchange process of a service application of another type, preventing other
information from interfering with an information exchange process of the service application of
the dedicated type, and improving corresponding information processing efficiency. In addition, a
limitation on the dedicated type can also effectively shield incoming or attacking of other forged
packets or signaling via the preset standard interface, improving the security of an identity
authentication process.

It should be noted that, in subsequent processing, information exchange between the terminal
device and the service application of the dedicated type is implemented via the preset standard
interface, and is correspondingly described in a subsequent corresponding step, and details are not

described here.



10

15

20

25

By means of the limitation on the preset standard interface, a message sent by another service
application is not received by the terminal device via the preset standard interface, and certainly
the technical solution proposed in this embodiment may not be triggered. As such, information
filtering in the identity authentication process can be implemented, interference from another
message can be avoided, and the security of the identity authentication process can be improved.

Step S102. The terminal device verifies a signature in the identity authentication request
message according to a public key of the service application of the dedicated type.

If verification succeeds, it can be considered that the identity authentication request message is
a legitimate message sent by the service application of the dedicated type, and is secure, and step
S103 can be further performed.

If verification fails, it can be considered that the identity authentication request message is not
a legitimate message sent by the service application of the dedicated type, and therefore the identity
authentication request message is directly discarded.

Step S103. The terminal device acquires service authentication information of an account
corresponding to the identity authentication request message from locally pre-stored service
authentication information.

Specifically, in this embodiment, before this step is performed, an operation process of locally
pre-storing service authentication information by the terminal device is specifically as follows:

First, the terminal device receives, via the preset standard interface, a binding registration
request message for an account that is sent by the service application of the dedicated type.

Then, the terminal device verifies legitimacy of the binding registration request message, that
is, verifies a signature in the binding registration request message according to the public key of
the service application of the dedicated type.

If verification succeeds, the terminal device acquires service authentication information carried
in the binding registration request message, and correspondingly stores the service authentication

information and identity identification information of the account locally for a subsequent
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authentication operation, wherein the identity identification information is used to indicate the
account to which the service authentication information belongs.

If verification fails, it can be considered that the binding registration request message is not a
legitimate message sent by the service application of the dedicated type, and is invalid, and
therefore the binding registration request message is directly discarded.

Finally, after completing storage of the service authentication information and the identity
identification information, the terminal device generates a registration response message according
to identifier information of the terminal device, and returns the registration response message to
the service application of the dedicated type via the preset standard interface.

In a specific application scenario, a process of generating the registration response message is
specifically as follows:

acquiring, by the terminal device, unique identifier information and device model information
of the terminal device;

assembling, by the terminal device, the unique identifier information and the device model
information according to a data format specified by the service application of the dedicated type;
and

signing, by the terminal device, the assembled information by using a local private key, and
generating the registration response message.

Certainly, considering that an account user may change service authentication information (for
example, a payment password, a payment gesture, or the like), currently stored information may
be further updated subsequently by using the following procedure:

Step A. The terminal device receives, via the preset standard interface, a service authentication
information update request message for an account that is sent by the service application of the
dedicated type.

Step B. The terminal device verifies a signature in the service authentication information update

request message according to the public key of the service application of the dedicated type.
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If verification fails, it can be considered that the service authentication information update
request message is not a legitimate message sent by the service application of the dedicated type,
and is invalid, and therefore the service authentication information update request message is
directly discarded.

If verification succeeds, step C is performed.

Step C. The terminal device judges whether identity identification information corresponding
to locally stored service authentication information is consistent with identity identification
information carried in the service authentication information update request message.

If they are consistent, it can be determined that service authentication information of the same
account has been stored in the terminal device, which matches the service authentication
information update request message, and a subsequent operation of step D is triggered.

On the contrary, if they are inconsistent, it can be determined that service authentication
information of the same account is not stored in the terminal device, which cannot match the
service authentication information update request message, there is no object to be updated, and
subsequent processing may be determined according to an actual need.

Step D. The terminal device acquires, service authentication information carried in the service
authentication information update request message.

Step E. The terminal device judges whether version information of the acquired service
authentication information is higher than version information of the current locally stored
corresponding service authentication information.

By means of this step, it can be determined whether service authentication information
currently stored in the terminal device needs to be updated.

If the judgment result is yes, it can indicate that the local service authentication information is
not of a latest version, and needs to be updated, and the terminal device replaces the currently
stored corresponding service authentication information with the acquired service authentication

information.
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If the judgment result is no, that is, the version information of the acquired service
authentication information is equal to or lower than the version information of the current locally
stored corresponding service authentication information, it can indicate that the local service
authentication information does not need to be updated, and the current update operation is
terminated.

Step S104. The terminal device carries the acquired service authentication information in a
verification response message, and returns the verification response message to the server via the
preset standard interface.

In a specific application scenario, for the sake of security, when payment credential information
is returned in this step, the service authentication information may be encrypted, and saved as a
response data packet. After receiving the response data packet, the server obtains the service
authentication information by decryption, so as to complete a subsequent service processing
operation.

In a specific application scenario, after this step is completed, a corresponding
acknowledgment process may be further included, which is specifically described as follows:

receiving, by the terminal device via the preset standard interface, an acknowledgment request
that is sent by the server corresponding to the service application of the dedicated type;

acquiring, by the terminal device, acknowledgment manner type information included in the
acknowledgment request; and

completing, by the terminal device, a corresponding acknowledgment operation according to
the acknowledgment manner type information.

Specifically, in this embodiment, the acknowledgment manner type information included in the
acknowledgment request may include any one or any combination of the following
acknowledgment manners:

text acknowledgment, sound acknowledgment, and vibration acknowledgment.

Correspondingly, for example, the text acknowledgment may be directly displaying a line of

characters "your payment succeeded", "service processing succeeded", or the like on the terminal
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device, and certainly, a precondition is that the terminal device has a display screen. The sound
acknowledgment may be emitting a preset "ringtone". The vibration acknowledgment may be
vibrating for a preset number of times or a continuous period of time.

This acknowledgment operation is mainly performed to enable the user to accurately know a
service processing result. Certainly, it may also be set that no further operation is required when
service processing succeeds. Such setting may be adjusted according to an actual need, and does
not affect the protection scope of the present application.

The foregoing description process describes a solution implementation process on a terminal
device side. Correspondingly, the embodiments of the present application also propose a solution
implementation procedure on a server side. The method is implemented to a server corresponding
to a service application of a dedicated type, wherein the server communicates with a terminal
device via a preset standard interface included in the terminal device, and the method specifically
includes the following steps:

First, the server receives a service request of the service application of the dedicated type.

Then, the server sends an identity authentication request message to the terminal device via the
preset standard interface included in the terminal device.

When an identity authentication request succeeds, the server receives a verification response
message that is returned by the terminal device via the preset standard interface and carries service
authentication information.

The server processes the service request according to the service authentication message.

In a specific application scenario, before the server receives the service request of the service
application of the dedicated type, a process of pre-storing service authentication information is
further included:

sending, by the server, a binding registration request message for an account to the terminal
device via the preset standard interface included in the terminal device, wherein the binding

registration request message carries service authentication information of the account; and
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receiving, by the server when registration binding succeeds, a registration response message
that is returned by the terminal device via the preset standard interface, and acknowledging, by the
server, that the terminal device is successfully bound to the account, wherein the registration
response message carries identifier information of the terminal device.

This pre-storage process corresponds to the operation process of locally pre-storing service
authentication information by the terminal device in step S103, and details are not described here
again.

Further, after the acknowledging, by the server, that the terminal device is successfully bound
to the account, the method further comprises:

sending, by the server when the service authentication information of the account needs to be
updated, a service authentication information update request message for the account to the
terminal device via the preset standard interface included in the terminal device, wherein the
service authentication information update request message carries the service authentication
information needing to be updated of the account.

This process also corresponds to the processing process of step A to step E in step S103, and
details are not described here again.

According to another aspect, after the server processes the service request according to the
service authentication message, a corresponding acknowledgment process may be further included,
which is specifically described as follows:

sending, by the server after processing of the service request is completed, an acknowledgment
request carrying acknowledgment manner type information to the terminal device via the preset
standard interface included in the terminal device, so that the terminal device completes a
corresponding acknowledgment operation according to the acknowledgment manner type
information.

A process after the acknowledgment request is sent corresponds to a subsequent

acknowledgment process in step S104, and details are not described here again.
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It should be noted here that, in the foregoing steps, each message received by the terminal
device via the preset standard interface includes at least operation type information and signature
information of the message.

The signature information needs to match the service application of the dedicated type
corresponding to the preset standard interface, and therefore can be verified according to the public
key of the service application of the dedicated type. If verification fails, it certainly may be
determined that the current message does not match the dedicated type. As such, an unrelated
message can be filtered out, and the security can be improved.

Compared with the prior art, the technical solutions proposed in the embodiments of the present
application include the following beneficial technical effects:

The embodiments of the present application disclose a method and a device for identity
authentication, implemented to a system composed of a server and a terminal device including a
preset standard interface configured to communicate with a service application of a dedicated type.
By means of the technical solutions proposed in the present application, when an identity
authentication operation is required, the server can request service authentication information of
an account of the service application of the dedicated type from the terminal device via the preset
standard interface, and the terminal device can perform security verification on this process
according to a corresponding verification rule, and feed locally pre-stored service authentication
information back to the server for subsequent processing only when the verification succeeds. As
such, the security of an identity authentication process can be ensured by means of the preset
standard interface bound to the service application of the dedicated type and security verification
of the terminal device, and a terminal device operator's sense of participation in this process can
be enhanced by using the identity authentication information currently stored in the terminal device.
When the terminal device is specifically a wearable device, a user's sense of participation in the
identity authentication process can be enhanced, the security of the identity authentication process
can be improved, and an identity authentication success rate can be increased, especially for a

payment authentication process.
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The technical solutions in the present application are clearly and completely described in the
following with reference to the accompanying drawings in the present application. Apparently, the
embodiments to be described are merely some rather than all of the embodiments of the present
application. All other embodiments obtained by persons of ordinary skill in the art based on the
embodiments of the present application without creative efforts shall fall within the protection
scope of the present application.

Considering that a wearable device is carried along with a user and provides security assurances
and that a payment type service has a high standard requirement on security, in a subsequent
embodiment of the present application, the technical solutions are described by using an example
in which the wearable device implements a payment authentication process. Correspondingly, the
foregoing terminal device is a subsequent wearable device, the foregoing service application of the
dedicated type is a subsequent payment type service application, and the corresponding dedicated
type is payment.

It should be noted that it is merely a preferred embodiment, and the technical solutions in the
present application can also be implemented to a terminal device of another type and an identity
authentication process of a service of another type, and such a change does not affect the protection
scope of the present application.

First, an application scenario of the technical solutions proposed in the embodiments of the
present application is introduced as follows:

(1) Wearable device: It is a device that is wearable and also has a payment function, for example,
a smart watch, a smart badge, or smart glasses. The device has a payment function itself, or an
application having a payment function is installed thereon, and therefore, a corresponding payment
operation can be performed for an associated account. The device communicates, via a preset
standard interface, with a server of a payment type application and a payment-enabled terminal on
which the payment type application is installed, wherein the preset standard interface may be a

standard interface conforming to a payment protocol.
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(2) Payment-enabled terminal: It is, for example, a smart phone, a smart tablet computer (Pad),
and has a payment function itself, or an application having a payment function is installed thereon.
The terminal is associated with a same user account as the wearable device. As required or set by
a user, the terminal needs to acknowledge a payment operation by using the wearable device. The
device also communicates with the wearable device and the payment server via a preset standard
interface. The preset standard interface may be a standard interface conforming to a payment
protocol.

(3) Payment server: It is a server having payment processing and verification capabilities, and
finally performs the payment operation after verification succeeds.

Based on the service architecture above, the preset standard interface may be configured
according to a corresponding protocol. For a specific example proposed in the embodiments of the
present application, the interface may be configured by using, for example, a content protocol:

An ATT format configuration protocol standard is adopted, and UUID is used to identify a
unique dedicated type attribute.

For a specific identity authentication process, a protocol of the preset standard interface may
be configured as including one service and four characteristics, specifically:

Service UUID: 0x0001000 (for determining a dedicated type of a corresponding service
application); and

Characteristic: There are four characteristics, namely, registration, verification, key update, and
acknowledgment (vibration). Corresponding characteristic UUIDs are: 0x00000011, 0x00000012,
0x00000013, and 0x00000014, so that function differences between specific interfaces can be
identified.

Certainly, such setting is merely a specific example. During actual application, the function
differences above may not be distinguished, and instead, different processing is triggered according
to a type identifier of a message. Certainly, more characteristics may be set according to different

service content. Such changes do not affect the protection scope of the present application.
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Based on the system scenario above, and further considering that the wearable device has
limited computing and storage capabilities and has a requirement on power consumption, the
wearable device is responsible for processing operations as few as possible.

In the technical solutions proposed in the present application, the wearable device stores key
verification information (that is, the service authentication information), and feeds back the
verification information to the payment server only when it is verified that the identity is legitimate,
to smoothly complete the payment operation.

Operation procedures in various stages are descried in the following in chronological order.

1. Binding stage

In this stage, a binding relationship between the wearable device and a specific account needs
to be established, and payment credential information (that is, a special case of the service
authentication information, wherein there is similar setting in subsequent descriptions, which is
not stated one by one) of the bound account is synchronously stored in the wearable device.

Specifically, as shown in FIG. 2, which is a schematic flowchart of a binding process in an
identity authentication method according to an embodiment of the present application, in this
embodiment, the wearable device locally stores service authentication information according to a
preset registration policy, to complete binding to an account of a service application of a
corresponding dedicated type, and a specific procedure is as follows:

Step S201. The wearable device receives a registration request via the preset standard interface.

In a specific application scenario, if account identity verification based on a network side is
required, the foregoing registration process may be triggered by using the payment server; if local
identification information (for example, local key negotiation) matching is performed, a payment
type service application on the payment-enabled terminal may directly initiate the registration
process to the wearable device. However, no matter which initiation manner is implemented,
because a type of a processed service is a payment type service, operations all need to be completed
via the preset standard interface. As such, interference from a service message of another type can

be shielded, and the security of a service operation of the current type can be improved.
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Considering that a final objective of this binding process is to synchronously store verification
information (that is, the service authentication information), if the payment type service application
on the payment-enabled terminal directly initiates the registration process to the wearable device,
the payment type service application on the payment-enabled terminal needs to directly provide
corresponding verification information.

No matter which processing solution is implemented, considering that the binding is binding
based on a same payment account, a difference between specific trigger forms is omitted in a
subsequent process, and the payment type service application of the payment account is directly
used as a trigger entity to perform a corresponding binding operation.

Step S202. The wearable device parses the registration request according to a preset data format
standard, to acquire information carried therein.

The payment type service application initiates the registration request to the preset standard
interface of the wearable device (for example, for the binding process directly initiated by the
payment type application on the payment-enabled terminal, the registration request may be directly
transmitted by means of Bluetooth; for the binding process initiated by using the payment server,
the registration request may be transmitted to the preset standard interface of the wearable device
by using the payment server). After receiving the data, the wearable device performs deserialization
(a deserialization operation is a parsing operation) processing according to a preset data
transmission format, to obtain verification information carried in the registration request.

It should be further noted that the registration request and another message that is sent to the
preset standard interface hereinafter are used to complete a corresponding legitimacy verification
operation, and need to carry verification type information and specific signature information,
which are key verification information necessarily carried. A specific description is provided here,
and other messages are similar thereto, and are not described repeatedly one by one.

A. Verification type information:

Currently, there are two verification solutions available to the wearable device. One of them is

a relatively secure solution, in which RSA is adopted for encryption and signature verification, and
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the other one is a solution that does not have high programming performance and has relatively
low security, in which symmetric encryption is adopted.

B. Signature information: It is signature information generated according to a specific signature
algorithm, and other messages hereinafter are similar thereto, for which signature information can
be generated according to a specific signature algorithm by using information that needs to be
separately carried therein.

In a specific application scenario, signature algorithm types mainly include sha256 and
rsawithsha256.

In a specific application scenario, in addition to the key verification information above, the
registration request may include the following several parts of content, and certainly, on the
precondition that the registration binding operation can be implemented, the type of information
carried in the registration request does not affect the protection scope of the present application:

(1) Packet-related information: It is information used to identify the registration request, and
includes: a length of signed data and the signed data.

(2) Identity-related information: It is used to verify legitimacy of the registration request, and
includes: signature information (that is, the identity identification information) of the payment
service, length information of the signature information of the payment service, Challenge
information, and length information of the Challenge information.

(3) Algorithm-related information: It is used to parse or generate a signature, and includes:
signature algorithm type information and length information of the signature algorithm.

In addition, it should be noted that, in this embodiment, the signature algorithm may be a Secure
Hash Algorithm SHA256 or a non-symmetric hash algorithm RSA with SHA 256. In a specific
environment, the signature algorithm may also be another signature algorithm, and details are not
described here.

(4) Payment-credential-related information: It is used to verify a payment operation in a

subsequent process, and includes: a shared key (that is, the payment credential information)
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generated by the payment-enabled terminal and used to support the payment server to complete a
fee deduction operation, and length information of the shared key.

Step S203. The wearable device verifies legitimacy of the registration request.

In a specific application scenario, after the information deserialization operation succeeds, the
wearable device performs a verification operation according to the preset verification information.
Specifically, the wearable device may perform, according to a built-in public key for the payment
service, a verification operation on the signature-related information that is obtained after the
deserialization operation is performed in step S202.

If verification succeeds, step S204 is performed. If verification fails, the wearable device
determines that the registration request is invalid or illegitimate, and therefore directly discards the
registration request.

Step S204. The wearable device acquires and stores payment credential information and
identity identification information.

The wearable device performs, according to a built-in private key, a decryption operation on
the payment-credential-related information that is obtained after the deserialization operation is
performed in step S202, to acquire the payment credential information.

The wearable device acquires device-identifier-related information that is obtained after the
deserialization operation is performed in step S202.

The wearable device locally stores the acquired payment credential information and identity
identification information, for example, stores the information in a local Read-Only Memory
(ROM).

So far, storage for the binding relationship has been completed on the wearable device side,
and in a subsequent operation, a binding status needs to be fed back to the payment type service
application on the peer payment-enabled terminal. The binding operation is truly completed only
after the binding relationship is successfully processed on both sides.

Step S205. The wearable device feeds back identity identification information and other

binding-related information according to a preset feedback rule.
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The wearable device generates a corresponding registration response message according to a
preset feedback information assembly rule by using a unique ID (the identity identification
information), a device model, and other information, and sends the registration response message
to a registration request sender. That is, if the payment-enabled terminal directly initiates the
registration request, the registration response message is directly fed back to the payment-enabled
terminal; if the registration request is initiated by using the payment server on the network side,
the registration response message is fed back to the payment server, and then the payment server
performs a subsequent binding acknowledgment feedback.

It should be noted that the encryption/decryption manner above is assurance work for the sake
of security, and on the precondition that security can be ensured, neither whether the
encryption/decryption manner is used, nor whether another security protection measure is taken
affects the protection scope of the present application.

In a specific application scenario, in addition to the key verification information, the
registration response message may include the following several parts of content, and certainly, on
the precondition that the registration binding operation can be implemented, the type of
information carried in the registration response message does not affect the protection scope of the
present application:

(1) Packet-related information: It is information used to identify the registration request, and
includes: a length of signed data and the signed data.

(2) Identity-related information: It is used to verify legitimacy of the registration request, and
includes: signature information (that is, the identity identification information) of the payment
service, length information of the signature information of the payment service, Challenge
information, and length information of the Challenge information.

(3) Algorithm-related information: It is used to parse or generate a signature, and includes:

signature algorithm type information and length information of the signature algorithm.
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In addition, it should be noted that, in this embodiment, the signature algorithm may be
SHA256 or RSA with SHA 256. In a specific environment, the signature algorithm may also be
another signature algorithm, and details are not described here.

(4) Wearable-device-related information: It is information used to enable the registration
initiator to acquire a successfully registered wearable device, and includes: unique ID information
of the wearable device, length information of the unique ID information, device model information,
and length information of the device model information.

By means of the foregoing processing, the wearable device successfully stores payment
authentication information and identity identification information of an account of the payment
type service application that is bound to the wearable device. However, considering that a user may
change payment credential information (for example, a payment password, a payment gesture, or
the like), currently stored information may be further updated subsequently by using the following
procedure. For a specific update operation, reference may be made to the registration process above,
and the only difference is that, before it is determined to update the payment authentication
information, it is necessary to additionally perform an identity identification information
comparison process (to determine that it is an update operation of the same user), as well as a
payment authentication information version comparison process (only payment authentication
information of a higher version is stored). Details are not described here again.

2. Authentication stage

In this stage, the wearable device performs core processing of the technical solutions proposed
in the present application, that is, the wearable device performs an authentication operation on a
payment request process, and the process is allowed to continue only after a successful
authentication operation is performed.

Specifically, as shown in FIG. 3, which is a schematic flowchart of an authentication process
in an identity authentication method according to an embodiment of the present application, in this

embodiment, the wearable device performs, according to a preset authentication policy, legitimacy
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authentication operation on a payment authentication request sent by the payment-enabled terminal,
and a specific procedure is as follows:

Step S301. The wearable device receives, via the preset standard interface, a payment
authentication request sent by the payment server.

In a specific application scenario, a payment operation is generally initiated by the payment-
enabled terminal, wherein the payment-enabled terminal sends a payment request to the payment
server, to request the payment operation, and after receiving the payment request, the payment
server triggers a payment authentication process, and sends the payment authentication request to
the wearable device.

The payment authentication request may be received via the preset standard interface of the
wearable device.

Step S302. The wearable device parses the payment authentication request according to a preset
data format standard, to acquire information carried therein.

When the payment type service application receives a payment process initiated by a user, the
payment type service application initiates the payment authentication request to the preset standard
interface of the wearable device. After receiving the data, the wearable device performs
deserialization (a deserialization operation is a parsing operation) processing according to a preset
data transmission format, to obtain verification information carried in the payment authentication
request.

In a specific application scenario, in addition to the key verification information, the payment
authentication request may include the following several parts of content, and certainly, on the
precondition that the payment authentication operation can be implemented, the type of
information carried in the payment authentication request does not affect the protection scope of
the present application:

(1) Packet-related information: It is information used to identify the payment authentication

request, and includes: a length of signed data and the signed data.
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(2) Identity-related information: It is used to verify matching between the payment
authentication request and the account bound to the wearable device, and includes: signature
information (that is, the identity identification information) of the payment service, length
information of the signature information of the payment service, Challenge information, and length
information of the Challenge information.

(3) Algorithm-related information: It is used to parse or generate a signature, and includes:
signature algorithm type information and length information of the signature algorithm.

In addition, it should be noted that, in this embodiment, the signature algorithm may be
SHA256 or RSAwithSHA256. In a specific environment, the signature algorithm may also be
another signature algorithm, and details are not described here.

Step S303. The wearable device verifies a binding relationship between an account
corresponding to the payment authentication request and an account corresponding to locally
stored payment credential information.

In a specific application scenario, the wearable device needs to compare the information
obtained by deserialization with the local information, to judge whether an account of a payment
type service application corresponding to the payment authentication request is an account of the
payment type service application bound to the wearable device.

In a specific application scenario, it may be verified whether identity identification information
carried in the message matches identity identification information corresponding to the locally
stored payment credential information.

If verification succeeds, step S304 is performed. If verification fails, it can be considered that
the payment authentication request corresponds to another account that is unrelated to the wearable
device, and therefore the payment authentication request is directly discarded.

Step S304. The wearable device generates an identity key according to stored payment
credential information of the payment-enabled terminal.

The identity key is generated by using the payment credential information stored in the ROM

in the preceding binding process.
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In a specific application scenario, the identity key may be encrypted by using a public key of
the payment type service application, and data is serialized according to an authentication output
parameter, to generate feedback data (that is, the response data packet) that can be fed back.

In a specific application scenario, in addition to the key verification information, the feedback
data may include the following several parts of content, and certainly, on the precondition that the
operation of feeding back the identity key can be implemented, the type of information carried in
the feedback data does not affect the protection scope of the present application:

(1) Packet-related information: It is information used to identify the feedback data, and includes:
a length of signed data and the signed data.

(2) Identity-related information: It is used to verify legitimacy of the feedback data, and
includes: signature information (that is, the identity identification information) of the payment
service, length information of the signature information of the payment service, Challenge
information, and length information of the Challenge information.

(3) Algorithm-related information: It is used to parse or generate a signature, and includes:
signature algorithm type information and length information of the signature algorithm.

In addition, it should be noted that, in this embodiment, the signature algorithm may be
SHA256 or RSA with SHA 256. In a specific environment, the signature algorithm may also be
another signature algorithm, and details are not described here.

(4) Payment-credential-related information: It is used to enable the verification initiator to
acquire the payment credential information, and includes: a length of an identity string obtained
by encrypting the payment credential information that is permanently stored in the local ROM
during binding, and identity string data.

Step S205. The wearable device sends feedback data according to a preset feedback rule, so
that the payment server completes a fee deduction operation.

After receiving the feedback data, the payment server obtains the payment credential

information by decryption, to complete a subsequent fee deduction operation.
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It should be noted that the encryption/decryption manner above is assurance work for the sake
of security, and on the precondition that security can be ensured, neither whether the
encryption/decryption manner is used, nor whether another security protection measure is taken
affects the protection scope of the present application.

3. Acknowledgment stage

In this stage, the wearable device returns an acknowledgment response to the user according to
a payment process operation result that is fed back by the payment server.

The wearable device receives, via the preset standard interface, an acknowledgment request
sent from the payment server.

The wearable device acquires acknowledgment manner type information included in the
acknowledgment request.

The wearable device completes a corresponding acknowledgment operation according to the
acknowledgment manner type information.

Specifically, in this embodiment, the acknowledgment manner type information included in the
acknowledgment request may include any one or any combination of the following
acknowledgment manners:

text acknowledgment, sound acknowledgment, and vibration acknowledgment.

Correspondingly, for example, the text acknowledgment may be directly displaying a line of
characters "your payment succeeded" on the wearable device, and certainly, a precondition is that
the wearable device has a display screen. The sound acknowledgment may be emitting a preset
"ringtone". The vibration acknowledgment may be vibrating for a preset number of times or a
continuous period of time.

This acknowledgment operation is mainly performed to enable the user to accurately know a
payment result. Certainly, it may also be set that no further operation is required when payment
succeeds. Such setting may be adjusted according to an actual need, and does not affect the

protection scope of the present application.
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Compared with the prior art, the technical solutions proposed in the embodiments of the present
application include the following beneficial technical effects:

The embodiments of the present application disclose a method and a device for identity
authentication, implemented to a system composed of a server and a terminal device including a
preset standard interface configured to communicate with a service application of a dedicated type.
By means of the technical solutions proposed in the present application, when an identity
authentication operation is required, the server can request service authentication information of
an account of the service application of the dedicated type from the terminal device via the preset
standard interface, and the terminal device can perform security verification on this process
according to a corresponding verification rule, and feed locally pre-stored service authentication
information back to the server for subsequent processing only when the verification succeeds. As
such, the security of an identity authentication process can be ensured by means of the preset
standard interface bound to the service application of the dedicated type and security verification
of the terminal device, and a terminal device operator's sense of participation in this process can
be enhanced by using the identity authentication information currently stored in the terminal device.
When the terminal device is specifically a wearable device, a user's sense of participation in the
identity authentication process can be enhanced, the security of the identity authentication process
can be improved, and an identity authentication success rate can be increased, especially for a
payment authentication process.

To describe the solutions provided in the preceding embodiments of the present application
more clearly, based on the same invention idea as the foregoing method, the embodiments of the
present application further propose a terminal device, a schematic structural diagram of which is
shown in FIG. 4, and specifically includes:

a preset standard interface 41 configured to communicate with a service application of a
dedicated type;

a receiving module 42 configured to receive, via the preset standard interface 41, an identity

authentication request message sent by a server corresponding to the service application of the
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dedicated type, wherein the identity authentication request message is sent by the server to the
terminal device after the server receives a service request of the service application of the dedicated
type;

a verification module 43 configured to verify, according to a public key of the service
application of the dedicated type, a signature in the identity authentication request message
received by the receiving module 42;

an acquisition module 44 configured to acquire, when the verification by the verification
module 43 succeeds, service authentication information of an account corresponding to the identity
authentication request message from service authentication information pre-stored in the terminal
device; and

a feedback module 45 configured to return a verification response message that carries the
service authentication information acquired by the acquisition module 44 to the server via the
preset standard interface 41.

In a specific application scenario,

the receiving module 42 is further configured to receive, via the preset standard interface 41, a
binding registration request message for an account that is sent by the service application of the
dedicated type;

the verification module 43 is further configured to verify, according to the public key of the
service application of the dedicated type, a signature in the binding registration request message
received by the receiving module 42;

the acquisition module 44 is further configured to acquire, when the verification by the
verification module 43 succeeds, service authentication information carried in the binding
registration request message, and correspondingly store the service authentication information and
identity identification information of the account in the terminal device; and

the feedback module 45 is further configured to generate a registration response message
according to identifier information of the terminal device, and return the registration response

message to the service application of the dedicated type via the preset standard interface 41.
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Further, the terminal device further includes an update module 46, where

the receiving module 42 is further configured to receive, via the preset standard interface 41, a
service authentication information update request message for an account that is sent by the service
application of the dedicated type;

the verification module 43 is further configured to verify, according to the public key of the
service application of the dedicated type, a signature in the service authentication information
update request message received by the receiving module 42, and judge, when the verification
succeeds, whether identity identification information corresponding to service authentication
information stored in the terminal device is consistent with identity identification information
carried in the service authentication information update request message;

the acquisition module 44 is further configured to acquire, when the judgment result of the
verification module 43 is yes, service authentication information carried in the service
authentication information update request message; and

the update module 46 is configured to judge whether version information of the service
authentication information acquired by the acquisition module 44 is higher than version
information of the current corresponding service authentication information locally stored in the
terminal device, and replace, if the judgment result is yes, the corresponding service authentication
information currently stored in the terminal device with the service authentication information
acquired by the acquisition module 44.

In a specific application scenario,

the receiving module 42 is further configured to receive, via the preset standard interface 41,
an acknowledgment request that is sent by the server corresponding to the service application of
the dedicated type; and

the acquisition module 44 is further configured to acquire acknowledgment manner type
information included in the acknowledgment request, so that the terminal device completes a
corresponding acknowledgment operation according to the acknowledgment manner type

information.
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According to another aspect, the embodiments of the present application further propose a
server, a schematic structural diagram of which is shown in FIG. 5, wherein the server provides a
service for a service application of a dedicated type, and specifically includes:

a sending module 51 configured to send, when a service request of the service application of
the dedicated type is received, an identity authentication request message to a terminal device via
a preset standard interface included in the terminal device;

a receiving module 52 configured to receive, when an identity authentication request succeeds,
a verification response message that is returned by the terminal device via the preset standard
interface and carries service authentication information; and

a processing module 53 configured to process the service request according to the service
authentication message received by the receiving module 52.

In a specific application scenario,

the sending module 51 is further configured to send a binding registration request message for
an account to the terminal device via the preset standard interface included in the terminal device,
wherein the binding registration request message carries service authentication information of the
account; and

the receiving module 52 is further configured to receive, when registration binding succeeds, a
registration response message that is returned by the terminal device via the preset standard
interface, and acknowledge that the terminal device is successfully bound to the account, wherein
the registration response message carries identifier information of the terminal device.

Specifically, the sending module 51 is further configured to:

send, when the service authentication information of the account needs to be updated, a service
authentication information update request message for the account to the terminal device via the
preset standard interface included in the terminal device, wherein the service authentication
information update request message carries the service authentication information needing to be

updated of the account;
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and/or send, after the processing module 53 completes processing of the service request, an
acknowledgment request carrying acknowledgment manner type information to the terminal
device via the preset standard interface included in the terminal device, so that the terminal device
completes a corresponding acknowledgment operation according to the acknowledgment manner
type information.

Compared with the prior art, the technical solutions proposed in the embodiments of the present
application have at least the following beneficial technical effects:

The embodiments of the present application disclose a method and a device for identity
authentication, implemented to a system composed of a server and a terminal device including a
preset standard interface configured to communicate with a service application of a dedicated type.
By means of the technical solutions proposed in the present application, when an identity
authentication operation is required, the server can request service authentication information of
an account of the service application of the dedicated type from the terminal device via the preset
standard interface, and the terminal device can perform security verification on this process
according to a corresponding verification rule, and feed locally pre-stored service authentication
information back to the server for subsequent processing only when the verification succeeds. As
such, the security of an identity authentication process can be ensured by means of the preset
standard interface bound to the service application of the dedicated type and security verification
of the terminal device, and a terminal device operator's sense of participation in this process can
be enhanced by using the identity authentication information currently stored in the terminal device.
When the terminal device is specifically a wearable device, a user's sense of participation in the
identity authentication process can be enhanced, the security of the identity authentication process
can be improved, and an identity authentication success rate can be increased, especially for a
payment authentication process.

From the description of the implementation manners above, persons skilled in the art may
clearly understand that the embodiments of the present invention may be implemented by hardware,

or may be implemented by software plus a necessary universal hardware platform. Based on such
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an understanding, the technical solutions in the embodiments of the present invention may be
implemented in a form of a software product. The software product may be stored in a non-volatile
storage medium (which may be a CD-ROM, a USB flash disk, a removable hard disk, or the like),
and includes several instructions for instructing a computer device (which may be a personal
computer, a server, a network-side device, or the like) to perform all or some of the steps of the
methods described in various implementation scenarios of the embodiments of the present
invention.

Persons skilled in the art may understand that an accompanying drawing is merely a schematic
diagram of a preferred implementation scenario, and a module or procedure in the accompanying
drawings is not necessarily mandatory to implement the embodiments of the present invention.

Persons skilled in the art may understand that modules in an apparatus in an implementation
scenario may be distributed in the apparatus in the implementation scenario according to an
implementation scenario description, and may also be correspondingly changed and located in one
or more apparatuses different from that in the implementation scenario. The modules in the
implementation scenario may be combined into one module, and may also be divided into a
plurality of submodules.

The sequence numbers of the foregoing embodiments of the present invention are merely for
description, and do not imply the preference among the implementation scenarios.

Disclosed above are merely several specific implementation scenarios of the embodiments of
the present invention. However, the embodiments of the present invention are not limited thereto.
Any changes that persons skilled in the art may conceive of shall fall within the service limitation

scope of the embodiments of the present invention.
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CLAIMS

1. A method for performing an identify authentication operation, implemented by a terminal
device comprising a preset standard interface configured to communicate with a service
application of a dedicated type, the method comprising:

receiving, by the terminal device via the preset standard interface, an identity
authentication request sent by a server corresponding to the service application of the dedicated
type (S101), wherein the identity authentication request is sent by the server to the terminal device
after the server receives a service request of the service application of the dedicated type;

verifying, by the terminal device, a signature in the identity authentication request
according to a public key of the service application of the dedicated type;

in response to verifying the signature, retrieving service authentication information of an
account corresponding to the identity authentication request from locally pre-stored service
authentication information; and

transmitting, by the terminal device, a verification response message that comprises the

retrieved service authentication information to the server via the preset standard interface.

2. The method according to claim 1, wherein the terminal device locally pre-stores service
authentication information by performing operations comprising:

receiving, via the preset standard interface, a binding registration request for an account
that is sent by the service application of the dedicated type;

verifying a signature in the binding registration request according to the public key of the
service application of the dedicated type;

in response to verifying the signature, retrieving service authentication information
included in the binding registration request;

locally storing, the service authentication information and identity identification
information of the account;

generating a registration response message according to identifier information of the
terminal device; and

returning the registration response message to the service application of the dedicated type

via the preset standard interface.
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3. The method according to claim 2, wherein generating a registration response message
according to identifier information of the terminal device comprises:

retrieving unique identifier information and device model information of the terminal
device;

assembling the unique identifier information and the device model information according
to a data format specified by the service application of the dedicated type;

signing the assembled information using a local private key; and

generating the registration response message.

4. The method according to claim 2, wherein after locally storing the service authentication
information and identity identification information of the account, the method further comprises:

receiving, via the preset standard interface, a service authentication information update
request for an account, wherein the service authentication information update request is sent by
the service application of the dedicated type;

verifying a signature in the service authentication information update request according to
the public key of the service application of the dedicated type;

in response to verifying the signature, determining whether identity identification
information corresponding to locally stored service authentication information is consistent with
identity identification information carried in the service authentication information update request
message;

in response to determining that identity identification information corresponding to locally
stored service authentication information is consistent with identity identification information
carried in the service authentication information update request message, retrieving service
authentication information included in the service authentication information update request
message;

determining whether version information of the retrieved service authentication
information is higher than version information of the current locally stored corresponding service
authentication information, comprising determining whether service authentication information
currently stored in the terminal device needs to be updated; and

in response to determining that whether version information of the acquired retrieved

service authentication information is higher than version information of the current locally stored
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corresponding service authentication information, replacing the currently stored corresponding

service authentication information with the acquired service authentication information.

5. The method according to claim 1, wherein after transmitting, by the terminal device, a
verification response message that comprises the acquired service authentication information to
the server via the preset standard interface, the method further comprises:

receiving, by the terminal device via the preset standard interface, an acknowledgment
request that is sent by the server corresponding to the service application of the dedicated type;

retrieving, by the terminal device, acknowledgment manner type information comprised in
the acknowledgment request; and

completing, by the terminal device, a corresponding acknowledgment operation according

to the acknowledgment manner type information.

6. The method according to claim 1, wherein messages sent by other service applications are

not received by the terminal device via the preset standard interface.

7. The method according to claim 1, wherein transmitting, by the terminal device, a
verification response message that comprises the acquired service authentication information to
the server via the preset standard interface comprises:

encrypting the service authentication information;

saving the encrypted service authentication information as a response data packet; and

returning the response data packet to the server for decryption.

8. The method according to any one of claims 1 to 7, wherein the terminal device comprises

a wearable device.

9. The method according to any one of claims 1 to 8, wherein the service application

comprises a payment type service application, and the dedicated type comprises a payment.

10. A method for performing an identify authentication operation, implemented by a server
corresponding to a service application of a dedicated type, wherein the server communicates with
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a terminal device via a preset standard interface comprised in the terminal device, the method
comprising:

receiving, by the server, a service request of the service application of the dedicated type;

sending, by the server, an identity authentication request to the terminal device via the
preset standard interface comprised in the terminal device;

receiving, by the server when an identity authentication request succeeds, a verification
response message that is returned by the terminal device via the preset standard interface and
includes service authentication information; and

processing, by the server, the service request according to the service authentication

message.

11.  The method according to claim 10, wherein before receiving, by the server, a service
request of the service application of the dedicated type, the method further comprises:

sending, by the server, a binding registration request for an account to the terminal device
via the preset standard interface comprised in the terminal device, wherein the binding registration
request carries service authentication information of the account;

receiving, by the server when registration binding succeeds, a registration response
message that is returned by the terminal device via the preset standard interface; and

acknowledging, by the server, that the terminal device is successfully bound to the account,

wherein the registration response message carries identifier information of the terminal device.

12. The method according to claim 11, wherein after acknowledging, by the server, that the
terminal device is successfully bound to the account, the method further comprises:

sending, by the server when the service authentication information of the account needs to
be updated, a service authentication information update request for the account to the terminal
device via the preset standard interface comprised in the terminal device;

wherein the service authentication information update request comprises the service

authentication information needing to be updated of the account.

13. The method according to claim 10, wherein after processing, by the server, the service
request according to the service authentication message, the method further comprises:
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sending, by the server after processing of the service request is completed, an
acknowledgment request carrying acknowledgment manner type information to the terminal
device via the preset standard interface comprised in the terminal device, so that the terminal
device completes a corresponding acknowledgment operation according to the acknowledgment

manner type information.

14.  Aterminal device, specifically comprising:
a preset standard interface configured to communicate with a service application of a
dedicated type;

multiple modules configured to perform the method according to any one of claims 1 to 9.
15. A server, corresponding to a service application of a dedicated type, and specifically

comprising multiple modules configured to perform the method according to any one of claims 10
to 13.
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