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i nvention concerns a safe data exchagge nmet hod between two devices |ocally
connected to each other, especially between a receiver and a security 5
nodul e. It also concerns a receiver designed for inplenenting the nethod
according t ARV, § Q= \ MW@ ng data to-
be exchangey%imgnﬁp\%gge%gg{a%WA%EX@&%F\%rEdeEysecuri ty nodul e,
for exanple in the donmain of 10 ple %%uch a nmethod is especially
described in the international patent application published under No. WO
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means ofhe ingeatlomri vate key. According to a particul ar enbodi nent, the
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the verification of the communication with the securitgbrmdule Wi_| 10 be
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carri ed 94 ralddin urrsehad theedndem key are then decrypted by means of the
20 private key.

According to a particular embodiment, the random number A, decrypted by the
private key, can then be encrypted in the security module by means of the
random key Ci, and transferred to the receiver, then decrypted in the receiver
by means of the same initially generated random key. The random number A’
25 obtained at this stage is compared to A, the one generated by the receiver in
order to verify that the security module corresponds well to the one which must
be used with the receiver. When another security module is used with this
receiver, the two random numbers A and A' will not correspond and the
communication is interrupted. If the security module and the receiver are
30  recognized as being able to exchange data with each other, the random key Ci
is used as a session key, that is to say that all the data exchanged in the safe



In this way, the "randont key C being known, the nessages can be decrypted
and, in the case of pay-TV in particular, the data necessary for the system
40 work, especially the Control Wrds“can be decrypted and nmade avail abl e
to third parties, for exanple using an network such as Internet. It should
be note I velsR’sidn, ifér known,
ei t her geﬁgsegﬁ%?ﬁﬁgg s%ggﬁfppﬁl%gu@ ah tﬁgﬁgggggfjgg%% Iéﬁga’se been obt ai ned in
anot her example ttillcthe becuritydnoduldets p«itbdramasssagelscwptegﬁ hytmagns irthishe

recei ver and those comng fromthe security nodule at the same tine. This

i nventi & ?)‘P d??sYes avoi ding this drawback by offering a process of safe 20
data transfer between a receiver and a security podul e tha ks tf)n%m ch the
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nunpgr by catidd but Slithen predutemginkdkey. 3 - encrypting said second random

nunber by said second encrypting key, - transmtting said first random
nunber ey RIAH the "HHRICTRCREF C Dk knowh! MESesbhfids 8ah besgsariyptecandom
nunber encrypted to the first device, - decrypting, in said second device,
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of the exchanged data between The first and second device. 10 This

i nvéht i dratdhd randomdeynChiges syinmettiealdeyt er understood with reference to
different particular enbodi nents of the invention and to attached draw ngs,
i n whi cMhen i isukeownr ejthes decause fii has ed@vgredsfined, arhbecauseeitthas,

been obtained in another way, it can be used to decipher messages originating
from the receiver and those coming from the security module at the same time.

This invention proposes avoiding this drawback by offering a process of safe
20 data transfer between a receiver and a security module thanks to which the

decrypting of unauthorized data is particularly complex.

This aim is achieved by a safe data exchange method between two devices
locally connected to each other, especially between a security module and a
receiver, the first device comprising at least one first encrypting key of a pair of
25 asymmetric encrypting keys and the second device.comprising at least one
second encrypting key of said pair of asymmetric encrypting keys, these keys
being previously initialised in the first and second device, this method including

the steps consisting of:
- generating, at least one first random number in the first device,
30 - generating, at least one second random number in the second device,

- encrypting said first random number by said first encrypting key,



- Figure 2 shows a second enbodi nent of the invention, 15 - Figure 3
schematically shows a kind of numbersstructure such as that used in the

nmet hod according to the invention, and - Figure 4 represents a third

enbodi ment of this invention. Wth reference to these figures, reference 10
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in several receivers 10 belonging to other owners. For this reason, the
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conbi nati on. 10 The session key SK thus generated is used for all the
security conmmuni cations between the s&curi ty nmodule and the receiver. This
enbodi ment offers great security to the user since it is reputed to be
i npossi ble to know the private key contained in the security nodule. If it
I's pOSS"h’qe?rédéNéfppﬁﬁn PFRSBAMINNAE dHsBRSrpAYhPITHG & génératly famdednbyuarber B
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nmeans ofUNGE BUPPIEMamEgnPRKBMethiE key, ?ﬁﬁéﬂmgeﬁw EGF}GHU}S ﬁ%gg chis

conpareg to the random nunber B of origin generated by the receiver 11. As
previously, the two random nunbers are conpared in a conparison stage 12.
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resul t, gl inl the @oi&%ngfw_éhewﬁemidommudwbgoﬁ%awéehhﬁerwueeiceﬂ are
mat ched, a session key SK is generated by using a conbination of the random

nunber s NAmgly the serwityaveddle (eyand the ggceiver fidr iséntiated y the ysecurity
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the public key PAKB, which aliows one to obtain the initial random number A,

Inversely, the receiver 11 generates a random number B, represented
30  surrounded by a circle in Figure 1. This random number B is encrypted in the
receiver using the public key PAKB. One obtains thus a random encrypted
number B' (B'=PAKB(B)), which is transmitted to the security moduie 10. The



In the nmethod according to figure 3, to the random nunber as previously
described is added, for exanple the random nunber A as described referring
to 30 figures 1 and 2, two parts b and ¢ each having a built-in function. b
is a random nunber generated in the security nodule 10. c is a fixed preset
humber , ramddrathumbémehtspted Bivis decryptedkitother secinity trhedgliechy meanfoelul e 10
and in the receiver_11. This pattern n for. ex e be froma
sequenc&%ﬂrivﬁ@H@YlpéKyem@éﬁo%%&Pégﬂﬁftrﬂ%'rﬁﬁ(*ﬁggggo@%%ﬁﬁ%gﬁt , the three
el ements) nanmely the random nunber A) the random nunmber b ang thﬁ R\ittern C
are encthyphisdway, reithes e Secudtypmodiie deihepireeivendisnass AL BRESTL nunber

A- such that A =PAKV (A. b. c). Thi -- -
recZ?SePu'ﬂ,eri Q\W&tgﬁtm{ Q‘%&?Vﬂ? %8@@@%@%3%@0*[}@@%!} |Bc iﬁa&é}ﬁa Thi s
?rgglfﬁ’ nt ?8&2%3&{:%;%65Ufﬁeééﬂtv&@eaﬁdﬁrﬁmmﬂmerae%orbbmm in suchtawayeauld ty

e receiver 11 are matched. As nunbefr g Fﬁ?ﬁpgrﬁsgt known
val ue, geeeratediaverasdomeasmber.cuhich willtbe usgdy &t Arii'ELE heg Fal ue.
For that purpqgse he, receiyv.er..carri : [P nhtien val ue
of ¢ mongeseBderyskninedendridficahi Gl G R Tl T t hese
two val yeshal Bufifers d&t ACRInctibheORREXGINOB AV combyhevery sberrsuitabibdul e i s
st opped. Random nunber b is sent back to the security nodule 10 for
veri f i capombinatidn.Because of this, first of all it is encrypted in the
receiver 11 by means of the public key PAKB, which gives the numher b"

( b" $PAKEHR) 3essiin &ep B thubtensratéeis veed fercall the sReUIRY CRMMBENICEII® i n
which it is decrypt ed,thanﬁs tocH'_% 'private key PAKV. The nunber thus
decr ypt &@twaer dap spedriydnpadle af SENM5Lr b and the data exchange is

interrupted if these two nunbers are nqt jdentical. 20 Accordi tRe @
second &rted@mbedimenicoffersearaatcsRGHLY C{Hatrt??l Vs?rhg"’lcgngo@ ngjr'f!gée(?qx, B? he
random nunber. { t ] GJacRtigd maoduleelfsiedsiri ty
nodul e 1@%&&?@%3@%31‘%@3&@{,&‘2?? eésﬁiwcpgletﬁ?hen o%’?ai ns thrg@_

encr ypt qehsRibI a6 Smpbiset Aeletémsined rdenbgpini plpcei of theeranslom NUNBRIRIR and
the receiver are matched, one qbt ai 1S the random %a BH{;ﬁﬁﬁfb And the as
wel [15as thagegaivesr howevek 'tdﬁé'!ﬂto‘?%?s;‘}? eTRIMPEE 8 gy Mo S om a
conbi nati gn &c&&rfglwg to a known rul e, random nunber A generated by the
securi tysqﬁ')’&' , random nunber B generated by the receiver and possibly

random nunber, b generated_by . hbiXalTRshA Qanpaeterring .th80 As
al | thegB @I@Hﬂ!ﬁ?swﬁ)”e Kn%%%’%ﬁ%%‘?qggme%g securﬁ'ta(;j/%rmdali}l e 10 or by the

recei Verepl}ﬂli’c EAEPAKES it dfy camotidedunenibe. private keyFoAKMe AhereforRn ARt ageous
to different points of view . 8 On the one hand, it al arry
out a fifest that iebicbaof dhe oleviers GRNERATRS %fﬂ'ﬁ@"&éﬁﬂ?ﬁ?{/gﬂéd% {I%Sgnd of
the receiver 11 thanks to t ] 11§ Igeeki thecdevivaibyat i on
bet wden @W@Bf%affe@i‘%@@%\ﬂfgh ﬁ@"'@%&r@é@%& é%rﬁs mat cheg, it is desirable

to CaHYiP%Hsiﬁ%tHeel@é hAd eke hamgsa meniparssi bl e, 5 which is done thanks to
the veriftication of the contents of pattern c. On the other hand, by

sendi ng e, £ ABAGGRIHEHR Hcdbriekto igute ossiiiblthat of Vgufe 1 Ife raadef ng
bet ween ese two d i

evi ces, cerfainly and reliably, wthout however
transmi t himbet his rgeratediner each wpt dheTideyigaser By &3 ‘P’Fﬁ%fyegeé‘\ﬁﬁ?fythgf t he

dat a exchanges eyen nore since a 1.Nng. i t he: { ffoghent i al
10 data EHEESRANAIRG KEYFR tf?é"[%g%dBhgh?mgﬁ%év({é?é%ﬁﬁﬂiﬁggfyggﬁ not ed t hat

one n nPﬁ\'; patdceivedihy the i‘&eﬁwdiolnisrthehanwmwﬁ@gﬁé'ﬂ,ﬂhiscati on
of t%g rrgbéﬁﬁﬁggbet V\%ﬁgﬁrthe t wo de*/i ces is only . done V\heg?tﬂ?ﬁ%igé%eaa_ttern
r o,

c. In a #ing bpthevpubliokeyAKB efdthgdgcsivey. iR WahEs Wi t hout
attern ¢ to the random,hyurber r:L fi i i 40l n the
gecuri tyeﬁﬁ’a’GF%de‘i‘BWb(?ﬁIR E@‘ FEW&WN@?@ I%.Sbﬁﬁ&%ﬂg} gM;bdggx{ ﬁiorf{md(;l scl osed in

figure 4, the first steps of the nethod take b - K&s in
the one Hiisdeasstedihergihanks t%ﬁd%’?ﬂ%ﬁr‘}%&gaﬁ%{% Q?‘za%msfgd_
respect | yeli0Y, (e RERAIPIKE TREH! RshBcnly by thérsevedlyi medulEL10 Bl ir e
exchange nH erified 1n such a vvat/) t hat assures that  the ?eicuri%}s

30 the receiver 11 are matched, number A thus obtained is identical 10 ranaom

number A of origin generated by the security module. As described referring to
figure 2, the method has a comparison stage 12 between the random number A



20 nodul e 10 and the receiver 11 are well matched. In this enbodi nent, the
security nodul e and the receiver dispgse furthernore of a symretric key
PHK, carrying the reference 13. The random nunbers A and B are not sinply
conbined to each other to obtain a session key SK, as in the enbodi nent of
figure Zorking frOQY tid @eghiRingOBPint@thed AN driteyEaTMIL tHeC réciver311 Tard 25
conbi nation of these three ell'enents can be done as previously, by

concat erfanfom pEmbgr & geperted bysthie: senusity medule 0. AL thase agmber are

Bncr yot i) 0 REt ohd rar HRRbES that 8, SEAMR Inefe A IR R the |\ | e
symret r irggéivEednd 3hatTtheScomer@iiatioh8 ©rafy aatagensfersMiistihbd ivtermatedhor i zed

decrgpti ng of 30 nessages nore difficult and obl iaes one to dispose of all
the ReysThi® ¢an dwippenciahexampie ukhen e piasseitofmeddler ifainterducese iekurity

of the Lce. i t,| Lk ar ced... Thi ' Sl s, :

advant aggéé%fgg'bgifg%g!;{? it$ ‘f‘%{ Féf%'&ﬁ&/qﬁ%n%g& %ﬁgégﬁﬁ Y"é‘%f“t gt%cé'léiter ate a
very | amgedwieagsirhvlatdd forigxantple diyfrhearsof asompiter.c keys. For _
sinplification, faced with a very large nunber of users, it is desirable to
assi gn QimilaAYE raddémOhukiesr B0 refuiobd! b Othel @chfityS peeduIEY 10 is also
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particularly effective. It should be noted that, in the description that
follows, the key carrying the referegce 13 in Figure 4 is described as
being a symetric key. It is however "15 al so possible to use a pair of
asynmmetric keys in place of this symmetric key. In this case, one uses two

pairs Ogaﬁéﬁﬁ"?@rh'ié isklﬁéfpor%% iafthehcfty fodllkedarchin the reosiven iflor a
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One then obtains three encrypted numbers. At the time of decrypting, if the

security module and the receiver are matched, one -obtains the random
25 pumbers A and b, as well as the pattern ¢, as previously.
The session key SK is formed from a combination according to a known rule,

random number A generated by the security module 10, random number B

generated by the receiver and possibly random number b generated by the

security module and/or pattern c.

30 As all these elements are known either by the security module 10 or by the

receiver 11, the session key can be formed.

This embodiment is advantageous to different points of view.



- istransmtted in a encrypted formto said second device (11 ), - is
decrypted in this second device (11 ) by neans of the second encrypting key
(PAKB) and - is conpared to said rand@m number (B) generated by the second
device (11 ), and in that the data transfer is stopped if the conpared
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exchangehghita iekehamges ee6nh pesrengihes dndirhinthidesatetdquantief of enfiderdialies nore
than a threshol d val ue. 13 9. Data exchange net hod according to claimS8,

charfct «fata dhat areraxghanged bebwear the BUPIORYICERe data exchange between t he
two devices (10, 11 ). 10. Data exchange nethod according to clains 6 and
8, char dtskouldde netedithat ohe castaiseriadddniyagraitasn cdp the gandomhrumber

represe I ve physi cal . paraneter of . co nication., 11 e

et nod dbcosivagaliobas R Makiine Beeweghat {0 licots oL BpRETARTS, 1
devi ces thdf islfaitegﬁ%eriﬁtéfsi;ﬁnaﬂ Q38 oMee can b6 BRI ahly BABTHYN ranaber (b), -
this supplementary random nunber (b) is encrypted by said first encrypting
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20 module 10 and the receiver 11 are well matched. In this embodiment, the
security module and the receiver dispose furthermore of a symmetric key PHK,
carrying the reference 13. The random numbers A and B are not simply
combined to each other to obtain a session key SK, as in the embodiment of
figure 2, but they are also combined with the symmetric key 13. The
25 combination of these three elements can be done as previously, by
concatenation or by every other suitable function. According to a particular form
of the invention, the session key SK is formed by encrypting the two
concatenated numbers A and B (SK = PHK (A, B)) with the symmetrical key 13.

This presents the advantage of making the unauthorized decrypting of
30 messages more difficuit and obliges one to dispose of all the keys to be able to
obtain a usable piece of information. The security of the device is thus still

reinforced. This embodiment is also advantageous because it is relatively long



- at least one of the devices (10, 11 ) determi nes at |east one predefined
fixed nunber (c) menorized in the twogdevices (10, 11), - this predefined
fixed nunber (c) is encrypted by said first encrypting key (PAKV), - this
predefined fixed encrypted nunber is transmtted to the second device (11
), - thigpdt sipqam i ?snéfaiéya)tv@ﬁy Rirgd juareity bf padtsnoftiéiererst amommetuel in
this second device [11), 14 -" the predefined flxeg nunber. decr. @éed in
the secdheysdeot simpliicetiopafasedtwith Bevasy daae MEBDET REHSRTES ed in
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] c_f“abcCeeee ca] ca] ca] cal ca] ca] ca] ca]ca]ca]c
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a] ca] ca]malised agtkrtlis madainuad vabdityaduration]of dpe apesiPB&EYa] ca] ca] ca! e} f g$gj gl
t | mmenynnmpppT_VoVWAV

] c_f _abosgergigsw 8_pddieabe ahesddialenalof dhe dhvaition], calecegm use a "smart”

a)J ca] ca] ca] ca] ca] ca] ca] pa_l ca]ca]ca]ca caﬂ)ca cal c%] ca cah%aebcat] (\T?y ical

8&f G 10%ecarity mpdule or similar means, which allow one to measure uiiierent p sica

| 10%1] & () aretefbl ok 24 100 % if) U lig € o B MHCScnsurBBtion. The

| M2#10% Qé{am]e_?e:/fédf%ﬂf&%%@%@%‘%’J}?%ﬂ%éé@m% & ()-110%4| & ()-10%4 & (

)-/wh value of this or of these parameters is compared, at regular intervals, to a
reference value. When one notices a difference, beyond a tolerance level,
between these compared values, one can deduce that an unidentical reading
risk exists of data on the system. In this case, one can, although it will not be a
preferred solution, cut the whole data exchange between the receiver and the

25 security module. A preferred solution consists of sending a request to the
receiver, asking the generation for a new session key. The data exchange is
blocked if the receiver does not comply. This allows one to obtain a dynamic
system in which every access attempt to confidential data is watched. The

measurement of the physical parameters can also be implanted in the receiver.

30 As is known by the expert, a receiver for pay-TV essentially includes a
processing unit, a read-only memory, a demultiplexer, a descrambler, a

digital/analogical converter, an external memory and a sound and image
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external memory. This one is accessible; thereby it is possible to read or to
5  modify its contents, which can create risk of reading unauthorized data.

In order to minimise this risk, the public key PAKB and/or the symmetrical key
13 can advantageously be stored either in the read-only memory, or in the
descrambler. This greatly increases security, because, to modify one of the
keys, it is indispensable to change the electronic chip, which is not very
10 interesting from an economical point of view and which implies that one can
provide counterfeit chips. The security of the communications is thus

particularly effective.

It should be noted that, in the description that follows, the key carrying the
reference 13 in Figure 4 is described as being a symmetric key. It is however
15 also possible to use a pair of asymmetric keys in place of this symmetric key. In
this case, one uses two pairs of asymmetric keys. One of the pairs of keys can
be common for a users' group and the other can be unique. The two pairs can

also be unique.

In the description of the examples above, the first device corresponds to the
20  security module and the second device corresponds to the receiver. It is clear
that the method according to the invention operates in the same way if the first

device is the receiver and the second device is the security module.
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(11),

- transmitting said second encrypted random number (B") to the first device
(10),

- decrypting, the first encrypted random number (A') in said second device (11)
- decrypting, the second encrypted random number (B') in said first device (10),
- combining said random numbers (A, B) generated by one of the devices (10,
11) and received by the other device to generate a session key (SK),

- and using the session key (SK) to encrypt and decrypt all or part of the
exchanged data between the first and second device (10, 11).

2. Data exchange method according to claim 1, characterized in that random
number (A), generated with the first device (10) and decrypted with the second
device (11)

- is encrypted by said second device (11) by means of said second encrypting
key (PAKB),

- is transmitted in a encrypted form to said first device (10),

- is decrypted in this first device (10) by means of the first encrypting key
(PAKV) and

- is compared to said random number (A) generated by the first device (10),

and in that the data transfer is stopped if the compared random numbers are

not identical.
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- is encrypted by said first device (10) by means of said first encrypting key
(PAKV),
- is transmitted in a encrypted form to said second device (11),
- Is decrypted in this second device (11) by means of the second encrypting key
(PAKB) and
- is compared to said random number (B) generated by the second device (11),
and in that the data transfer is stopped if the compared random numbers are

not identical.

4. Data exchange method according to claim 1, in which said first device (10)
and said second device (11) contain a symmetric encrypting key (13),
characterized in that the random numbers (A, B) are combined with said

symmetric key (13) to generate a session key (SK).

5. Data exchange method according to claim 1 or 4, characterized in that the

combination is a concatenation.

6. Data exchange method according to claim 1, characterized in that the

session key (SK)is restored in function of a determined parameter of use.

7. Data exchange method according to claim 6, characterized in that the

determined parameter of use is the duration of use.

8. Data exchange method according to claim 1, characterized in that at least
one of the two devices (10, 11) measures at least one representative physical
parameter of the communication, such as the line impedance and/or the electric
consumption, in that one compares the values measured to the reference
values, and concerning the data exchange when the measured parameters

differ from the reference values more than a threshold value.
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10. Data exchange method according to claims 6 and 8, characterized in that

the determined parameter of use is the representative physical parameter of

communication.

11. Data exchange method according to claim 1, characterized in that

- at least one of the devices (10, 11) generates at least one supplementary
random number (b), |

- this supplementary random number (b) is encrypted by said first encryptmg
key (PAKV)

- this supplementary encrypted random number is transmitted to the second
device (11),

- this transmitted encrypted supplementary random number is decrypted in this
second device (11),

- the decrypted supplementary random number is encrypted by said second
encrypting key (PAKB)

- the supplementary encrypted random number is transmitted to the first device
(10)

- the supplementary random number decrypted in the first device is compared
to the initial supplementary random number (b) generated in said first device,

- the information exchange is interrupted if the comparison indicates that the

two compared numbers are not identical.

12. Data exchange method according to claim 1, characterized in that

- at least one of the devices (10, 11) determines at least one predefined fixed
number (¢) memorized in the two devices (10, 11),

- this predefined fixed number (c) is encrypted by said first encrypting key
(PAKV),

- this predefined fixed encrypted number is transmitted to the second device
(11),

- this transmitted encrypted predefined fixed number is decrypted in this second
device (11),
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13. Data exchange method according to claim 11 or 12, characterized in that

each of the numbers (A, b, ¢) is encrypted separately.

14. Data exchange method according to claim 11 or 12, characterized in that a

combination of each of the numbers (A, b, ¢) is encrypted.

15. Receiver for carrying out the method according to any of the claims 1 to 14,
this receiver comprising at least one calculation unit, a read-only memory, a
demuitiplexer, a descrambler, a digital/analog! converter, an external memory
and a sound and image descrambler, characterized in that at least the
calculation unit, the read-only memory and the descrambler are contained in a
same électronic chip and in that at least one of the encrypting keys (PAKB, 13)

is stored in said electronic chip.

16. Receiver according to claim 15, characterized in that at least one of the

numbers (A, b, ¢) is stored in said electronic chip.



